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Abstract

Risk assessment is a structured and systematiecanas; which is dependent upon the correct
identification of hazards and an appropriate assessof risks arising from them, with a view to
making inter-risk comparisons for purposes of tbhemtrol and avoidance. There are differences
in the methodology used to conduct risk assessments

This paper presents some methodologies of risk geamant in the IT (information technology)
area. In addition, a method of risk assessmentetteand applied by our expert team in this area
is described. As there is a similarity betweendhmsthodologies, the paper presents the use of
methods from the occupational health area in theréR. All items in the risk assessment meth-
odology for working environment and workplace awified to IT as working environment and
to an application as a workplace.

In that way, the risk assessment process in tlegysamalysis of an IT system is carried out by an
original method from the occupational health area.

Keywords: risk assessment, information technology, risk manamt.

Introduction

Information technology, as a technology with thetést rate of development and application in
all branches of business, requires adequate piateotprovide high security. The aim of the
safety analysis applied on an information systeto identify and evaluate threats, vulnerabilities
and safety characteristics. IT assets are exposasktof damage or losses. IT security involves
protecting information stored electronically. Tipadtection implies data integrity, availability
and confidentiality. Nowadays, there are manysypiecomputer crimes: money theft 44%,
damage of software 16%, theft of information 16%&ration of data 12%, theft of services 10%,
trespass 2% (Boran, 2003).

In order to minimize losses, it is necessary tol risk management and risk assessment in the
areas of information technology and
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Risk Assessment of Information Technology System

trol and monitoring of implemented measurementd,Riek Assessment, as part of Risk Man-
agement. It consists of several processes:

+ Risk identification,
* Relevant risk analysis,
* Risk evaluation

Risk Management recognizes risk, accesses riskakad measures to reduce risk, as well as
measures for risk maintenance on an acceptable e main aim of Risk Assessment is to
make a decision whether a system is acceptablayhiod measures would provide its accept-
ability. For every organization using IT in its Imesss process it is significant to conduct the risk
assessment. Numerous threats and vulnerabiliteeprasented and their identification, analysis,
and evaluation enable evaluation of risk impaad, pnoposing of suitable measures and controls
for its mitigation on the acceptable level.

The security policy has changed in the last yeanem checklists for identifying specific events,
the information security has risen onto a highee lei.e. the security policy and strategy consider
threats and weaknesses of the business environamehkT infrastructure (Dhillon, 2001).

Risk Management

In the process of risk identification, its sourees distinguished by a certain event or incidemt. |
that process, the knowledge about the organizatimth, internal and external, has an important
role. Besides, past experiences from this or aagimaiganization about risk issues, are very use-
ful. We can use many techniques for identifying:rhecklists, experienced judgments, flow
charts, brainstorming, Hazard and Operability stsidécenario analysis, etc.

In order to assess the level of risk, likelihood #re impact of incidental occurrences should be
estimated. This estimation can be based on experistandards, experiments, expert advice, etc.
Since every event has various and probably multipisequences, the level of risk is calculated
as a combination of likelihood and impact. Risklgsig or assessment can be quantitative, semi-
guantitative, and qualitative (Macdonald, 2004).

Quantitative approach to riskssessment assigns numerical values to both irapddike lihood.
The quantitative measure of risk calculated byissizd! model is used to judge whether or not it
is acceptable. Figure 1 represents relations beteeesequences, likelihood and limits of accep-
tance.

Event A has both low values, and risk is acceptabltar as it is under the limits. Event C is
above the limits with high frequency and huge cquosece. It is unacceptable, and it needs some
measurements to reduce consequence and/or probdhii event B, which is in grey zone be-
tween the limits, it is hard to make decision.
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Figure 1: Evaluation ofrisk

Consequence

Se mi-quantitative assessment classifies threats according to theeqoesces and probabilities
of occurrence. This approach is based on the opofithe people making assessment. For ex-
ample, probabilities can be divided into five cies9 — very unlikely (the probability 1 in 1000
years), 1 — unlikely (1 in 100 years), 2 — rathalikaly (1 in 10 years), 3 — rather likely (once a
year), 4 — likely (once a month).

Quialitative approach describes likelihood of consequencestail.d€his approach is used in
events where it is difficult to express numericalsure of risk. It is, for example, the occurrence
without adequate information and numerical dat@hSanalysis can be used as an initial assess-
ment to recognize risk (Harms-Ringdhai, 2001).

Risk Treatment, Residual Risk, Risk Acceptance and Maintaining

Evaluation of risk involves making a decision whigdks require conducting measures in order
to be reduced. Measurements could be technicallzae or software), organizational (proce-
dures), operational, protective, and others. Afasideration all costs and benefits of an action
plan can be developed, including proposed actiods@sponsibilities of its conducting.

Implementation of the action plan should modifk riand remaining risk has to be assessed.
Management of the organization should accept ¢#sglual risk.

In addition, there is a need of recommended measu@der to maintain residual risk on the
acceptable level. This process of Risk Managemserntinuous, and assessments have to be
updated, repeating the risk management cycle.

Overview of Risk Management /

Risk Assessment Methods

There are numerous methods applied in risk assessimelifferent countries, there are different
methods; even in the same area, there are vasindsgpplying depends on a particular occasion.
However, the methodology is the same: system cleaization and description, threat and vul-
nerability identification, risk assessment, recomdesl measures, etc. The differences in meth-
ods are due to the level of development of mettomjokems.In ENISA (European Network
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Information Security Agency) document about risknagementseveral of them, a total of 13,
have been discussed (“Risk Management”, 2006). Sdrtieem are part of an ISO standard, i.e.
Guidelines for the management of IT security; ctlee developed by governments or national
offices for IT security.

All methods should present common description$iafats, vulnerabilities, assets groups, and,
finally, a classification of risks. In that way jhean be compared, and in order to achieve the
best results, it is useful to apply the combinadiad optimization of methods.

ISO standards for IT security (13335, 17799, ar@D2Y are general guidelines for implementing
the IT security management process, but thereaselations for conducting it.

IT-Grundschutz (IT Baseline Protection Manuel)

This method is developed by the Federal Officdritarmation Security in Germany. IT-
Grundschutz provides a configuration for IT segunanagement. During the process of risk
analysis threats are classified in 5 threat caieledBSI Standard 100-1, 2005; BSI Standard
100-2, 2005; BSI Standard 100-3, 2005). In additgrotection requirements categories are de-
fined, possible damage scenario is assigned araresilt, risk assessment is obtained.

IT security modules are grouped as generic aspacfanization, personnel, data backup policy,
and computer virus protection concept), infrastmeeibuildings, server room, and protective
cabinet, home-based workstation modules), IT systgearvers, clients), networks, and applica-
tions (e-mail, web server, and databases for nmagetodules).

Protection requirements categories:

1. Violation of laws, regulations or contracts

Impairment of the right to informational self-datenation
Physical injury

Impaired performance of duties

Negative internal or external effects,

6. Financial consequences

SR SN

Threats catalogues are:

T1: Force majeure

T2: Organizational shortcoming
T2: Human error

T3: Technical failure

T5: Deliberate acts

Safeguards measures include: infrastructure, argdom, personnel, hardware and software,
communication, and contingency planning.

This method, before starting the risk analysissdodasic security check to verify implemented
security measures. Risk assessment identifiestshnehich are not avoided by the measures,
such as residual threats. These threats can bealkd by additional security measures. In this
way, risk will be reduced to an acceptable level.

The quality of this method is in creating thread aafeguard catalogues, which can be used in all
other methods.
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Sp800-30 NIST (National Institute of Standards and  Technology)

This is Risk Management Guide for Information Tembgy systems with recommendations of
the National Institute of Standards and Technologie United States. This guide gives check-
lists in risk analysis, graphics in risk treatmant references based on US regulatory issues
(Stoneburner, Gougen, & Feringa, 2002).

By this Institute risk assessment is the first pegcin the risk management, and methodology
includes nine steps:

1. System characterization
Threat identification

Vulnerability identification

Control analysis

Likelihood determination

Impact analysis

Risk determination

© N O 0 &~ WD

Control recommendations
9. Results documentation
Steps 2, 3, 4 and 6 can be performed jointly aftepp 1 has been done.

Information relevant to the IT system must be ctdle. Specific hardware, software, system in-
terfaces, performed processes, data and informatystem and data criticality and sensitivity
characterize an IT system. There are various tgea@nifor gathering system-related information:
guestionnaires, interviews, document reviews, erafsautomated scanning tools.

In step 2 threat actions and threat sources améfidd. The threat sources can be classified as
natural threats (floods, earthquakes...), human thr@mintentional or deliberate actions) and
environmental threats (power failure, pollution...)

Information about system characteristics is a sotocidentifying IT system vulnerabilities of

the assets (hardware, software, and informationggulures, processes and information transfer.
Also NIST offers a vulnerability database (httpatinist.gov). Vulnerabilities can be identified
by verifying whether security standards are flfill In this step security requirements check list
is used.

Step 4 provides the analyzing of the controls inmmglated in order to minimize likelihood of an
event, which exercises system vulnerability. Thislhood is determined in step 5 and can be
described as high, medium and low depending ofetled exercising vulnerability by a given
threat-source.

Step 6 — impact analysis requires information apeutormed processes, regarding the value of
the system to the organization. The impact levellwadetermined on the basis of the IT system
and data sensttivity, i.e. loss of their integrayailabilty and confidentiality. Qualitative asse
ment can be done by terms: high, medium and lod gaantitative can include an estimation of
the frequency occurrence, costs of repairing, asdraed damage factor.

During step 7 the level of risk is assessed. Téseasment can be derived by multiplying values
assigned to threat likelihood and threat impacis Ehexpressed in form of risk-level matrix 3*3,
with the following assigned values for likelihodd0 — high, 0.5 — medium, 0.1 — low, and for
impact: 100 — high, 50 — medium, and 10 — low,lasv& in Table 1.
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Table 1: Risk-Level Matrix

Threat Impact

Likelihood Low Medium High

(10) (50) (100)

High (1.0) Low Medium High
10*1.0=10 50*1.0=50 100*1.0=100

Medium (0.5) Low Medium Medium

10*0.5=5 50*0.5=25 100*0.5=50

Low (0.1) Low Low Low
10*0.1=1 50*0.1=5 100*0.1=10

Risk scale is presented as: High (>50 to 100); Wad>10 to 50); Low (1 to 10).

Derived risk values are expressed quantitativetyqalitatively. Values classified as high risk
level require fast corrective measures. In the ohseedium risk level corrective measures are
required within a reasonable period of time, andrigk level can be accepted with or without
any action.

Step 8 provides control recommendations in ordeedoce the risk to an acceptable level, and
all results from all performed steps are documeintexth official risk report in the last step. This
report describes the threats, vulnerabilities, mesaksrisk level, and recommended controls.

The second process of risk management is risk aibig, which performs evaluation, and im-
plementation recommended controls for risk elimaraor reducing.

Risk assessment is an absolutely relative prodéwsd.could be confirmed by the example in Ta-
ble 1, by changing values in the risk scale. Fataince, with the next risk scale: High (50<= x
<100); Medium (10<= x <50); Low (0< x < 10), we vidbobtain Table 1la with different risk
values.

Table 1a: Risk-Level Matrix

Threat Impact

Likelihood Low Medium High

(10) (50) (100)

High (L.0) Medium High High
10*1.0=10 50*1.0=50 100*1.0=100

Medium (0.5) Low Medium High
10*0.5=5 50*0.5=25 100*0.5=50

Low (0.1) Low Low Medium

10*0.1=1 50*0.1=5 100*0.1=10

Possibilities are various, since the same procedareeapplied on impact or threat likelihood,
assigning different values to each level. It methasthe risk assessment is the only assessment,
but in the same time it means that experts musabgcareful and with great experience.

The advancement of this method is in clear visatitin given in the form of risk matrix as a
combination of threat likelihood and impact. Howehis matrix should be used for the devel-
opment of one’s own matrix depending on experience.
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Occupational Health and Safety Risk Assessment Meth  od

Risk assessment is the important component ofysafetlysis. Nowadays, accidents and risks are
serious problems from the global point of view, gadticularly in the occupational area.

Recognizing and identifying hazards and harmfuliesise workplace and in the work environ-
ment is one of the most important steps in theasdessment. The accepted risk method has to
be clearly presented in documentation. Differenthods can be used and there is no bad method,
but some of them are preferable. The expert team 6ur institution, developed the original
method for occupational health and safety risksssent, based on EU Directives, our laws and
regulations, industrial standards and recommenaat@nd on 20 years of previous experience in
this field. The method enables the quantificatibqualitative values regarding workplace and
working environment, and it has been successtefifeid through carrying out many Risk As-
sessment Acts (Nikolic & Laban, 2008).

After the initial steps (getting to know the compajpb processes, organization, technology, etc.)
risk analysis is performed according to the regutstin the following order:

* Recognizing and identifying hazards and harmfulirefise workplace and in the work
environment

* Risk assessment, considering hazards and harngulnes
» Establishment of ways and measures for removirgiciag or preventing risk

* Risk reassessment according to the remaining he.zendl harmfulness, after imple-
menting the above measures

» Conclusion
e Conducting the measures to maintain the achies&davel

The first approach is the using of an existing metlvith tables and mostly quantitative values of
all elements needed for the risk assessment: ex¢qudobability, harm consequences and fre-
guency, as well as the risk.

This approach considers the individual workplacargf kind and begins by defining four levels
of risk:

* negligible X <5

* low, but significant 5<=x <50
* high 50<= x <500
e unacceptable >=500

Risk descriptors and their numerical values coslariodified according to the user. Tables 2
through 5 display accident probability values, é\feaguencies, degrees of consequence and the
number of endangered people.
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Table 2: Likelihood of occurrence (P)

Almost impossible — possible only under e xtre mewinstances 0.03B
Highly unlikely — though conceivable 1.0
Unlikely — but could occur 1.5
Possible — but unusual 2.0
50% possible 5.0
Probable — not surprising 8.0
Likely — only to be expected 10.0
Certain — no doubt 15.0

Table 3: Frequency of expo-

sure to hazard (F)

Table 4: Degree o possible harm (H

Once in working life 0.1 | [Scratch/bruise/motivation 0.1
Annually 0.5 Laceration/mild ill-effect/burn/management support 0.5
Monthly 1.0 Communication/knowledge and skill 1.0
Weekly 1.5 Break of minor bone or iliness/all psychophysidailities 2.0
Daily 2.5 Break of major bone or major illness (temporary) 0 4.
Hourly 4.0 Loss one limb, eye, hearing loss (permanent) 6.0
Constantly 5.0 Loss two limbs, eyes (permanent) 10.0
Fatality 15.0
Table 5: Number of persons exposed to hazard (N)

1-2 persons 1

3-7 persons 2

8-15 persons 4

16-50 persons 8

50+ persons 12

Risk is calculated as:

R=P*F*H*N

Form 1 presents hazards and harmfulness based oeshription of the work process. Forms 2.1
and 2.2 give risk elements from Tables 2-5 ancttteulated risk, as well as measures for re-
moving, decreasing and preventing risk, followediby reassessment, conclusion and recom-
mended measures to maintain the achieved risk level
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Form 1: Hazard and harmfulness identification

COMPANY: PLANT: WORK PLACE:
o
g Hazards and Auxiliary means DESCRIPTIVE ANALYSIS
Z = e o I for determining
] hazard exposure Occurre_r_lce Consequence Exposure frequenc Risk
T probability

Form 2.1: Risk assessment, valuation and reduction

Responsible Person:  Person in charge ofsafety :  ANALYST :

Risk ASSESSMENT, valuation and reduction

QUANTITATIVE RISK RISK REDUCTION
ANALYSIS MEASURES
)
£ 5 8 ¢
2 g x 3 —
] (i w
S 8§ 5 2 x &
a 5 » ° %’ — Protection Aims  Constructional Protective  Organizational
£ 3 5 2 5
<] > S IS ~
> () o o
o 2 g 2
L

Form 2.2: Risk reassessment and risk manage ment

DATE : ID OF THEWORKPLACE : Links with other
documents
n
RISK ASSESSMENT, VALUATION I
AND REDUCTION RISK MANAGEMENT % &E) d
32¢
REMAINING &RISK ASSESSMENT MEASURE ENFORCEMENT % '-éJ g ;‘
> [ ] @ g aZ9
S g2 g8 ¢ w 4 mZc
= £ S = 1 @ @) 2w
© n| (<) LU Ll Z Z =
2 S = = > P 2 ) W= m
o Y— > o 2} — I a) L = < =
° o 5 X x = < S =0
c o ) XS] 2} L x OXo
e 3z 2 E o Q o w P
w - E)- 3 14
LL

The second approach is to create a matrix of Esk @mbination or multiplication of probability
and consequence. Probability is created as a nésafety assessment and frequency. Safety
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assessment is defined by analyzing common anaplatimeasures of safety in the workplace
and in the work environment.

This method can be used for non-production worlgdagroup workplaces, work environment,
collective offices, etc. The following assessmemels can be performed by this method:

* level of company location

* level of object or object’'s part (floor, work ofé¢c plant, administrative and non-
productive workplaces ...)

» level of a particular workplace and work activity

In the second approach, the probability is notreefiin Table 1, but on the basis of safety as-
sessment in the next step-by-step procedure:

Step 1 safety assessment is defined as the ratio of negairksn and the total number of
observed risk dimensionsé

Step 2probability values from tables are dependent bygtfan:
y = 0.06 &>’ )
wherey = P, event probabilitys periods for different probabilities.

. . n
In this case, safety status assessment vakablequal to 8*N

27
Step 3 probability equation finally becomesP = 16.462[(—’:) 3)

Step 4 the above value and values for frequency (Tablnd)consequence (Table 3) are
used for calculating the risk.

At all levels, risk assessment is conducted byiripeut probability of accident (P), its frequency
(F), and harm degree as

R=P*F*H*N ()

For each level is created a form with various elmebserved in risk assessment. To each ele-
ment’s column is assigned the mark +, or — depgmalinthe fuffilled safety status.
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Form 3: Analysis of general and specific protectiomme asures on every floor

Page Num-
ber

Unit: ALL MAIN AND AUXIL-

IARY PREMISES

Building part/floor :
GROUND FLOOR
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Form 4.1: Analysis of general and specific proteain measures on every floor
and risk calculation

Consulted workers: all

Expert :

Person in charge of safety :alysn:

Responsible Person:

RISK ASSESSMENT

RISK ASSESS-
MENT

QUALITATIVE
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Form 4.2: Risk manage ment and re maining risk

Page Number

Document Number

Links with other documents Date :

REMAINING RISK

RISK MANAGEMENT
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Occupational Health and Safety Risk Assessment
Method Applied in the Risk Assessment of an IS

All principles of risk assessment are the sameaupational health and safety area, as well as in
IT systems. Our idea is to apply the above mentianethod for risk assessment considering a
general IS as work environment such as a buildlogt, and plant, while its applications are
workplaces.

In order to assess the protection status of alystes we created similar 3-page forms (like
Forms 3, 4.1 and 4.2). The first page presentsacteistics of the system: location, distribution,
and equipment (hardware and software). The nexpages are two parts of the table with col-
umns grouping the general data of the 1S, mordtetements for protection status assessment,
risk assessment, treatment of risk, and remainsigwith measures for maintaining the risk on
acceptable level.

The plus sign or the minus sign is assigned toyeseserved element in order to assess the state
of the current level of the IS safety.

Observed elements can be selected among many edesiggrificant for the protection status. We
have chosen the following:

» Compliance with fire regulations

* Compliance with environmental regulations

» Seismic characteristics of the location

* Admissible temperature and humidity

» Up-to-date certificate for electric installatiomsd lightning strike installations

* Uninterruptible power supply

* Intensive magnetic fields causing loss of datadfdenotor, Transformer, Magnetic ID-
card reading units)

» Adequate light — Loss of data can be due to stighg(sunlight - especially on cloud-
less summer days or at altitude, halogen lampsciameon tubes)

* Dust and dirt

» Training of personnel

» Authorized admission to components of hardware

» Authorized admission to components of software

* Authorized admission to data

* Hardware maintenance

» Software maintenance

» Voltage variations

» Adequate and updated antivirus software

» Backup and recovery procedures

* Adequate storage of media in case of emergency

» Systems placed behind firewalls and other netweckisty devices that restrict access
and filter unnecessary protocols

» Encryption used for wireless network traffic afaecessary, for other traffic

» Restrictions regarding users and their conneativgited and wireless LANs

* Segmented internal networks with internal firewaltg other protection in depth tech-
niques

* Remote administration or access should be restri¢tased, connections should be en-
crypted.
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There is an example of such forms. Values n (nuroberinus signs), and N (number of ob-
served elements) are used for calculating of pritihalfrequency is estimated while correspond-
ing values are from Table 2. For damage are uskés from Table 3, but with modified de-
scriptors as presented in Table 3a.

Table 3a: Degree of possible harm (H)

Violation of regulations and laws 0.1
Impairment of an individual's right to informatiohself-determination 0.5
Communication/knowledge and skill 1.0
Possible (serious) injury of an individual (dangefife and limb) 2.0
Impairment/loss of reputation, confidence 4.0
Endangering the existence of the company 6.0
Financial loss, though significant, could be suedv 10.0
Financial loss could not be survived 15.0

System characteristics

Company: Higher EducationgiBuilding/part: floor | Unit: All main and aux-| Page Number:
Technical School of iliary premises

. . Ground floor
Professional Studies

Equipment, installations: Software: OS Windows, MS Office, educational

. . [%oftware, financial software, student administnatig
PC computers, wireless internet hardware, netwqr

. . Software
ing hardware, printers, scanners,

System characteristics

The electrical mains supply is fromtwo distributtipower transformers with two separate supply cable
into two school buildings. All computers are conteekto the Internet either by wires or by a wirslegs-
tem.

In the institution there are three computer clase®with 35 PCs in total and one classroom withap2
tops. In the financial department there are fouwoeked PCs. In the student administration officere is
a network of 5 PCs as workstations and one PC selNs0, there is one or two PCs in every staffosf

Two computer classrooms are in the same buildirtg thie financial and student administration offices
and there are two more in the other building witleat 30 PCs in faculty offices.

There is an antenna for wireless Internet connedietween the main server and the Internet provider
ternally, all PCs are connected to the main sesyewires, switches, and routers. Additionally, tRG
classrooms have the access to the main serverbptdrnal wireless network.

Every computer has OS Windows XP, MS Office, anditiahal software for specific purposes.
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Unit: All main and Page number:

auxiliary premises
VED FOR RISK ASSESSMENT

Building part/floor :

Form 3a: Analysis of general and specific protectio measures
Ground floor

Building :
Main building

GENERAL DATA

Risk Assessment of Information Technology System
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ELEMENTS OBSER

©

sJueUSIURW BIEMYOS
SRR A 2 | - ININSSISSY MSIY IALLYLITVNO
o
o = =
Biep 0} uoissiwpe pazuoyiny 2 = =
JeMmyos W ® s
o[sjuauodw o9 0] UoISSIWpPE. pazuoylny + w m % ASIH
arempiey S S mu._
o[siuauodwod 03 uoissiwpe pazuoyny |+ 0 32 % IOVIAVA
m =
|guuosiad jo Bulures] | w m M AON3INOIHA
Q 04 5
Ip pue isn o ' 5
UIp pueisng | m mm . e
yol| bUONIS c = o =
xr = <
01 anp eyep Jo sso7 - 1ybi| arenbapy + .w m C 5 o
= C
o L
ellep J0 Sso| — spjay onsubew aAlsualu| + m..m palouisal aq
Q5 roys ssadde J0 uoljelisiuiwpe alowsa
Alddns Jamod signdnusjuiun | 4 ,_nmv m pirou HeAsiuiupe a1 2
@ biuyos) yida
Lo sanbiuyds) LYpasp
suolre|jelsul nx | Ul uonoajoid JIaylo pue s|remall [eu
LIS Buiuy by pue suone|felsul 0LId3ID + 225 -19JUI UM SHI0MIBU [eusalul pajuswhas
10} 81edl1uad a1ep-0l-dn ue si alay ] TS5 (&
ck g SNV 1 SSo[a1m pue palim ofBuIldauU0D
Aypiuny pue ainyesadwsal a|qISsIWPY 4 0 ) pue siasn Buipsebal suonaLsay
LOIIeD0| Y1 JO SoIsuUaloeIeyd JIWS|d o
L LRl 12 JMLISISS 2 J1jel] 1ay1o o) areudoidde se pue diyen
suon w OM13U SSalalim 1o} pasn uondAiousg
nBas feluswuoliAua yum souerdwon + W w ‘s|@o0104d Aressadauun 1al|l} pue ssadde
T 0 S8l 1ey] Sa21nap A11NI8S ¥I0MIau J8ylo
suoirenbal aly yum aouedwod |+ M g gue s|jemally puiyaq pade|d swaisAs
MSIY ke ..mVM Kouabiawa
| d3SOdX3 SNOSH3d 40 ¥3IGNNN < ? I9AS aU) Ul elpaw Jo sbelols arenbapy
s1aindwod 40 ¥IGINNN m m salnpasold A1anodal pue dnyoeqg
L 2
JANVYN d0071d m c dIeMYOS ShiAlue parepdn ayenbapy
. a2
2 m m.J suoneueA abeyjon

4 27.73 Low. but
significant

5

1.39
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Form 4.2a: Risk manage ment and re maining risk

Links with other documents Date : Document Number Page Number
RISK MANAGEMENT REMAINING RISK
T
> p
PROBABILITY O, o oL =
() S = >
RECOMMENDED RISK '-g (<',;° %,‘) 3 'g H:J % o u
REDUCTION MEASURES n\?’ o = o ©)] =2E 0 v
16,46(—] w < zZ OVNZOoOwu
N E o 8 8 5 g >4 =
x=<%
Obey the rules
Designing of stable automated fire protection syste @ on the access to
Purchasing of UPS equipment 5 data software
g and hardware.
Improvement of physical protection 021 L s 1o § Train staff peri-
Providing of security rooms for media storage ' g odically.
%  Test the equip-
& ment periodi-
cally.

In the first risk assessment (Form 4.1a) the pritityafd..39) is calculated using the ratio of the
number of minus signs (8) and the total numbeibstoved items (20). The values for frequency
(5) and damage (4) are estimated from Tables Bandnd the calculated risk is 27.73.

Risk reducing measures are recommended in Formasi@heir application should eliminate

four minus signs. The probability is now equal 1810 and the frequency is reduced to 1, with the
same damage. Finally, the risk is assessed aswh@% is an acceptable level. In order to main-
tain the risk at that level the appropriate measare recommended.

After a common IT system safety assessment, weucted the risk assessment of an application.
The first page includes the application descriptieorm 1a, Form 2.1a and Form 2.2a are similar
to Form 1, Form 2.1, and Form 2.2 respectivelywibekplace in the occupational health area.
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Risk Assessment of Information Technology System

Company: Higher EducationdiDe partment: Application: Information system | Page  Num-
Technical School of Profes- | Student administra-for student administration ber:

sional Studies tion

Equipment, installations: Software: OS Windows, student administration
PC computers — clients and server, networking | software

hardware, printers

General description of the program, process, typeef information stored
There are three processes: application procesetefifial students, teaching process and payments.
The application of potential new students is conddi®nce or twice per year and it can be dividetivio
processes:
» application and entrance examination,
* ranking and enrolment.
The payment process divides into the payment of:
» application and entrance examination,
* tuition fees.
The Board of Studies prepares inputs for thesegss®s and the management receives reports about i.
The teaching process consists of several proceggepossibilities of further division:
* students enrolment
o enrolment of academic/school year,
0 registering of subjects ,
o semester verification, which becomes student’s nbémr the completed semester and defihes
the study year on the basis of accumulated credits.
o enrolment of study year, which offers possibilitfes registering corresponding subjects.
e tuition
0 updating of curricula and syllabi,
o tuition delivery, which besides lectures involvasdents’ evidence and fulfilling conditiofs
for taking a particular exam.
* examination
o applying forexams,
0 assessment.
* issuing documentation
0 issuing records,
0 issuing certificates,
0 issuing the final diploma.

Protective measures:
Using admission password
Antivirus software

Weekly data backup
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Form la: Hazard and harmfulness identification

COMPANY: PLANT: APPLICATION:
©
S DESCRIPTIVE ANALYSIS
Q © -
= S Threats and vulnerabilities Occurrence  Exposure _
N " Consequences Risk
T probabilty  frequency

Electrical supply interruption

Switch or router, card malfunction

Deleting network installation

Workstation failure

Server disk failure

Unauthorized ad mission and data
changing

Virus in network

Bugs (program flaws)

Possible but unusual

Constant exposure

Possible but unusual
Constant exposure

Possible but unusual

Constant exposure

Possible but unusual

Hourly exposure
Possible but unusual
Constant exposure
Unlikely but could occur

Monthly exposure

50% possible

Constant exposure

50% possible

Loss of the last
input data or
data inconsis-
tency

Work delay

Internal network
interruption —
delaying

Loss of the last
input data or
data inconsis-
tency

Loss of data
before last
backup

Incorrect data,
loss of confi-
dence

Loss of data,

data inconsis-
tency, loss of
confidence

Data inconsis-
tency

exsts

exsts

exists

exists

exsts

exsts

exists

exsts
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Risk Assessment of Information Technology System

Form 2.1a; Risk assessment, valuation and reduction

Responsible Person:

Safety Person :

ANALYST :

Risk ASSESSMENT, valuation and reduction

QUANTITATIVE RISK ANALYSIS

Event Probability

N

Level of Damage

0.5

Frequency of Exposu

al

RISK

20

80

10

RISK LEVEL

Low but
significant

Negligible

Low but
significant

Low but
significant

High

Low but
significant

Protection
Aims

Data safety, processes safety

RISK REDUCTION
MEASURES

Technical , Operational, Organizational

Install UPS equipment

/
/
/

Weekly backup, as well as after every larger data
processing

Physical protection of workstation, saving and fre
guent changing of passwords

Frequent updating of antivirus software, avoiding
use of unverified external data media

Comprehensive testing and fixing of program flaws
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Form 2.2a: Risk assessment, and risk manage me nt

DATE : Links with other documents

RISK ASSESSMENT, VALUATION x X
AND REDUCTION RISK MANAGEMENT 8 <£
0w
W
@ o
REMAINING RISK ASSESSMENT MEASURE ENFORCEMENT = a |<£
o
(O] % ﬁ 8 |
5 - =0 w
= o 3 S w3Im
= < o » w Z a <ZE |
< E m w L x O zZ
2 g8 = > z 2 o wo
o - o A w o 0 Q ==
° o o v = < Q 0z
= T ) 0 w ) O =
$ 3 3 = ° & 5 2
T o xZ
L b=
o . Maintaining of the UPS sys-
2 0.1 5 1 Negligible Technician One week E tem
2 0.1 5 1 / / % /
(]
(&)
2 0.1 5 1 Negligible / / g /
©
S @
2 05 4 4 / / S 3 /
£eg B
> 05 5 Low but  Systemadmin- Contin E o 9 Apply backup procedures
' significant istrator ontinuous 092 ®  regularly
[0p) n
. q E ~ Obey rules about access to
(2] .
1 1 4 4  Negligible Securlt% an Continuous % &  Workstation and regular
sta 2 changing of passwords
(@]
, < Obey rules about using ex-
2 4 25 Low but ~ Systemadmin- 0 0us < ternal data media and regular
significant Istrator o update of antivirus software
c
Y Comprehensive testing after
2 0.5 4 4  Negligible Programmer Periodical N every change in the applica-

tion
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Risk Assessment of Information Technology System

Analysis of the Method

During the process of risk assessment of the atilic, we had several dilemmas. The number
of workstations, the computer rooms with networ&enhputers, or the number of clients (stu-
dents in this case) who are indirectly exposeti¢aisk are not included in the risk assessment.
Our recommendation is to multiply the risk by 2he cases with larger number of computers, or
clients, since that allows the access throughattget number of workstations, which causes the
higher risk. This formula could be more complex, e leave that for our future work.

This method has been developed and applied sucdg§sy users’ validation) in the occupa-
tional health and safety area for a longer peritsl.benefits are the implementation of all risk
assessment methodology items, uniqueness, antipossiof wide application in many areas.
The attempt to apply the method in the IT area&el on analogy. It is possible because of the
manner of application on several levels. As IT ggcis a very sensitive area considering risk,
only that layering could bring a quality risk ass®ent, in order to recognize all risks to which a
system or its part is exposed.

Conclusion
Advantages of our risk assessment method are:
* The method is original with the official name VT®timod

» The application of method is complete becausesitdeen approved in many enterprises
from the health and safety area

» The possibility of method application is obviousalhareas, especially in the IT area.
« Allmethodology requirements are fuffilled complgte

* The applied method based on event probability datertion by status value allows cor-
rection of particular status values in order towee) reduce or prevent risk

» The method gives quantitative risk values and pewiresults suitable for comparison
» The method processes the impact of all types efatsrand vulnerabilities

All conclusions given for methodology of risk assment in the occupational health area could
be used in the risk assessment in the IT systeam are

With corresponding modifications, this method défgood quality results in the risk assessment
of an IT system as well as of any of its applicaioGenerally, our method is based on assessing
risk level-wise from the most general to the mpecdic level. We applied this method to the

risk assessment of our IS in 2 levels. One inclubdesvhole IT system, while the second in-
cludes particular applications. This could be donmore levels, such as assessing the risk of IT
systems in each building, the labs and officesdufition, application software could be consid-
ered as a specffic level. Depending on the appliivare, you can come across different threats,
risks and recommended measukde. are planning to deal with these problems infgiwre in-
vestigation.
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