
Autenticità della chiave pubblica
• l’attacco dell’uomo in mezzo
• il certificato
• la PKI

Chiavi e Proprietario

ALGORITMO
SU

U

PU

�R28: “prima d’impiegare una chiave pubblica bisogna o essere 
certi dell’identità del suo proprietario o poterla verificare”



Attacco dell’uomo in mezzo

3 - Intercettazione, decifrazione, cifratura ed inoltro.

DBA
PA

B
PB

B||PI

2 - Intercettazione delle interrogazioni e falsificazione delle risposte

DB
B?

A

1 - Registrazione

A||PI

A?
B

c = EPA(mB) c = EPI(mB)

c = EPI(mA)
A

c = EPB(mA)

B

Autenticazione di una chiave 
pubblica

ENTE FIDATO

T X

UTENTE

PX

MESSAGGIO
AUTENTICO
E INTEGRO

Io dichiaro che 
il proprietario di K 

è il sig. ID
X||PX||SST(H(X||PX))
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Preparazione ed uso di un certificato

X identificato in modo 
sicuro

• mX = X||IX||PX||IPX

PT nota in modo certo 
• VPT(Cert(PX,T))

• mT = T||IT

• m = mT||mX

• H(m)

• SST(H(m))

• Cert(PX,T) = m|| SST(H(m))

mX

mT
H

SST(H(m))S

ST

VPT

vero/falso

Trasferimento della fiducia
da PT a PX

Il Certificatore

T?

• ENTE ufficialmente riconosciuto 
Certification Authority o CA  (X.509)

• Qualsiasi UTENTE  
(PGP)



X.509 Formats
T

X

Transazioni

•U → RA 
•RA → CA
•CA → U
•CA → DB
•U ↔DB  

PKI: RA, CA e Directory

RA CA

DB

Public
Key

Infrastructure

Utenti
Verisign
Actalis
Trustitalia
E-trustcom
…



1

2

3

4

5

6

7
8

1   Certificate Signing Request (CSR)

2   Approved CSR

3   Certificate publication

4   Certificate and status information distribution

5   Revocation/Removal Request (RR)

6   Approved RR

7   Off-line status information publication

8   On-line status information publication

Users

Registration
Authority

Certification
Authority

Directory

Initialization

Operation

PKI: RA, CA e Directory

•E-mail
•Documenti

Canale sicuro

Protocollo
LDAP

DB

RAX
Algoritmi S,H 

usati da X

Dati personali 
di X

Generazione
delle chiavi

Chiave pubblica
di X

SSX(H(m))H S
H(m)

SX

H

CA

Chiave pubblica
di X

Algoritmi S,H 
usati da X

Dati personali 
di X

Chiave pubblica
di X

Algoritmi S,H 
usati da X

Dati personali 
di X

Intervallo di
validità

Versione e
numero di serie

Dati di T

SST(H(m)) H

ST

S

V

SI/NO







X.509 Formats
T

X



Standard Certificate Extensions 
(1.)

version 3 introduces a mechanism whereby certificates can 
be extended, in a standardized and generic fashion, to 
include additional information;
certificates are not constrained to only the standard 
extensions and anyone can register an extension with the 
appropriate authorities (e.g., ISO);
standard extensions for public key certificates can be 
separated into the following groups:

key information;

policy information;
user and CA attributes;

certification path constraints

authority key identifier: specifies a unique identifier of the 
key pair used by the CA to sign the certificate;
subject key identifier: serves much the same purpose as
the authority key identifier;
key usage: specifies the inetnded use(s) of the key. The 
following list represents the settings for the key usage field:  
certificate signing (e.g., a CA key pair), CRL signing, digital 
signature, symmetric key encryption for key transfer, data 
encryption (other than a symmetric key);
private key usage period: specifies the date on which the 
signing private key expires for a user’s digital signature key 
pair

Standard Certificate Extensions 
(2.)



subject alternative name: specifies one or more 
unique names for the certificate subject; the 
permissible name forms are Internet e-mail address, 
Internet IP address, , web URL
the policy information extensions provide a 
mechanism for the CA to distribute information 
regarding the ways a particular certificate should be 
used and interpreted;
certificate policies: specifies the policies under 
which the certificate was issued to the user and/or 
the types of uses applicable to the certificate; 
certificate policies are represented by specially-
formatted numbers, known as object identifiers;

Standard Certificate Extensions 
(3.)

Vita e ripudio di una chiave 
pubblica

R29: “Quando uno ha il sospetto, o la certezza, che la sua chiave segreta 
sia stata violata, deve 
• rinunciare ad impiegarla,  
• notificare immediatamente il ripudio alla CA 
• registrarne una nuova”. 
Per prevenire il rischio CA da una vita limitata ad ogni chiave.

A?

SI/NO

on-line
firmata

CA

Ripudio anche per cambio di ruolo e di Società

∆T

registrazione
A

ripudio CRL

certA

B

certA



Modelli di Notifica di Revoca

pull method
push model
online status checking

Schemi di Notifica della Revoca:

Schemi off-line:
Certificate Revocation List
Certification / Revocation System
Certificate Revocation Tree 
…

Schemi on-line:
On-line Certificate Status Protocol

CRL

X?

S/N

Y

CA

X

Revoca

bisettimanale

Time stamp

Firma della lista

RFC 2510
OpenCA
OpenSSL
……..



Estensioni delle CRL

general extensions: CRL number, reason code 

- key compromise;

- CA compromise;

- affiliation change;

-cessation of operation;







Serial Number Status

00000001 OK(SN,t,CA)

00000002 OK(SN,t,CA)

… OK(…,…,…)

13434899 OK(SN,t,CA)

13434900 REV(SN,CA)

13434901 OK(SN,t,CA)

… OK(…,…,…)

Certificates status at time t

Serial Number Status

00000001 OK(SN,t,CA)

00000002 OK(SN,t,CA)

… OK(…,…,…)

13434899 OK(SN,t,CA)

13434900 REV(SN,CA)

13434901 OK(SN,t,CA)

… OK(…,…,…)

Serial Number Status

00000001 OK(SN,t,CA)

00000002 OK(SN,t,CA)

… OK(…,…,…)

13434899 OK(SN,t,CA)

13434900 REV(SN,CA)

13434901 OK(SN,t,CA)

… OK(…,…,…)

Serial NumberSerial Number StatusStatus

0000000100000001 OK(SN,t,CA)OK(SN,t,CA)

0000000200000002 OK(SN,t,CA)OK(SN,t,CA)

…… OK(…,…,…)OK(…,…,…)

1343489913434899 OK(SN,t,CA)OK(SN,t,CA)

1343490013434900 REV(SN,CA)REV(SN,CA)

1343490113434901 OK(SN,t,CA)OK(SN,t,CA)

…… OK(…,…,…)OK(…,…,…)

Certificates status at time t

Certification/ Revocation System

Certificate Revocation Tree



Performance Evaluation Criteria

• Timeliness

• Involved computational load

• Communication traffic induced 
on the network



Problemi di PKI

• RA sempre disponibile 
• CA rapida anche nella gestione della CRL
• Collo di bottiglia (n° max di utenti)
• Ente degno di fiducia
• Interrogazione della CRL
• Vita della chiave di firma

Gerarchia di Autorità di 
Certificazione

CA

CA1 CAi CAj CAN

CA CA

CERT
U11 ………………………………………………..…………….UNM

AIPADPR 513/97 cnipa.gov.it



Intended as a global repository of information
– Used for:

– electronic mail
– cryptographic exchanges
– telephone systems

In essence the Directory is a distributed database, 
capable of storing information about people and objects
in various nodes or servers distributed across a network

What is a Directory?

DSA

ABC Corp Master DSA

ABC Replicate

ABC Replicate

ABC Replicate

Other Org DSA

MMM Inc. DSA

123 Inc. DSA

DUAs and DSAs

Through replication and chaining, DSAs 
collectively provide a widely distributed service 
that appears as one Directory to the end user
population in all domains

X.500 - The Directory



Information Model

determines the form and character of information in the 
directory;
the information model is centered around entries, 
which are composed of attributes;
each attribute has a type and one or more values;
object class: defines which attributes are required and 
allowed in an entry;
entries are arranged in a tree structure and divided 
among servers in a geographical and organizational 
distribution

Common Name Rebecca Montanari

Telephone Number 02/57401235
Entry

Directory Structure (1.)

Root

Entry Entry

Entry Entry

Entry

Entry

Attribute Attribute

Type     Value Type    Value



The c= (country) and o= 
(organization) entries 
typically sit atop the 
Directory tree 

c=CA

o=ABC Corp

l=Ottawa l=Toronto

ou=Sales ou=Adminou=Research

ou=Development

cn=Al Doe

cn=John Smith cn=Alice Jones

Leaf entries may exist at any level

The distinguished name (DN) is still just a sequence of RDNs:
cn=Bob Aaron,ou=Development,ou=Research,l=Ottawa,o=ABC Corp,c=CA

cn=Bob Aaron

Directory Structure (2.)

l= (locality) and ou= 
(organizational unit) entries
are two commonly used 
methods of adding 
hierarchy to the Directory

Trust Models

CA5

CA1

CA3

CA2 CA4

certificate chains and certification paths:

A{P5} B{P3}

CA5{CA4}}, 
CA4{CA43}

certificate 
chain

• centralized trust model;

• distributed trust model



General Hierarchical Structure

it is easy to construct a certification path between any pair of end-
entities, regardless of how each end-entity determines which CA it 
is prepared to accept as root CA;

this model scales reasonably well; provides means for constructing 
reasonably short certification paths;

complicating factor is trust

CA1

CA2 CA3

CA4 CA6

added links are called cross-certificates

CA1

CA2 CA3

CA4 CA6

General Hierarchical Structure 
with additional links

CA7CA5



Cross-Certificates

Unibo<ComuneBO>

ComuneBO’s  
verification public 

key

Unibo’s signing

private key

ComuneBO<Unibo>

Unibo’s verification
public key

ComuneBO’s signing

private key

CA:UNIBO CA:ComuneBO

Top-down Hierarchical Structure

U1 U2 U3

CA1 (“Root”)

CA2 CA3

CA4 CA6

Drawbacks:
all trust depends on the root key;

certificate chains also for two entities on the same CA;

certificate chains long in deep hierarchies.



Distributed Trust Model

Trust is rooted at the CA close to the end users

cross
certification

Banca 
d’Italia

Telecom
“Root”

Cariplo

Progressive-Constraint Trust 
Model

Public-key

User U

A

B

C

a

U trusts A, 
subject to 
conditions 

W

A trusts B, 
subject to 
conditions 

X

B trusts C, 
subject to 
conditions 

Y
C trusts a, 
subject to 
conditions 

Z

U trusts this path to a, subject to the progressive application of 
conditions W, X, Y, and Z



X.509 Certificate Policies

certificate policy: a named set of rules that indicates the applicability
of a certificate to a particular community and/or class of application with
common security requirements;

policy mapping: only applies to cross-certificates; provides a 
mechanism for the signing CA to map its policies to the policies of the 
CA specified in the cross-certificate

policy constraints: it is used in cross-certificatesthe administrator can 
specify the set of acceptable policies in a certificate chain extending 
from a cross-certificate; can specify whether or not all certificates in a 
chain must meet a specific policy;

……

Certification Path Discovery

the certification path discovery problem is as follows: I need to find 
a certification path between a particular remote user’s public key 
and any one of the set of root public key that I already know 
securely

given a CA’s name, a service to retrieve certificates for that CA’s 
public keys issued by other Cas, it is possible to find a certification 
path by working back progressively from the target user’s 
certificate toward a root key, as follows:

step 1: given a certificate issued by CA X, determine the set of Cas 
that have issued certificates for the public key of X;

step 2: if one of the CAs from the Step 1 is a known root authority, 
the required certification path is found, otherwise proceed to Step3;
step 3: for each CA found in Step 1, repeat the Step 1 procedure, 
treating that CA as CA X



given that a suitable certification path has been found, it is 
then necessary to validate that path. This involves such 
actions as:

verifying the digital signature on each certificate;

checking that the names in the certificates are consistent with 
a valid certification path, that is, the subject of every certificate 
is the issuer of the next certificate;

checking that the validity periods of all certificates correctly 
span the time for which validity is being checked;

checking that each certificate has not been revoked. This may 
be a complex process;
checking that the required certificate policies are indicated in 
the certificates;

Certification Path Validation

Certificati e reti sicure
• fixed D-H
• ephemeral D-H
• IKE



A B

I certificati e le reti sicure

k k

Ek Dk

c

Riservatezza: Cifrario e chiave 

Accordo sulla chiave

Problema: A e B vogliono scambiarsi informazioni 
sicure in assenza di accordi precedenti

Protocollo posto:
•al livello applicazione
•sopra il livello trasporto: SSL
•al livello di rete: IPSec

Anonimato/Identificazione

L’accordo sul segreto: 
anonimous Diffie-Hellman

RNGexp

p,g

RNG exp

p,g

exp expp p

pre_master_secret

server/client_key_exchange



L’accordo sul segreto: 
fixed Diffie-Hellman

||||

H H

RC, RSRC, RS

master_secret

pre_master_secret
exp exp p,XSp,XC

p,g,YS
firma CA

p,g,YC
firma CA

certificato certificato
client server

L’accordo sul segreto: 
ephemeral Diffie-Hellman

RNGexp

p,g

RNG exp

p,g

exp expp p

pre_master_secret

||||

H H

RC, RSRC, RS

master_secret

S

Sclient

S

Sserver

Pserver
firma CA

V

Pserver

Pclient
firma CA

V

Pclient



Accordo sul segreto e privacy: 
IKE (Internet Key Exchange)

Fixed/Ephemeral DH

Pserver
firma CA

Pclient
firma CA Ek

Dk Dk

Ek

RNGRNG Anonimous DH
k k

IKE: anonimato ed identificazione 
YA =gXA

mod p
XA

YB = gXB

mod p
XB

YB
XA

mod p
YA

XB

mod p
S

SB

E

D

E

D

S

SA

||

H

||

H

Cert PA

YA

IDA

Cert PB

YB

IDB

Cert PA

YA

IDA

V

H
Cert PB

YB

IDB

V

H


