


Internet Governance

International institutions are evolving quickly as innovative approaches need
to be adopted in order to deal with global problems that cannot be success-
fully addressed by the traditional system of nation-states. The expansion of
the Internet has been called the most revolutionary development in the history
of human communications. It is ubiquitous and is changing politics, econom-
ics, and social relations. Its borderless nature affects the roles of individuals,
the magic of the marketplace, and the problems of government regulation.
As its development has increased apace, contradictions have arisen between
existing regulatory regimes, private interests, government concerns, inter-
national norms, and national interests. Unlike most areas where there are
global institutions, and the role of governments is predominant, the Internet is
a field where the private sector and civil society each have a role as
important—or sometimes more important—than governments.

Based on international regime theory, this book analyses how the multi-
stakeholder institutions have grown along with the Internet itself. John
Mathiason shows how governance of the Internet began as a technical issue but
became increasingly political as the management of critical resources began to
conflict with other international regimes and the Internet Governance Forum
was a compromise solution to a governance issue that did not fit neatly into
existing institutional structures. These new institutions will set precedents
for other areas where governance is necessary beyond the nation-state.

Internet Governance is an innovative multi-stakeholder approach to
dealing with global problems and ideal reading for students, teachers, and
researchers of politics of technology, digital politics, and governance.

John Mathiason is Professor of International Relations at the Maxwell School
of Citizenship and Public Affairs of Syracuse University. A former official
of the United Nations Secretariat, he is the author of Invisible Governance:
International Secretariats in Global Politics and many articles on global
governance.
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Foreword

The current volume is the twenty-sixth in a dynamic series on “global
institutions.” The series strives (and, based on the volumes published to
date, succeeds) to provide readers with definitive guides to the most
visible aspects of what we know as “global governance.” Remarkable
as it may seem, there exist relatively few books that offer in-depth
treatments of prominent global bodies, processes, and associated issues,
much less an entire series of concise and complementary volumes. Those
that do exist are either out of date, inaccessible to the non-specialist
reader, or seek to develop a specialized understanding of particular
aspects of an institution or process rather than offer an overall account
of its functioning. Similarly, existing books have often been written in
highly technical language or have been crafted “in-house” and are
notoriously self-serving and narrow.

The advent of electronic media has helped by making information,
documents, and resolutions of international organizations more widely
available, but it has also complicated matters. The growing reliance on
the Internet and other electronic methods of finding information about
key international organizations and processes has served, ironically, to
limit the educational materials to which most readers have ready
access—namely, books. Public relations documents, raw data, and
loosely refereed web sites do not make for intelligent analysis. Official
publications compete with a vast amount of electronically available
information, much of which is suspect because of its ideological or self-
promoting slant. Paradoxically, the growing range of purportedly
independent web sites offering analyses of the activities of particular
organizations has emerged, but one inadvertent consequence has been
to frustrate access to basic, authoritative, critical, and well-researched
texts. The market for such has actually been reduced by the ready
availability of varying quality electronic materials.



For those of us who teach, research, and practice in the area, this
access to information has been particularly frustrating. We were delighted
when Routledge saw the value of a series that bucks this trend and
provides key reference points to the most significant global institutions.
They know that serious students and professionals want serious analyses.
We have assembled a first-rate line-up of authors to address that market.
Our intention, then, is to provide one-stop shopping for all readers—
students (both undergraduate and postgraduate), negotiators, diplomats,
practitioners from nongovernmental and intergovernmental organiza-
tions, and interested parties alike—seeking information about the most
prominent institutional aspects of global governance.

Internet governance

Governance and the Internet are two words that do not always sit
comfortably together. The Internet’s roots lie in the development of a
communication apparatus that the U.S. military was keen to develop in
the context of the bitter struggle with the Soviet Union during the Cold
War. However, its champions celebrate its current status as a vehicle
for freedom of expression, its unregulated quality, and its capacity to
allow users access to information previously denied—a kind of global
democratization of access for all. Although clearly wealthy countries
have vastly better access than poor ones, that can be fixed. As the 2001
Human Development Report noted, “Policy, not charity, will determine
whether new technologies become a tool for human development
everywhere.”1

For all of the protestations about who controls what, the Internet
has always been subject to a modicum of governance. Its early design-
ers created a medium of information and communication that gave rise
to particular kinds of interaction and behavior. Its further evolution
has been driven by the twin imperatives of access to information and
commercial exploitation, both of which have shaped its development.
National governments too have sought to exert their influence on the
Internet’s development, partially in response to the security challenges
that it has thrown up and partially in response to pressure from com-
mercial interests keen to ensure that they have a head start in the
scramble for cyberspace.

In many respects, the governance of the Internet is an entirely new
development for global governance—something that is to be expected
given its novelty. Yet, for all its novelty, the regimes that are emerging
to govern the Internet (regimes, because they are many and overlapping)
are proceeding in a remarkably similar fashion to the development of
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governance regimes in other, much older, information and commu-
nication technologies. ICANN—the Internet Corporation for Assigned
Names and Numbers—has evolved in strikingly similar ways to those
world organizations that emerged to govern the flow of mail and tele-
grams across state boundaries in previous eras. While the context is
different, the technologies the International Telegraph/Telecommunication
Union (ITU) and the Universal Postal Union (UPU) sought to reg-
ulate in the middle of the nineteenth century were similarly revolu-
tionary. And the pressures to extend them further—a desire to exploit
their commercial potential coupled with the communications freedom
they offered (not to mention their potential for military application)—
are also remarkably alike.

Writing in the early 1990s—long before the shape of Internet gov-
ernance had become anything near as clear as it has today (and there is
still quite some way to go)—Craig Murphy described the role of such
nineteenth-century international public unions in the following way:

They have helped create international markets in industrial goods
by linking communication and transportation infrastructure, pro-
tecting intellectual property, and reducing legal and economic bar-
riers to trade. As a result, [these] world organizations have played a
role in the periodic replacement of lead industries, a critical
dynamic of the world economy since the Industrial Revolution.2

Murphy’s insight resonates loudly with regard to the Internet. The tech-
nology might be new but the way in which the governance of the
Internet is emerging, knitting together older forms of communication
with those newer ones created by the “information superhighway,”3 is
comparable to the way in which the international public unions brought
pre-existing forms of commerce and communication together with new
and revolutionary techniques in the nineteenth century. Similarly, the
Internet has enabled intellectual property right infringements to be more
easily detected. And, it almost goes without saying that the Internet has
been at the leading edge of industrial change across the globe.

Yet, while the manner in which Internet governance has proceeded has
so far proven to be remarkably similar to the emergence of aspects of
global governance in earlier epochs, the substance of that development
still requires elucidation. Indeed, the technical details of the Internet and
the complex manner in which it is governed are such that Internet gov-
ernance is difficult to grasp.

We were delighted then when John Mathiason agreed to write this
book. Indeed, there are few analysts who are better qualified than he to
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provide this tour d’horizon of what may be seen as the perfect symbol
for a shrinking planet. John spent 25 years in a variety of spots within
the United Nations, in the field and in headquarters, working on such
issues as planning, the advancement of women, and rural development.
Having earned his Ph.D. at the Massachusetts Institute of Technology,
John was an unusual international civil servant in that he kept his hand
in teaching and writing over the years, and has written about it.4 Since
the late-1990s, he has been an adjunct professor and senior research
associate at Syracuse University’s Maxwell School of Citizenship and
Public Affairs.

It was during this time that he established his own consulting firm and
put his own technical knowledge together with his passion for electro-
nic communications. He has attended all of the preparatory and other
planning sessions that have led to the current efforts to break the U.S.
control of the Internet. This book and his own writings on the subject
clearly tease out the pluses and minuses of the current ICANN regime.

John has produced a book that is brimming with information and
authority, which could only be written by someone who has been pre-
sent during recent international deliberations and who has keen analy-
tical skills. As readers will quickly become aware, the book not only
renders visible the tentative moves that have been made in governing
the Internet, it also makes clear and readily accessible the complexities
of the Internet itself. As such, the book is an invaluable resource. It
clearly deserves to be read by all interested in the Internet and nascent
forms of global governance. We heartily recommend it, and we wel-
come any comments that you may have.

Thomas G. Weiss, The CUNY Graduate Center, New York, USA
Rorden Wilkinson, University of Manchester, UK

July 2008
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Introduction

On 30 June 2006, Ted Stevens, U.S. senator from Alaska, stated in a
Senate hearing on an amendment inserting some very basic net neu-
trality provisions into a moving telecommunications bill:1

I just the other day got, an internet was sent by my staff at 10
o’clock in the morning on Friday and I just got it yesterday. Why?

Because it got tangled up with all these things going on the
internet commercially.

So you want to talk about the consumer? Let’s talk about you and
me. We use this internet to communicate and we aren’t using it for
commercial purposes.

We aren’t earning anything by going on that internet. Now I’m not
saying you have to or you want to discriminate against those people.

The regulatory approach is wrong. Your approach is regulatory
in the sense that it says “No one can charge anyone for massively
invading this world of the internet.” No, I’m not finished. I want
people to understand my position, I’m not going to take a lot of
time.

They want to deliver vast amounts of information over the
internet. And again, the internet is not something you just dump
something on. It’s not a truck.

It’s a series of tubes.
And if you don’t understand those tubes can be filled and if they

are filled, when you put your message in, it gets in line and it’s
going to be delayed by anyone that puts into that tube enormous
amounts of material, enormous amounts of material.
…

Now I think these people are arguing whether they should be
able to dump all that stuff on the internet ought to consider if they
should develop a system themselves.



Senator Stevens’ statement was greeted with great hilarity by persons
knowledgeable about the Internet and was attributed to his age (76),
which presumably limited his understanding of the new communica-
tions means that most high school students (or younger) already dom-
inate. But none-the-less there was a certain amount of insight in the
senator’s statement.

The Internet is not a truck. The senator was right about that. And it
really is not a series of tubes, either, although he is only partly wrong
about that. The Internet is a complex communications system that,
among other things, has pipes—as the fiber-optic cables that are the
main channels for messages are called.

And, when the senator said “the regulatory approach is wrong” he
pointed to a problem that regulation is being imposed on the Internet
and the real question is what regulatory approach is right.

This book is about how governments, the private sector, inter-
governmental organizations, civil society and the academic and tech-
nical community are trying to agree on how to regulate—or govern—
the Internet. It shows the evolution of their different approaches leading
to a new form of multi-stakeholder governance that may change not only
how the Internet is governed but also how other problems that transcend
national borders can be solved. It is about a new frontier for global
governance, being worked out in a specific context.

At the beginning of the twenty-first century, the Internet as a means
of communication is ubiquitous and powerful. In the twenty-five years
since 1983 when it began its meteoric growth,2 its users expanded from
a few million technologically adept people to the billion or so that use
it regularly in 2007 with over half a billion registered domain servers
(see Figure 0.1).

Tony Rutkowski, the first executive director of the Internet Society
said: “internetworking is one of the most revolutionary technologies of
the twentieth century … indeed it may perhaps be the most revolu-
tionary human communications medium that has ever emerged.”3 The
Internet’s pervasiveness is changing politics, economics and social
relations. Its borderless nature affects the roles of individuals, the magic
of the marketplace and the problems of government regulation. As its
development has increased apace, contradictions have arisen between
existing regulatory regimes, private interests, government concerns,
international norms and national interests. Unlike most areas where
global institutions have been created, where the role of governments is
predominant, the Internet is a field where the private sector and civil
society each have a role as important—or sometimes more important—
than governments. The borderless nature of the Internet (recognized by
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most analysts) produces particular needs for global institutions and has
opened the door for innovative approaches.

The Internet began in a scientific and technical environment in which
governments were absent, except as a funding source. The issue of
Internet governance began around a technical issue with economic
consequences, the scarcity of domain names which are key elements in
the addressing system, and, after a domestic process in the United States,
led to the creation of the Internet Corporation for Assigned Names
and Numbers (ICANN), a private entity under government supervision
but with a governance model that tried to involve governments, the pri-
vate sector and individual users. This became controversial itself, and
critics began to question how the ICANN was evolving.

The larger governance issue emerged during the first half of the
World Summit on the Information Society (WSIS) in December 2003,
where questions were raised about unilateral oversight of the Internet
by a single government. This opened the door to other issues, and
Internet governance became the main concern of the second half of
WSIS. A Working Group on Internet Governance (WGIG) that was
multi-stakeholder in composition guided preparations for the final WSIS
in Tunis in November 2005. The follow-up to WSIS was a new form of
international institution: a multi-stakeholder forum that, without decision-
making authority, would constrain and guide governmental decision-
making, consistent with the insights of international regime theory. The
first meeting of the forum in Athens in November 2006 began a process

Figure 0.1 Internet domain survey host count.
Source: Internet Systems Consortium (www.isc.org).
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where this new institution will eventually serve to define a new approach
to global governance that is based on a relative equality of stake-
holders, even within the Westphalian system of states.

The book tells the story of this new frontier, where the linkage
between technology, information, individuals, old regulatory regimes and
new approaches has led to a great experiment, which a volume produced
by the United Nations Information and Communications Technology
Task Force called “A Grand Collaboration.”4 Like any good story, the
book starts in Chapter 1 with a description of the context by filling out
Senator Stevens’ description of what the Internet is. It then introduces
the cast of characters, starting with governments and international
organizations (Chapter 2) and then introducing the many non-state
actors involved (Chapter 3). It dwells on the technical issue that trig-
gered the Internet governance debate (Chapter 4) and its larger impli-
cations (Chapter 5), and then follows the evolution of institutions to
today, starting with ICANN (Chapter 6), then the World Summit on
the Information Society (Chapter 7) and concluding with the Internet
Governance Forum (Chapter 8). Finally, it draws some conclusions
about the application of the multi-stakeholder process for other issue
areas (Chapter 9).

Together with my collaborators on the Internet Governance Project—
a group of scholars located at Syracuse University and Georgia Tech in
the United States and the Technical University of Berlin in Europe—I
have been part of the evolutionary story of the Internet. I began writ-
ing on Internet governance at the time of the original domain name
controversy, arguing that the internationalization of the Internet would
need principles, norms and procedures if the Internet was to grow
successfully.5 At the time, this was not a popular position and, while
maintaining a watching brief, I went on to other concerns. In the
interim, the Internet bubble was created in the U.S. economy just as the
Internet became ubiquitous, the United States after invading Iraq
became suspect in multilateral circles, and increasingly governments
wanted to regulate the Internet.

Then, in November 2003, Internet governance emerged from the first
part of the World Summit on the Information Society as a main issue
and what was supposed to be a technical conference became very
political. The internationalization of the Internet had, as I would have
predicted, become a matter of concern to all stakeholders including
governments, the private sector, civil society and even academia. The
immediate focus of controversy was the addressing mechanism main-
tained by ICANN, which had been intensively examined by my IGP
colleague Milton Mueller.6 When the United Nations Information and
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Communications Technology Task Force organized a forum on
Internet governance in April 2004, Milton and I, together with our
colleagues Lee McBride, Hans Klein and Marc Holitscher prepared an
analysis of what we called “the state of play” that showed how many of
the existing international regimes and institutions were affected by the
Internet governance issue.7 We organized the Internet Governance
Project as an institutional vehicle to provide an academic look at the
issue and over the last several years we have published a number of
papers on the issues of the moment.8

The second half of the World Summit held in Tunis in November
2005 agreed that the issue of Internet governance needed to be addres-
sed but decided that the venue would be a non-binding, innovative and
rather amorphous multi-stakeholder Internet Governance Forum (IGF).
This was a compromise between those countries that wanted no inter-
national mechanism to deal with the Internet and those that wanted a
formal structure. The IGF held its first meeting in Athens in October
2006. Even after the first meeting, the form and structure has been
evolving. At the same time, an existing body, the United Nations
Commission on Science and Technology for Development was, to the
surprise of its members, given the responsibility of following up WSIS,
including Internet Governance. The second meeting of the IGF took
place in Rio de Janeiro in November 2007, and the structure evolved
further.

Creating a viable institutional structure that will protect the Internet
as an open communications medium but with realistic economic and
political constraints is still a work in progress. This book, then, is an
interim brief, but one that should give the reader the tools to under-
stand what happens next as the institution evolves.
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1 What is the Internet and what is
governance?

The chapter introduces the concept of the Internet as it has emerged,
based on technology and how it might be defined. It then looks at what
governance, as contrasted with government, would mean, again in
current usage.

To be able to discuss Internet governance, we need to know what
each term means. This is a significant question, because although the
WSIS defined “Internet governance,” there is no agreed definition of
what the Internet is, nor what governance implies. When the Internet is
defined, the aspects that can be regulated can also be defined. When
governance is defined, the limits of regulation will also be set out.

In communication theory, a communication consists of five parts: a
sender, a message, a channel, a receiver and a feedback mechanism. At its
simplest, for a traditional telephone conversation to take place, you (the
sender) have a telephone into which you speak (the message) that carries
your voice over either a fixed line or wireless (the channel) to the phone of
another person (the receiver) who can reply (feedback). Of course, it is
more complex than that. Your telephone has to be connected to a net-
work that is run by a telephone company through either wires into your
home or office or through a wireless transmission tower. That network has
to be connected to the network that your receiver is on. Often the recei-
ver’s network is supplied by a different company. It could even be a
company in a different country, in which case there would have to be
international standards to permit the call to go through. This would
include such issues as the technical standards (which kinds of telephone
numbers would be allowed) and financial arrangements (since the cost
of the call is charged to the sender, how is the company providing ser-
vices to the receiver of the call going to collect for its services). Internet
mavens refer to this process as Plain Old Telephone Service (POTS).

Communication over the Internet is similar to POTS, but different in
critical ways. It is a network of networks (which is where the term Internet



comes from). There are senders (anyone using a computer to connect
with the network), there are messages, in the form of e-mails or requests
for information, there are channels including those made available by
companies or institutions like universities—called Internet service pro-
viders (or ISPs) that connect the individual to the larger network of
networks. There are channels, usually large fiber-optic cables called pipes,
over which messages flow and there are recipients who are connected
to the Internet though their own ISPs.

Here the similarities end. Unlike POTS, the Internet is borderless.

What is the Internet?

Although telephone switching systems have matured to the point that
hundreds of millions of connections a day can be set up and maintained
by the network, their essential characteristic remains a continuous full-
time pathway between two points at any one time.1

The Internet is based on a technology called packet switching. Packet
switching represents a significantly different communications model. It
is based on the ability to place content in digital form, which simply
means that content can be coded into binary numbers (1 or 0), which is
how computers store information. In packet switching, the content of
communication, once put into digital form, is divided into small, well
defined groups of coded data, each with an identifying numerical address.
Anything that can be digitized can be sent as a packet. To the Internet,
a packet is a packet is a packet, whether it carries numbers, words,
digitized sounds or digitized pictures. It became possible, and the U.S.
Defense Department’s Arpanet actualized the possibility (see Chapter 3),
to send an unlimited number of packets over the same circuit with
different addresses. Routers, rather than switches, became the key to
delivering the packets to the intended destination. Figure 1.1 shows the
packet format.2

Controlled by software and microprocessors, the router inspects the
address of a packet and sends it on its way on a full-time circuit to
another router to an eventual end point. As the network technology
evolved into the TCP/IP network that undergirds the Internet, the
designers reserved 32 bits for the packet address (to be superseded by
128 bits in Internet Protocol version 6 [Ipv6]) which are represented in
decimal notation in a format xxx.xxx.xxx.xxx, where each group of x’s
can range from 0 to 255. Figure 1.2 shows how the packets are routed.

The Internet Protocol, an agreement on a standard for setting up
packets, is one key part of the Internet. A second key part is the addres-
sing system, the management of which was the first governance issue.

What is the Internet, what is governance? 7



Figure 1.1 Internet packet formats.

Figure 1.2 The Internet IP Postcard system.
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The innovation of a Domain Name System (DNS) in 1984, prior to
the creation of the Web in 1988–89, provided synonyms for the some-
what inscrutable digit strings of the actual address. The actual addres-
ses of the packets remained the digit strings but they were replaceable
by more or less scrutable alphabetic equivalents stored on a DNS server
file which permitted the lookup of the alphabetic name from a numer-
ical address and vice versa. Thus was born the web site name, a new
entity and a new property right in a new and legally ambiguous sphere.

By comparison, the telephone system addressing system started in
the simplest possible fashion with Sally asking an operator to connect
her to Harry. Under the direction of the Bell System-affiliated compa-
nies and by agreement with the non-Bell operating companies, the
present U.S. ten-digit area code–exchange–line number system evolved
over decades into a national standard. By contrast, the Internet
addressing scheme was designed from its day of creation by engineers
and scientists as a logical and comprehensive construct to meet their
needs for low-cost data communication. The integrity of the scheme
was guaranteed by its sponsorship by the U.S. Department of Defense
and by later private sector successors.

The alphabetic names associated with numeric addresses were divi-
ded into domains, a limited typology of alpha addresses that enabled
the routers to do their lookups efficiently. To find the numeric twin of
the Internet address of “UN.ORG,” for instance, the router need not
search through every entry in its address table, just the addresses ending in
“.ORG.” These suffixes as the first level of searching and selecting are
known as top level domains: the original set included .COM, .MIL,
.ORG, .GOV and .NET, corresponding to net addresses for entities in
commercial, military, non-profit, government and network administration
endeavors.

Internet addresses are conceptually very different from telephone num-
bers. In the U.S.A., Canada and the Caribbean, most area codes (techni-
cally NPAs—National Planning Areas) denote a geographic place with
boundaries identifiable with governmental jurisdictions: nations, states,
cities. The exchange part of the phone number is traditionally asso-
ciated with a specific place with a street address, the central office, from
which the wires emerge to connect the telephone user over the “last mile” to
the network. The place-centered nature of the phone system numbering
plan is beginning to break down with the rise of wireless cellular sys-
tems, the widespread use of ghostly 800 and 888 numbers which may be
answered here one minute and there the next. Nonetheless, jurisdiction
can be established in all cases. Internationally, the country code, city
code numbering system links phone number to place to the jurisdiction.

What is the Internet, what is governance? 9



Internet addresses have no fixed location. They are purely con-
ceptual. There is no central office. The routers which direct packets to
the packet address at rates between 100,000 and 500,000 a second can
know only the next logical point in a routing table and which out-
bound circuit is available to carry the packet. Packets are free to tra-
verse the globe on countless circuits to geographically indeterminate
end points. The technology provides assurance that the packets are
reassembled in the right order and are very likely not corrupted by
data errors.

A further distinguishing factor in net addresses is that neither the
sender nor the receiver of a packet is a paying customer for the packet.
Telephony requires two paying customers to complete a call, each of
whom is paying for the privilege and each of whom has at a minimum
a billing address and usually a street address in a city, a state/province
and country. The Internet senders and receivers are inherently tied
neither by the billing process, since they do not pay for the specific
message nor the technology to place the message, since the packets can
go by various channels.

The technical underpinnings of novel realities have led to major
policy debates that are far from resolved. From inside the Internet,
names for addresses are structured but purely arbitrary, the technology
is indifferent to content, and the sender/receiver dyad is unlocatable in
a conventional spatial sense.

The packets containing content are coded in the sender’s computer
by e-mail programs, or by web-authoring programs. The computer is
then connected to a local network by the Internet Service Provider
through what are called servers—computers that have software to store
and route data. In my case, when I am working from home, my com-
puter is connected to Syracuse University’s computer facilities by my
telephone company (although it could also be by my television cable
company or even my electrical utility). The ISP’s routers send the packets
toward the address that is their destination (and if the address is wrong,
will send an error message). Usually this will be over the large fiber-optic
cable networks called “pipes” that are owned by private companies.
The packets will follow a path of least resistance and not all packets
will follow the same path. This is one reason that the Internet is so
efficient. Eventually (and this can be a very fast eventually since the
packets go at approximately the speed of light), the packets arrive at
the server managing the receiver’s address. In my case, e-mails sent to
me at my Syracuse University address (syr.edu) will arrive at my
mailbox, be joined together into a single message and I will be able to
download them to my own computer and read the content.

10 What is the Internet, what is governance?



How fast the content gets to me depends on a couple of factors. It
depends on the speed of my computer, which has to decode the digital
files into something I can read (through application software like
Apple Mail, Microsoft Mail or the open source Mozilla Thunderbird
for e-mail, or a web browser software like Mozilla Firefox, Safari,
Internet Explorer or Netscape). It also depends on the speed of my
connection to my ISP. If I am at the University, I can connect via an
Ethernet Local Area Network (LAN), if I am at home, it is via a tele-
phone fiber-optic cable or a coaxial cable from the television cable
company. The speed with which packets can be sent over these lines is
called “bandwidth.”

Some content like e-mail requires very little bandwidth, because the
number of packets is small. Other content, like digitalized movies, has
massive numbers of packets and takes a long time to download. The
content that a person can obtain depends in large measure on the
bandwidth available and as the Internet has matured, this has
increased.

So, what can we say that the Internet is? As can be seen, the simple
question has a complicated answer. We can say simply that it is a
communication channel or medium and as such a piece of the com-
munication process. It is a network of networks, starting with the net-
work of which a sender is a part, continuing to larger networks that
link smaller ones, and finishing with the network of which the receiver
is part. The networks connect because of agreed protocols. Most of
these are technical pieces of engineering software that are agreed by
technicians. As institutions, the Internet is made up of individuals who
get services from institutions (companies, universities, government
offices) who get services from other institutions who may invest in
infrastructure or technological development.

In seeking to provide a useful definition, Milton Mueller, Hans
Klein and I proposed a concise definition of the Internet:3

The Internet is the global data communication capability realized
by the interconnection of public and private telecommunication
networks using Internet Protocol (IP), Transmission Control Protocol
(TCP), and the other protocols required to implement IP inter-
networking on a global scale, such as DNS and packet routing
protocols.

For most things, the Internet operates automatically. Once you have
written an e-mail and given the address of the recipient, the rest is
taken care of by the protocols and the machines they run on.
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So why do we worry about governance of this system? If we didn’t
have to worry about either the content of messages being sent over the
system, or the cost of running or joining the Internet, only a very
simple form of management would be needed. There would only have
to be a mechanism to agree on the protocols that make the networks
link to each other and there would have to be some means of main-
taining order in the addressing system. In fact, as we will see in more
detail in Chapter 3, this was how the Internet was originally run. A
group of engineers and scientists would get together periodically
through an ad hoc body that called itself the Internet Engineering Task
Force (IETF) to agree on the content of protocols. One individual,
Professor Jon Postel of the computer center at the University of
Southern California, ran a directory that contained all of the addresses
being used.

This ideal state only lasted a very short time, because a large number
of policy issues intruded on the Internet, many of which did not
directly relate to the engineering architecture of the system, but all of
which were either causes or consequences of issues with the technology.

One way to look at policy is to use the component parts of com-
munication: (a) a sender, (b) a message, (c) a channel or medium, (d) a
receiver, and (e) feedback. Each component has its own policy issues
and stakeholders. Table 1.1 shows some of these issues, both at the
national and international levels and the stakeholders concerned with
them.

It is no coincidence that the first two universal international organi-
zations were concerned with communications: the Universal Postal
Union and what was then named the International Telegraph Union
(see Chapter 2 for details). Without some regulatory mechanism, com-
munication flows over national borders could not be assured. Both
institutions have endured (with the ITU renamed the International
Telecommunications Union) as what are now termed technical agencies
of the United Nations system. The ITU has continued to be involved
with the Internet.

The question is, however, will the Internet change the parameters of
international policy—including regulation; can the existing agencies per-
form the task; and is there now a need for a conscious international
communications policy?

The sender

The key issue for senders is to ensure access. In order to be a sender,
one needs a method of identification. The need for order in identification

12 What is the Internet, what is governance?
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is reflected in the discussions about how best to register domain names.
In that sense, it is probably not surprising that the first large con-
troversy in international regulation was in that area. Here the market
mechanism has largely failed, since only a regulatory decision solved
the problem of who would be registrars. The controversy also lays out
in stark relief that there are many more significant parties to the ques-
tion than just governments: individual and corporate senders, non-
governmental organizations, channel providers and receivers as well.

A second issue for senders is the freedom to send messages. This is
partly a matter of content (as will be seen below) but is also a matter of
having a network on which any sender can expect to reach receivers

Here the question turns on whether reasonable access can be obtained
to Internet service providers, with minimal regulation and reasonable
cost, and whether receivers can be expected to be able to get the mes-
sages. This latter, again, is a matter of provision of the appropriate
technology at a reasonable cost.

Cost is related to the degree of competition among senders, and here
the work of the World Trade Organization in terms of increasing trade
in services is relevant.

Organizations of senders are beginning to develop. These can be
nationally based, as many are, but they are increasingly transnational.
This in itself is a new phenomenon. It creates the prospect of international
non-governmental organizations of senders that need not be comprised,
as are traditional NGOs, of federations of national affiliates.

The message

Issues of message relate to regulation of content. What messages should
be allowed, who will determine whether they will be allowed and who will
regulate this? The Internet developed as an almost free market for ideas,
but many individuals and a few national authorities have found messages
objectionable. An example is the efforts at censorship of adult material
by the German government through prosecution of CompuServe man-
agers for alleged pornographic content. A similar issue can be said to
have been raised by efforts to regulate the use of encryption technology.

Communications policy includes regulatory policy, and there are
already efforts to develop national regulatory norms that would be
applicable to the Internet, most recently the German Information and
Communication Services Bill. These are highly controversial, since
restriction in one kind of content may set precedents for wider regula-
tion. They also pose national constitutional questions, as was found in
the case of the invalidation of the Communications Decency Law in
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the United States by the Supreme Court. They are also likely to be inef-
fective, since the borderless nature of the Internet makes applicability of
national regulations highly problematic.

The medium

The medium or channel over which the message is sent has historically
been the focus of communications regulation. Partly this was because the
channel, which was a physical entity, could be regulated. Partly it was
because communications channels, like frequencies or lines that passed
over public lands, were inherently public goods. At the international level
this aspect of regulation has been reflected in international standards for
bandwidths, frequency allocations and exchange protocols. It has also
been reflected in agreements on the allocation of geostationary orbit slots

Ensuring competition among providers of media has been a concern.
Just as many governments are privatizing their national telecommunica-
tions systems, mergers among main Internet pipe providers have raised
the specter of monopoly and have produced some efforts at regulation,
as is the case of European Commission scrutiny of the MCI/WorldCom
merger in 1998.

A new effort at regulation through the medium is found in an increasing
effort to regulate content by regulating channel providers. These include
the cases of the government of Austria shutting down an Internet service
provider by confiscating its physical servers, or a libel action against
America On-line, as well as the previously mentioned German case. The
futility of this type of regulation has also been demonstrated.

Perhaps more importantly, telecommunications technology is increas-
ingly intersecting with the recognized global commons, as satellite-based
transmission technologies designed to increase bandwidth and ensure
coverage begin to compete for scarce orbital slots. The fact that two
private corporations, Teldesic and a consortium of Motorola and others,
at one point intended to place a large number of communications
satellites in orbit would inevitably require some effort at regulation.
Similarly, the increase of wireless transmission is already leading to
regulatory efforts on a national basis and can be expected increasingly
to enter international “space.”

The receiver

As in the case of senders, the key issue for receivers of messages is access.
One should be able to receive the messages that one wishes and the
Internet, with its packet delivery technology, facilitates this.
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Access, however, can be controlled by cost, by regulation or by
technology (e.g. v-chips, surf watchers). The largest obstacle, however,
is access to service providers, particularly in the developing countries.
Partly this is a matter of technology transfer, partly of cost. However, as
events such as the World Bank/UNDP/Canada Global Knowledge ’97
Conference showed, many of the technical solutions are available, if
they can be disseminated.

The real question is cost, including those of national telecommunica-
tions. Here it is partly a matter of local assignment of costs, which is
related to telecommunications monopolies and the issue of competition,
partly it is a matter of how international prices are calculated. In the
matter of postal rates, which may have an analogy with Internet rates,
mechanisms have been put in place to adjust rates to both national and
international reality in the public interest.

Feedback

The final aspect of communications is feedback. Here the interactive
nature of the Internet makes it perhaps the most complete communications
system yet devised. How and whether feedback can be regulated is as
yet an open question, although well publicized libel cases against Matt
Droan and America On-Line indicate that there is an issue here. Similarly,
the role of gatekeepers, including non-governmental organizations, in
channeling feedback has yet to be explored.

Each of the elements also involves its stakeholders whose interests
may conflict.

At the national level, political processes and governments address these
issues, but what happens at the international level? Here we have to look
at something different, called “governance.”

What does governance mean?

Don MacLean, a Canadian expert on the Internet, found a very usable
definition for governance.4 He wrote:

In the English language, “governance” is an old term which, like
“civil society,” fell into disuse, but which has been revived, given
new meaning, and attained widespread currency. Like “government”
and “governor,” it is derived from the Latin word “gubernare”—
the action of steering a ship. A popular definition reflects these
ancient Roman roots by defining governance as “steering, not
rowing.”
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This difference was recognized by international relations theorists who
developed the concept of international regimes. The consensus definition
of international regimes is “sets of implicit or explicit principles, norms,
rules, and decision-making procedures around which actors’ expecta-
tions converge in a given area of international relations.”5 What this
says is that order is maintained in a given area because all of the sta-
keholders concerned are convinced that order is necessary and agree on
what should be done to maintain it. Because there is no coercive force
to obligate compliance, it is governance (steering) rather than govern-
ment (rowing) in the terms used by Maclean. The borderless, multi-
stakeholder nature of the Internet means that it can be “governanced”
but not governed.

Regime theory further defines what has to be agreed. This includes
principles, norms, rules, and decision-making procedures. “Principles are
beliefs of fact, causation, and rectitude. Norms are standards of behavior
defined in terms of rights and obligations. Rules are specific prescriptions
or proscriptions for action. Decision-making procedures are prevailing
practices for making and implementing collective choice.”6

Many international regimes have been created or are in the process
of creation. Often they are managed by international organizations and
are structured around international conventions—multilateral treaties
that create legally binding obligations for governments. Many of these
are relevant for Internet governance and overlap, causing potential
conflicts.

In an analysis prepared for the UNICT Task Force in 2004, I, together
with Milton Mueller, Hans Klein and Lee McKnight distinguished three
governance functions:7

Technical Standardization: This involves decisions about the basic net-
working protocols, software applications, and data formats (e.g.
Internet protocol versions 4 and 6).

Resource Allocation and Assignment: Some elements of the Internet are
scarce or require exclusive use and their distribution to users must be
coordinated (e.g. domain names and IP address numbers). This func-
tion also includes operational responsibilities connected to resource
assignment, such as DNS root server management.

Public Policy: The third governance function is policy formulation, policy
enforcement and dispute resolution.Whereas the previous two governance
functions concern technology, public policy governs the conduct of
people and organizations. Consistent with the technology-based definition
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of Internet governance, this function refers only to people and organi-
zations directly involved in the design, operation, or use of the services
and networks employing the Internet protocols.

Table 1.2 shows which organizations are involved in different issue
areas. Organizations are classified by type, and activities are coded by
governance function.

A large number of organizations, both state and non-state, are
actively involved in Internet governance. The actors performing the
first two governance functions—standardization and resource alloca-
tion and assignment—are mostly non-state actors. The actors per-
forming the third type of governance functions—public policy—are
mostly state actors. Among state actors there is a clear segmentation of
organizations by issue area. In the areas of commerce and intellectual
property, states have had to confront the implications of the Internet
for pre-existing agreements, but the range of issues is clearly growing as
these implications are becoming clearer. Some non-state actors play
significant roles here. Most notable is ICANN, whose policy activities
span several issue areas (discussed in Chapter 5).

The governance problem is to ensure that the functions, and the
actors who perform them, as a whole provide enough order for the
Internet to work.

What is Internet governance?

When the issue of Internet governance was raised at the Geneva seg-
ment of the World Summit on the Information Society in 2003, the Plan
of Action that was adopted by governments asked the secretary-general
of the United Nations to set up a working group on Internet govern-
ance that would, among other things, “develop a working definition of
Internet governance.”8

The Working Group on Internet Governance (WGIG), as described
in Chapter 7, was duly constituted, met and recommended a working
definition that was duly incorporated into the Tunis Agenda. The
definition of Internet governance is “the development and application
by governments, the private sector and civil society, in their respective
roles, of shared principles, norms, rules, decision-making procedures,
and programmes that shape the evolution and use of the Internet.”9

The WGIG proposed a number of policy issues that needed to be
addressed in Internet governance.10 Box 1.1 shows these included
(within the three-part structure proposed by Mathiason, Mueller, Klein,
and McKnight).
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The range of issues is very wide indeed, but most are in the governance
domain of public policy. We will find these issues recurring throughout
our exploration.

Who should govern?

While it might seem that governments should run the Internet, in rea-
lity there are five groups of stakeholders in governance, and the debate
on governance turns on the role for each. The five are:

1 Individual governments reflecting national interests;
2 International organizations, reflecting the views of their inter-

governmental bodies and their secretariats;
3 The private sector, consisting of corporations—mostly multinational—

working as individuals or through their associations such as the
International Chamber of Commerce;

Box 1.1 Policy issues that needed to be addressed
in Internet governance according to the
Working Group on Internet Governance

� Administration of the root zone files and system (Resource
Allocation and Assignment)

� Interconnection costs (Resource Allocation and Assignment)
� Internet stability, security and cybercrime (Public Policy)
� Spam (Public Policy)
� Meaningful participation in global policy development (Public

Policy)
� Capacity-building (Public Policy)
� Allocation of domain names (Resource Allocation and Assignment)
� IP addressing (Technical Standardization)
� Intellectual property rights (IPR) (Public Policy)
� Freedom of expression (Public Policy)
� Data protection and privacy rights (Public Policy)
� Consumer rights (Public Policy)
� Multilingualism (Public Policy)
� Others, including

– convergence and “next generation networks” (NGNs)
(Technical Standardization);

– trade and ecommerce (Public Policy).
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Technical standardization Resource assignment Policy development, rules, recommendations

Table 1.2 Organizational involvement by issue area

State (Intergovernmental)

Universal

Issue Area Issue ITU WIPO UN HCHR
UNESCO

WTO

Human
rights

Privacy Human rights
conventions

Content Optional
Protocol to
CRC; CERD
TLD strings
ICRA, PICs
Content
UNESCO

promotion of
knowledge,
culture

Freedom of
expression UDRP – critical

domain names

Commission
Human Rights

CCPR
IPR Copyright 1996

Performance
Phono Treaty;
1996 Copyright

Treaty

TRIPS

Trademark UDRP; 2nd
domain name

proceeding; 2001
Joint Rec on
Marks UDRP
IPR Patents

Patents Substantive
Patent Law

Treaty
International
economic
relations

Trade TRIPS
E-commerce
Consumer
protection
Taxation Policy

discussion
Competition
policy

Enforcement
of order

Network and
IS security

Plenipot
Resolution

130
Cyber crime and
cyber terrorism
Spam Meetings
Authentication
and identity PKI standards

Operational
policies for
the Internet

Global
resource
management

E.164
ccTLD meetings
ENUM cc’s, .int

Interconnection ICAIS,Rec.D.50
IP-PSTN interop
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Universal Non-universal

UNCITRAL UN-ODC EU
CoE

OECD APEC-
ASEAN

Hague
Conference G8

EU 1995
Directive Guidelines Lyon Group 2001

recommendations

CoE
Declaration

1999 ASEAN
porn framework

Model laws Hague
Convention

Guidelines Guidelines

TAG on taxes

EU ISP merger
review

Studies

APEC eSecurity
Task Group

Lyon Group –
2000 communique

Convention
on Organized

Crime

CoE
Cybercrime
Convention

Lyon Group 2001
recommendations

Meetings
Model laws

Studies

Table continued on next page.
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Table 1.2 continued

Non-state

Formal Informal

Issue Area Issue ICANN ISC RIRs IETF Others

Human
rights

Privacy Whois Database
policy

IRIS

Content
TLD strings

ICRA, PICs

W3C
accessibility
standards

Freedom of
expression

UDRP – critical
domain names

IPR Copyright

Trademark UDRP

Patents

International
economic
relations

Trade
E-commerce
Consumer
protection
Taxation

Competition
policy

TLD creation
Registry Contracts
Registrar Accred.

Enforcement
of order

Network and
IS security SSAC

Routing
security

DNSSEC
SecureBGP

Cyber crime and
cyber terrorism BIND

Spam ASTA Studies
Authentication
and identity

Whois data
accuracy

IP address
Whois

Operational
policies for
the Internet

Global resource
management IP address DNS

Root
anycast RSs

BIND

ENUM root
(RIPE)

IP address

IDN
standards

Interconnection Routing
protocols
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4 Non-governmental organizations, consisting of representatives of dif-
ferent constituencies, working through groupings like the Conference
of NGOs or the Civil Society Caucus, as well as individual organi-
zations like the Electronic Frontier Foundation, and Computer
Professionals for Social Responsibility;

5 Academics, consisting mostly of individual scholars, working
through such groupings as the Global Internet Governance Academic
Network (GIGANET), the Internet Governance Project or the
Diplo Foundation.

These stakeholders are reflected in different ways in the different insti-
tutions that are emerging to deal with Internet governance and will be
seen throughout the analysis. In looking at how these stakeholders
interact, however, we should be mindful of something said by Bruce
Sterling, referring to a law enforcement group in the United States in
his book on prosecution of hackers:11

For years now, economists and management theorists have specu-
lated that the tidal wave of the information revolution would
destroy rigid, pyramidal bureaucracies, where everything is top-
down and centrally controlled. Highly trained “employees” would
take on much greater autonomy, being self-starting, and self-
motivating, moving from place to place, task to task, with great
speed and fluidity. “Ad-hocracy” would rule, with groups of
people spontaneously knitting together across organizational lines,
tackling the problem at hand, applying intense computer-aided
expertise to it, and then vanishing whence they came.

We now have some sense of what the Internet is and some sense of what
governance at the international level implies. We still must determine,
in practice, what the combined term means.
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2 Before the Internet
Communications and its regulation
through history

Before the Internet dominated the global communications system,
there had been regulation by international organizations to ensure order
in telecommunications and in intellectual property. While the Internet’s
borderless nature has rendered that old system ineffective, under-
standing how and why the old system was created can demonstrate
why Internet governance is important now.

Communications was one of the first activities to have international
regulation. For communications to cross borders, standards were needed
and the economics of transnational commerce required agreements.
Both were reflected in what is widely considered to be the first uni-
versal international organization, the International Telegraph Union
(ITU). Then, property transmitted over communications channels also
needed to be regulated. But before the Internet the processes, while
technically complex, were conceptually simple.

The channel: the early history of international organizations

Although Samuel F. B. Morse had invented the telegraph in 1844, its
initial progress was slow because telegraph lines did not run over
national boundaries. Each country had different standards and to
make the system work smoothly, many countries, especially in Europe,
decided to create formal arrangements to facilitate interconnection.
The countries decided to standardize equipment, initially by a large
number of bilateral and regional agreements.1

The futility of trying to work out arrangements bilaterally, which
had been the method used for most of previous history, was clear in
this case. Unless there was an agreement on transmission standards,
there would be no messages. Similarly, transborder communication
raised issues of payment and compensation. While goods could be
traded across borders based on negotiated prices and tariffs applied at



the borders, information had to be paid for at either one end of the
communication link or the other. While it would have been possible to
collect fees from the sender, as a condition for putting a message into
the system, and then collect fees from the receiver, as a condition for
getting the message out of the system, this would be unwieldy, difficult
technically and would have probably killed the method.

The compromise was to collect fees only at one end—the sender—
and then share the fees with the service that provided the message to
the receiver. These are what are now called interconnection costs. How
much to share has to be negotiated and agreed.

The initial treaty was only among continental European countries,2

reflecting the importance of physical proximity for telegraph lines. The
initial treaty dealt with principles and norms, including ensuring that
messages are transmitted freely. They agreed in their Title II that all
persons have the right to correspond by means of international tele-
graphs and that all states party agree to take all necessary measures to
ensure the secrecy of correspondence and their good delivery.

In addition to general norms and agreement on definitions, such as
what is a message, the treaty agreed on the tariffs to be charged in the
national currencies of the states party. They also agreed that the treaty
would be reviewed periodically to accommodate technological and
economic developments.

In order to administer the agreements as well as to organize the
review and amendment process the states decided to create an inter-
national organization, the International Telegraph Union. While this
was a precursor of today’s international organization, its secretariat
was exclusively Swiss, who were considered by the other parties to be
neutrals. The Swiss had also organized the International Committee of
the Red Cross and had a precedent in providing secretariat services,
including the Universal Postal Union (UPU). Both the ITU and the
UPU were headquartered in Berne, Switzerland. Still, it reflected a
functionalist model of international organization, where new organi-
zations would be created because there was a need to preserve order
when there was a change in technologies or other factors.3

An additional factor in the equation was that in some countries
communication was a state-run enterprise, while in others, like the
United States, the communication network was run by private cor-
porations and, at the time, regulation was not considered a public
responsibility. Even the United States decided to participate, at the
Fourth Plenipotentiary Conference of the ITU in 1875. The ITU con-
ferences provided an intergovernmental forum where both types of
corporations could interact and agree.
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As communications technology evolved, additional conventions were
negotiated, to deal with telephony (as an amendment to the telegraphy
convention), then radiocommunications, the latter culminating in the 1906
International Radiotelegraph Convention. As technology moved ahead
the conventions were amended, or additional standards were adopted. In
1932, the Madrid Conference decided to merge the two basic conventions
and rename the ITU as the International Telecommunications Union.

After the Second World War, like other previously existing interna-
tional organizations, the ITU was reconstituted as a United Nations
specialized agency. In addition to its plenary, the ITU set up, starting
in the 1920s, consultative committees to coordinate technical studies,
tests and measurements being carried out in the various fields of tele-
communications, with a view to drawing up international standards.
While many of the studies were done by private sector entities, when-
ever they had implications for global telecommunications, they became
a responsibility of the ITU and its bodies. In 1956 the consultative
committees were merged into a single Telephone and Telegraph
Consultative Committee (CCITT). The ITU secretariat, since 1947
international rather than Swiss in character, organized the work and
kept it going with its own research and analysis.

In addition to standards, the ITU also became involved in the allo-
cation of frequency spectrums. Bandwidth for radio communications is
a finite resource and to make sure that there were no competitors for
the same frequencies, the ITU set up a procedure to allocate frequencies.
Because the frequency spectrum is borderless, it has been considered a
kind of global commons.

Similarly, when space satellites began to be launched for communica-
tion purposes, the ITU took the lead to allocate geo-stationary orbit slots,
positions over the equator where satellites move at the same speed as
the earth. Both spectrum allocation and orbit slots involved dividing up
scarce goods among competing interests. Nevertheless, the ITU succeeded
in doing so.

As long as telecommunications, considered “natural monopolies,” were
controlled either by government-owned enterprises or private enter-
prises with monopolistic rights, and the main channels were over landlines
that passed over national borders much as telegraph lines in the nine-
teenth century, the ITU was able to maintain order through processes
that were considered slow, but effective.4 When technology and domestic
politics in some of the larger industrial countries led to the breakup of
the large telecoms and changes in standards had to be made quickly,
the ITU began to experience problems.5 When the Internet arrived full
force in the mid-1990s, the ITU began to try to redefine its identity.
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The content

Content of communication was regulated by three somewhat different
regimes. One was the human rights regime that made guaranteeing free-
dom of expression an international obligation of states, where the United
Nations Educational, Scientific and Cultural Organization (UNESCO)
and the United Nations human rights program were especially concerned.
The second was the regime for the protection of intellectual property,
including that which could be sent over communication channels, mana-
ged by the World Intellectual Property Organization. The third was the
World Trade Organization’s (WTO) Agreement on Trade-Related Aspects
of Intellectual Property Rights (TRIPS), negotiated in the 1986–94
Uruguay Round, which introduced intellectual property rules into the
multilateral trading system

When the Universal Declaration on Human Rights was adopted in
1948, it included as one of its civil and political rights (Article 19):

Everyone has the right to freedom of opinion and expression; this
right includes freedom to hold opinions without interference and
to seek, receive and impart information and ideas through any
media and regardless of frontiers.

This was translated into international law by the International
Covenant on Civil and Political Rights adopted by the United Nations
in 1966 that entered into force in 1979. States party to that convention,
numbering 160 by April 2007, have undertaken an obligation to ensure
freedom of expression. However, Article 19,6 while guaranteeing the
right to freedom of expression including freedom to seek, receive and
impart information and ideas of all kinds, regardless of frontiers, either
orally, in writing or in print, in the form of art, or through any other
media of his choice, provided for two exceptions. These are respect for
the rights and reputations of others, and protection of national security,
public order or public health or morals.

The second exception allowed states to tap telephone calls, intercept
mail or censor newspapers, magazines or books. The first is more
complex, because it depends on what “rights of others” means, but as
international law has evolved, it has included intellectual property.

The Universal Declaration and its facilitative conventions are direc-
ted primarily at state behavior within a state’s own borders. However,
since they are international norms, all states are supposed to respect them
and there is an “international interest” in how states comply. Over time,
a compliance monitoring mechanism has evolved. In the case of the
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Covenant on Civil and Political Rights, the Human Rights Committee
reviews periodic reports from states party on their compliance with the
convention. The committee’s independent experts ask questions of the
presenting governments and review replies in what is called the con-
structive dialogue. The committee has prepared a series of general
comments on the convention’s articles as part of its work over the
years, including one on Article 19 in 1983. The comment did not detect
any general problems with state compliance with the article, but, of
course the comment was written before the Internet.

The Covenant assumes that states can control their borders and that
domestic law can ensure that compliance takes place. The same is true
with intellectual property.

As analyzed by Christopher May in this series, “When knowledge
becomes subject to ownership, IPRs [Intellectual Property Rights] express
the legal benefits of ownership, most importantly: the ability to charge rent
for use; to receive compensation for loss; and to gather payment for
transfer.”7 Two elements of IPRs are relevant to communication: copy-
rights and trademarks. Copyrights refer to literary or artistic intellectual
property, the ownership of the content of books, paintings, photographs,
music and films. Trademarks distinguish the products of one company from
another and can be made up of “one or more distinctive words, letters,
numbers, drawings or pictures, emblems or other graphic representations.”8

Intellectual property is protected under national laws, which initially
differed according to the tradition of each country regarding property
rights. Some countries took a very restrictive view of rights, while
others were more generous. However, when intellectual property was
traded, conflicts between national systems became evident. For exam-
ple, in one country, the author of a book and his or her heirs would
own the content in perpetuity, while in another country, copying of a
foreign book was not considered an infringement of the author’s rights.
There were differences about what could be copied and how.

As a result, in the mid-nineteenth century, European countries,
pressed by authors like Victor Hugo, worked to establish a multilateral
agreement on copyrights. This was reflected in the Berne Convention
for the Protection of Literary and Artistic Works (Paris, 1871). In its
Article 2, the convention said: “The works mentioned in this article
shall enjoy protection in all countries of the Union. This protection
shall operate for the benefit of the author and his successors in title.”

However, the protections provided would be determined by the laws
of each state. In addition, “The protection of this Convention shall not
apply to news of the day or to miscellaneous facts having the character
of mere items of press information.”
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In order to administer the Berne Convention, as well as the compa-
nion Paris Convention for the Protection of Industrial Property (relat-
ing to patents), the states party decided, in 1893, to create what was
called the Bureaux Internationaux Réunis pour la Protection de la
Propriété Intellectuelle (BIRPPI) with headquarters in Berne, Switzerland.
The main function of the organization was to assist in cross-registering
patents and copyrights, compiling and publishing information on changes
in state legislation and practice, assisting in modifications of the original
conventions and in negotiating new ones to address technological changes.

In 1928, the states members of the BIRPPI, met in Rome to discuss
the new broadcasting technologies. As May put it:9

there were clear differences of opinion between states that wanted
to reserve the private rights for authors as they already did for
other technologies of distribution, and those countries like
Australia and New Zealand that saw broadcasting as a public ser-
vice that should be unencumbered by private rights, reflecting the
emerging public service ethos of broadcasting in countries with
vast distances between small communities. Once again, a compro-
mise solution was concluded that, while setting the parameters of
choice, allowed individual states to shape the measures that were
appropriate for their societies.

This function continued when, in 1967, the Bureaux were converted
into the World Intellectual Property Organization and switched from a
Swiss to an international secretariat. The disputes about which types of
intellectual property would be covered and by what national means
continued but the regime, based on territoriality, functioned.

Most of the disputes on intellectual property were resolved nationally,
especially in the United States. One of the major decisions had to do
with the use of video recorders by individuals to tape programs being
broadcast over television. In a 1984 landmark case in the United States,
Sony Corp vs. Universal Studios (the Betamax case), a divided Supreme
Court held 5–4 that owners of video recorders were not violating copy-
rights by copying programs to watch later.10 The extent to which “fair
use” of copyrighted material permits copying and sharing of music, films,
radio and television programs or books was not completely clear, and
depended on national legislation. The Berne Convention itself, in Article
10 (2), states:

It shall be a matter for legislation in the countries of the Union,
and for special agreements existing or to be concluded between
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them, to permit the utilization, to the extent justified by the purpose,
of literary or artistic works by way of illustration in publications,
broadcasts or sound or visual recordings for teaching, provided
such utilization is compatible with fair practice.

Each state party was allowed to determine what constituted fair practice.
The creation of the World Trade Organization (WTO) added new

dimension to content regulation when it negotiated the Agreement on
Trade-Related Aspects of Intellectual Property Rights (TRIPS) during
the Uruguay Round that led to the formation of the WTO. The need to
include intellectual property as part of trade agreement was because the
Berne and Paris conventions did not have clear enforcement provisions
and, as the WTO itself says,11

The extent of protection and enforcement of these rights varied
widely around the world; and as intellectual property became more
important in trade, these differences became a source of tension in
international economic relations. New internationally-agreed trade
rules for intellectual property rights were seen as a way to intro-
duce more order and predictability, and for disputes to be settled
more systematically.

While the reach of the TRIPS covered all intellectual property, and it
took the Berne and Paris Conventions as starting points, its main focus
was on tradeable goods. These were usually physical products like
records, tapes, films, art, and books. Like all traded goods, it was
within the power of states to stop illegal products (like counterfeit edi-
tions) at the frontier. The TRIPS allowed copyright holders access to
national remedies, and this added teeth to the copyright protection
system. Interestingly, TRIPS only included the concept of fair use with
regard to trademarks, rather than copyright.

After the Internet: the RATS problem

As long as IP protection was provided by the physical borders of
states that joined the various international agreements, the system was
essentially stable. The development of an essentially borderless Internet
changed this, and was a major factor in creating a need for Internet
governance. The effect of the Internet can be illustrated by what I will
call the RATS problem.

In 1975, I was stationed in Islamabad, Pakistan with the United
Nations Development Programme. One recreational activity in which I
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participated was the Rawalpindi Amateur Theatrical Society (RATS).
Although Pakistan was a party to the Berne Convention, its enforce-
ment was not very active, and RATS could put on any play without
paying rights. If RATS had been in any of the many countries (like
neighboring Afghanistan) that were not parties to the copyright con-
ventions at all, any play—including those currently on Broadway in
New York or the West End in London—could be put on without
paying for the rights.

Before the Internet, this was not a real problem. It is highly unlikely
that anyone would travel from New York or London to Rawalpindi to
see a play put on by RATS. If they did, pressure could be put by the
United States or the U.K. government to have the Pakistan govern-
ment close down the play. Of course, if RATS put on its pirated play in
Afghanistan, there would be no real recourse, but it is even more unlikely
that anything would be done.

The same could be said for such IP violations as making illegal
copies of records or books. The market in Pakistan was simply too
small to worry about the problem.

The Internet changed all of this. If RATS decided to raise money by
recording its production and then making it available for downloading,
the product would be available globally, and would compete with licit
examples. RATS could perform any play and video-stream it to the
world and could archive it for downloading. Anyone, anywhere with a
computer and sufficient bandwidth could see the play. RATS could
charge for the download and pocket the money and none of it would
go to the authors of the play or its publishers. If, instead of Pakistan,
RATS was located in a country that was not part of the intellectual
property regime, no one could bring RATS to court.

Of course, it is unlikely that many downloaders would be interested
in a RATS production of a Broadway play, but suppose instead that it
was putting the most recent release of the Dixie Chicks on its server.
The same could be true of anyone making music, or films, or software,
available for downloading without paying the owners of the copyrights.
The Internet made the concept of broadcasting, or communication of
content, completely different.

In short, the old system for regulating both communication and its
content, based on international organizations who helped states deal
with issues of interoperability and intellectual property based on
national jurisdiction, was not clearly applicable to the Internet, and
clearly some new form of governance would be required that took into
account both the nature of the Internet and its different stakeholders.
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3 The non-state actors
Engineers, entrepreneurs, and netizens

In its initial years, non-state actors largely ran the Internet and in some
aspects, they still do. Computer and other information technology
professionals deal with engineering standards, private sector and aca-
demic professionals deal with application standards, private corporations
provide investment resources and the individual users of the Internet
have their rights defended by civil society organizations. Each of these
actors has developed an approach to governance in their areas and this
has helped define the broader approach to Internet governance.

The initial dominance and subsequent role of non-state actors derived
from the Internet’s origin as a project to link scientists in the United
States. In the 1960s and 1970s, a major source of research funding for
universities was the United States Department of Defense, which
underwrote scientific research that might have defense implications
through its Defense Advanced Projects Administration (DARPA).

As described by the Internet Society’s Brief History of the Internet,1

computer scientists had become interested in networking computers
over long telephone lines, but had found that they needed packet switch-
ing (see Chapter 1) to make that happen. DARPA funded a number of
scientists led by Vinton Cerf and Robert Kahn to develop what was
called ARPANET. This included developing the switching specifications,
but also the Transmission Control Protocol/Internet Protocol (TCP/IP),
software that allowed data to pass from one computer to another over
communications lines.

While the funds came from government sources, colleagues who
were mostly academic administered the funds. These academics were
more concerned with openness and innovation than with rules.
Coordination of developments in networking, including software and
hardware, was perceived to be necessary and DARPA in 1983 estab-
lished what came to be called the Internet Architecture Board (IAB).
This included, as a self-standing entity, the Internet Engineering Task



Force (IETF). The IAB was initially made up of a mixture of govern-
ment officials, academic researchers and computer professionals from
the private sector. By 1992, DARPA had ended its interest in the Internet
and United States Government concern was vested in the National
Science Foundation. However, the government interest had become
secondary to commercial and academic interests, and the sponsorship
of the IAB was moved to the Internet Society, a non-governmental
organization. The Internet Society describes itself as

a professional membership society with more than 100 organization
and over 20,000 individual members in over 180 countries. It provides
leadership in addressing issues that confront the future of the
Internet, and is the organization home for the groups responsible for
Internet infrastructure standards, including the Internet Engineering
Task Force (IETF) and the Internet Architecture Board (IAB).
Thailand Chapter of the Internet Society, http://www.isoc-th.org/

The dominant organizational method of these non-state actors, as will
be seen, is the horizontal network, rather than the vertical networks
that characterize governments and inter-governmental organizations.
Technological change is so rapid that formal structures do not react
swiftly enough and, as a result, these non-state actors became the princi-
pal players in the management of the Internet.

Technical standards: the engineers

The technical heart of the Internet is a series of standards that, once
adopted, allow the Internet to function seamlessly. The main body to
determine these standards is the Internet Engineering Task Force (IETF)
run under the auspices of the Internet Society. The IETF operates through
working groups to deal with specific technical issues. In July 2007, there
were 120 working groups in eight areas. The areas included a general area
on intellectual property rights and specific areas on Applications (9),
Internet (29), Operations and Management (17), Real-time Applications
and Infrastructure (17), Routing (15), Security (17), and Transport (15).

Technical standards problems are suggested by members and, if
there is enough interest, a working group is formed, with a defined
terms of reference. An example is the working group on the inter-
nationalization of e-mail addresses. As the working group’s site says:

Since early in the effort to internationalize domain names, which
resulted in the standards associated with IDNA, it has been
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understood that internationalization of email address local parts is
required. At the same time, email address internationalization
poses a series of special problems. Constraints on the interpreta-
tion of local-parts by any system other than the final delivery one
make address encoding nearly impossible. The need to use addresses
in both the email envelope and in header fields, and to do so in
ways that are at least compatible, suggests that this is not a simple
and isolated problem. This working group will address one basic
approach to email internationalization.

Internet Engineering Task Force, Working Group
on Email Address Internationalization,

http://www.ietf.org/html.charters/eai-charter.html

The approach being studied has to do with how address headers in
packets could be modified.

Each working group has a chair, either elected or self-designated. In this
case, there are two chairs, an engineer from Norway who works for Cisco
Systems, and an engineer from China who works for the China Internet
Network Information Center. The process is roughly the same for each
working group and has been established since the beginning of the IETF.

The process of agreeing on standards is laborious, but has been
organized since 1996.2 The IETF defines the Internet as “a loosely-
organized international collaboration of autonomous, interconnected
networks, supports host-to-host communication through voluntary adher-
ence to open protocols and procedures defined by Internet Standards.”
An Internet Standard is further defined as “a specification that is stable
and well-understood, is technically competent, has multiple, indepen-
dent, and interoperable implementations with substantial operational
experience, enjoys significant public support, and is recognizably useful
in some or all parts of the Internet.”

The approach has two key dimensions. The standard has to work,
and the technical people who work on the Internet have to agree that it
is useful enough that everyone will accept and use it. Because of the
interconnectedness of networks, any change in the standard governing
one aspect could affect other aspects. As a result the IETF procedure is
designed to ensure that any standard agreed has been sufficiently tested
and will not affect the stability of the Internet as a whole.

To ensure this, each possible standard is run though a sequence of
stages. Anyone can propose a possible standard by posting it as a draft.
If there is enough interest in it, the Internet Engineering Steering
Group, made up of the IETF chair and the area directors as well as
several liaison officers, will designate it a “proposed standard.” As
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defined, this means that it “is generally stable, has resolved known design
choices, is believed to be well-understood, has received significant com-
munity review, and appears to enjoy enough community interest to be
considered valuable.” After some six months in this status, with further
review, usually in the context of a working group, and further demon-
stration of an ability to work in different networks and languages it can
become a “draft standard.” After at least another four months, or the
next IETF meeting (whichever is later), and a positive recommenda-
tion by a working group, the IESG can propose to issue it as a stan-
dard with a two-week Last Call for final objections. Once given the status
of an Internet Standard, it can be used throughout the Internet.

The central coordinating body of the IETF is the Steering Group. It
can determine which proposals go through the next steps, engages in
mediation of disputes and generally ensures order in the IETF. If the
IETF were an intergovernmental body, this would be the function pro-
vided by a bureau, consisting of the elected officers. In the IETF, the
elections are held annually. The procedure for the elections is different
from most public organizations. There are certain rules. Half of the IESG
positions are up for election every year, with incumbents potentially
renewable. Each year a nominations committee (NomCom) is established.
This is done by requesting volunteers from among the IETF members,
who self-select. From these volunteers, the committee is selected by
random procedures. This guarantees that the nominating committee is
not biased, reflects the distribution of volunteers and is therefore credible.

The NomCom considers candidates for the position and then selects,
on the basis of consensus, the agreed candidates. These are usually then
confirmed at the next meeting of the IETF. The process, while long
(about seven months), is smooth, because the composition of the
NomCom is credible to the membership.

The IETF process is called “rough consensus” and the Task Force
was a pioneer in this. Consensus as a concept does not have a formal
definition. The IETF says:3

Working groups make decisions through a “rough consensus”
process. IETF consensus does not require that all participants
agree although this is, of course, preferred. In general, the domi-
nant view of the working group shall prevail. … Consensus can be
determined by a show of hands, humming, or any other means on
which the WG agrees (by rough consensus, of course). Note that
51% of the working group does not qualify as “rough consensus”
and 99% is better than rough. It is up to the Chair to determine if
rough consensus has been reached.
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This is similar to the consensus process used at the intergovernmental
level (except for the humming) and involves the same art by a chair. In
the consensus system practiced by the IETF, a single objector would
not stop the consensus, but if there were several objections, the chair
might have to decide that consensus had not be achieved. In the inter-
governmental process, where states are formally equal, a single objec-
tor could halt consensus, although in practice it would depend on
which state. (If it is the United States, it would carry weight, but if it
were Palau, Andorra or San Marino, perhaps not.)

Given the importance of the process followed by the IETF, its com-
position is important. The IETF is defined as “a large open international
community of network designers, operators, vendors, and researchers
concerned with the evolution of the Internet architecture and the
smooth operation of the Internet. It is open to any interested indivi-
dual.”4 IETF decision-making processes mean that members need to
be active if their views are to be heard. In that sense, operational
membership is self-defined. So, who are these operational members?

This can be seen in the listed chairs of all of the 120 working groups
functioning in September 2007. There was a total of 242 individuals.
Table 3.1 shows the distribution of chairs according to several criteria.

By far the largest number of members, as well as chairs, came from
the private sector, especially computer companies like Cisco Systems
that draw their business from the Internet. Most are middle-level tech-
nicians rather than senior management. If they were civil servants
(almost none of whom are represented), they would be what is called
middle management.

Table 3.1 Chairs in the IETF, September 2007

Total Number %

By region in which member works
United States 173 71
Other OECD 56 23
Developing country 13 6

By stakeholder group
Government 9 4
Private sector 189 78
Computer company 100 41
Telecommunications 75 31
Other 14 6

NGO 14 6
Academic 26 11
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There were some differences between members who were resident in
the United States compared with those who were non-U.S. (all from
developed countries) as can be seen in Table 3.2. They were somewhat
more likely not to be from the private sector and, for those in the pri-
vate sector, somewhat more likely to be from telecommunications rather
than computer companies. This probably reflects the reality of global
industries where computer companies are more likely to be U.S.-based,
whereas telecommunications companies are more evenly distributed.

The IETF is not the only engineering standard setter, although it is
the main one for the Internet. The International Electro-technical
Commission, located in Geneva, Switzerland “prepares and publishes
international standards for all electrical, electronic and related tech-
nologies. These serve as a basis for national standardization and as
references when drafting international tenders and contracts.”5

Similarly, the Institute of Electrical and Electronics Engineers, Inc.
(IEEE) sets key standards for wireless communication (IEEE 802).
These function in a similar way to the IETF.

Technical standards: the designers

The IETF is concerned with the Internet architecture, but does not
deal with the basic applications of the Net. This has been the province
of the World Wide Web Consortium (W3C), a formal organization of
designers who set standards for the Web.

The Internet only became popular when it became useful for exchan-
ging information. One of the early methods was to link information by
what was called hyperlinks. Tim Berners-Lee, then working at the
European Organization for Nuclear Research (CERN), wanted to find
a way to organize the vast amounts of information being produced. He
started from a variant of what was called “hypertext,” or “human readable
information linked together in an unconstrained way.” Berners-Lee’s

Table 3.2 Type of organization for IETF members by country of residence

Country of residence U.S.A. OECD/
non-U.S.A.

Total

Organization Non-private 17% 29% 19%
Computer 50% 26% 31%
Telecom 28% 38% 27%
Others 5% 7% 5%

Total 173 69 242
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design included the idea that information could be stored on a com-
puter functioning as a server and could be accessed by software called
a browser. He concluded:6

We should work toward a universal linked information system, in
which generality and portability are more important than fancy
graphics techniques and complex extra facilities.

The aim would be to allow a place to be found for any infor-
mation or reference which one felt was important, and a way of
finding it afterwards. The result should be sufficiently attractive to
use that the information contained would grow past a critical thresh-
old, so that the usefulness the scheme would in turn encourage its
increased use.

The result of the effort was the World Wide Web, including a server, a
client program consisting of a browser and editor and the “HyperText
Markup Language” (HTML), which is the language for formatting
documents with the capability for hypertext links that became the pri-
mary publishing format for the Web. Combined with the Internet
packet switching protocol, this produced the information revolution
that now constitutes the Internet. Subsequent developments have
increased the capacity of individuals to access the Internet and have
incorporated the media, graphics and search engines that characterize
the Internet in 2008.

To provide order in the improvement of standards for the World Wide
Web, which quickly became the main vehicle for published Internet con-
tent (and, eventually, even for e-mails), Berners-Lee founded the World
Wide Web Consortium (W3C) in 1994. Its mission is “To lead the World
Wide Web to its full potential by developing protocols and guidelines that
ensure long-term growth for the Web.”7

Housed at the Massachusetts Institute of Technology (MIT) Laboratory
for Computer Science, where Berners-Lee moved from CERN, the
W3C was supported by both DARPA and the European Commission,
making it an international NGO. Unlike the IETF, where members are
individuals, the W3C members are organizations, primarily from the
private sector. W3C describes itself as “industry consortium dedicated
to building consensus around Web technologies.”8 Table 3.3 shows the
membership as of September 2007.

Like the IETF, the majority of the members are from private sector
corporations, although the participation by stakeholders is more
diverse. Within the private sector, the dominant source of members is
computer companies rather than the balance between computer and
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telecommunications companies that is found in the IETF. There are
also more NGOs and academics working in the W3C. Unlike the IETF,
the members are more geographically balanced, although heavily weighted
to developed countries.

There are differences, however, by the country of residence. The mem-
bers from the United States are overwhelmingly from private corpora-
tions, while the half of non-U.S. members not working for private
corporations are relatively evenly divided between academics, government
officials and members of non-governmental organizations (Table 3.4).

The W3C is like IETF in that it operates through working groups,
whose members are volunteers, goes through a sequence of stages before
agreeing on a W3C Recommendation, the equivalent of the IETF
Internet Standard. Like the IETF, the W3C agrees on recommendations
by consensus.

Table 3.3 Membership in the W3C, September 2007

Number %

Total 443 100

By region in which member works
United States 182 41
Other OECD 183 41
Developing country 77 18

Stakeholder group
Government 40 9
Private sector 286 65
Computer company 206 47
Telecommunications 40 9
Other 43 10

NGO 62 14
Academic 54 12

Table 3.4 Country of W3C member residency by type of organization

Type of organization Country Total

Developing Developed USA

Academia 20% 17% 4% 12%
Government 20% 11% 4% 9%
NGO 12% 14% 16% 15%
Private corporation 49% 58% 76% 65%
Total 41 219 183 443
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Unlike the IETF, the W3C has a formal decision-making structure.
Each member organization designates a representative to the Advisory
Committee. This committee elects the members of two standing bodies,
the Technical Architecture Group (TAG), to help resolve Consortium-
wide technical issues; and the Advisory Board (AB), to help resolve
Consortium-wide non-technical issues, and to manage the evolution of
the W3C process.9

While the process appears to be cumbersome, the W3C has achieved
major agreements on web protocols that are reported on their web site10

(see Figure 3.1).

Commercial application standards: the entrepreneurs

The Internet runs on computers, uses telecommunications services and has
many content providers, all of which—with the exception of government-
run telephone companies—are in the private sector. Unlike the open
standard-setters represented by the IETF and W3C, which exist because
of a common interest on the part of all stakeholders to have agreed
standards for the Internet, private computer corporations make their
money by having proprietary applications for which consumers pay.
Telecommunications companies make their money by renting out
physical lines and providing switching and other services. While they
are dependent on the underlying protocols, they have an incentive to keep
their own software closed. Some of the largest makers of computers, their
operating systems and their components, have fought to protect their
intellectual property. Some, like Microsoft in operating systems, Apple
in downloadable music, Intel in computer chips and Qualcomm in mobile
phone technology, have achieved near-monopolies in their field.

While proprietary standards for specific products have been common
in the private sector for centuries, the Internet has made them more
controversial, since they can affect how well the Internet functions. As
a result, private corporations have joined not-for-profit standard-setting
bodies as a means of ensuring that their proprietary software is compatible
and interoperable. However, when one corporation becomes dominant,
governments have been induced to regulate them.

The most dramatic case is Microsoft, whose operating system is
dominant in personal computers. In order to take advantage of the
Internet, Microsoft bundled its browser, Internet Explorer, in its operating
system to the exclusion of other browsers. This had the effect of driving
its main competitor, Netscape—a browser developed at the University
of Illinois—almost out of business. Other companies complained and
the United States government sued Microsoft. In the case, United States
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Figure 3.1 W3C accomplishments.
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vs. Microsoft, a federal judge ruled against Microsoft. The judge, Thomas
Penfield Jackson, concluded:11

To the detriment of consumers, however, Microsoft has done much
more than develop innovative browsing software of commendable
quality and offer it bundled with Windows at no additional charge.
As has been shown, Microsoft also engaged in a concerted series
of actions designed to protect the applications barrier to entry, and
hence its monopoly power, from a variety of middleware threats,
including Netscape’s web browser and Sun’s implementation of
Java. Many of these actions have harmed consumers in ways that
are immediate and easily discernible. They have also caused less
direct, but nevertheless serious and far-reaching, consumer harm
by distorting competition.

As part of the settlement, Microsoft agreed to open up aspects of its
operating system to third-party browser (and other applications) makers.

The issue was not resolved, however, until 2007, when the European
Court of First Instance—an appeals court—affirmed a 2004 ruling that
Microsoft had violated European competition rules by making it
impossible for third-party Internet media viewers to run on Microsoft’s
Windows operating system. In the suit, Microsoft was supported by a
number of other private corporations, while the European Commission
was supported by several associations advocating open or free soft-
ware.12 The judgment is expected to affect other dominant players who
use proprietary software to ensure market dominance, including Apple,
Intel and Qualcomm.13 A broader implication is that these corporations
will increasingly have to participate in Internet governance.

As noted in Chapter 2, telecommunications corporations were major
participants in the work of the ITU, and the arrangements provided
order in their businesses. Most telecommunications corporations were
either government-owned or publicly-regulated monopolies who could
agree on transnational standards among themselves. With the dereg-
ulation of telecommunications in the United States and the privatiza-
tion of telecommunications in many countries in Europe, the system
became less functional.

The growth of the Internet had several additional consequences for the
telecommunications companies. First, an increasing part of their busi-
ness consisted of providing “last-mile” access to the Internet, connec-
tions of individuals to Internet service providers (ISPs) over telephone
lines. However, here they faced competition from other access provi-
ders, including cable companies, satellite providers and even electricity
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companies, all of whom could also transmit Internet packets, some-
times faster than the telecommunications companies could. Second, the
alternative access providers, thanks to the Voice Over Internet protocols
(voip) that had been developed when the Internet was Arpanet, could
provide inexpensive telecommunications in competition with telecoms. In
some cases, like Skype, the “Global P2P Telephony Company,” a com-
pany registered in Luxembourg and using person-to-person (P2P),
Internet telephony is free, with company profits based on advertising
and connecting to mobile or land-line phones.

Telecommunications companies also have had to become interested
in Internet governance to help regulate a technologically mobile inter-
national environment. This is related to problems of national regulation
of networks that was based on the older principles, as has been docu-
mented by Russell Neuman, Lee McKnight, and Richard Jay Solomon.14

The third group of corporations concerned with the Internet includes
content providers. These are companies who provide text, videos, music
and search engines, among other things, that are distributed by packet
switching and use various Internet and web protocols. Their interest is
to ensure that content is protected, but can use existing systems. Much
of their concern is with intellectual property, as we will see in Chapter 4.
They are also concerned with protocol that will facilitate content deliv-
ery. Often, as in the case of Apple with its iTunes service that provides
downloadable music and video feeds (television programs or entire
movies), they are also hardware and software makers. They also
include telecommunications companies, particularly those using wire-
less methods that can connect, through browsers, with the Internet and
also download content.

Freedom of use: the netizens

The non-state actors noted so far, with the exception of the IETF, are
largely organizations, particularly from the private sector, concerned
with technical specifications, and through them, policy. There is an
equally large group of non-state actors concerned with the openness
and freedom of the Internet. They have been termed “netizens,” a term
coined by Michael Hauben in 1995 as a contraction of net and citizen.
In his book, Netizens: On the History and Impact of Usenet and the
Internet, he defines netizens as15

people who care about Usenet and the bigger Net and work towards
building the cooperative and collective nature which benefits the
larger world. These are people who work towards developing the
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Net. In this second case, Netizen represents positive activity, and
no adjective need be used. Both uses have spread from the online
community, appearing in newspapers, magazines, television, books
and other off-line media. As more and more people join the online
community and contribute towards the nurturing of the Net and
towards the development of a great shared social wealth, the ideas
and values of Netizenship spread.

The Usenet, to which he refers, is a network run by volunteers with
common interests. As Wikipedia describes it, Usenet

is a global, decentralized, distributed Internet discussion system
that evolved from a general purpose UUCP architecture of the
same name. It was conceived by Duke University graduate stu-
dents Tom Truscott and Jim Ellis in 1979. Users read and post e-
mail-like messages (called “articles” or “posts”) to one or more of
a number of categories, called newsgroups. Usenet resembles bul-
letin board systems (BBS) in most respects, and is the precursor to
the various Internet forums which are widely used today.16

The original Usenet groups did not have a central server. Instead, a
system of servers, usually on individual computers, served to hold the
network together. These evolved into Internet forums, most of which
are web-based.

The Usenet idea was that the Internet could link persons with simi-
lar interests regardless of their geographic location. It would permit the
free flow of information necessary for democracy. The netizens’ con-
cern was to protect the openness of the channel at all costs. As Hauben
stated, in the last chapter of his book,17

This is an exciting time to see the democratic ideas of some great
political thinkers beginning to be practical. James Mill wrote that
for government to serve the people, it must be watched over by the
people utilizing an uncensored press. Freedom of the press also
makes possible the debate necessary for people to form well foun-
ded opinions. Usenet and e.g., Cleveland Free-Net [an experiment
in a publicly available network] are contemporary examples of the
uncensored accessible press required by Mill. These networks are
also the result of hard work by many people aspiring for more
democracy. However, to keep these forms developing and spread-
ing requires constant work from those dedicated to the hard fight
for democracy.
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Newsgroups, as these Usenet groups are called are varied, changeable
and chaotic. On my news server (Giganet) on 18 September 2007,
there were 107,127 distinct groups on which individuals were posting.
The posts included messages, pictures, sound files and video files. The
persons running the groups were largely anonymous.

The Netizens as defenders of the right to communicate could trace
at least some of their origins to hackers in the United States. This was
well before the Internet as we know it developed, in 1990, when the
main element of the Internet was the bulletin board, a space on which
different persons could place and share documents.18 Throughout the
1980s individuals had tried to obtain free long-distance telephone calls
by various devices (including whistling the correct tones to dial). Some
computer programmers, who found breaking into corporate commu-
nications systems exciting, found telephone switching centers exciting
targets. However, on 15 January 1990, there was a major crash of the
AT&T long-distance switching system. While this was probably caused
by a malfunction within the system, one presumed culprit was hackers
who, the telephone companies believed, could cause the system to
crash by their intrusions into the computer systems. The telephone
companies convinced law enforcement authorities to apply laws passed
in the 1980s to control crime (such as the 1986 Computer Fraud and
Abuse Act).

In 1989 a hacker in Georgia penetrated a computer of the BellSouth
telephone company and copied an internal technical document. He
then loaded it on a bulletin board in Chicago and eventually an edited
version of the document was published in an electronic newsletter.
Pushed by telephone companies who were afraid of computer fraud,
law enforcement agencies in Georgia, Illinois and Texas (as well as
others) collaborated in an effort to apprehend the hackers. If all they
had done was to go after those hackers who were clearly committing
fraud, there would probably have been no problem. However, the law
enforcement agencies went after the owners of servers on which some
of the documents had been stored, even though the owners had no
knowledge of this.

These actions appeared to some Internet pioneers to threaten the
freedom of communication over the Internet. Two of them, John Perry
Barlow and Mitch Kapor, founded what they called the Electronic
Frontier Foundation (EFF), to fight what they perceived were efforts to
control the new medium. Barlow was a songwriter for the rock band
the Grateful Dead, and a pioneer in computer journalism. Mitch
Kapor was the the co-inventor of the spreadsheet program Lotus 1-2-3
and the founder of Lotus Development Corporation, representing in
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that way the new entrepreneurs that would later drive the “dot.com”
revolution of the late 1990s. Barlow wrote an essay entitled “Crime
and Puzzlement,” in which he characterized the Internet in this way:19

Cyberspace, in its present condition, has a lot in common with the
19th Century West. It is vast, unmapped, culturally and legally
ambiguous, verbally terse (unless you happen to be a court steno-
grapher), hard to get around in, and up for grabs. Large institu-
tions already claim to own the place, but most of the actual natives
are solitary and independent, sometimes to the point of sociopathy.
It is, of course, a perfect breeding ground for both outlaws and
new ideas about liberty.

After reviewing how law enforcement was dealing with cybercrime,
which he believed was excessive in terms of the crimes involved,
Barlow announced:

But as of today (in early June of 1990), Mitch and I are legally
constituting the Computer Liberty Foundation, a two (or possibly
three) man organization which will raise and disburse funds for
education, lobbying, and litigation in the areas relating to digital
speech and the extension of the Constitution into Cyberspace.
…

The Computer Liberty Foundation will fund, conduct, and sup-
port legal efforts to demonstrate that the Secret Service has exer-
cised prior restraint on publications, limited free speech, conducted
improper seizure of equipment and data, used undue force, and gen-
erally conducted itself in a fashion which is arbitrary, oppressive,
and unconstitutional.

The Foundation was eventually called the Electronic Frontier Foundation,
which started by filing a suit on behalf of one of those whose computer
had been seized by the United States Secret Service. Eventually the
Foundation won and subsequently became a recognized voice of Internet
users’ civil rights.20 It attracted both computer professionals and lawyers
specializing in civil rights. In 2007 its board of directors includes, in
addition to John Perry Barlow, five technology entrepreneurs who
made their fortunes during the dot.com period, two professors of
computer sciences and two professors of law who specialize in the
Internet, including Lawrence Lessig, of whom more later.

In John Perry Barlow’s manifesto, he expressed an intention to
cooperate with another group, the Computer Professionals for Social
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Responsibility (CPSR), which had been formed in the 1980s originally
to express concern about the increasing use of computing technology in
military applications. It was a United States based non-governmental
organization that, in 1991 began to sponsor annual conferences on
Computers, Freedom and Privacy.21 The CPSR was initially concerned
about policies of the United States government but gradually has
extended its interests internationally and in 2004 was given formal
accreditation as a non-governmental organization in consultative status
with the United Nations Economic and Social Council, the highest
international formal recognition of NGOs.

In 2007, the 10-member board of directors of the CPSR included
nationals of the United States, Canada, the United Kingdom, Ghana
and Japan.

While organizations like the Electronic Frontier Foundation and the
CPSR were focusing on rights, another organization was trying to use
the Internet for development. One of the early growth areas in the
Internet were Usenet-based networks of individuals sharing a common
interest. Individual networks working in the area of the environment
were among the first to organize themselves into a global association.
In 1990, the Association for Progressive Communication (APC) was
founded by networks including the Institute for Global Communication
(IGC from the United States), GreenNet (U.K.), NordNet (Sweden),
Web Networks (Canada), Alternex/IBASE (Brazil), Nicarao/CRIES
(Nicaragua), and Pegasus (Australia).22 The mission of the organiza-
tion (formally adopted in 1997) was to be “a global network of civil
society organisations whose mission is to empower and support orga-
nisations, social movements and individuals in and through the use of
information and communication technologies to build strategic com-
munities and initiatives for the purpose of making meaningful con-
tributions to equitable human development, social justice, participatory
political processes and environmental sustainability.”23

In the pre-Internet period, APC communicated by e-mail and com-
puter connections, but was the largest of the networks linking civil
society groups and, in the preparations for the 1992 United Nations
Conference on Environment and Development (UNCED) (the Earth
Summit), the UN secretariat called on APC to provide electronic
information about the conference as well as to permit civil society
groups to lobby. At the conference itself, APC provided an online
conference facility for delegates and NGOs, a practice that they con-
tinued at the United Nations Conference on Human Rights in Vienna
in 1993 and, most visibly, at the Fourth United Nations Conference on
Women in Beijing in 1995.
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Recognized internationally as a voice for persons using ICT, espe-
cially in developing countries, APC has become a visible stakeholder in
the Internet.

Non-state actors were the major players in the origins of the Internet
and in its early governance. They did so using procedures that were
more open than those of governments, but also like those used by
governments through consensus decision-making. They established their
importance for both technical matters and for guarding the openness
of communication. Both were tested when the domain name problem
emerged to challenge the non-state status quo, as we shall now see.
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4 Solving the domain name problem
Internet governance is born

Milton Mueller began his classic study Ruling the Root1 with this picture:

For two days in July 1998, one hundred and fifty people gathered
in a windowless hotel convention room in Reston, Virginia. The
crowd comprised techies in T-shirts, trademark lawyers in suits,
academic and business people, and a small but significant number
of Europeans, Latin Americans, and Asians. The meeting had an
ambitious goal: to “prepare a model, a set of common principles, a
structure and general charter provisions” for the formation of a
global governance body for an Internet naming and addressing
authority.

The comfortable world of the technical people who considered the
Internet their province was challenged by the consequences of growth,
which had both economic and regulatory dimensions, and the United
States government took steps to define a new approach to governance,
with long-term consequences that are still felt today.

Governance of the Internet had become a policy and institutional
issue only in 1998, when the United States government decided that it had
to establish an institutional basis for maintaining order in the core func-
tions of the growing communication medium. The trigger was a problem
with intellectual property combined with issues of domestic monopoly
power and fears of incursion by the international public sector. The result
was the creation of what is now a central, and controversial, institution,
the Internet Corporation for Assigned Names and Numbers (ICANN).

The story about how ICANN was created tells us a great deal about
the difficulties in achieving agreed governance of the Internet and provides
a point of departure for looking at the institutional frontier that is emer-
ging ten years later. It explains why Internet governance, as Mueller
described it, involved geeks, governments and corporations, and still does.



Scarcity and monopoly—Network Solutions under attack

As noted in Chapter 1, the critical element of the Internet is its addressing
system. Each sender and receiver has to have a unique address or e-
mails (and web sites) will not get to them. The initial addresses were
numbers, but these soon became cumbersome and the persons using
the Internet sought an easier form of identification. They hit upon the
idea of domain names. Domain names were intended to describe the
kinds of persons or institutions that were associated with a given set of
numbers. After some discussion in the Internet Architecture Board, the
participants decided that there should be five top-level domains, for
specific groups. Table 4.1 shows the result, as of 1998, including who
should control allocation of names.

In 1998, there was only one registrar for the five common domain
names.2 Network Solutions, Inc. was a subsidiary of a large defense
contractor, Science Applications International Corporation (SAIC).
Charles Kuhlman and I described how they became the registrar in our
1998 paper that analyzed the controversy.3

The assignment of names to domains in preference to numbers was a
convenience for the early users of the Internet. The responsibility for
assigning numbers was delegated by the United States government to
an independent entity called the International Assigned Numbers
Authority, headed by Professor Jon Postel of the University of Southern
California. The IANA was primarily concerned with ensuring that dupli-
cate numbers were not assigned and that assigned numbers were entered
into a central directory (the root directory). IANA assigned the coun-
try codes for domain names, including that for the United States (.us).

The attachment of names to the numbers which were not country-
specific, the generic top-level domain names (gTLDs) for .com, .org
and .edu was the responsibility of another entity, which was working

Table 4.1 Original top-level domain names

Domain
name

Group Registrar

com Business and individuals Network Solutions Incorporated
org Not-for-profit organizations Network Solutions Incorporated
net Networks Network Solutions Incorporated
edu Universities Network Solutions Incorporated
gov United States Government

(other than armed forces)
Network Solutions Incorporated

mil United States Armed Forces United States Department of Defense
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under a subcontract from the National Science Foundation, as a result
of competitive bidding. The entity was a private company, Network
Solutions, Inc. (NSI), functioning as InterNic. It is a commentary on
the size of the Internet when the contract was issued and NSI began to
register domain names, that the NSF provided a subvention to NSI to
cover the costs of what was in effect a free service.

As the Internet increased in size, the number of registrations increased
dramatically. NSI made a decision to charge for site registration, a deci-
sion that was extremely unpopular among those persons who believed
that the Internet should be, in effect, a free good. The cost factor, plus
some management problems in NSI caused by the sudden increase in
volume, caused many netizens to see NSI as a potential monopoly.
NSI’s policy of registering any name that was not duplicative also
produced problems when other persons appropriated trademarked
names. A number of entrepreneurs, sensing the potential growth of the
Internet, registered blocks of names and, in some cases, resold them to
the trademark holders in what was perceived as a form of extortion.
Court cases based on trademark infringement began to emerge. As the
number of domains registered under .com increased into the millions, a
shortage of good names was perceived.

By 1997, registering domain names for a fee had become a major
cash cow for Network Solutions Incorporated (NSI). It also got into
significant problems with intellectual property since it registered
domain names that were trademarked by other companies. Many of
these then sued NSI but the company’s profits were enormous. As the
judgment in one of the many court cases about trademark violation
put it:4

Under a contract with the National Science Foundation, NSI
manages domain name registrations for the “.com,” “.net,” “.org,”
“.edu,” and “.gov” top-level domains. The contract authorizes
NSI to charge $100 for an initial two-year registration and $50
annually starting the third year. NSI registers approximately
100,000 Internet domain names per month. (Graves Decl. {5.)
Registration applications are made via e-mail and in more than
90% of registrations no human intervention takes place. (Graves
Depo. at 54.) On average, a new registration occurs approximately
once every 20 seconds.

(Id. at 47–48)

NSI screened domain name applications against its registry to prevent
repeated registrations of the same name. It also maintained a directory
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linking domain names with the IP numbers of domain name servers
that were then entered into the IANA root directory.

Among major constituency groups like the Internet Society, some of
the major telecommunications companies and a growing group of
Internet service providers (ISPs), the problems with domain registra-
tion affected both the order and the procedures of the Internet. The
NSF subcontract with Network Solutions was due to expire in 1998,
and they decided to develop an alternative. In the tradition of infor-
mal governance, they formed what was called the International Ad-
Hoc Committee (IAHC) to develop an alternative method of domain
registry.

The resulting proposal, evolved under the “rough consensus” model
that had traditionally governed Internet standards, included the creation
of seven new top-level domains, the establishment of a large number of
registrars, the creation of a central registry of names and numbers, the
creation of a dispute resolution machinery and the establishment of an
Internet policy institution. Significantly, it included the involvement of
two international organizations, the ITU to register the registrars and
the WIPO to manage the dispute resolution mechanism.

The proposal, called the Memorandum of Understanding on Top-Level
Domains, set in motion the process leading to the current institutional
structure of Internet governance, with a shift to both multilateral and
multi-stakeholder institutions.

The MoU-tld controversy

The Memorandum of Understanding (MoU) was signed by 215 parties
at ITU headquarters in May 1997. Memoranda of Understanding were
a common method within the ITU for establishing standards without a
formal intergovernmental agreement, although their legitimacy was
enforced by their status within the international telecommunications
regime. Table 4.2 shows the breakdown by region of the signers, and 70
percent came from outside the United States, mostly from Western
Europe.5

The MoU created a mechanism that included a Policy Advisory
Board, made up of representatives of the various Internet con-
stituencies, a Policy Oversight Committee (POC) made up of elected
representatives of constituency groups and a Council of Registrars
(CORE), composed of those entities who were selected to register
domain names, to oversee the domain name registration process.

The net effect of the MoU would be to internationalize Internet
governance, at least in terms of one of its central functions.
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While for the “Internet establishment,” the MoU solved what was
becoming a major problem, for others, including NSI, it constituted
both a threat and an affront. A number felt that it gave too much
power to international organizations. Others felt that it bypassed
national regulatory mechanisms, especially in the United States. Still
others felt than any regulation whatsoever threatened the open char-
acter of the Internet. Pressure was put on governments, especially that
of the United States, not to accept the MoU.

The United States government acts

The United States government was put under particular pressure. As
the government which had funded much, but not all, of the develop-
ment of the Internet and which, through IANA and the NSI contract,
maintained the root directory, it felt a particular responsibility. At the
same time, the United States federal government was in a stage of
trying to deregulate industries. Cross-pressured, the U.S. delegation to
the ITU did not sign the MoU and sent conflicting signals about where
it stood.

Clearly unsure of its position, the United States government reverted
to procedures that were used nationally when regulations were con-
templated, a period of public comment. The national entity concerned
with telecommunications regulation, the National Telecommunications
and Information Administration (NTIA) issued a request for comments
on 16 June 1997 based on a series of specific questions about Internet
governance in general and about detailed aspects of the domain name
registration question.

Table 4.2 Geographical distribution of original signers of the gTLD-MoU

Region Number %

Asia 41 19.1
Eastern Europe 6 2.8
Western Europe 84 39.1
Africa 4 1.9
Latin America and Caribbean 8 3.7
Canada 9 4.2
U.S.A. 63 29.3
Total 215 100.0

Source: Calculated by Mathiason and Kuhlman from ITU, List of Signatories
of the Generic Top-Level Domain Memorandum of Understanding (gTLD-
MoU), 1997.
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Some 282 distinct comments were received over the comment period
in July and August 1997. Based on these, an advisor to the U.S. pre-
sident, Ira Magaziner, began to prepare a proposal for management of
the Internet. Magaziner was a long-time friend of President Bill
Clinton who had been a coordinator of a controversial and ill-fated
effort to reform health care in the United States (under the direction of
Hillary Rodham Clinton, then First Lady). He had worked as a con-
sultant in the telecommunications and computer industries and was
appointed by President Clinton to be the administration’s Internet czar.

The Green Paper

The proposal was finally issued in what was called a “Green Paper,” a
draft policy statement. The Green Paper sought to resolve the dilemma
by creating a new structure for domain name assignment through the
devolution of the IANA function to a non-profit public corporation
located in the United States, creating five new generic top-level domain
names, undertaking a study of Internet governance and, as a transi-
tional matter, extending the Network Solutions registration contract
until the details of the new system were worked out.

The Green Paper was submitted for public comment on 20 February
1998. By the end of March 1998, over 500 distinct comments had been
received. They ranged from short comments favoring one or another
model through detailed, well elaborated comments on specific issues
raised in the Green Paper as well as on the Green Paper itself. They
included comments from individuals and from the European Union.

The purpose of public comments in the United States is to gauge
whether there is a consensus about a proposed policy and if one does
not exist, what the different positions are. Who makes the comments in
this case tells a great deal about the interest groups at the beginning of
Internet governance. Table 4.3, drawn from Kuhlman’s and my analysis
of the comments made in 1997 and 1998 on the U.S. proposal, shows
the variety of interested parties.6

The distribution by type of commenters was about the same between
the 1997 comment period and the comments on the Green Paper. The
major difference was that in the first round almost no non-U.S. com-
ments were received, while by 1998 a fifth of comments came from
outside the United States. Almost two-thirds of the comments came
from individuals, rather than institutions. The existence of the Green
Paper had been widely publicized on newsgroups and networks, and
while many of the comments were long and thoughtful, most were
short. The next largest group was businesses, reflecting the commercial
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concernswith how the Internet was managed. Perhaps more importantly,
non-U.S. entities were more heavily represented among the commenters
from institutions, a category that included a diverse group of entities
ranging from industry associations through non-governmental organi-
zations and user groups like the Internet Society. This included some of
the quasi-official bodies like the Policy Advisory Board, the Policy
Oversight Council and the Council of Registrars, all of which were
mechanisms set up under the MoU.

A major criticism made of the Green Paper, in many of the comments,
was its “U.S.-centric” orientation.

Many commenters noted that the Green Paper largely ignored the
work of the CORE in Geneva, proposed a United States location for
the central registry corporation and had little role for international
organizations. One of the dimensions that Kuhlman and I examined in
the comments, was whether the writers saw an international regulatory
dimension for the Internet. As can be seen from Table 4.4,7 most of
those who mentioned the international dimension were favorable to it,
but commenters from outside the United States were much more likely
to both mention and favor an international dimension. This of course
included a large number of comments that explicitly favored the CORE

Table 4.4 Orientation to international governance of the Internet, March 1998
comments

Non-U.S. U.S. Total

Favor 71.8% 40.0% 46.4%
No mention 22.3% 55.4% 48.7%
Oppose 5.8% 4.6% 4.9%
Total 100.0% 100.0% 100.0%
Number 103 410 513

Table 4.3 Type of commenters by origin, March 1998

Type Non-U.S.
(%)

U.S.
(%)

Total Total
in %

Academic 9.10 90.90 11 2.1
Business 15.50 84.50 84 16.4
Government 80.00 20.00 5 1.0
Individual 16.00 84.00 326 63.5
Institution 42.90 57.10 49 9.6
Web management 31.60 68.40 38 7.4
Total 20.10 79.90 513 100.0
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model. In terms of types of commenters, individuals (who were over-
whelmingly from the United States) were less likely (44 percent) to
mention the international dimension, while institutions (78 percent)
and web managers (65 percent) were much more likely to do so.

The United States government took these views into account, to an
extent, when they issued their final decision on 5 June 1998, in what
was called the White Paper.

The White Paper

The White Paper8 made few changes to the Green Paper proposals but
its basic structure has set the basis for continuing debates about the
institutions of Internet governance. It set out four principles to be fol-
lowed by a new entity in managing the core resources of the Internet.9

1 Stability The U.S. government should end its role in the Internet
number and name address system in a manner that ensures the
stability of the Internet. The introduction of a new management
system should not disrupt current operations or create competing
root systems. During the transition and thereafter, the stability of
the Internet should be the first priority of any DNS management
system. Security and reliability of the DNS are important aspects of
stability, and as a new DNS management system is introduced, a
comprehensive security strategy should be developed.

2 Competition The Internet succeeds in great measure because it is a
decentralized system that encourages innovation and maximizes indi-
vidual freedom. Where possible, market mechanisms that support
competition and consumer choice should drive the management of
the Internet because they will lower costs, promote innovation,
encourage diversity, and enhance user choice and satisfaction.

3 Private, bottom-up coordination Certain management functions
require coordination. In these cases, responsible, private sector action
is preferable to government control. A private coordinating process
is likely to be more flexible than government and to move rapidly
enough to meet the changing needs of the Internet and of Internet
users. The private process should, as far as possible, reflect the
bottom-up governance that has characterized development of the
Internet to date.

4 Representation The new corporation should operate as a private
entity for the benefit of the Internet community as a whole. The
development of sound, fair, and widely accepted policies for the
management of DNS will depend on input from the broad and
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growing community of Internet users. Management structures should
reflect the functional and geographic diversity of the Internet and its
users. Mechanisms should be established to ensure international
participation in decision-making.

The fourth principle, representation, showed the result of the inter-
national comments. In the Green Paper, the last sentence had read
“Mechanisms should be established to ensure international input in
decision-making,” while the final text spoke of “international partici-
pation in decision-making.” This was a subtle but important shift of
emphasis.

In responding to comments on these proposals from the Green Paper,
the U.S. government stated that the policy applied only to management of
Internet names and addresses and did not set out a “system of Internet
‘governance.’” Reacting to concerns about openness, it stated that existing
human rights and free speech protections would not be disturbed and, as
a result, would not be specifically included in the core principles for DNS
management. The policy was not intended to displace other legal regimes
like international law, competition law, tax law and principles of inter-
national taxation, and intellectual property law that already applied.

The area of trademark disputes, which had been one of the problems
that had to be addressed also, was modified between the Green and
White papers. The Green Paper only said that trademark disputes should
be resolved according to national laws, while the White Paper recog-
nized the role of WIPO in the process, which was requested to initiate
a balanced and transparent process, including the participation of tra-
demark holders and members of the Internet community who are not
trademark holders, to develop uniform dispute resolution procedures
on trademark and intellectual property holders.

The Green Paper had dealt very little with the globalization of the
Internet. The White Paper had a major section on the subject, which
guided United States policy for almost a decade. The White Paper
noted that many comments wanted more globalization of the domain
name system, some wanted a larger role for international organiza-
tions, some feared that the new arrangement would entrench U.S.
control and give it an unfair advantage when new top-level domain
names were created. In response, the White Paper stated:

The U.S. Government believes that the Internet is a global medium
and that its technical management should fully reflect the global
diversity of Internet users. We recognize the need for and fully
support mechanisms that would ensure international input into the
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management of the domain name system. In withdrawing the U.S.
Government from DNS management and promoting the estab-
lishment of a new, non-governmental entity to manage Internet
names and addresses, a key U.S. Government objective has been to
ensure that the increasingly global Internet user community has a
voice in decisions affecting the Internet’s technical management.

We believe this process has reflected our commitment. Many of
the comments on the Green Paper were filed by foreign entities,
including governments. Our dialogue has been open to all Internet
users—foreign and domestic, government and private—during this
process, and we will continue to consult with the international
community as we begin to implement the transition plan outlined
in this paper.

ICANN is created

The resulting institution was called the Internet Corporation for
Assigned Names and Numbers (ICANN) and was to be a not-for-
profit public corporation chartered in California, but with a govern-
ance structure—including a board of directors and advisory groups—
that would represent all of the key stakeholders. While the U.S. deci-
sion maintained the responsibility of the United States government for
overseeing the core resources of the Internet, it accepted that this was a
shared responsibility and there was an implication that the U.S. over-
sight function would gradually be removed. California was chosen as a
venue because its laws for not-for-profits were fairly flexible and, for
legal reasons, ICANN needed a home. By a Memorandum of
Understanding with the NTIA, the U.S. government would maintain a
formal, but not very active, oversight.

ICANN’s evolution is described in Chapter 6. Over the next five
years, ICANN functioned reasonably successfully to provide addresses,
add new top-level domain names and ensure that the root server
system functioned. It was less successful in providing representation to
the stakeholders who wanted their interests reflected in ICANN poli-
cies and processes. In the meantime, while the critical Internet resour-
ces issue was quiet, new policy issues emerged that expanded the need
for Internet governance, and it is to these that we must now turn.
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5 Regulatory imperatives for Internet
governance
Downloading music, free speech,
YouTube, porn, and crime and
terrorism

Why should the Internet be governed at all? The answer is that a
number of issues dealt with elsewhere became important in the
Internet. These included issues of intellectual property, freedom of
expression and the use of the medium by criminals and for terrorism.
Each of these has to be explored to see why there have been incentives
to achieve Internet governance.

The Internet became the focus of governmental attention because
governments saw reasons to regulate it and because the existing insti-
tutions did not seem to work well to deal with problems of order that
emerged. If the only issues were architecture or technical standards, the
existing institutions would probably have sufficed. And if the regulatory
issues having to do with content could be solved by traditional terri-
torial-based institutions, there would be no regulatory imperative for
Internet governance. As the Internet has grown, the range of policy
issues has expanded as well. The technical bodies described in Chapter
3 were not set up to deal with policy matters. The domain name issue
that provoked the creation of ICANN was not really about the proto-
cols on which the Internet was based, but rather on the related issues
of sovereignty and intellectual property. Most of the regulatory issues
are still unresolved, but almost all have to do with the content that
flows over the Internet rather than the channels over which it flows.
They really focus on the questions: who owns content and who can
regulate it in a borderless world.

Intellectual property

Outside of the unhappiness of many Internet stakeholders in a domain
name system essentially run by a private company under contract with
a government (Network Solutions and the United States), the main
issue provoking the domain name controversy was intellectual property.



The domain registrars did not check whether the domains that they
registered were trademarked by anyone. Indeed, if only national laws
were to be applied, there could be conflicting trademarks, so long as
they did not exist in the same geographical space. An example is
Budweiser beer. The brand name was trademarked in the United States
and most other countries by the Anheuser-Busch Corporation. But in
the Czech Republic the trademark was held by the Budejovicky Budvar
Corporation. The two had argued about this for a century, but so long
as one company’s beer was not sold in the other company’s country,
the dispute was resolvable, although a century’s worth of litigation was
clearly good for the legal profession.

Pokey and the madonna.com problem

The borderless Internet effectively eliminated territorial solutions.
There could only be one trademark holder in cyberspace, but the
question was, whose trademark would prevail? In some cases, the
resolution was achieved by the parties concerned. A famous case had
to do with a young boy who had been given the nickname “Pokey” by
his parents. He registered a domain as pokey.org. However, Pokey was
also a character in an animated television program called Gumby, and
the producers of the program had trademarked all of the names.
Lawyers for the producers sent the 12-year-old boy a cease and desist
letter. This reached the newspapers and the resultant bad publicity led
the producers to accept the legitimacy of Pokey the boy’s claim to
pokey.com.1 Others who registered domain names were not so inno-
cent. Some saw registration of domain names as a means of obtaining
money from trademark holders who might want them for their own
web sites. This practice is called “cybersquatting” and became a major
annoyance. One of the motivations behind the MoUtld that sparked
the domain name controversy was to eliminate cybersquatting by placing
dispute resolution with the World Intellectual Property Organization.
The ICANN agreement included setting up a UDRP (Uniform Dispute
Resolution Process), whereby disputes about ownership of domain
names could be resolved through an agreed process. One of the main
UDRPs is administered by WIPO. From 1999 to September 2007 it
considered 11,837 complaints covering 21,594 domain names.2 The
dispute resolution process consists of WIPO appointing a neutral
panelist to weigh the competing claims and determine who should have
the domain name.

One of the cases that has been frequently cited in the WIPO pro-
ceedings was lodged by Madonna Ciccone, who sings under the name
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Madonna, against Dan Parisi. Parisi had registered the domain name
madonna.com (along with some 600 other domain names including
whitehouse.com). Parisi was considered one of the archetypical
cybersquatters, who would agree to give up the domain name in
exchange for a fee. Madonna appealed to the WIPO UDRP (Case
D2000–0847) and won on the grounds that she had a greater claim to
the name. The domain madonna.com was transferred to her.

As Christopher May put it in one of the companion volumes of the
Global Institutions series, WIPO has had a rise, a fall and a come-
back.3 The fall was when the World Trade Organization adopted
agreements on trade-related aspects of intellectual property rights
(TRIPS), essentially making WIPO the secondary player, and the
comeback was fueled by the Internet. The debate about enforcing
intellectual property is intimately connected with Internet governance,
although this is not formally recognized. In fact, the outcome docu-
ments of WSIS only mention intellectual property twice, both in the
context of its earlier Geneva phase (see Chapter 7). The Tunis phase
studiously ignored the term, largely because industrialized countries
wanted to keep it in WIPO and WTO, where they perceived they have
more influence.

Downloading, Kazaa, MySpace and YouTube

While domain names involved some money and considerable annoy-
ance to large companies, the real intellectual property issues on the
Internet have to do with downloadable content, especially music and
movies. As soon as it was possible to digitalize music files, as is done
on compact disks (CDs), it was possible to share them over the
Internet. The issue of sharing music had been taken up before, when
tape recording technology had advanced to permit individuals to copy
music from their vinyl records to tape. In theory, the same record could
have been copied multiple times and given to friends, or even sold. This
did not concern the recording industry because the quality of the
copied music was not as good as the original record. Similarly, when
movies were sold on videotape, they also could be copied. A court case
in the United States in 1984 resolved the matter for some time. In Sony
Corp. of America vs. Universal City Studios, Inc., called the “Betamax
Case,” the United States Supreme Court ruled that the making of
individual copies of complete television shows for purposes of time-
shifting does not constitute copyright infringement, but is fair use. The
court also ruled that the manufacturers of home video recording devi-
ces, such as Betamax or other VCRs, cannot be liable for infringement.

Regulatory imperatives 61



The case was a boon to the home video market as it created a legal
safe haven for the technology, which also significantly benefited the
entertainment industry through the sale of pre-recorded movies.4 This
solved the problem, even when music (and movies) moved to digital
media (compact disks or CD-ROMs). It was easier to make copies of
the content with almost the same quality as the original. An industry
of pirated CDs developed in some countries, but this also could be
dealt with through normal procedures. For example, the entry of China
into the World Trade Organization was delayed until that country agreed
to crack down on pirated software, music and movies (and demonstrated
a willingness to actually do so). The Russian Federation’s application
for the WTO is also being delayed until that country agrees to deal with
pirating.

Internet technology soon made the normal arrangements obsolete.
Digitalized content can be transmitted over the Internet using standard
packet-switching technology. CDs and DVDs can be copied onto
computer hard drives and then sent over the Internet. If this is done for
commercial purposes, as is the case with commercial services like
Apple’s iTunes, this does not represent a problem, since fees to copy-
right holders can be included in the cost of the download and digital
rights management (DRM) software can prevent excessive copying.
There are two methods for supplying content: either the content can be
stored on a central server and then downloaded, or the content can be
stored on individual computers and then transferred to other compu-
ters over the Internet. This latter is called peer-to-peer sharing (P2P).
Server-based sharing can be controlled, since if the content violates
intellectual property rules, the IP owner can be sued in national jur-
isdictions. However, P2P sharing raises essential issues of fair use. At
what point does fair use end and violation of intellectual property
rights begin?

The notion held by some of the initial providers of downloadable
music was that once an individual had bought, say, a CD, he or she
could share it with friends. The “friends” could be other unknown
users of the Internet, often known by anonymous pseudonyms. If soft-
ware was available, one could access the computer of a friend like
“bobdylanfan” and download the music files resident on his hard disk.
Companies like gnutella.com provided P2P software. When I quiz my
graduate students—over 70 percent of whom are not from the United
States—about whether they have downloaded music without paying for
it, almost all of them say that they have.

The efforts of the music industry through the Recording Industry
Association of America (RIAA) to control downloadable music indicate
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the nature of the problem. The RIAA sues downloaders and compa-
nies providing either servers or software in the United States. But if the
downloaders are located outside the United States, it is difficult and
costly to make them liable. There are a number of famous cases that
illustrate the problem. Sharman Systems, a corporation providing
both server space and software for sharing music using a software
called KaZaA, was sued by the RIAA because it enabled peer-to-peer
sharing of music. An article in the New York Times described RIAA’s
problem:5

Having vanquished the music swapping service Napster in court,
the entertainment industry is facing a formidable obstacle in pur-
suing its major successor, KaZaA: geography.

Sharman Networks, the distributor of the program, is incorpo-
rated in the South Pacific island nation of Vanuatu and managed
from Australia. Its computer servers are in Denmark and the
source code for its software was last seen in Estonia.

KaZaA’s original developers, who still control the underlying
technology, are thought to be living in the Netherlands—although
entertainment lawyers seeking to have them charged with violating
United States copyright law have been unable to find them.

What KaZaA has in the United States are users—millions of
them—downloading copyrighted music, television shows and movies
24 hours a day.

When the lawsuit began, Sharman Systems had been operating out of
San Diego, California, but the owners quickly moved their business to
Australia. Eventually, Universal Music, which has an Australian affili-
ate, sued Sharman Systems there and, in 2005, won a case, but only
after winning another case in the United States. As an analysis of the
Australian case put it:6

On the heels of the decision of the U.S. Supreme Court in MGM
Studios v. Grokster, 125 S. Ct. 2764 (2005), where the Court found
that file-sharing services could be held liable for contributory
copyright infringement, the Federal Court of Australia on September
5th decided Universal Music Australia Pty Ltd. v. Sharman License
Holdings Ltd., [2005] FCA 1242. Justice Wilcox of the Federal
Court held that certain defendants associated with Sharman
Networks were liable for “authorization” of copyright infringe-
ment as a result of having distributed the Kazaa file-sharing
software.
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There is a long list of individual cases where content owners have tried
to recover damages from up- or downloaders. This included the famous
case where a Russian programmer was arrested while attending a con-
ference in the United States and charged with violating a United States
law, the 1998 Digital Millennium Copyright Act, for writing software
in Russia that was not illegal there.7 The programmer, Dmitry
Sklyarov, was defended by the Electronic Frontier Foundation, and, in
December 2002, was found not guilty by a jury in San Jose, California.

The number of cases has been increasing over time, as new Internet
technologies come into use. The ability of individuals to upload videos
that they have made themselves onto what are called “social network-
ing” sites like MySpace and YouTube, has led to cases where copyright
owners have sought to have content taken down as violating their
copyrights. As the Internet becomes a major source of news and
information, the issue is likely to increase in importance.

Public domain and freedom of expression

As a matter of Internet governance, the regulation of intellectual property
turns on what is called “fair use.” In intellectual property law, copy-
rights are supposed to be time-limited and there is a principle of fair
use, that copies can be made without violating the law, up to a certain
point. The examples usually given are quotations from a book used in
a review (or in this book) or the copying of an article by a professor to
use in a class.8 The Internet, however, makes fair use highly ambiguous
since, if an excerpt is posted on a website, it is available to everyone on
the planet who has an Internet connection and a search engine.

Fair use in the Internet age has not been defined, and is subject to
considerable debate. Some content owners find it useful to give per-
mission for their material to be freely available, because it probably
means that many of those who download a text will decide to purchase
it later. Other content owners are jealous of their rights and seek to
prevent downloading. A recent case is the dispute between Apple
Computer, whose iTunes has been a remarkably successful (and prof-
itable) form of downloading, and recording companies. Apple provides
downloading of individual music tracks for a fee, but until recently the
tracks contained software that prevented easy duplication of the music.
This software, called Digital Rights Management (DRM) software was
used as an argument, in France, for why Apple was engaging in
monopolistic practices under European law. The CEO of Apple, Steve
Jobs, wrote an article arguing that DRM should not be used because it
was a flawed and expensive business model.9
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One problem that has been noted is that many musicians, for exam-
ple, do not own the copyright to their music, having sold the publish-
ing rights as a means of supporting themselves while they became
popular. An example in the pre-Internet era was a US Federal Court
case entitled Fantasy vs. Fogerty, 510 U.S. 517 (1994). The singer and
composer John Fogerty of the band Creedence Clearwater Revival,
had written a song called “Run through the Jungle” that he had sold to
his record company, Fantasy Records. He subsequently left the band
and began a solo career and wrote another song, “Old Man Down the
Road,” that Fantasy claimed was the same as “Run Through the
Jungle” and therefore violated its copyright. In the trial, the jury ruled
that it was not copyright infringement, noting that both songs were
written by the same person.10

The ability of musicians to distribute their music directly over the
Internet puts a new dimension to fair use. A number of non-governmental
organizations have been formed to promote an international approach
to this issue. One is IP Justice, “an international civil liberties organization
that promotes balanced intellectual property law.”11 The Executive
Director of the NGO, Robin Gross, is an attorney who began as a staff
attorney with the Electronic Frontier Foundation.

While much of the public focus has been on music, videos and
movies as intellectual property issues, an additional source of focus is
on freedom of expression more broadly, in terms of the right of gov-
ernments to block Internet content that might otherwise be available to
their citizens. The earliest examples of these included a case where
Compuserve, an early Internet service provider that had an office in
Germany, was prosecuted by the German government because users
could access sites in the Netherlands that contained what the govern-
ment considered hate propaganda. A more recent example was the
successful effort by the government of China to have search engines
operating in the country, including Google and Yahoo, systematically
block certain sites considered by the government to be harmful.

Critics of these approaches have argued that the essential value of
the Internet is its openness. Vint Cerf, in an interview with the BBC
after the U.K.’s Conservative Party floated ideas to curb the access of
British youth to sites such as YouTube that let them see videos showing
extreme or callous violence, affirmed that:12

he rejected calls for strict control of what is put online. He said the
net was just a reflection of the society in which we live. Anyone
regulating beyond what was clearly illegal put themselves on a
“slippery slope” that could limit freedom of expression, he said.
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“If it’s not illegal, it raises a rather interesting question about
where you do draw the line,” he said.

One factor at play in this discussion is that political speech is protected
under the Universal Declaration on Human Rights, to which all states
have subscribed. Article 19 of the Declaration states:

Everyone has the right to freedom of opinion and expression; this
right includes freedom to hold opinions without interference and
to seek, receive and impart information and ideas through any
media and regardless of frontiers.

To a certain extent, that was more theoretical than real until the
Internet made all information and ideas that are transmitted through it
available to everyone.

Porn

The issue of freedom of expression, and its regulation, in the Internet is
most clearly drawn in the area of pornography. There is no universal
definition of what constitutes pornography. In a United States Supreme
Court decision on a case where the manager of a cinema was prose-
cuted for showing what was considered a pornographic film (Jacobellis
vs. Ohio, 378 U.S. 184 (1964)), the court held that the film in question
was not obscene. In a concurring opinion, Justice Potter Stewart
famously stated “I shall not today attempt further to define the kinds
of material I understand to be embraced within that shorthand
description; and perhaps I could never succeed in intelligibly doing so.
But I know it when I see it and the motion picture involved in this case
is not that.”

The problem is that community standards differ from place to place
within countries and even more greatly between countries. The trans-
mission of pornographic content is one of the major businesses of the
Internet, with the sites usually located in countries whose standard is
less strict. It is therefore almost impossible for a country that prohibits
or limits sexual content to prevent access to that content over the
Internet. As long as at least one country does not prohibit the content,
servers could be set up there to provide the content.

There is one exception to this rule and that is child pornography,
defined as any representation, by whatever means, of a child engaged
in real or simulated explicit sexual activities or any representation of
the sexual parts of a child for primarily sexual purposes. There is a
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universal agreement that this is prohibited speech, and this agreement
is reflected in the Optional Protocol to the Convention on the Rights
of the Child on the Sale of Children, Child Prostitution and Child
Pornography adopted by the United Nations on 25 May 2000. States
party to the protocol are expected, as a minimum, to criminalize
“Producing, distributing, disseminating, importing, exporting, offering,
selling or possessing for the above purposes child pornography.” As of
October 2007, 123 countries are party to the protocol. However, child
pornography could still be transmitted from countries that are not
party to the protocol.

Crime and terrorism

A similar situation occurs with regard to crime and terrorism over the
Internet. Governments have expressed concern that non-state actors
engaged in terrorism use the Internet to communicate with each other
and to spread their ideas. Al-Qaida, which has taken credit for the
attack on the United States on 11 September 2001, has used Internet
sites to issue proclamations, usually using software tools like anon-
ymizers (which hide the source of transmission) and by closing down
sites before they can be located.

One problem with terrorism is that it has not been defined, so that a
person or group considered in one country to be a terrorist can be
considered a resistance fighter by another country. While there are a
large number of international conventions covering terrorist acts, like
hijacking aircraft, financing terrorist organizations and taking hos-
tages, none of these apply to information and communication. There is
no agreement about what content can be considered “terrorist.” Given
this ambiguity, it is difficult to stop groups from using the Internet to
transmit content.

Another issue is spamming, the abuse of electronic messaging sys-
tems to indiscriminately send unsolicited bulk messages. To be able to do
this, spammers have to be able to access e-mail addresses, often by using
what are called “bots” (short for web robots, software applications that
run automated tasks over the Internet). Bots harvest e-mail addresses and
these are used to send spam, the unsolicited content. Some of the spam
is vaguely commercial, while some of it involves criminal activities.
Examples include messages sent from Nigeria (and other countries)
seeking partners to retrieve money supposedly lodged in banks by
former heads of state (or persons killed in plane crashes without heirs).

Another form of crime is what is called phishing. This involves using
e-mail or instant messaging to fool persons into providing banking
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information, including account numbers and passwords, that would allow
the phishers to access the accounts.

Both spamming and phishing undermine the confidence people have
in electronic communication, as well as using critical resources. They
are related to a security issue, denial of service attacks, that also use bots
and other software tools to overwhelm servers and web sites with infor-
mation requests so as to disable them. This is been practiced on a number
of occasions, against both government web sites and private ones. One of
the most dramatic instances was a denial of service attack on web sites
and servers in Estonia, allegedly in response to relocation of a war mem-
orial, that sought to shut down government and political party sites.13

More importantly, there is no agreement on where liability for con-
tent rests. Some governments want to hold the ISPs responsible, and if
content prohibited by the government passes through the ISP servers,
they are liable. Others take the position that it is the sender of the message
that is liable rather than the channel used. As noted in Chapter 3, this
is an old and unresolved issue that began with hacking. However, one
approach, favored in Western developed countries, is reflected in the
Convention on Cybercrime adopted by the Council of Europe. This is
to require the service provider to disclose the source of what is deemed
illegal content to government authorities.14

One difficulty with the Cybercrime Convention is that it was nego-
tiated by a non-universal body and its states party consist almost
completely of members of the Council of Europe and not all of them
have ratified the treaty. In fact, as of October 2007, only 21 states were
party to the treaty, while another 22 had signed it without ratifying.
The only non-member of the Council of Europe to become a party was
the United States. Thus, the reach of its provisions is not very broad
and many would argue that a universal agreement would be necessary
to address cybercrime effectively.

There are the beginnings of an international agreement, however, that
dealing with cybersecurity and crime is an international responsibility.
The International Telecommunications Union states:15

that with the application and development of information and com-
munication technologies (ICTs), new threats from various sources
have emerged that may have an impact on confidence and security
in the use of ICTs … and on the preservation of peace and the
economic and social development of all Member States, and that
threats to and vulnerabilities of networks continue to give rise to
evergrowing security challenges across national borders for all
countries, in particular developing countries.
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In order to deal with the problem, the ITU called for coordinated
national action for prevention, preparation, response and recovery from
an incident. A key element of the ITU policy is the need to involve
government authorities, the private sector, citizens and users, as well as
international secretariats.

This is part of a broader recognition that solutions to the problems
described in this chapter need the cooperation of governments, the
private sector and civil society if they are to be effective. This multi-
stakeholder model has been put into place in two places where it
emerged, in the ICANN, set up to govern the critical Internet resour-
ces, and in the World Summit for the Information Society, to which we
will now turn.
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6 The ICANN experiment

The creation of the Internet Corporation for Assigned Names and
Numbers (ICANN) on 18 September 1998 was the immediate con-
sequence of the governance issue described in Chapter 4. It describes
itself1 as follows:

ICANN is the international non-profit, multi-stakeholder organiza-
tion that is the globally authoritative body to coordinate the Internet
systems of Unique Identifiers, including to ensure the stability and
interoperability of those Identifiers.

ICANN was considered by its founders to be an experiment in a
new type of governance institution that would essentially be non-
governmental. As the White Paper put it,2

The policy that follows does not propose a monolithic structure for
Internet governance. We doubt that the Internet should be gov-
erned by one plan or one body or even by a series of plans and
bodies. Rather, we seek a stable process to address the narrow
issues of management and administration of Internet names and
numbers on an ongoing basis.

As set out below, the U.S. Government is prepared to recognize,
by entering into agreement with, and to seek international support
for, a new, not-for-profit corporation formed by private sector
Internet stakeholders to administer policy for the Internet name
and address system. Under such agreement(s) or understanding(s),
the new corporation would undertake various responsibilities for
the administration of the domain name system now performed by
or on behalf of the U.S. Government or by third parties under
arrangements or agreements with the U.S. Government.



ICANN has evolved into a unique international organization for reg-
ulating critical Internet resources, but has remained controversial since,
for many netizens, it reflects a dominance of the private sector and is
not transparent, and for many governments still has unacceptable
connections to the United States government. Its evolution, trying to
deal with the four principles that were to guide it—stability, competition,
private bottom-up coordination, and representation—has conditioned
how the broader issues of Internet governance are being approached.
Over the nine years since its creation, ICANN has sought to provide
the alternative means of Internet core resource governance that were
envisaged for it, with only limited success and continued controversy.

ICANN as an international institution

While recognizing that ICANN is an international institution, it is
formally a not-for-profit corporation chartered in the state of California.
California—a location that was selected for its rather flexible laws
concerning not-for-profit corporations and, probably, the fact that it
was a center of information technology development. It was also the
home of Jon Postel, the founder of IANA, a function taken over by
ICANN.

There are precedents for international institutions that function as
private entities while providing public services, but none as radical in
design as ICANN. The International Organization for Standardization
(ISO), as an example, was set up to reach agreements on international
standards (desirable characteristics of products and services such as
quality, environmental friendliness, safety, reliability, efficiency, and
interchangeability—and at an economical cost).3 The ISO is composed
of 157 national standards institutes, one per country, some of which
are governmental and some of which are private sector. As a result,
ISO considers itself a non-governmental organization even though it is
heavily governmental. In the development of standards, ISO is similar
to the IETF, working through technical committees (some 193 in 2007)
governed by a Technical Management Board made up of representatives
from national affiliates.

The authority of ICANN goes beyond that of ISO and similar
institutions in that ICANN can make binding decisions on Internet
architecture and policies for domain names. It does not make decisions,
like most international organizations or technical bodies like the IETF,
by consensus, but rather by vote. For that reason, individuals that
participate in its governance structure have always been seen as more
important than for earlier Internet institutions.
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Evolution of governance

Milton Mueller describes the origins of ICANN as a political process that
sought a consensus among some of the main players in the domain name
dispute.4 These included the technical community, large businesses (espe-
cially IBM and MCI), the Internet Society, the European Union, and
international organizations like ITU and WIPO. They worked with the
Clinton administration to craft the White Paper Agreement. Translating
the agreement into an institution essentially played insiders against
almost insiders.

The White Paper had called for private initiatives to create the new
institution. As Mueller recounts it, the first initiative was organized by
Anthony Rutkowski as a Global Incorporation Alliance Workshop, which
was later named the Internet Forum on the White Paper (IFWP). This
was intended to bring in both the private sector and civil society in an
open dialogue. Rutkowski had been involved with the Internet for some
time, first as a lawyer for the U.S. federal government, then as legal
counsel for the International Telecommunications Union, and then as
executive secretary of the Internet Society. He had developed an antipathy
for government, international organizations, and the technical community
during his service and had become a consultant for Network Solutions.

On the other side were the technical elite, led by Jon Postel, who had
been running IANA since its beginning. He had organized an IANA
Transition Advisory Group made up of colleagues who had been run-
ning the Internet addressing machinery. Postel hired a lawyer with
Washington connections to draw up articles of incorporation and bylaws
for the new corporation. As Mueller notes,5

It would incorporate under California law as a non-profit public
benefit corporation, a structure typically used for educational and
charitable organizations. Half of the board would be self-selected
by the initial board members. The other half would be appointed by
functional constituencies called Supporting Organizations. Two of
the three Supporting Organizations (addresses and protocols) would
be controlled by the technical community. The composition of the
third Supporting Organization, devoted to domain names, was not
specified, but presumably was intended to represent business and
user stakeholders in line with the criteria of the White Paper.

The two processes, the open one organized by IFWP and the more
closed one organized by IANA, occasionally overlapped and the IFWP
was routinely attended by people connected with IANA. The IFWP
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process discussions were leading to a different type of organizational
model, one which, as Mueller put it, would be6

a non-profit, membership-based organization managed and con-
trolled by an elected board representing various interest groups. This
model was based on the assumption that the participants in the
new organization would serve not because they were altruistic, but
in order to advance their business, professional, or personal inter-
ests; hence, the organization was set up like a business corporation
that substituted members for shareholders.

These were clearly alternative views, which have competed over time.
Postel’s was more like the IETF model, while the IFWP was more like
a trade association. They gave different weights to different stakeholders.
One of the players in the negotiations was Network Solutions, which
had the most to lose financially from any new organization that did not
maintain its monopoly on non-governmental top-level domain names.

The White Paper had called for a consensus-based approach to
defining the new institution, but despite efforts, the competing interests
were not willing to compromise. A key issue was the position of Network
Solutions. The groups that favored the MoUtld agreement did not
want to confirm Network Solutions, while Network Solutions did not
wish to relinquish its monopoly. There were disagreements about how
to elect members of the board of directors and how the board would
make decisions.

The matter was resolved by the United States government, which
decided to accept the proposal of the Postel group to create ICANN. The
Commerce Department entered into a Memorandum of Understanding
with ICANN to manage the root and ICANN subsequently entered
into an agreement with the University of Southern California to take
over the IANA functions.

As a consequence of the process, ICANN makes decisions by vote
and election to its board is contentious. The process also guaranteed
that ICANN would be fraught with controversy.

Initial setup

Following the architecture proposed by Postel’s group, ICANN was
incorporated in California and its initial board of directors was essen-
tially self-appointed. It consisted of nine members plus the president of
ICANN. The interim board was carefully balanced (Table 6.1). Half of
the members were from the United States. Three were from Europe
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and two from Asia. There were three women. Three were from uni-
versities, while the rest were from business. The board included known
Internet pioneers like Jun Murai from Japan.

The position of chair of the board was given to an icon, Esther
Dyson. Dyson is a venture capitalist and writer, who was chair of the
Electronic Frontier Foundation from 1995 to 1998 and thus involved in
the Internet freedom movement. In an article that she posted in her
online journal, RELease 1.0, Dyson said of the EFF, “the basic mes-
sage of the Foundation is, ‘There’s a new world coming. Let’s make
sure it has rules we can live with.’ These rules will establish the rights
and also the responsibilities of the users of the electronic infra-
structure—which means, eventually, all of us.”7

The selection for first president and chief executive officer of ICANN
was equally symbolic. The choice, pushed by the IANA group as well
as the Department of Commerce, was Michael M. Roberts. Roberts
came from the academic community, where he had been Stanford
University’s Deputy Director of Information Technology Services, with
executive responsibilities in Stanford’s computing, communications,
and information systems programs. He had then gone on to become
vice president at EDUCOM, a consortium of 600 universities and col-
leges with interests in information technology, where he was responsible
for networking and telecommunications programs, including the develop-
ment of public policy positions in information technology on behalf of
EDUCOM members.8 The intent was to establish ICANN as more of
an academic than a business organization.

Half of the initial board members exited in 2000, including Dyson,
while the rest were all gone by 2003. This reflected both the evolution
and the controversy generated by ICANN.

ICANN had to deal with a number of critical issues at the outset. It
had to set up the Supporting Organizations that would provide the
remainder of the board members, including elections. It had to deal
with the issues of intellectual property that had provoked the first Internet
crisis described in Chapter 4. It had to decide how to allocate registry
positions, both for top-level domains like .com and .org, and for country-
level domain names, and it had to decide on new top-level domains to
increase the number of names that could be used. It also had to figure
out how to fund the organization until it could produce its own revenue.9

The first two and a half years of operation, to 2001, saw decision-
making based on finding middle grounds that would satisfy main stake-
holders, although no decisions probably satisfied all of them. To deal with
the intellectual property problem, ICANN set up the Universal Dispute
Resolution Policy (UDRP). This was largely based on consultations
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undertaken by WIPO that involved the main stakeholders in the global
intellectual property system. It involved allowing open access to a data-
base on contact information for domain name registrants (the WHOIS
database), developing procedures that would allow trademark and copy-
right holders to protest use by others and setting up a procedure for
arbitration when names conflicted. The initial proposals by WIPO were
resisted by a combination of domain name registries, the Internet Society
and others in the technical community and civil liberties groups who
felt that the proposals were too restrictive. The final proposals that were
adopted in 1999 were also based on WIPO’s consultations but provided
for a number of possible arbitration panels other than WIPO itself.
The resulting system, as noted in Chapter 5, seems to work well.

To deal with competition in registration of domain names, ICANN
had to find a way to allow other registries to operate while, because of
U.S. domestic politics, maintaining Network Solutions’ role. The resulting
system allowed competition among registrars for .com domains, while
allowing Network Solutions (acquired by Verisign Corporation in 2000
and then privatized in 2003) to be the main “wholesaler,” charging the
registries a fee, set at $9 per registration, determined by the United
States Department of Commerce, for including domains in the root. The
solution really pleased no-one but has continued to the present day.

Funding ICANN was an initial problem, since the intention was to
assess registrars with a fee to be recognized. An initial proposal was to
charge registrars a fixed fee of $5,000 plus a fee of $1 per year per
domain name registration. The cost would be built into the registrar’s
fee to consumers. Many of the registries thought the ICANN fee to be
too high and objected, working through the United States Congress,
which put pressure on ICANN. Eventually, the financing system was
put in place after ICANN reached an agreement with Network
Solutions. By 2007, ICANN functioned on the basis of income from
registrations (at $0.20 per registration) and from registrars of the top-
level domain names for its $49 million budget. ICANN is exploring
how to obtain resources from country-code registrars that, up to now,
have not been willing to become invested in the organization. Figure
6.1 shows the distribution of revenues in 2007.

The first elections

A major feature of the start-up of ICANN was completing the board
of directors. The original by-laws, adopted when the corporation was
established, called for a board of between 9 and 18 members. The initial
nine members had essentially been self-selected, so one of the first
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institutional matters to address was filling out the board. In addition to
the nine at-large positions, the original by-laws provided for three
members each from three Supporting Organizations. These began to
organize themselves.

The first was the Protocol Supporting Organization. This was inten-
ded to ensure that ICANN did not adopt addressing protocols that
deviated from the global consensus. As a result, the proposal for the
organization was initiated in the IETF. The organization was essen-
tially run by the IETF techies, who nominated three members for the
board. They included two European technical managers, Jean-François
Abramatic who was the chair of the W3C Consortium and Phillip
Davidson, a senior manager for British Telecom. The third member
elected by the Protocol Supporting Organization was Vint Cerf, one of
the “fathers of the Internet.”

The second was the Address Supporting Organization. According to
the ICANN by-laws, the ASO was formally intended to have respon-
sibility for defining global policies for the distribution and registration
of Internet address space (currently IPv4 and IPv6, for the distribution
and registration of identifiers used in Internet inter-domain routing
(currently BGP autonomous system numbers)) and other parts of the
DNS space, as well as to advise on the operation of the DNS root
name servers for these spaces.

The ASO was to be made up of the regional Internet registries, charged
with “providing Internet resource allocations, registration services and

Figure 6.1 Sources of revenue for ICANN, 2007–8.
Source: ICANN, approved budget fiscal 2007–8, 29 June 2007, p. 19.
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co-ordination activities that support the operation of the Internet
globally.”10 At the time there were three, ARIN (North and South
America), RIPE NCC (Europe), and APNIC (Asia and the Pacific), to
be joined later by AfriNIC (Africa). The ASO elected three directors,
all non-U.S., one for each region. For ARIN, the director was Ken
Fockler, an IP attorney from Canada. The director for RIPE NCC was
Robert Blokzijil, the RIPE chairman from the Netherlands. And the
director for APNIC was Pindar Wong, a businessman from Hong
Kong who was chairman of the Asia & Pacific Internet Association.

The third organization was the Domain Name Supporting Organization
(DNSO). Unlike the PSO and the ASO, the DNSO (like most inter-
national organizations, ICANN is afflicted with acronymitis), was not
easy to create. It was expected to reflect the views of the other con-
stituencies with which ICANN was supposed to consult. This was a
highly diverse set of stakeholders, consisting of all other groups that
were users of the Internet. When trying to establish the DNSO, ICANN
listed six constituencies including registries, registrars, commercial and
business entities, ISPs and connectivity providers, intellectual property
interests, and non-commercial domain name holders.11

The DNSO constituencies met in Berlin in May 1999. They agreed
to establish a Names Council to conduct business, including determin-
ing the directors. The Names Council would have three members from
each of the recognized constituencies, although even this was contentious
since it was argued that the gTLD registries were already represented
through the ASO.

During 1999–2002, the Names Council met, according to its statistics,
64 times with its chair rotating among different constituency groups.12

The problem was that there was no formal mechanism for the con-
stituencies to agree. The constituting document of the DNSO stated
that decisions should be reached by consensus, brokered by the Names
Council. However, even the composition of constituency groups, like
the non-commercial domain name holders (essentially, the civil society
and educational users) was contentious until the ICANN board itself
decided on how to recognize them. Eventually, the Names Council met
by teleconference on 5 October 1999, facilitated by the Berkman
Center at Harvard University, which had become interested in Internet
governance. As the report of the meeting noted, “Jonathan Zittrain
and his students will work on pro bono effort (no cost, educational
experience for Harvard students) with the NC, trying to formalise
adequate procedures adapted for the DNSO needs.”13

The council agreed to have proxy voting over the Internet to elect the
ICANN directors that would be provided by DNSO. Each of the
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members of the Names Council could vote for up to three candidates
from among the nominees. A set of rules was agreed based on what was
called “convention-style voting.”14 For this, nominees would be pre-
sented to the Names Council, whose members would each vote for one.
The council would get a ranked list and the nominee with the lowest
number of votes (including none) would be eliminated and there would be
other rounds of voting until a nominee received a majority of votes. A
similar process is applied in the United Nations General Assembly for
contested elections. For the first election this process was applied for
three nominees, one to have a three-year term, another a two-year and
one only a one-year term.

There were 14 nominated candidates and the election proceeded in
an orderly fashion. The three winners came from different constituencies.
Alejandro Pisanty, Director of Computing Academic Services at the
National Autonomous University of Mexico, was also the head of
Mexico’s Internet Society. Amadeu Abril i Abril was a lawyer who
taught European Union law, competition law, and IT law at ESADE Law
School, Ramon Lull University in Spain, who had also been involved
in the gTLD-MoU Policy Oversight Committee. Jonathan Cohen was
a Canadian intellectual property lawyer who had been involved in WIPO.
Of the 11 non-elected nominated candidates, three (Karl Auerbach, Peter
Dengate-Thrush, and Nii Quaynor) were later elected to the board.

The openness of the process was notable for international organiza-
tions and was consistent with ICANN’s mandate to be transparent.

The final element in the construction of a decision-making body was
the replacement of the self-appointed board members by members who
would be elected at-large. There were few precedents for a global elec-
tion of individuals to serve as on the executive of an international
organization. In intergovernmental organizations, the main mechanism
was a geographical apportionment of seats and then having regional
groups of countries determine who they would nominate. Only if a
regional group fails to agree on a slate of candidates does the election
become contested. In the private sector, the board of directors usually
presents its slate of candidates to the stockholders. Elections are only
contested if there is an opposing slate.

The ICANN board spent much of 1999 trying to devise a mechan-
ism for electing at-large members. As described by Mueller, the process
was difficult.15 The board appointed a Membership Advisory Committee
chaired by Greg Crew and including Diane Cabell from the Berkman
Center and Izumi Aizu of Japan, who made a set of radical proposals,
including the notion that the at-large members should be elected by
individual voters. The at-large members would elect five board
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members on a regional basis and four on a global basis. The board found
this procedure too complex to endorse. They found the proposals complex
and expensive and discovered that individualmembers, under the California
law that governed ICANN, could have the right to inspect books and
go to the courts. They tried to set up an indirect election based on an
“at-large council,” but this met resistance and in the end the board
agreed that, in 2000, five board members would be elected from regio-
nal groups. The Markle Foundation, headed by the politically connected
lawyer Zoë Baird, provided funding for the election. The process
required individuals to sign up as at-large members of ICANN, which
158,000 did, of which 76,502 activated their memberships in time to be
eligible and 34,035 actually voted.

The board set up a nominating committee to propose candidates,
but others could be nominated by members. In the end, the nominating
committee provided 18 nominees divided among the five regions, while
an additional nine nominees came directly from the members. Among
those nominated by ICANN was Lawrence Lessig, who, as noted in
Chapter 5, was a critical specialist in intellectual property.

There was, however, widespread dissatisfaction with the board and
its apparent lack of transparency. This had been building since the
White Paper. A number of non-governmental activists from the United
States, Korea, Japan, England, Germany, France, and Australia joined
in a loose coalition to promote a common agenda. Together they
launched the Civil Society Internet Forum (CSIF) as a collective fra-
mework for participation in the elections. As described by Hans Klein,
one of its founders, in an article analyzing the election,16

The CSIF articulated a collective platform in its “Civil Society
Statement.” During the summer of 2000 some of the leading NGO
activists and election candidates (especially Karl Auerbach, who
later won the North American election) composed this document,
which stated principles for governance and derived from them a
series of concrete reforms for ICANN.

The voting was outsourced to a company that ran online elections, but
the results were, as Mueller put it, “stunning.” In Europe and North
America, the candidates proposed by the nominating committee lost
badly. Karl Auerbach, who had been involved in the Berkman Center’s
work and was known as a free Internet advocate and had been an
unsuccessful candidate from the DNSO, won the North American elec-
tion on the reform platform. He became a gadfly on the ICANN board,
even suing ICANN, with the help of the Electronic Frontier Foundation,
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to obtain access to corporate documents. The European winner was Andy
Mueller-Maguhn, whom one reporter characterized as “a student of
information science at the Free University of Berlin and member of the
infamous Hamburg Chaos Computer Club, which stands for unlimited
freedom and flow of information without censorship.”17 The second-place
finisher in the European region was Jeannette Hoffman, a researcher at
the Social Science Research Center Berlin (WZB) where she was the
head of the “Internet and Policy” project. Hoffman subsequently became
a partner in the Internet Governance Project and a member of the
Multistakeholder Advisory Committee described in Chapter 8.

The other three winners were proposed by the nominating commit-
tee. Masanobu Katoh from Japan was an executive of Fujitsu who had
been active in the DNSO. Ivan Moura Campos of Brazil was CEO of
Akwan Information Technologies and chairman of the Internet Steering
Committee of Brazil. And finally, Nii Quaynor from Ghana had been
active in the DNSO and had established the computer science depart-
ment at the University of Cape-Coast in Ghana. He had considerable
experience with the United Nations as a member of the secretary-general’s
Advisory Group on ICT, chair of the OAU Internet Task Force, chairman
of the AfriNIC, member of the Worldbank Infodev TAP, member of
the ITU Telecom board, president of the Internet Society of Ghana,
and member of the council of the University of Ghana.

The first fully elected board was therefore constituted. The process,
however, was rocky and as a result changes were made for subsequent
elections. The DNSO, as originally conceived, was much too hetero-
geneous to provide input and the at-large election process was perceived
to be too complex. Hans Klein reflected on the process and concluded:18

The ICANN elections do not support the strongest scepticism
about the feasibility of global democracy. Those elections provided
evidence of all four preconditions of democracy [a membership, a
communication capability, a system of interest aggregation, and a
democratic culture]. They cast doubt on the sceptics’ strong claim
that realizing the preconditions of democracy is absolutely impos-
sible at the global level. However, one cannot conclude that democ-
racy is readily put into practice, for the ICANN elections reveal
numerous challenges that will have to be addressed in the future.

He further concluded that19

most importantly, ICANN’s global elections starkly manifested the
value of democratic governance. The election served as a vehicle
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for a reform movement. Democracy is more than a means to legiti-
macy: it is a means to better governance. By opening control of
ICANN to user representatives, interests could be balanced and
the original board’s trajectory checked. ICANN’s elections showed
that not only is democracy feasible, it is vitally important to ensure
balanced governance in a globalizing world.

Klein was prematurely optimistic. The board saw the at-large election as too
complex and unpredictable to be used in the future. They quickly moved
to develop a new procedure for electing board members. They used the
model that had been applied in the IETF, the NomCom (nominating
committee) and eventually agreed on a procedure that would be less trans-
parent but more efficient (and predictable). The NomCom would select
eight members of the board of directors, of which three would come from
a new Country Code Names Supporting Organization (ccNSO), three
from a Generic Names Supporting Organization (GNSO) and five from
an Interim At-Large Advisory Committee (ALAC). The NomCom itself
would be composed of 23 persons drawn from the various constituencies
including the Root Server System Advisory Committee (RSSAC), the
Security and Stability Advisory Committee (SSAC) and the Governmental
Advisory Committee (GAC); the ALAC; delegates representing small
business users and large business users, the Registry Constituency, the
Registrars Constituency, the ccNSO, the ISP Constituency, the IP
Constituency, the Address Supporting Organization (ASO), an entity
representing academic and similar organizations; the Non-Commercial
Users Constituency, the IETF and the Technical Liaison Group (TLG).
This large, if cumbersome body, would then elect the directors.20

While classical electoral democracy was not achieved, a somewhat open
process has been followed. Equally as important, the non-governmental
actors learned that organizing was a means to influence outcomes. At
subsequent meetings on Internet governance in ICANN as well as other
forums, civil society has established the practice of creating civil society
statements and these have begun to carry some weight in the debates.

ICANN structure

The current ICANN structure reflects the evolution from the early
period. In 2002, under the second CEO, Stuart Lynn (also an academic
who had been chief information officer of the University of California
System), who had replaced Michael Roberts in 2001, a Committee on
Restructuring was established. According to ICANN, the committee,
subsequently renamed Committee on ICANN Evolution and Reform,
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was established “in view of considerable discussion at that time
within the ICANN community of possible changes in the structure
of ICANN, including possible new Supporting Organizations and
new or revised mechanisms for selecting ICANN Directors.” This
reflected the problems with GDSO and the at-large election, and the
fact that different groups of stakeholders were unhappy about their
participation.

The committee worked during 2002 and, at the October meeting in
Shanghai its recommendations were adopted by the board in the form
of revised by-laws. The reform process was remarkably open, and most
of the concerned groups of stakeholders made an input. The reform
was in that sense the kind of rough consensus that had become the
primary means of decision-making. The revision also corresponded to
the search for a new CEO. The reform led to the current structure,
which, in addition to maintaining the original Address Supporting
Organization, converted the unwieldy DNSO into two different orga-
nizations, one dealing with generic names (for example .com, .org, .edu,
.net) and another to deal with the emerging country-code names. It
converted the Protocol Supporting Organization into three advisory
groups and committees dealing with broad technical liaison with IETF,
with the root server system and with security and stability. To deal with
“other” input, it created an At-Large Advisory Committee that could
provide a vehicle for users of the system to make an input. It main-
tained the Governmental Advisory Committee that had always existed,
but made it much more important, as will be seen below.

In picking the new CEO, the ICANN board chose someone from a
different epistemic community. Unlike his predecessors, Paul Twomey
was not from academia or the technical community. Instead his experi-
ence was with government and business. He had been in the Australian
government and, in fact, had chaired the Governmental Advisory
Committee. In the Australian government he had been CEO of the
National Office for the Information Economy and before that had been
in the private sector with the Australian Trade Commission. This was
related to a change in focus for ICANN from purely technical matters
of root server administration into wider areas of policy.

The complex structure that emerged from the reorganization pro-
vides a place for the main interest groups. Figure 6.2 shows the structure
as of 2007.

The central decision-making body is the board of directors. As noted,
eight of the board members are now elected at-large through the
NomCom process. The remaining board members come from supporting
organizations, which also use a NomCom process. This means that
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anyone can nominate themselves, but the finalists will reflect a con-
sensus among the presumably neutral or at least balanced committees.
In addition, liaisons elected by the advisory committees sit on the
board as non-voting members. By being open, the process should lead
to a board that reflects the main stakeholders.

To a large extent, this has been achieved. Table 6.2 shows the com-
position of the board in October 2007. Of the 21 members, 16 with the
right to vote, 5 are women, 14 are not from the United States. Most are
from the private sector, but there are at least four who represent what
could be called the non-governmental and academic communities. The
private sector members come from the computer industry, tele-
communications and intellectual property. The only stakeholder that is
not strongly represented is government, since the only official on the
board is the liaison with the Government Advisory Committee,
Ambassador Janis Karklins. However, a number of the members had
previous experience with the United Nations in different capacities.

Creating a sense of legitimacy, the president of the board was, until
the final board meeting of 2007, Vint Cerf, whose most recent position
was as guru for Google, Inc., one of the most dynamic private sector
companies based on the Internet. He voluntarily left the position and
was replaced, on the basis of a contested vote at the October 2007

Figure 6.2 Structure of ICANN, October 2007.
Source: www.icann.org, structure, 27 October 2007.
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board meeting, by Peter Dengate-Thrush, from New Zealand, who was
supported by the NGOs on the board.

The stakeholders and their role

As it has evolved under the leadership of Paul Twomey, ICANN has
consciously sought to ensure representation by the various stakeholders.
The effectiveness of their representation has had some consequences
for the way in which ICANN has functioned, as will be shown.

Governments

The main stakeholder with a limited involvement in ICANN has been
governments. The original motivation for establishing the institution
was to remove management of what are now called critical Internet
resources from government control. The comments on the White Paper
showed that governments and international organizations were inter-
ested in ICANN and as a result the original ICANN by-laws made
provision for a Governmental Advisory Committee to21

consider and provide advice on the activities of ICANN as they
relate to concerns of governments, multinational governmental
organisations and treaty organisations, and distinct economies as
recognised in international fora, including matters where there may
be an interaction between ICANN’s policies and various laws and
international agreements and public policy objectives.

Membership was open to any government or international organiza-
tion that was interested. Initially most of the members were from
Europe but as interest in Internet governance has grown in developing
countries, the composition of the GAC has changed. Table 6.3, drawn
from a report of the GAC Chair to the Working Group on Internet
Governance (see Chapter 7), shows the growth. In many respects, the
GAC composition has begun to mirror that of the United Nations
itself, with one key exception.

An initial concern of ICANN was with country-code top-level domain
names. These are two-letter names that can designate countries. They
include domains such as .us and .uk. The original intention was to
allow countries to use their names to register sites. The United States,
for example, originally used the .us name to register secondary schools
(since universities had the .edu domain name) and later expanded it to
include sub-national government sites. In the early, innocent days of
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the Internet, Jon Postel and his colleagues determined to use the ISO
two-letter designation of countries. Many of the country-code names
were not sovereign governments. In doing so, they made two political
errors. First, the list was not politically correct since it included, in
addition to China (.cn) and Hong Kong (.hk), Taiwan Province of
China (.tw). Since the status of Taiwan (especially whether it could be
considered independent) has yet to be resolved internationally, once
ICANN took over the IANA functions, this had the effect of allowing
Taiwan to participate in ICANN. And Taiwan does participate in
GAC meetings, as did China, one of the few places where both would
be represented. The GAC by-laws allow for this by permitting mem-
bership of “distinct economies as recognised in international fora.”
This avoids a judgment about the status of Taiwan.

Second, when IANA set up the country-level codes there was no
procedure for determining, on the basis of governmental authority,
who was qualified to provide registry services for the domain. Some of
the two-letter domains had a value because of their meaning in English.
For example, .tv (Tuvalu) could be used by television programs, .md
(Moldova) could be used by medical sites and .fm (Federation of
Micronesia) could be used by radio stations. Many countries did not
have national registries so private individuals were given the authority
to allocate domain names to some country-code domains.

When country codes became economically important, in addition to
national pride, the GAC began to take an interest in how they were

Table 6.3 Composition of the Governmental Advisory Committee, by region,
1999–2004

Year 1999 2000 2001 2002 2003 2004

Africa 2 3 3 7 13 17
Middle East and North
Africa

3 4 4 5 6 8

Asia-Pacific 14 18 19 19 21 24
Europe 23 26 30 30 31 37
Latin America and the
Caribbean

5 7 9 10 11 11

North America 2 2 2 2 2 2
Members 49 60 67 73 84 99
Observers 5 5 5 6 6 9
Total 54 65 72 79 90 108

Source: ICANN, GAC chairman’s report for the information of the United
Nations Working Group on Internet Governance (WGIG) Geneva, February
2005.
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allocated and managed. This also had to do with the basis under
which country-code domain registrars would contribute to the ICANN
budget.

Additionally, the GAC has become a kind of liaison between inter-
governmental processes and ICANN and its influence has correspondingly
increased.

Private sector

ICANN was set up essentially to represent the private sector. The
Supporting Organizations are heavily dominated by representatives of
private corporations. The address registries are among the most important
since they are the link between ICANN and the Internet service pro-
viders. Similarly, the intellectual property establishment is well repre-
sented, having determined that domain names were critical property in
an expanding Internet economy. In that sense, ICANN has been a
good venue for that stakeholder, much better than, as we shall see, the
intergovernmental forums.

Netizens

An early problem faced by ICANN was its relationship with users of
the Internet, the so-called netizens. The first at-large election showed
the extent of interest and influence of the user groups, who were initi-
ally loosely organized in the non-commercial domain holders group.
Subsequently, civil society groups tended to work through the Generic
Names Supporting Organization (GNSO). The GNSO was expected to
represent the views of users and provide a bottom-up approach to
policy. Like its predecessor, the DNSO, the GNSO is made up of six
constituencies, the gTLD Registries (representing all gTLD registries
under contract to ICANN), the Registrars (representing all registrars
accredited by and under contract to ICANN), the Internet Service and
Connectivity Providers (representing all entities providing Internet ser-
vice and connectivity to Internet users), the Commercial and Business
Users (representing both large and small commercial entity users of the
Internet), the Intellectual Property Interests (representing the full range
of trademark and other intellectual property interests relating to the
DNS), and finally, the Non-Commercial Users (representing the full
range of non-commercial entity users of the Internet).

Five of these really represent different private sector groups. Only the
sixth, the non-commercial users, represented the more traditional civil
society groups.
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Each constituency elects three members of the GNSO council, which
makes decisions that are passed on to the ICANN board, as well as
electing the two board members provided by the GNSO. The process is
multi-stage. Each of the constituencies has its own organization. Its
members then participate in the GNSO in the open meetings directly
and in the decision-making through their elected council members.

The Non-Commercial Users Constituency (NCUC) was made up of,
as of 2006, 44 organizations from all of the regions. It includes orga-
nizations like the Association for Progressive Communications, the
American Civil Liberties Union, Computer Professionals for Social
Responsibility, and the Electronic Privacy Network. According to its
by-laws,22 the NCUC intends to represent the views and interests of
those who engage in non-commercial speech and activity on the
Internet and provide a voice and representation in ICANN processes to
non-profit organizations that serve non-commercial interests and pro-
vide services such as education, community organizing, promotion of
the arts, public interest policy advocacy, children’s welfare, religion,
scientific research, human rights, and the advancement of the Internet
as a global communications system for all segments of society.

Like other stakeholder groups, the NCUC seeks balance in its gov-
ernance structures. The current chair is Milton Mueller of the Internet
Governance Project and Syracuse University. Mueller is an academic
who has been involved with Internet governance and ICANN since the
beginning. The GNSO council representatives included Robin Gross
from the United States, who is the head of an NGO dealing with
intellectual property, Norbert Klein from Cambodia representing the
Open Institute of that country, and Mawaki Chango from Togo,
representing the African Civil Society for the Information Society.
Other members of the Executive Committee included:

� North America region: Robert Guerra, CPSR, Canada
� Europe region: Georg Grève, Free Software Foundation Europe,

Germany
� Africa region: Olivier Nana Nzepa. Africa Management, Cameroun
� Latin America/Caribbean region: Marcelo Fernandes, The Committee

for Democratization in Information Technology of Pernambuco,
Brazil

� Asia-Pacific region: Horacio Cadiz, Philippine Network Foundation,
The Philippines.

Many of the participants in the GNSO have been active also in the
wider Internet governance machineries described in Chapters 7 and 8.
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Petty administration or politics?

At one level, ICANN is a narrow technical body, an extension of the
technical groups represented by the IETF, with which it maintains
close ties. If this were its only function, presumably it would have done
its management of the critical Internet resources in relative obscurity,
as is often the case with technical bodies at the international level.

Because of the political and economic consequences of the informa-
tion revolution built around the Internet, ICANN has had to become
involved in policy issues to an extent that the White Paper did not
envisage. The byplay of different stakeholders can be seen in three of
the issues: how to deal with the country-code domain names; what to
do with WHOIS; and the controversy about creating a top-level domain
name for the adult content industry (.xxx).

Country-code domain names (cc-tlds)

The country-code issue involved both the private sector and govern-
ments. It involved a trade-off between the need to maintain an inter-
nationally open root system and the desire to protect national space.
The issue was fought out over three distinct but related problems: how
much to charge cc-tld registrars for belonging to ICANN, how to
determine who should be a registrar, and whether multilingualism
would be possible in domain names.

In one sense, country codes could be used to exclude domains from
the Internet. If they are not registered in the central root server, they
could communicate among themselves but not with the rest of the
world. The registrars of the domains would be outside the influence of
the central bodies. As a result, country-code registrars are not as depen-
dent on ICANN as those registering generic top-level names. For this
reason, ICANN has had to work to maintain the cc-tld registries within
the ICANN system.

WHOIS and privacy

A long-term feature of the ICANN system has been the WHOIS
database. Dating back to the early days of the Internet, each domain
registrant was required to specify both a technical and an adminis-
trative contact in a searchable database.23 WHOIS services provide public
access to data on registered domain names, which currently includes
contact information for Registered Name Holders. The extent of regis-
tration data collected at the time of registration of a domain name, and
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the ways such data can be accessed, are specified in agreements estab-
lished by ICANN for domain names registered in generic top-level
domains (gTLDs). For example, ICANN requires accredited registrars
to collect and provide free public access to the name of the registered
domain name and its nameservers and registrar, the date the domain
was created and when its registration expires, and the contact infor-
mation for the Registered Name Holder, the technical contact, and the
administrative contact.

However, over time, it has become a vehicle for law enforcement
authorities, as well as intellectual property lawyers, to identify the
source of content. This led to concerns about privacy and, over a number
of years, there have been efforts to reform the WHOIS database in order
to address the issue. The responsibility for developing policy has been
given to the GNSO, and its deliberations show some of the difficulties
of maintaining multi-stakeholder governance.24

In June, 2005, the GNSO council convened a WHOIS Task Force to
address a number of important questions related to WHOIS, including
the purpose of WHOIS service, which information should be available
to the public, how to improve WHOIS accuracy and how to deal with
conflicts between WHOIS requirements and relevant privacy laws. The
Task Force eventually produced a report in March 2007, but this was
not a consensus document. The majority on the Task Force proposed
replacing the current entries with a single Operative Point of Contact
(OPOC). The majority included the Registry, Registrar and Non-
Commercial User constituencies but not the Business Constituency,
which issued a minority report. The latter group called for deferring
action and conducting additional studies. This was seen by the other
constituencies as an effort to postpone consideration. The matter was
taken up at the GNSO meeting on 31 October 2007, where by a 10–13
vote, the matter was postponed.

The 10 votes in favor of the OPOC proposal came from the registries
that had a majority on the working group, and included the GNSO chair,
Avri Doria, an NGO advocate. The 13 against came from the three
business-based constituencies.

The .xxx problem

A key ICANN function has been to authorize new generic top-level
domain names. This was intended primarily to reduce the scarcity of
.com domain names by adding others that would also clearly indicate
the purpose of the domain. One of the early successes of ICANN has
been to agree on 20 tlds, including 13 new ones, shown in Box 6.1.25
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Box 6.1 Generic top-level domain names in force
in October 2007

� The .aero domain is reserved for members of the
air-transport industry and is sponsored by Société
Internationale de Télécommunications Aéronautiques
(SITA).

� The .asia domain is restricted to the Pan-Asia and Asia-Pacific
community and is operated by DotAsia Organisation.

� The .biz domain is restricted to businesses and is operated by
NeuLevel, Inc.

� The .cat domain is reserved for the Catalan linguistic and
cultural community and is sponsored by Fundació puntCat.

� The .com domain is operated by VeriSign Global Registry
Services.

� The .coop domain is reserved for cooperative associations and
is sponsored by Dot Cooperation LLC.

� The .info domain is operated by Afilias Limited.
� The .jobs domain is reserved for human resource managers

and is sponsored by Employ Media LLC.
� The .mobi domain is reserved for consumers and providers of

mobile products and services and is sponsored by mTLD Top
Level Domain, Ltd.

� The .museum domain is reserved for museums and is
sponsored by the Museum Domain Management
Association.

� The .name domain is reserved for individuals and is operated
by Global Name Registry.

� The .net domain is operated by VeriSign Global Registry
Services.

� The .org domain is operated by Public Interest Registry. It is
intended to serve the non-commercial community, but all are
eligible to register within.org.

� The .pro domain is restricted to credentialed professionals and
related entities and is operated by RegistryPro.

� The .tel domain is reserved for businesses and individuals to
publish their contact data and is sponsored by Telnic Ltd.

� The .travel domain is reserved for entities whose primary area
of activity is in the travel industry and is sponsored by
Tralliance Corporation.
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While the designation of new domain names was always somewhat
contentious, the first major problem that became controversial was when
the Internet Content Management (ICM) Registry in 2000 proposed
creating a top-level domain .xxx for providers of adult content. In many
countries, adult films were given an “x” rating, which was the basis for the
domain name. This was immediately controversial, in part because
what was considered adult content varied from country to country, in part
because in some jurisdictions all adult content was considered porno-
graphic or obscene, and in part because of child pornography, which was
globally prohibited under international conventions as noted in Chapter 5.

The application tested the ICANN process. Like all applications, the
.xxx application was subject to comments from different stakeholders.
There were many comments, but the Government Advisory Committee
(GAC) showed an unusual interest. After a prolonged negotiation with
ICM, the ICANN board in June 2005 authorized its staff to enter into
negotiations about the .xxx domain name. As was customary, the pro-
posal was sent out for comment. Conservatives with connections to the
United States government mounted a campaign against the proposal,
and several other governments showed concern. The proposal was
taken up by the GAC in its March 2006 meeting in New Zealand, and
the consensus was that the proposal was flawed, but added that “several
members of the GAC are emphatically opposed from a public policy
perspective to the introduction of a .xxx sTLD.”26

Faced with the opposition, the board voted in May 2006 not to
approve the application, but sent it back for retooling. The vote was

� The .gov domain is reserved exclusively for the United States
government. It is operated by the U.S. General Services
Administration.

� The .edu domain is reserved for post-secondary institutions
accredited by an agency on the U.S. Department of Education’s
list of Nationally Recognized Accrediting Agencies and is
registered only through Educause.

� The .mil domain is reserved exclusively for the United States
military. It is operated by the U.S. DoD Network Information
Center.

� The .int domain is used only for registering organizations
established by international treaties between governments. It is
operated by the IANA.int Domain Registry.
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five in favor to nine against. The GAC position produced a two-fold
reaction. The European Union expressed concern that the United States
government was compromising the independence of ICANN. This was
echoed by the New York Times which editorialized that “the depart-
ment’s [the U.S. Department of Commerce] behavior looks a lot like
political pressure. That sends the wrong message to moderates in
Europe on the issue of Internet control. The United States should not
give even the appearance of improper lobbying. If Americans cannot
trust the system to run itself, they risk losing it.”27

Non-governmental organizations also took issue with the decision.
Milton Mueller noted in an article published by the Internet Governance
Project, that the controversy was giving ICANN a policy role that it
was not equipped to undertake.28 The decision would establish a role
for a body that was essentially unaccountable to censor content on the
Internet or allow others to do so.

The proposal was re-submitted, but on 30 March 2007, the ICANN
board voted nine to five against accepting the proposal, effectively
killing it. In terms of geography there was no pattern in the vote, but
most of those representing civil society voted to allow the proposal to
advance.

The U.S. control issue: who should control the critical Internet
resources

The .xxx controversy highlighted a growing concern with control of
ICANN and through it of the Internet by the United States government.
The assumption made in the White Paper in 1998 was that the U.S.
government would gradually phase out its involvement so that ICANN
would become a self-standing private body. The .xxx issue showed that
domestic politics still had a hand. More importantly, the policies of the
Bush administration, emphasizing unilateral action, including its involve-
ment in Iraq, had led to a growing consensus that the Internet needed
to be freed from unilateral governmental control.

ICANN itself has sought to blunt the issue by renegotiating its
contract with the United States Department of Commerce to provide
addressing services. The most recent contract is dated 11 August 2006
and is for five years. At the same time, the arrangement has increasingly
been questioned, by both other governments and by non-governmental
organizations. This emerged visibly at the World Summit on the
Information Society, to which we must now turn.
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7 Multi-stakeholderism emerges from
the World Summit on the
Information Society

The Internet grew dramatically, as did its problems, and ICANN
began to expand, but the international political dimension of Internet
governance did not emerge until the World Summit on the Information
Society in 2003. This led to a reflection on what kinds of institutions
and arrangement might be needed, and solidified a growing approach
based on effectively involving all stakeholders in governance, a new model
for international institutions.

While the management of the critical Internet resources was being
developed through ICANN, the intergovernmental system was also
becoming interested in Internet governance. The International Telecom-
munications Union (ITU) secretariat had sought to become involved
through the MoU-TLD and had almost succeeded when opposition in
the United States had derailed the project in 1997. At the same time
that the White Paper was being considered, the ITU was holding its
quadrennial Plenipotentiary Conference in Minneapolis, Minnesota.
The ITU was trying to adapt to rapidly changing information tech-
nology that had made much of what it had been doing obsolete. This
coincided with an increased interest in other United Nations organs
with the role of information and communication technologies in devel-
opment. One of the recommendations from Minneapolis was that a
World Summit on the Information Society (WSIS) be convened.
Organizing a world conference or summit has been a favorite vehicle
for launching new or revised international initiatives to solve global
problems, as has been analyzed by Michael Schechter in another volume
in this series.1

Finding an identity: origins of WSIS

ITU’s governments meet every four years to discuss policies for the
organization. This usually involves approving a plan for the next four



years, electing or re-electing the director-general and dealing with
technical policy issues. In 1998, the future identity of ITU was very much
in question. As the backgrounder prepared for the session, held from 12
October to 6 November 1998, put it:2

As the world stands on the brink, not only of the next millennium
but of a powerful new age of information and communications
capabilities, the world’s pre-eminent telecommunications organiza-
tion also finds itself at a crossroads. As it prepares to convene for
its fifteenth Plenipotentiary Conference in just a few weeks, the
challenge facing the ITU is stark and simple: re-adapt quickly to a
rapidly changing telecommunications environment, or find itself
marginalized or at worst irrelevant in the future development of
the world’s communications networks.

The main concerns were the fact that telecommunications deregulation
had changed the nature of stakeholders in the ITU. Globalization was
increasing the transnational aspects of telecommunications. Telecom
companies that had formerly been run by governments were becoming
privatized. “Convergence between the telecommunications, information
technology and audiovisual entertainment industries is blurring the
distinction between formerly disparate technologies and equipment.” In
short, there was a need for reform.

At the very end of the backgrounder, almost as an afterthought, the
ITU observed that the Internet would need attention because of the
organization’s work with standards and standard-setting organizations
like the IETF. It noted the failed MoUtld and noted that “the US has
since come up with its own proposal, which has raised concerns in
both political circles and in the Internet community at large. Any fur-
ther ITU involvement in the management and governance of the
Internet and other new communications systems is therefore certain to
be a hot topic in Minneapolis.”3

The conference was unable to reach an agreement on what to do. At
the suggestion of the president of Tunisia, Ben Ali, who focused on
ICT for development and the need to enhance it, the conference
adopted a resolution that instructed the ITU director-general to “place
the question of the holding of a World Summit on the Information
Society (WSIS) on the agenda of the the United Nations System Chief
Executive Board—CEB—and to report to the ITU governing body, the
Council, on the results of that consultation.”4 The need to deal with
the UN system as a whole was a recognition that ITU lacked a mandate
to cover all of the relevant issues.
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The newly elected director-general, Yoshio Utsumi, who had been a
telecommunications official with the Japanese government, proceeded
to raise the question in the CEB, which is composed of the executive
heads of all United Nations system organizations. According to the
ITU, the CEB reacted positively and a majority of other organizations
and agencies had expressed interest in being associated with the pre-
paration and holding of the summit.5 According to the ITU, this was
reported to the ITU council and “It was decided that the Summit
would be held under the high patronage of the UN Secretary-General,
with ITU taking the lead role in preparations.” This meant that the
United Nations Secretariat would be involved in the preparations.

The United Nations was already becoming engaged with informa-
tion and communications technology. The Economic and Social
Council (ECOSOC), at the initiative both of the UN Secretariat who
saw this as an issue that needed discussion, and a number of delega-
tions from developing countries, decided to take up the issue at its
high-level segment in 2000. ECOSOC organizes its work around
themes for which it expects ministerial-level participation and the 2000
session, held before the Millennium Summit, provided an opportunity
for the United Nations to take a broad view of ICT. The formal title of
the theme was “Development and International Cooperation in the
Twenty-first Century: The Role of Information Technology in the
Context of a Knowledge-based Global Economy.”

The 2000 ECOSOC session was held in New York (the sessions
alternate between New York and Geneva) and over two days, a series
of panels and speeches took place. A large number of ministers spoke,
as did the heads of several UN system bodies including the president
of the World Bank, the director-general of WTO, the deputy managing
director of IMF, and the secretary-general of the United Nations
Conference on Trade and Development. The director-general of the
ITU did not speak, although a lower-level representative did towards the
end of the discussion. The private sector, in what was a major innovation
for the United Nations, was given a prominent place. The ECOSOC
report for the year noted that keynote addresses were also made by
Wolfgang Kemna, chief executive officer, World Tel; John Gage, chief
scientist, Sun Microsystems; and Vinton Cerf, senior vice-president of
World Com and former president of the Internet Society.6

The selection, brokered by the UN Division for Economic and
Social Council Support and Coordination, headed by Sarbuland Khan, a
career official, reflected a careful balance between the telecommunications
industry, the computer industry and the technical community repre-
sented by Cerf. In ECOSOC debates, non-governmental organizations
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are permitted to participate, on a limited basis. The NGOs who spoke
included the International Chamber of Commerce, the Conference of
Non-Governmental Organizations in consultative relationship with the
United Nations (CONGO), Population Communication-International,
World Information Transfer, and Women Action 2000 (on behalf of the
Association tunisie 21).

The session adopted a ministerial declaration reflecting a consensus
on ICT for development. It included references to issues such as the
digital divide, development and transfer of new information technolo-
gies and increasing globalization. The only mention of the Internet,
however, was in terms of developing local content and the ability of
people to freely access it,7 which

will help foster a culturally and linguistically diverse cyberspace and
encourage broad and sustainable use of the Internet. Local content
can also facilitate entrance to the knowledge-based economy for
individuals and firms in developing countries and also as a means
to expand their participation in the new networked economy.

At the UN Millennium Summit in September that adopted the
Millennium Development Goals, ICT was included under the goal of
developing a global partnership for development. The goal stated “In
cooperation with the private sector, make available the benefits of new
technologies—especially information and communications technolo-
gies.” While the focus was on technological transfer, it did include the
idea that the private sector was a major stakeholder. This was part of a
larger effort to incorporate the increasingly transnational private sector
into governance discussions. The most comprehensive reflection was
the Global Compact, a network of businesses and non-governmental
organizations to support United Nations initiatives that was launched
in July 2000, about the same time as the ECOSOC session.

ITU secretary-general Utsumi briefed the chief executives board on
WSIS in October 2000 saying that the decision to convene WSIS had
received a positive reaction from both the public and private sectors
and proposed that the summit “be convened by the Secretary-General
of the United Nations, and indicated that the anticipated outcome of
the Summit would be a declaration of universal political will and a
concrete action programme for achieving the goals of the information
society.”8

The CEB expressed its satisfaction with the draft plan of action and
stressed the importance of an early decision by ITU on the venue of
the summit.
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Encouraged by the ECOSOC and the Millennium Summit, the next
year (2001) the ITU council decided to set up the summit in two phases.
The first would be in Geneva in November 2003 and the second in
Tunis in November 2005. The dual location summit was prompted by
the fact that both Tunisia and Switzerland had offered to host the
summit. When multiple locations were offered in other cases, a conflict
usually ensued, as happened with the Fourth World Conference on
Women when both China and Austria offered (eventually China won,
with Austria getting the World Conference on Human Rights as a
consolation prize). In this case, Switzerland offered to provide con-
siderable resources, while Tunisia argued that the summit should be in
a developing country. The compromise was to have, in effect, two
summits.

The ITU again briefed the chief executives board about the plans at
the October 2001 session. He noted that the Geneva phase would be
particularly important to bring together the views of non-governmental
actors.

The General Assembly adopted a resolution authorizing the World
Summit. The resolution was necessary for the United Nations Secretariat
to be a part of the process. The resolution was introduced by Tunisia,
with co-sponsorship by the Russian Federation and Mauritania under
the General Assembly agenda item on science and technology for devel-
opment. The third operative paragraph of the draft resolution tried to
establish ITU’s predominant role in WSIS. It read:

3. Encourages effective contributions from and the active parti-
cipation of all relevant United Nations bodies, in particular the
Information and Communication Technologies Task Force, and
encourages other intergovernmental organizations, including inter-
national and regional institutions, non-governmental organiza-
tions, civil society and the private sector to cooperate actively with
the Secretary-General of the International Telecommunication
Union in preparing for the Summit.

The Information and Communication Technologies Task Force (ICT-
D) had been set up as part of the follow-up to the ECOSOC discus-
sion, was headed by the former president of Costa Rica, Jose Maria
Figueres, and was a multi-stakeholder group including both govern-
ments and non-governmental actors, especially private corporations. It
reflected the rivalry between the ITU and the other United Nations
secretariats over the issue. For this reason, in the negotiations over the
draft resolution, the only major change came to that paragraph. The
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finally agreed text gave a less decisive role to ITU, by inviting it “to
assume the leading managerial role in the executive secretariat of the
Summit and its preparatory process.”

In other words, the ITU would do most of the work, but would not
really be in charge. The final version also strengthened the role of non-
governmental stakeholders in the process by modifying the original
proposal to read:

5. Encourages effective contributions from and the active partici-
pation of all relevant United Nations bodies, in particular the
Information and Communication Technologies Task Force, and
encourages other intergovernmental organizations, including inter-
national and regional institutions, non-governmental organiza-
tions, civil society and the private sector, to contribute to, and
actively participate in, the intergovernmental preparatory process
of the Summit and the Summit itself.

The General Assembly also acted to ensure that the preparation pro-
cess was open, including provision for participation by the private
sector and other non-governmental stakeholders. The resolution (56/
183) recommended that “the preparation for the Summit take place
through an open-ended intergovernmental preparatory committee,
which would define the agenda of the Summit, finalize both the draft
declaration and the draft plan of action, and decide on the modalities
of the participation of other stakeholders in the Summit.” The resolu-
tion did not mention the Internet at all, and it could be assumed that
WSIS’ main focus would be on information technology transfer.

WSIS I: Internet governance emerges

The key events for intergovernmental summits are the preparatory
meetings. These are intended to solve most procedural and substantive
issues and, under the best of circumstances, bring an almost agreed
text to the final event so that either the final document can be approved
without debate or the debates can be focused on a limited number of
issues on which agreement had not been reached. The organizers of
WSIS knew this and envisaged a relatively long preparatory process.
Between the formal agreement to hold WSIS, reflected in the General
Assembly resolution, and the first summit in December 2003, plans
were made to hold three preparatory meetings. As these unfolded,
starting in July 2002, the issues became clearer and the final outcome
of the Geneva phase was determined.
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The first meeting of the Preparatory Committee ran from 1–5 July
2002 in Geneva. It was largely prepared by the ITU. The inaugural
session was considered informal because some of the speakers were not
representatives of governments or international organizations. The initial
speakers were chosen to represent the different stakeholder groups. In
addition to the secretary-general of ITU, speakers included a repre-
sentative from Switzerland and the ambassador of Tunisia (representing
the host countries), the under-secretary-general for Public Information
(representing the UN Secretariat), the secretary-general of the
International Chamber of Commerce (representing the private sector)
and the president of Fundación Redes y Desarrollo (Funredes) from
the Dominican Republic (representing civil society). The fact that the
senior UN representative was from public information means that the
UN had not yet decided how it was supposed to participate in WSIS.

A major debate focused on the rules for permitting non-state actors
to participate. This has always been contentious in international orga-
nizations, since governments do not want to grant access to organiza-
tions that might be hostile to them. The organizations interested in ICT
tapped a constituency that was unique and the existing rules would not
have permitted many of them to participate, particularly from the private
sector.

On substantive issues, an initial consultation took place as a sub-
committee of the PrepCom, but no formal outcome was determined.
The chairman of the subcommittee, from Mexico, produced what is
called in the UN a “non-paper” (meaning that it had no formal, offi-
cial standing but could be used as a basis for discussion) that did not
include governance issues. However, a compiliation of statements made
showed that non-governmental organizations had proposed: “The
creation of an enabling regulatory and policy framework was also
suggested as a possible theme.”9

Since little progress had beenmade on the substance at the first PrepCom,
so an informal meeting was called in Geneva from 16–18 September
2002. There was considerable participation by governments, international
secretariats and NGOs, but mostly from those located in Geneva.

The method of work was to allow interested parties to make propo-
sals that would then be considered for inclusion in the outcome docu-
ment of the meeting. After the first day, the only reflection of the
governance issue was a statement that “Global governance of the
Information Society should be also considered.” The issue, however,
was raised in several contributions. For example, the International
Atomic Energy Agency, usually not an important player in ICT, said,
“We also note that significant parts of the Internet are controlled by a
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privately owned US company. The regulatory framework for the
Internet needs to be defined by an international treaty and certain
central functions need to be assigned to an international organisation
(e.g. ITU).”

At the end of the consultation, a set of conclusions were presented.
In the United Nations, to facilitate negotiation, texts that are not yet
agreed are shown in square brackets ([ ]). The issue of an enabling
environment was included, but clearly not agreed and with alternative
formulations presented:10

[[Enabling [a national and international] environment notably] [poli-
cies and regulatory frameworks][and establishing codes of conduct
for business and enterprises]]

PrepCom 2

The second Preparatory Committee was scheduled to take place in
Geneva from 17–28 February 2003. This was expected to be the major
event to shape the summit’s final document. It fulfilled its expectations.
There were 1,600 individual participants representing 774 different
entities. Table 7.1 shows the distribution of participants and entities.
WSIS being a governmental conference, the largest proportion of par-
ticipants represented governmental entities (called Administrations by
the ITU). There were relatively few business representatives but a
quarter were from non-governmental organizations. This was a pattern
that would continue through Tunis.

The session started with what was called a “visionaries panel” and a
series of thematic roundtables. None of these mentioned Internet gov-
ernance as an issue, although Lawrence Lessig, one of the visionaries,
emphasized the need for an open Internet. However, different partici-
pants had developed policy proposals in advance of the session. While
most dealt with what were considered conventional ICT issues, several
mentioned Internet governance as an issue. Specifically, Brazil stated,
in its comment on themes and issues:

Internet has evolved into a global public good and its governance
should constitute a core issue of the Information Society agenda.
Developing countries should have full access to and take part in all
decision-making bodies and processes concerning the structure and
functioning of the cyberspace, within which public, private and
non-governmental agents will increasingly conduct their social and
economic activities.
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The many non-governmental organizations, knowing that individually
they would not have much influence over the proceedings, decided to
organize into what was called the Civil Society Coordination Group.
This consisted of 37 organizations, including a number who had
been active in ICANN, such as the Association for Progressive
Communication and Computer Professionals for Social Responsibility.
They prepared a joint statement in December 2002, negotiating the
text over the Internet, an innovation in itself. The statement included
a proposal to include the theme of Rights, Responsibilities, and
Governance:11

In this category, WSIS would address the rights of citizens and
communities in the information society as well as the particulars of
governing the Information Society. Themes would include: gov-
ernance of information and communication societies in a globa-
lised world, democratic management of international bodies dealing
with ICTs, including Internet governance, with emphasis on develop-
ing and securing the global information commons and a right of
universal access; democratic management of the Internet Domain
Name and IP Address System, including the political as well as
technical issues of the management process.

Along the same lines, the Latin American Regional Conference, held
from 29–31 January 2003 in the Dominican Republic, included in its
recommendations that

The responsibility for root directories and domain names should
rest with a suitable international organization and should take
multilingualism into consideration. Countries’ top-level-domain-
names and Internet Protocol (IP) address assignment should be the

Table 7.1 Participants in Preparatory Committee 2, February 2003, by type

Participants Entities

Type Number % Number %

Governments 909 58.6 484 62.5
Business 60 3.9 32 4.1
UN system 128 8.2 37 4.8
Other intergovernmental organizations 61 3.9 21 2.7
Non-governmental organizations 394 25.4 200 25.8
Total 1552 100.0 774 100.0
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sovereign right of countries. The sovereignty of each nation should
be protected and respected. Internet governance should be multi-
lateral, democratic and transparent and should take into account
the needs of the public and private sectors as well as those of the
civil society;

This proposal, made by governments, was included in the draft adop-
ted at the end of the PrepCom, with the exception that an alternative
formulation to “international (inter-governmental)” was placed in the
text.12

In addition the draft Plan of Action as recommended by Subcommittee
2 included ideas from the Civil Society Coalition:13 Multilateral,
transparent and democratic Internet governance should form part of
this effort, taking into account the needs of the public and private
sectors, as well as those of civil society.

Progress in agreeing on the text was sufficiently slow that another
informal meeting was agreed. Informal meetings are often preferred as
a way of obtaining text to negotiate. Because formal rules about
speaking, who can make suggestions and how texts are assembled are
not followed, the informals allow a more open exchange and non-state
actors can play a role. The Bureau of WSIS decided to authorize a
formal open-ended intergovernmental drafting group that would meet
intersessionally to improve the draft text. The bureau of any inter-
governmental body consists of the office-bearers (chairs, vice-chairs
and rapporteurs) elected by the body and reflecting strict geographical
distribution. It holds procedural discussions. It is normally restricted to
governments, and non-state actors have often been concerned with
being excluded. Moreover, WSIS was running under UN rules that
made procedural innovations difficult.

Informal intersession

The informal intersession took place from 15–18 July 2003 in Paris.
The starting points of the discussions were supposed to be a draft
Declaration of Principles and a draft Plan of Action that the chairman
and the WSIS secretariat compiled from the February discussions.
Their first version, issued in March, received extensive comments and a
new version was issued on 5 June 2003. Following the custom in interna-
tional organizations, comments on specific paragraphs of the drafts
were issued. They suggested the outlines of conflicts over Internet
governance. While there was general acceptance of the notion that
Internet governance should be multilateral, democratic and transparent,
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there was no consensus about critical Internet resources, including
management of the root server system. There seemed to be a consensus
among the governments who commented that the coordination responsi-
bility for root servers, domain names, and Internet Protocol (IP) address
assignment should rest with a suitable international, intergovernmental
organization. However, even among non-governmental organizations
this was not a consensus position. The APC, for example, expressed
satisfaction with ICANN, although cautioning against letting it expand
into the policy arena. The Internet Society defended ICANN as did
GLOCOM, the Japanese Institute of Global Communications that
represented both academic and business interests.

Reflecting the increased need to give non-state actors a place in the
discussions, the Bureau of the PrepCom made provision for observers
to speak both at the beginning of the session and at a mid-point. On
this basis 12 intergovernmental organizations spoke, as did 16 NGOs
and nine private sector representatives. These numbers included indi-
viduals who were key players in the subsequent process. For example,
one of the NGOs was the University of Aarhus, but this was in fact
Wolfgang Kleinwächter, a professor from Germany with a specific
interest in Internet governance. The speaker for the International
Chamber of Commerce was Aleysha Hassan, an official whose main
concern was the Internet and who was able to speak authoritatively for
the business community.

The consultation divided its work among four smaller groups, dealing
with Right to Communicate, Internet Management, Good Governance,
and Network Security. These were all Internet issues. Internet man-
agement referred to a paragraph describing, among other things, the
ICANN function, which was considered controversial because there
was a difference of opinion between governments, business and civil
society.

Over the informals, changes were made in the text, expanding and
dividing some of the concepts so that they could be negotiated sepa-
rately. One basis for changes is formal submissions in advance by par-
ticipants. These submissions marked limits that governments set for
consensus, as well as providing civil society with an opportunity to put
ideas on the table. In the Paris consultations the United States was very
clear that it defended the WTO and WIPO approaches to intellectual
property and considered that the management of the root servers
should not be taken up at all. Specifically, its comment stated: “the
management of the Internet domain name and address system should
take place via a public-private partnership that operates in an open and
transparent manner to preserve and enhance the necessary global
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interoperability and coordination of the Internet’s unique identifier
system while recognizing its technical limitations and requirements.”

The consultations identified a set of conflicts that needed to be
resolved. First, while there was a consensus that Internet governance
should be multilateral and transparent, there was no consensus about
whether it should be a multi-stakeholder as contrasted with a government-
driven process. Second, the nature of Internet governance was not defined.

PrepCom 3

The final preparatory committee was expected to take place from 15–26
September 2003 so that the Declaration and Plan of Action could be
agreed well in advance of the summit. It was assumed that the informal
intersessional meeting would have narrowed the areas of disagreement
sufficiently that consensus on the text could be reached. This was not
the case. In fact, the third PrepCom had to meet again in November and
then again in December just before the summit to reach agreement.

This is not unusual in international meetings where new subjects are
on the table about which there are no pre-existing agreements. This was
particularly the case with the Internet. Agreement on some of the usual
issues of ICT for Development was relatively easy, since there had been
some pre-existing text coming from other forums. Some issues, like
financing of development, would not be resolved because there were
disagreements more broadly and these could not be resolved in what
was considered a technical conference.

The Internet, however, had not been dealt with anywhere else and
the preliminary discussions had revealed that it was qualitatively dif-
ferent from other communications systems for which there were exist-
ing institutions like the ITU. Achieving an understanding about what
Internet governance means lacked any pre-existing “agreed text.” The
discussions in PrepCom 2 and the Intersession Informals had clearly
indicated the areas of disagreement.

Governments had begun to see how the Internet raised policy issues
and civil society had begun to press their concerns. The private sector,
although it had been invited, played primarily a blocking role, seeking
to ensure that text was not adopted that constrained the private sector.
The PrepCom process also involved a debate over how non-state actors
could be involved in the negotiations.

The fact that WSIS was now a United Nations conference meant
that United Nations rules would apply. These had evolved over time to
give a much more active role to non-state actors. The United Nations
women’s conferences (Mexico City in 1975, Copenhagen in 1980,
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Nairobi in 1985 and Beijing in 1995) had had active NGO participa-
tion, as had the 1992 Rio conference on the environment. There had
been major disputes about accreditation that had been resolved in
favor of almost universal accreditation of interested groups, provided
that they were not objectionable to a member state on political
grounds. There was less agreement on the extent to which non-state
actors could participate in negotiations, which were assumed to be a
matter of governments. Most NGOs in those conferences learned that
they could make their opinions heard either in the preparatory pro-
cesses, which were more open and informal than final conventions, or
by influencing national delegations to take up their positions. Some
NGOs made an effort to place active members on national delegations.

At this point, the United Nations Secretariat decided to take a major
role, eclipsing in many ways that of the ITU. Secretary-General Kofi
Annan appointed Nitin Desai from India as his Special Representative
to WSIS on 23 July 2003. Desai had been the under-secretary-general
for Economic and Social Affairs until he retired in 2002. He had been
one of the executives at the Rio environmental conference and the 2002
follow-up conference in Johannesburg, and had credibility with both
governments and the NGO community. Moreover, he was interested in
and knowledgeable about ICT. Coming right after the conclusion of
the Paris informals, his appointment reflected a sense that the negotia-
tions on the draft declaration and plan of action were not going well.

Between the Paris informals and the scheduled start of PrepCom 3,
the secretariat prepared a new consolidated draft of the Declaration
and the Plan of Action that reflected the Paris discussions. The text
had a very large amount of bracketed (not agreed) text, including all of
that relating to Internet governance. The bracketed text was the starting
point for the consultations.

The PrepCom was very well attended. Table 7.2 shows the partici-
pation by type of entity. As can be seen, the number of participants,
compared with PrepCom 2 increased by 100, almost completely explained
by increased participation of non-governmental organizations.

The complexity of the negotiation process led to the creation of
subcommittees and working groups to deal with specific texts. Again,
non-governmental organizations and the private sector were given a
chance to speak, putting text ideas on the table for discussion. In
response to pressure from the NGOs, the Bureau decided that “It was
agreed that observers could attend the discussions in the Plenary and
Working Group Meetings and would be invited by the Chairperson to
make brief statements. Observers were also invited to make brief
statements at the start of each ad hoc group meeting.” While not
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unprecedented, this concession gave non-state actors access to the
negotiations on a scale that was not at all usual.

In the discussions of the Internet management issue, one concept
that had been championed by the civil society caucuswas that information
on the Internet was a public good. If so, it was subject to public oversight
rather than merely the operations of the market. In the first revised
draft of the Declaration this concept was placed into the discussion.
The relevant paragraph read:

39. [44.] The Internet has evolved into a global public [good]/
[infrastructure]/[resource] and its governance should constitute a
core issue of the Information Society agenda. The international
management of the Internet should be multilateral, transparent
and democratic, with the full involvement of governments, the
private sector, civil society and international organizations. It
should ensure an equitable distribution of resources, facilitate
access for all and ensure a stable and secure functioning of the
Internet, taking into account multilingualism.

By the end of the negotiations, however, the term “public good” had
been eliminated from the draft, presumably because of the implications
for regulation. However, the concept that management of the Internet
was more than a technical matter had also been injected into the text.
In doing so, the private sector interest was also included, with different
views on whether this interest was merely technical or went beyond it.
The draft read:

40. The management of the Internet encompasses both technical
and policy issues. The private sector has had and will continue to
have an important role in the development of the Internet [at the

Table 7.2 Participants in Preparatory Committee 3, September 2003, by type

Participants Entities

Type Number % Number %

Governments 887 53.5 481 60.0
Business 68 4.1 33 4.1
UN system 97 5.9 33 4.1
Other intergovernmental organizations 68 4.1 4 0.5
Non-governmental organizations 537 32.4 250 31.2
Total 1657 100.0 801 100.0
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technical level]. [Alternative 40. The management of the Internet
encompasses both technical and public policy issues. The private
sector has had an important role in the development of the
Internet. The private sector should continue to play an important
role at the technical and commercial levels.]

The issue was rejoined at the renewed meeting of PrepCom 3 in
Geneva from 10–14 November. In between the two meetings, informal
consultations were held. The November meeting was difficult. Its
starting point was a non-paper prepared by the president of the
PrepCom (with the help of the secretariat). In that paper, the Internet
governance part was still in brackets but the public good/infrastructure/
resource reference had been converted to what would become the final
text: “The Internet has evolved into a global facility available to the public
and its governance should constitute a core issue of the Information
Society agenda.” This was clearly a compromise pushed by govern-
ments and the private sector who would not want a statement that the
Internet was inherently public and therefore subject to regulation. The
non-paper showed that other parts of the draft were not agreed either.

The report of the final phase of PrepCom 3 stated that “on some
substantial issues, like human rights, Internet governance, role of the
media, network security and financing, the consensus on a common text
was still outstanding.”14 These were all sections on which civil society,
the private sector and governments had different views, and all were
related to the Internet. The issue of human rights, for example, was the
extent to which—and how—international human rights applied to the
Internet. This carried over to issues of intellectual property.

The final negotiation process, which carried on until the eve of WSIS
itself, was restricted to governments. Different facilitators were charged
with finding solutions to the unagreed text. The last issue to be resolved
was Internet governance. Like all consensus agreements, the solution was
based first on a clearer (and longer) text describing the roles of different
stakeholders in governance. The second element was to pass the dis-
putes on to a new body, therefore delaying the necessity of the decision.

The main implication of the text of the Declaration that was finally
agreed and which WSIS adopted at the Geneva part of the summit was:

to ask the Secretary-General of the United Nations to set up a
working group on Internet governance, in an open and inclusive
process that ensures a mechanism for the full and active partici-
pation of governments, the private sector and civil society from
both developing and developed countries, involving relevant
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intergovernmental and international organizations and forums, to
investigate and make proposals for action, as appropriate, on the
governance of Internet by 2005.

World Summit on the Information Society, Geneva
Declaration of Principles, WSIS-03/GENEVA/DOC/0004,

12 December 2003, 12 December 2004.

The Geneva Plan of Action, which had been negotiated in parallel
with the Declaration, was more explicit on the terms of reference of
the Working Group. The Plan of Action stated:

We ask the Secretary General of the United Nations to set up a
working group on Internet governance, in an open and inclusive
process that ensures a mechanism for the full and active partici-
pation of governments, the private sector and civil society from
both developing and developed countries, involving relevant inter-
governmental and international organizations and forums, to
investigate and make proposals for action, as appropriate, on the
governance of Internet by 2005.
World Summit on the Information Society, Geneva Plan of Action,
WSIS-03/GENEVA/DOC/0005, 12 December 2004, para. 13(b)

The Plan said that the group should develop a working definition of
Internet governance, identify the public policy issues that are relevant
to Internet governance, and develop a common understanding of the
respective roles and responsibilities of governments, existing inter-
governmental and international organizations and other forums, as
well as the private sector and civil society from both developing and
developed countries. The group should prepare a report on the results
of this activity to be presented for consideration and appropriate action
for the second phase of WSIS in Tunis in 2005.

In some respects, the agreement was revolutionary. First, the Working
Group on Internet Governance, soon to be known by its acronym WGIG
(pronounced Wigig), was to be a multi-stakeholder body. Second, rather
than being an intergovernmental body, it was to be organized by the
United Nations secretary-general, thus providing both the legitimacy of
the United Nations as an organization but avoiding the legal differences
in status between state and non-state actors.

The Geneva summit essentially gave two tasks to the Tunis summit,
Internet governance and financing for ICTs for Development. While
financing was an old issue that appeared at all development-related
international meetings, Internet governance was completely new.
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Civil society seemed to have been surprised by the agreement to
create the WGIG. The caucus of civil society organizations presented a
declaration to the summit on 8 December which, among other things,
stated that WSIS should give special attention to improving the global
coordination of the Internet’s underlying resources. However, it
opposed a purely intergovernmental model and argued that “only a
truly open, multistakeholder, and flexible approach can ensure the
Internet’s continued growth and transition into a multilingual
medium.” It also called for the replacement of ICANN—without
naming it—by “a global, multistakeholder entity.”15

Preparations for WSIS II

As with most international meetings that reach an unexpected agree-
ment, there is a period in which international organizations have to
organize themselves to take up the new tasks. When the summit deci-
sion was made, no “statement of program budget implications” was
made. In the United Nations, before any intergovernmental decision is
made, the secretariat is supposed to indicate how much it will cost.
This is to prevent decisions to accumulate that increase the amount of
funds that states have to pay as part of their assessed contributions to
the United Nations. If a statement of implications had been made,
consensus on the text would not have been reached because the United
States and probably Japan as well would have objected on the grounds
of cost. However, by not making the statement, the secretary-general
would have to find other sources of funding for WGIG.

ITU expert group

While WGIG was being created, very slowly, other entities began to
address the issue of Internet governance. The first out of the starting
blocks was the International Telecommunications Union. ITU orga-
nized an expert meeting on 26–27 February 2004. It was organized
quickly in order to establish ITU’s credentials in the field. It made an
effort to achieve a multi-stakeholder balance.

Some 140 persons came, including governments, private sector and
civil society. Included among paper presenters were many of the gov-
ernment officials and civil society activists who had worked on Internet
governance in the WSIS process. One was Markus Kummer from
the Swiss foreign ministry, who had been responsible for facilitating
the agreement that led to the WGIG. Others included Wolfgang
Kleinwächter, Milton Mueller, Karl Auerbach, Ayesha Hassan, Bertrand
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de la Chapelle, William Drake, Izumi Aizu and Bob Kahn. The key-
note paper was prepared by Don MacLean and was entitled “Herding
Schrödinger’s Cats: Some Conceptual Tools for Thinking about Internet
Governance.” MacLean is a Canadian who has worked in strategic
planning in the telecommunications sector. His title, as he put it, was
intended to be provocative: “The expression ‘herding cats’ refers to a
task that is very difficult, perhaps impossible, to accomplish—a good
description of the challenge of coordinating the Internet-related inter-
ests and activities of governments, the private sector, civil society, and
international organizations.” As he explained, “Schrödinger’s cat” was
the subject of a famous thought experiment by an Austrian physicist
which demonstrated that absurd results can follow if principles that
make sense in one context are applied to very different kinds of pro-
blems. MacLean said that this was “a suitable caution for all those
grappling with the complexities of Internet governance!”16

The result of the discussion, in the form of a chairperson’s statement,
was to indicate some beginnings of a consensus. One was that Internet
governance could not be dealt with inside a single international orga-
nization. The other was that there were competing definitions, where
some focused only on governance as technical and the other on gov-
ernance as involving public policy issues. His conclusion was that a
definition of Internet governance would be difficult.

The ITU event focused on what might be called the Geneva part of the
UN system. Government delegates were mostly from the Permanent
Missions there andmost of the civil society participantswere from Europe.

UN-ICT Task Force Global Forum on Internet Governance

A second event was, in some sense, a counter-conference. It was a meeting
organized by the United Nations ICT Task Force. The ICT Task Force
had been created as a result of the ECOSOC discussion in 2000 and, like
the proposal for WGIG, was under the patronage of the UN secretary-
general and therefore involved governments, the private sector and civil
society. It was funded from extra-budgetary sources, raised from both
governments and the private sector, and was being chaired by Jose
Maria Figueres, the former president of Costa Rica. Its executive
secretary was Sarbuland Khan, who also directed the Division for
Economic and Social Council Support and Coordination. It was part
of the UN’s input into WSIS and had a terms of reference that carried
it through to the Tunis summit.

The meeting, called the Global Forum on Internet Governance, was
held at UN headquarters in New York from 25–26 March 2004. It
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drew a slightly different participant group than ITU in Geneva and
clearly intended to engage the New York UN delegations and the U.S.
Internet industry in the governance debate. At the same time, the main
participants were familiar faces. The forum started with a briefing from
Vint Cerf on the technical dimensions of the Internet (from which the
graphics in Chapter 1 are taken). Don MacLean’s paper on “Herding
Schrödinger’s Cats” was on the agenda, as was a paper by William
Drake. APC’s Anriette Esterhuyzen chaired one panel and Karen
Banks was rapporteur on another. Reports on progress in Geneva were
presented by Markus Kummer and Bertrand de la Chapelle.

The forum had a precedent-setting impact at UN headquarters in
that the normal protocol of meetings was that governments sit in
front, international organizations sit behind governments and non-
governmental organizations and other observers sit in the back. The
normal protocol also says that governments speak first, then international
organizations and only when there is time, the non-state participants.
The forum had free seating, no name-plates and no fixed speaking
order. In some respects, it was the kind of multi-stakeholder approach
that many civil society advocates had envisaged.

The forum was attended by 302 persons. About 35 percent were
from governments, 14 percent from international organizations, 18
percent from the private sector, and 33 percent from civil society. The
roster included most of the people who subsequently became major
actors in setting up the Internet Governance Forum.

The forum reached no formal conclusions. An informal summary
prepared by the ICT Task Force secretariat merely specified what was
said. Several consequences ensued, however. The format of the forum
worked well in the opinion of all participants, including the govern-
ment representatives. To the extent that Geneva delegations are influ-
enced by New York procedures this made subsequent innovations in
Geneva easier. Second, the ICT Task Force produced a number of
analytical papers in a volume edited by Don MacLean, including his
“Schrödinger’s Cats” piece, that was available by September 2004.
Called Internet Governance: A Grand Collaboration, it set the tone that
Internet governance was essentially a positive rather than a negative thing.
The documents were made available over the Internet and a subsequent
study showed that they had been extensively downloaded even among
those who were not present. Subsequently, the UN-ICT Task Force
sponsored the production of a series of analytical papers that sought to
define the issues to be dealt with in the negotiations process.

One of these papers, “Internet Governance: The State of Play,” was
prepared by the Internet Governance Project, an academic consortium
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run out of Syracuse University.17 It was an analysis of the extent to
which issues in different regimes overlapped and existing governance
arrangements might be coming into play with the Internet.

WGIG

The first PrepCom for the Tunis summit was held in Tunisia from 24–
26 June 2004. This provided an incentive for the United Nations to
appoint a secretariat for the WGIG. Absent any regular funding for the
secretariat and for the WGIG itself, it was dependent on voluntary
funding. Having invested in the Geneva summit, the government of
Switzerland provided funds for the secretariat and, since he had been
the lead negotiator in the process leading to the creation of WGIG,
Markus Kummer was named Excecutive Coordinator of the WGIG.
His office began work on 1 July 2004 and they scheduled the first
consultation on the organization of WGIG in September 2004.

Nitin Desai was named by the secretary-general to chair the WGIG
and it began to acquire a small staff. In fact, other than Markus Kummer,
the only other staff member was Chengetai Massango, a specialist in
information studies from Zambia who was completing a Ph.D. at
Syracuse University. Funding primarily came from the Swiss government,
but the secretariat also received funding from France, the Netherlands,
Norway and Japan, as well as the Numbers Resource Organization, the
Swiss Education and Research Network (SWITCH), ICANN and the
Foundation for MultiMedia Communications. It could be argued, there-
fore, that the funding of the secretariat was also multi-stakeholder.

Because precedents were being set, the secretariat decided to move
slowly to ensure that there was a consensus on the structure of the
working group. A consultation was organized in Geneva from 20–21
September 2004. Attended by over 165 governmental, 52 intergovern-
mental organizations, 19 business and 44 NGO participants (including
academics), it was organized around a series of panels that involved
many of the persons who had been involved in both ICANN and
WSIS. The three panels had a careful balance between government,
private sector and civil society. Government representatives came from
Egypt, Brazil, Tunisia, China and Japan. William Drake, Jovan Kurilja
of the Diplo Foundation in Geneva, and Milton Mueller provided an
academic perspective. Reflecting stakeholder views were Ayesha Hassan
of the International Chamber of Commerce, Karen Banks from the
Association for Progressive Communications, London, Olivier Nana
Nzépa for Africa Civil Society from Cameroon, and Dr. Hans Falk
Hoffmann from CERN, Geneva.
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A key panel focused on the structure and composition of WGIG.
There was a government representative from Brazil and from Japan.
An Internet Society (ISOC) representative was the third presenter and
the final one was Jeannette Hoffman, representing a formal civil society
Internet governance coalition. The coalition was similar to that orga-
nized before the Geneva WSIS summit. It operated by trying to obtain
a consensus of its many members. Hoffman had been (and would
continue to be) an important participant in the WGIG process and
beyond.

The final session of the consultation was an open debate. Following
the precedent that everyone could speak, there were 21 government
interventions, 9 from the private sector, 7 from international organiza-
tions and 10 from civil society. A major consideration was whether the
WGIG would take a broad or a narrow view of what is covered by
governance. The consensus was to take a wider view. Another issue was
the size of the WGIG. There was a need to balance the need for
representativeness against the practicalities of process in which when
there are more parties, negotiation is longer and more complex. In the
United Nations, states tend to negotiate through groups (such as the Group
of 77, the European Union, and a loose group including the non-European
developed countries called JUSCANZ18), but this would not be the
case for WGIG where all of the members were formally working in
their individual capacities.

At the end of the consultation, Desai concluded that19

There is a general feeling that the composition of the WGIG
should be balanced. Different views were held as to how this balance
could be achieved and it is clear that we are looking at a balance
across different dimensions. Among the considerations put forward
were regional representation, stakeholders, gender, developed and
developing countries, and differing schools of thought.

He went on to say that there was a widespread consensus that the
process should be open, transparent and inclusive; that WGIG was
expected to be different from classical expert groups; and that an
innovative approach would be needed to meet expectations. With
regard to the composition of the WGIG, he noted the different views,
but said that there seemed to be a consensus that it should have
between 30 and 40 members and that they should be working or expert
level persons. He concluded that “What we are looking for is a group
that is being accepted as being representative by governments and all
stakeholders.”
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The WGIG was constructed by the secretariat using very informal
means of consultation. The United Nations has become very adept at
creating expert bodies that are balanced. The extent to which they
succeeded in terms of the criteria set out by Desai is shown in Table
7.3. There was a good balance between stakeholder types, although the
largest group consisted of governments. There was a balance between
different regions, and developed and developing countries. They did
not do as well on gender. As to “differing schools of thought,” the mix
of participants, which in the civil society component included aca-
demics as well as activists, certainly included different approaches to
the issue. For example, both William Drake and Wolfgang Kleinwächter
were appointed, as was Alyesha Hassan of the International Chamber
of Commerce. Peng Hwa Ang, a professor from Singapore, had just
completed a study entitled Ordering Chaos: Regulating the Internet.20

All had been involved in WSIS from the beginning. There were parti-
cipants with experience in ICANN, like Alejandro Pisanty and Avri
Doria, and others who came out of the development area. A number
of participants were clearly suggested by governments, although they
would serve in their individual capacity. There were a number of
experts who were from the United States but none from the U.S. gov-
ernment, which preferred to maintain its distance.

Once the WGIG was named, it began a series of meetings intended to
lead it to a conclusive report. The first was held in Geneva from 23–25
November 2004. It had one day of open consultations and two days of
closed meetings. A large number of governments participated, mostly
through Geneva delegations, but relatively few civil society or private
sector entities were represented. The first meeting decided on an outline to
follow for the report and agreed on a procedure to receive input. A number

Table 7.3 Composition of the WGIG by type

Africa 7 18%
Asia and the Pacific 8 21%
Europe 12 31%
Latin America and the Caribbean 8 21%
North America 4 10%
Developed 16 41%
Developing 23 59%
Governments 17 44%
Non-governmental 11 28%
Private sector 11 28%
Female 4 10%
Male 35 90%
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of the participants, especially the academics, prepared papers for the session.
In that way, the WGIG was set up as a learning process. It also meant that
there would be a particularly important role for the academics in the group.

The model of an open consultation followed by a closed meeting
was followed for the rest of the process. Desai as chair would make
summaries that were used as means to move ahead. The consultations
began to be broadcast over the Internet itself, by streaming verbatim
text, which made the process increasingly transparent.

The WGIG was essentially asked to answer three questions: what is
Internet governance, what are the public policy issues included in
Internet governance and what should be done next. It went directly to
work on the first question. By the end of its second meeting, in
February 2005, there were two alternative definitions, called respec-
tively descriptive and prescriptive:21

First descriptive sentence: Internet governance means the collective rules,
procedures, and related programs intended to shape social actors’ expec-
tations, practices, and interactions concerning Internet infrastructure
and transactions and content.

Second prescriptive sentence: Internet governance should be multilateral,
transparent and democratic, with the full and balanced involvement of
governments, the private sector, civil society and international organi-
zations. It should encompass both technical and public policy aspects,
ensure an equitable distribution of resources, facilitate access for all, and
maintain the stable and secure functioning of the Internet, taking into
account multilingualism.

The descriptive definition had been proposed by Bill Drake and
reflected international regime theory. The prescriptive description was
drawn from the agreed text of the Geneva Plan of Action. At the same
time, the initial list of public policy issues was fairly long, but these
were summarized into four groups: equitable distribution of resources;
access for all; stable and secure functioning of the Internet; and multi-
lingualism and content, and other issues for consideration.22

The secretariat worked with the WGIG to set in motion an extensive
process of public consultation. For the session from 18–20 April 2005,
WGIG members prepared a series of 12 papers covering the issues in
the four clusters that had been determined in February. These were
intended to be factual assessments of the issues involved in each of the
clusters. Written comments and proposals were solicited from interested
stakeholders. Thirty-four different written comments were received, four
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from governments and six from international organizations. Eight
contributions came from private sector organizations—including domain
name registrars, the International Chamber of Commerce and trade
associations representing publishers and the motion picture industry.
Nine NGO submissions were received, including three from different
groups within the WSIS civil society working groups, and there were
seven individual contributions. There was again an open consultation
where WGIG members interacted with others, and major statements
were made by the government of Japan, the presidency of the
European Union, the Internet Society of China and the Internet
Governance Task Force of Japan.

The first stage of contributions suggested some of the difficulties that
would be faced. One of these had to do with intellectual property, where
the private sector representatives did not want the issue to be considered
as part of Internet governance but instead remain with WIPO and the
WTO, while NGOs wanted the issue included because of its connection
with broader concepts of openness and access.

During its deliberations, the WGIG began to consider the follow-up
to WSIS. It developed a questionnaire for interested parties in which it
suggested four possible functions for the follow-up mechanisms. These
included a forum function to provide a space for different stakeholders
to examine aspects of Internet governance for which there was no
existing institution, an oversight function—particularly for critical
Internet resources, a coordination function at the managerial level, and
a function mutually adjusting national and global arrangements.

WGIG members filled in the questionnaire and a summary of their
replies was presented on 1 June 2005.23 It pointed out that there was an
emerging consensus on the need for a forum function but not on the
type of institution to provide the forum. There was no consensus on
the other functions, especially that of oversight. The questionnaire
received 11 responses from others, including five from governments or
groups of governments (the African group). Almost all were suppor-
tive of the forum idea, while there was no consensus on the other
functions.

The process of receiving comments and consulting by Internet
means continued until the final meeting of WGIG from 14–17 June
2005. As in previous meetings, an open consultation was held on 14
June, where a large number of interventions were made by key gov-
ernments (Brazil, China, India, Pakistan—on behalf of the Group of
77, Nicaragua—on behalf of the Latin American and Caribbean States,
Saudi Arabia, Syria), ICANN (including its CEO, Paul Twomey), the
IETF, the W3C, a number of non-governmental organizations and
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individuals. There was a general consensus, again, about the value of a
forum, but no clear consensus on how it should be organized nor on its
status. Brazil, for example, would have liked to have it established through
an international convention, while others wanted it less formal. Some
states again wanted to create oversight over ICANN, while ICANN
resisted this. There was a clear consensus that a forum should be multi-
stakeholder in composition.

The WGIG then went into a two-day retreat. As part of its operating
mode, it used what is called the Chatham House Rule, drawn from the
practice of the Royal Institute of International Affairs whose head-
quarters is Chatham House in London. The purpose of the rule is to
allow people to speak as individuals, and to express views that may not
be those of their organizations, and therefore it encourages free dis-
cussion. People usually feel more relaxed if they don’t have to worry
about their reputation or the implications if they are publicly quoted.
The rule reads “When a meeting, or part thereof, is held under the
Chatham House Rule, participants are free to use the information
received, but neither the identity nor the affiliation of the speaker(s),
nor that of any other participant, may be revealed.”24

The importance of the Chatham House Rule for a multi-stakeholder
group rests with the fact that government representatives, particularly,
could participate actively and could, if necessary, accept agreements
that would be difficult in a public event. The same is true of most
informal negotiations in the United Nations, but these do not involve
non-state participants.

Nitin Desai described the process in a remarkable book on WGIG
prepared by its members:25

Well before the group met in Chateau de Bossey in June 2005, it
had developed a camaraderie and team spirit. People knew one
another and what they could expect in an argument. There was a
real sense of ownership, and a commitment to get an agreed report
despite the differences that remained. The atmosphere in the
Chateau helped in promoting a certain bonhomie. The group
members, thrown together not just for the meetings but also for all
meals and convivial evenings in the fine garden, became friends
who had differences on substantive matters but who were prepared
to find a way through out of a sense of responsibility and friend-
ship. The discussions at the Chateau were intense and tempers
occasionally frayed. My job as the chair was to keep the process
moving, cajole people toward compromise, lighten the mood when
the going got rough, and once in a while simulate anger! But the
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Group members rose to the task and practically everyone pitched
in contributing some text to the final product.

The resulting report reflected a consensus that was largely consistent
with what had been evolving in the consultation process. There was
agreement on the definition of Internet governance noted in Chapter 1.
There was agreement on a list of public policy issues that was inclusive.
In terms of institutional arrangements, however, there was less agree-
ment. The forum idea was endorsed, based on the open consultation
process experience of the WGIG, supported by a very lightweight
structure and guided by a multi-stakeholder coordinating process, to be
defined. It should avoid duplication with existing institutions and make
use of research and work carried out by others.26

With regard to the oversight function, where the target was
obviously ICANN, there was no consensus and WGIG produced four
alternatives, ranging from an intergovernmental institution—favored
by governments like Brazil, to nothing—favored by ICANN. The
WGIG did agree, as principles, that any organizational form for the
governance function/oversight function should adhere to the principles
that no single government should have a pre-eminent role in relation to
international Internet governance; and that it should be multilateral,
transparent and democratic, with the full involvement of governments,
the private sector, civil society and international organizations, partici-
pating according to their roles. The last two notions were drawn from
the WSIS Declaration of Principles and were therefore “agreed text,”
but the first one, in effect rejecting U.S. hegemony in the management
of core resources, was new.

Final PrepComs

The three PrepComs, as well as the WGIG consultations, had been
well attended. As Figure 7.1 shows, there was a growth in attendance
over the period, both of governments and, especially, of civil society
entities. By the final preparatory committee meeting, the largest group
present was from civil society.

The WGIG report became the basis of the final negotiations for the
Tunis summit. A large number of governments, private sector entities
and non-governmental organizations commented on the report. The
major issues were the oversight mechanisms and the forum structure.
The secretariat prepared a section-by-section compilation of the com-
ments.27 The comments came from 13 governments (including a con-
tribution from the 25 EU states plus two acceding member states, and
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from Ghana for the Africa region), 10 business entities, 3 international
organizations, 16 civil society and non-governmental organizations, and
8 miscellaneous contributions, including members of the WGIG.

The comments suggested considerable consensus about most of the
report, including the forum idea. There was, however, still no con-
sensus on oversight. With regard to the forum idea, there were unan-
swered questions regarding the authority of the forum, although it was
clear that there would be a consensus that it should be open, with a
small secretariat, and multi-stakeholder in composition, as the WGIG
had recommended. There was less clarity about what it would do. As
the comment from the Internet Governance Project (based at Syracuse
University) put it:

The consensus notion of a multi-stakeholder forum suggests that
further discussion, debate and negotiation should take place. This
can build on the growing body of analysis that informed the
WGIG work, but clearly must be given a greater sense of direction.
The forum, therefore, has to be seen as a preparatory element for
something else.

The “something else” was left to the forum itself to define, as will be
seen in Chapter 8.

The United States, which had kept some distance from the WGIG,
continued to protect the ICANN model and resist intergovernmental
oversight of the critical Internet resources.

The Preparatory Committee that met from 19–30 September 2005 in
Geneva was not able to resolve the governance issues and as a result

Figure 7.1 Participation by different entities in the Tunis summit Preparatory
Committee meetings.
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the Preparatory Committee had to resume its meeting in Tunis from
13–15 November 2005, just before the start of the summit itself. At the
end of the September session, the chair of the subcommittee concerned
with the governance text prepared a “chairman’s food for thought
paper” to try to work around the conflicts. At this point in any nego-
tiation the main parties are governments rather than non-state actors,
although at the end of the September session a number of non-state
actors provided proposals. The chair’s proposals included the idea of
“an Inter-Governmental Council for global public policy and oversight
of Internet governance.” The suggested council, if it were established,
“should be based on the principles of transparency and democracy
with the involvement, in an advisory capacity, of the private sector,
civil society and the relevant inter-governmental and international
organisations.”28 This idea had little chance of success because the
private sector and civil society would have difficulties accepting only an
advisory role and many governments would have difficulty with the
advisory role, period. The paper also proposed, for the first time, that
the secretary-general be requested to “examine the establishment of a
new space for policy dialogue—Internet Governance Forum (IGF)—
initially for a period of five years.”

The idea of an Inter-Governmental Council died almost instantly
given the opposition of the United States. As part of a compromise, the
idea of the Internet Governance Forum (IGF) grew and became more
specific. The final text formally requested the secretary-general to con-
vene the IGF in 2006 and set out some specific tasks and constraints.

The agreed text of the Tunis Agenda for the Information Society
mandated the Forum to:29

(a) Discuss public policy issues related to key elements of Internet gov-
ernance in order to foster the sustainability, robustness, security,
stability, and development of the Internet;

(b) Facilitate discourse between bodies dealing with different cross-
cutting international public policies regarding the Internet and
discuss issues that do not fall within the scope of any existing body;

(c) Interface with appropriate intergovernmental organizations and other
institutions on matters under their purview;

(d) Facilitate the exchange of information and best practices, and in
this regard make full use of the expertise of the academic, scientific,
and technical communities;

(e) Advise all stakeholders in proposing ways and means to accelerate
the availability and affordability of the Internet in the developing
world;
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(f) Strengthen and enhance the engagement of stakeholders in existing
and/or future Internet governance mechanisms, particularly those
from developing countries;

(g) Identify emerging issues, bring them to the attention of the rele-
vant bodies and the general public, and, where appropriate, make
recommendations;

(h) Contribute to capacity building for Internet governance in developing
countries, drawing fully on local sources of knowledge and expertise;

(i) Promote and assess, on an ongoing basis, the embodiment of WSIS
principles in Internet governance processes;

(j) Discuss, inter alia, issues relating to critical Internet resources;
(k) Help to find solutions to the issues arising from the use and misuse

of the Internet, of particular concern to everyday users;
(l) Publish its proceedings.

It went on to specify that the Internet Governance Forum, “in its working
and function, will be multilateral, multi-stakeholder, democratic and
transparent.” The proposed IGF could follow the model of the WGIG
and build on existing structure, have a lightweight and decentralized
structure, and meet periodically.

The agreement was to have the IGF meet for five years and then
review it. The method of setting up the forum was left to the secretary-
general. No statement of program budget implications was issued, again
implying that financing of the forum would have to come from voluntary
sources.

The net result of the Tunis summit was to provide for an innovative,
if risky, effort of building a multi-stakeholder approach into public policy
and governance at the international level, an experiment that could have
much broader implications if successful.
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8 The IGF experiment begins

The Tunis summit left much of Internet governance open for discus-
sion. The list of problems left unresolved was fairly long. Instead, it
launched an audacious experiment in multi-stakeholder governance at
the international level for which there is little precedent. The Internet
Governance Forum was, in many ways, a compromise between those
who wanted a vigorous, authoritative and intergovernmental institution
to oversee the Internet and those who wanted no oversight at all. The
compromise was based on the premise that if policy questions were
discussed in an open, multi-stakeholder space, they could lead to a kind
of order that only a partnership between governments, the private sector
and civil society could achieve. From 2006 until the end of 2007, the
experiment has begun to unfold. Two forums have been held, in Athens
in November 2006 and in Rio de Janeiro in 2007. They have been
considered successful, but, as Jeanette Hoffman, one of those involved
in advising on IGF management, put it in a private conversation, it is
still fragile.

If successful, it can provide a model for similar substantive areas. If
unsuccessful, it can set back the idea that governance can go beyond
the nation-state. To make an appraisal, we should start by looking at
the processes that have been followed in the first two years of the
experiment.

Setting up the IGF

As noted, the IGF was almost the last thing agreed at Tunis. It was to be
based on a model where the United Nations secretary-general acted as
convener and patron. The model had been used for both the WSIS and
for the Information and Communication Technology for Development
Task Force. While it is not totally unprecedented in terms of the scope of
its terms of reference, the IGF’s approach is probably without precedent.



Having the secretary-general convene the forum is a device that
allows equal status to all stakeholders, rather than establishing a hier-
archy in which governments are paramount. For this to happen, gov-
ernments had to accept some rather ambiguous terms of reference.

The secretariat

The Tunis agenda specified that the forum’s structure should be light-
weight and decentralized. Since no statement of program budget
implications was given at Tunis, the assumption was that the structure
would not be funded from the regular assessed budget of the organi-
zation. Instead, it would have to be funded, like the WGIG, on the
basis of extra-budgetary contributions. In the end, the simplest way to
do that was to convert the WGIG secretariat into the IGF secretariat
with the same staff.

Markus Kummer was named executive coordinator, with Chengatai
Masango as a full-time staff member on a consultant contract. The
remaining staff for most of the period were interns. Nitin Desai was
named chair of the forum. As a retired UN official, his cost was mini-
mal. By United Nations standards, this was a very light secretariat.

Funds for the secretariat were provided, again, by the Swiss govern-
ment, together with the governments of Norway, the Netherlands and
the United Kingdom. Showing that the multi-stakeholder approach
carried over to funding, resources were also received from ICANN, a
number of regional and national Internet registries, Siemens, and the
Verizon Foundation. The funding base, however, is not secure.

The consultations

At the Tunis summit, Greece had offered to host the first forum, so the
venue was known in advance. However, there were few precedents for
organizing the forum and as a first step, as had been customary, the
United Nations organized a two-day consultation in February 2006 in
Geneva. It was well attended, with 44 governments, mostly from Geneva
missions, 10 intergovernmental organizations and 109 non-state orga-
nizations. The non-state participants were divided between private
sector entities including the International Chamber of Commerce,
Cisco Systems, ICANN, and domain name registries. They included
NGOs like the Association for Progressive Communications, and the
Conference of NGOs (CONGO). There were representatives of tech-
nical bodies like the Internet Society and the W3C Consortium, and
there were academics like the Syracuse University based Internet
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Governance Project and Wolfgang Kleinwächter of the University of
Aarhus. Several of the participants had been members of the WGIG,
while others had been active in the WSIS process generally.

The discussions focused on three basic questions: what issues would
be discussed at Athens, how would they be discussed and who would
decide this. The matter of issues revolved around whether all issues
raised in the WGIG report could be considered by the forum, or whe-
ther there were going to be limitations. One element in the discussions
was whether issues that presumably were dealt with in existing institu-
tions, like intellectual property (by WIPO and WTO) should be taken
up. Another was whether management of the root servers was an issue
to be discussed.

Since there was no real precedent for the forum, the issue of how to
discuss issues was a matter of some concern. The standard UN method
would be to have all substantive discussions in plenary meetings with
interpretation into all of the official languages. At UN conferences, the
possibility existed for outside events that could take up other issues. In
fact, at many UN conferences the outside events were predictors of the
issues that might be taken up at conference follow-ups. The problem
for the forum was that plenaries are costly, because of the need for
interpretation and, based on sequences of speakers, can be deadly
boring. In some bodies, panel discussions had been added to try to
relieve the deadliness of the proceedings. Most of the speakers pushed
for an open approach to structuring the forum, not excluding any
issues. Some governments were keen to keep a plenary discussion.

Finally, on the decision-making, some governments pushed for a
group that would make procedural decisions. Their model was the tra-
ditional bureau structure, where government representatives, regionally
balanced, would agree on matters. At WSIS there had been three bureaus,
one for governments, another for the private sector, and a third for non-
governmental organizations. In practice the government bureau domi-
nated and the other groups did not like the bureau idea. The notion
that the management group could be constructed like the WGIG,
which had demonstrably worked well, had considerable support.

At the end of the session, in what was to become a common practice,
Nitin Desai, as chair, sought to pluck consensus from the air. Having
been the secretary-general’s representative at a large number of inter-
national conferences, Desai was remarkably good at sensing the kind
of language that all participants would accept. Included in this was
insisting that the summary did not represent an agreement, but rather
ideas that had found some favor if one looked at the discussions. This
process was helped by the fact that, in order to make the proceedings
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available over the Internet in real time, the entire discussions, as had
been done for WGIG, were transcribed. The transcriptions have been
maintained on the IGF web site.

On the issues to discuss, Desai concluded that they would be con-
strained by the number of days and available facilities in Athens and
three themes would probably be all that would fit.1

In terms of how the forum would be organized, he again used an
argument based on time and space. He suggested a plenary space
“which would allow the entire—all of the people attending, or a sub-
stantial portion of those attending, to participate in this—the major
thematic discussions over these days.” In addition, he proposed “space
for smaller meetings, panel discussions, roundtables, working groups.”
These would be linked to the themes but would be organized by dif-
ferent constituencies. Finally, he proposed a “learning space” where
presentations could be made of best practices and innovations.

He did not sense a consensus about how to construct what he called
the “management group,” although he said that it was clear that it
should be multi-stakeholder. With that in mind he left the matter open.

At the end of the session, the Brazilian delegate took the floor and
offered to hold the 2007 session of the forum in Brazil. After the con-
sultations, the secretariat prepared a paper summarizing the themes
that had been suggested. The secretariat’s role in these kinds of nego-
tiations is to structure proposals received in such a way that they can
be agreed, without at the same time implying that it endorses them.
The list of issues was fairly long and far-ranging and included spam,
multilingualism, cybercrime, cybersecurity, privacy and data protec-
tion, freedom of expression and human rights, international connection
costs, finance and e-commerce. In short most of the issues that were
still contentious.2 The issues not included were also interesting: critical
Internet resources and intellectual property.

Although at the end of the session Desai had indicated that a new
consultation would not be possible, in fact the secretariat organized
another one in May 2006. Following the practice of the WGIG, the
consultation was organized just before a meeting of what was called
the Multistakeholder Advisory Group, the management group that
Desai had mentioned in February. Based on further consultations, with
governments and the various caucuses, the secretariat had proposed—
and the secretary-general’s office had confirmed—a list of names.

The May consultation continued the discussion of issues. Brazil, for
example, reiterated the need to discuss critical Internet resources. The
need for multi-stakeholder approaches was emphasized. The Indian
delegate announced his country’s offer to host the 2008 forum in Delhi.
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The MAG

The 47-member Multistakeholder Advisory Group (MAG) became the
management group that Desai had mentioned in February. It was truly
multi-stakeholder in composition. Table 8.1 shows the distribution of
the 46 members (Desai, as chair, was the 47th member). Almost half of
the members were from governments. A third of the members were from
the private sector. NGOs and members of the technical constituencies
(ISOC, IETF, and W3C) made up a quarter. About two-fifths of the
members were from Western Europe, North America, and Australia
and New Zealand (the Western European and Other group). If the
members from Eastern Europe are added, exactly half of the members
were from developed countries.

The members included familiar names like Ayesha Hassan of the
International Chamber of Commerce, Adam Peake, Jeanette Hoffman,
and Robin Gross from the civil society caucus. Thirteen percent of the
members (six) had been on the ICANN staff or board. Only 13 percent
were women, none of these from the government members.

The MAG met twice before Athens in 2006. The first time, in May,
it agreed on the broad structure of the agenda, and in a second meet-
ing, in September, it agreed on the panelists and the specific working
groups. The structure of the Athens meeting, which carried over to the
Rio meeting, was fairly nuanced.

There would be plenary discussions of broad issue clusters. These were
defined as openness, security, diversity and access. They were considered
to be cross-cutting. In addition, there would be workshops organized by
different groups that would focus on specific issues. There would be no

Table 8.1 Composition of the Multistakeholder Advisory Group (MAG) by
constituency and region, May 2006

Constituency/region Africa Asia
and
the
Pacific

Eastern
Europe

Latin
America
and the
Caribbean

Western
Europe
and
other

Grand
total

N

Government 38% 50% 100% 60% 28% 46% 21
Non-governmental
organizations

25% 20% 0% 0% 17% 15% 7

Private sector 25% 30% 0% 20% 44% 30% 14
Technical 13% 0% 0% 20% 11% 9% 4
Grand total 17% 22% 11% 11% 39% 100% 46
N 8 10 5 5 18 46
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formal outcome of the forum, although a summary of the discussions
would be prepared by the secretariat. Space would be provided for the
workshop organizers to report to the plenary. As one outcome, the
MAG decided that a concept of “dynamic coalitions” could emerge,
defined as a group of institutions or people who agree to pursue an
initiative started at the inaugural IGF meeting. Workshop organizers
were encouraged to have multi-stakeholder panels, to provide for diversity.

IGF I: Athens 2006

For anyone used to United Nations conferences, the IGF in Athens
was unusual from the beginning. The government of Greece took full
responsibility for organizing it, including most of the costs. Rather
than place it at a usual conference center, the IGF took place at a hotel
in the southern part of Athens. The forum developed in ballrooms and
conference rooms. Because it was a UN conference, UN security was
in charge. But there were no halls with government nameplates and
participants from different groups mingled.

More than 1,200 persons were registered for the forum, including 90
government delegations. The official breakdown in participants by
constituency is shown in Figure 8.1, where the breadth of participation
is evident. In terms of geographical distribution, over half of the par-
ticipants were from Europe, but two-fifths of these were from Greece,
which usually happens since it is easier for residents of the host country
to attend a conference, especially one that has open admission. A third

Figure 8.1 IGFAthens meeting participation by stakeholder group.
Source: www.intergovforum.org/Athens_stats_stakeholder.php
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of the participants were from developing regions and 12 percent from
North America.

The forum’s basic structure is shown in Table 8.2. The forum was
organized around plenary sessions and workshops. There were plenary
sessions on security, openness, diversity and access, as well as an intro-
ductory session called “setting the scene” and two concluding sessions,
one called “the way forward” and another called “emerging issues.”
The plenary sessions had a common, and somewhat unusual, format.
For each session there was a panel of up to 10 experts, drawn from all
of the stakeholder groups. Rather than the usual format at the UN of
having each panelist make a presentation, the sessions were moderated
by media professionals who used the format of a television program in
which the moderator tries to maintain a flow of discussion by calling
on different panelists, allowing them to cross-comment, and inviting
the audience to join in the debate.

The first session, called “Setting the Scene,” illustrates the process.
The panelists, from all stakeholder groups and most regions, included
representatives from civil society (like Karen Banks from the Association
for Progressive Communications), from eight governments (including the
United States, France and China), and from the private sector (including
Paul Twomey from ICANN). The panel was moderated by Ken
Cukier, a reporter for the Economist who had specialized in the Internet
while a fellow at Harvard University’s Berkman Center. Subsequent
panels had a similar pattern of participants and were moderated by
professionals from the BBC, the Japan Broadcasting Corporation and
France 24.

The panels were all webcast and there were real-time transcripts of all
of the sessions. In practice, the discussions were lively and well atten-
ded. In the plenary session on openness, panelists from Cisco Systems
and Google were questioned from the floor about whether their corporate

Table 8.2 Structure of the Athens Forum, 2006

October 30 October 31 November 1 November 2

Opening ceremony Openness session Summing up Summing up

Setting the scene Security session Diversity session The way forward
...

Access session Emerging issues
session

Closing ceremony
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policies were helping China suppress content. Other discussants raised
the issues of attempts to censor YouTube and MySpace.

Much of the work of the forum took place in the 36 working groups
that were organized by different stakeholders. They covered a variety of
themes. In practice, any stakeholder that wanted to organize a working
group was allowed to do so, after having been vetted for legitimacy.
Built into the process was the possibility of reporting back to the
plenary, which many of the workshops did. An example is the report
by Jeanette Hoffman of the Internet Governance Project on a work-
shop on content filtering and freedom of expression that concluded
“that the universal declaration of human rights still provides the best
framework possible to both enable and protect freedom of speech on
the Internet, not least because it is very clear and specific about
acceptable restrictions on freedom of speech.” She noted that the
workshop had not been able to conclude whether self-regulation by
industry was sufficient or whether government action was required.3

One of the expected outcomes of the forum was the formation of
“dynamic coalitions,” groups of stakeholders that would work on specific
issues identified in the Athens forum that could be carried forward to
subsequent forums. A number emerged, including dynamic coalitions
on privacy, an Internet Bill of Rights and gender. One had to do with a
framework convention, and this is an example of how the process is
working.

One problem with Internet governance as a concept, as has been noted
throughout this study, is that there is no natural institutional home for
all of the issues that are involved. Moreover, the process of agreeing on
institutional arrangements was assumed from the beginning to be long
and complex. Given that in most international agreements, the most
complex negotiations have to do with institutional nuts and bolts rather
than broader issues of principles and norms, I had suggested in 1998 that
consideration be given to elaborating a framework convention similar
to that which had started the global process of dealing with climate
change.4 After the Internet governance issue had emerged again after
the Geneva phase of WSIS, I had written another article arguing for a
Framework Convention on Internet Governance, that was distributed
by the Internet Governance Project and had been widely read.5

A group of stakeholders organized a workshop at the forum under
the title “Exploring a Framework Convention on the Internet.” The
sponsors were mostly NGOs from developing countries and included
IT for Change, Bangalore; Hivos, Netherlands; Panos Institute, West
Africa—CIPACO Project; Third World Institute (ITeM), Uruguay; and
the Foundation for Media Alternatives, Philippines. The panel had
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government, private sector, NGO and academic members and included
Parminder Jeet Singh (IT for Change); John Mathiason (Internet
Governance Project, Syracuse University); William Drake (Graduate
Institute of International Studies in Geneva); Pankaj Agrawala (Joint
Secretary, Ministry of IT, India); Erick Iriarte Ahon (Alfa-Redi); and
Bertrand de la Chappelle (the French government’s Special Envoy for
the Information Society).

The panelists did not reach a consensus on the idea. Some favored a
convention, while others, especially William Drake, argued that “that a
Convention is only suitable for inter-governmental arrangements and
that as internet governance was committed to a multi-stakeholder
process we will need to think beyond the existing international law
instruments.” He suggested that it was futile to think in terms of a
single body of general principles that could respond to the hetero-
geneous and distributed character of the Internet and expressed a
concern that such a statement of general principles could freeze the
technological development of the Internet, and further Internet law
and policy may end up not being responsive to the local contexts and
concerns which drive its adoption and acceptability.6 This was an
argument often advanced by civil society activists against any regulation
of the Internet.

With the lack of agreement on the panel about a convention, a con-
sensus was reached to create a dynamic coalition. This was reported to
the plenary in the session on “The Way Forward” and announced, as
did other dynamic coalitions, that they would work on their issues
before the Rio forum.

At the end of the forum, there were two sessions intended to provide
a form of closure. The first was “The Way Forward” that was intended
to summarize what had been discussed and guide the next forum.
Much of this was devoted to a summary presented by Markus
Kummer on behalf of the secretariat, based on the reports of the
working groups as well as notes taken during the plenary sessions. The
report did not draw conclusions as such, was intended more as a
record, and was published on the Internet Governance Forum web site,
where most of the IGF material was posted.7

The consensus of the speakers in the final sessions was that the
forum had been successful in the sense that there was open discussion
and exchange of views across stakeholder lines. Summarizing this at
the closing session, Nitin Desai stated:

And the message that we are sending out is that this—the one
thing this agora [the Greek forum for public discussion] wants is
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an Internet for all, the poor, the disabled, women, people in remote
areas, people who do not use English as a language, people who
are not familiar with the Latin script, and that if the Internet is to
realize its full potential, it must be an Internet which truly is
accessible, usable, and safe for all. This, I think, is the basic mes-
sage that we have got from this forum.

Prior to the forum, Egypt had offered to host the 2009 forum and at
the closing session, both Lithuania and Azerbaijan offered to host the
2010 session (which would belong, according to UN geographical
rotation, to the Eastern European group).

On to Rio

While there was a certain amount of euphoria about the results of the
Athens Forum, there were concerns that this was merely a reflection of
the newness and innovation of the forum function. It was not certain
that there were clear directions about where the forum was going. The
Internet Governance Project, for example, issued another of its concept
papers arguing that a results-based management approach should be
applied to planning successive forums so that there was a clear view
about what the forum should accomplish. The IGP paper suggested
that by 2010 there should be some clear results in that the discussions
should narrow the issues to those that would require action by states
and/or other stakeholders in the appropriate formal decision-making
forums, that the interrelationships among different Internet governance
issues would have been explored along with new issues connected with
the old ones that might emerge because of technological changes.8

The IGF secretariat issued a call for comments and suggestions from
anyone who would be interested in taking stock of the Athens forum.
With different analyses having been made of the Athens forum, the IGF
secretariat convened a stock-taking session in Geneva on 13 February
2007. In advance, it prepared a paper synthesizing the comments received.
Most of the comments dealt with details of organization. The stocktaking
was preceded by a closed meeting of the Multistakeholder Advisory
Group (MAG) and was well attended, although it was heavily composed
of Europe-based organizations. The main concerns expressed were the
composition of the MAG (by governments who still wanted a formal
bureau structure), the need for some outcome document of each forum,
as well as a sense of direction and the need to use the Internet itself to
reach out to more stakeholders. Nitin Desai summarized the discussions,
but the implication was that little would change for the Rio forum.
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Critical Internet resources

The IGF secretariat took advantage of a series of meetings concerning
WSIS follow-up in Geneva in May 2007 to organize another con-
sultation in advance of Rio. The one-day meeting had one major
highlight. The issue of critical Internet resources, revolving around
ICANN, had been the genesis of the Internet governance debate in the
first place. At the May consultations, led by the Latin America and
Caribbean Group of States (GRULAC) at the UN but supported by
civil society representatives and other governments, especially from
developing countries, the great preponderance of comments called for
including critical Internet resources as one of the main themes. The
process by which this took place illustrates how the Internet governance
approach works.

The subject had not been included in the list of those proposed by
the MAG, in part because the ICANN-related members had been
reluctant to accept it. The original proposal had been to have the same
four themes as at Athens: Openness, Access, Diversity, and Security.
There had also been a concern, expressed in February, that develop-
ment aspects of Internet governance had been slighted in the forum.

Addressing this, the delegate from El Salvador speaking on behalf of
GRULAC built the case for dealing with critical Internet resources
around their link with the other themes, starting with the matter of capa-
city development in developing countries, a subject that was completely
non-controversial:9

With regard to contributing to capacity building for Internet gov-
ernance in developing countries, taking advantage, as much as
possible, of local knowledge and competencies and discussing
issues relating to critical Internet resources, among other things.
The forum did not touch on this issue in Athens and it is not
considered in the drafts for the Rio meeting. As we said before, as
far as GRULAC is concerned, topics related to critical Internet
resources and the internalization of Internet governance principles
are as important as access, openness, security, and diversity, and
must be treated equally, although the reasons for their level of
importance are different. The ideal case would be to have a fifth
issue referring to Internet governance of critical resources and the
attendant principles.

The GRULAC proposal was supported in statements by China, Brazil,
Iran, Saudi Arabia, Chile, and the Russian Federation. It was also

136 The IGF experiment begins



supported in a statement by the civil society Internet caucus, who had
met beforehand to agree on a common statement, as well as by the
Association for Progressive Communications and the Third World
Network. Then a representative of Canada spoke in favor by suggesting
that there was an emerging consensus to include the issue.

Subequently, the MAG decided to include this issue as a main
theme. Thus this central issue was finally given its place in the forum.

Dynamic coalitions

The concept of dynamic coalitions that had emerged at Athens was
somewhat vague. There was an implication that the coalitions would
work between forums to strengthen their approaches. Some 11
dynamic coalitions had been formed dealing with spam, privacy, open
standards, access and connectivity for rural and remote communities, a
possible Internet Bill of Rights, linguistic diversity, general access,
gender, access to knowledge, freedom of expression and, as noted ear-
lier, a framework of principles. In the main they were organized by civil
society, but in some cases governments have joined. They reflected
some of the fissures in terms of issues in that dealing with spam would
have implications for privacy and freedom of expression. Most were
relatively passive during the transition to Rio, but at least one under-
took a significant activity. This was the Dynamic Coalition on the
Internet Bill of Rights.

The coalition defined itself in these terms: “the effort aims at
understanding how traditional human rights can be adapted and
expanded in the new online environment, and how they could be for-
malized in one or more documents that could act as a reference and be
adopted as a code of conduct on an opt-in basis.”10 Its original mem-
bers were a mixture of governments and civil society organizations
including the Ministry of Culture of Brazil, the Ministry of Reform
and Innovation in the Public Administration of Italy, the Centre for
Technology and Society of the Getulio Vargas Foundation School of
Law in Brazil, IP Justice, the Internet Society of Italy, the Free
Software Foundation of Europe, the Committee for a Democratic
United Nations, the Institute of International Law of the University of
Graz in Austria, and the Net Dialogue Project of Harvard and
Stanford Universities in the United States.

As part of the preparations for Rio, the government of Italy orga-
nized a “Dialogue Forum on Internet Rights—Italy 2007” that
brought together NGOs, academics and some governments to discuss
the extent to which such a bill of rights might be formed. The report of
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the dialogue concluded that “The issue of a better recognition and
enforcement over the Internet of human rights, both existing and
innovative, should be recognized as a founding and cross-cutting theme
for the IGF, becoming one of its main themes for the future.” It sug-
gested the establishment of a process and framework to address this
issue as an objective of the initial IGF five-year term.11

In addition to dynamic coalitions, other usual participants also ran
their own meetings that were at least in part preparatory to Rio. For
example, the Syracuse University School of Information Studies, the
George Mason University Law School’s Critical Infrastructure
Protection Program, and the Swiss Federal Institute of Technology at
Lausanne jointly organized a symposium on “Internet Governance and
Security: Exploring Global and National Solutions,” in Washington,
D.C., in May 2007 that focused on the tensions and complementarities
between global and national policy-making for issues related to the
security and privacy of commerce and communication on the Internet.

A number of academics prepared papers that could help shape the
Rio discussions. Milton Mueller, for example, issued an IGP paper
entitled “Net Neutrality as Global Principle for Internet Governance”
in early November 2007.12 A group of academics interested in Internet
governance had organized themselves at Athens as the Global Internet
Governance Academic Network (GIGANET) and planned to hold
another session at Rio at which research papers would be presented by
scholars and discussed.

All of these events moved toward Rio. The MAG had one addi-
tional consultation, in early September 2007, to finalize the program
for the forum. In addition to confirming the main themes, a “reporting
back” segment was added to allow workshops to report in plenary.
Session times were shortened to allow more meetings. The Brazilian
hosts, having seen the space problems in Athens, made more provision
for meeting rooms which allowed for more working groups. The forum
was also extended to four days, and many organizations, including
GIGANET, decided to meet the day before the forum formally
opened.

IGF II: Rio

The 2007 Internet Governance Forum took place in Rio de Janeiro,
Brazil, from 12–15 November 2007. It was a day longer than the
Athens forum and was held at the Windsor Barra Hotel in the Barra
district. The structure of the forum is shown in Table 8.3. The hotel
had ample provision for working groups, as well as for the plenary. Of
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the 84 events outside the plenary, there were 36 workshops, 23 best
practices forums, 11 dynamic coalitions meetings, 8 open forums, and 6
events covering others issues. Of these, 11 were devoted to the issue of
openness and freedom of expression, 12 on development and capacity-
building, 9 on access, 10 on critical Internet resources, 6 on diversity,
17 on other issues, and 19 were devoted to the issue of security. Of the
security sessions, nine spotlighted the issue of the protection of children
and of child pornography on the Internet. The open forums focused on
specific institutions including ICANN, ITU, UNESCO, the Internet
Society and the Council of Europe. The Internet Society brought
members from at least seven of its national societies.

When the meeting opened, about 1,700 participants were registered,
some 500 more than at Athens. These included delegations from 90
countries. From the private sector there were participants from Alcatel-
Lucent, Cisco Systems, France Telecom, Google, IBM, Intel,
Microsoft, Nokia Siemens, Sun Microsystems, Verizon, and Yahoo.
The International Chamber of Commerce delegation had nine mem-
bers, ICANN’s delegation included 19 people, and the Internet Society
had 19 participants, including 10 from the Internet Society of China.
The Association for Progressive Communications had a delegation of
14. Academics were well represented, including 52 faculty from differ-
ent universities including Syracuse University, the Geneva Graduate
Institute for International Studies, the University of Singapore, Aarhus
University, Oxford University, Harvard University, the American
University of Cairo and the Federal University of Santa Maria in
Brazil, among others.

As in Athens, the main showcase was the plenary sessions that were
translated into all official UN languages (as well as Portuguese) and
were both webcast and provided with real-time transcription. In

Table 8.3 Structure of the Rio de Janeiro Forum, 2007

November 12 November 13 November 14 November 15

Opening ceremony Reporting back
session

Reporting back
session

Reporting back
session

Opening session Access session Openness session Taking stock and
the way forward

Critical Internet
resources session

Afternoon
reporting back
session

Security session Emerging issues

Diversity session Closing ceremony
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addition to the plenary sessions on openness, security, diversity and
access, there was a session on critical Internet resources, and the two
wrap-up sessions. The Rio program was also different from the structure
in Athens in that a more concerted effort was made to allow work-
shops to report on their results. The purpose of doing so was to ensure
that the main results were recorded as part of the official proceedings.

The opening session was designed to emphasize the multi-stakeholder
nature of the forum. The speakers included the Brazilian minister of
science and technology, the director-general of the ITU, the president
of the Association for Progressive Communication (on behalf of civil
society), the secretary-general of the International Chamber of Commerce,
the president of the Internet Society, the minister of science and tech-
nology and higher education of Portugal (where Portugal had the
revolving presidency of the European Union), the CEO of ICANN, the
chairman of Fujitsu (the electronics corporation who was also chair of
a trade association called the Global Information Infrastructure
Commission), the minister of communications of South Africa, the
executive secretary of the African Academy of Languages, the under
secretary of communication of Italy, the vice minister for policy coor-
dination of Japan’s Ministry of Communications, the IETF liaison to
the ICANN board, the deputy secretary-general of the Council of
Europe, a Member of the European Parliament, the permanent secretary
of the Department of Information Technology of India, and Brazil’s
minister of culture. The speakers were from all five major stakeholder
groups (government, international organizations, civil society, the pri-
vate sector and the technical community). This balance was maintained
through all of the proceedings.

The first substantive session was on critical Internet resources, what
has always been the heart of the matter of Internet governance. It had
been avoided in the Tunis summit outcome documents and in Athens,
but finally was taken up. The panel to discuss it reflected the different
points of view and was chaired by Plínio de Aguiar, former president
of the Brazilian federal communications regulatory agency and a board
member of the Internet Steering Committee of Brazil. The moderator
was Ulysse Gosset, host of the French television program Talk de
Paris. The panel included Vint Cerf, one of the fathers of the Internet
who was now a senior executive at Google and the outgoing chair of
the ICANN Board; Lesley Cowley, chief executive of Nominet, the
not-for-profit domain name registry for the U.K.; Alain Aina, founder
and member of the African network operation group from Togo who
was also a member of the ICANN security and stability committee;
Milton Mueller of Syracuse University’s Internet Governance Project,
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Carlos Afonso, planning director of the Information Network for the
Third Sector and a board member of the Internet Steering Committee
for Brazil; and Raul Echeberria from Uruguay, CEO of the Latin
American and Caribbean Internet Addresses Registry. Most of the
panelists were old-timers who had been concerned with ICANN, either
as board members or as critics. Other than the chair, no one from
government was on the panel.

The panel covered many of the issues surrounding ICANN, includ-
ing the usual differing perspectives on whether it should have an inter-
governmental home. Its defenders argued that it was itself a multi-
stakeholder approach and did not need to be improved, while others
argued that there needed to be some form of international oversight. In
the discussion, a number of relatively new issues emerged. One had to
do with convergence and new regulatory structures in the context of
technological change. A questioner from the audience, noting that
networks are inevitably converging, asked whether there should also
be institutional convergence as well.13 Milton Mueller provided an
answer that had some support from other panelists. He noted that
convergence within industries does not mean different industries
coming together in the same place, but rather that the Internet was
taking over everything:

So, to draw out the parallel, I would suggest that rather than
seeing the ITU converge on ICANN and converge on OECD and
all of the other institutions that are currently trying to in some way
affect Internet governance, what you would more likely see are the
growth and spread of the authority and significance of the organic
Internet institutions.

He noted that ICANN’s budget had grown to $50 million and that in
1998 when ICANN was created, he had predicted that within 10 years
it would be the same size as the ITU. The regional Internet registries were
extremely well endowed institutions, and growing stronger. He pointed
out that they have a new ethic of multi-stakeholderism which was very
important. Rather than convergence of the old institutions, he suggested
“perhaps a more Darwinian process in which the old institutions die
and the new ones grow.”

Vint Cerf picked up on the point and added that when a medium
moves from the traditional television world of broadcast or cable or
even satellite into the Internet environment, it may not be the same
kind of television that it was thought of before or that people use the
medium differently. He said,
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There are different opportunities for sustaining that medium, for
supporting its costs, and the like. And so the regulatory oversight
and structure for businesses that operate that medium in the
Internet world may be quite different from the ones that may have
been appropriate in other delivery mechanisms. So I think that, in
my view, anyway, convergence does not necessarily endow any of
the previous regulatory structures with any primacy, and, in fact,
we may see completely different kinds of media arising out of this
convergence with Internet delivery mechanisms. So I think, like
Milton suggests, there may be a Darwinian imperative here that
you either adapt to this new environment or you die.

A second point was initially posed by Plinío de Aguiar in his opening
statement. It had to do with the migration of the Internet from the
original protocol, IPv4, to the next one, IPv6. He said:

As regards the logic infrastructure, we have the implementation of
domain names that are internationalized and the adoption of criteria
for the allocation and reallocation of IP addresses and the migra-
tion of IPv4 to IPv6. All of them have a great impact on the
drafting of digital inclusion public policies and the Internet in the
developing world.

Commenting on this, Vint Cerf pointed out that IPv6, which was
necessary because the address space in IPv4 was running out, was not
backward-compatible with the previous version, meaning that a net-
work running IPv6 could not communicate with one running on IPv4.
This would have long-term implications for the extension of the
Internet to developing countries, where the greatest growth is taking
place.

A third issue had to do with the growth of new applications that
were using the Internet, such as streaming video, that required more
bandwidth. This had implications for access as well as for freedom of
expression and diversity.

Finally, the issue of how governments would provide oversight focused
on the Government Advisory Committee of ICANN. While ICANN
representatives suggested that this was a solution to the problem of
providing government input, others questioned whether governments
could or should function in an advisory capacity. Milton Mueller put it
most bluntly: “GAC is the wrong model. Governments should be out-
side ICANN, acting on an integrated basis as a check or balance.” He
later clarified that
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by bringing governments into ICANN as a so-called advisory body,
you don’t solve or erase the geopolitical conflicts that can prevent
governments from acting on a global basis. … What you’re doing
by bringing them into GAC is just reproducing all the geopolitical
conflicts that already exist. And the point is, ICANN was created
as a global governance agency to transcend those jurisdictional
and sovereignty problems.

The chairman’s summary, prepared by the secretariat, which became one
of the main outcome documents of the forum, reflected these discussions.
The summary concluded that there was a general recognition of the
value of discussing issues such as critical Internet resources in the IGF
environment. There was also recognition of the importance of building
human capacity as a critical resource. Cooperation had been increasing on
the issue and the spread of the multi-stakeholder methodology had proven
that this was an important approach for resolving critical Internet issues.14

The discussion in the four other plenary sessions was rich, but
seemed to cover much of the same ground as before. The reporting-
back sessions provided an opportunity for specific groups, including
dynamic coalitions, to reflect their concerns.

As had been done at Athens, the final substantive session dealt with
emerging issues. The presentation was moderated by a BBC journalist,
Nik Gowing, who was the main presenter in that network’s interview
program, HARDtalk. The discussion was free flowing, and by UN
standards, very blunt. Vint Cerf, for example, referred to another
panelist’s presentation as “crap.”15 The discussion began to highlight
issues that derived from conflicts between different aspects that had
been discussed in the forum. For example, the issue of access, which
everyone agreed was important, was constrained by the problems in
critical Internet resources related to IPv6. The security issue of pre-
venting misuse of Internet identities through eliminating anonymity
conflicted with the value of privacy, which depended to some degree on
anonymity, and with the need to protect political dissidents trying to
express opinions that might conflict with governments.

Other than the official chairman’s statement prepared by the IGF
secretariat, there was no formal outcome document. Whether to have a
formal outcome document, and what form it might take, was a matter
of discussion but not resolution. Desai, in his closing-session summary,
made a point about the process:16

One message that I do get from all of this is that in some ways, our
first phase of the IGF was focused on making people a little more

The IGF experiment begins 143



comfortable with each other. And that, I think, we are succeeding.
And partly the reason we are succeeding is there is a certain
adjustment of cultures which has taken place. Governments have
been a little more willing to accept methods of discussion which
are not quite what they are used to in diplomatic processes. I
believe NGOs have also learned the habits of tact, if I may say
that. So they realize that this is a different type of forum. And so
has industry and the Internet community and the very fact that
they welcome the types of debates and discussions we have had,
even though often these debates have been critical of their activ-
ities, shows that we are developing a style of conversation which
does lead to what I would describe as a dialogue of good faith,
where people listen to each other and don’t just talk at each other.

Desai expressed the hope that the dialogue could be maintained, while
noting that the forum was primarily made up of people from the supply
side of the Internet. He suggested increased involvement of users of the
Internet, but concluded that there was evidence that the process was
working.

Subsequent commentaries echoed this positive response, although
with some concern. Jeanette Hoffman, an Internet Governance Project
partner who was also on the MAG, noted that the process was sound,
but extremely fragile because of its innovation.17

IGF III–V and beyond

The next stop, IGF III will be in Hyderabad and the preparations have
already begun. There was the usual stocktaking event in February
2008, the MAG will have to be renewed, possibly with changes in the
membership, and the IFG secretariat will report to the UN
Commission on Science and Technology for Development, which has
been given responsibility for monitoring the implementation of the
WSIS agreements.

The prospective Hyderabad venue for the forum may be smaller than
that of Rio, necessitating some changes in the structure of IGF III.
Technological and political events, such as the United States pre-
sidential elections in 2008, may change the parameters of issues.
However, it can be assumed that a core of the networks that have been
involved with the IGF will continue in place. Of the key issues of gov-
ernance noted in Chapters 1 and 3, critical Internet resources was dis-
cussed at Rio and is now on the agenda. Intellectual property and
content issues other than those concerned with security, besides their
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theoretical connection with freedom of expression, have not yet been
discussed in depth.

Still, slowly but perceptibly, the IGF has begun to narrow the issues
that have to be taken up in Internet governance. To the extent that, by
defining a pre-consensus on principles, the forum begins to enable
governments and international organizations to see both where and
how they need to reach agreements to ensure order in the global com-
mons called the Internet, the informal process will become increasingly
formal.

Sometime in 2010, before IGF V, consideration will have to be given
to the future of the forum and, in the meantime, scholars and practi-
tioners both will examine the multi-stakeholder approach set in motion
for Internet governance and see whether it can be applied elsewhere.
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9 What does the frontier look like?

The process of determining how to govern the Internet is a new fron-
tier for international institutions. We can already draw some lessons
from it that can help define what the frontier looks like. These lessons
are both about structure and process and, based on this analysis, we
can see whether there are other areas in which it can be applied. These
have to do with who participates, how they reach decisions and how this
connects with the larger management of solutions to global problems.

In key respects the Internet Governance Forum is not like any other
current international institution. It represents a new form of global
organization. Although it has a connection with the United Nations, in
that it is convened under the patronage of the secretary-general, it is
not an intergovernmental body in the usual sense. There are other
forums, like the World Economic Forum—which has been studied in a
companion volume in this series1—that involve leaders from govern-
ment, the private sector and civil society. Unlike them, however, the
IGF was created by intergovernmental decision-making, as part of the
negotiations at a global summit. And unlike the World Economic
Forum, where the focus is on discussing a variety of issues, built
around rough annual themes, the IGF has a specific goal to achieve
over an extended period of time. By bringing together, under an official
United Nations umbrella, the main parties to a key element in globa-
lization, the IGF is unique.

Who the stakeholders in Internet governance are has been largely
clear from the beginning and each has defined its interests over a
period. In some respects, all of them are part of the same epistemic
community, to use Peter Haas’ terminology.2 As his approach would
suggest, the IGF is providing policy coordination in an area where
technology, economics, social forces and international norms intersect.
The Internet was managed from the outset by civil society, in the form
of the scientists who developed the Internet Protocol and set up rules



for allowing information to flow, under a very vague and not very
vigilant government stewardship. The private sector recognized its
potential long before governments took an interest. It was only when
the process of competition itself threatened to destabilize the net-
work—in terms of intellectual property, crime and security concerns—
that governments awoke to the need for regulation. However, while
approaching the issue from different perspectives and experiences, they
almost all understood the underlying technology and were able to
communicate with each other, even if they did not agree. This ability to
understand the underlying issues is critical to reaching agreements at
the international level.

Unlike other areas where civil society, the private sector and gov-
ernments interact, and where one or another stakeholder tries to
achieve primacy, the IGF started with an early recognition that
Internet governance, because of its borderless nature and the fact that
the governance issues centered on conflicts of different international
regimes, was everyone’s concern but within no single actor’s power.
Thus, a multi-stakeholder approach has had to evolve. It is true that
governments have tried to exercise their rights to regulate, by trying to
maintain traditional intergovernmental structures that are based on the
sovereign equality of states. The private sector has tended to take a
negative view, opposing any possible regulation. Various civil society
groups have had, as is always the case, different perspectives. However,
these different perspectives have not stopped agreement.

A main factor in this has been the nature of agreements at the interna-
tional level. In a world where formally decision-makers at the international
level are sovereign states, the only way agreements can be reached is by
consensus. Consensus is achieved in stages. There has to be agreement
on what the facts are, and the contours of the problem to be addressed.
In regime theory this is called agreement on principles. Then, there has
to be agreement on the general obligations of states and other stakeholders,
what are called norms in regime theory. Only when principles are
accepted together with the accompanying norms can agreements on
specific rules and procedures for implementing them be reached. In
Internet governance, a consensus is beginning to emerge, after Rio, on
principles and some of the norms.

The fact that the main stakeholders themselves in their respective
institutions reach decisions by consensus clearly has helped. Technical
groups like the IETF and the W3C use “rough consensus” to adopt
standards. The civil society caucuses, using intense (and voluminous)
communication over Internet list-servers also achieve common posi-
tions by consensus. And, of course, intergovernmental decision-making
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has almost always been by consensus. In that sense, all of the stake-
holders understand how agreements are made.

An additional factor in consensus is that the starting point is always
ideas and analysis. In the IGF process, the role of academics and sci-
entists has been particularly evident. Perhaps because they write so
much, but probably because they apply analytical methods, scholars
like Wolfgang Kleinwächter, Bill Drake, Peng Hwa Ang, and Milton
Mueller have helped shape the debate.

The IGF and its predecessors have also succeeded in engaging the
private sector. This reflects, to some degree, the fact that the private
sector is increasingly global and transnational rather than multi-
national in organization. Their business models have to take into
account global developments and global policies. It also reflects a trend
where the United Nations has sought to find means of engaging the
private sector to solve problems, either through charitable vehicles like
the Global Fund or directly through mechanisms like the Global
Compact. The most active private sector participants in the IGF, like
Cisco, Google, Nokia and Ericsson, clearly see that their businesses
can be affected positively by agreements that establish orderly processes
in the Internet, and for that reason they have an incentive to be active
and direct participants over time.

The total consensus package has to be accepted by governments, the
private sector and civil society if it is to work. What is remarkable here is
the recognition that the agreements themselves have to bemulti-stakeholder.
Given that most major international agreements take decades to reach,
the pace of agreement on Internet governance has been relatively rapid.
This seems to have been facilitated by the very open process of discus-
sion, reflection and negotiation. The fact that the process has been
defined as “not for decision-making” has reduced some of the political
constraints to moving toward a decision.

An additional positive element is the fact that the individuals
involved in all of the stakeholder groups have been remarkably consistent.
This in itself is not unusual, since in any area where international
agreements are reached there are always a mix of veterans and new
people. The constancy of involvement of individuals in the IGF and its
predecessors, however, is extremely high. If the same persons come to
meeting after meeting, they inevitably get to know each other.
Networks are created and this facilitates agreement since not only are
the different positions known, so are the reasons that they are taken.
This is the kind of networking whose importance was noted by Anne
Marie Slaughter in her study of international law and its implementation.3

In each successive iteration of the IGF, the networking grows stronger.
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Another factor explaining the success is the IGF secretariat. It is
indeed light, underfunded and with only a few staff members. But it
has developed a particularly effective mode of operation. Without
appearing to, it has steered the process. Part of its success is that the
staff clearly understand where the different stakeholders are coming
from. The executive secretary, Markus Kummer, was himself a negotiator,
so he understands the intergovernmental process. Other staff members,
including short-term consultants, have come from academia, the pri-
vate sector and civil society. But it is not merely a matter of who is
recruited. The secretariat has consciously tried to learn from the different
stakeholders and, in doing so, they can recognize when consensus is
possible and when further discussions are needed.

At some point, when consensus on the principles and norms is suf-
ficiently clear, and perhaps when a crisis affects the Internet in some
way, the formal intergovernmental process will kick in and governments
will try to find some vehicle to formalize governance of the Internet.
Although some observers might hope for a new, innovative and as yet
unknown form for this, smart money is still on a framework conven-
tion, such as that which started the process of dealing with climate
change.

Still, the IGF is a new model for reaching international agreements,
one that goes beyond the Westphalian model that has been dominant
for most of a century. The question should be asked, is this something
that is unique to the Internet and therefore a one-time phenomenon, or
are there lessons that can be applied to other areas in which international
agreements are needed?

Part of the answer will depend on whether there will be other issues
where the substance is essentially borderless, making it impossible for
states alone to provide governance and where governance will need the
multi-stakeholder model found in the IGF. There is clearly an increasing
number of these issue areas.

Climate change is obviously one of these and the agreements to date
reflect some of the elements that have characterized the IGF. The
initial factual basis for the United Nations Framework Convention on
Climate Change came from an epistemic community of scientists. As
the regime has evolved, that scientific community, through the
Intergovernmental Panel on Climate Change (IPCC) that shared the
2007 Nobel Peace Prize, has played the role of intellectual driver. The
IPCC is a network of some 2,000 scientists who reach a rough con-
sensus on what is happening in climate change and the probable
implications. Civil society is a major stakeholder, helping mobilize
public opinion to influence political decision-makers. The private sector,
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both as a producer of “green” technology and of carbon emissions has to
be a player and can be engaged because of the business model impli-
cations. And the role of international organizations and their secretariats,
like the World Meteorological Organization and the Secretariat of the
UN Framework Convention on Climate Change, is already evident both
in organizing the amassing of facts and in facilitating consensus
agreements.

As the world increasingly globalizes, we can envisage even more
areas where a multi-stakeholder approach to governance would become
a means to reaching agreements to deal with global problems. At some
point, not very far in the future, the provision of energy, given the
decline of renewable resources, will become a global issue. This has
been described, in Cassandra-like terms, by James Howard Kunstler in
his book The Long Emergency.4 Like climate change, coping with
energy will require sound public policies, but the locus of action will
still be the private sector that supplies energy, develops technology to
use it and applies its economic power to influence those policies. In the
end, the public, influenced by civil society organizations, will have to
both accept behavioral changes and elect leaders who will create and
implement difficult public policy choices. Like climate change and
Internet governance, there is no natural international organization to
deal with the issue in a comprehensive sense, although the IAEA
covers the nuclear energy part and the issues of energy are bound up
with other regimes.

So, if the multi-stakeholder approach to solving problems of Internet
governance is the frontier of international institutions today, it may,
within a reasonable time period, become the main method. If so, much
of international relations theory, based on realist models, will have to
be reviewed. As a minimum, the experience of the Internet governance
process and the tools used to analyze it, can be applied to other areas
both to understand what is happening and to help make further progress.
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