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ATTENTION:
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© 2007 by Pelssers Davy. All rights reserved.

No part of this e-book may be reproduced or transmitted in any form or by any means,
electronic or mechanical, including photocopying, recording, or by any information
storage or retrieval system without written permission of the author.

SAP, R/3, SAP CRM, SAP BW, ABAP/4 are either registered trademarks or trademarks
of SAP Aktiengesellschaft, Systems, Applications and Products in Data Processing,
Neurottstrasse 16, 69190 Walldorf, Germany. SAP AG is not the publisher of this book
and is not responsible for it under any aspect of press law.

Information contained in this book has been obtained by doing a lot of research on
help.sap.com, following the most common standard SAP Courses, by reading SAP Press
books, but most important by combining the authors’ functional knowledge of R/3, SAP
CRM, SAP BW and his understanding of the SAP Authorization concept.

The publisher does not guarantee the accuracy, adequacy, or completeness of any
information and is not responsible for any errors or omissions or the results obtained from
the use of such information. Readers should be particularly aware of the fact that the
product SAP is a continuously changing entity. Some facts may have changed since the
writing of the e-book.

The book is a private initiative of the author and is started as a personal SAP CRM
security bible in order to keep all relevant experience he obtained during his SAP
consultant career into one central document. Due to the lack of a good specific SAP CRM
security guide, SAP Course or centralized information about this topic at the time of
writing, the author decided to make this book publicly available for sale. The choice of e-
book instead of hardcopy is due to the fact that the author is continuously working on this
topic, and all updates will be included from time to time.

The price any reader would pay for this e-book is for the effort the author has put into
centralizing all relevant information into one document, but will be 100% donated to a
good cause. This can be functional know-how, technical knowledge and step-by-step
examples of the usage of available authorization objects in the different SAP Modules.

The book is not intended to replace any SAP course and the author strongly advises to
attend the basic courses for every SAP Module such as SAP CRM and SAP BW.
Furthermore it is also advised to follow the specific SAP Authorization related courses
such as:
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A) BW365: Business Information Warehouse - Authorizations
B) ADM940: SAP Authorization Concept
C) HR940: Authorizations in HR

Foreword

This guide has been written to elaborate the SAP Authorization concept and to give
concrete system examples to understand the design and implementation.

Today a lot of large national and international companies are using SAP as an ERP
system to automate their business processes. They often use the well-known R/3 modules
such as SD, FI/CO, MM and so on, but also new technologies such as Business
Warehouse (BW) and Customer Relationship Management (CRM) and SAP Enterprise
Portal.

Business processes are defined and elaborated in those systems by Customizing and
developments. Now the way people work with these systems or should be able to work
with is being defined by implementing the authorization concept.

In the first chapters I will try to give a solid overview of the general authorization
concept, which in fact is valid not only for R/3, but also for other SAP modules such as
SAP CRM and BW.

Next I will try to elaborate some concrete examples within the domain of SAP CRM,
since this is the module I am working on, on a day-to-day basis.

Because I try to share knowledge within my company but also with fellow SAP CRM
colleagues and authorization specialists, I decided to write this manual.

© 2007  Contact Author: davy.pelssers@contactoffice.net
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1. Introduction

Those people that already obtained the book should know that it is not finished yet. When
I find the time in between projects I will try to concentrate on some specific topics such
as ACE (Access Control Engine). Furthermore I will elaborate an example for usage of
every Authorisation object in SAP CRM, since this is the module I work in on a day-to-
day basis.

2. SAP Authorization Concept

The SAP Authorization concept allows you to define what people can do in the SAP
System, but more importantly what they are NOT allowed to do.

When doing their day to day job, people are performing actions in the system such as
creating sales orders, creating/changing master data (products, business partners), or
entering leads/opportunities in the CRM system.

Of course some information should not be accessed by everyone, or at least not be
changeable.

Examples:
- Employees should not be able to change their salary records.
- Only certain employees are responsible for creating sales orders in the system
- Account Managers should only be able to change master data information for
their own business partners (sales prospects/customers).

The SAP authorization concept protects transactions and programs in SAP systems from
unauthorized access. On the basis of the authorization concept, the administrator assigns
authorizations to the users that determine which actions a user can perform in the SAP
System, after he or she has logged on to the system by entering his/her username and
password.

© 2007  Contact Author: davy.pelssers@contactoffice.net
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Most components concerning authorizations can be found in the SAP menu:

7 {3 SAP menu
] Activities
3 Marketing
[ Sales
1 Service
1 Analktics
L1 E-Selling
(1 Interaction Center
1 Master Data
4 Architecture and Technology
[ [ Middleware
(O Troubleshooting Monitor
[ 1 ABAP wWarkhench
=7 4 Bystern Administration
B [ Administration
[> ] Manitar
7 {3 User Maintenance
B2 B0 - Users
[} SUN1D - Display Users
@ SLU0- User Mass Maintenance
) SUGR - Maintain User Groups
F2 BUCOMP - Company Addresses
=2 ‘3 Infarmation Systern
3 User
[ Rales
[ Profiles
[ Authorizations

S VY S Y Y S

...................................

1 Transactions
[ Comparisons
(3 vWhere-Used List
> [_J Change Docurnents
[» [ Central User Administration
[» 1 Role Administration
[» [_J Authorizations and Profiles (Manual Maintenance)

Y Y Y Y Y
=
=
=
=
(]
=X}
k-
a
=
(]
=
o
=
m
=

2.1. Authorization Components and their Relationships

A user will have one or more roles assigned to his user master record (maintenance can
be done via the transaction code SUO1). These roles can be single roles or composite
roles. Furthermore the user also can have authorization profiles assigned to the user
master record (a generated authorization profile via the profile generator, or a manual
created authorization profile or standard SAP authorization profile such as SAP_ALL.
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A role usually contains one or more transactions. Every transaction contains a number of
authorization objects that are being checked to see if the user has the right authorization

to perform a specific action in the system. An authorization object in its turn can contain
one or more authorization fields.

User

Composite role

m:n

L Single Role

-1 1.1 || Generated
| Profile
m:n
L Transaction
|
I

Authorization
object

I
1:10
|

Authorization
Field with
Values

Single role

Figure 2.0: Authorization components and their relationships
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Explanation of the Graphic:

- User Master Record: These enable the user to log onto the SAP system and
allow access to the functions and objects in it within the limits of the authorization
profiles specified in the role.

Changes only take effect when the user next logs on to the system. Users who are
logged on when the changes take place are not affected in their current session.

- _: Is created with the profile generator and allows the automatic
generation of an authorization profile. The role contains the authorization data and
the logon menu for the user.

- Composite Role: Consists of any number of single roles.

- Generated authorization profile: Is generated in role maintenance from the role
data.

- _: An authorization object groups up to ten authorization
fields that are related by AND. An authorization object allows complex tests of an
Authorization for multiple conditions. Authorizations allow users to execute
actions within the system. For an authorization check to be successful, all field
values of the authorization object must be appropriately maintained in the user
master (the SY SUBRC must equal 0 during the authority check).

Authorization objects are divided into _ for

comprehensibility.  An object class is a logical combination of authorization
objects and corresponds for example, to an application (financial accounting,
human resources, and so on).

Maint. . @ Unmaint. org. levels @ open fields, Status: Unchanged
Z_[RM_BUSINESS_PARTHNER @0@ Business Partner
= @@@ Haintained Cross-application Authorization Dbjects BAAB
= o0 @‘g Standard  Business Partner: futhorization Types E_BUPA_ATT
LE o0e @ Standard  Business Partner: Authorization Types T-C157004100
¥ 7 hetivity M, o2, 03 ACTYT
¥ # buthorization type * BUTHTYP
% 7 huthorization value (field 1) * RUYAL
%1 # hthorization value (field 2) * BUYAL2
—E @0 ‘g Standard  Business Partner: Field Groups B_BUPL_FDG
—E o0 5 Standard  Business Partner: futhorization Groups B_BUPS_GRP
—E @0 % Standard  Business Partner: BP Roles B_BUPL_RLT
2 00D = . Standard  Business Partner Relationships: Relationship Categories B_BUPR_BZT

Figure 2.1: Screenshot of authorizations in the Profile Generator
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2.2. The Profile Generator (PFCG)

In the CRM system (release 4.0) you start the Profile generator in the SAP Menu via the
path:

Architecture and Technology—> System Administration—> User Maintenance—> Role
Administration=> Roles

Or directly by using the transaction code “/npfcg” in the command field.

Edit

Extras Help
aid B &E!
SAP Easy Access Extended Relati
B = | & | & othervenu | & B &2 | -

enu Eavorites System

You can use the Profile Generator to manage roles and authorization data. You can
automatically create the authorization profiles with this tool.

Role Edit Goto  LUfilities  Enwironment Help

ald B0 EE SN0 ERE

System

Role Maintenance
w i (NN aZ» Transactions

Role Z_CRM_BUSINESS_PARTNER Zléel |0 Roe | Comp.Role | |4#|od

Mame Business Parther

| -E || Show Documentation |

Figure 2.3: Screenshot of the profile generator screen
Remark: depending on the release of your system (being R/3, BW or CRM) the access to

the profile generator might be different, so the easiest way is to use the Transaction code
PFCG immediately.
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2.2.1. Installing the Profile Generator

You must first configure the system so that you can use the role maintenance function
and the Profile Generator. To do this, perform the following steps:

1. Set the profile parameter auth/no_check in_some _cases to the value Y.

Profile parameters can be displayed/changed via the transaction code RZ11.
Display Profile Parameter Attribtites

authfno_check_in_some_cases

Activation of the Profile Generatar
Authentication

Special character strings

Change permitted

A1 operating systems

(]

'
Y
Y

You could also look at the full overview of the configured parameters in transaction code
TUO2 or report RSPARAM (called in transaction code SA38).

Parameter Changes in SAPSYSTEM cernum04 00

| Select Period || Active parameters || Histary of file |

=

alertfcachefsize_MB
alert!param_Tile
authfauthorization_trace
auth/new_buffering

o

ShusrhsapiCOTADYEBMGSEOY Togh ALPARAMS  DAT

auth/no_check_in_some_cases
authiohject_disabhling_active
authirfc_authority_check

- = =
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2. Execute transaction SU25.

Transaction SU25 copies the proposals for check indicators and authorization field values
delivered by SAP to the customer tables USOBX C and USOBT _C, which you can then

change by using the transaction code SU24.

You can then use the role maintenance functions and the Profile Generator to manage the
authorization information for your users.

Profile Generator: Upgrade and First Installation

Information about this transaction

Installing and upgrading the Profile Generatar

iActions to be performed Diate Time Lser

Installing the Profile Generatar
B 1. Initially fill the custormer tahles 23.05.2003 11:56:08 (] ][

Post-processing the settings after upgrading to a higher Release
28 Preparation: Compare with SAF values 17.07.2002 17:.48:04 DDIc

@ 2B. Compare transactions

@ 2. Roles to be checked

20 Display chanoged transaction codes

Transport connection

3. Transport the custormer tahles

Adjusting the authaorization check (optional)
4 Check indicator (Transaction SU24)
8. Deactivate authorization ohject globally

Create roles from manually-created profiles

6. Copy data from old profiles

You can set the tables to the check indicators described below. It is important to note that
the check of a specific authorization object during the processing of a transaction cannot
be simply forced by simply maintaining the object in tables USOBT C and USOBX C.

© 2007  Contact Author: davy.pelssers@contactoffice.net
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Instead, the check indicators in table USOBX C only define how the system responds to
the authorization checks that are contained in the ABAP coding of the respective

transaction.

Check Description Explanation

Indicator

U Not maintained | No indicator has been set. The check is always performed.
The object is not proposed in the Profile Generator.

N No check The check is not active. The object is not processed in the
Profile Generator.

C Check The check is always performed. The object is not
proposed in the Profile Generator.

CM Check/Maintain | The check is always performed. The object is proposed for
maintenance in the Profile Generator.

Example of Check Indicators for Transaction BP in the CRM system:

Display Check Indicator for BP

"2 & Fieldvalues | o2 Auth.ohj. Auth.okj. SAP defaults

U W G CH Check ID

Ohject Ohject name

v .

LLLLLEELCLLLRLLRLLLELLLLY

¥ Check/maintain
w¥ Check/maintain
¥ Check/maintain
o Check/maintain
W Check/maintain
w# Check/maintain
o Check/maintain
Check
¥ Check/maintain
. Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check

E_BUPL_ATT ([Business Fartner: Luthorization Types

BE_BUPEL_FDG (Business Partner: Field Groups

B_BUPAL_GRP [Business Partner: Luthorization Groups
BE_BUFL_RLT|Business Fartner: BP Roles

B_BUPR_BZT|Business Partner Relationships: Relationship Categories
B_BUPR_FDG [Business Fartner Relationships: Field Groups

B_CCARD Fayment Cards

BE_CLEAR Data Cleansing

B_USERSTAT [Status Management: Set/Delete User Status

F_BNEALA_MAON |Banks: General Maintenance Autharization

FLOG Fersonnel Flanning

5_ADMI_FCD|(System Authorizations

S_ALV_LAYO ALY Standard Layout

5_BDS_DS BC-5SRY-KPR-BDS: Authorizations for Document Set
S5_BTCH_ADH |Backaground Processing: Backgraound fdministrator
S_BTCH_J0B |Background Processing. Operations on Background Jobs
5_CTE_ADMI [Administration Functions in the Chande and Transport System
S_DATASET |Authorization for file access

S_DEYELOP |BBAP Workhench

5_DOKU_&UT(SEGT Documentation Maintenance Sutharization

S5_GUI futhorization for GUI activities

5_0C_DOC SAPoffice: Authorization Tor an Actiwity with Documents
S5_0C_ROLE [SAPoffice: Office User Attrihute

S_0C_SEND [Authorization Object for Sending

5_PRO_AUTH|IMG: Mew authorizations for projects

S_RFC futhorization Check for RFC Access

S_SPO_DEY (Spool: Dewice authorizatiaons

S_TABU_CLI|Cross-Client Table Maintenance

S_TABU_DIS|Table Maintenance (wia standard tools such as SM3@)
5_TCODE Transaction Code Gheck at Transaction Start
S_TRAWSLAT | Translation environment authorization object
S_TRANSPRT | Transport Organizer

5_USER_GRP [User Master Maintenance: User Groups
S_WFAR_OBJ|{Archivelink: Buthorizations for access to documents

© 2007
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With the transaction SU24, you can check/change the authorization objects that are
relevant for a specific transaction.

First of all, this allows you to check upon the relevant authorization objects that are
checked/ checked-Maintained within a transaction. If an authorization object is
checked/maintained, this means that relevant SAP-fields (like BUKRS for company
code) can be maintained/restricted in the profile Generator when adding this
transaction into a role.

Let’s take an example:
Suppose we would like to see what authorization objects are relevant for the
transaction “BP”’.

You launch the transaction SU24, and enter the transaction.

Frograrm  Edit Goto Systerm Help
Bl B ICe@ DEE D008 EE
Maintain Assignment of Authorization Objects to Transactions

b [@& Download | Upload

@ Maintain check indicators for transaction codes

Define interval for transaction code

Transaction code BP \E

. Selection of RFC Functions

RFC Function Module [} to E

The other option: “edit check indicator in all transactions™ is used to see in what
transactions a certain authorization object is used and which status it has for that
transaction (Checked; Check/Maintain...).

For example, you could give in the auth. Object K ORDER and press execute. This
returns a list with all Transaction Codes where the authorization object is relevant for
the transaction.

Now, to continue, when we press execute for the above screen, we would get the
following:

© 2007  Contact Author: davy.pelssers@contactoffice.net
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Transaction List

&y Checkindicator | 47 Checkindicator | &4 “Walue list

TCode | Typ|Text TCode (original)

BP Maintain Business Partners

I

Here you see three buttons:

1) Display Value list
User DAYYF
Release G20
Date 03 81,2006
Time 14:25:14
Tcode EP Maintain Business Partners
TCode Check indicator [Object Objectbescription
BF Check/maintain B_BUPA_ATT|Business Partner: Authorization Types
Fid Wal.from Yalue to
ACTHT a1
[2
63
AUTHTYP *
AUVALA *
AUvALZ *
BF Check/maintain [B_BUFA_FDG|Business Partner: Field Groups
Fld Wal.from ¥alue to
ACTYT o2
2k}
FLDGR *
BP Checkimaintain B_BUPA_BRP|Business Partner: Authorization Groups
Fld Wal.from ¥alue to
ACTYT a1
B2
2k}
BEGRL *
BF Check/maintain [B_BUFA_RLT|Business Partner: BP Roles
Fld Wal.from ¥alue to
ACTYT o1
B2
B3
RLTYP *
BF Check/maintain [B_BUPR_BZT|Business Partner Relationships: Relationship Ca
Fld Wal.from ¥alue to
ACTMT 01
B2
B3
2]}
RELTYP *

Here you only see the relevant authorization objects with the status (check indicator)
and the object description.
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You also see the fields (if status is check/maintain) that you are able to restrict upon
in the profile generator: e.g. example below authorization object B BUPA RLT for
Transaction code BP.

EP

When pressing the button

Display Check Indicator for BP

Check{maintain B_BUPA_RLT|Business Fartner:. BPF Roles
F1d Wal from Walue to

ACTHT (1

Qe

@3

RLTYP *

Gt Check indicator

"2 |&p Fieldvalues o2 Auth.obj. Auth.ahj. SAP defaults

U M C CH Check ID Object Object name
- .. & Check/maintain|B_BUPA_ATT|Business Partner: Buthorization Types
.. . % Checki/maintain|B_BUPA_FDG|Business Partner: Field Groups
¥ Check/maintain|B_BUFA_GRP |Business Partner: Authorization Groups
¥ Check/maintain|B_BUPA_RLT|Business Partner: BP Roles
% Check/maintain|B_BUPR_BZT|Business Partner Relationships: Relationship Categories
w” Check/maintain|B_BUPR_FDG|Business Partner Relationships: Field Groups
. % Check/maintain|B_CCARD Payment Cards
w . Check B_CLERR Data Cleansing
" Check/maintain|B_USERSTAT[Status Management: Set/Delete User Status
w . Check F_BHNEL_MAN|Banks: General Maintenance Authorization
o . Check PLOG Fersonnel Planning
w . Check S_BDMI_FCD|System AButhorizations
w . Check S_ALY_LAYOD| ALY Standard Layout
w . Check 5_BDS_DS BC-SRY-KPR-BDS: Authorizations for Document Set
¥ . Check 5_BTCH_ADM|Background Processing: Background Administrator
w . Check 5_BTCH_JOE|Background Processing: Operations on Background Johs
w . Check S_CTS_ADMI|Administration Functions in the Change and Transport System
w . Check S_DATRSET |Authorization for file access
W . Check S_DEVELOP [RBAP Workbench
w . Check S_DOKU_AUT|SEE1 Documentation Maintenance Buthorization
w . Check 5_GUI Authorization for GUI actiwvities
w . Check 5_0C_DOC SAPoffice: Authorization for an Actiwvity with Documents
¥ . Check S5_OC_ROLE |SAPoffice: Office User Attribute
w . Check S5_0C_SEND [Authorization Object for Sending
w . Check S5_PRO_AUTH|IMG: MWew authorizations for projects
w . Check S_RFC futhorization Check for RFC Access
o . Check 5_SPO_DEY |Spool: Dewice authorizations
w . Check 5_TABU_CLI|Cross-Client Table Maintenance
w . Check S_TABU_DIS|Table Maintenance (via standard tools such as 5M30D)
w . Check 5_TCODE Transaction Code Check at Transaction Start
w . Check S_TRANSLAT|Translation environment authorization obhject
w . Check S_TRANSPRT|Transport Organizer
w . Check 5_USER_GRP|User Master Maintenance: User Groups
w . Check S_WFAR_OBJ| Archivelink: futhorizations for access to documents

, you get a list similar to the display
value list; so with the authorization objects, the status and the description.

Here you can go in change mode, meaning you can change the status of each
authorization object: U> N> C>CM

When you go into change mode, you immediately get a pop-up for a transport

request.
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Dispiay Check Indicator for /PEU/FI_EQ06_3
%2 G Fieldvalues o Auth.obj. | [ Authob. B SAP defautts |

V| D ommsss | %

Here you create a new request, give it an appropriate name:
e.g. Change authorization checks for Tcode BP.

change autharisation checks far Teade BP|

[SNRERES

The Request number generated by the system is the following:

change autharisation checks for Tecode BP

| 6B 0 omrewess | %

Press ok.

Now you are in change mode and can either change the status of existing
authorization objects in the transaction or add a new authorization object into the
transaction.

This you can do by pressing the button Auth. Object with the plus sign.

This launches a pop-up where you enter the name of the authorization object.
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Add Authorization Object for /PELIFI_EQ
Autharization obj. E_P.EERUP.L| @
W %

Press ok.

You now see that the authorization object is in the list for this transaction and can
change the status if you want.

Example below: for financial report (with tcode /PEU/FI_E0006_3) the authorization
object Z ACCRUAL was added.
Change Check Indicator for /PEU/FI_EQ0G_3

"7 & Fieldvalues | @ Fieldvalues | o2 Auth.obj. Auth.abj. | [Eh Auth.ohj. SAP defaults

U N C CHM Check ID Ohject Ohject name

® . not maintained|F_BEPF_BUK |Accounting Document: Authorization for Company Codes
® not maintained|K_KEKO CO-PC: Product Costing

® not maintained|K_PCAR_REP|EC-PCA: Summary and line item reports

. Check S_TCODE Luthorization Check for Transaction Start
. EECheck/maintain| Z_ACCRUAL |Mass posting in FI for marketing accruals

In this case the status is on Check/Maintain.

After you have made the necessary changes into the transaction you save.

Now, you can immediately check (in development where you made the change) this
change of the transaction by adding this transaction into a role via the profile
generator. You will see that the authorization object is automatically taken up into the
tab “Authorizations” where you can set restrictions for the relevant fields within this
auth. Object.

Remarks:
1) Changes that you made for a transaction, after testing for restrictions on this

transaction need to be transported to QA and the Production system. This is necessary
if you create a role with this transaction and want to transport the role to production,

so that change for the transaction you made is also available in the other clients.

1) If you would change a transaction that is already used in other roles, this could
affect the authorizations within that role, so always check what the effect is,
because it might be possible that the tab “authorizations” in the role where the
transaction was in before becomes red now.

© 2007  Contact Author: davy.pelssers@contactoffice.net



DavyPelssers Page 20 1/22/2008

2)

3)

In our example we used an authorization object that was standard SAP.

It is also possible to have a completely new Authorization object created (with
own development class) and where the code (program) behind is changed to add a
check. (This will be done by the ABAP-team).

Once they have created the new authorization object in development, you can
either add this authorization object to the role (manually) or into the relevant
transaction. Either way, it needs to be in one of the two options. Where you will
add the authorization object is up to you. But the person, who needs to have
authorization, needs to have this allocated to his user profile. This is either done
by allocating the role to his user-profile (with the changed transaction) or by
adding the auth. Object manually into the role.

When your test results turn out to be all right, then you need to pay attention with
the order of transports:

In development you already can create the role with:
* The changed transaction in it
*  Or with the auth. Object manually added into the role

If you changed the transaction, then you will have a transport request for this
transaction change, which will update the table: USOBT C.

-

fCUSTON Customizing group

—E= Modifiable

—= EE1KAQGR23 FELSSERSDA auth: change for WLOGP
= EE1K90G229 PELSSERSDA Development/correction
Table contents

@ USOBT_C

= Us0BY%_C

It will look as the one above.

In the case where you changed the transaction itself, first transport the change of the
transaction that you made by using the transaction SU24 and the transport for the
creation of the new authorization object. (A person of the ABAP-team normally made
this request).
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Next you transport the roles you created with either the auth. Object manually added,
or with the changed transaction in it.

Ones the roles are in production, you best do the user-allocation first and as last you
transport the change in code that was made by the ABAP-team.

From that moment on the user should be able to use the transaction(s) with the
relevant restrictions you wanted to make.

© 2007  Contact Author: davy.pelssers@contactoffice.net



DavyPelssers Page 22 1/22/2008

2.2.2. Creation of a new Role

Naming conventions:

The roles that are standard delivered by SAP correspond to the working environment of
certain users. As these roles are only templates; that is, examples of work centers, you
must still adjust these roles to the requirements of your users.

Standard SAP roles start with “SAP . The predefined roles are delivered as templates.
Do not change the delivered standard roles (SAP_*), but rather only the copies of these
roles.

For your own roles, instead of using the SAP namespace, use the customer namespace.
This means that the prefix is “Y_” or “Z_”. Since you cannot tell from the names of the
delivered roles whether they are single or composite roles, you should create a naming
convention for your roles so that you can differentiate between single and composite
roles.

Types of roles:
First of all you should know that there exist different types of roles.
The different types and purpose I will explain are the following:

- Single role

- Composite role
- Master Role

- Derived Role

As soon as you start the Profile Generator, when creating a new role, you should make a
choice between creating a Single role or a Composite role.

Role Maintenance
O 0 %| o> Transactions

Role [F_CRM_BUSINESS_PARTNER 15’__;;;7 Role |0 Comp.Role

MHame Business Parner

|E|"v"iews E| | Show Documentation |

2.2.3. Single Role versus Composite Role (collective role)
You could look at it like this:

A single role usually is made to define all necessary transactions and/or reports used to
perform a certain specific task such as master data maintenance or product maintenance.
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Let’s take a specific example for the module CRM.
In a company you have 20 employees using the CRM system.

Persons with functions like:

- marketing manager
marketing assistant
Master data administrator
Call center agent

You have created for example several single roles such as:

Z MARKETING PLAN (create/change marketing plans)

Z MARKETING CAMPAIGN (create/change marketing campaigns)
Z BP_DISP (display business partners)

Z BP ALL (create/change/display business partners)

Z PROD DISP (display all products)

Z PROD _ ALL (create/change products)

Z LEADS (create/change/display leads)

Z OPPORTUNITIES (create/change/display opportunities)

Now you can imagine that the Role Z MARKETING PLAN only should be assigned to
the marketing manager and not to his assistant for example.

Furthermore, you will also see that one person (with a certain function) will need to have
more than one single role assigned to his user master record, since the marketing manager
will also need to be able to display products and business partners.

Therefore you will make a COMPOSITE role per function in your company, where you
assign the different single roles needed to perform the processes in the system needed to
do his job.

The advantage is that you do not need to assign every time every single role to a new
person when for example someone leaves the company and a new marketing manager is

hired. In that case you just create a new User in the system and assign the composite role.

Procedure for creating a Composite Role:

1) Start the profile generator and enter the technical name of your composite role.
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Role Maintenance

| |a§) Transactions |

Roe P RO MG (o]
X

Govews )l ] [ sron Docuneniion |

Remember to indicate in the technical name that you indicate that you are creating a
composite role! This facilitates finding back composite roles for assignment to users but
also for maintenance purposes.

To create the composite role, you press the button “Comp. Role”.

You will get the following screen:

Change Roles

D & oterroe | & | H
_—

Role Z_COMP_MARKETING_MMGR
Description Marketing manager role
: Description & Roles B menu B User 3| Personalization
EEREE] I
r Raole MHame Target sys Activ
7 _CRM_BUSINESS_PARTNMER Business Partner user system
FMLRKETING_ALL_BUTH Marketing alle authorisaties user system
FRESPONSIBLE_MARKET Marketing alle autharisaties Lser system
L]
1

2) On the tab ‘Roles’ enter the different single roles that should be contained in the
composite role that make up all the necessary functions and authorizations that the
marketing manager will need to perform his processes and actions in the system.

3) Last you assign the composite role to one or more people that share the same function
as marketing responsible.
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2.2.4. Master role and Derived Role

Maintain Non- Organizational
organizational field level values
values

| | | Derived Role X01
Definition ; ; ﬁ

v i
| NewRole X | m=D> Master Role X \ ::> \ Derived Role X02

‘ Derived Role Y01 |

v

v

A\

'z
1@
-]
|
(=]
)
<
I———
=
o
a
(1]
A
(o]
o)
=<

o

D

-

3

[1+]

o

A

=}

1]

=<

o

[\%]

v v

For a single role you should also now that there is the definition of a Master role and a
Derived role.

Example:

You have implemented the R/3 SD module in an international Organization. Operations
happen in the same way for all countries. So the processes as they are customized and
setup are the same, but of course in one country people should only be allowed to create
sales orders for a certain company code.

This means you need to use authorizations to limit on organizational elements.

What you can do in such a case is create a general template role where you define what
activities/transactions can be used, but do not set any limitations on organizational level.
Next, you create for each country a derived role, where you put the right authorizations in
place.

Creation of the Master Role (template Role)

The role we wanted to create was the Master Role for a local Sales Administration
Operator. This was done as follows:
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Role maintenance

O 86| & & | B mormaton

{PEUJM_SD_L_OPS ()

|Description 91001 SAD Local Sales Administration Operator
G Display |7 Change [0 Create collective rale

1 Bimple maintenance Markplace mend maintenance)
® Basic maintenance imenus, profiles, other ohjects)
) Complete view (Organizational Management and workflow)

So you type in the name of the master role to be created and press the Create Button.
In the following screen, you type in the description and press the save button.

Change Roles
%2 & otherrale | | &%/ | [ Information |

Raole
Description

{PEU/M_SD_L_OPS
D1 001: SAD Local Sales Administration Operator

| Description @ Menu B User g_l Personalization
Created by Last changed anfby
User CORMELISBI User PELSSERSDA
Date 06. 02 . 2603 Date 07 .04 2003
Time 15:33:39 Time 12:20:23

In this starting screen, you see a number of tabs: Description, Menu, Authorizations, User
etc.

These are important and will be explained further on.

Go to the tab “Menu” where you will enter the transactions that need to be assigned to the
master role.
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Change Roles
"2 By Otherraole | d:—>| Infarmation

Roale fPEU/M_5SD_L_OPS
Description b1 001: SAD Local Sales Administration Operatar

¥ Description @ Menu k @ Autharizations k B User k &l Personalization |

Elzy [E Transaction ||@ Report |||E: Other | .ﬁ Al

= =3 Role menu Target System
F CO0A - Availahility Overview
F CO0E - Updsting backarders @ Mo destination

) MBS1 - Material Doc. List 7 —
5,\_‘- Distribute
i vadl - Create Cantract | |

By using the Transaction button, you S TR

add transactions in this role. | &  From1he SAP menu |
- |€9 From other rale |
@ YWF01 - Create Billing Daocument |€} G |
2 ¥.01 - Sales Order Errar Log
|0fﬁ9 Impart frarm file |

2 V.02 - List of Incomplete Sales Orders

F %14 - Sales Orders Blocked for Delivery

2 ¥_UC - Incomplete S0 Documents

@ WVLOGG - List of Cubound Divs for Goods |s5ue
) YLOGP - List of Duthound Dlvs for Picking Additional activities
F2 Y12 - Change Condition ||:;_g
2 YBO3 - Display Rehate Agreement
2 V13 - Display Conditian

2 W11 - Create Output: Sales |[%] Find in docu.
T W12 - Change output Sales @  Compress menu
2 W31 - Create Output : Billing

Translate node

|
|6 Display docurnentation |
|
|

When you press the “Transaction button”, you get the following pop-up screen, where
you enter manually the Transaction codes. By pressing enter, the description for this
transaction appears on the right side of the transaction-code. When you have finished
entering your list of transactions, press the button ‘Assign Transactions’.
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Transaction code Text
Ltk Create Sales Order
=

T LRI

—

nn

I T 1]

¥ Assign transactions | S E N EN | ®

1/22/2008

Now that you have entered the necessary transactions in the master role, you go to the tab

‘Authorizations’, where you enter the profile name and the profile text.

[nformation about authorization profile

Frofile text 01001: SAD Local Sales Administration Operator
Status Authaorization profile is generated

Press the Save button.
Now you will maintain the authorization data for this role!
Press the “change authorization data” button.

mMaintain authorization data and generate profiles
@ Change authorization data

Expert mode far profile generation

This will probably bring up a popup, where the relevant organization levels for the
transactions you entered in the role, are already predefined by the system. When no
Organization level is relevant for the transaction(s) you entered, then off course you don’t

get this pop-up.
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iMaintain the role org. level values?

Org. level ‘From’ To'
Cormpany code
Contralling area
Diivision

il

Sales arganization
Shipping point
Distribution channel
Flant

Ly Cu Ev Eay oy Brg E1d

[
[

[ [ L[+]

Assign complete authorizations for the org. levels still open: Full authorization
a0 E A x

In the master role, in the case where you will create derived roles, you usually give full
authorization. This can be done by manually entering a * or by pressing the button “Full
authorization”.

Then press save.

You automatically return in the screen, where the relevant authorization objects for the
entered transactions are in the screen.

Ef @ A% T [Eh Selection criteria |[Zh Manually Open Changed Maintained | Organizational levels...

Maint.: 0 Unmaint. org. levels 0 open fields, Status: Unchanged
/PEU/M_SD_L_0OPS B1eE1: SAD Local Sales Administration Operato

—@ Maintained Cross-application Authorization Objects
8 @@@ Haintained Classification Systen
—E @@@ Haintained Controlling

—ca A‘éstandard CO-PC: Base Planning Objects
—= oa Maintained Profitability Analysis: Maintain operating concern

= B Maintained Profitability Bnalysis: Maintain operating concern
1 g7 Betivity B11 activities
=] & 2 Haintained CO-PG: Product Costing

= B Maintained CO-PC: Product Costing

#1 g7 hotivity Execute
#1 g7 Company Code B
# g7 Costing Variant W

+—ra %Haintained Frofitahility Analysis: Derivation Rule Yalues
—= A2 Maintained EC-PCA: Planning Hierarchy

—&E @@ Standard Financial Accounting

—ca Standard  Logistics Execution - Shipping

—E @@@ Maintained Materials Management: Inventory Management/Phys.Inventory
—&E @@ Standard MM: Material Reguirements Planning

—m@ Changed Sales & Distribution

In this case, since the role was already created (saved and generated) all the bolls have a
green light. But when you create a new role, they have a yellow/red color and need to be
maintained. This involves clicking everything open and press for each object on the * so
that it becomes green. But at this moment, you also can decide whether you want to limit
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authorizations for an activity, or some other field of an authorization object that can be
maintained. This can be done by clicking on the change button ().

Note: A red color means that you have not specified an Organization level yet. To do
this, you press the “organization levels” button, where you can maintain them.

Changed Maintained | Organizational levels. .

Once you have made all the traffic lights green (with or without setting restrictions on
fields that are checked upon in the authorization objects, you can save the role and

generate it. R~

When you have done all these things, go back in the Description tab where you fill in the
organization levels, other localization objects and other specific remarks concerning this
role (for example manually entered authorization objects (SAP or own developments),
etc.

In the derived roles you will do the same, but there you will have the restrictions on the

organization levels in the long text, so when viewing the role, you immediately can see
for which fields there are restrictions set.

Creation of a Derived Role

In this example I show you an example of how one or more derived Roles can be created.
In the master role you already put in the relevant and necessary transactions. So
maintenance concerning transactions ALWAYS happens in the master role (Delete/add
transactions).

Start the transaction PFCG (profile generator) where you put in the name for the derived
role.

Role maintenance
O O | o 4% | Infarmation

Faole ."PEU."F'EH_SD_L_EIF'S_EI'H @
Description
|-:S3;r° Display ||4§' Change |||j Create |||j Create collective rale

Press the Create button.
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Fill in the description and press save.

Fole /PEUSPEH_SD_L_OFPS_M1
Description D1 001: PEH SAD Local Sales Administration Operatar_01

Next you put the name of the master role in the field “Derive from Role”.

Transaction inheritance

Derive fram rale
fPEUYM_SD_L_0OFRS |£ Delete inheritance relationzhips |
01001: SAD Local Sales Administration Operator

You get a pop-up asking if you want to derive all characteristics from the Master role,
where you answer yes.

Set inheriting role

Do you really want to enter the specified role
as the inheriting rola?

Yes | i || 3 Cancel |

Then, you can look in the tab “Menu” where you’ll see that the transactions from within
the master role are also taken over in the derived role.

Go further into the tab ‘Authorizations’ where you now can change the Organization
levels, and other restrictions for fields that are included in the authorization objects.
(Make again sure that all the traffic lights are green.)

As you can see below, we set the restriction on Company code and Sales Organization.
By doing so, the system automatically puts these values in the relevant fields in the
authorization objects below.

rOrg. lewel Fram' Ta'
Company code (eLgee|
Controlling area *
Diivision *
Sales arganization (a[sa]e]

Shipping point
Distribution channel
Plant *
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Display role: Authorizations
I Open Changed Maintained | Organizational levels.. Infarmation

taint. 0 Unmaint. org. lewels 0 open fields, Status: Unchanged
fPEU/PEH_SD_L_ORS_01 B1081: PEH 5SAD Local Sales Administration Ope

Maintained Cross-application fAuthorization Objects

DE@ Maintained Classification System

PE@® Maintained Controlling

Standard Financial Accounting

BB Changed Logistics Execution - Shipping

DE@ Maintained Materials Management: Inwventory Management/FPhys.Inventory
DE@ Standard MM Material Reguirements Planning

DE® Changed Sales & Distribution

NEHHEEEN
8888888

—Ca 2 Maintained Customer: Authorization for Sales Organizations
—&= 2 Maintained Bgreement: Buthorization for Sales Breaffgreement Type
=l A2 Maintained Condition: Authorization for Sales Organizations
= @@@ Maintained Condition: Authorization for Sales Organizations
aayr BCEivity L171 activities
ar Division *
&y Sales organization aGoe
£

ayr Distribution channel

E @@@ Standard Condition: Buthorization for Sales Organizations

G ACLivity Change, Display
agr Diwision *
Gy Sales organization [E]:e]e]

ay Distribution channel

—C= 2 Maintained Condition: Authorization for Condition Types

—a 2 Maintained Sales Document: Authorization for Sales Document Types
—Ca Maintained Sales Document: Authorization for Sales Areas

—= Maintained Billing: Authorization for Billing Types

L\ A2 Changed Bi11ing: Authorization for Sales Organizations

2.2.5. Assigning Users

To assign users to a certain role (being single role or a composite role) you open the role
in the profile generator and select the tab ‘User’. The status display on the tab page tells
you whether users have already been assigned to the role.

* Red: No users are assigned

* Green: At least one user is assigned

* Yellow: Although users are assigned, user master comparison is not current. For
composite roles, the status display refers only to the assignment of users.
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Fole

Z_CRM_BUSIMESS_PARTHER

Descriptian Business Partner

(3 Description | @ Menu | @ Authorizations @ User | Minispps | @8 Personaliz

BE (0 User omparson | [

| |UserID LIser narne \ From to

| ZPERSONRESP responsible persﬁ(l B4.01.2006/31.12.9999

IRE]

\

Procedure:

1) Enter as many user IDs as desired\in the list.

Enter the user IDs directly or from the possible entries help. You can make
multiple selections with the ‘Selection’ pushbutton, such as all users in a user

group.

Festrict Value Range

Llsers by Rales ' Llsers by Ulzer Groups (General) | Emlﬁ

sers by address data

User | Users by Logon Data
User graup E Isers by Profiles
Jzers by Roles
v Lsers by User Groups (General)
Restrict number to 500 ] Mo restriction
v i K
2) Perform a user comparison if necessary.
The generated profile is not entered in the user master record until the users have
been compared. Changes to the users assigned the roles and the generation of an
authorization profile also requires a comparison.
3) The default validity date when entering a new User ID into the role assignment is

the following:

From: Date of today

To: 31.12.9999
If you want to restrict this validity date, just enter the dates according to you
wishes. If you want to limit the validity period, you must periodically schedule
the report transaction PFUD daily to update the user master records. Is must also
be scheduled if you use the organizational management.
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Frogram Edit Goto  System

Help
A H I €@ DHE T AOa8 )
User Master Data Reconciliation

P & H

Selection of roles

Raole

Selection of action

) Sechedule ar check job far full recanciliation
@ Reconcile User Master Data

Frocessing trpe
[v] Prafile matchup
Caomposite Raole Reconciliatian

HFE Organizational Management: Reconciliation
[vw] Cleanups

Cptions
[ ] ©utput errar messages

A Never enter generated authorization profiles directly into user master records, as
these are deleted if the corresponding role is not contained in the user master record.

For user comparison vou have the following options:

1) Choose the “User comparison” button on the ‘User’ tab page. The users are then
compared for the selected role you created. The status for that role will next
change into green after the comparison is finished successfully.

2) Choose Utilities—=> Settings=> Automatic comparison at save. When you save the
role, a user comparison is performed automatically.

Eole Edit

Goto Utilities

() |nfo object v | |
. Customizing auth.
Display Roles | _— ] I_
Sgﬁi%s |
2 B Other e | T
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3) Wait until the wuser comparison is made with the program
“PFCG_TIME DEPENDENCY”. Set the indicator HR-OrgComparison indicator
on the selection screen of the report.

You should schedule the report PFCG TIME DEPENDENCY periodically
(preferably daily) as a background job. This ensures that user authorizations are regularly
updated. The program performs a complete user master comparison for all roles. The
authorizations are updated in the user master records. The authorization profiles of user
assignments which have become invalid are removed from the user master record. The
authorization profiles of valid user assignments to the role are entered.

ABAP Editor: Initial Screen

&) @k B 30| @ e &

FFCG_TIME_DEPENDENCY e

Suhabjects

@ Source code
I%ariants

() Aftributes

() Documentation
() Text elements

l@ Display | L? Change |

You can launch this report via the transaction code SE38 or SA38.
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2.2.6. Transporting Roles

To transport a role you have created, launch the profile generator and enter the name of
the role you want to transport.

Role Maintenance

E | |D§> Transactions |

Z_COM(P_MARKET ING_MNGR P

Raviews &[] [&)] StowDocumeniaion |

To transport the role, press the ‘transport’ button.

In this case I choose a composite role and get the following screen:

Mass Transport of Roles

Selection of Roles !

7 COMP_MARKETING. .

The system asks you if you also want to transport the single roles of this composite role,
and if you want to transport the generated profiles of the single role.
Select both entries!

& You should not change the authorization profiles of the role after you have included
the role in a transport request. If you need to change the profiles or generate them for the
first time, transport the entire role again afterwards!

In the following dialog box, specify whether the user assignment and the personalization
data should also be transported!

Next you need to enter a transport request. (You can check the transport request
afterwards with transaction SE10).
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2.3. Organizing Authorization Administration
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The authorization system allows you great flexibility in organizing and authoring the

maintenance of user master records and roles:

1) If your company is a small or medium sized company, you can have all
maintenance of user master records and authorization components executed by a
single person or super user.

2) Depending on the size of your company you should think about distributing
responsibilities between more teams responsible each for another purpose. On the
one hand you have one team/person responsible for the maintenance of user
master records and assigning the appropriate roles. On the other hand you have
the second team responsible for the authorization administration, meaning the
creation of new roles and authorization profiles.

Since you can precisely restrict authorizations for user and authorization maintenance, the
administrators do not have to be privileged users in your organization. You can assign
user and authorization maintenance to ordinary users.

2.3.1. Creating administrator roles

Administrator

Permissible Tasks

Impermissible Tasks

Templates

User Admin

Create/change user
master records

Change role data

SAP_ADM US

Assigning roles to
users

Changing or
generating profiles

Assigning profiles
beginning with “T”
to users.

Displaying
authorizations and
profiles

Using the User
Information system

Authorization Data
Admin

Creating/changing
roles

Changing users

SAP_ADM AU

Changing
authorization data
and transaction
selection in roles

Generating Profiles

Using the User
Information System

© 2007

Contact Author: davy.pelssers@contactoffice.net




DavyPelssers Page 38 1/22/2008
Authorization Displaying roles and | Changing users SAP_ADM_ PR
Profile Admin the associated data
Using tcode PFCG | Changing role data
or SUPC to generate
the authorizations
and profiles that
begin with “T” for
roles that have
authorization data
Checking roles for | Generating
the existence of authorization
authorization data profiles with
(tcode SUPC) authorization
objects that begin
with S USER
Performing a user
master comparison
(tcode PFUD,
performing a profile
comparison of the
user master
comparison
Using the User

Information System

1) Launch the profile generator (PFCG)

[, JH e DHE OOL0 BR @I

Role Maintenance

| |D§> Transactions |

Role iz useraoniN  [@)2|¢q|[}  Roe [ comp Role

Goviews BJ||E | ||| ShowDocupentaton |

On the initial screen, fill o
the “create single role’

button.
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2) Fill out the Description Field and extra info

Create Roles

D & onerrole | & | @

Role Z_USERADMIR

Role for User Administration

Description

= Description Autharizations Lser Minifpps ¢ 63l Personalization
Administration Infarmation Transaction Inheritance
Created Detive from Rale
User
Date
Tirme BE Qe ;a0 |§ Delete inheritance relationships

This iz a role Tor User Administration

When selecting another Tab to maintain, you get a popup asking you to save the role, so
press ‘yes’.

Yes | Mo [® cancel

3) On the Tab “Menu” you can create your own user menu if you want. You are able
to take over certain parts from the standard SAP menu; from another role, or
create a new user menu from scratch. Next, you can also add transactions, reports
or other things to the role.

You can skip this for now.
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Role Z_USERLDMIN
Description Role far User Administration

Eﬁ Transaction || Report |E Other/ |

ALIThEII’IZalIEIFI Default

E Rule menu Target Systemn

@ Mo destination
(32 Distribute |

Copy menus
|&fs  From the SaP menu

}& From other rale
e Frarn area menu

|47 Irport from file

Additional activities
? Translate node
S Display documentation

‘H Find in docu.

=] Compress Menu

O
®
@
@
@
@
@
@
@
®
®
®
®
@
@
@

v %
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4) On the tab “Authorizations” you will use the template SAP. ADM_US

& Description h B tenu B Authorizations k B User k MiniAp

Created by Last Changed OniBy
ser Lser

Date Date

Time Qe 00 g Time LE @i

Infortnation About Authorization Profile

Frofile Mame @\ Press the ‘propose profile name’
Frofile Text button to generate automatically a
Status Mo authorization data exists profile name or give a logical name

(with regard to SAP naming
Maintain Authorization Data and Generate Profiles | conventions)

Change Authorization Data

= Expert Mode for Prafile Generation

Use a profile name that does NOT begin with “’T’’, so that the authorization data
administrator cannot change his or her own authorizations. Now press the button change
authorization data.

Again you will receive a popup asking you to save the role (press yes).

Maint . : 0 Unmaint. org. levels B open fields, Stat

£_USERARDMIN @D@ Role for User fLdministration

Choose Template

rTempIate Text for Template
SAP_ADM_AU Administration: Authorization data administrator
SAP_ADM_PR Wdministration: Autharization profile administratar
SHPEDW S Administration: User administrator
SAP_ALL Complete authorization with all authorization objects
SAP_PRINT Frint Authorization
SAP_USER_E Basis authorizations for users
[ ]]

@x
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After saving you get a list of templates that you can use to create your role. Since we
want to create a User Administrator, choose the template SAP. ADM_US.

Z_USERADMIN Role for User Administration
= @@ Hanually Cross-application Authorization Objects
H @D @.‘g Manually Transaction Code Check at Transaction Start
= @@ Manually Bazis: Administration
—E oD ‘% Manually futhorizations: Role Check
—E oD 2 Manually User Haster Maintenance: Authorizations

—E o0 s Manually User Master Maintenance: User Groups
—E QO o Manually Uzer Master Maintenance: Authorization Profile

—= Hanually  Human Resources

—E=l @@® [ 2 Manually  Personnel Planning

LEI @ Manually Ferzonnel Flanning

# 7 Infotype 1006, 10681

# 7 Planning Status *

# 7 Dhject Type B, C, 0, P, 5, T, TS5, U, WF, WS
# 47 Plan Yersion Unmaint. org. Tewel

# 47 Function Code *

# 7 Subtype *

—= @@ = 2 Manually  HR: Transaction codes

You will need to maintain all authorization fields of the available authorization objects.
In this case, you can see that the ‘Plan version’ has a red status. Maintain it either by
pressing the red ‘star *’ to give all authorization or by pressing the change button and
select the right field value.

er Adminis

Maintain Field Yalues

PLOG Personnel Planning
PLYAR Planversion
| Full autharization |

Individual maintenance of Org 1 i=:t
o

From' Ti

ization 0Oh:

de Check al

P¥|PT1an ¥Wersion Text

MNevar use

00 (Workflow delivery

@1 [Current plan

Mternative planitech.
pa[aTternative plan/org

99| Test BP/PD-ORG

AL [Application Link Enabling
GB[Gerd's test

T

I —

OaRR =

| AT
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After every authorization object is correctly maintained, you cansave and generate the
role.

&
Change role: Auth
Eg 0 [EL selection criteria | |

5) On the Tab ‘Users” you can assign this role to an EXISTING user.
You can also enter a valid-from and valid-to date if you want. Otherwise the system will
automatically take the date of today until 31.12.9999.

Role Z_USERADMIN

Description Raole for User Administration

| Description k B menu k @ Authorizations @ User k Minidpps k &3 Perso

| @ User comparison |

rUserID LIser narne Frarm to .
ZFPERSONRESF responsible person B4.01.2006(31.12. 3933

After filling in one or more users that will perform the task of User Administrator,
perform a ‘User Comparison’ in order that the role will be updated in their User Master
Record.

Now the person with Username ZPERSONRESP will be able to do the user
administration after the user comparison has finished.

2.3.2. List of available templates

TEMPLATE Description

SAP ADM_ AU Administration: Authorization data administrator
SAP ADM PR Administration: Authorization profile administrator
SAP ADM US Administration: User administrator

SAP ALL Complete authorization with all authorization objects
SAP PRINT Print Authorization

SAP USER B Basis authorizations for users
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2.3.3. Authorization Objects checked in role maintenance

Authorization Object Description

S USER AUT User master maintenance: authorizations

S USER GRP User master maintenance: User groups

S USER PRO User master maintenance: Authorization profiles

S USER AGR Authorization system: Check for roles

S USER TCD Authorization system: Transactions in roles

S USER VAL Authorization system: Field values in roles

S USER SYS User master maintenance: system for Central user
Administration

S USER SAS User master maintenance: System-specific assignments

S USER_ADM Administration functions for user and authorization
administration

S USER OBJ Authorization system: global deactivation of authorization
objects

S USER WWW User master maintenance: Internet Users

2.3.4. Relevant SAP Tables for Authorizations and Roles

Table Description

AGR 1016 Name of profile for activity group

AGR 1250 Authorization data for activity group

AGR 1251 Authorization data for activity group

AGR 1252 Organizational levels for authorizations

AGR _PROF Profile name for activity group

AGR SELECT Assignment of activity groups to transaction codes
AGR TCDTXT Assignment of activity groups to transaction codes
AGR TCODES Assignment of activity groups to transaction codes
AGR USERS Assignment of activity groups to users

TOBJ Objects

TOBJC Classification of authorization objects

TOBJT Texts for objects (for TOBJ)

TSTC SAP Transaction Codes

TSTCA Values for transaction code authorizations

TSTCP Parameters for transactions

TSTCT Transaction texts

USH04 Change history: authorizations

USHI0 Change history: authorization profiles

USH12 Change history: authorization values

USKRIA Critical combinations of authorizations for transaction codes
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SUKRI Security-critical combinations of transactions

USOBT Relation transaction = Authorization object

USOBT C Relation transaction = Authorization object (customer)
USOBT CD Change history for field values

USOBX Check table for table USOBT

USOBX C Check table for table USOBT C

USORG Organizational levels for Profile Generator

USPRO Authorization Profiles

USRO07 Object and values of the last failed authorization check
USRO08 Table for entries in the user menus

USRO09 Entries for the user menus (work areas)

USRI13 Short texts for the authorizations

2.3.5. System Settings-profile parameters

In order to configure system-wide settings in SAP, you have to maintain the profile
parameters in the Computing Center Management System (CCMS).

You can do this via transaction code RZ11.
Maintain Profile Parameters

Hit List

FParameter HWame

Profile parameter maintenance

[«][2]

Pararm. Mame abapfp_a_type

abap/programs
abapfprotfile

- abap/pxa
abap/pxaclients
abap/rfcstx
abhapfrsyntextin
ahapfsaptrap —
abhapfset_text_env_at_new_mode
ahap!/sourcedir |
abap/super
abap/swap_reserve

-

Transaction RZ10 provides more information on the different profile parameters.

Most of the relevant parameters begin with “auth” or “login” and can easily be found
back.

Next to RZ10 you can also display a full overview of the configured parameters via
transaction code TUO2 or report RSPARAM (called via SA38).
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Note:

Remember that changing profile parameters CAN have a serious impact on your system
and therefore should best be restricted to change by a Basis Administrator.

Also know that a change of profile parameters can only be visible after restarting the
application server.

2.3.6. Protective measures for Special profiles SAP_ALL & SAP NEW

Authorization Profile SAP ALL

This composite profile contains all SAP authorizations, meaning that a user with this
profile can perform all tasks in the SAP system. You should therefore not assign this
authorization profile to any of your users. Try to maintain only one user with this profile
and keep the password of this user secret! (Only to be used in emergencies).

Authorization Profile SAP NEW

This composite profile contains a single profile for each release that contains the
authorizations that the users require to be able to continue using the functions that they
have used until now, but which are protected with new authorization checks. However,
you should not leave this profile active for a long period of time.

SAP recommends that you perform the following steps:

1) After the upgrade, delete the SAP. NEW_* profiles from the composite
profile SAP_ NEW for releases before the last revision of your authorization
concept.

2) Assign the composite profile SAP_NE to all users. This means that they can
continue to use the functions that they have used until now.

3) Distribute the authorizations contained in the SAP_ NEW single profiles to the
roles or profiles that you use productively and maintain the authorization
values.

4) Delete the profile assignment for SAP. NEW and the SAP_NEW profile.

A long list of SAP_NEW profiles (for example, after multiple upgrades) indicates that it
is time to revise and redefine your authorization concept.
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2.4. Authorization Checks

To ensure that a user has the appropriate authorizations when he or she performs an
action, users are subject to authorization checks.

The following actions are subject to authorization checks that are performed before the
start of program or table maintenance and which the SAP applications cannot avoid:

» Starting SAP transactions (authorization object S TCODE)
» Starting reports (authorization object S PROGRAM)

* Calling RFC function modules (authorization object S RFC)
* Table maintenance with generic tools (S TABU DIS)

2.4.1. Checking at program level with AUTHORITY-CHECK

Applications use the ABAP statement AUTHORITY-CHECK, which is inserted in the
source code of the program, to check whether users have the appropriate authorization
and whether these authorizations are suitably defined; that is, whether the user
administrator has assigned the values required for the fields by the programmer. In this
way, you can also protect transactions that are called indirectly by other programs.
AUTHORITY-CHECK searches profiles specified in the user master record to see
whether the user has authorization for the authorization object specified in the
AUTHORITY-CHECK. If one of the authorizations found matches the required values,
the check is successful.

One way of finding authority checks in the program code is to search the source text of
the ABAP program for the string “AUTHORITY” in the ABAP Editor (transaction
SE38). This search displays all the authorization checks within the respective program.
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Coding Example:

W& Report SAPBC400DDS_AUTHORITY _CHECK_Z2
w

REPORT sapbcd0odds_authority_check_2.
COMSTANTS actwt_display TYPE activ_auth wallUE '03°'.

paTa: it_flight TvPE shcd00_t_shcdoofoce,
wa_Tt19ght LIKE LIME OF it_flight.

PARAMETERS pa_car TYPE s_carr_id.

1/22/2008

% Check if user is authorized to read data of the specified carrier 7

SHTHORITY —CHECK ©OBJECT 'S_CARRID
ID 'CARRID' FIELD pa_car
ID 'ACTWT' FIELD actwi_display.

WHEM 0. " User is authorized

SELECT carrid connid fldate seatsmax seatsocc FROM sTlight

INTO CORRESPOMDING FIELDS OF wa_f1ight
WHERE carrid = pa_car.

wa_flight-percentage =

100 % wa_flight-seatsocc / wa_flight-seatsmax.

APPEND wa_flight To it_flight.
ENDSELECT.

IF sy-subrc = 0.
SORT At_flight BY percentage.
LOooP AT t_ 'I"|1g_h1: INTO wa_T1ight.

WRITE: / wa_Tlight-carrid COLOR COL_KEY,
wa_f1ight-connid CoLOR COL_KEY,
wa_T1ight-fldate COLOR COL_KEY,
wa_f1ight-seatsocc,
wa_Tlight-seatsmax,
wa_f1ight-percentage, '%'.

EMDLOOP.
ELSE.

WRITE: 'MWo ', pa_car, 'flights found !'.
EMDIF.

M COTHERS. User is not authorize

WRITE: / 'authority—Check Error' (0010

EmMDCASE.
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You can see that a check is made on the authorization object “S _CARRID”.

When executing this report the system will check the profiles assigned to the user and
look if this authorization object is available. If not, the system will respond with a Sy-
subrc <>0 and display the output message ‘User is not authorized’. If the authorization
object is available via one of the profiles in the user master record, then the system will
check if the field values for this authorization object correspond to the ones defined in the
coding. If this is not the case, the Sy-subrc will also <>0.

If every check is ok; then the report will be executed as normal.

2.4.2. Starting SAP Transactions

When a user starts a transaction, the system performs the following checks:

* The system checks in table TSTC whether the transaction code is valid and
whether the system administrator has locked the transaction.
* The system then checks whether the user has authorization to start the transaction.

The SAP system performs the authorization checks every time a user starts a
transaction from the menu of by entering a command (directly entering the
transaction code into the command field). Indirectly called transactions are not
included in this authorization check.

* The authorization object S TCODE (transaction start) contains the field TCD
(transaction code). The user must have an authorization with a value for the
selected transaction code.

* If an additional authorization is entered using transaction SE93 for the transaction

to be started, the user also requires the suitable defined authorization object
(TSTA, table TSTCA).

Maintain Transaction
go & ol fa | @ T D

Transaction Code EP @

|-$’;r° Display | |;:9 Change | ||j Create |

If you make a copy of a standard transaction such as “BP” (business partner
maintenance), and display the information, you see the following:
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Change Dialog transaction

el e e LS Dl

Z_BP

Transaction text maintain Business Parners
Prograrm SAPLEUPL_DIALOG_JOEL

Authorization ohject YValues

Maintenance of standard transaction variant allowed

Classification !

Transaction classification

@ Professional User Transaction
() Easy¥eh Transaction Semice
[]Periasive enabled

U support

[w] SAPGLI far HTHML
[v] SAPGLI for Java

[v] SARGUI for Windows

You can enter an authorization object and authorization field values at this level,
meaning that when starting this transaction this authorization object will be
checked.

You can use existing authorization objects, but if a standard authorization object
does not fulfill your needs, you can also enter a new authorization object that you

have created via transaction SU21.

Remark: Transactions can also be blocked by using transaction SMO1.

Transaction Codes: Lock/Unlock

Lockfnlock

{1BEASBBES_BD_A1 {1BEA/R..
H1BER/BEEL_ED_B2 HBEAIR..
1BER/BBEL_BD_B5 HMBEA/R..

10008 | Maintain Billing Documents

10808 | Transfer Billing Docs to Accounting

10008 Display Collective Run Log
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Creation of new authorization fields via SU20

List of Authorization Fields

1/22/2008

Creation of new authorization object via SU21

List of Object Classes

W [ & T ¢ TcCodeassignment

O & & O

Authorization check fields

Autharization fid Data element Check table for F4 help  |Package

fEAPCHD AP JEAPCHD A LPPLICATION fEAPCHND/TEET A fEAPCHND/CUSTOMIZING
fSAPCHDICT JSAPCHD/COND_TABLE_ID |/ SAPCHWD/TES1 fSAPCHND/CUSTOMIZING
fEAPCHNDITY {SAPCHNDCOND_TYPE fSAPCHNDVCUSTOMIZING
fSAPCHD/US JSAPCHDFUSKEE fSAPCHNDYTEETY fSAPCHND/CUSTOMIZING
ABLPFORM SYFORMNAME SLEF

ACTARER SRMACTAR SRM_WF_PATH

BCTYT LCTIV_BUTH TALCT SUSE

ACT_GROUP LGR_NAME 5_FROFGEN

ACT_TYPE DWOT_MOTIF_ACT ]

ADCOMH AD_COMH TSAC SZAD

ADGRP LD_GROUP TSLDY SZAD

ADGRP_P AD_GROUP_P TSADE SZAD

ADMIN_TYPE CRMT_ISA_UA_ADMIMN_TYPE CRM_ISALES

ADM_FUNG MI_LCLADM_FUNC ME_CORE

BEFUN CC_REFUN CC

BENST LENST LG

AF_CHF_BSSIGMIP  |CHAR1 S_CHECK_RESULT_MANAGEMENWT
AF_GHF_CREATEIP  |GHAR1 S_CHECK_RESULT_MANAGEMENWT
AF_GCHF_REGISTER  |GHAR1 S_CHECK_RESULT_MANAGEMENWT

@3 Regenerate SAP_ALL

Ohj . C1. Short tert
Mot assigned to a class
aonn Obsolete futhorization Objects
OB Cross-application Authorization Objects
BEP BBP Component
BC_A Basis: &dministration
BC_C Basis - Development Enwironment
BC_Z Basis - Central Functions
BEA futhorization Objects for Bil1ling Engine
CLAS Classification
CHS Channel Management Solution
CRM CRM Component
C_My CRM Middleware
HR Human Resources
ICH CRM: Incentiwve and Commission Management
nph Quality Management
WF M Work Force Management
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Select the correct Object class, and you get a list of all authorization object for this object

class.

Example: for object class “CRM”.

List of objects

0 & O ¢ & o Documentation

@3 Regenerate SAP_ALL

Ohjects in class

CRM CRH Component

Object

Short text

CRM_PRP_EFP
CRM_PRP_MT
CRM_MAP_FM
COM_IL

CRM_CIC OT
CRM_CHM_PS
CRM_CHM_WL
CRM_ISA_LIM
CRM_MPL_AD
CRM_MPT

CRM_DLM

CRM_ORD_OE
CRM_CO_FU
CRM_CO_SE
CRM_CO_SA

Luthorisation
futhorisation
futhorisation
duthorization
Luthaorization
Lutharization
Luthorization
Luthorization
Luthorization
buthorization
buthorization
duthorization
Luthaorization
Lutharization
Luthorization

Object for PPR Maintenance wia BAFI

Object for PPR Maintenance wia PRP AFI

object for CRM MKT Mapping Tool

Check Tor Relationships

Ohject CRWM , CIC - Check Owerriding

Ohject CRM Channel Mngt. - Partner Self Serw.
Object CRM Channel Mngt. - YWiew Restriction
Object CRM IS8 - User Administration

Object CRM Marketing - General Settings
Object CRM Marketing BusObject Marketing Plan.
Object CRM Marketing Business Object Deal
Ohject CRH Order - A17owed Organ. Units
Object CRM Order - Bus. Ob. Sales Contract
Object CRM Order - Bus. Ob. Serwice Contract
Object CRM Order - Bus. 0Ob: Financing Contract

You can create here your own authorization object within this object class.
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Object ZBUS_PAORT < Name of the new

' vartner additional auth object| authorization object
lass CRM | CRM Compongn
Author

Name of Object class

Autharization fields

Enter here the authorization fields, which

should be checked for this authorization
object! You can use existing ones, or a new

one created via transaction SU20.

Authorization object documentation
|g§' Create ohject documentation

Further authorization object settings

[ ] Gonversion for authorization fields allowed

W Field maintenance 3%

* The system checks whether the transaction code is assigned an authorization
object. If so, a check is made that the user has authorization for this authorization
object.

You can check this via Transaction code SU24.
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2.4.3. Starting Report Classes

You can perform additional authorization checks by assigning reports to authorization
classes (using report RSCSAUTH).

Maintain/Restore Authorization Groups
@

Report choice

Program narme to
Authorization group (SAP) o
Application o E
Logical database to H
from application o E

Autharization groups

haintain
[v] CreateiChange
Copy authorization groups from

Default authorization group
Repart tree

Festare f Transport
[]Testrun
[ IRestore
[ | Restore with transport

You can, for example, assign all PA* reports to an authorization class for PA (such as
PAxxx). If a user wants to start a PA report, he or she requires the appropriate
authorization to execute reports in this class. Predefined report classes are not delivered.
You must decide yourself, which reports you want to protect in this way.

Consider the following:

» After you have assigned reports to authorization classes or have changed
assignments, you may have to adjust objects in your authorization concept (such
as roles (activity groups), profiles, or user master records.

* There are certain system reports that you cannot assign to any authorization class.
These include:

0 RSRZZLGO
0 STARTMEN (as of SAP R/3 4.0)
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0 Reports that are called using SUBMIT in a customer exit at logon (such as
SUSR0001, ZXUSRUO1).
* Authorization assignments for reports are overwritten during an upgrade. After an
upgrade, you must therefore restore your customer-specific report authorizations.

2.4.4. Calling RFC Function Modules

When RFC Function modules are called by an RFC client program or another system, an
authorization check is performed for the authorization object S RFC in the called system.
This check uses the name of the function group to which the function module belongs.
You can deactivate this check with parameter auth/rfc_authority check.

2.4.5. Checking assignment of Authorization Groups to Tables

You can also assign authorization groups to tables to avoid users accessing tables using
generic access tools (such as transaction SE11, SE16, SM31, OBAS5 and so on). A user
requires not only authorization to execute the tool, but must also have authorization to be
permitted to access tables with the relevant group assignments. For this case, tables are
delivered with predefined assignments to authorization groups. The assignments are
defined in table TDDAT; the checked authorization object is S TABU DIS.

Remember that changing the assignment of tables is a modification of standard SAP; you
are recommended to only modify those tables where the risk is very high. (i.e., that
incorrect changes can result in inconsistent data or an unwanted system response for
Customizing tables).

You can also use Transaction code SE54 to access this assignment.

Generate Table Maintenance Dialog: Initial Table/View Screen

Edit Tablerdews | Edit Function Group | EditWiew Cluster | Edit Wiew Yariant

Tahlefview BUTOO0 [=) Test |

Edit Tableniew

() ABAP Dictionary R Delete |
() Generated Objects |ﬁ|’ Deleta |
I Authorization Groups

@ Assign Authoriz. Group

|63:r° Display || CreatefChange
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If necessary you can also use authorization object S TABU _CLI for cross-client table
maintenance, in addition to authorization object S TABU DIS.

As of SAP release 4.6. You can also use the new authorization object S TABU LIN,
which enables you to grant authorization for specific lines of a table. You can use this
object to restrict access to certain data ranges and work areas within the table, for
example, to specific plants, or company codes.

2.5. Analyzing Authorization Checks

If you do not know the required authorizations for a transaction, you can determine them
in the following ways:

2.5.1. System Trace

You can use the system trance function (transaction STO1) to record authorization checks
in your own and in external sessions, if the trace and the transaction to be traced are
running on the same application server. The trace records each authorization object that is
tested, along with the object’s fields and the values tested.

System Trace

| | T Trace an ||@ Trace nff| | | |ﬂ Analysis ||B Save | | |ﬂ Online Documentation |

' ' Trace switched off (main switch off)

Last chanoed onfty
17.11. 2005 ©1:00:26

=

Trace companents

Authorization check
kern
General Kernel

DB Access (SGL Trace)
Tahble Buffer Trace
RFC calls

Lock aperations

DOO0 OO
%]

| B General Filters |

You will use this in certain cases to check authorization problems when you’re not using
the standard SAP GUI. (Example, in the Bex analyzer, the IC Webclient, PCUI screens)
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Suppose you are launching a BW report in the BEX analyzer. The consultant (who has
SAP_ALL authorization) is able to launch this report without any problem, but the end-
user which has certain Customer Defined roles, is having problems when launching the
same report.

Since performing an SU53 authorization check is useless in such a case, you still can use
the STO1 trace.

This trace is also useful in case you use PCUI screens or the IC Webclient.
- Procedure:

Flag the ‘authorization check’ field and next, by pressing the button ‘general filters’ you
can choose for which user you want to activate the trace!

RFC calls |

Systern Trace: Genearal Filter

Lock operations

Lock Without Reference to Trace Type

|? General Filters | Trace for process number only

Trace far user anly DAYYP|

Trace for transaction only
Trace far pragrarm anly
(either on

| X
Next, push the button “Trace on”.

System Trace

@| t Traceaon G Trace off |

Let the user who has the authorization problem perform the action(s) again in the system.
After the user encountered the problem again, push the button “trace off” and press the
“analysis button”.

@@ Trace off | D,| Bl Analysis
A

On the next screen below, check/flag the ‘authorization check’ field and press the execute
button.
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Options for Trace Analysis

Ol 8B F

User name;
Client:
Work Process:

Trace Records

[w] Authorization check
[]kernel Functions
[]General Kernal

DAYYP
200

Transaction:
[ DB Access (SOL Trace)
[ ] Tahle Buffer Trace
[]RFZ calls

||:| Lock operations

Duration C=us):

Max Mo, Records: 10.000
From: 03.01.2006  / 14:49:37
To: 03.01.2006 / 15:04:37

Tahle Restriction {Only S30L and Buffer Trace)

E De1e
E pe2o

| =

Mare tahles

File selection

@ Active Trace File
() Other File

=]

1/22/2008

In your result screen below, you can see that all checks were positive (dark green color)
meaning that all authorization checks so far did not pose any problem. In case of a lack of
authorization you will see another color, and a return code (RC = 0) different from “0”.

Trace display

Client: 2008 User: DAYYP Transaction Trans ID: 4F4ESDOCY19944BOGACEET6C89B73817F

Work process 1 PID 0] Date: 03.01. 2006 Start: 14:59:12:499 226 Finish: 14:58:12:567 . 474
First Block of Dialog 5tep Last Block in Dialog Step

Block Yersion: 476 Wo. of records: 2 File Yersion: 1

-———
14:58:12:507| AUTH | - - - |5_CTS_ADMI RC=0 |GTS_ADMFCT=TABL;
Client: 208 User: DAYYP Transaction Trans ID: 4F4ESDOC19944B0GICEO16C89B73817F
Work process 1 PID 0] Date: 03.01. 2006 Start: 14:59:20:698 534 Finish: 14:59:20: 26.057
First Block of Dialog 5tep Last Block in Dialog Step
Block Yersion: 886 Wo. of records: 5 File Yersion: 1
_-__—
14:59:22:978| AUTH | - - - |B_BUPA_RLT RC=0 |ACTYT=@1;RLTYP=BDBOEE;,
14:58:23:49 |AUTH | - - - |B_BUPA_RLT RC=0 |ACTYT=@1;RLTYP=BDBOEE;,
14:58:23:49 |AUTH | - - - |B_BUPA_RLT RC=0 |ACTYT=@1;RLTYP=BDGO@E;,
14:58:25:812|AUTH | - - - [SGUI  RC=0 |ACTWT=61;

10 Records Read
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2.5.2. Authorization error Analysis

You can use transaction SU53 to analyze an access-denied error in your system that just
occurred. You can use transaction SUS53 from any of your sessions, not just the one in
which the error occurred. You cannot analyze an authorization error in another user’s
logon session from your own session.

With this transaction you can check what authorizations are checked when a user is using
a transaction and seems to be blocked because of authorization issues.

(Usually he gets the message: “you have no authorization ....”.)

Although the user has a role (profile) allocated to his user-profile with the transaction in
that role, he is blocked at a certain moment. This may be possible, because when
performing a certain transaction, the first thing that is checked is whether you have
authorization for the object “S_ TCODE”. If so, and this will always be the case when you
have added the transaction into the role, then he will be able to launch the transaction, but
that’s all. If relevant transactions are used or authorization objects that are not standard in
the transaction, but for which the user needs to have authorization, then you need to
perform the transaction SU53 at the moment you are blocked to see what is checked on
the one hand, and what the user has authorization for on the other hand.

This allows you to make the necessary changes to the role by manually adding the
necessary authorization objects into that role with the limitations on the fields you want.

[EYNTEYSITY (SR Ry Sy ey L R P P[P N LTy ey Sy PRy P}

v .
¥ . Check S5_TABU_DIS|Table Maintenance (via standard tools such as SHM30)
w¥ . Check Autharization Check for Transaction Start

w¥ . Check S_TRANSLAT|Translation environment authorization object

- kel S TONKRCODDT I Tramernmrt Memamtd soe

You can perform this SU53 by typing in /nsu53 in the screen where you were blocked for
this transaction:

Menu  Edit  Eaworit

Example:

@ fou are hot authorized to use transaction WAD1

This means that the user has this transaction not within a role allocated to his user-profile.
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Dispiay Authorization Data for User TESTAKN

]
lser : TESTAKN
System: EE1 Client: 200

The follaowing authorization ohject was checked:

Ohject S5_TCODE Luthaorization Check for Transaction Start
Ohject claszs ARAB Cross-application Authorization Objects

Field Walle

Transzaction code
W AEN

fvailahle authaorizations for the object in the master record:

Ohject 5_TCODE Luthorization Check for Transaction Start
Luthorization T-E148008901 Exists in user buffer
Frofile T-E1480089
Role Z_PEE_SN_DISPLAY
Field Values

Transaction code
fPEUYMMO2 5053

This is the result of performing the transaction SUS53.

The first part always shows you what the system checks, and the part below shows you
the authorizations that are available for the user and in what role(s).

You can see that the check on the authorization object S TCODE is relevant in this case,
and that it’s not available in the role Z PEE SN DISPLAY for the transaction VAO1,
since the only transaction he may execute are /PEU/MMO02 and SUS3.
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3. Testing the roles

During an implementation of for example the SAP CRM module, you will make up the
necessary single and composite roles.

As I explained before you will create the following:

* A basic role, which will be assigned to every SAP user (it contains authorizations
that are necessary for all end-users such as printing authorizations, possibly SU3
for maintaining his/her preferences, SU53 to check for authorization errors and so
on.

* Single Roles: a single role usually contains the authorizations to perform a
specific task such as creating a Marketing plan, or creating target groups in case
of marketing and campaign management.

* Composite roles: composite roles could contain several single roles. Depending
on how you want to setup your role definitions, you could decide in this case to
create a composite role for a Marketing manager who will have several single
roles.

During an implementation it is important that you test the complete functionality
(customizing and developments) initially with a super-user who has the authorization
profile SAP_ALL, to ensure that everything works as designed independent of
authorization issues.

UNIT TESTING

Next you will start with the unit testing, where you will test every single role you have
defined. This can be tested by the corresponding key-users (it is best to have the single
roles tested by a key-user for the specific domain/module like FI, MM, SD and so on.

You should make sure not only that you are able to perform the tasks such as processing
transactions in the system (positive testing), but also check that you are NOT able to
perform things in the system you should not be allowed to (Negative testing).

Once you have done the entire unit testing you can start with the integration tests.

INTEGRATION TESTS

Once the unit tests are done, the roles must also be tested during the role integration test
phase. The objective of the unit tests was to ensure that the role functions properly,
meaning that the transactions contained in the role can be executed.

For integration testing, the responsibility usually lies in the hands of key users and/or
power users who are well familiar with the business processes that need to be tested and
who have a basic understanding of the authorization concept and checks.
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Usually the key user will logon with a user who acts in a certain function such as
marketing manager or master data administrator and who has assigned one or more
composite roles to his user-id.

Again you will do positive and negative testing during this integration test. First you will
make sure that all activities, transactions, reports and so on can be executed. Next you
will ensure that for example a specific transaction can be executed, but for example only
in display mode or for a certain organizational level (such as company code, sales
organization).

Often you will see that a single role works as designed, but that the combination of
several roles (assigned in a composite role) can cause security problems, since an
authorization object can occur in more than 1 transaction and have different values in one
single role opposed to another single role. Since the SAP system does the authorization
check on the entire authorization profiles you have assigned to your user-id and adds up
the authorizations you have, this could result in conflicts.

Example:

Suppose you have a single role Z MARKETING PLAN where you have values
maintained for authorization object CRM_CPG where you are allowed only to
DISPLAY marketing campaigns (Value 03).

In another single role Z MARKETING CAMPAIGN you also have this authorization
object where you are allowed to create/change and display a marketing campaign.

Both single roles are assigned into the composite role Z COMP_MARKETING.
Since you have the composite role assigned to your user-id and in one role you have all

authorizations assigned for maintaining campaigns, this value will overrule the
restriction, which was made in the single role Z MARKETING PLAN.
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4. User Maintenance

With user maintenance, an administrator can create a user master record for every user,
so that the user can log on the SAP System. You assign one or more roles to the user
using the user master record to determine which activities are contained in the user menu
and which authorizations the user has.

User master records are client-specific. You therefore need to maintain separate user
master records for each client in your SAP System. You can use “Central User
Administration” to simplify cross-client user administration. Maintaining centrally
administered users is slightly different from user maintenance without CUA.

The overview in this book is restricted to user administration without CUA.

4.1. Creation of a User in the CRM system

The existence of a User Master Record is a prerequisite for logging on the SAP system,
being R/3, CRM, BW, SAP Portal. To uniquely identify a SAP user, each user must have
a unique master record, where personal data is saved and authorizations are granted by
assigning (composite) roles. Technically, authorizations can also be assigned to users
through single roles, composite profiles and single profiles. But from my point of view,
the best way is assigning roles, and more specific composite roles.

Note: the procedure for creating users is the same in R/3, BW or CRM system. Below I
explain this for the CRM System.

Procedure:

Start user maintenance via the menu:

Sap Menu =2 Architecture and technology 2 System Administration 2 User
Maintenance 2 Users (SU0I)

You can also directly access user maintenance via the command SUO1.

The initial screen will look like this:

Edit Goto Information  Erwironment  Systern Help

& BjaE @ oHEE A

User Maintenance: Initial Screen
O 2 s O D8 A

User @

Alias

© 2007  Contact Author: davy.pelssers@contactoffice.net



DavyPelssers Page 64 1/22/2008

4.1.1. Display user information

To display a user, just type in the username and press the display button. S
If you don’t know the username by heart, you can look up any user by pressing the input-

help button.

User |

You get a popup screen with different search criteria.

Festrict Walue Range

LIsers by Roles Users by Lser Groups (General) | EE

lsers by address data

ser | Lsers by Logon Data

LIser group Users by Profiles

Lisers by Roles

v Lzers by Llser Groups (General)

Restrict number to 500 []Ma restriction

¥ iy R

You will see that there are different tabs on the user maintenance screen.

1) Address Data
Use the address data tab page to record a specific user’s address data. You must enter at
least the user’s last name here. This information is meant to identify the actual employee

(first name, last name, department, phone number, business address and so on).

The User ID can be up to 12 characters. When creating usernames it is useful to make up
naming conventions to make the usernames transparent for maintenance purposes.

Example: First 8 characters of the last name, followed by the first two characters of the
first name.

Pelssers Davy - PELSSERSDA
Clinton Bill - CLINTONBI
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Use the Logon data tab page to maintain user information in the user master record. Here
you can set the initial password (this is the password the end-user or employee needs to
enter the first time he logs on to the SAP system — at that moment he will get a popup
asking him to re-enter a new password of his own choice) and the user group.

If necessary, the administrator can restrict the validity period of the user master record.

You also can assign an alias up to 40 characters to a user to specify more descriptive
names.

User Groups

User groups are basically used to distribute user maintenance among several user
administrators. Only the administrator that has authorization for a group can maintain
users of the group. If you leave the field empty, the user is not assigned to any group.
This means the user can be maintained by any user administrator.

You can create and maintain user groups within the user maintenance screen, via the
menu path: Environment 2 User groups 2 Maintain

Userpnames Edit Goto  Information

2 d |

Environment Systern Help

Mass changes

i i Archive and read r
Maintain User o
Maintain profiles Fa
%2 & Licence Data & References Maintain authorization
Lser groups k Maintain
Llzer DAAYP
Maintain roles %ShifHF'l Display
Last Changed DAy P B5. 01
User Types

The user type attribute indicates how the user’s access to the SAP system is defined. SAP
distinguishes among the following user types:

* Dialog user:
User type for exactly one interactive user (all logon types including Internet users).
During a dialog log on, the system checks whether the password has expired or is initial.
The user can change his or her password himself or herself. Multiple dialog logons are
checked and, where appropriate, logged.
Every employee should generally be defined as a dialog user.

e Communications:

User type for dialog-free communication between systems (such as RFC users for ALE,
Workflow, TMS and CUA):
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= A dialog logon is not possible

= Whether the system checks for expired or initial passwords
depends on the logon method (interactive or not interactive). Due
to a lack of interaction, no request for a change of password
occurs.

*  System:

User type for background processing and communication within a system (internal RFC
calls).

= A dialog logon is not possible

= The password change requirement does not apply to the passwords,
that is, they cannot be initial or expired. Only a user administrator
can change the password.

=  Multiple logons are permissible.

o Service:

User type that is a dialog user available to a larger, anonymous group of users. Assign
only very restricted authorizations for this user type.

= During a log on, the system does not check whether the password
has expired or is initial. Only the user administrator can change the
password.

= Multiple logons are permissible.

= Service users are user, for example, for an anonymous system
access through an ITS service. After an individual authentication,
an anonymous session begun with a service user can be continued
as a person related session with a dialog user.

* Reference:
User type for general, non-person related users that allows the assignment of additional
identical authorizations, such as for Internet users created with transaction SUO1. You

cannot log on to the system with a reference user. (You can deactivate this field in
accordance with SAP note 330067.
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3) Defaults

Address k Logaon data " Defaults k Farameters h Roles k

Start menu |

Logon Language EN

Spoal Caontral Decimal Motation
QutputDevice @ 1.234 567,89

(1,234 567.29
[] output Immediately ()1 234 557,849

[] Delete After Cutput

Diate Farmat

Fersonal Time Zone @) DDk Y
ofthe User ) MDD Y
Svs. time zone CET ) hibd-D Oy

e g DD
CATT MDD
[Jcheck Indicatar Y- MM-DD

You can use the defaults tab page to specify user defaults, such as the standard printer,
the start menu, date and decimal formats and logon language.

The user administrator does not have to maintain these settings necessarily, because users
can also maintain their own user defaults via transaction SU3. In that case however, the
users need to have this authorization in their basic user role assigned to their user master
record.

4) Parameters

Address h Logon data k Defaults ' Parameters k Roles k Profiles k Groups “. E
rParameterlD Pararmeter value Short Text E

COMMPRET_IND_0OB.J Prod. Maintenance Transaction: Including Individual E

CRM_DIS_CHAEMMEL 30 Distribution Channel E

CRM_ICWC_SHORTCUTS Show Kevboard Mavigation Shortcuts

CRM_ICWC_STATIC Dynamic § Static HTML Design

CRM_PROC_TYPE_OPP COPPT Transaction Type: Opporunity

CRM_PROC_TYPE_SAL TA, Transaction Type: Sales
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Use the tab page ‘parameters’ to set or get parameters to save default values for fields,
such as the company code, plant and so on.

Defining these preassigned values makes it easier for users to enter organizational units
when they encounter the units again. Maintaining the parameter values can help to reduce

mistakes during input.

Set/Get parameter ID

A field can be filled with proposed values from SAP memory using a parameter ID.

Example

A user only has authorization for company code 001. This company code is stored in
memory at the beginning of a transaction under the corresponding parameter ID. Fields
that refer to the data element are automatically filled with the value 001 in all subsequent
screen templates.

Dependencies

A field in the screen template is only filled automatically with the value stored under the
parameter ID of the data element if this was explicitly permitted in the Screen Painter.

5) Roles

Address k Logon data k Defaults h Parameters  Roles k Profiles k Groups “. EE

Reference User for Additional Rights

| | [Role

Yalid From  |Walid To Marme

B1 .06 . 200431 12,9999 8P 0 ATP - Customizing [«]
01 . 06. 2008431 .12.9999 |Customizing Project Team nE
A1 .06 200431 .12 9999 ABAP Entwickler [
b1 06,2004 (31 12,9099 \Basis: Administrator Authori: |
A1 06, 208431 .12 .9999 Activity Managerment
E1. 06, 2004 (31 .12.9998 \Business Parner —
B1. 06, 2004 (31 12,9999 ||PC Administration

SAF_BC_CUS_CUSTOMIZER
SAP_BC_DWE_ABAFDEVELOPER
SAP_BC_RRRE_S&E_ADMIN
SAF_CRM_ACTIWITY
SAP_CRM_BUSINESS_PARTHER
SAF_CRM_IPC_ADMIM

Q0 0 9 0 e 0
oo o066 v

Use the tab page roles to assign composite and/or single roles to assign the correct
authorizations to the end-user or employee. You can also enter validity dates, supposing
that you give authorization to someone on a temporary basis. By assigning a role to the
user, the corresponding active authorization profile will automatically entered on the tab
page profiles.
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6) Profiles

Address | Logondata | Defaults | Parameters | Roles  Profles | Gro

EIENEN=NE

| |Proiile Ty..|Text

|_ BAF AL @7 Al SAP Systern authotizations

|_ SALP_NEW [[3 &Nl authorizations for newly created objects

|_ T-C16700E8 IS Profile far role SAP_PCC_ACCOLUNT_MANAGER
| [T-C1578012 | @ Profile for role ZCERNUM_ALL

On the profiles tab page, you assign manually created authorization profiles and therefore
authorizations to a user. The generated profiles of the roles assigned to the user are also
displayed here.

Example:
In the screenshot above you can see that for my User ID two standard SAP Profiles have

been assigned (SAP_ALL and SAP_NEW). The other profiles are generated profiles
which are automatically displayed on this tab page, because they correspond to the roles
which are assigned to my user master record on the tab page ‘roles’.

Remember that end-users usually should not get those special profiles SAP_ALL and
SAP NEW as explained in chapter 2.3.6.

7) Groups

Logon data | Defaults | Parameters | Roles | Profiles  Groups | F'eran:nn...h

| lUsergroup  (Test

You assign the user to a user group on this tab page. This is purely a grouping that is
suitable, for example, for mass maintenance of user data (transaction SU10).
Assignments that you make on the ‘groups’ tab page are not used for authorization
checks that are specified on the logon data tab page using the User Group field.
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8) Personalization

// Defaults Farameters Raoles Frofiles Groups Fersonalization
IRNEEIVEIERIE EEE R EENE R TEY
Description Fersonalization ohject key

Area Menu Editor Settings AREA_MEML_SETTIMNGS

Highestwalue of shopping cartthatc... |BEP_APPROWAL_LIMIT

YWalue above which approval is neces.. |BEBF_SPEMDIMG_LIMIT

Amount Available to the Employves BEP_LUSER_BUDGET

Specifies the authorization level ofth... |BEP_WFL_SECURITY

Settings for Business Partner Mainte... |BUFPA_DIALOG_JOEL

Chaoose hetween 'Standard’ or ‘Advan.. [CRM_ACTMITY_EASYLI
maintain user specific views for facts.. |CRM_CCKPT_BPFS_LISERVIEWY
maintain view list for factsheet CREM_CCKPT_BPFS_LISERVL
maintain default views for factsheet CRM_CCKPT_DEFWVIEWS

IPM: User Settings for Rights Availabi.. |CEM_IPM_AWVAILABLE

On the personalization tab page, you can make person-related settings using
personalization objects. You can call this tab page both in role maintenance and in user
maintenance. Here you can preassign application parameters that include more
parameters than the user parameters provided by transaction code SU3.

Other Functions

User Maintenance: Initial Screen

D74 T 0o 4

X
User L pavre  [a)

On the initial screen you have several buttons, which allow you to do the following
things:
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* Create a new User O : you create a new user and fill out all the details as
explained before!

e Delete a user: use the trashcan icon T
* Copy auser [0 when copying a user you type in the username that you

want to copy, and press the copy button. You will get a popup asking you
what parts you want to copy. In the ‘TO’ field fill out the new username.

Copy Users

Fram DayY P
o DP.WF'

Choose parts

[ | Address

Defaults

User Parameters
Reference User
Roles

[w] Autharization Profiles
Llser groups
Personalization
Licence Data

SAP Easy Arcess Seftings

O ®

* Lock/unlock a userEl' : depending on the system profile parameters, it is
possible that a user can for example mistype his password up to 3 times.
At that moment the system will lock the user and he no longer is able to
log on to the SAP system. With this button the user administrator can
unlock the locked user!

* Change the password B4 with this button you can give a new initial
password to the user!
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4.1.2. Initial Data load for Users and Authorizations

You can imagine that for a large international company a lot of users need to be created
and maintained. For a smaller company this can easily be managed by one system
administrator in a manual way, but for very large user numbers this might be unfeasible.
Therefore SAP provides technical aid. You can either accomplish this with an ABAP
program that reads the data automatically, or with an external tool for creating and
managing user master records based on the standard SAP BAPI’s such as:

» BAPI USER CREATE

« BAPI USER GET DETAIL

» BAPI USER CHANGE

 BAPI USER DELETE

You can access the existing BAPI (Business Application Programming Interface)
overview directory via the transaction code BAPI.

BAPI Explorer
TR

[i®f Detail " [l Documentation | dEs Tools L 4 Project |

Method

USER.Create

Create auser

Hierarchical | Alphabetical | Functionality
[ Cross-Application Components [+ Creates a new user with the name USEEINAWE and the specified attributes
[ Gustorrier Relationship Manageri | An initial password and the surname in the address must be transferred.

¢ Supplier Relationship Managemer|

[> Enterprise Bujer Notes

Financials ’

Supply Chain Management

Knowledae Management The methed 15 completely mtegrated m the central user distribution.

S Basis Compaonents

E Business Management If'the method iz called in a system that is part of central user administration, the method behaves as follows:
ZomuLtiah Cenieallafaianicy If such a group is called in the central system group, this triggers the user distribution

[ ABAP Warkbench L . gromp, this g ’

[ Middleware

= Security Input for fields that cannot be mamtaned i the system are 1ignored, If, for example, fields are also specitied whose
b @ LAWConsEngine maintenance is only permitted locally, they are ignored in the central system when the method is called
[ @ LAWConsUser
[» @ LAWConsUserTyp If you want to assign profiles or roles to the user you created, use the ProfilesAssign and Actmtygroupsfssign methods.
[ @& LAWENDIne
b @ LAWSystem The Create method is obsolete and has been replaced by Createl.
[» @& LAWUger
P @ LAWUserType The only difference is that Create] has the additional parameter name_in which is a copy of the parameter
@ @ USER

TSERNAME, The two methods are functionally identical In some environments it iz not possible to specify the object

& UserName key in the Create method (class method).
> @ ActgroupsAssion

b & ActgroupsDelete
> @ Change

b ® Clone

I R Create

I [ Create’

I & Delste

b & Disnlay il
I @ ExistenceCheck
b & GetDetail

b [ cetlist Q
[ Q. LocActgroupsAssiarn
I R LocActgroupsDelete
B & LocActgroupsRead L

IFEAPI USER_CREATE is called as EFC, you must not conwvert it, although conversion 15 unproblematic.
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Alternatively you can also use SAP CATT (Computer Aided Test Tool). The advantage
here is that you do not need any additional programming. You can launch the CATT via
the transaction code SCAT.

Computer Aided Test Tool: Initial Screen

@ e (@ 0] 12% | B 3066

arnane fawvnritas

4.2. Creation of a User in the SAP Enterprise Portal

Users in the portal and the CRM system are linked to each other, based on a single sign-
on.
You give the same Username here

First logon to the portal by entering your username and password.
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Welcome

Meswy Here? Regizter Mowe ...

|user D = [ |

| Pazsword * [ |

Log on

Logon Problemsy  Get Support

SAP NetWeaver”

As User-administrator you will have the role “user_admin_role”.

I Marme

| ] | Eﬁ |user_admin_rn:nle |pn:d:pnr‘tal_n:nrdemiadministratarJ‘user_admin

Select the navigation link “User Administration

2

r Infarmstion

You will get the following navigational submenu:

_CRM Portal WFM Calculstion Services Workflow  Portal KM Knowledge Bases  Knowledge Base Workbench  Content Administration
g | Repl

- e | | R | g | Repli | Impo

Users | |

U=ser Administration
t

Create User

By selecting the link “Users” you can create a new User.
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General Information

User "

Automatic Password Generation:
Defing Password: !

Confirm Password: '

Last Mame:*

First Mame:*

E-Mail Address:*

Form of Address:

Langusge:

Activate Accessibility Features:

Account History

“alid From: 120 202005

Walid Ta: 1M 242500

Contact Information

Telephone:

Fanc

kil

Street:

City:
StateProvince:
ZipPostal Code:
Couritry:

Time Zone:

Page 76

“ERMASSEMS
r
amen
amen
WEIMESSen
Jet
jet vermaszzeni@hotmail com
Meneer
Dutch (Belgium) b

r [Screen reader reguired)

039773322

lange laan 32

leLren

3000
Belgium ~

GMWT+00:00 OAET) Wiestern European Time

Next, press the create button at the bottom of the screen.
You will get a next screen with all information you entered.
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View User
“iew the profile belowe. You can modify the profile by clicking on the "Modify" button belowe. You can use the expandininimize icon on the far right of each section to use the space efficiently.

General Information

User ID: YERMASSEM

Last Matme: ‘ermassen

First Matne: Jef

E-Mail Address: jef vermazssen@hotmail.com
Form of Address: Meneer

Language: Dutch (Belgiurm)

Account Status: Artive

Account History

Dite
12-Dec-2005 11:43.47 Mew account created
12-Dec-2005 00:00:00 - 3 -Dec-2500 00:00:00 Account Valid Date
12-Dec-2005 11:43:47 Last Password Chande
Contact Information
Telephone: 039773322
Fax:
Mobile:
Street: lange laan 32
City: leuven
StateProvince,
ZipPostal Code: 3000
Country: Belgium
Time Zone: GhT+00:00 OWET) Western Eurcpean Time

Additional Information

Position:
Department:

Moty Copy to Mew
As a next step you will want to assign Portal roles to this user.

To do this, you need to click on the navigation link “roles”.

——— —_
CREM Portal WM Calculation Services

z | Groups | U=zer Mappi

There are two ways to assign a role to a user. Either you select a role, and edit it to assign
new users. Or you can select a user, edit the user and assign a new role for this user.

© 2007  Contact Author: davy.pelssers@contactoffice.net



DavyPelssers Page 78 1/22/2008

Example: (edit a user to assign a new role)

I select the user “VERMASSENJ” that I just have created and press the start button.

| [Stant]

| Search i VERMASSEN.

You will get a result-list! In this case there will of course only be one entry.

WERMASSEN Yermassen, Jet

< |

Press the link “edit”. In the screen below you can see that this User has no roles assigned
at this moment.

Detailed Information Role Assignment
. e f e
I " | e e
| Unigue 1D |USER PRIV ATE_DATASOURCE.UN:Y|
I Last Mame |Vermassen |
| First Mame: | Jet |
| Pasticn [ |
Z==)=
| Telephone [osa77a322 |
| Makile [ |
| E-Mail Address |ief vermassen@hotmail com |
| Department [ | | Search

Add

To assign a new role, search the role you want to add.
By typing in “*”, you will get all available roles for Portal Usage.
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| Search [*erudictt [ | Start |

com.zap pot.orm.sapses erudict_marketing_role | pod:portal_content/ErudictRoles

|:| ﬂ com.zap. pct.orm.sapses erudict_sales_role pcd: pottal_content/Erudict/Rales

As you can see two roles have been created, a marketing role and a sales role.

Select the role you want to add for the user (flag the checkmark before the role-name)
and press the “add-button”.

ISearch |*erudi|:t* | | Start |

com.sap.pct.crm.sapses erudict_marketing_role . pod portal_contentErudictRoles

ﬁ com.zap pct.orm.zapses erudict_zales_role ped: pottal_contertErudictRoles

]

In the role assignment, you will now see that this role has been added for the user
VERMASSENI.

1
D

com.zap pct.ocrm.zapzes erudict_sales_role | pod: portal_contentErudictiRoles

BEHEE
N
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Press the save button.

Detailed Information
=zer ID
hlame
Uricjue 10
Last Mame
First Mame
Pozttion
Telephone
hokile
E-Mail Address

Departmenit

Page 80

WERMASSEN

“Yermassen, Jef

USER PRIVATE_DATASOURCE Ln:Y
Yermassen

Jet
088773322

jef vermazseni@hotmail.com

1/22/2008

Role Assignment

Aszigned Roles
o]
1 g‘j com.zap pot.crm sapses erudict_sales

Search |*erudic’[* | | Start |

Roles

18]
i Ej com.sap.pct.crm.sapses erudict_market
O E‘j Com.Eap.pct.orm. sapses erudict_sales _

The first time that the user VERMASSSENIJ will logon to the SAP Enterprise Portal, he
will use the Username and password that you created in the CRM system
(VERMASSEN]J with initial password ‘init’).

Now the system will ask him to change his password, since the one he entered was only

an initial password.

Welcome

D Pazzword has expired

Change Password
I=er |

Old Pazsword
Mewy Password

Confirm Pazsword

I Change || Cancel |
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4.3. Creation of an Employee in the CRM system

You already have created the User ID’s for your employees in the CRM system and for
the SAP Enterprise Portal.

There are 2 steps left to do now. First you should create a Business Partner for each
employee (account managers and/or marketing people) and link this business partner to
the USER-ID.

Next you should assign this business partner in your organizational model.

Example:

In the previous chapters you already created VERMASSENJ (who is an account manager
of the company XYZ) as user on the CRM system and on the SAP Enterprise portal.

Now you will create him as an employee in the CRM System.

Menu  Edit  Favorites  Eutras

& | td T

Stepl: Launch transaction “BP”.

Business Partner  Edit  Goto  Extras  Emvironment  Systern Help

& BldHICa@ DHE DDon I BEE
Maintain business partners

| [ Person | [] Organization [ Group | = | | General Data
KIKIRE

Wiorklist

) arch[ﬂ\\\’|

Find Persons B By 4 Mame g

Last Name
First Mame

Start ’ﬁ‘

Press the button ‘create person’.
In the next screen, select the role “employee”.
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Create Person

| |D Person || [ organization || [ Group | | |

100000 Business Partner (Ge®

BBFOD1 Bidder
BBPO0Z Fortal Provider
AddNBUPODT Contact Persan

Prospect

BUFDO0E Internet User
- CRMOOT Sold-To Party
Title |CRMOD2 Ship-To Party
First g CRMOD3 Payer

LastM CRMOO04 Bill-To Party

Mame

The system will ask you if you want to create the business partner in the role “employee”
or if you first want to save it in the general role.

Choose “CREATE”.

On the address data TAB, fill out the necessary data:
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Page 83

Address k Address Overview k Identification k Cantrol Data k Long Texts k Status k Documents

1/22/2008

Comments
Esxternal Address Ma.

Address-lndependent Caommunication

Telephone

Extension

Ctry BE

Mame

Title 0002 Mr. e

First Name Jef

Last Mame Yermassen
Search Terms On the Search Term 1, fill in “EMPLOYEE”!
Search Term 1/2 ENPLOTEE This will make the lookup for account
Ere——— managers easier on the SAP Portal

E Print Preview afterwards! '

Street Address

Street’House number bhogaerdenstraat kx|

Fostal codelCity jeiatele] leuven

Courtry BE Region

PO Box Address

FO Box

Postal Code

Communication

Other communication... |

Telephone Extension o

Mahile Phone =

Fax Extension E

E-Mail jefvermasseng@erudict ne =

Standard Comm.Methaod & Dependent -= Independent.. |

On the Tab “identification” you make the link between the Business partner ‘employee’
and the USER-ID.

Address k Address Cweriew

" Identification | Control Data | L

Fersonal Data
Gender
Marital Status
Mationality

CUnknown () Female

Emnployee Data
Fersonnal number
User

e

WERMASSEN.

After filling out these necessary data, you can save the business partner.
The Business partner with number 409611 has been created.
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4.4. Maintaining the Organizational Model

The last step in the process is to maintain the organizational model.

You can do this via the SAP-menu:

.....................

[ Activities

[» [_J Marketing

[> 1 Sales

[ [ Service

[ [ Anaktics

[> [ E-Selling

[> [ Interaction Center

7 {3 Master Data

7 ‘3 Organizational Model
@ FPPOSA_CRM - Display Organizational Model
@ PROMA_CREM - Maintain Organizational Model

or directly byﬁlaunching the transaction PPOMA_ CRM.

Menu  Edit  Faworites  Extras

& | ppoma_cim I i
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You will get following screen:

General Attribute (CRM) Chan,

Search area where you can look up organizational
units, positions, users and employees

1/22/2008

B |

rid by

|| E 06.01.2006 + 3 Months

s R DI R =

7 [ Organizational unit
{H] Searchterm
[H] Structure search
b & Position
b @3 Emploves

b

=7

EEBECEEE N
D@ &

Stat...|Mame
Temum el
Cermum Sales Organisation EI
< Cernum Service Organization >
Cermum Service Team 1 H»-I

A

Assignment Plan (CRM)
~ [ cernum Sales Organisation

8 Konstantin Kosev
8 Account Manager
D @0 David Vincent/ B-
b @ Dawy Pelssarsf B-301 2 wilsele
[ m Prof Dr. Jimmy Laureys § B-9300 AALST
8 Cermum EVENT IC WEBClient

m Yyes to GYW Dunon F B-9300 Aalst
> @ Dawy Pelssers / B-3012 wilsele
[» m johan molegraaf! B-301 2 wilsele
D @5 S4B Miller 1 B-
8 Tom Coumans
8 Sales Employees
[» m Paul Mijs f B-9300 Aalst

Code
SOrgCernum

EIEIETIRT
1D

0 50000608

KOMSTANTINK S 50000711

SalesMan
0000405323
0000405800
0000406284
CERMNUM
0000405033
0000405800
0000405834
0000407205
TomCoumans
SalesEmpl
0000400080

> @ Mario Carlo Mathieu Yangerven / B-9300 A 0000405030

S 50001084
BF 0000405323
BF 0000405800
BF 0000406284
S 500016682
BF 0000405033
BF 0000405300
BF 0000405884
BF 0000407208
S 50000712
S 50001082
BF 0000400030
BF 0000405030

Business partn... Valid from

08.12.2003
20.01.2004
18.08.2004
01.01.1900
01.01.1900
01.01.1900
25.02.2005
01.01.1900
01.01.1900
01.01.1900
01.01.1900
26.01.2004
18.08.2004
01.01.1900
01.01.1900

Result-List of your Search

arca

that you entered in the Search

Structural view on your selected
organizational element.

You have created the account manager Jef Vermassen as an employee (business partner)

in the previous chapter. You want to assign him now to the organizational model.

Select therefore the position (a position is indicated with the icon g ) to which you want

to assign the employee.

Example:

To assign Jef Vermassen to the position “Account Manager”, right-click on this position,

and select “Assign”.

- LT R TR T R

.......

Neemaeth ngr

b @l Golo ' poa
b G 10
b @Ii' 4 Assign U8
[ d= 94

% = Schedule [% r Cob
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Next you get a popup, asking you to choose between a business partner or User. (Select
Business partner!)

[ h :| |:| E! - Esi | | :: hi :| .

Position
/3 Owner Business partner
— & Holder Uzer

Business partner (2

Partner by address k Partner by bank detailz k FPa

City

Postal Code

Shrest

Housze Mumnber

Country Key

Mame 1/Last Mame li' vermassen
Marme 2/First Marne

Search Termn 1

Search Temn 142

Buziness Partner

bl amirmurn no. af kits a00

v |%|H| =]

Select the business partner (employee) by name or Business Partner number (101).

Business partner

City Post1 Code|5treet House MWo.|Cty|Nm1/Lasthm|Nm2/1stNm|SrchTerm 1| ScchTeml 2 |EPartner

f;f_‘liLEU'u'EN 3000 BOGAERDEMNSTRAAT( 31 BE | VERMASSEN |.JEF EMPLOYEE 4039611

v B R Y &R X
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After selecting Business partner 409611, I see that the organizational model is updated!

Jef Vermassen is now assigned in the org model.

Assignment Plan (SRR Code ]
= {1 Cemum Sales Organisation SOrgCerum O 50000608
b & Konstantin Kosey KOMSTANTINK S 50000711
4 ﬁ Account Manager Saleshan S a0001084
[ @] David Wincent i B- ooon4na3za  BPF 0000405323

D @ Dawy Pelssers/B-3012 wilsele 0000405200  BP 0000405800
2 @3 Prof Dr. Jimmy Laureys / B-93010000406284  BP 0000406284
L& Jimmy Laureys Laureys LIS JInhL
Jefvermassen [ B-3000 Leuven 0000409611 BF 0000409
E iefwermassen VEITASSEN LIS YERMASSE...
= 2 Cermum i 1682
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5. CRM specific Authorizations

As I explained before the SAP authorization concept is not only valid for R/3 but also for
CRM and BW for example. However every module has its own particularities. As an
authorization administrator you might perfectly understand how the authorization concept
works, but this does not guarantee a successful implementation of SAP CRM or SAP BW
authorizations. In my experience, you only will be able to successfully apply
authorizations in such a module, if you at least have a functional understanding of such a
module. Furthermore, when using some authorization objects, you also need to perform
some customizing steps.

Since I had the luck to be a functional consultant in all three aspects (R/3, BW and CRM)
I can give you some highlights on the specific aspects.

5.1. Marketing and Campaign Management

Use

The processing of a marketing project is protected by an authorization check. With this
authorization check, the system controls whether a user is allowed to create, change,
display or delete a marketing project. The results of the authorization check relate to the
entire marketing project (including the related marketing elements). It is therefore not
possible to forbid a user from changing a campaign header and, at the same time, to allow
them to make changes to a campaign element.

The following actions are protected by an additional authorization check:
* Entering plan values in marketing projects (activity 72)
* Changing general settings (marketing element overviews, assignment of template
plans and so on): authorization object CRM_MPL _AD (activity 23)
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Authorization objects
Authorization Object Description Authorization

CRM_MPT General authorization The user has authorization
object marketing plan to create, change, and so
(without field-dependency) | on, marketing plans

CRM_MPLRES Authorization object The user only has

marketing plan dependent
on the person responsible

authorization to create,
change, and so on,
marketing plans for which
particular persons are
responsible

CRM_MPLAGR

Authorization object
marketing plan dependent
on the authorization group

The user only has
authorization to create,
change, and so on,
marketing plans for which
particular authorization
groups are responsible

CRM_CPG General authorization The user has authorization
object campaign (without to create, change, and so
field-dependency) on, campaigns

CRM_CPGRES Authorization object The user only has

campaign dependent on the
person responsible

authorization to create,
change, and so on,
campaigns for which
particular persons are
responsible

CRM_CPGAGR

Authorization object
campaign dependent on the
authorization group

The user only has
authorization to create,
change, and so on,
campaigns for which a
particular authorization
group is responsible

CRM_CPGCTP

Authorization object
campaign dependent on the
campaign type

The user is only allowed to
create, change, and so on,
campaigns that have a
particular campaign type
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Activities

The following activities can be carried out for the authorization objects.

e 01 —Create
* 02— Change
* 03 —Display
e 06— Delete
e 72 —Plan

When a marketing project is created, the system checks first whether the user has
authorization to create a marketing plan or campaign by checking the general
authorization objects (CRM_MPT for marketing plans and CRM_CPG for campaigns).
Without this authorization, the user cannot create the marketing project. Otherwise the
user can go on to create the marketing project. When the project is saved, a final check is
carried out for all authorization objects. If authorization for one of the authorization
objects is missing, the marketing project cannot be saved. If a user opens a marketing
project for which they have no change authorization, it is opened in display mode.

I will illustrate some examples below, but once you have seen a few examples and
understand how they work, you will easily be able to use the further authorization objects
based on their explanation in the above table!!

5.1.1. Role for creating marketing plan and campaign

I already explained that you could make use of standard delivered SAP roles, which you
can copy and adjust according to your own wishes. Suppose that you don’t find a suitable
role, in this case for creating marketing plans and campaigns, you can start creating your
own single role.

I already explained the different approaches and concepts how to tackle such a task.
(Check authorization objects used in transactions via SU24, check which authorization
objects are needed via tracing — STO1 and so on).

If you go into the CRM system, you first look up the transaction code for creating a

marketing plan. (If you are not familiar with the CRM system, then ask the functional
CRM responsible for the correct transaction code)
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You open your sap menu and open the correct folder:

SAP Easy Access Extended Relationship Management
3 (% | & | & oterveny | 1 B & | w a | [B Create Role |

> [ Favorites
< {4 AP menu
B 0 Activities
= {3 Marketing
< 3 Marketing Planning and Campaign Management
@ CREM_METPL_CALEMDAR - Marketing Calendar
@ CREM_METPL - Marketing Planner
@ CEMD_EMAIL_LIST - Display Marketing Contact List
@ CREMD_IM_MAIL_DELETE - Delete Marketing Contact List
> [ Administration
[ [ Leads
[» 1 External List Management
F 3 Segmentation of Business Parthers
> [_J Product Proposals
[> [ Personalized Mail
[ [ Tools

Creating a marketing plan and/or campaign happens via the path:
SAP Menu = Marketing 2 Marketing Planning and Campaign Management 2 Marketing
Planner

Or directly by using the transaction code CRM_MKTPL in the command field.

If you do not see the transaction codes next to the description, you need to put them on
via the menu: Extras—> Settings—> display technical names

Edit Faworites Extras Systern  Help

henu

(] Administration Information Ctrl+ShifteFe [ 4"
SAP Easy Access n
Display Documentation Shift+F @
(& [ | 23| & other| Technical Details ShifteF11 ||
I ] Favorites Szl Sl A I_
= 3 SAP menu Set Start Transaction shift+F7
T A e e
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Thiz is used to specify settings

[ | D@ not display menu, only display favarites
[ | Do not digplay screen
[v] Display technical names

v &k EE %

What I want to do first is create a role with all authorizations for a marketing manager, so
that he will be able to create marketing plans, campaigns, trade promotions and deals.
Furthermore he should be able to assign target groups to a campaign, release the
campaign and execute the “target group to channel”.

Since I will test this in the SAP GUI, I can use a combination of SU53 and STO1 to
analyze missing authorizations when testing my single role.

Procedure:
Start the profile generator and create the single role Z MARKETING CAMPAIGN.
Now add the transaction code CRM_MKTPL on the tab page menu. I also add SU53 in

this stage, since I want to test with this role and therefore will need to evaluate
authorization checks during the testing phase.

(% Description @ Menu | @ Authorizations |

@ CRM_METPL - Marketing Planner
) SU53 - Evaluate Authorization Check

On the tab page ‘authorizations’ the default authorization objects are automatically added
into the role.

In this stadium you already can create a test user “MKTMANAGER” to whom you will
assign the single role for testing purposes.
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Now by adding the transaction code CRM_MKTPL, you will notice that the following

authorization objects are inserted automatically into my role

Z MARKETING CAMPAIGN.

Description Authorization-object
Status Management: Set/Delete User Status B USERSTAT
Status Management: Set/Delete User Status using Process | B USERST T
Transaction Code Check at Transaction Start S TCODE
Authorization Object: CRM Marketing Business Object CRM_CPG
Campaign

CRM Marketing: Campaign Authorization Group CRM_CPGAGR
CRM Marketing: Campaign Type CRM_CPGCTP
CRM Marketing: Person Responsible for Campaign CRM CPGRES
Authorization Object CRM Marketing Business Object CRM_DLM

Deal

CRM Marketing: Marketing Plan Authorization Group

CRM_MPLAGR

CRM Marketing: Person Responsible for a Marketing CRM_MPLRES
Plan

Authorization Object CRM Marketing - General Settings | CRM _MPL AD
Authorization Object CRM Marketing BusObject CRM_MPT
Marketing Plan.

CRM Marketing: Segment Type CRM SEGTYP
Authorization Object: CRM Marketing Business Object CRM_TPM

Trade

CRM Marketing: Campaign Authorization Group

CRM_TPMAGR

CRM Marketing: Campaign Type

CRM_TPMCTP

CRM Marketing: Person Responsible for Trade

CRM_TPMRES

To display the technical names (object class, authorization object and so on) you go via
the menu: Utilities 2 Technical names on

Edit

Authorizations izoto  Uilities  Erwironment  System

Legend

Redraw

Display role: Authori
Ed & B open B

Haint . : B Unmaint

Help
Cirl+Shift+F 8

Authorization object assionments

e e Technical names on P
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On the tab ‘authorizations’ make sure you assigned all necessary authorizations for the
listed authorization objects (you will see green lights on the status display).

5] @@@ Maintained CRM Component

—E QD@ ‘% Maintained Authorization Ohject: CRM Marketing Business Object Campaign
0 OO Maintained CRM Marketing: Campaign Buthorization Group

—E DG ?é Maintained CRM Marketing: Campaign Type

—E G % Maintained CRM Marketing: Person Responsible for Campaidn

—E DG % Maintained futhorization Object CRM Marketing Business Object Deal
—E oD% 4 Maintained CREM Marketing: Marketing Flan Authorization Group

—CF Maintained CRM Markeitn: Person Responsible for a Marketing Plan

—E @D ?é Maintained futhorization Object CRM Marketing - General Settings

—E oG S Maintained futhorization Object CRM Marketing BusObject Marketing Plan.
0 DG % Maintained CRM Marketing: Segment Type

—E G 4 Maintained Authorization Ohject: CEM Marketing Business Object Trade
—E DG Maintained CRM Marketing: Campaign Butorization Group

—E @D ?é Maintained CRM Marketing: Campaign Type

—E @@@ . Maintained CRM Marketing: Person Responsible for Trade

You will see that for the authorization objects B USERSTAT and B USERST T the
restriction for the object type was already made by the system, being CPG (campaign)
and MPL (marketing plan).

= @@@ Maintained Cross-application futhorization Objects BARE

—= ooe A% Maintained Status Management: Set/Delete User Status B_USERSTAT

= @@@ Maintained Status Management: Set/Delete User Status

T-C157003400

iy Activity

% Authorization key
e Object type
——de Status profile

iy Activity

i Authorization key
e Object type
—dy Status profile

*

*

CPG, MPL

—E 0% ‘g Maintained Status Management: Set/Delete User Status using Process

= @@@ Maintained Status Management: Set/Delete User Status using Process

*

*

CPG, MPL

B_USERST_T

T-C157803480

On the tab page ‘user’ assign the USER-ID you just created: MKTMANAGER and
perform the user comparison.

Next you logon with the user MKTMANAGER and launch the transaction

CRM_MKTPL.

Create a Marketing plan and next a Marketing campaign:
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Marketing Plan ZMKTPL_B1 FRE =R

Description Marketing plan Borealis Language EM English

BasicData | MNotes | Documents | Segments | KeyFigure Planhing | Parners | Analyses | Administration |

Priarity

i Authorization Group ]
Flanning Profile Grp E Ferson Respaons. 405800 Dawy Pelssers § B-3012 w
?Create WHE Element vi Currency

Factory Calendar &
Dates Status
Starl End 2Week® || ChangeStaus B

Plan TH 01.12.2005 068:08 MO 20.02.2008 23:59 11,71 Status
Actual Released
Fercent Camplete %
Higher-Level Marketing Project @
Marketing Element Profile g

Fill out the necessary details on the campaign level and assign a target group.

I got an authorization problem when trying to assign a target group on the tab page
‘segments’. At that moment you can use SU53 to analyze the authorization problem.

ser: MORKET_ALL
Syotem: CC1 Client: 2an

The following authorization ohject was checked:

Ohject 5_GUT buthorization for GUI activities
Ohject class BC_A Basis: Administration
Field Value
betivity
61

Bvailable authorizations for the object in Lthe master record:

Remark: this authorization object is a non-critical basis authorization for all users and is
available in the standard SAP role: SAP BC_ENDUSER
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SAP_BC_ENDUSER

@C@ Noncritical Basis Authorizations for 211 User

—E @@ Manually Cross-application Authorization Objects

—= 2 Manually  Authorization Check for RFC fccess
—mE Manually  Use Search Help for RFC

—& & Changed Trangaction Code Check at Transaction Start

—= Manually  Basis: Administration
—&= 2 Maintained System Buthorizations

—ra % Hanually Archiving

—a Maintained Background Processing: Backoround Administrator
—ra Changed Background Processing: Operations on Background Jobs
—a 5 Maintained Background Processing: Backoround User Name

—ra % Manually CPIC Calls from ABAP Prograns

—@ P Manually G calls in ABAP programs

—ra Manually Buthorization for file access

—= 2 Manually  Authorization for GUI activities

L

= @@@ Manually Luthorization for GUI activities
Gy Activity -

—ra ‘,g Hanually OLE calls from ABAP programs

0 Inactiv 2 Maintained Spool: Actions
—= 2 Manually  Spool: Dewice autharizations
@ 2 Manually  Spool: Restriction on Maximum Number of Pages

—E @@@ Manually  Basis - Development Environment

iEal ‘,g Hanually LELP: Program Flow Checks

—mE @o@ Manually Basis - Central Functions

ARRE

BC_A

BC_C

BC_Z

1/22/2008

S_RFC
5_SHLPEXT
5_TCODE

S_ADMI_FCD
S_ARCHIVE

S_BTCH_ADM
S_BTCH_JOB
S_BTCH_NAM

T_BAGOAEASTAD
BCTYT
S_OLE_CALL
5_SPO_AGT

5_SPO_DEY
5_SPO_PAGE

S_PROGRAM

Therefore, when testing a single role, I advise you to give upfront also the basic role,
which will be assigned, to all end users. This avoids having to put in the missing
authorization object manually into the role you are creating now!!

Without having assigned the basic end user role, I had to manually add the following

authorization objects:

1) S GUI
2) S ALV _LAYO (activity 23)
3) S BDS DS:
- Business document service:
- Class name = CGPL_ DOCUMENTS
- Class type = OT

4) S BTCH_ADM (background administrator ID = Y)
5)S BTCH _JOB:

- Job operations = RELE

- Summary of jobs for group = © ¢
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To add an authorization object manually into your role, you do the following:

Press the button ‘manually’.
Change role: Authorizations

Ef @& [ [@L Selection criteria |[&h Manually | By
&3

You will get a popup asking you which authorization objects you want to insert
manually.

Manual selection of authorizations

Autharization object | @
Authorization object
Authaorization object
Authorization ohject
Authaorization object
Authaorization object
Authorization ohject
Authorization object

v X

You can then enter the missing authorization object, which you found by using SU53,
and maintain the corresponding field values for it!

Tip: To make sure everything works in the correct way using your role, you can test in
parallel the same process with a SAP_ALL user.

Once you have created the role with “all authorizations” for creating a marketing plan
and/or campaign, you can start with making more restrictive roles based on the
authorization objects in the list

5.1.2. Restrictions made based on person responsible

Used authorization objects:
- CRM_MPLRES for marketing plan
- CRM_CPGRES for campaigns
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I only will illustrate one case by using authorization object CRM_MPLRES.

I start by making a copy of my single role, which contained all authorizations:
Make copy of single role Z MARKETING CAMPAIGN into
Z RESPONSIBLE MARKET.

As an example I filled out the person responsible Davy Pelssers for the Marketing plan
ZMKTPL 01.

Marketing Plan FHKTRL_a1 E. S0

Description Marketing plan Borealis Language EM English =

Basic Data | Motes | Documents | Seoments | KeyFigure Planning | Partners | Analyses | Administration |

Friority 1 High E Autharization &
Planning Profile Grp E arson Respons. 405800 Davy Pelssers f B-301 2 w
Create WWBS Element v
Factory Calendar bl
Cates Status
Start End 2 Week @ Change Status & |
Flan TH @1.12. 2005 OO:0@ MO 20.02.2806 23:59 11,71 Ctatus
Actual Released
Fercent Complete %
I also took two other marketing plans:
1) CR600 06 where I did not fill out any person responsible
2) CR600_05 where I used person responsible with BP number 405033
In my new single role Z RESPONSIBLE MARKET I entered the business partner
number 405800 as field value for the authorization object CRM_MPLRES.
—& @@@ Maintained CRH Component RN
—ca 2 Maintained Authorization Object: GRM Marketing Business Object Campaign CRM_CPG
—Ca % Maintained CRM Marketing: Campaign Authorization Group CRM_CPGAGR
—ca ﬁg Maintained CRM Marketing: Campaign Type CRM_CPGLTR
—Ca % Maintained CRM Marketing: Person Responsihle for Campaiagn CRM_CPGRES
—ra 48 Maintained Authorization Object CRM Marketing Business Ohbject Deal CRM_DLH
—Ca % Haintained CRM Marketing: Marketing Plan Authorization Group CRM_MPLAGR
—=] e Maintained CRM Markeitn: Person Responsible for a Marketing Plan CRM_MPLRES
= Maintained CRM Markeitn: Person Responsible for a Marketing Plan T-C157003500
gy hotivity . ACTYT
Gy Business Partner Wumber 405800 HETPL_RESP
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Test Results:

1) Marketing plan ZMKTPL 01: I can display and change the marketing plan
2) Marketing plan CR600 06: no display authorization

Y = = s A Y

Identification Description | Messages for Object |
E
¢ E CREO0_06_BLA | CRAEOOD Coruse by JL
gz FAMTA_REG |Regular Fanta el |&D |-$1 ||||
&a] 648 Madeleine 125000} Ty... |Message Texd
@ Target Group | ZNEWSLETTER @ |vou dao not have display autharization
@ Target Group MAILFORM TESTING

3) Marketing plan CR600_05: also no display authorization

Remark: In this example I only limited the authorization object related to the Marketing
plan, so even I you are not able to display the marketing plan, you still are able to view
the underlying marketing campaign!!

5.1.3. Restrictions made based on Authorization Group

Used Authorization Objects:
- CRM_MPLAGR for marketing plan
- CRM_CPGAGR for campaigns

I will again illustrate one example by using the authorization object CRM_MPLAGR!
The first thing you need to do is creating an authorization group in customizing.
Using the transaction SPRO in the command field you can access customizing.

Menu Path in customizing:

SAP implementation guide 2 Customer Relationship Management 2 Marketing >

Marketing Planning and Campaign Management 2 General Settings 2 Define
Authorization group

i harketing
4 % mMarketing Planning and Campaion Management
= System Landscape
& General Settings
=% &b Edit Categories for Change Documents

=% &b Define Field Assignment far Microsoft Project
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I created the authorization group ZMKT (Authorization group MPL Borealis)

CREM Marketing Planning: Authorization Grougp
Aut.. JAuthorization Group
ZMET suthorisation group MPL Ell:ureali5|

Now I add this authorization group to a marketing plan!

Marketing Plan CREA_05 P
Description ot 600 training test 05 Language EMN English

Basic Data k Motes k Diocuments k Segments k ey Figure Planning k Parners k Analyses k Administration |

Friority 2 Medium & Autharization Group FMET Authorisation group MPL Boregd]
Flanning Profile Grp & Ferson Respons. 406033 Ywes to GW Dunon / B-930
Create WBS Element Currency

Factory Calendar el

Role creation:

Again you can make a copy of the role Z MARKETING CAMPAIGN and create the
new single role where you will make restrictions on the authorization object
CRM_MPL AGR.

Maintain Field Yalu

CRM_MPLAGR CRM Marketing: Marketing Plan Authn
METPL_AUGR Authorization Group

Autharization Grougp
E'Frnm'
il C1. | AGrp
1‘&‘& ZMKT
W ERTEE
SR | L0

B TR E %
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When assigning this new role to a user you will see that you only will be able to display
marketing plans for which the authorization group ZMKT was maintained.

5.1.4. Restrictions made based on the Campaign Type

Used authorization object: CRM_CPGCTP

5.1.5. Set Restrictions for assigning Attribute Sets and Attributes

This topic elaborates the functional use of Marketing attribute sets and Marketing
Attributes and how you can set restrictions via authorizations.

5.1.5.1. Attribute sets and attributes —Functional info

This chapter illustrates what marketing attribute sets and marketing attributes are, what
they are used for and how you can create and assign them to one or more business
partners in your system.

5.1.5.1.1. What?

The first thing you need to know is what marketing attribute sets and attributes are.

An attribute set is used to group attributes created specifically within CRM Marketing
together for a marketing-related purpose. Each attribute set therefore contains those

attributes belonging to a business partner that are relevant for the purpose/application at
hand.

Use

Attribute sets are used in applications such as CRM Internet Sales and CRM Telesales. In
Internet Sales, they record marketing attributes for all business partners visiting Web
shops, enabling the business partner to be assigned to a marketing profile. In CRM
Telesales, they can be used to profile Telesales agents.

An attribute is a criterion used to describe an object.

Attributes with the following sources can be used for business partner segmentation in
CRM Marketing:

1 0 Business partner master data, for example "age", "gender", "address"
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2. 0 BW master data/transaction data, for example "number of purchases per
month"
3. O Attributes created especially in CRM for marketing purposes, for example

"hobbies". Such attributes are combined to create attribute sets.

EXANWPLES
& ttribnte Set for Custormers of & rimte Set for Customers of
& razon corm Hethal ife
Relevani Ahivibuies Relevant Atirihuies
&ttributes - hge

- Favounte Gernee ] ™ - Gender

- Favounte &uthor - Mnutrtion Type

- Prce Category - Lewel of actraty

- Ilnesses
5.1.5.1.2. How can you create them?

In the SAP menu in CRM (if you do not see the same menu, you can add the
CRM_MENU in your SAP User account as default) you can create and display attribute
sets and attributes using the following path:

SAP Menu > Marketing - Segmentation of business partners 2> Marketing
Attributes

= {4 BAP rrenu
[ [ Activities
=7 {3 Marketing
[> [ Marketing Planning and Campaign Management
B [ Leads
[ 1 External List Management
< 3 Segmentation of Business Parners
=7 3 Marketing Attributes
2 CRMD_PROF_CHAR - Maintain Aftributes
2 CRMD_PROF_TEMPL - Maintain Attribute Sets
@ CRMD_PROF_BP - Assign Aftribute Walues to Business Parners
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5.1.5.1.3. MAINTAIN/CREATE ATTRIBUTES

Launch the transaction code CRMD_PROF_CHAR to have a look at how these
attributes are configured.

The first thing you will see is the locator.
Maintain Attributes

| O attribute | [ Attribute by Copying | |

RIRIDL

Search |
Find 1 Attributes g
By 1 Description El
Descriptian

EIEE

Aftribute Marme |A’rt

Here you can search for attributes based on several criteria such as description, data type
and name.

You can also create new ones using the “create attribute” or “create by copying” buttons.
EXAMPLE

In this section you will learn how to create a marketing attribute.
Use the transaction code CRMD_PROF_CHAR to maintain/create new attributes.

In order to create a new attribute, press the button “create attribute”.
[ Attribute
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- Create attribute “Genre”

| [ atribute | [ Attioute by Copying | %2 | T Attt

GEMRE

Favourite Genre

CHAR Characterfo.. 8

20

L]
ﬂribute Yalue D... |Description
SCIFI [J5cience Fiction
THRIL [J[Thrilter
RO [] [Roman
ACT []|actian
FICT [JFiction

L]

- Create attribute “Author”

Aftribute Value

AUTHOR

Favourite Author

CHAR Characterfo.. &
20
L]

D... |Description

KINGS [ [5tephen King

GRISHJ [] [Mahn Grisham

TOLKIEM [JH.R.R. Tolkien
1

- Create Attribute “PRICE”
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PRICE_CAT
Frice Category
CURR Currency far.. &

MNo.Char/Digs 18
Decimal places 2

.
ElEEEIEEE
aftribute value  |Defa
10,00 - 20,00 USD
20,00 - 30,00 USD
30,00 - 40,00 USD
40,00 - 50,00 USD
50,00 - 60,00 USD

[N IRLINEE]

1/22/2008

I will only create two attributes for this case, since the purpose is to illustrate how we can
restrict authorization for maintaining attributes and attribute sets for a business partner.

- Create Attribute “Gender”

GENDER

Gender

CHAR Characterfo .. El

10 L]
MALE ] Male
IFEMALE I Female
TS 1 Trans Sexual
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- Create Attribute “active sports”

SPORT_ACTIWITY (=) @ 0
Kind of actiwe sports
CHAR Characterfo.. 8

20
L]
Attribiute Value Default Walue Descriptian
ALK ] Walking
TEMMIS ] Tennis
FOOoTH ] Foothall
GOLF ] Golf
L] —

For classification purposes you will next group attributes for which you decide that they
logically belong together into an attribute set.

5.1.5.1.4. MAINTAIN/CREATE ATTRIBUTE SETS

Launch the transaction code CRMD_PROF_TEMPL and have a look at how these
attribute sets are configured.

Again you will see that the locator for this Object is launched.

Maintain Attribute Sets
| [ attribute Set | [ Attribute Set by Copying | &1

_

Find 2 Characteristic G & By 1 Business Part.. B
Aftribute Set Description

| s @

El
Aftribute Set | Description

Business Partner
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In my example I will group together the attributes I created for both Amazon and
HerbalLife.

To create a new attribute set, press the button “create Attribute Set”.
[ Attribute Set

A) Create the attribute set for customers of Amazon

Z_AMAZON 3] @ o]

Amazon Customers

BlEEa

| |Attribute Description
GENRE Favourite Genre
AUTHOR Favaurite Authar
PRICE CAT Price Categary

You can see I assigned the three attributes I created to this attribute set:
- GENRE
- AUTHOR
- PRICE CAT

Furthermore, since I only want this kind of information to be assigned to Persons, and not
organizations, I removed the “flag” for organizations.

Next, I also maintained the field “Maintn” which corresponds to the field BGRKP
(relevant for authorization object C KLAH BKP) with the value “AAA” and the field
“assign” which corresponds to the field BGRKL (relevant for authorization object

C KLAH_ BKL) with the value AAA.

B) Create the new attribute set for customers of HerbaLife.
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Z_HERBALIFE =) @ 0
Customers of Herbalife
EBE EBE
L
Aftribute

Attribute Description

SPORT ACTIWITY kind of active spars Z|

SPORT ACTIMITY kind of active sports gl

1/22/2008

For this Attribute I maintained the Value “BBB” for both BGRKP and BGRKL.

- Class Maintenance Authorization Group (C_KLAH BKP) - BGRKP
- Classification Authorization Group (C_KLAH BKL) - BGRKL

Object Text |
C_kLAH_BKL Autharization for Classification

C_kKLAH_BEF Authorization for Class Maintenance
C_kLAH_BSE Autharization for Finding Objects

Class maintenance authorization group

Authorization key that determines whether a user is allowed to maintain this class.
This authorization must be defined in the user master record. The authorization object is

BGRKP.

Classification authorization group

Authorization key: determines whether a user is allowed to assign objects to this class.

This authorization must be defined in the user master record. The authorization
BGRKL.
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5.1.5.1.5. Assignment of Attribute sets to Business Partners
You can do this by launching the transaction code CRMD_PROF_BP.

Again the locator for this process is launched.

Process Attribute Values for a Business Parther
| |D Assignment || [ Assignment by Copying | |

KIKTRE

Search

Find |1 Characteristic GE = By 1 Business Part.. &
Attribute Set Description

Si@aa
Attribiute Set |Descriptiun |

Business Partner

You can first search for an attribute set, select it and next choose the business partner to
assign it to.

Example: Search for the attribute set we just created “Z AMAZON”.

s [

Find 1 Characteristic G g By 1 Business Part.. g
Attribute Set £_AMAZON Description

Business Partner

|Q!Ei EI!

Attribute Set “|Description
Z_AMATOR |#| Amazon Customers

By double-clicking on an attribute set, you get the following screen:
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Display Attribute Values for a Business Partner

| [1 Assignment [ Assignment by Copying | S | O Assignment

Business Partner 100016113 Business partner 0700
Aftribute Set Z_AMAZON

& |||

Attributes in Attribute Set Amazon Customers
Description |Aﬂribute Walue |

Now you can go into change mode and maintain the attributes within this attribute set for
this specific customer.

Business Partner 100816113
Attribute Set Z_AMAZON
F=% |'§' |||:§|@ | Aftribute Values
; . . Attribute GENRE
Attributes in Attribute Set Amazon Customers —— EETETEIE] [ pit Vi
Description Aftribute Value MNo.ChariDigits 20 [ Entry Required
Favourite Genre
w Atftribute Yalue Diescr.
Price Categary - —
[1|8CIFI Science Fiction
[CITHRIL Thriller
IR Cm Raman
[JacT Wction
C1FIcT Fiction

By double clicking on an attribute you will see the possible values you can maintain on
the right hand side of the screen.

Maintain for each attribute a value(s).

. . . Attribute FRICE_CAT
Attributes in Attribute Set Amazon Customers E— SNEETEIE [ hiu vl
Description Aftribute Yalue Mo.Chat/Digits 18 ] Entry Required
Eavourite Genre EOm Decimal places 2 Intervals Allowed
[T i S CITR ] Megative WYalues Alloy
Favourite Author KINGS Currency sD
|Price Category 120,00- 30,00 UsD
Price Categary 30,00- 40,00 USD
Attribute Yalue Descr.
[jo,00- 20,00 USD 10,00 - 20,00 UsD
[w]|20,00- 30,00 USD 20,00- 30,00 USD
[w]|30,00- 40,00 USD 30,00- 4000 USD
[ 1/40,00 - 50,00 LSO 40,00 - 50,00 USD
[1/50,00 - 60,00 LSO 50,00 - 60,00 USD

You will see that per value you maintain, a line with the combination Attribute-
Maintained value will appear on the left side of the screen.
After having maintained the necessary attribute values, save the changes.
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Business partner 0100016113 evaluated

1

1/22/2008

Now you can check if the assignment of this attribute set, and the maintenance of the
attributes has been processed. Launch the transaction code BP (maintain business partner)
and select the business partner 100016113.

XTI

Worklist ~ Search |

Find
BusPartner

Next, select the tab page

Business Partner 108016113

Dizplay in Role

1 Business Fart.. &
100016113

By

“Marketing attributes”.

&. Donny Brasco ¥ 3000 leuven

000000 Business Partner (GeE

1 Mumhber

Address | Address Overview | Identification | Confrol Data | PaymentTransactions || Long Texts

Idarketing Attributes

| Stat

Marketing Attributes

Attribute Set al | Assign Aftribute Set |
Profiles . . .
Descrption - m | Attribute Sets assigned to this
| Armazon Customers 7 A business partner
| Business Partner Classification Z_CLASSIFICATION
| BF-Custamer infarmation general Z_CUSTOMER_IMNFO
l ]
| =]
= List of maintained Attribute
values for this business partner
Aftributes
& |7 (=2 7
Attributes in Attribute Set Amazon Customers /
Attribute Mame Attribute Description Attribute Yalue / Attrvalue d
GEMRE oA Favourite Genre ROM K Roman
GENRE Favourite Genre SCIFI Science Fi

You can clearly see that the attribute set Z AMAZON has been assigned to this business

partner. If you look more detailed at the attribute values, you can also see that those are

the ones I maintained and belong the attribute set Z AMAZON.

By double clicking on the name of the attribute set, you will display the maintained
attribute values, which belong to this particular attribute set.
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If you would have pressed the “create assignment” button, you would directly go to this
screen, and could have selected the business partner and attribute set using the Input Help
function.

So far we have seen one way of assigning and maintaining an attribute set for a specific
business partner. Another way of performing this action is by directly assign an attribute
set on business partner level (assuming you have the right authorizations for this action).

Launch t-code BP, go to the marketing tab.

Example: I will assign the attribute Set Z HERBALIFE to the customer 100016113.

If you are in change mode, you should be able to see the different existing attribute sets
that are available. By selecting Z HERBALIFE and pressing the button “assign attribute
set” you will see that it will be added in the list.

Address h Address Overview Marketing Attributes k Status |

/

Warketing Attributes ¥
Atribute Set B |88  AssionAftibute Set |
5_BP_CLASS Business Partner Classification
Prafiles S_ME_CLASS harketing Classification
Z_AMAZON Amazon Customers

r Descriptio| 7_BORIS_TEST Test Boris
Amazon Ci2_CLASSIFICATION  Business Partner Classification
Z CUSTOMER_IMFO BP-Customer information general

Business : = = —

Profiles

r Description IO [
ArmaZon Customers F AMALCM
Business Partner Classification F CLASSIFICATICN
BP-Customer information aeneral F CUSTOMER_IMFO
Customers of Herbalife & HERBALIFE <

Next you can maintain values for the different attributes within this attribute set.
Attributes

BREIER
Attributes in Attribute Set Customers of Herbalife

Aftribute Mame Aftribute Description Aftribute Walue Aftra
SPORT_ACTIMITY o?| Kind of active sports
GEMDER Gender
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By double clicking on the line of the attribute, you will get a popup with “possible
values” if they are maintained on the level of the attribute.

Attributes in Attribute Set Customers of Herbalife

Aftribute Mame Aftribute Description Aftribute Value Aftrvalue d
SPORT_ACTIVMITY Kind of active sports TEMMIS Tennis
GENDER Gender
Change Person: 10001611 3, role Contact Person
Aftribute Value Descr.
i MALE Male [«]
IFEMALE Fernale [~]
TS Trans Sexual H

5.1.5.1.6. Authorization Setup

To grant different users authorization to maintain attribute sets, in the transaction PFCG,
you assign the appropriate three-digit attribute set key under the authorization group
BGKRL to the authorization object C KLAH BKL for assigning attribute sets and to the
authorization object C KLAH BKP for maintaining attribute sets.

The important authorization objects are:
A) C_KLAH_BKL

Definition

Classification: authorization to classify or assign (C_ KLAH BKL)

This authorization group defines whether the user is allowed to assign objects to a class.
The Classification authorization group allows you to restrict access to certain classes.
When you create or change a class, you can enter an authorization group for classifying
objects in the class. A user can only classify objects in the class if the user master record
contains the authorization group you enter.

Example:

Field Entry
AutCl AAA
Actvt 03

In this example, the user is only authorized to display objects assigned to or classified in
classes if the class concerned has classification group AAA.

This authorization group is checked in all functions for assigning objects to classes in the
classification system and in master record maintenance functions.

Defined fields
Field Possible entries Description
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AutCl AAA-ZZ77,000-999 Authorization group
for classification

Activity 01 Create
02 Change, Delete
03 Display

B) C_CABN

Definition

This authorization object allows you to restrict access to functions for maintaining
characteristics.
This authorization object is automatically checked in the following functions:

« Create characteristic

« Change characteristic

« Display characteristic

Defined fields

Fields Possible entries  Description

Activity 1 The user is allowed to create characteristics data.
2 The user is allowed to change characteristics data.
3 The user is allowed to display characteristics data.
Note

In PPPI process management, authorization object C_ PROCCHAR controls external
system access to characteristics. Please ensure that the authorization for creating and
changing characteristics and the authorization for external system access to
characteristics are not given to the same person.

C) C_KLAH_BKP
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Definition

Classification: authorization to maintain classes (C_KLAH BKP)
This controls the authorization of a user to maintain a class.

This check is made in the following class maintenance functions:

« Create class

« Display class

« Change class

« Delete class
You can use the Class maintenance authorization group to restrict access to certain
classes.
When you create or change a class, you can enter an authorization group for editing or

displaying the class. A user can only maintain or display the class if the user master
record contains the authorization group you enter.

Example
Field Entries
AutCl 030

Activity 01 - 03

In this example, the user is only allowed to create, change, or display classes with the
authorization group 030. The user is not allowed to delete classes with group 030, nor use
the activities listed above on classes with other groups.

Defined fields
Field Possible entries Description
AutGp AAA-999, 000-999 Authorization group for class maintenance

Activity 01 Create
(Activity) 02 Change
03 Display
06 Delete
Note

In the class list functions, the authorization to display (03) is checked for each class.

5.1.5.1.7. Example Role
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In the previous chapters we have seen how to create and maintain attribute sets and
attributes. We also learned how to assigned these attribute sets to a business partner via
two different methods.

Now suppose you have created several attribute sets, but do want to place restrictions in
who is allowed to assign and maintain particular attribute sets for business partners.

Case: [ want my employees be able to assign only a restricted number of attribute sets.
Therefore we maintained a classification (authorization group) on each attribute set.

Only attribute sets with classification AAA and BBB should be allowed for assignment
by this group of employees.

To test and elaborate this I have created 3 single roles.

Address | Logondata | Defaults | Parameters ' Roles | Profles | Groups ||, [|»]=

Type |valid From [valid To Narme |E|
| @ [Z_ATTRIEUTES =D [22.02.2807 31129998 Assigning Aliributes sets an =]
|_ @ |Z_BASIC_ENDUSER_ROLE @ 22 02 200731 .12.9999 Moncritical Basis Authorizati IE'
|_ @ [£_CRM_BUSINESS_PALRTNER @ 22 02 2007 (31 .12 9999 Business Partner

Z ATTRIBUTES:
- Transaction code assigned: CRMD_ PROF_BP

Z BASIC_ENDUSER ROLE: copy of end user role SAP. BC_ENDUSER

- This role allows me to perform SU53 and other non critical authorizations and
was necessary to do the necessary checks

Z CRM BUSINESS PARTNER: copy of standard role
SAP_CRM_BUSINESS PARTNER
- Includes the following transaction codes (actually I only needed the T-code BP
for this test case)

‘4 Business Partner
@ BF - Maintain Business Parner
@ BFH - Business Partner Group Hierarchy
@ CEMD_ORDER_BP - Business Partner Cockpit
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-> l assigned this role to my test user in order to test the assignment of attribute sets via
the transaction code BP.

Now the actual restrictions we want to test are maintained in my single role
Z ATTRIBUTES.

If we take a look at it you will see the following:

- Cross-application Authorization Objects
0 OBIJECT S TCODE
» Transaction code: CRMD_PROF BP

- Classification
0 OBIJECT C_CABN
= Activity: 01,02,03
0 OBIJECT C_CLA PROF
= Activity: 03,23,78
0 OBJECT C_ KLAH BKL
= Activity: 01,02,03
= (lassification authorization: AAA, BBB
0 OBIJECT C KLAH BKP
= Activity: 01,02,03,06
= (lass Maintenance Authorization: AAA, BBB
0 OBIJECT C_TCLA BKA
= (lass Type: *

The restrictions we want to realize are obtained by restricting the Objects C KLAH BKL
and C_CKLAH_BKP.

Only attribute sets with classification AAA or BBB may be assigned and maintained.
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Unit Test:

Method 1: Use transaction code CRMD PROF BP

POSITIVE TESTING

I use a new business partner 100016114 as business partner to assign the attribute set
Z AMAZON.

Display Attribute Values for a Business Partner
| |D Lssighment || [1 Assignment by Copying | | | |'ﬂ Assignment

100016114 [ @ 0
Z_AMAZON

NEAIEER

Attributes in Attribute Set Amazon Customers
Description |Aﬂribute Walue |

Maintain Attribute Values for a Business Partner

| |D Assignment || [} Assignment by Copying | | | |'ﬂ Assignment
100016114 [&) @ o
Afibute Sel 7 AMAZON

’EI?“ ’%l Aftribute Values
. . . Aftribute PRICE_CAT
Attributes in Attribute Set Amazon Customers Data Typa CURR .81 4 Wuival
Description Aftribute Walue No.Char/Digits 10 ] Entry Required
Eavourite Genre RO Decimal places 2 Intervals Allowed
[EESTOVHIE (IS (e ) ] Weogative Yalues Allowe
Favourite Authar TOLKIEM Currency USD
Brice Categary |20,00- 30,00 LISD
Aftrilute Value Deser.
[Jj10,00- 20,00 USD 10,00- 20,00 JSD
[w]|20,00 - 20,00 USD 20,00- 30,00 USD
130,00 - 40,00 USD 30,00- 40,00 USD
[ 1/40,00 - 60,00 USD 40,00- 50,00 USD
[l50,00 - 60,00 USD 50,00 - 60,00 USD

This works fine. (In fact this is my positive test, since I should be allowed to assign this
Attribute Set).
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Double-check this via transaction code BP:
Business Partner & Joan Colling / 3000 Leuven
Change in Role BUFDO1 Contact Person (Mai &
Address k Address Overview arketing Attributes k Status
Praofiles
Description [n}
Amazon Customers F_AMAZON ﬂ
]
[
Aftributes
& ||
Attributes in Attribute Set Amazon Customers
Attribute Mame Aftribute Description Attribute Walue Aftrvalue d
GENRE 7| Favourite Genre RO Roman
GENRE Favourite Genre SCIFI Science Fi
AUTHOR Favourite Author TOLKIEM JR.R. Talk
PRICE_CAT Price Category 20,00- 30,00 USD 20,00 - 30,

You can see that the assignment has happened and the attribute values I maintained are

also available.

NEGATIVE TESTING

Now I will try to assign an exiting marketing attribute set which does not have the

classification AAA or BBB maintained for the same business partner.

First of all, you will notice that in the locator search I only will be able to search for

attribute sets of classification AAA and/or BBB.
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Search |

Find |1 Characteristic G E By 1 Business Part.. £
Attribute Set 2* Description

Business Partner

I=)eE

Attribute Set “|Description
£ AMAZOM ol Amazon Customers
Z_HERBALIFE Customers of Herbalife

If I would search for attribute sets using “Z*” as search criteria with another User who
has all authorizations in the authorization objects C KLAH BKL and C KLAH BKPI
would see the following list.

search |

Find 1 Characteristic G2 By 1 Bu:
Attribute Set £* Description

Business Parther

183

Attribute Set “ Description
£ AMATOMN ) Amazon Customers
Z_BORIS_TEST TestBaris

£ _CLASSIFICATION Business Partner Classification
£ _CUSTOMER_INFO  |BP-Customer information general
£ HERBALIFE Customers of Herbalife

If I directly search on the attribute set Z CUSTOMER INFO with the user who has
restricted authorizations I do not get to see it.

Remark: You will not get an authorization message, but you can see via the user
authorization check that you do not have the right authorization values.
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The following authorization object was checked:

Ohject C_KLAH_BEL futhorization for Classification
Ohject class CLAS Classification
Field Walue
Botivity
n3
Classification authorization group

Byailable authorizations Tor the object in the master record:

Object C_KLAH_BKL Buthorization for Classification
buthorization T-C492013200 Available in User Buffer
Frofile T-C4920132
Raole Z_ATTRIBUTES
Field Walues
Botivity
a1, 62, 03
Classification authorization group
hLag, BEE

If I actually try to create the assignment by filling out the Customer number and the
attribute set, and next press the enter button, you do get to see an authorization message!

Maintain Attribute Values for a Business Partner

| [ assignment [ Assignment by Copying | 2 | I Assignment

Business Partner 100616114
Affribute Set Z_CUSTOMER_INFO Ei
YR
Attributes in Attribute Set
Descriptian |Attrihute Walue

Maintain Attribute Values for a Business Partner

| [ assignment | [ Assignment by Copying | i | T Assignment

Business Partner | 100016114 You are not authorized for, Z_CUSTOMER_INFO "
Attribute Set Z_CUSTOMER_INFO ()

ANEIE " |
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Method 2: Use transaction BP to assign and maintain attribute set for a business partner

POSITIVE TESTING
Launch transaction BP and select the customer 100016114.

Maintain business partners

||D Person [ Organization [ Gruup||||E

Search

Find 1 Business ParneE By 1 Mumber
BusFarner 100816114

cif=|

BusPartner Description
100016114 |Joan Collins 3000 Leuven

As you can see, in method 1 during positive testing we already assigned the attribute set
Z AMAZON to this customer. Now we will assign the attribute set Z HERBALIFE.

_1BEIEI1E114 n

BUFQ01 Contact Person (M.

Address | Address Overview Marketing Attributes '

tdarketing Attributes

Aftribute Set g @ Assign Attribute Set

Z_AMAZON Amazon Customers
7 HERBALIFE Custarmers of Herhalife

Profiles
r Description ] i
Amazon Customers Z_AMAZON i

You do this by selecting Z HERBALIFE and pressing the button “assign attribute set”.
In the list of profiles the new entry will be added.
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Profiles
r Description 10 lﬁ
Armazon Customers F_AMAZON
Customers of Herbalife Z_HERBALIFE
[+]
[~]
Aftributes
BEIER
Attributes in Attribute Set Customers of Herbalife
Aftribute Name Aftribute Description Aftribute Value Aftrve
SPORT_ACTMITY

| Kind of active spors

GEMDER

Gender

Now we will try to maintain the two attributes belonging to this attribute set, and save the
business partner changes.

Attributes in Attribute Set Customers of Herbalife

Attribute Mame

Attribute Description

Attribute Walue Aftrvalue d
SPORT_ACTIMITY Kind of active sports TEMMIE Tennis
SPORT_ACTIMITY Kind of active sports GOLF Golf
GEMDER Gender FEMALE Female

@ Changes have heen saved

NEGATIVE TESTING

Now, this test is done very quickly. Since I do not get to see any other attribute set in my

dropdown list, accept the ones belonging to the classification AAA or BBB, I obviously
cannot assign such an attribute set this way.

Marketing Attributes
Attribute Set

Profiles eoalSE

Arnazon Custarners

BALIFE Customers of Herbalife

z |48

Assign Attribute Set

r Description

8] i

Amazon Customers

Custamers of Herbalife
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RELEVANT OSS NOTES:

Note Number

Object

Description/Symptom

674696

Inherited characteristics are not displayed

601349

Authorizations Enhancement of attribute set: Up to now,
you can only assign one authorization for attribute sets,
that is, you cannot differentiate between editing an
attribute set and a classification.

SAPKU40001

581373

Maintenance of attribute Sets in several languages:
Currently, attribute sets are only valid in the language in
which they are maintained. (release 3.0 and 3.1)

357914

Class Create: Authorization Check: When you create a
class via the BAPI or the API

CLMA CLASS MAINTAIN,the system does not check
the authorization of object C KLAH_ BKP
(authorization for class maintenance from the
authorization group).

369818

Authorization check BAPIs for reading class data

1002036

MKTATT: wrong F4 values for markt attribute set
authorization group: TRX: CRM_PROF TEMPL. While
Creating an attribute set we give two authorizations. One
for maintaining the attribute set and one for assigning
that attribute set to BP. But for both these authorizations
F4 help is same.

446634

Authorization Check for Characteristic groups
(prerequisite is note 456375) (valid for release 3.0)

585415

Authorizations for attribute sets (prerequisite is note
446634) (Valid for release 3.0 and 3.1)

456375

Profiles: Creating a characteristic group via template
(Valid for release 3.0)

1021841

Authorization check for Marketing attributes: Even
though you only have read-only authorization
(authorization object C KLAH BKP), the system allows
you to enter changes and only issues an error message
when you try to save your entries.

(Valid for release 5.1.)
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5.2. Business Partner Security

The table below shows the security-relevant authorization objects that are used by the

SAP Business Partner.

Standard Authorization objects

Authorization
Object

Description

Business Partner

B BUPA ATT

Authorization Types: With this authorization object, you can define
authorizations for any number of input fields in business partner
maintenance. You determine which business partners may be
maintained, depending on the field values. In Customizing you define
an authorization type and specify the names of the fields that should be
checked.

B _BUPA FDG

Field Groups: With this authorization object you can define
authorizations for individual field groups in business partner
maintenance. You thereby define which fields in business partner
maintenance can be maintained or viewed by a user.

B_BUPA_GRP

Authorization Groups: With this authorization object you define which
business partners can be edited on the basis of the authorization group.

B _BUPA RLT

Roles: With this authorization object you define which Business
Partner roles can be edited.

B _BUPR BZT

Relationship Categories: With this authorization object you establish
which relationship categories can be processed.

B _BUPR _FDG

Relationship Field Groups: With this authorization object you can
define authorizations for individual field groups in business partner
relationship maintenance. You thereby define which fields of the
business partner relationship can be maintained or viewed by a user.

Payment Cards

B_CARD SEC

Authorization Encryption Card Master: You can use this object to
regulate authorization for display and/or maintenance of payment card
master data.

With this object, you control the authorization for the encryption or
decryption of payment card data.

B _CCARD

Payment Cards: You can use this object to regulate authorization for
display and/or maintenance of payment card master data.
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Data Storage Security

The data of the SAP Business Partner is stored in the database of the SAP System. The
security of data in SAP Business Partner is guaranteed by the general authorization
concept of SAP Business Partner, which uses the authorization objects that were
mentioned in the table above!

The security of sensitive data such as payment cards can additionally be protected by
using encryption.
(See IMG—> Cross application components—> Payment Cards—> Maintain Payment Card

Type).

5.2.1. Functional insight into Account and Contact Management

All information in this chapter is based on the CRM 4.0 release.
Some functionalities and concepts might not be available in previous releases.

In this chapter I will try to elaborate the most important concepts of the SAP CRM
Business Partner that everyone needs to understand in order to be able to comprehend and
set up business partner security.

Although I briefly mention all concepts, which you need to understand for SAP CRM
security, related to SAP Business partners, I advise everyone to follow the CR100
course, provided by SAP. There you get the complete overview of the CRM basics and
also do exercises, which might make things more understandable.

If you want to set up Business partner security in SAP CRM, these are the things you
want to know.

1) SAP CRM Business partners

2) Business Partner Roles and Categories
3) Business partner Classification

4) Partner Functions

5) Business Partner Relationships

6) Data sets and field groups

7) Partner Processing

Account und Contact Management allows you to manage and maintain your accounts
and contact persons. In the context of Account and Contact Management accounts can be
understood as firms or organizations, but also persons and groups that have a relationship
with your firm as customers or prospects. The terms account and business partner are
used synonymously below.

In CRM Enterprise, business partners can be persons, organizations, or groups of
persons or organizations in which your company has a business interest.
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Contact persons in CRM Mobile Sales correspond to persons in CRM Enterprise.

The following basic elements are available to you within the business partner data:

Business Partner Concepts

People-Centric SAP GUI Mobile Client
Ul

Business partner category | The data available for your business
transactions depends on the business
partner category.

BP role A business partner

can take on different

business partner

roles that allow you

to have different

views of the

business partner

data, according to

the business

function.

Data set: Data sets offer you | In CRM Mobile

the flexibility to Sales, data sets are

build the BP roles the information that

that your company you enter into

requires for its required fields on the

business user interface.

transactions. Almost all this data is
exchanged with the
CRM Server.

BP relationship A relationship connects two business In CRM Mobile
partners and is characterized by the Sales, when a
business partner relationship category. | relationship is created

between two business
partners, business
partner 2 becomes a
contact person of
business partner 1.
BP group hierarchy You can depict the structure of an
organization using the business partner
group hierarchy.
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Business Partner Category

Definition

The business partner category denotes whether a business partner is a natural person
(private individual), organization (legal person/entity or part of a legal entity, such as a
department), or a group.

Usage

When you create a business partner, you have to select a business partner category.
Depending on the business partner category, a certain set of fields has to be filled with
data. For example, if you are creating a business partner as an organization, you can enter
the legal form and industry, whereas in the case of a person you can enter first names,
name affixes, gender and so on.

Structure
The standard business partner categories are:
« Natural person (private individual)

« Organization (e.g. company, department in a company, club, association)
« Group (e.g. married couple, shared living arrangement)

@ It is not possible to create any other business partner categories. You cannot alter the
business partner category at a later stage.

Example:

By launching the transaction code “BP” you will see the following screen:
Busineszs Partner Edit Goto Extras  Enwironment  Systerm  Help

i B @@ 8 EE DD o | E

Maintain business partners

| 01 Person [ Organization croup | | |2 | | General Dats

2 ]r]

Worklist = Search |

Find 1 Business Part.. & By 1 Murmber E
BusPartner 300009476

As you can see there are three buttons available for the creation of a business partner.
- Person
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- Organization
- Group

Each of these buttons represents the creation of a business partner in a certain business
partner category. It seems obvious to me whether you would want to create a business
partner as a person or as an organization, so therefore I will not go deeper into this
matter. The most important consequences of this choice are:
- You will see different input fields appear on the screen when creating a business
partner in a certain category.

Example: a person will have the fields First Name/Last name available whereas an
Organization uses other fields such as Name Orgl and Name Org?2.

Organization:

Marme
Title &l
MHame CARREFOUR SCE ENTRETIEM f 751

Person:

Marne

Title 0002 wr.
First Mame Drany
Last Mame Felssers

- Certain roles can only be maintained for a specific business partner category.
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Display View "BP Roles': Details
& el

Dialog Structure BPF Rolet BUPOE1
< SYEF Roles S .
[JBP Role -= data sets
[JEBP Rale -= calling ap

General Data

CJBF Role-=screen se|| DESCHRion Contact Person
CJBP Role -= views Title Caontact Persan

ole-= Subhead ifferentiation type eneral Data
CJBP Ral Subheadi|| Diffe tiation ty| 2] G | Dat:

Update Procedure
Do not update BF role
Higher-level BF role

Screen Selection
Dizplay

® Do Mot Display
Mot specified

“alid Business Partner Categories

Organization
¥|Parsoh 4o
Group

Business Parther Mumber Field Selection
Hide customer

Hide partner

Here you can see an example of the standard role BUPOO1 (contact person). Since this
role is flagged as valid only for the Business Partner Category “Person”, you will notice
that it is not available when creating a business partner of the category “Organization”.

- This also has an impact on partner processing in business activities.

- In Marketing and Campaign Management you will also see that when creating
target groups, you need to make a choice if you want for example to select all
organizations (customers) or the contact persons of those organizations.

Business Partner Roles

Business partners are created only once in your system, but they can have different roles.

* A business partner might be related to your company from different point of
views. It depends on the business process that this business partner is involved in,
which kind of information about him is needed.

For example, for the goods delivery transaction, information about the shipping
and delivery conditions is required; for the sales order transaction, delivery dates
and payment conditions are relevant.

* You can maintain a business partner in more than one role. A business partner in
the SAP CRM system is at least created in the role “Business partner (general)”.
General information that is valid for all roles is maintained on this level.
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Business Partner (General) (Mewd

Addrg

BUPODZ Prospect

CREMOOT SAP RI3 Customer
CREMOOE Consumer
ISMO00  Sales Customer

ISmMO01  Retailer
N
AME oMoz Media Customer
Title PRMP

Channel Partners

* Each partner role contains various data sets:

General data
= CRM specific data
Relationships

What does this mean concrete?

Let’s have a look at the business partner creation screen.
By launching the transaction code ‘BP’ you will see the following screen:

Business Partner Edit

Gota  Extras m  Help

afia B

nyironment  Syste

a0 SR ANOA0 BE @

1/22/2008

Maintain business partners

| O3 Person | [ oOrganization ] Group | @ﬂ |

Relationships

Warklist ~ Search |
Find 1Business Patni@ By 1 Mumber
BusPariner 100816113

As explained in the previous topic, you have three buttons to create a business partner,

determining the business partner category in which you will create him.

—> Either create a person, organization or group

Let us create an organization in the role BUP002 (prospect):

Create Organization
| [ Person [ Qrganization | [ Group | [E:f’l

Business Partner

BLIFOO2 Prospect

AJON ~PMOD1 SAP RIZ Customer
CREMOOG Consumer
[SMO00  Sales Customer
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By immediately choosing to create the business partner in the role prospect (for that
matter in any other role which is not the business partner (general) role) the system will
come up with a pop-up asking you the following:

Change to another role in create mode

Do youwant to create business partner in role 'Prospect’ or do you
want to save it first in role 'Business Pardner (Gen.)' and then
change it?

Data already entered is not saved during creation

i[9 Create | Save | |3€ Cancel |

Should you already have maintained general information for the business partner (before
choosing another role than the Business partner (general) you can save this information
first. In this way the already entered information is not lost when maintaining the
business partner in the other role.

If you did not maintain general information, and immediately chose to create the business
partner in the role prospect, than you press the create button, and start maintaining
information for this role. All general information is then automatically stored in the role
Business partner-general.

Now depending on the role that you chose, you will see different tab pages that are
available:

Address k Address Overview k Identification k Control Data k Payment Transactions k Long Texts k Marketing Attributes k Status k Ciocuments

Again, what kind of information you will be able to maintain depends on both the
business partner category and the role you are creating the business partner in.

Definition of roles

If you want to look at the definition of the standard delivered roles by SAP, you can
launch the transaction code ‘BUPT’.

This will launch the SAP Easy Access menu for Business partners.
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SAP Easy Access Business Partner: Task Menu
(B = | & | & othermenu | 5 | | (& createral

[ Favarites
7 {3 BAF menu
[ [ BODT General
= {3 Business Partner
B [ Application
= {3 Control
T BUSI- Activities
) BUSA - Applications
T BUS23 - Data Sets
) BUSG - Tables
> [ Screen Lavout
@ BLISE - Screen Sequences
[ Events
[ GUI Functions
[ Assign Database Field
1 Field Grouping
[ Mew Interface

w55 5 %

f) BUSE - BP Role Groupings
2 BUS10- Search Help
@ BLISF - Application Transactions
P [ wWhere-Used List
) ACQB - Archiving
=7 {3 Business Partner Relationships
B 1 Application
B [ Contral

To have a look at the Business partner roles, you will choose transaction code BUSD.
Change View "BP Roles": Overview

%3 &I MewEnties [ & @ El

Dialog Structure Role |Description Title
= I8P Roles 000008 Business Patner (General) Business Partner (Gen

SSE EE:E: S:ltl?nsge; BBPODA Vendor endar

CIBF Role -»screen se EBPOE1T [Bidder Bidder

18P Role -» views BEFOOZ|Partal Provider Portal Provider

- EBFOO3Plant Flamnt

[(JBP Rale -» Subhead:
BBFOO4 |Purchasing Company Purchasing Company
EEABET [Billing Unit Billing Unit
EUPQAT |Contact Person Contact Person
BUPBD2 Prospect Frospect
BUPBO3 [Employee Emplayee
BUFOO4|Organizational Lnit Organizational Unit
BUPBOS Internet User Internet User
CRMBBE|Customer Customer
CRMOB1 (Sold-To Party Sold-To Party
CRMBBZ|Ship-To Party Ship-Ta Party
CRMOOZ [Payer Fayer
CRMOB4 Bill-To Party Bill-Ta Party
CRMBBE |(Competitors Competitors
CRMBBE|Consumer Consumer

In the screenshot above you see the standard SAP delivered roles.
If we take a look at for example the role BUP002 (Prospect), you will see:
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BF Rale BUPAAZ

General Data

Diescription FProspect

Title Prospect

Differentiation type ] General Data

1/22/2008

Lipdate Procedure
100 not update BP role
Higher-level BP role

Screen Selection
) Display

@ Da Mot Display
() Mat specified

Especially important here is the option where
you can flag for which business partner
category the role is valid.

If you want to know what the other fields
serve for, place your mouse on the field,
press F1 for technical help and the SAP Help
info will come up.

Yalid Business Partner Categaries
[w] Grganization

[]Persaon

[ Group

Business Partner Mumber Field Selection

[ Hide custamer
[]Hide partner

REMAEK: Remember NEVER to change
standard delivered roles!

If you need to make customer changes, just
copy the existing role that you need to change
into a Z or Y role and make the necessary
settings there.

Which roles your company will use, you can maintain in customizing (SPRO):

SAP IMG 2 Cross Application Components 2 SAP Business Partner = Business Partner
= Basic Settings = Business Partner Roles

Change View "Properties of Business Partner Roles": Overview

2 NewEnties [ & @ EIES

Froperies of Business Partner Rales
BF Rale Standard Title Hide Fasition |Title
BEPEAE andor
BEPAA1 Bidder
BEFOOZ Portal Provider
BEPEA3 Flant
EEFOO4 Purchasing Cornpany
BEA0E1 Billing Unit
BUP@AT Contact Person |
BUPBOZ Frospect ]
BUFOD3 Employes ]
BUPBO4 Organizational Lnit
BLPOOS Intarnet User
CRMOOG Custamer 1
CRMBEY Sold-To Party n| SAP RI3 Customer
CRMOOZ Ship-To Party
CRMOO3 Payer
CRMOE4 Bill-To Party
CRMEAS Competitors
CRMODG Consurner |
FEARAD Financial Serices BP
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This has an impact on the dropdown list for choosing the business partner role when
creating a business partner via transaction code BP.

Link Role and corresponding Data Sets
In order to see the available data sets for this role, select this option in the dialog
structure!

Dialog Structure ;

[(CJBF Rale -= calling ap
(JBF Role-=screen se
CIBF Raole -= wiews

[JBF Rale -= Subhead

For the role Prospect, these are the ones available in standard SAP.

BF Role} BUPDOZ  Prospect

BEF Role-= data sets

Set Mame

BULAETE Addresses

BUBE1E Relationships

BUFE18 |[Central Data

BUFP168 |Status

CRMEOZ |CREM Long Texts
CRMEOS |[CREM Marketing Attributas
CRMETE|CREM Sales

CRMEZE CREM Shipping

CRME3E |[CREM Pricing

CRME4E |CREM Classification
CRMEZE |CREM Partner Functions
CRM101 |CREM Status (Sales)
CRM102 |CREM Status (Shipping)
CRM103 |[CREM Status (Billing)
CRMT148|CREM Organization

Data Sets are building blocks for defining business partner roles in the business processes
of your enterprise.

Link Data Sets and field groups
If you now want to look at the details of such a data set, you will have to look up this

information in customizing (SPRO).

SAP IMG 2 Cross Application Components 2 SAP Business Partner = Business Partner
= Basic Settings ?Field Groupings 2 Configure Field attributes per BP role
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Change View "Field Grou |

Field Grouping | %2  Mew Entries [

Field Grouping Ohject Part
Objec...|Descriptn

BOORO0 Business Partner (General)
EUPBO1 |Contact Person
EUPBOZ |Prospect

EUPBO3 Employes

EUPBE4 |Organizational Linit
CRMBOT|Sold-To Party
CRMOOZ|Ship-To Party
CRMBOZ P ayer
CRMBO4|Bill-To Party
CRMOOS | Competitars
CRMBEE|Consumer

Select the role you want to analyse and press the button “Field Grouping”.

Prospect

Prospect
Data set 4‘ Fld groups
Diata set |Description Field grp  |Description Hide Req.entry Opt. entry Display Mot spec
BUADTD! Addresses [«] 62 Address: Language Key (Co.. @) (@] (L] (@) O
BURQ10  |[Central Data E‘ A3 wddress: Street C ] L] @) ]
BUP1ED  |Status || fid mddress: PO, Box ] O @ @ O
CRMO0Z |CRM Long Texts 65 Address: City @] (@] (] (@) (@]
CRMO05 |CRM Marketing Attributes fif Address: Postal Code O (@] (L] C O
CRMO10 |CRM Sales 67 wddress: District Ll ] ] @) ]
CRMOZ0 |[CRM Shipping i P.0.Box Address: Postal Co... @) @) @ O @)
CRMO20 |[CRM Pricing it Address: Country @] C & Cl C
CRMO40 |CRM Classification 70 wddress: Region O (@] (L] C O
CRMOS0 |CRM Parner Functions 71 wddress: Standard Commun | L] ] ] @) ]
CRMT0T |CRM Status (Sales) 72 wddress: Telephone Mumber ] (@] L] @ ]
CRM102 |[CRM Status (Shipping) 73 Address: Fax Nurmber O (@] (] (@) (@]
CRM103 |CRM Status (Billing) 74 wddress: cfo Mame L] O O C O
CRM140 |CRM Organization 74 mddress: House Mumber Su.| L] ] ] @) ]

TR Arldrace Honsa Mimhear Ra & (- i () (]

In this screen you see the different Data Sets that are available for the role Prospect. Each
data set contains one or more field groups. For each field group you can decide whether it
should be hidden, mandatory and so on.

To look at the different data sets, just double click on the data set on the left side of the
screen and the corresponding field groups will appear on the right hand side of your
screen.

Link Field Group - Fields

Now the last thing you might want to do is have a look at a specific field group to see
which fields are contained in the field group.

Check two field groups:

- 63: Address: Street (Belonging to Data Set BUA010 — addresses)
- 8: Forms of address (belonging to Data Set BUP010 - Central Data)

Use the transaction code BUS2 to look at the field groups and the corresponding fields.
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Change View "Field Groups": Overview
"2 & | MewEntries | [[H ) E & =+ simulation

Dizlag Structure r FId... |Description
= SYField Groups

CJField Group--=Fields

Fartner Mumber {+ Role for Change Doc. Display)
Grouping

FPartner Type

Search Terms

Farm of Address
Bank Details

W[ M| =

Field GrouE &: Form of Address

Dialog Structure Field Group 8 Form of Address
= [JField Groups

=Y Field Group--=Fields

Field Group--=Fields

Tahle Field name |lnputfield Mot a reg.field
BUSORAFLDS TITLE_MEDI J
BUTOAA TITLE ] ]

Field Group 63: Address- Street

Field Group 63 Address: Street
Field Group--=Fields

rTabIe Field name |(Input field Mot a reg.field
ADDRT_DATHA STREET ]
ADDRE_DATHA STREET ]

Customer data is divided according to business points of view into different classes in
SAP CRM and SAP R/3. Customer data can represent customers, prospective customers,
competitors or consumers, for example. This classification is realized in different ways in
the data models of SAP business partner and R/3 customer master.

In SAP R/3 customer master, the R/3 account group controls the classification, whereas
in SAP CRM the classification is controlled via an independent attribute called

classification in SAP business partner, hereafter called the CRM classification.

R/3 Account Group

Every R/3 customer master has to be assigned an account group that determines the
properties of business partners. These include in particular:

0 Master data fields
0 Number ranges
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O Specific functionality for sales and distribution

There are more than 20 different account groups available in the standard SAP R/3
delivery.

CRM Classification

You can assign one or more classifications to each business partner. These determine:

0 Master data fields

0 The number ranges are not directly assigned to the CRM classification. The
number range is determined by the so-called business partner grouping. When
creating a business partner you can assign a grouping to the business partner. If you
do not assign a grouping, SAP CRM uses the specified standard grouping for
internal or external number assignment.

O Specific functionality

The following classifications are available in SAP CRM:

CRM Classification Representation
in PIDE

Consumer: A
Organization

Customer B

Prospective Customer | C

Competitor D

Consumer: Person E

You can assign more than one classification when creating a business partner. The
classifications obey the following hierarchy.

Consumer > Customer > Prospective Customer > Competitor

For example, if you assign the classifications Consumer and Customer to a business
partner, the leading classification in the mapping process to R/3 account groups in
SAP R/3 is the classification Consumer.

Mapping rules have to be set between the CRM classification and the R/3 account group
when exchanging data between R/3 customer master and business partner in SAP CRM.
These mapping rules are defined in both directions, that is, SAP R/3 to SAP CRM and
vice versa. You define these mapping rules in the transaction PIDE in SAP R/3.

Specifying the number assignment strategy that you choose for exchanging data between
SAP R/3 and SAP CRM plays a deciding role in setting the mapping rules.
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PIDE:

Display View "R/3->CRM: Assign Account Grp. to BP Classification”: Ove
7B RBEB

Dialog Structure | Jaccount group Mame Classification Gr... |Ext..
CJCRM-=Rf3: Assign BP CII ™ agpy Sold-to party B zaa1| [
SARI--CRM: Assigh Accolf|—fioms e — B Z001| [

a0e3 Payer B zoet| [
nEe4 Bill-to party B Z0e1| [
no1z2 Hierarchy node B oooz| [
CPD One-time customer B zoet| [
FUNA Cust: all partner-rales E a0z [

Classification on Business Partner level in SAP CRM:

Display in Role CRMO01 SAF RI3 Customer &

Address k Address Overview k Identification k Control Data k FPayment Transactions " Classification/Hours

Classification

Industry Sector
[ Competitor

[ClProspect

[ cansumer

[¥] Customer  Since

[IRented Address

Mielsen ID

Custamer Class

Business Partner Functions and relationships

Definition

Relationship categories, such as has the contact person, are the definitions of business
partner relationships, the business-relevant connections between partners.

Partner function categories, such as contact person, are hard-coded classifications
representing sets of business responsibilities.

Use
Relationship categories are used in business partner master data. Partner function

categories are also used in master data (for sales area-specific partner function
assignments), and additionally in transactions and in Customizing for partner processing.
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Relationship categories and partner function categories closely correspond to each other.
This correspondence allows the system to use business partner master data in transaction
processing. Using master data in transaction processing is a crucial part of partner

determination.

For example, when you create the relationship "Johnson Electronics Aas the
contact person David Wilson", the system knows that, in transactions where
Johnson Electronics is the sold-to party, David Wilson performs the partner
function contact person.

Page 140

Display Available Relationship Categories

Launch the transaction code BUBA in order to have a look at the standard delivered ones.

Change View "Relationship Categoties”. Overview

2 & MNewEnties B & EEN

Dialog Structure

When taking a more detailed look at for example the relationship category BUR0O1

=? i Relationship Categories I—
[J Cat.-= Responsible
(7 Cat -= Calling Applic
] Cat.-= Views
(3 Cat.-= Generic Diff T
(] Cat-= Text Function

Relationship Cateaories

Title

i [@thorized Parner

BUROE1

Contact Person Rel.ship

EURGOZ

Wetivity Partner Rel.

EUROOZ

Shared Living Arrangement

EUROO4

Marriage

EUROOG

Alias (dentity)

EURGTA

Fmnlmver Relatinnshin

LDIE

(contact person relationship) you will see the following:
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General Data

Desctiption

Fram BF1's View Has Contact Person
From BF2's View Is Contact Person For
Title Contact Person Rel ship

Additional Data

Differentiation type o General Data
Data managerment app. BUR BF Relation.: Data iattr Tab.)
Screen sequence BUB1 BF Relationship/BF Role Definition: Standard

One-Yay Relship Cat

Semantic Checks

Time canstraint 4 Recard exists at least once from minumum to maximum
MNo. in each set

Cardinality

[w] Standard Reltnshp

Rales
Raole (Parther1)
Role (BF2)

Business Parner Categaries

Partner 1 FPartner 2
Organization [ Organization
Person Persan
Group [ Group

Since a relationship is always created between 2 business partners, you will have a
description, which will be different from each business partner’s point of view.

Again, if you want to know more about the meaning of the different field options, use the
F1 technical help to learn more about this.

Creating relationships between business partners:

Business partner relationships are created or maintained using the transaction code BP.

When creating or changing a certain business partner, you can also create a relationship
for this business partner using the button “Relationships”.

Change Organization: 46012426, role SAP R/3 Customer

| (1 Person | [ Organization [ Group | @3| m | “%| | | General Data || Sales Area Data || Purchasing Data Relationships
Business Partner 46012426 m AHLSELL AB 7 42652 Y FROLUNDA
Change in Role CRMO01 SAP RI3 Customer.. &

After pressing the button relationships, you jump into the screen where you actually will
be able to maintain them:
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Cerview k Has Contact Person (1) |

Relationship Cat. Al E Format A List el

Relationship to BP Fram to Create

Description “|Business Partner | Description Walid frarm  |Yalid through
Has Contact Person 100016154 Hanibal Smith 7 01.01.0001 |31.12.9989

Partner Functions

Partner functions describe the persons and organizations with whom you maintain
business relationships and who are therefore contained in your business transactions.

You can define your own functions. However the system already contains frequently
used partner functions in service processes, like sold-to party, ship-to party, contact
person or responsible employee.

Look at existing Partner functions or define new ones:

SPRO-> Customer Relationship Management 2 Basic Functions 2 Partner Processing
- Define Partner Functions.

Change View "Pariner Functions': Overview
%2 MNewEntries | [ & EE

Partner Functions

Function |Text Abbrey. |Function category Uzage Relatshp Cat. Block
OEEE00T{5ald-t0 party SP 0001 Sold-to party Z|CRM Customer Relationship. @ O
OROE0002 |Ship-to party GR 0002 Ship-to party/Ser.@[CRM Customer Relationship. @ CRMHOZ Is the Ship-To Party.@| []
DO000003 |Bill-to party EBF 00E3 Bi11-To Party EI|CRM Customer Relationship..BCRMHO4 Is the Bi11-To Party. B
00080004 Payer P 0o04 Payer EI[CRM Customer Relationship..®CRMHE3 Is the payer of B
COOR0ROS Activity partner AP 0006 Activity Partner @[CRM Customer Relationship. @BURDOZ Is Actiwity Partner @] []
DO000010|Sales manager 5H 0005 Employee EI|CRM Customer Relationship..BBURA11 Is the Responsible E.E
BERAOA11 (Sales assistant SA 0O05 Employee EI|CRM Customer Relationship..BBURE11 Is the Responsible E.E
OO0E0012|Sales reprasentative SC 0OE5 Employee EICRH Customer Relationship..ZBURB11 Is the Responsible E.E
0O000013|Sales clerk SC 0ooS Employee EICRM Customer Relationship.. BBURGB1T Is the Responsible E.B
EO000814 Employee responsible ER 6002 Person responsible @|CRM Customer Relationship.. BICRMHEG Is the Responsible P&
OO0E0015|Contact person CP UOO7 Contact person EI|CRH Customer Relationship..BBURBEOY Is Contact Person For &
OO000016|Requester ME 0813 Reguester EI|B2B Enterprise Buwer & |
nOEE001 7 |Contact person CF 0OU7 Contact person EI|B2B Enterprise Buyer ElBURBD1 Is Cantact Person For @) []
ORR00018 |Bidder Bl 0011 Bidder EI[E2E Enterprise Buyer g ||
BABEAA1S Mendor WE 0012 Vendor EI[E2E Enterprise Buyer g |
OORE0020 |Ship-to party GR 0882 Ship-to party/Ser. @ B2B Enterprise Buyer EICRMHBZ Is the Ship-To Party. @] []
OO080021 Prospect 5P 0006 Activity Partner @I[GRM Customer Relationship. @BURDOZ Is Activity Partner @] []
OOOE0022 Person responsible OF U008 Person responsible &[CRM Customer Relationship.. B CRMHOE Is the Responsible P
ODOANND 1 A e e mdidmwm T 00N Cammat S+ Aee ™ UrDM Poetamar DAl At i anchin ™ - an

When you define a new partner function in the Customizing activity Define Partner
Functions, you assign it to a partner function category. The system then enters the
corresponding relationship category automatically, if there is a relationship category
hard-coded to correspond to this partner function category. If you enter a partner function
category that is not hard-coded to correspond to a particular relationship category, you
must enter the relationship category yourself. If you leave the field for the relationship
category empty, the system cannot use business partner master data to determine partners
for the new partner function because it does not know what relationship to look for. In
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this case, for transaction processing, you must set the system to determine the partner
from a source other than business partner master data, or enter it manually.

If we take look at a business transaction in the system, you will see where partner
functions are used. When creating a lead in the system I will see the following screen:

Details | Parner | Tests | Organization | Products |

General Information

Description ZLED

(=

does not exist

Frospect

Contact persan
Ermployee responsikle
Sales representative

The fields Prospect, Contact Person,
employee responsible and Sales
Representative are all partner functions
used in this kind of transaction type ZLED.
These are the ones made available in your
partner determination procedure, which is
assigned to the transaction type.

The partner functions available on the details tab page are the ones that are defined in the
User Interface Settings definition of your partner determination procedure.

Change View "User Interface Settings": Detaiis
2 MewEnties [B B ) & B EF

Dialog Structure

¢ [(JPartner Determination Procedures
[ Procedure User
[JPartner Functions in Procedure

PartnerDetFroc

00000016 Leads (Header) &

Y User Interface Settinas Header Screen

Sequence and Functions for {Main) Partner Displayed

Partner Function1
Partner Function2
Partner Function3
Partner Function4

00000021 Prospect (TRM) g
00000015 Contact person (CRM) 2
00000014 Employvee responsible (&
00000012 Sales representative (G &)

Display
Dizplay Wariant

0101 Partner number f Mumber type F Address

The declaration of ALL partner functions that can be used in your business transaction
type is done in the section ,,partner functions in Procedure®.

Dialog Structure
2 [JPartner Determination Procedures

PartherDetPrac

00000016 Leads (Header) &l

CJPracedure User

Partner Functions in Procedure
S Partner Functions in Procedure

CJUser Interface Settings Function

Characteristics Grp

DEOAEE12 Sales representati..

0 Generally Walid Group

DER0OR14 Employee responsib..

0 Generally Valid Group

O0AE0AA15 Contact person (CR.

0 Generally valid Group

00000821 Prospect (CRM)

0 Generally Walid Group

0EO0A024 Sales partners (CR.

(4 | o4 | (4 | o | s

[ | [0 | 04 | [ | o

o0 Generally Walid Group

This brings us to partner processing in business transactions.
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Partner Processing

Purpose

Partner processing controls how the system works with business partners in transactions.
It ensures the accuracy of partner data in transactions by applying rules you specify in
Customizing, and it makes users work easier by automatically entering certain partners
and related information, like addresses.

One of the most important aspects of partner processing is partner determination, the
system’s ability to automatically find and enter the partners involved in a transaction. In
most transactions, the user manually enters one or more partners, and the system enters
the others through partner determination. Various sources of information make partner
determination possible; two of the most important are business partner master data and
organizational data.

Define Partner Determination Procedure

In Partner Determination Procedures, you specify which partner functions are
involved in a transaction, assign access sequences to the functions the system should
determine automatically, and set other rules for working with partners in transactions.

SPRO-> Customer Relationship Management—> Basic Functions—> Partner Processing—>
Define Partner Determination Procedure

Display View "Partner Determination Procedures”: Overview
PEEBRR

Dialog Structure Fartner Determination Procedures

= {JFartner Determination Pi rPrDcedu... Description Block Determin.  |Log FPermitted Functions
(JProcedure User ||~ freemmees ] Standard (411 Defi

BO0E000T Sales.

QEOAOOEZ Business activities Standard (811 Defi
Standard (811 Defi

Standard (811 Defi

DOBEN0E3 Tasks

000000a4 |0pportunities
Standard (811 Defi
Standard (811 Defi

(JPartner Functions in
[J User Interface Setting

00000005 Service
DO0BA0AE|Service header

[ o
O|OEEa=

For every Partner function that you defined in your partner determination procedure, an
access sequence is used to determine where the system should look to automatically fill
in the correct business partner for this partner function.
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Dialog Structure
? [JPartner Determination P
I Procedure User
SY Partner Functions in
CJUser Interface Setting

00000016 Leads (Headery &)

Partner Functions in Procedure
Function Change... [Minimu.. |Maxim... |Select. limit Calendar mai..|Changeable Addr. [Ad
00AE0012 Sales representati @ 0 10 0 =
000a0014 Employee responsib. & =
' ]

O

O

0000021 Prospect (CRM) g

C0EE0024 Sales partners (CR.E 1} 1 1}
=

By selecting the partner function, and look at the details, you can see the used access
sequence.

i i 00000016 Leads {Header) Z

00000015 Cantact person (CRMY  F

Fartner Functions in Procedure

General
[C]Black Entry an Interface
Changeahble (f Caorrect After Entry or Determination)

Mo, of Cecurences (Lowest) 2]
Mo, of Cecurences (Highest) 1
Selection Limit (Select.Screen) 2]

Default Walues
[[]calendar maintenance

Address
[CJchangeable addr.
Address far Trans. El
[[] standard address only
[ Mo Efiects on Address Changes to Preceding Documents (Trigger Address References in Change Case)

FPartner Determination
ACCESS SEOUBNCE 0002 fram activity partner
Determination trm. D Recurring g
[]Black Deterrmin.

In Access Sequences, you specify the sources of data the system uses for automatic
partner determination, and the order in which it checks those sources.

A

SPRO-> Customer Relationship Management—> Basic Functions—> Partner
Processing—>Define Access Sequences
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In the previous screenshot you saw that the access sequence used in the Partner
Determination procedure for Leads (00000016) for the partner function “contact person”
is the access sequence 0002 “from activity partner”.

Dialog Structure | Access sequence 0002 from activity partner
7 [[JAccess Sequences

--------------------------------- Individual Atcesses

Mext Access As Busi
]
]
]

| Batch Seq. |Dialog Seq. |Source Reverse Determin... |Incorrect Source {ETS
| 10 10 COM_PARTMER_A Preceding Doc. @ |
| 20 28 CRM_PARTWER_D DO WOT USE - & | |
| 30 30 CRM_PARTMER_C Business Part. @ | |
| =

[ o] o

5.2.2. General role SAP_CRM_BUSINES PARTNER

This standard role allows you to maintain business partners master records and business
partner group hierarchies, as well as displaying the business partner Cockpit. In addition,
two mini-apps for business partner search and birthday list are assigned to this single
role.

You can make a copy of this standard role and assign it to people who need to have full
authorization to create and maintain business partners in the system.

5.2.3. Restrictions for certain input fields based on Authorization Type

Authorization object used: B BUPA ATT

Procedure:

First, in customizing you define an authorisation type and specify the names of the fields
that should be checked!

SAP Implementation Guide 2 Cross-application components 2 SAP Business Partner 2>
Business Partner 2 Basic settings 2 Authorization management
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E {SAP Implementation Guide!
P SAP Web Application Server
= Cross-Application Compaonents
[ Classification Systerm
P General Application Functions
[ Payment Cards
7 [ SAP Business Partner
< = Business Partner
= Basic Settings
Business Partner Roles
Motes
Mumber Ranaes and Groupings
Business Partner Types
Field Graupings
Screen Configuration
Autharization Management
% @ Maintain Authorization Graups
% @ Maintain Authorization Types
E% @ Define Field Groups Relevant to Autharizations
By & Generate and Assign Authorizations

Yy ¥y ¥y ¥ & 5
PPPPEPE

As an example I created te authorization type ZADDRESS with two fields.

Autharization type ZLDDRESS

General Data
Description Address data
[w] Active

Screen Fields
Screen field 1 ADDRZ_DATA-CITY

Screen field 2 ADDR1_DATA-FOS[T_CODET @

Look up Screen Field for business partner information.
Launch business partner maintenance via the transaction code ‘BP’. Next select the field
for which you want to know the screen field name.

Example:
I want to know the screen field name of the field ‘Search term 1°:

If you want to know the name of a
certain screen field, when displaying a

Search Terms certain Business Partner, you place your
Search Term 12 ECKMANN  SCRYEDT mouse on top of the field, and press F1.
Next, in the performance assistant, press

the button E .
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R I8 02 3 [ B 1 P 2 S =Y I 1

Search Term 1 for Business Parther

Use

Denotes the term that you define for a husiness partner, and via which you can
restrict the search for a business partner in the business parner search orin
the locator.

Technical Infarmation

Screen data

Program name SAFLEUDE
Screen number 1116
G data
Frogram name SAPLBUPA_DIALOG_JOEL
Status SCREEN_1820
Field data
Transparent tabl BUTEHAD
Fiald name BlU_SORT1
Data element BlU_SORT1

DE supplement 1]

Field description for hatch input

Screen field BUTHAD-BI_SORT1
FProgram name SAPLEBUS_LOCATOR
Screen no. J0aH

W ¥
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In my new role Z CRM_BUSINESS PARTNER AUTH_TP, which is a copy of
SAP_CRM BUSINESS PARTNER, I will maintain the values for the authorization
object B BUPA ATT.

Z_CRM_BUSINESS_PARTMER_AUTH_TP Business Partner

—= Changed Cross-application Buthorization Ohjects LLAE
—= o0 @g Changed Business Partner: Buthorization Types B_BUPA_ATT
LEI @ Changed Business Partner: Buthorization Types T-C157004200
# g7 Betivity g1, 02, a3
# 47 buthorization type ZADDRESS
#1 47 buthorization value (field 13 LEUVEN
# 47 Bbuthorization value (field 2) 3000

I e [E D Standard Rucinace Partnar: Fiald Branne B RIIPD ERG

This means that the person with this role should only be able to create, change of display
business partners that have the city 'LEUVEN’ and postal code ,3000°’.

I now searched for a business partner that did not live in leuven, and selected it to
display.
I get the following message:

@ o authorization to display patner with authorization tpe ZADDRESS

5.2.4. Restrictions for certain field groups

Authorization object used: B BUPA FDG

Example:

Create a new single role Z BP_FIELDGRPS as a copy of the standard role
SAP CRM BUSINESS PARTNER.

In this role I will maintain the authorisation object by selecting out of the InputHelp:
For example; I selected the following field groups with display only:

- 0115: address: internet mail address
- 0005: Search terms

In customizing you first define which Field Groups need to be checked for authorisations:
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== SAP Business Partner
< Business Parner
= Basic Settings
Business Parner Raoles
Motes
Humber Randes and Groupings
Business Partner Types
Field Groupings
[E% &b Configure Field Attributes per Client
[Ey &b Configure Field Attributes per BP Raole
[E% &b Configure Field Attributes per Activity
@ @ Configure Field Atributes per Business Parther Type
[ % Screen Configuration
& % Authorization Management
[E &b Maintain Authorization Groups
[E &b Maintain Authorization Types

d 5 5 5 5
BB

By &b Generate and Assign Authorizations

Here I put in two field groups as an example:
Change View "Field Groups for Authorization": Overview

"2 MewEntries [ [ D EWES

r Fld gr |Description
SSearch Terms
11588ddress: Internet Mail Address

D IE]

Now in my role, I will maintain the parameters for those field groups!

1/22/2008

Select in your role the authorization object B BUPA FDG and use the input help to

select your field groups.
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Field grp for autharization

Lpp0 |F1d gr|Description

BUPA | DEGZ Fartner Type

BUPA (BEOS [ Search Terms

BUPA (DEOS |Form of Address

BUPA|BEES | Bank Details

BUPA (BE1Q  |Central Block

BUPA | DE11 Central Archiving Flag

BUPL | BQ12 futhorization Group

BUPL | BE13 Partner Category: Organization
BUPA | DET 4 PFartner Category: Persaon

BUPA | DE1 S Fartner Category:. Group

BUPA [BB16 [External Partner Number
BUPA|BE17 | Salutation

BUPA | DE1E Data Origin Type

BUPA | DE19 Language

BUPA | DOZ0 Payment Cards

BUFAL | BE21 Identification Wumbers

BUPA | DEZ3 Business Actiwity

BUPL | DB24 Person: Other Last Name

BUPA | DEZS Ferson: First Name, Last Name
BUPA [BB2E | Person: Academic Title

BUPA | DEZT Ferson: Wame ATfix {(e.q.Title of Wobility)
BUPA (DB28  [Person: Name ATfix

BUPA | DEZ29 Ferson: Correspondence Language
BUPL | BO3E Person: Complete Wame Line
BUF& | BE31 Person: Date/Place of Birth
BUPL | DB32 Person: Personnel Humber

O o o

I select the two fieldgroups I just defined in customizing: search terms & internet mail
address. Next I give the authorization value I select the two fieldgroups I just defined in
customizing: search terms & internet mail address. Next I give the authorization value
,display’* for the authorization field activity.

B_BUFA_FDG Business Pattn
ACTHT Activity

| Full authe
[]01 Create or generate
DDE Change

w03 Display

When finished, it will look like this:

[ g VLANMSI UMD IIZO 1@l LIS! LUl eaL U 1ybeo L_uui A
= oo@ ﬁm Chanoed Business Partner: Field Groups BE_BUPL_FDG
= E. Changed Business Partner: Field Groups T-C157E04160
#0 P Activity B3 ACTYT
# £ Field grp for authorization QRS , 2115 FLDGR

- _ o~ o . . = . - . R . o - .

This should mean that [ am able to create, change and display all business partners, but
not change or maintain those specific fields when I have this new role assigned to my
UserID!

Result:
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2 Jeanke Hermans § B-3000 Leuven

Address | Address Ovetview | Identification | ControlData | PaymentTransactions | Laong

Mame

Title 0002 Mr. b
First Mame Jeanke

Last Mame Hermans

Correspondence Lang. EN English
Language EN English

(=1l

1/22/2008

The search term field is now
grayed out and can only be
displayed!

Search Terms
Search Term 1/2 JERHKE

G

Standard Address

E Print Preview || Internat. Versions |

Street Address

StreetHouse nurmber Heideweq

Postal codefCity 30e Leuven

Country BE  Belgium Region The email address cannot be changed,

Tirme zone CET and only be viewed by pressing the
button ‘Dependent—> Independent’.

PO Box Address

PO Box

Paostal Caode ‘

Gommunication
Other communication... y

Telephone Extension

hobile Phone %

Fax Extension (E

Standard Comm.Method  INT i Dependent-= Indepenfent.. |

5.2.5. Restrictions based on Authorization Group

Authorization object used: B BUPA_ GRP

Procedure:

Concrete this means that you first define an authorisation group in customizing, next
assign on business partner level the authorisation group.
In the role, you will restrict the authorisation object with the authorisation group you

created in customizing.
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Result: the user will only be able to change/display business partners for which the
authorisation group is maintained!

Example:

1) Creation of an authorization group in Customizing:

SAP Implementation Guide 2 Cross-application components ?SAP Business

partner DBusiness Partner 2 Basic Settings 2 Authorization management 2 Maintain
Authorization group

I create the authorization group ZEMP, which will be maintained for all Business
partners in the role Employee. Only the HR responsible will be able to maintain the
employee data in the system. Others will only be able to display the maintained
information.

Group object BUPA

Authorization Groups

| Jaut.. |Descriptn

| |ZEMP Display anly for emplavees in the syster)|

Now, I can maintain on business partner level, this authorisation group.
In this case, I will do this for employees, which I only want End-users to be able to
display and not change!!

On the Tab ,control data’ I fill in the authorisation group:
Change Person: 409582, role Employee

| O Person [ Organization [ Group | %ﬂ Gm | % gl | Ge
Business Parner 409582 &.Jan Tielens I B-3620 lanaken
Change in Role BUPOO3 Emploves (Maintai.. B

Address | Address Overview | Identification ' Control Data | LongTe

Control Parameters
BF type
Autharization Group ZEMP

Data Origin
Drata Crigin I

In the Role I will maintain the following:

Role created: Z CRM_BUSINESS PARTNER AUTHGRP as a copy of
SAP_CRM BUSINESS PARTNER.

I change the authorisation object: B BUPA GRP and maintain the following:
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= o0g Eﬁ Changed Business Fartner: Authorization Groups B:BUPP.:ERP
= @O B Changed Business Partner: Authorization Groups T-C157004400
w0 P Activity a3
# g7 Buthorization Group ZEMP

(e L e | Mmd vmmn Pandnoe s A0 OAT A [ TR TR ST

If I now select the business partner 409582 for which the authorisation group is
maintained, I get the following:

Display Person: 409582, role Employee

= | [ Person [ Organization  [] Group | [§| = | Gel
Business Parner 4A9582 0@ A Jan Tielens ! B-3620 lanaken
Display in Role BUPOOZ Employee g

Address | Address Overview | ldentification | Control Data | Long Tes

MHame
Title 0002 M. El
First Mame Jdan

I can only display this employee!

5.2.6. Restrictions for maintaining certain Business Partner Roles

For this topic I am brainstorming for which scenarios companies might want to restrict
people in displaying, changing or creating Business Partners in a certain role.

Scenario 1

First of all, as I explained before, a business partner is created at all times in the role
“business Partner (general). When creating the partner, you have the option to first create
him in the general role and save the information, and next also maintain him in the other
necessary roles. This general role only exists for the purpose of storing general
information that is valid for all other roles. During business transaction processing
however you normally will not be using Partners that only have the general role
maintained. You might probably want to create a lead or activity for a prospect or
customer, create a sales order for a consumer, for which sales area related data should be
maintained on the master data of the business partner. This kind of information is not
available in the general business partner role. So unless you would maintain a business
partner also in another role then the general role, we might consider it as master data
pollution.
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Therefore a company could decide that employees that are responsible for the creation of
prospects and employees directly should maintain a business partner in the role prospect
or customer and not have the option just to maintain him in the general role, leaving the
employee the chance to forget maintaining the necessary sales area data.

I have not tested this scenario, but if you think about it, you might not be able to use the
authorization object B BUPA RLT for this purpose. Suppose you would set the
following combinations:

Activity: 03 (Display) and BDT:Object Part: 000000 (Business Partner General)
Activity: * and BDT:Object Part: BUP002 (Prospect)

You would expect that the employee would only be able to display a business partner in
the general role, and furthermore create or change prospects.

If you would try to create a prospect with such a combination, you will not succeed, since
the system will complain about the fact that you are not able to maintain the business
partner in the general role (remember I told you that every business partner ALWAY'S
needs at least to be created in this role?).

Another solution for this is making use of customizing options for field groups.

- SAP IMG-> Cross —Application components—=> SAP Business Partner=> Business

Partner—> Basic Settings—=> Field Groupings—> Configure field attributes per BP Role
Change View "Field Grou BP Role": Overview

Field Grouping  *7 MewEntries [3 [ &9 EWE

Field Grouping Ohject Part

|_ Ohijec...|Descriptn
BARBEE Business Partner (General)

Select the role “business partner (general) and press the button Field Grouping.
If you set for each data set the field groups to “display”, you would obtain the required
result.

Business Parner {General)
Business Partner {Gen.)

Data set Fld groups

_!_Data set |Description Field grp  |Description Hide Reqg.entry Qpt. entry Display Mot spec.
BUADTE Addresses [«] 62 mddress: Language Key (Co.. Ll
BUPO10 |Central Data E‘ 63 Address: Street &
BUPD20 |Bank Details 64 Address: P.O. Box @
BUFD30 [Payment Cards 65 Address: City @
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Scenario 2

Another most likely scenario is that your sales reps or sales manager might be able to
create prospects and customers, but certainly no business partners in the role employee.
Creation and maintenance of employees might be a specific job done by the HR
responsible or a dedicated CRM person who not only creates the employees, but also
maintains the organizational model and the assignment of employees to the org. model.

Scenario 3
I can also assume that a company might want the following:

- Marketing manager/assistant:
0 Can only display prospects and customers but not change them
0 Is not allowed to create/change/display employees

- A Sales rep/Sales Manager:
0 Can create/change/display prospects and customers
0 Is not allowed to create/change/display employees

Anyway, you should get the picture and realize that restricting business partner access
based on roles might be necessary.

As an example I will elaborate the role for the Sales Rep:

Just make a copy of the standard role SAP. CRM_BUSINESS PARTNER and create for
the role Z CRM_BUSINESS PARTNER and assign this to a new test-user.

Now you will restrict the authorization object B BUPA RLT.

To quickly test if this works I just deselected the role “Employee” out of the F4-input
help for maintaining the values.
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BOT: Ohject part (1) 33 Entries Found

Restrictions |

[
v |mE|E(68E] |2
App0™|ObjectP... | Description

BUPA D00O0DDD  Business Parner (Gene
BUPA BBRPOOOD  “endor

BUPA BBFOO1  Bidder

BURPA BBPO0OZ  Portal Provider
BUFA BBRPOOD3  Plant

BURPA BBPO0O4  Purchasing Company
BURA BEADDM  Billing Unit

BUPA BLIPODT1  Contact Person
BUPFA BLUIRPOOZ Prospect

] BUPA BUFDDZ Employee

] BURA BUPRPDOD4  Organizational Unit
BUPA BUPODS  Internet Lser

BURA CRMOODD Customer

BURPA CRMOD1  Sold-To Party

BUPA CRMODZ  Ship-To Party

BURPA CRMOOD3  Payer

BUPA CRMOD4  Bill-To Party

BURA CRMODS Competitors

BUPA CRMOODE Consumer

BURPA CRMOOY  Marketplace Supplier
BUPA CRMOOZ2 Marketplace Customer

RERERREEREEE

O

REEREREEEREEE

F

For the activity I used “full authorization”.

Now if you logon with this test-user and try to create a business partner in a certain role,
you will see that the role Employee is not in this list.

Hint: You should try this by creating a business partner of the category “Person”, since
the role employee is only available for creation of persons.

Create Person

| [ Person [ Organization [ Group |

Business Partner 2
Create in Rale 000000 Business Partner (..
Business Partner (General) (Mewd
BUPOD Contact Person
AJON ~EMo01 SAP RIZ Custamer
CREMOOE Consumer
[SMO00  Sales Customer
[SMO01  Retailer
MaMe A\ cmo20  Media Customer
Titla
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In the above screenshot you see that the role employee is not available for creation.

So far, you covered the creation part.

Now, you should also check whether this test-user is able to display or change an existing
employee.

Use the business partner search function (based on Role) to look up an employee.

Maintain business parti

| [ Person [ Qrganization | [ Group

Cpen business partner

Business Partner @

v K
Press F4 and in the option list select “Partner by Role”.

=5 Partner Mumber {1}

Partrer by address h Partner by bank. detailz L Partner by [dentification Mumber | b |I| EI

v Partner by address

Ll FPartner by hank details
Postal Code Partner by [dentification Mumber |
Slreet Fartner, general

Partners by Role
Fartner by Address (Rough Search)

Houze Humber

- ]

artner Bumkber (13

Partrner, general ' Partrers by Role k F

BF Role BUFOO3
Mame 1/Last Mame

Marne 24First Marme

Search Term 1

Search Temm 1/2

Buziness Partner

M axirmurn no. of hits 10
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Select the Role “BUP003” and restrict the maximum hits to 10. We don’t want to wait
too long to only check the first employee that comes up.

Select one employee out of the list.

Result: You WILL in this case be able to see the Employee, but only his general
information, which is maintained on the role “business partner-general”.

If you would try to see the information stored on the role “employee”, you will see that
this role cannot be selected.

Display Person : 100008792
| O Persan [ Organization [ Group | |

Business Partner 1000087392 A Jonas Erikeson !
Cisplay in Role QO000o0 Business Parner (.. &

Lddress k Address Overview k |dentification k Control C

If I would look at this business partner with another user, which does not have the
restriction for seeing employees, you would see the following:

Display Person : 100008792
| O Person O organization [ Group | |

Business Parner 100088732 &. Jonas Eriksson
Cisplayin Role Q00000 Business Patner (.. E

Address | Contral

In my opinion, since you can still see the general information about the employee, this is
not really a good strategy of protecting employee related data. The usage of restricting

business partner data based on the role concept is best if you do not want people to see
some sales related data.

To restrict access to critical employee information I would make use of the object

B BUPA _FDG to disable the display of critical fields you do not want every sales rep to
have a look at.
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5.2.7. Perform authorization checks for sales area related data for business partners.

Authorization object used: CRM_BP_SA

Relevant OSS notes:

* 524474: Sales Area related authorization check in business partner (prerequisite)
» 803453: Sales Area related check in business partner
* 999239: PCUI: Sales area authorization in partner function tab

Reason and Prerequisites

In every sales area, only certain employees are authorized to maintain (create and/or
change) the sales-area-dependent data in the business partner master record, or to display
them. The general business partner data can be displayed, changed or created by any of
the employees. The authorization check should be done at the time of entering the sales
area-dependent data. While calling the sales-area-dependent data, a sales area needs to be
selected. This selection screen should display only those sales areas for which the user
has an authorization, depending on the activity (creating, modification, display).

This requirement cannot be met entirely with the help of the BDT- (Business Data
Toolset)-tools alone, i.e., in modification-free or upgrade-resistant manner. A small
modification, which is described in the following section, is necessary.

5.2.8. Restriction of business partner role in the BP transaction

Some companies would like their users only to create a Business Partner in a specific
role. As we have seen already, the authorisation object B BUPA RLT can be used for
such a setup. However, in such a case you are limiting the allowed role maintenance still
by using the same BP transaction. Suppose you would like to have a separate transaction
code to create an employee or prospect, you can do this by creating new transaction codes
using SE93. Next you can assign these new transaction codes to a specific role related
activity using the transaction code BUSF.
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Display View "Application transactions"”: Overview
El

|_|H|:|Ie Diescription RIGrp. |Description)Act (Mame TCo.. |Transaction text
_lELIPEIEH Contact Person b1 [Create BULT |Create contact person |E|
_lBLIPEIEI1 Contact Person b2 (Change BUAZ [Change contact persan |§|
_lELIPEIEH Contact Person B3 |Display BULS |Display contact person
_lBLIPEIEIE Frospect 01 |Create BUI1 |Create Inter. Pary
_lELIPEIEIE Prospect B2 [Change BUIZ |Change Prospect
_lBLIPEIEIE Frospect B3 [Display BUI3 |Display Prospect

|ELIPEIEIS Employee b1 [Create BUM1 |Create Employves (BF)

In the example above, you can see that using the transaction code BUA1 you will be able
to “create” a Business partner in the role “contact person”.

You can look at the transaction code details using SE93.
Display Report transaction

E2lvdg a@s s |

Transaction code BUL1

Fackage BUPA

Transaction text Create contact person
Frogram BUSSTART

Selection screen 1830

Start with wariant

Authorization object

Classification

Transaction classification

® Professional User Transaction
() Easy Wieh Transaction Semice
[ Pervasive enahled

GUI support

[¥] SAPGLI for HTHML
[¥] SAPGLUI for Java

[w] SAPGLI for Windows
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5.3. Product Security

5.3.1. Relevant SAP Authorization objects

Standard Authorization Objects

Authorization Description
Object

Product General

COM_PRD Product Master, general authorization: Determines whether a
user is authorized to maintain products or only to display them.

COM_PRD _CT Product Master, authorization for category: This authorization
object is used to determine whether a user can display and/or
edit products, which are assigned to a particular category.

Set Types and Alternative Identifier

COM_ASET Set Types/Attributes, general authorizations: Determines
whether a user is authorized to maintain set types and
attributes, or only to display them.

COM_ALTID Authorization object for alternative IDs: Determines whether a
user is authorized to create or change alternative identification
types.

Product Category and Hierarchy

COM_HIER Hierarchies, general authorizations: Determines whether a user
is authorized to maintain product hierarchies or only to display
them.

COM_CAT Categories, general authorizations: Determines whether a user
is authorized to maintain product categories or only to display
them.

COM_CAT CF Categories, authorization for configuration-relevant data:

Determines whether a user is authorized to maintain or display
configuration-relevant category data.

Product Relationship

COM_IL Authorization check for product relationships: Determines
whether a user is authorized to display and/or maintain
relationships.
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5.3.2. Product maintenance

Before you start creating new roles for authorization restrictions concerning products,
you should know some basic information!

PRODUCTS

Products are goods, which are the object of a company's business activities. Products can
be tangible, such as a PC, or intangible, such as services like PC maintenance.

Use:

The product master provides you with all information on the products that your company
purchases and sells. It is the central source from which product-specific data can be
retrieved.

Product information is used in marketing, sales, and service processes. The product
master functionality is integrated into various business roles and therefore provides all
functionality you require for working with products within the relevant business context.

Product data includes the information required for specific business processes (such as
customer inquiries, sales orders, service processes, contracts), and other basic data that
essentially describes and categorizes the product. For example:

Data of a descriptive nature such as size and weight
Data with a control function such as the item category group for determining the
item category for each item in a CRM order

This information is stored in individual product master records. The integration of such
data in a single database object eliminates redundant data storage.

Structure:

Product Types

The product type describes the basic characteristics of a product. It also determines to
which product categories a product can be assigned, thus defining the structure of the
product and how it can be used.

The following product types are available:

e Material
e Service
*  Warranty

* Financing
* Intellectual property

In the maintenance screen for products (transaction code COMMPRO1) you can see
different buttons, which allow you to create a product of a certain product type.
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Products  Edit Gota

Extras Help

BAHI GOt S EE
Maintain Products
| (1 sewice [ Financing [ Warranty | =

Environtment  System

In this screen you see only four buttons for creating a:
- Material
- Service
- Financing
- Warranty

In customizing the product type IP (intellectual property) has been disabled.

SAP IMG-> Cross-application components—> SAP Products—=> Settings for Product
type—> Deactivate Product types

Change View "Product Type-Dependent Settings - Deactivate Product Type
%2 MNewEntries [ () EE

Froduct Type {13 & Entries Found
Froduct Type-Dependent Settings - D —
rPrnd.Type Inact. — Flestictions |
01 O [=]f L
02 O [+] ENE = =T
03 O Prod. Ty.. “Priyp |
04 01 Material
05 Il nz Serice
—{| |03 Financing
04 IP
05 Warranty

Attributes and Set Types
Attributes are used to describe products and are grouped together into set types. The use
of set types makes it possible to model a product in a detailed manner in your system.

How can you create them?

In the SAP Menu for CRM, choose:

Master data=> Products=> Maintain Set Types and Attributes or directly by using the
transaction code COMM_ATTRSET.
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Set types and attributes works more or less the same way as the creation of marketing
attributes that you use for business partners. (See section Marketing and Campaign
management). The main difference is that you do not directly assign such a set type to a
product, but assign set types to a product category. Next each product that belongs to this
category will have (depending on the settings you made) the option of maintaining the
attributes for this product somewhere on the product maintenance screen.

You first also create the attributes and next group certain attributes logically together into
a set type.

Screenshot of an attribute

. Walue Range

Definitian

Characteristics
Aftribute Type
Aftribute Loth 15

CHAR Character Strinf@ [ | Select ¥alue Tahle
Yalue Tahle
[ wiultiple Values Poss.

Descriptions
r Language Aftribute Descriptn
EM English El Brand

Definitian

Yalue Range

Fixed Yalues Allowed

r Single Walue ... |Upper Limit |Fixed Yalue Des.
FHIL Fhilips
F IO Fioneer
SON Sony

==

Language-Specific Descriptions for Fiked Yalues
r Single Walue /.| Upper Limit |Language Fixed Yalua Descriptic
PHIL Er English ElPhilips
PION ER English ElPioneer
SON Erl Enalish El|50ny
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Categories and Hierarchies

Categories and hierarchies are used for structuring purposes, and allow you to group
together products according to different criteria. Categories define which set types and
relationship types are allowed for a product, thereby enabling you to structure the
information you require on your products through the assignment of categories.

Categories and hierarchies can be maintained using the following path in the SAP CRM
Menu:

Master data—> Products—>Maintain categories and hierarchies or directly by using the
transaction code COMM_HIERARCHY

Some standard delivered hierarchies are:

Description Hierarchy ID

Material group R3MATCLASS
Product hierarchy R3PRODHIER
Product Subtype R3PRODSTYP

Anyhow, you can create your own hierarchies and product categories in the SAP CRM
system. The link between product attributes, product set types and products is made the
following way:

Attribute X
.| Product Category or .| PRODUCT Z
Attribute Y Product Hierarchy
Set Type XY

How does this look like in the system?

After you have created for example a set type ZTEST, you will assign it to either a
product hierarchy or product category. On the maintenance screen of a
category/hierarchy you have several tab pages. One of them is called “set types” where
you can assign existing or own created set types. You can also define the view (tab page)
on which the set type should be made available and the position (on the screen).
Furthermore, the flag inherited points to the fact if you have the set type inherited from a
higher-level product category/hierarchy or not.
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In customizing you can define your own Views for this purpose.

Relationships

Relationships can be created between products and other products or objects to represent
certain product information. For example, spare parts, accessories, or services might be
available for a particular product, or products may contain or belong to other products,
such as sets and prepacks.

On the maintenance screen of relationships for products, you will see that there are
different tab pages available. They make up the type of relationship towards the product.
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Standard role for product maintenance

SAP CRM PRODUCT

You can make a copy of this template role and make the necessary adjustments.
Available transactions in this standard role are:

Transaction Code Description

COMMPRO1 Maintain Products

COMM PROD RECATEG Recategorize Products

COMMPRO02 Mass Processing of Inactive Products
COMM HIERARCHY Maintain Categories and Hierarchies
COMM ATTRSET Maintain Set Types and Attributes
CRMD SERV SLA Process Availability and Response times

5.3.3. Product Proposals

The product proposals consist of Cross-/Up-/Down-Selling, Accessories and Top N Lists.
They use SAP Web Application Server and Business Information Warehouse. The people centric
UI of the product proposals uses the Enterprise Portal.

The authorization object CRM_PAR manages the authorization requirements for the maintenance of
product association rules (cross-/up-/down-selling). It manages authorization concerns related to:
OCreating new rules

[JChanging existing rules

[J Deleting existing rules

[J Activating existing rules

If the authorizations are not maintained for a user, the user can search for product association rules and
display them. However, it is not possible for the user to create, change, delete, or activate rules. It is

recommended to maintain the settings of the authorization object according to the needed requirements.

There is no authorization object for top N lists. Therefore, it is not possible to handle authorization
constraints, such as mentioned for the CRM_PAR authorization object.
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5.4. Authorization check in Business Transactions

Before we start into the authorization concept for Business Transactions you should learn
the difference between business transaction category, business transaction types and
business transactions!

5.4.1. Relationship Business Transactions, Types and Categories

The first thing everyone should do who will analyze SAP CRM authorizations is reading
the CR100 course. This is a good starting point for understanding SAP CRM.

If you would have read the course, you will realize that SAP CRM business transactions
are based on a concept, which is different from R/3.

In customizing you will see that CRM business transactions are made up as follows

Every transaction type in SAP CRM (= the R/3 document Type) belongs to one or
more transaction categories, but only has 1 leading transaction category.

You can check this easily in customizing via the path: (tcode SPRO)

SAP IMG 2 Customer Relationship Management 2 Transactions 2 Basic settings 2>
Define Transaction Types

Change View "Definition of transaction types': Overview
%3 = MewEntries  [@ B E R

Dialog Structure | Definition of transaction types

2 @Deﬂnitiqn oftransactium |: Trans.Type |Description Description Inactive |1
@ Ql#ssignment of Busin I s ERER [Appointment ppointment Y Inactiv])
Gg%ﬁ?;ﬂﬁ':s ;iz oot Sales Call Sales Call X Inactiv[7]
| nooz Incoming Phane Call Incoming Telephone Call W Inactiv] |

|_ (afe]ajc] Cutgoing Phone Call Cutgaing Telephone Call X Inactiv

|_ na04 Incoming Ehdail Incoming Email X Inactiy

|_ tafeals Cutgoing Email Cutgoing Email % Inactiv

|_ 0a10 Business Activity. Business Activity. % Inactiv

|_ afepeye] Bus ActWith Prads Bus. Activity With Products G Inactiv

|: anze Bus. Act. (Simple) Business Activity (Simple View) X Inactiv

Let’s take a look at some transaction types:

Transaction Type Description Leading Transaction
Category

0001 Sales Call BUS2000126 — Business
Activities

LEAD Lead BUS2000108 - Lead

OPPT Opportunity BUS2000111 -Opportunity

TA Standard order BUS2000115 - Sales
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If you look at Transaction type “0001” sales call in more detail, you will see this:

Change View "Definition of transaction types": Details

% mMewEnties [ B @ B £

Dialog Structure | Trans. Type naa1 Sales Call
52 (&Y Definition of transaction |
= [:|A55|gnmen'F n.fElusm General
(3 customizing hea —
(CJAssign Blocking Rea Description Sales Call
Leading Transaction Category BUSZ0001 26 Business A

Inactive
Commitment Date

[IMa Change Dacuments

H Inactive g
Commitment Date is Mot Calculat . &

Postprocess From

This is an important thing you should know, since per Transaction Category, you have a
special authorization object that you should have assigned in your user master record, in
order to process such a business transaction at all.

The value for those “transaction category related” authorization objects is “allow”, which

you can maintain in the profile generator.

List of those specific Transaction Category related objects:

Transaction category Authorization Object
Activities CRM ACT
Opportunities CRM OPP
Sales Transactions CRM SAO
Service Transactions CRM SEO
Service Contract CRM CO SE
Service Confirmation CRM CON_SE
Lead CRM LEAD
Complaints CRM CMP
Financing Contract CRM _CO_SA
Sales Contract CRM CO SC

CRM Menu:

The CRM menu I always work with is the following: CRM_MENU
You can assign this one to your user (via SUO1):
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Maintain User

*2 & | Licence Data | & References

Lger ZMET_ATTR
Last Changed MLY102127 21 .02 . 2007 | 16:34:15

Address k Logon data " Defaults k Farameters k Role

Start menu CRM_MENU
Logon Language

Decimal Maotation 1.234.567,849 g

Crate format 1 DD MM ™YY g

Now you should see the following menu:

SAP Easy Access Extended Relationship Management
(3 ™ | & | & othermenu | & | | (& Createrale |

[ Favarites
= {3 SAP menu
[ 1 Activities
[ marketing
[ sales
[0 service
[ Analytics
[ E-Selling
[ Interaction Center
[ Master Data
L3 Architecture and Technaology
[ Industries

S Y VY VSV Y F VWV

Per area you see that SAP has made a distinction in processing business transactions,
such as:

- Business activities

- Marketing related transactions

- Sales

- Service

The most common business transactions that customers are using are:

- Activities

- Tasks

- Leads

- Opportunities
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- Quotations
- Sales orders and Service orders

If you for example open some folders such as “activities” and “sales” you see the
following:

= {3 Activities
) CRMD_BUS2000126 - Maintain Activities
@ CREM_ACT_JR_TMPT_TYPE - Maintain Activity Journal Template Type
@ CRM_ACT_JR_TMPT - Maintain Activity Journal Template
@ S_AEZ_ 89000014 - Activity Manitar
B [ Marketing
7 {3 Sales
@ CRMD_BUS2000111 - Maintain Opportunities
@ CRMD_BLS200011%5 - Maintain Sales Transactions
@ CREMD_BLUS2000121 - Maintain Sales Contracts
@ CRM_SP - Execute Sales Planning
Gf‘,l CRMC_ACTION_JOB - Action Manitar

You can see the names of the transaction codes.
To display those you need to make the following setting:

Menu  Edit  Favorites Systerm Help
] Administration information Ctri+5hit+Fe  [§ A9
SAP Easy Access| _ _ _ jent
Display documentation Shift+F &
B3| & | &u other  Tocnnical getails Shift+F 11 |
& Favorites Settinns Shift+F4 —
7 =4 SAP menui Set starttransaction Shift+F 7

= 55 Artivities

In the menu, select “extras => settings—> display technical names”.
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L
L]
L]

v&%EBOx

Now that you know the transaction codes, you can try to launch one, for example:

{3 Activities
) CRMD_BUS2000126 - Maintain Activities!

e

This will call the following screen:

Create CSD Interaction

| | | Business Partner Cockpit || Business Transaction | |
<[] [Da[ (@) lsu] @ ) g
 ralendar |

Desc
Cat. Z18Incaming & Dir 0Olnbound

Search

Find fi Business ActivitiZ) ORDERAC . E

By 1 Category ]

E

Description

Partner i} W

Category a |l =l T
Period From | Activity partner

Free selection & To

A start | [

Contact persan
Fersan responsible WLY184127 does not exist

Service Desk responsible

& |
The system automatically opens This part displays the Business
the locator for searching objects transaction details. If this is in display
belonging to the area you want to mode or change mode depends on your
work in. In this case business settings.

activities.
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Change Locator Settings:

Option 1: change Locator settings permanently in a certain modus for your user.

[ Settings... Shift+F &
Locatar *

Menu: choose Extras = Settings

| General k Specific k Chject Services |

FProcessing Type for Business Transactions

@ Display [|open Transaction Last Pracessed
) Change

Locatar

Display Type| Active Tab

) Min. Loe. Warklist

@ Max. Loc. @ Find

() Hide Locatar ) Calendar

Option 2: Change the size of the locator temporarily, in this user session

Settings. . shit+Fs |85 0 A9 80 | FE A1

° Locator * ShowiHide Locatar Fa
Minimize Cirl+F 9
Templates ¥ Maximize Shift+F4
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Change modus (display/change) when launching a certain transaction

Menu: choose Extras = Settings

| General | Specific | Object Services |

Processing Type for Business Transactions

@ Display [ | Open Transaction Last Processed
[ Change

Although you launched the transaction for creating/displaying business activities, you
will that by using the “create business transaction” button, you can nevertheless create
business transactions that to another business transaction category.

D[ [Er el g ]=1 2@ E] g

= S FSE R BN R AR B =R

Busziness Activity k CED Interaction
Complaints v Eustomer Visit
Lead ¥ Quthound Phone Call
Qppartunity r 202
Froject k =

ZZ04
Sales k

ZZ05
Task v

ZZ06

Contact person

Ferson responsible 207

If you press the button, you will get a dropdown list for the authorized “transaction
categories”. This is based on the authorization objects I mentioned before.

If you now select “business activities” you get the list of authorized “transaction types”
that have the status “active” in customizing.
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List of Transaction codes (most used business transactions)
Transaction Code Description Authorization Object
CRMD BUS2000126 | Maintain Activities CRM_ACT
CRMD BUS2000108 | Maintain Leads CRM LEAD
CRMD BUS2000111 | Maintain Opportunities CRM_OPP
CRMD BUS2000115 | Maintain Sales Transactions CRM SAO
CRMD BUS2000121 | Maintain Sales Contract CRM CO SC
CRMD BUS2000116 | Maintain Service Processes CRM SEO
CRMD BUS2000117 | Maintain Service Confirmations CRM CON SE
CRMD BUS2000120 | Maintain Complaints and In-house CRM_CMP

Repairs
CRMD BUS2000112 | Maintain Service Contracts CRM CO SE

The Important thing that you should now is that for each and every one of those
transactions, the screen is always built up the same way.

Button Toolbar

LOCATOR

Business Transaction
Information

- The initial transaction type
that is launched depends on
user settings.

- Change/display modus also
depends on user settings

As you can see the transactions in the previous table all start with CRMD_BUSxxxxxx.
In fact, as you could have guessed the BUSxxxxxx part corresponds to the leading
transaction categories we discussed earlier.
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Since all screens are made up the similar way, SAP reuses this logical and structured Ul
framework for business transactions. The only thing they need to do is in this case look at
the Leading transaction category, and therefore:

- Set other default search settings in your locator to start with

- Use a business transaction type of the transaction category that corresponds to the
“BUSxxxxxx” you are launching to start in the initial business transaction
information screen part.

Last, you have the transactions!

In fact, a transaction in this case would be a business transaction!!

For example; you create a business activity of the Type "sales call" in your system!
In that case the system will save this transaction as a number!

Create Sales Call

| [ standard Order | ) Securex Opportunite | [ Interaction | @| Business Partner Cockpit || Business Transactiol

Daf - [#aflel s (=] T E| g 0
Bl Activities Dates

Desc EXAMPLE of SALES CALL ORDERFL.. @ From E|25.D1 L2006 23:22

Cat. 001 Sales Call @ Dir 1 Quthound @ To 25.01.2006 23:32
B5| Partner

Activity Partner 409674 willy claes [/ B-3600 genk

Contact Person 406224 Staffan Akerman (Incomplete address)

Person Responsible 405800 Davy Pelssers [/ B-3012 wilsele

Details | Partner | Tewts | Aftachments | Address | Organization | Dates | CustomerFields |

L&l &
Status Tent
Lacation Belgium Head Office-Brux | ADDZ Mote™ E EM Englis.. &
Completion 919@ In Percent Customerwas called to discuss a new
Priarity 5 Medium e sales opportunity!
Status EOO01 Open b
Result AZACTO0001A001 Price A&
E:El
Reason
Reason A1ADODDO0Y ADDG Opport.. &
Goal 002 Arouse interest b
Ext.No. |

F@ Transaction 4599 saved

In the table CRMD ORDERADM _H, after creating for example a standard transaction
of the type 'sales call", you will find this back by entering the Number of the transaction!
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' '
0001".
Table CRMD_ORDERADM _H Display
Check Table...
CLIENT 200
GUID 50140221 ACS5C04990AD5A40DOFES225
QOBJECT ID 4539
PROCESS TYPE oo Trans. Type|Description Description Inac
25.01. 2006 i
FOSTING DATE EEEEN | Inbound Contact Inbound Contact
DESCRIPTION EXAMPLE of SALES CALL aaaE Sales Call Sales Call
DESCR LANGUAGE EN ooz Incoming Call Incoming Telephane Call
noo3 Outgoing Phone Call |Outgoing Telephone Call
LOGICAL SYSTEM | CL1CLNT200 aaa4 Incoming E-Mail Incoming E-Mail
CRM RELEASE BEPCRM 468 Bans Outgoing E-Mail Outgoing E-Mail
nate Business Actiwity. Business Actiwity.
SCENARIO A
onze Bus.Act. :With Prods (Bus. Activity With Products X
TEMPLATE TYPE 0025 Bus. Act. (Simple) |Business Actiwity (Simple Wiew) X
CREATED AT 25 .01.2006 23:24:52 1@a1 Meeting Conwersation w. Departmental Colleagues
1003 Task Task
CREATED BY DA 1004 Task (Simple) Task (Simple Wiew) X
CHANGED AT 25.01.2006 23:24:52 ACCP Act. Channel Partner|Activity Channel Partner X
ACPO Aot . Channel Manager|Activity Channel Manager X
CHANGED BY DAY
ACTI Business Actiwity Business Actiwity X
HEAD CHAMGED AT  25.01.2006 22:24:52 AG Quotatian Quotation
OBJECT TYPE BUSZ2AAA1 26 AGEA Web Buction Quotat. [Web Auction Quotation
AGIS Quot. Internet Sales|Quotation in Internet Sales
ARCHIVING FLAG BIIC auction
DESCRIFTION UC EXAMPLE OF SALES CALL AUTH Standard Order:fuct. [Standard Order for Auction
OBJECTID OK ¥ BEPS PL_Jr. Schd. .l_‘.greement Purchase Scheduling Agreement
BID Bid Invitatiaon
WERIFY DATE CHMA Ch. Partner Registr.|Channel Partner Registration
CRM CHAMGED AT 25.01.2006 22:24:52 CHCE Custom Contract Custom Contract
CMDH Debit Memo Request Debit Memo Reguest: Chargeback
POSTRROCESS AT CMGE Group Contract Group Contract

Impact on authorizations

Example:

When creating a role for a sales rep (who is allowed to create activities, leads and
opportunities for example) you would add following transaction codes into your role
using the profile generator (PFCQG):

CRMD_ BUS2000126

Maintain Activities

CRMD_ BUS2000108

Maintain Leads

CRMD BUS2000111

Maintain Opportunities

In order to process these 3 different kinds of transaction categories you would need to

have the following authorization objects in your role with the value “allow”:

- CRM_ACT (allows you to process activities)
- CRM_OPP (allows you to process opportunities)
- CRM_LEAD (allows you to process leads)
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CRM_LEAD  Authorization Object CRM Order- B
ACTYT Activity

| Full autharization

|D 45 Allow

Impact on the User Interface:

Before restricting to the 3 needed transaction categories:

Qe [@a)lelsa)]

Business Activity L
Complaints v
Lead v
Cppatunity v
Project L
Sales v
Task v |

S S E S ES

After restricting the role to only the three authorization objects:

= Manually CRM Camponent CRM
= ool ‘% Manually  Buthorization Object CRM Order - Business Object Bctivity CRM_ACT
= @00 S Maintained Buthorization Object CRM Order - Business Object: Lead CRM_LEAD
E @0 Hanually buthorization Ohject CRM Order - Business Object Opportunity CRH_OPP
B Inactiv gnlﬁ Maintained Authorization Object CRM Order - Wisibility in Org. Model CRM_ORD_LP
E @00 ‘% Maintained Suthorization Object CRM Order - Allowed Organ. Units CRM_ORD_OE
H @00 s Maintained Authorization Object CRM Order - Own Documents CRM_ORD_OP
H @00 & Maintained Authorization Object CRM Order - Credit Card Processing CRM_ORD_PC
= @0 a Changed Buthorization Object CRM Order - Business Transaction Type CRM_ORD_PR
= @Ehanged Buthorization Object CRM Order - Business Transaction Type T-C492013600
| 7 Boctivity * ACTYT
% o7 Business Transaction Type QPPT, ZLED, ZZ01 FPR_TYFE
Remark:

I have set the authorization object CRM_ORD _LP to inactive; otherwise my restriction
did not seem to work. Furthermore I also restricted the object CRM_ORD PR where I
also defined which transaction types are allowed for processing.
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When I assign this role to a user, he will only have the option for creating a transaction
belonging to one of the three transaction categories.

MR R R RERERE

Business Activity * customer Yisit

Lead A v -
—— o Tets , Organization
| EE—————(—

Which transaction categories may be
executed, depends on which “transaction
category related objects” you have with
value “allow” in your role.

See the table with Transaction category
related objects.

Which transaction types will be displayed on
the right side of the dropdown-list depends
on the restrictions made in the authorization
object CRM_ORD PR.

The reason why I set the authorization object CRM_ORD_LP to inactive is because of
the fact that in both CRM_ORD_ PR and CRM_ORD_LP the authorization field PR_TYP
is being checked. If you do not restrict both authorization object with the same
transaction types, then the restrictions which I only made in CRM_ORD PR are
overwritten by the fact that I had “*” as value in PR_ TYPE for the object

CRM_ORD LP.

—= Inactiv ?1‘2 Maintained Buthorization Object CRM Order - Wisibility in Org. Model CRM_ORD_LP

&= Inactiv  fay [ Maintained Authorization Object GRM Order -

Yigihility in Org. Model T-£492013600

Inactiv  Activity * BCTYT
Inactiv Scope of Processed Objects CHECK_
Inactiv Business Transaction Type * PR_TYP

—H @0e ‘% Haintained Authorization Object CRM Order - Allowed Organ. Units CRM_ORD_OE

—H @0e 5 Haintained Authorization Object CRM Order - Own Documents CRM_ORD_OP

—H @0e 5 Haintained Authorization Object CRM Order - Credit Card Processing CRM_ORD_PC

—&E @@ A2 Changed Authorization Object CRM Order - Business Transaction Type  CRM_ORD_FR

= @Changed futhorization Object CRM Order - Business Transaction Type T-C49201 3660

% & botivity o1, 02, 83 ACTYT
% | 47 Business Transaction Type OPPT, ZLED, ZZI1 l PR_TYPE
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Hint:

Why would SAP create multiple transaction codes for accessing certain transaction types
that belong to a certain “leading transaction category” if in the end, you see that with the
button “create transaction” I still have the option of creating another transaction
belonging to ano transaction category?

|7

|Create Transactinn|

My guess is the following:

1) This eases the structuring of the user menu. You will logically assign the
transaction codes into a folder area.

In the folder “activities” they will place the CRMD_BUS2000126 which will start the
initial screen with “default settings for searching business activities” in the locator.

52 {3 SAP menu
= 3 Activities

g2 CRMD_BUS20001 26 - Maintain Activiies|
@ CREM_ACT _JR_TMPT_TYPE - Maintain Activity Journal Template Type
@ CREM_ACT_JR_TMPT - Maintain Activity Journal Template
@ S_AEZ_890000149 - Activity Monitor
[» [ Marketing
7 {3 Sales
@ CREMD_BLISZ000111 - Maintain Opportunities
@ CRMD_BUS2000115 - Maintain Sales Transactions
@ CREMD_BUS2000121 - Maintain Sales Contracts
@ CREM_SP - Execute Sales Planning
I‘@ CRMC_ACTION_JOB - Action Monitor
[> 1 Billing
B [ Incentive and Commission mManagerment
[ [ Service

Furthermore on the right hand side of the screen, a “business activity” will be started.
As I explained before, this also depends on the user settings. You could choose to have
your last transaction displayed (in either display or change mode).

2) This also eases the maintenance of authorizations, since the system normally
automatically includes the corresponding authorization object, which belongs to
this transaction category when adding the transaction into a role.

Example: if you would add the transaction CRMD BUS200108 (leads) into your

role, you will see that in the profile generator, the system automatically includes
the necessary object CRM_LEAD into your role.
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5.4.2. Process flow authorization check

Business transaction processing in CRM is protected by an authorization check based on
alternatives, so that only authorized users can create, change or delete a transaction.

The authorization check follows a specific sequence, that is, the check runs through
several levels. This means that the authorization can be granted at each level, and
therefore no check is necessary in the subsequent levels. If, for example, an employee is
entered in a document as the employee responsible, he is allowed to process this
document regardless of whether further checks would lead to a positive or negative result.

The authorization concept in the CRM business transaction has the following
characteristics

Role-related protection:

Users have access to existing business transaction documents, regardless of all other
authorization checks, if they are entered as an "employee" or "responsible" in these
documents in a partner function for the partner function category. The type of activity
allowed is linked to the type of partner function.

See also: Partner Processing

Sales area/effects in the organization model:

Users have access to business transactions, which are or were already created in or above
a certain level in the organization model, regardless of all other authorization checks. If
need be, users can only execute specific activities.

Business transaction category:

Users can only create transactions if they have authorization for the corresponding
business transaction category (for example, activity - CRM_ACT, opportunity -
CRM_OPP).

Business transaction type:

Users only have access to business transaction documents if they have authorization for
the corresponding business transaction type. If need be, users can only execute specific
activities.

Sales area
Payment card processing:

Only authorized users are able to see the payment card number.

Prerequisites

Users for whom an authorization check is to be executed must be assigned in the
organization model.

In order that other functions can be executed, for example, partner determination, SAP
recommends that you assign an employee, to whom a user is assigned in the business
partner record, to the position.
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Maintenance of the Organizational model was already explained in chapter 4.4.

PROCESS FLOW

ffour own docul + Leavethe check -
CRM ORD_OP

okay

— CRM_ORD_LP

Organizational level + Leavethe check -

okay

- CRM_ACT CRM_CO_SE
CRM_OPP CRM_CON_SE
—*| CRM SAO CRM_LEAD
CRM_SEO CRM_CMP

CRM_CO_SL CRM_CQ_SH Leave the check -
Tranzaction categony okay
CRM ORD_PR
Transaction type Leave the check -
“not okay
CRM_ORD_OE

Sales area / Service org.

Your own documents (authorization object CRM_ORD_OP)

The system checks whether the user takes on a specific partner function for the activity
executed in the relevant document, for example, whether he is the employee responsible.
Furthermore, the system checks whether the user has the authorization to change, display
or delete a transaction. If the result of this check is positive, no further checks take place
at transaction level.

Visibility in the organization model (authorization object CRM_ORD_LP)

If the user is not authorized in the first step of the check, the second check is carried out.
This check enables the employee to control the access to specific organizational units via
his position, depending on his assignment. This authorization object defines which
documents can be processed by the user in the individual organizational levels, and which
activities he can carry out here. If the user is authorized for the chosen activity (create,
change, display, delete) and the relevant organization level, no further checks are carried
out.

When maintaining the authorization field CHECK LEV, you should only choose the
organizational unit at the highest level of the units to be checked. If, during the
authorization check, the relevance to a specific sales organization is checked, the
organizational units underneath this are also automatically checked. This means that you
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do not have to choose the (lower-level) organizational unit sales office. This would cause
considerable deterioration in performance.

Combination of several authorization objects

If the first two checks were not successful, this combination of different authorization
objects is checked. All the checks must be successful before the user is authorized to
process the required transaction. This means the user only receives the authorization to
process if he is authorized to:

Process the leading business transaction category in the corresponding transaction type
Process the corresponding transaction type

Process in the corresponding sales area

a) Authorization objects CRM_ACT, CRM_OPP, CRM_SAO, CRM_SEO,
CRM_CO_SE, CRM_CON_SE, CRM_LEAD, CRM_CMP, CRM_CO_SA,
CRM_CO_SL

Using these authorization objects, the system checks, which business transactions the
user is allowed to process, and whether he is allowed to carry out the functions create,
display or delete in these transactions. The relevant authorization object is checked,
depending on the activity executed:

Activities: CRM_ACT

Opportunities: CRM_OPP

Sales transactions: CRM_SAO

Service transactions: CRM_SEO

Service contract: CRM_CO_SE

Service confirmation: CRM_CON_SE

Lead: CRM_LEAD

Complaints: CRM_CMP

Financing contract: CRM_CO_SA

Sales contract: CRM_CO_SL

b) Authorization object CRM_ORD_PR
Using this authorization object, the system defines which action the user is allowed to
execute for each business transaction type.

¢) Authorization object CRM_ORD_OE

Using this authorization object, the system defines in which sales area or in which service
organization the user is allowed to process the CRM business transaction, and which
activities he can carry out here.

If the user is not authorized in the third step of the check, he will not be able to process
the document in the required way. He will receive a system message, which contains the
corresponding authorization object and refers to the lacking authorization.
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5.4.3. Examples of the authorization assignment

1. A user wants to keep the authorization to process sales transaction with the
transaction OR in the sales organization 0001 and for distribution channel
01.

You assign the following authorizations:

CRM_ORD PR: PR TYPE ‘TA’, ACTVT ¥’

CRM_SAO: ACTVT ¥’

CRM_ORD_OE: SALES ORG ‘0001°, DIS CHANNE ‘01°, SALES OFFI ‘*’,
SALES GROU “*’, ACTVT = “*’

2. A user wants to keep the authorization to process all types of sales
transactions (independently of the transaction type and the organizational
assignment).

You assign the following authorizations:
CRM_ORD PR: PR TYPE ‘TA’, ACTVT “*’
CRM_SAO: ACTVT “*’
CRM_ORD_OE: SALES ORG “*’, DIS CHANNE “*’, SALES OFFI “*’,
SALES GROU “*’, ACTVT = “*’

3. The user wants to keep the authorization to display all opportunities in the
transaction type OPPT that (accordingly to the organization model) belong
to "his" sales office.

You assign the following authorizations:

CRM_ORD_LP: CHECK LEV ‘C’, PR_TYPE ‘OPPT’, ACTVT 03’

4. A user wants to keep the authorization to process a document in which he
himself is entered as the employee responsible.

You assign the following authorizations:
CRM_ORD_OP: PARTN_FCT “*’, PARTN _FCTT ‘0008’, ACTVT ,*

Combinations of different authorizations are also possible, for example, 1. + 2. + 4.
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Since I received a lot of questions concerning the fourth example using the authorization
object CRM_ORD OP I would like to explain a bit more about this one.

The exact set-up as mentioned in example 4 is only valid if the employee X does not need
to create any business transaction, but only should be able to process a certain business
transaction in the case where another person Y assigned employee X as person
responsible.

I can imagine the following scenario:

As I explained in most companies the partner determination procedure assigned to
transaction types is used in such a way that the person responsible is automatically filled
in with the Business partner (employee) who is creating the business transaction. This
business partner number is mostly derived from the SAP USER that is creating the
business transaction. This is in the first place why I explained that you need to make the
link between user and business partner.

However, suppose you have a scenario that within your organization you have employees
that are not actually CREATING business transactions, but only need to process them.
Scenario:

Company X is making use of call lists (marketing and campaign management). A call
center is next processing those calls (transaction type 0003- Outgoing Phone Call) via the
Interaction Center Webclient..they call potential customers to see whether they would
like to have information about a new product model or not... Suppose 30% of the called
prospects is interested in this new product.

In such a case the Call Center Agent will for example create a follow-up activity of the
transaction type 1003 (Task), where he will MANUALLY assign a person responsible
(this can be a sales rep), so not automatically via partner determination procedure.
In such a case the sales rep does not need to create any transaction type. He will only
look at tasks that are assigned to him for which he is made 'person responsible’. He can
use the activity monitor for such a purpose. Therefore the following setup would be
sufficient:
You assign the following authorizations:
CRM_ORD_OP:

- PARTN FCT: *

- PARTN_FCTT: 0008’

- ACTVT: *
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Now another scenario could be that I want to be able to create any transaction type,
but only should be able to display/change/delete business transactions in which I am
assigned as person responsible.

This only makes sense if you are using a partner determination procedure (assigned to
your transaction types), which automatically fills out yourself as person responsible when
you are creating the business transaction.

In such a case the Partner function” person responsible is automatically filled out by
using an access sequence that derives the business partner number (employee) from the
SAP User that is creating the business transaction. In this case this would be you.

Since the authorization object CRM_ORD_OP does not contain the activity “create”, you
should maintain this in CRM_ORD PR.

= oo@ BE Haintained 01d Authorization Object CRM Order - Business Transaction Type ERM_DRD_PR

LEI [aan] @ Maintained 01d Authorization Object CRM Order - Business Transaction Type T-C492013700

% 7 Activity 81 ACTYT
%1 # Business Transaction Type * FR_TYPE

Next you will also notice that the system needs to know for which distribution chain you
should be allowed to “create” such a business transaction. This is indicated via

CRM_ORD_OE.

@ B 2 Waintained 01d  Authorization Object CRM Order - A1Towed Organ. Units CRM_ORD_OE

3 oom [& Maflntained 01d  Suthorization Object CRM Order - Allowed Organ. Units T-C482813700
% 2 hetivity 01 ACTHT
% ¢ Distribution Channel * DIS_CHANN
% 47 Sales Group * SALES_GRO
% 7 Sales Office * SLLES_OFF
% 47 Sales Organization * SALES_ORG
# 2 service Organization : SERYICE_D

This set-up seemed to work fine at first glance.
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5.4.5 Authorization Check at Field Level

USE

You can use this function to allow certain authorization groups to change fields in the
sales order, or prevent them from overwriting certain fields. For example, you only want
to allow employees with special authorization to change quantities retroactively after the
sales order has already been delivered.

Prerequisites

* You have created an authorization with reference to authorization object
CRM_FLDCHK, assigned this authorization to an authorization profile, and
assigned this profile to the corresponding user.

When you create the authorization with reference to the authorization
object, you can only specify one value (whole number) for field Authorization
Level. The authorization check cannot process ranges (for example, 1 — 12) or
multiple values (for example, 5,7,9).

* You have defined authorization groups in Customizing and assigned fields to
them. An authorization group is a type of field group, and consists of a collection
of fields. You make the entries in Customizing for Customer Relationship
Management at Basic Functions — Authorizations — Define Authorization
Groups.

* You have assigned an authorization level for each authorization group in
Customizing in dependency with the key fields, for instance transaction type and
item category. You make these entries manually in Customizing for Customer

Relationship Management at Basic Functions — Authorizations — Maintain
Authorizations at Field Level. You fill the control table CRMM_AUTH_FIELD
with these entries.

& Control table CRMM_AUTH_FIELD is created as a master data table,
and therefore cannot be transported. For this reason, you should maintain
this control table in your productive system.
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Features

In order to be able to carry out an authorization check for the user at field level, particular
authorization information has to be read into the sales order for the authorization check.
These are:

e Key fields (transaction type and item category) that are used to read the data from
the control table

e Authorization level from the authorization object of the user. The authorization
object contains the following fields:

©  Activity
©  Authorization Group

O Authorization Level

e  Other entries in the control table, such as authorization groups and authorization
level for each authorization group (field group)

If you have made entries in the Customizing table for the definition of authorization
groups, and assigned an authorization level for each authorization group in the control
table, the system carries out the authorization check when a transaction is processed.

In the authorization check, the system evaluates the control table and checks whether the
authorization level from the control table is higher or lower than the authorization level in
the user’s authorization object. If the user’s authorization level is at least as high in his or
her authorization object as the authorization level in the control table, he or she is
permitted to overwrite the field. If his or her authorization level is lower than that in the
control table, he or she cannot change the field.

If a field is assigned to several authorization groups, the authorization check determines
the authorization group with the highest authorization level.

If the control table does not contain any data, the authorization check cannot be carried
out.

é) You can use a Business Add-In (BAdI) to make further fields
available for the authorization check at field level. The Transaction Type and
Item Category fields are shipped for this purpose as standard. If you want to
use more fields (which you have added to the control table
CRMM_AUTH_FIELD) for the authorization check, you can locate these
additional fields with this BAdI and transfer them to the authorization check.
For more information, see the Implementation Guide (IMG) at Customer
Relationship Management — Basic Functions — Authorizations — Define
Authorization Groups and Business Add-In for Checking Fields.

Activities
Process the Customizing activities described in section 'Prerequisites’.
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Example

Authorization group 0001 consists of the following fields:
e Quantity
e  Unit of Measure

Authorization group 0002 consists of the following fields:
e Pricing Date
e Price List

The following entries are maintained in the control table:

Entries in the Control Table

Transaction | Item Authorization Authorization
Type Category Group Level

TA TAN 0001 15

TA TAN 0002 10

AG AGN 0001 5

AG AGN 0002 3

The user has the following authorizations:

Authorization group Authorization level
0001 6

Authorization group Authorization level
0002 12

1/22/2008

When the user creates a sales order with transaction type TA and item category TAN, he
cannot change the fields of authorization group 0001 (Quantity and Unit of Measure), as
he only has authorization level 6 for this, and this value is below authorization level 15
from the control table. He can, however, change the fields of authorization group 0002 in
the order (Pricing Date and Price List), as he has authorization level 12, which is above

authorization level 10 from the control table.
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5.4.6. Business add-in for authorization check in business transactions

SAP also delivers a business add-in CRM_ORDER AUTH CHECK you can use for
additional authorization checks in business transactions.

You can display the details of this BADI using transaction code SE18.

It is also possible to find back this BADI via the following customizing path:
SPRO-> Customer Relationship management—> Transactions—> Basic Settings—>
Business add-ins—=> Business Add-in for authorization check in the business transaction

5.5. Authorizations in E-commerce (Internet Sales)

In this chapter I will elaborate the authorization Setup within a B2B scenario.

5.5.1. Customizing settings for Internet Sales

SAP IMG =2 Customer Relationship Management = Internet Sales 2 Internet User

Here you have 2 scenarios, being B2C (business to consumer) and B2B (business to

business).
= Internet Sales
[ Business Add-Ins for SAP Internet Sales
~ Internet User
= Internet User Settings

Z% @b SetB2B Internet User
By @ SetUp Internet Users (B2C)
[E% & Assign Reference User variable for Internet Users

Depending on the scenario you are using you will maintain different settings.

The scenario for B2B will be illustrated in this documentation.

5.5.1.1. Internet User Settings
Set B2B Internet User:

» User Internet Users only (SUO01)
* Use Internet User only (SU0S5)
* Convert Internet Users (SU0S) to Internet Users (SUOI)
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Since SUOS Internet User concept is out of date, we will only focus on the use of the
SUO1 Internet Users.

This type of user scenario uses an SUO1 user that is connected with a contact person
business partner.

You have the option with this structure to define personalization, workflow and specific
user roles. Additionally, you also have the option in Internet Sales to use the user
administration via a Web-based application with which, for example, integration with the
portal is made possible.

This user scenario is an example of the recommended configuration setting.

The entry Role for Authorization Check (see below) should be maintained in this context.

Role for Authorization Check:

In the standard configuration (client 000), the default value is the
SAP CRM INTERNET CUSTOMER role that must be transported to each client in
order to be used, and through which a user-define role can be replaced.

Change View "Internet User Management B2B (Internet Sales & Service)'':
Fall)

Internet User Management - Scenatio

) Change Internet Liser (SLI05)Y far Internet User (SU01)
@ Only Use Internet User (SLO1)

Ol Lse Internet User (S05)

Delete Changed Internet Ll=er (SLI0S)

Role for Authorization Check
Mew Internet User Role (SLI01) SAP_CRM_IMTERMET_CUSTOMER =

Authorizations for Internet Customers

As you can see, here you define that you make use of the SUOI Internet User concept,
and also which role will be used for authorization check purposes!

5.5.1.2. Set Web-based User Administration

Use
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With this IMG activity you have the option of making settings for Internet Sales User
Management that differ from the standard.

1) The business partner grouping determines the number range in which a new contact
person is to be created. A grouping with internal number assignment is only possible. If
the field is left empty, the standard grouping for internal number assignment is used.

2) The contact person role is used to create new Internet users. If you leave the field
empty, the standard business partner role for contact persons (BUP001) is used.

3) The sold-to party role is used for the company search of a Web shop manager. Only
business partners with the specified role and the entered search criteria are searched for.
If you leave the field empty, the standard business partner role for customers (CRM000)
is used for the company search.

4) Using the maximum number of users, you can limit the number of possible Internet
users per company. When a new Internet user is created, the number of existing users is
compared with the specified maximum number. It is not possible to create another user
once the maximum number of users has been reached.

5) The e-mail-address is used as the sender address for e-mail notifications. If no e-mail
address is specified, the address of the current Internet user of User Management is used
as the sender address.

New Entries: Details of Added Entries
2 = B

Internet User Administration: Settings

Grouping | @
Contact Person Role

Contact Per. Role
Max. Llser Mo,
E-mail Address

5.5.1.3. Set Roles for Web-based User Administration

Use
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You can assign authorizations by means of roles and reference users in Internet Sales and
Channel Management User Administration.

In this IMG activity, you can define roles that can be assigned in user administration for
Internet Sales Internet users.

These roles contain all of the authorizations that an Internet user requires in order to carry
out relevant activities. You have the option of defining a name under which the role is
displayed in the Web UI, otherwise the name of the role is displayed.

Standard Roles available:
The following roles are delivered as default values in client 000 as standard:

o SAP CRM _INTERNET CUSTOMER (Authorizations for the B2B Internet Sales
Application)

o SAP CRM ISA UA SUPERUSER (Authorizations for Internet Sales User
Management)

o SAP PCC COL PARTNEREMPLOYEE (Channel Management: Partner
Employee)

o SAP PCC COL PARTNERMANAGER (Channel Management: Partner Manager)

o SAP PCC COL PARTNERMANAGER CC (Channel Management: Partner
Management Channel Commerce)

If you want use the roles that are delivered as standard, transport them to the appropriate
client. You can replace these roles with your own.

Change View "Internet User Administration: Selectable Activity Groups"
%22 | Mew Entries | [ &l = EEN

Internet User Administration: Selectable Activity Groups

rRDIe Freselection|Role name
SAP_CRM_IWTERMET_CUSTOMER Authorizations for Internet Customers |E|

Internet Sales Llser Administration AuthurizatinnsE
Channel Management: Partner Employes

Channel Management: Partner Manager

Channel Management: Partner Manager Channe

SAP_CRM_ISA_UA_SUPERUSER
SAP_PCC_COL_PARTNEREMPLOYEE
SAP_PCC_COL_PARTNERMANAGER
SAP_PCC_COL_PARTNERMANAGER_CC

[} [ o

In the online User Administration the roles you defined here in customizing will be
available and can be assigned to a new Internet User!
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Create New User for Partner 0000406375

User ID* | (rmasx, 40 Charackers)
E-rnail |
For the Cormmpanies Company ID Hame
00004070320 Blankedasla v, 2.wW,
Authorizations® Mot W Aszigned

utharizations far Internet Custome
Internet Sales User Administration Aut
Channel Management: Partner Employ n
Channel Management: Partner Manage
Channel Management: Partner Manage

additionia

Reference User for Internet Sales »

Form
of
Address/Title

First MarmefLast Mame | |

All fields marked with * must be filled in

Continue

5.5.2. User Administration

In this section more details are explained about the creation of the SUPERUSER (user
administrator) and the creation of Internet Users.

5.5.2.1. Creation of an Internet Sales User Administrator

The User administrator will need to have the role SAP_ CRM_ISA UA SUPERUSER
assigned to his User Master Record!

Furthermore you assign the roles SAP. CRM_INTERNET CUSTOMER and the role
SAP_CRM _ISA WEBSHOP MANAGER.

(The customer can of course first make a copy of the standard delivered role, and make
adjustments to the copied role should this be necessary).

Start user maintenance via SUO1:

Fill out the username for the User Administrator:
User Maintenance: Initial Screen

O &6 008 4

User [54_ADMIN @

Alias
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In the next screen you fill out the necessary details such as first name, last name and e-
mail address:

User I5A_ADMIN
Last Changed oo eo: oo Status  Not saved
Address | Logondala | Defaults | Parameters | Roles | Profles | Groups ||, [«
Person
Title hdr. ]
Last Mame User
First Narme Adrninistrator

Academic Title

Farmat

Function

Department

Room Mumber Flaar Building

Communication

Language EM Enalish e} Other cammunication... |
Telephane Extension ]
Mobile Phone =
Fax Extension
E-Mail LUseradming@eemurm.corm| H
Comim. Meth RML Remote Mail ]

Assign other company address.. | | Assign new company address... |
Campany
SAP-AG /O

o]

On the tab page “Logon data” fill out at least the following data:
- Alias (is required, since the alias serves as the user Id for logging on into the
Online User Administration.

- Initial password (after logging on for the first time, you will need to change the
initial password).

Uszer I5A_ADHMIN
Last Changed bo:eo:ae Status  Not saved
Address  Logondata | Defaults | Parameters | Roles | Proiles | Groups ||, [¢]
Alias  [[SS_ADMIN [=
Password
Initial passward “******
Repeat password FAEpaaas

User Group for Authorization Check

Walidity Period User Type

Walid from @ Dialog

walid through ) Communications
O Systarm

Other Data () Senice

Accounting Mumber () Reference

Cost center
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On the Tab page “Roles” you enter the role which allows Internet user administration.
User I5A_ADMIN
Last Changed DaYYP 23.01 . 2006 16:17:58 Status  Saved

Address k Logon data k Defaults k Parameters = Roles k Profiles k Groups lh EE

Referance User for Additional Rights

Role Type “alid From  [Walid To Mame H
@ [SAP_CRM_INTERNET_CUSTOMER B [23.081.2006/31 .12 9998 |uthorizations for Internet Ci|
@ [SAP_CRM_ISA_UA_SUPERUSER @ [23.01.200631.12.9999 |Internet Sales User adminis|
@ |SAP_CRM_ISA_WEBSHOP_MAMAGER @ [23.01.200631.12.9999 Authorizations for the Interne[

Remark: Assignment of roles to the user master record can also be taken care of via the
Profile Generator!

Edit the role for Internet User administration, and on the tab page “Users” you enter the
username and validity period.

Rale SAP_CRM_ISA_UA_SUPERUSER

Description Internet Sales User Administration Authorizations

03 Description k B Menu k @ Authorizations | @ User k MiniApps k @ Personalization |

User D User name From to
ISA_ADMIN Adrministrator User 23.01.2006(31.12.9999
JIMMYL dirmy Laureys CE .06, 200531 .12.9999

The User administrator should also exist as employee in the CRM system.
On this level you link the User ID (SUO1 user) to the Business partner.

Business Parner 409666 & user administrator § B-
Display in Role BUPOO3 Employee ]

Address | Address Oveniew ~ Idenfification | Control Data |y

Fersonal Data

Gender (D Unkrown | O Fermale @ Male
Marital Status
Mationality

Ernployee Data
Persannel number a
User IS4_RDMIN

Next you should also maintain this business partner in the Internet User role:
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Business Partner 4A0966G
Display in Rale

Address k Address Overview k |dentification k Control Data k Payment Transactions k Status

Page 198

£, user administrator i B-

BUPODS Internet User e

Internet User k

Logon Data
Internet User

User group

[T54_8DHIN
User IS4_ADMIN

Lock =

User Roles
Reference user

Role

Role name

=i

SAP_CRM_IMTERMNET_CUSTOMER

Authorizations for Internet Customers

SAP_CRM_ISA_UA_SUPERUSER

Internet Sales User Administration Authorizations

SAP_CRM_ISA_WEBSHOP_MAMAGER

Wuthorizations for the Internet Sales Web shop Man

Enn]

KD

|

=

Entry 1 of 3

Fixed VYalues

Decimal Motation
® 1 234 557,89
(01,234 567.89
@1 234 557,89

Date Farmat
@ DD MM

Logon Language EN Enaglish

1/22/2008

Since you already linked the SUO1 user ID with the Employee, the Internet User
automatically will take over the necessary data on this level such as ‘Alias and User ID’,
the role assignment, and the initial password!

The last thing you need to do is create the employee 409666 also in the role contact
person, and link him to your organization with the relationship ‘is contact person for’.

After all this is done, the Administrator will be able to logon to the Online User

Administration tool:

http://Hostname:Port/isauseradm/useradmin/init.do

Welcome to SAP Internet Sales User Management

Language
English w

User ID

IS4 _ADMIN

Password

||||n| J_

Log on

Change Pa:
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After logging on the first time with your initial password, the system will ask you to
change your password:

Change Password

Enter pyour new password and repeat it to confirm

0Old password | |

Password | |

Verify Password | |

5.5.2.2. Internet User Creation

There are two ways for creating Internet Users. To have a consistent procedure in user
creation I advise to follow only of the two procedures!

Either you can create and maintain all necessary data (User, Contact Person, relationships
and assignment of the Internet Sales User role) via the SAPGUI, or you will do this via
the online user administration console.

Creation of the Internet User in the SAPGUI (SU01 and PFCGQG)
Step 1: Creation of a SUO1 user

Again maintain the Username, Alias (acts as User Id in the web shop), email address, and
the role SAP_ CRM_INTERNET CUSTOMER (either on user master record level, via
the profile generator or via the BP role Internet User).
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B EIE=EIEE

Reference Userfor Addiional Rights

Make sure a User Comparison is done if you assign the role manually to the user master
record!
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Step 2: Creation of a Business Partner in the Role ‘Contact Person’.

Business Partner 2 Grouping
Create in Role BUFDD1 Contact Person (M. &

Address | Address Overview | Identification | Contral Data | PaymentTr

Narne

Title 0002 wr. =]
First Mame CONSUMER

Last Mame 1SA COMSUMER

Search Terms

Search Term 1/2 COMSUMER 13
Standard Address
E Print Preview ‘ | Internat. Yersions
Street Address
Street'House number test 1
Postal code/City 3600 genk
Country BE Belgium Region
Time zone CET

PO Box Address
PO Box
Postal Code

Communicatian

Other cami

Telephone Extension
Mabile Phone

Fax Extension
E-Mail dawy.pelssers@eernum.cam

1/22/2008

Create a relationship for this contact person of the type “Is contact person for” and link
this with a Business partner. (Organization in the role CRM000 —general business partner

or other role).

Remark:

You should assign the contact person to an organization in a specific role depending on

the customizing settings you made in step 5.5.1.2. Point 3!

Business Parner 4B9669 & CONSUMER ISA CONSUMER / B-3600 genk
Ovarview |
Relationship Cat, TBUROOD1 Is Contact Person For i} Format AlList B

Relatiohship to BF 300415 From to Create

Business Partner |Descr\pt\nn |

Caontact Person Rel ship G
Business partner 1 409663 CONSUMER 154 COMNSUMER / B-3600 genk
Relationship Cat Is Contact Person For
Business parther 2 308415 CDrom-Store / B-3000 Leuven

Gereral Data | Sales and Distribution Data | Usage |

Standard Relationship
[]standard

Contact Person Data

vIP '@
Department

Function

Authority

Comments
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Step 3: Creation of the contact person in role “Internet User”.

The business partner you just created in the role contact person now needs to be
maintained in the role “Internet User” (BUP0O0S5) in order to have access to the web shop.

Business Partner 409669 .;E. COMSUMER I1SA CONSUMER fB-3600 genk
Change in Role BUPO0S Internet User (Main .. &
Address | Address Overiew | Idenfification | Control Data | PaymentTransactions | Status — IntemstUser |

Just search the SUO1 User ID —
you created before

ank u (ISA_CONSUMER) and the
B alias, initial password and the

assigned role will be entered
automatically!

Logon Data
Internet User
User

Mew password
Repeat Password
Liser group

User Roles
Reference user

T I
[«]0] ]

" |Rale Rale name
SAP_CRM_INTERMET_CUSTOMER Authorizations for Internet Customers

[« |[«][+]
Entry 1 of 1

Fixed Yalues

Logon Language

Decimal Matation
@ 1.234.567,38
(O1,234,567.89
(1 234 567,88

Date Format
@ DD

After performing all these steps the Customer will be able to logon to the web shop!
(Since you created the user and business partner (roles) for this user manually, you will
need to send him an email manually telling him what his User-ID and initial password
are!
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E’ Mr. ISA CONSUMER

I EMg Transactions Catalug

Show me Crders L
which Are Opan " I Welcome
and contain (Select Attribute) " Welcorne to SAP Internet Sales
| Create a new transaction, for exarnple an order. Use the links
e For the Eopied) further down on this page.
@ The last weak b Call one of your existing transactions, To do 50, use "My
Or since O Transactions" on the left ar "Histary" on the right.
Browse in the Product Catalog

I New Transaction

Create new Crder

II‘ Create new order on the basis of an order template

II‘ Create new Crder Ternplate

The URL will probably look like this:

http://hostname:port/b2b/b2b/init.do

Online Internet User Creation

Process Flow

SAP CEM

Log on to user
administration
|
Create contact
person
|
Assign contact
person to sold-to
party
|

Update husiness
partner master
record

Create internet user
for contact person

The following business process runs in SAP CRM.
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Log on to user administration

Create contact person

Assign contact person to sold-to party
Update business partner master record

A

Create internet user for the contact person

The user administrator can create Internet Users online! This is the easiest way to do.
Again depending on what you defined in customizing the system will react in a certain
way when looking up existing Contact persons and/or organizations.

The User administrator launches the site for user administration:

URL should look like this:
http://Hostname:port/isauseradm/useradmin/init.do

Mr. user administrator

Welcome

Welcome to SAP Internet Sales User Management!

Create @ new user or change the data of an exisiting user. To do this, use the links lower down on this page.

Functions

[¥] creste new users

[#] bisplay and change Existing users

As you can see you have two options:
- Create new users
- Display and change existing users

I only will show the creation of new ‘Internet Users’ here.

Create New User

II‘ Create New User And Mew Contact Person

III Create New User for Existing Contact Person Create

Carry out a search in order to find existing conact persons.

|
|
BEE

There are two options here:
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- Create a New User AND a new contact person
- Create a New User for an existing contact person

If you already created the contact person in the system for a certain organization via the
SAPGUI, you can search on Business partner number:

I enter the business partner number of an existing company (or you can search this with
the look-up button).

lz‘ Create New User for Existing Contact Person Create

Carry out a search in arder to find existing conact persans.

Murnber

Mame

E-rnail

Cempany (300415 [

Press the button *Go!’.

I get a result list with one or more contact persons that exist for this company.

Contact Person Search

Selact 2 contact parsan for wham you would like o craste 2 new user

Number dress tompany Ctopy
le(..)

CDram-Stare

0000409670 julie lestabl

The search results are based on the following campany data records:

Company ID  Name
0000300415 COrom-Stare

Select the contact person for whom you want to create an Internet user and press the
‘copy’ button.

Create New User for Pariner 0000409670

User ID* <'U|iE!| ; [rnax. 40 Characters)
E-rail T

For the Companies Company ID Name
0000200415 CDrom-Store
Authorizations* Mot Assigned

Internet Sales User Administration Aut
Channel Management: Partner Employ| JBS
Channel Management: Partner Manage
Channel Management: Partner Manage E

additional
Reference User for Internet Sales v

Form

o
Address/Title

Fitst MarnefLast Mame ‘ |

All fields rarked with * rust be filled in

Continue
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Fill out (mandatory) the User ID and select the role ‘Authorizations for Internet
Customers’.

Example:
I created the User Id ‘juliel‘and assigned the role “authorizations for Internet Customers”.

The email address ‘davy.pelssers@cernum.com’ is the email address, which is
maintained on the relationship ‘is contact person for’.

eneral Data

I 409678 julie lestable [ B-3600 genk

Relationshin Cat. |5 Contact Person For

Business partner 2 300415 CDrom-Store / B-3000 Leuven
General Data | Sales and Distribution Data | Usage |

Standard Relationship
Standard

ContactPerson Data
YIP

Department
Function

Authority
Comments

Address Data

|q9 Addr. Overview |@ Print Preview
Person

Function

Departrment

Room Number Floar Building

Communication

Language Gl Other commr
Telephone Extension

Mohile Phone

Fax Extension

E-Mail davy.pelssers@earmum.com

camm. Meth INT E-Mail i}

/Do

Y4 2 & Field Changes | 3¢

The next screen you see is the following:

Create New User for Partner 0000409670

Address Data:

Company Chrom-Store
Address CDrorm-Stor. Leidenslaa... Leuven

Communication Data:

Correspondence Language

Telephone | |

Here you could maintain the correspondence language, phone number and fax.
Press the “create” button.
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New User for Partner 000040967 0 created

User ID juliel
Password TKIJOMUOL
Authorization Authorizations for Internet Custorners

additional: Referance Uszer for Internet Sales

Company Company ID MName
0000300415 CDromn-Store

Form of Address Ms,

Mame /address julie lestable

E-mail davy.pelszers@cernurm. com

Address CDram-5Stare,

CDrorn-Stor..Leidenslaa... Leuven
Cormrespondence Language English

Telephone
Fax

Use thiz data when you create another user

Finally you see that a new Internet user has been created!
An email will be sent out to davy.pelssers@cernum.com to let the user know his user Id
and password.

2 Your User & Password - Message (Plain Text)

File Edit Wiew Insert Formab  Tools  Actions  Help

CoReply  SiReplyto &l WS Forward S v [ X

&F‘Iease kreat this as Private,

From: Administrator User [Useradmin@cernum, com]
To: davy . pelssers@cernum, com
Cc:

Subject:  Your User & Password

Hello H=. julie lestakble |
Uzer waz created for JULIEL you
Your password is:

TEJOMUOL

Tours faithfully,

In the SAPGUI you can check now that the user with ALIAS ‘JULIEL’ has been created
with the role SAP. CRM_INTERNET CUSTOMER.
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User Maintenance: Initial Screen

pressing enter you see the generated User ID.

FE7F1792C41 (3

JULTEL

Furthermore you see information that is automatically filled in by the system when you
created the Internet User online!

© 2007 Contact Author: davy.pelssers@contactoffice.net



DavyPelssers Page 209 1/22/2008

SR SN
Reference Userfor AddionalRights  ZTEST1
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5.6. Interaction Center Winclient

5.6.1. Technical System Landscape

The CRM Server includes the IC WinClient framework and the following SAP
applications:

- SAPphone

SAPphone provides a telephony function to the interaction center. It allows data to be
exchanged between the CRM Server and the telephony component.

- SAPconnect

SAPconnect provides an integrated e-mail function to the interaction center. It enables
communication management software to connect to the SAP system (for example, an
e-mail server or SMTP server).
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5.6.2. User Administration and authentication

User Management

1/22/2008

The IC WinClient uses standard user management tools to maintain users.

Tool

Detailed description

User maintenance (transaction SUO1)

Profile Generator (transaction PFCG)

'You use the Profile Generator to create
[roles and assign authorizations to users in
IABAP-based systems.

5.6.3. Users Overview

CRM system

End user

No

Dialog user

INIT

User who can access IC WinClient
functions.
Created by CRM system administrator

CRM system

WF-Batch

Yes

System User

No

User who can process background
workflow tasks

R/3 Backend

End User

No

System User

No

User who can access R/3 background
functions. Depending on RFC
destination, user can be individual
user or system RFC user.

Created by R/3 system administrator.

BW User

End User

No

System User

No

Created by BW system administrator
if you want to evaluate interactive
scripting through BW reporting

Multichannel
Interface

Administrator

No

Communic.
user

No

User with multichannel support using
multichannel interface.

Created by system administrator.

Multichannel
Interface

User

No

System User

No

Created by multichannel interface
administrator to replicate CRM user
in multichannel interface and allow
these users to access multichannel
support (such as e-mail, chat,
paging).
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5.6.4. Data synchronization between CRM system and other systems

Data Exchanged When synchronized How Synchronized
Business partner data When business partner is created Automatically by CRM middleware
in CRM, the data is replicated to R/3. settings

When business partner is created
in R/3, the data is replicated to CRM.

Call related information between Automatically by SAPphone
SAPphone and communication setting
management software

Data between SAPconnect and Automatically by SAPconnect
communication management software setting
Data between multichannel interface Automatically by CRM settings

and CRM if multichannel interface is
used as multichannel support

Data between CRM and third-party If you want to use the predict call Synchronize when managing the
communication management software functionality, call list data is replicated from call list to predict calls

CRM to third-party communication
management software.

Data between CRM system and BW Evaluation of interactive scripting using BW Manual synchronization of
system evaluation data from CRM to BW

5.6.5. Authorizations

No roles are delivered with the IC WinClient.
For an agent to access the IC WinClient, transaction CIC0 must be assigned to
the user’s profile.
For a user to work as an interaction center agent, the agent must be defined in the
following transactions (in the SAP Menu: Interaction Center — Interaction
Center WinClient — Multichannel Interface Administration):

Assign Agents to E-Mail Queue Groups

Assign Agents to Chat Queue Groups

Assign Agents to Paging Queue
For an agent to receive e-mails, the user has to be maintained in transaction SO28.
For a user to start the interactive scripting editor, transaction
CRMM_TM_SCRIPT must be assigned to the user’s profile.
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5.7. CRM IC Webclient

The IC WebClient uses the CRM standard for authorizations.

No roles are delivered with this application. However, one CRM back-end role (SAP_PCC _IC_AGENT) is
delivered with SAP Enterprise Portal (SAP EP). If you run this application in SAP EP, the CRM back-end
user has to be assigned to this CRM back-end role.

This application restricts the users that can change system settings. Only users with authorization

S TABU _DIS can change CRM customizing.

The user JAVA_IC has authorization in mySAP CRM to allow remote function modules to be called via
remote function call (RFC) (authorization object S RFC, ACTVT 16, RFC_TYPE:

FUGR).

ABAP Stack Standard Roles Used by mySAP CRM

Role Description

SAP PCC IC AGENT SUO1 IC agent user

If SAP EP is used to access IC functions, it is very important to match roles between SAP EP and the CRM
Server.

Standard Authorization Objects

The following table shows the security-relevant authorization objects used in the IC agent scenario.

Authorization Field Value Description

Object

S TABU DIS ACTVT 02,03 For all IC Customizing
DICBELCLS CRMC or CRMS

BSP_APPL BSP_APPL This authorization is for
BSP_VIEW protecting the

People-Centric UL
application. For a user to
access a People-

Centric UI application
through the transaction
launcher, the user must
have authorization to
access the People-
Centric UI application.

CRM_CATEGO ACTVT (activity) (Optional) This

(As of release 5.0) SC_ID (application ID) authorization object is
LN_TYPE (object links) used in the auto suggest
SC_PART (part) in the IC
ASP_STATE (schema status) WebClient. For more
information, go to
SAP Help Portal and
choose
Documentation
[JmySAP Business
Suite [1mySAP
Customer
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Relationship
Management [1SAP
CRM 5.0 [
Components and
Functions []Basic
Functions [
Multilevel
Categorization [
Authorizations for the
Category Modeler.

5.7.1. Customizing of the IC Webclient

For each User Interface version you have a separate customizing path:

Winclient: SAP IMG—> Customer Relationship Management—> Interaction Center

Winclient

Webclient: SAP IMG—> Customer Relationship Management-> Interaction Center
Webclient

Basically you will create your own IC Webclient profile in customizing. This is the main
profile, which contains different sub profiles:
SAP IMG—> Customer Relationship Management-> Interaction Center Webclient—>

Define IC Webclient Profiles

Change View "Define IC WebClient Profiles": Overview

o & MewEnties [ & o EEN

Define IC WehClient Profiles

Profile Profile Description Alert hodeler Acﬁ
\UTOMOTIVE!  |SAP Automaotive profile DEFAULT L[+
DEFAULT SAP Default profile DEFALLT DEE
EIC SAP EIC profile DEFALLT (=
FCC_TELCO SAP Fin. Cust Care for Telco Fic
FCC_TELCOIE SAP Fin. Cust. Care for Telco FI(
HELPDESE SAP Helpdesk profile DEFALLT DE
MARKETING SAP Marketing profile DEFALLT DE
SALES BZ2B SAP Sales profile B2B DEFALLT DE
SALES B2C SAP Sales profile B2C DEFALULT DE
SERWICE B2B |SAF Service profile B2B DEFALLT DE
SERYICE B2C |SAP Service profile B2C DEFAULT DE
UTIL SAP Utilities profile DEFALLT LT

If you look at the details of such an IC Webclient Profile, you will see the different sub
profiles for:
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Profile DEFALULT

Define |G WehClient Profiles

Profile Description SAP Default profile
Alert Modeler DEFAULT
Activity Cliphoard Profile DEFAULT
Event Handling DEFAULT
Mavigation Bar Profile DEFAULT
Toolbar DEFAULT
Script Profile

Account Identification Profile DEFAULT
Business Transaction Profile DEFALLT
Framework Profile DEFAULT
E-Mail Profile ID DEFAULT
Carmpaign Profile D

Trans Launch Profile DEFALLT

Broadrast Messaging Profile
Corm Mgt Software Profile

Caontent Management DEFALULT
Al Profile DEFAULT - 1
Prad. Prap. Profile DEFAULT

Call List Profile ID

Planned Bus. App. ID

Profile ID BP Long texts

FI-CA Prafile

Categarization Profile ID DEFAULT

An important difference between customizing the IC Webclient and Winclient is that
several IC Webclient sub profiles are based on XML.

For example, the Transaction Launcher Profile (DEFAULT) looks like this:
Editor XML Data

ol gh | B | validate..

Action Box

Profile Mame: DEFARULT Description: Transaction Launcher Profile

A I i e e Y R

<?xml version="1.0"%=
=asx.abap xmins.asx="http://www. sap.com/abapxml” version="1.@"=
<35y valuess
<ACTIONS=
<CRMT_IC_ACTION_DEF=
<ID=ACTION_DISPLAY_CUSTOMER</!ID=
<CLASS=CL_CRM_IC_ABOXSAMPLE_DISPBEP</CLASS=
<MAPPEDLOGSYS=0WNLOGSYS< /MAPPEDLOGSY 5=
<{GRMT_IC_ACTION_DEF=
<CRMT_IC_ACTION_DEF=
<ID=ACTION_CREATE_SALES_ORDER=<{1D=
<CLASS=CL_CRM_IC_ABOXSAMPLE_CREATESOD=</CLASS=
<MBPPEDLOGSYS5=R35YS460=/MAPPEDLOGSYS=
</CRMT_IC_ACTION_DEF=
<CRMT_IC_ACTION_DEF=
<ID=ACTION_CREATE_R3_ORDER={1D=
<CLASS=CL_CRM_IC_ABOXSAMPLE_CREATESOD</CLASS=
<MAPPEDLOGSYS=R35Y5460=/MAPPEDLOGSY 5>
</CRMT_IC_ACTION_DEF=
<CRMT_IC_ACTION_DEF=
<ID=ACTION_CREATE_R3_SERVICE</ID=
<CLASS=CL_CRM_IC_ABOXSAMPLE_CREATESRY=/CLASS=
<MAPPEDLOGSYS*R35Y5460</ MAPPEDLOGSY 5>
</CRMT_IC_ACTION_DEF=
=GRMT_IC_ACTION_DEF=
<ID=ACTION_CREATE_LEAD</ID=
<CLAS5=CL_CRM_IC_ABOXSAMPLE_CR_LEAD=/CLASS=
<MAPPEDLOGSYS=0WNLOGSYS< /MAPPEDLOGSY 5=
<{CRMT_IC_ACTION_DEF=
<CRMT_IC_ACTION_DEF=
<ID=ACTION_CREATE_OPPT=/ID=
<CLASS=CL CRM IC ABOXSAMPLE CR OPPT=/CLASS=
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5.7.2. Assignment of the IC Webclient Profile

Lets suppose you have actually customized your own IC Webclient Profile.

To assign such a profile to an employee of your company, you need to perform several
steps:

1) Assign your employee to the organizational model:
Maintenance of the organizational model can be done via the transaction code
PPOMA_CRM.
There you will define your organizational structure by defining organisational units (sales

organizations, sales office...) and positions.

You will assign either the user or the business partner (in the role Employee) to a position
in your org. model.

If you assign a business partner (employee) to a position, you should not forget to create
the link between this business partner and the SAP USER he is using.

This can be done via the transaction code BP:

Choose the maintenance screen for the role Employee and select the tab page
“identification”.

Business Fartner P G
Create in Role BUFPODZ Employes (New)

(i

Address | Address Overdew  Identification | Co

Persanal Data

Gender & Lnknown (I Female
Marital Status

Mationality

Employvee Data
Fersonnel number
User PELSSERSDE @1

After assigning your employee to the org model you will define for which organizational
unit or position a certain IC Webclient Profile should be available.
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2) Assign IC Webclient Profile to an org unit or position

You can do this using the SAP CRM menu:
SAP Menu—> Interaction Center=> Supporting Processes=> IC Structure=> Change
Organization and Staffing

Or directly by using the transaction code PPOMW.
Select the org unit or position to which you want to assign your customized IC Webclient

Profile by double clicking on it.
Next, in the menu, choose “Goto=> Detail Object=> Enhanced object Description”

t  Goto

| { Detail ohject r Enhanced object description

Maintain object
%2 | [0 | 1) (a2 (7] | [ 2] 1

Plan version 01 Current plan g
Chject Type 0 Organizational unit g
Chject ID 50002134 Front Desk - France
Ohject ahbr. FSD_FD

Active | Planned | Submitted | Approved | Rejected |

rlnfnh,fpe MHame Time period
Description [«]|| @ Period
Standard Profiles [~] Frorn  02.03.2007 to
FD Profiles |: ) Today &
Address Wi A .
Mail Address ) Fram )

SAP Crganizational Object current date 9

iZeneral Attribute Maint. wl | —
IC Winclient Profile A%l :
I WehClient Profile _9@ = Soloct

EBF Function E

You can maintain here which IC Webclient profile should be used for this org unit or
position.
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Change IC WebClient Profile

|
Organizational unit FSC_FD Frant Cesk- France
Flanning Status Active
walidity 05,04, 2006 tn 31.12.99949 |c§{’ Change Infarmation

IC WebhClient Profile
Prafile DEFAULT [ DEFAULT
Record 1 of 1

5.7.3. How to launch the IC Webclient

To launch the IC Webclient you have several options that should work, if everything is
configured correctly.

A) Launch the Webclient via transaction code CRM_IC

Menu  Edit  Eaworit

CAD Facwy Arrace Fvian

B) You can also look up the URL to launch the IC Webclient:

Use the transaction code SE80 to launch the Object Navigator.
Next, choose the BSP Application CRM _IC (this is the standard delivered IC Webclient
BSP Application by SAP).

Object Navigator
| S B2 Edit object

@MIME Fiepositon
&% Repository Browser

@:Hepositor}l Information System
Tag Browser
%Transport Organizer

BEP Application e}

|cRM_ic] RAra
B EEIRRIEEREIET

(Object Mame
= ) CRM_IC
[ [ Cantraller
1 Wiews
[l Pages with Flow Logic
[l Page Fragments
L MIMEs

b
b
b
b
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Next, open the folder “pages with Flow Logic” and double click on the page “default.
htm”.

Fage default.htm Active
Propeties  Lavout | EventHandler | Page Aftributes | Type Definitions

R I 0 0 R R R =

k%@page Tanguage="ahap" %=
=html=
zhead=
zscript language="JawaScript"=
function forward(url)] {
f¢ take all URL parameters to the new URL
if(window.location. href. index0f ("?")1=-1}
window. location.href = url + "&" +
window.location. href.substrindg(window. Tocation. b

else
window Tocation.href = url;
1
<fscript=
<!head=
<zhody onlosd="Torward('/sap/fbc/bspdsapforn_ic/detault2 htm?sap-sys
<thody=

</html>
Select the tab page properties, and scroll down to the last field, which is “URL”.
Copy the URL into a web-browser and you will be launching the IC Webclient.

5.7.4. Useful Parameters

Address | Logondata | Defaults  Parameters | Roles | Profles | Gr

[EENIE

| Parametar ID Farameter value Short Text

|_ CRM_ICWC_SHORTCUTS Show Kevboard Mavigation Shortcuts
|_ CRM_ICWC_STATIC Cwnarmic § Static HTWL Design

|: GRM_ICWC_TEST 01234567849 Test of new development features

Actually, I do not know the first two parameters, but the parameter CRM_ICWC TEST
allows you to display the technical names of the combination BSP application/View that
you are looking at in the IC Webclient.

AL [ eniity accont x|
Ity Aceoum l Customer I Reqistered Praduci
Inonencion oo Enering Wew Customes am_i BubaSeenhEE b
Gk
Sarvis frde First Marme/Last Name Product 1T
Sy Deriee Custermer Oplianal Companat |0
Khvzyrimrieg Taartd )
2 Cuslorner Mumbe Cptional [Baze [D
Cocursell Seach
| Provtort: Siweh SlreetHouse Numbar |Brsse Description
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By moving your mouse over the description field of the view, you will get the name of
the current BSP Application and the view you are looking at.

5.7.5. Useful information about the IC Webclient

If your company is about to implement the SAP CRM IC Webclient, I would advise you
to have a look at the following information:

1) http://help.sap.com

A) Via the following URL, you can read the basics about the usage of the SAP CRM
Interaction Center. Also the differences between the Winclient and the Webclient are
more or less explained.

http://help.sap.com/saphelp crm40srl/helpdata/en/07/71bda902604580bd64520b31c3e3
Sa/frameset.htm

B) If you want to learn some basics about creating Web Applications with BSP’s and
the Model View Controller concept, you can launch the following URL.:

http://help.sap.com/saphelp crm40srl/helpdata/en/c8/101c3alcflc54bel10000000al1408
4/frameset.htm

2) If your company has a user account on SAP Service Market Place you can also
find a lot of useful presentations and the IC Webclient cookbook.

http://www.service.sap.com

I am not sure about the path but if you use for example the "SAP support portal" and use the 'advanced search' there,
you will find it back too!

Welcome, Davy Pelssers  my Prafile

SAP Support Poria!

// Other Porkals 4 |

EA saP Service Channel - my Inbox Search | Advanced Search

Search term = Webclient cookbook
Method = phrase
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-search for documents!

Search for Documents [Quick Search]

Search Term Iwebclient cookbook| W

Methiod |Phrase "I Language |AII =| '@advanced

| search For documents = Muriber of results |20 per pags =

In this way I find back two entries:

1) Interaction Center WebClient Cookbook
2) Interaction Center WebClient Cookbook - Service Industry Ext

Content Areas Dl:n:uments @ Help

2 documents found Page 1 of 1

1 ,L- [E & Interaction Center WebClient Cookbook

Wersion 2 Consultant #s Cookbook Interaction Center ( IC 1 WebClient valid for SAP CRM 4.0 SPO3 and Higher December 2003
Fleaze provide feedback crm | feedbacki@zap,com

Clazsification: Standard

Created on: 15.08.2003 Changed on: 13.10.2004

2 }- [3 & Interaction Center WebClient Cookbook - Service Industry Ext

Wersion 1 Consultant #s Cookbook Interaction Center [ IC ) WebClient valid for SAP CRM 4.0 add -Onfior Service Industries
September 2004 Please provide feedback crm

Classification: Standard

Created on: 23.09,2004 Changed on: 13.10,2004

3) Online Knowledge Products (OKP)

http://www.service.sap.com/okp

Your company can also buy access to Online Knowledge Products.

4) Specific SAP Courses:
- CR400: SAP CRM Interaction Center Winclient

- CR410: SAP CRM Interaction Center Webclient
- NET200: SAP Web Application Server: Developing BSP Applications

5) SAP BOOKS: www.sap-press.com

|ISBN 1-59229-049-9 |Advanced BSP Programming |

[ISBN 1-59229-067-1  mySAP CRM Interaction Center |
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6) Online SAP Forums:

A) www.sapfans.com (my nickname is drago if you want to search on
postings by Author.)
B) www.erpgenie.com

7) Very useful OSS notes related to IC Webclient usage:

OSS note Number | Description

759923 IC Webclient: FAQ note

894493 Frequently Asked Questions about Fax and Letter
947917 FAQ: Dispute Management for Financial Customer Care
947917 FAQ’s about the Agent INBOX

741940 FAQ: IC Webclient JCO Connection

1013376 FAQ: CRM IC Webclient Transaction Launcher

5.8. ACE (Access Control Engine)

At this moment I did not have time to really look into ACE, although the concept is pretty
useful if you are using SAP CRM in the PCUI solution (e.g. when using SAP Enterprise
Portal). I will briefly mention what the concept is about based on the finding from Boris
Dingenouts (a senior SAP CRM consultant working at Exxap).

5.8.1. Introduction

Large and complex (international) CRM installations all face the same problem: how do
we show the users only the data that they need to see? We don’t mean authorizations
related to functionality, but related to business content. Imagine you run a big business
and have a million customers worldwide. Then a sales rep responsible for a group of
customers in Belgium should not see any customers from Asia in his search results. Or a
sales rep with responsibility for a certain branche should not be bothered with customers
of other branches. Furthermore, if the structure of the sales organization changes, you
don’t want to end up changing all kind of authorization profiles.

To solve these issues, SAP came up in CRM for the PCUI with a pretty nice solution:
CRM-ACE. This stands for Access Control Engine and is a framework to calculate user
dependent access rights on object level. It originates from Channel Management but
works in all PCUI functionalities. Unfortunately it doesn’t work in other environments
like IC Webclient or via the SAP GUI (but Boris Dingenouts created a development
request for this....).
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When Boris started looking into ACE a while ago there was very little documentation and
information on this topic. There is some information in the IMG and a very basic SAP
tutor file but posts in SDN Forums asking for info got almost no reply. As usual he found
out how it works himself by debugging and tracing....and therefore he thought it would
be a good idea to share it with you.

You can take a look at his personal “blog” using the following the URL.:

https://www.sdn.sap.com/irj/sdn/weblogs?blog=/pub/wlg/4407

6. BW specific authorizations (TO BE ELABORATED)

Since the main focus of this eBook is on SAP CRM security, I could not find the time to
elaborate any BW related authorization topics. Hopefully I can do this in a near future.

Authorization objects
Technical side: Administrator workbench
Functional side: Bex Analyzer

7. Frequently Asked Questions

1. Where can I learn SAP CRM authorizations?

2. Where can I find back which authorization objects are being used in a transaction
or program?

3. How do I know which fields are available in the profile generator and for which
specific transactions?

4. How to start the design of my authorization concept and implementation?

5. How to restrict authorizations in PCUI screens and in the IC Webclient user
interfaces?

6. Is there any way for an administrator to know whether the user has been locked
by him (admin) or whether it is locked by incorrect logons?

Tcode SUIM has report RSUSRO006 that reads this information in table USR02 from the
field UFLAG.

You could use SE16, table USR02, field UFLAG :
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0 not locked

32 locked by central admin of CUA

64 locked by security administrator

128 locked due to incorrect logon (wrong password > 3 times)

7. How to restrict “/h”?

Obj S_ DEVELOP
DEBUG

8. Critical authorization objects?

S BTCH_ADM
S RZL ADM
S_ADMI_FCD
S LOG_COM
S PROGRAM
S DEVELOP

S RFC

S TRANSPRT
S CTS _ADMI
S SPO_AUTH

9.

8. Tips and Tricks

1. How to bypass authorization checks?
As a developer you can bypass authorization checks by going into debug mode.

Via the command “/h” you start a program or transaction in debug mode. At the
statement AUTHORITY-CHECK you change the sy-subrc into 0.
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Of course this is not the intention, and therefore you should now that you can
restrict people from debugging with the authorization object S DEVELOP!

This is all right for developers to have, but only in a development system or
quality assurance system, but definitely not in a production system.

Best practice cases ...functional consultant per module will explain and test the
setup of single roles and integration test... Writing of scripts for authorization

administrator to test his setup

9. Relevant OSS notes regarding SAP Authorizations

9.1. SAP CRM related

Note

Number

Authorization Object

Description/Symptom

865068

CRM _TXT ID

Authorization Object for Text Type as of release
5.0: There is no authorization check for accessing
individual text types of a text determination
procedure.

786045
831212

CRM_OPP LK
CRM_ORD OE

Missing Authorization Check when creating
references: No authorization check is performed
when creating a relationship within an opportunity
between the Opportunity itself and a Sub
Opportunity for example.

831813

B BUPA GRP

BP Identification Popup: Authorization check;
During the business partner identification process,
no authorization

check is performed when displaying the business
partner in the popup.

877128

CRM_MKTPL

Authorization check for One Order from
MKTPL: The authority check was not set
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712613

B BUPA GRP

Authorization check for B BUPA_ GRP only if
group is filled: In the portal environment, you
always have to assign an authorization for
authorization object B BUPA GRP although this
should be optional.

524474

CRM BP SA

Sales Area related authorization check in
business partner

803453

CRM BP SA

Sales Area related check in business partner

999239

PCUI: Sales area authorization in partner function
tab

453616

In Transactions COMM_SET UPD PME and
COMM_ATTR _UPD_PME (reports
COM_SETTYPE UPD PME and
COM_ATTRIBUTE UPD PME), an authorization
check on attribute and set type level and on the
level of the category is missing.

446634

CRMD_PROF TEMPL
C_KLAH BKP
C_KLAH BKL

There is no authorization check when you
maintain characteristic groups.

652949

CRM_CGRP

Simulation: Enhancement in Authorization check

829723

COM_PRD CT

Product Proposal: missing authorization check;
The CRM_ISU GET PRODUCT search help
always displays all products, which correspond to
the entered search criteria. However, the system does
not check whether the user may actually display the
products.

619410

Archiving: Dynamic authorization, no check
indicator (ARCHIVE PRODUCT, Transaction
COMM PRDARC, ARC OBJ: PRODUCT MD)

568128

CRM_ORD OE

You defined authorizations for authorization object
CRM_ORD_OE for a user.

For example, the user wants to use a document for
which only the distribution channel is maintained.
The check is incorrect. Occurs in release 3.0 and 3.1

812318

CMS*

Missing Authorizations in CMS Transactions

1010492

CRM_TPM

Default Authorizations for the objects (type
transaction) 'CRM_MKTPL PMDC' and

'S PNC_50000053' are not fully/appropriate
maintained. Check Manager errors of severity 2 have
been issued on these objects.

625725

PCUI: Authorization check “create product”
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APPENDIX

Some general information about Authorizations:

Authorization means permission to perform a particular function in the SAP system. It is
achieved by assigning authorization profiles to users.

The various terms used in Authorizations are:

© 2007

Authorization fields:

Authorization fields identify the elements of the system that need to be
protected. These fields are associated with the data elements of the ABAP/4
dictionary. For example if you consider Sales order creation as an activity, for
which authorization is required, the fields associated with this activity are:

VKORG — Sales Organization

VTWEG — Distribution Channel

SPART - Division

These fields form the part of the standard ABAP/4 function call
AUTHORITY —-CHECK.

Authorization object:

Authorization object identifies an activity that needs to be protected in the
SAP system. For example Creation of a Sales Order is an activity. An object is
made up of authorization fields. A user can perform an activity only if they
satisfy the authorization check for each field in the authorization object.

E.g. V._VBAK VKO is an object for Sales Area comprising of the following
fields:

VKORG - Sales Organization
VTWEG — Distribution Channel
SPART — Division

ACTVT — Activity
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Authorization objects are grouped into Object Class depending up on the
application area.

Authorization:

Authorization is used to define permitted values for the fields of an
authorization object. For example you want to define an authorization for
displaying a sales order for a Sales organization 3000, Distribution
Channel 01 and Division 02, the values that will be assigned to fields of the
object V.VBAK VKO are:

VKORG - 3000
VTWEG - 01
SPART — 02

ACTVT - 03 (display)

Authorization profiles (roles):

As a rule authorizations are not directly assigned to a user. Instead these
authorizations are clubbed in an authorization profile (role) and then assigned
to the user master records via SUO1.

Types of profiles (roles):
There are two types of authorization profiles — Simple and Composite
(collective).

Simple Profiles:
A simple profile is composed of only Authorizations.

Composite profiles:

Composite profiles are sets of authorization profiles, both simple and
Composite. A composite profile can contain an unlimited number of profiles.
They can be assigned to users just as Simple profiles in the user master
records are. Composite profiles are suitable for users who have different
responsibilities of job tasks in the system. These profiles are sometimes
known as reference profiles for assigning a larger group of access privileges
and having the possibility to better match users with several responsibilities.
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