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ATTENTION:
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© 2007 by Pelssers Davy. All rights reserved.

No part of this e-book may be reproduced or transmitted in any form or by any means,
electronic or mechanical, including photocopying, recording, or by any information
storage or retrieval system without written permission of the author.

SAP, R/3, SAP CRM, SAP BW, ABAP/4 are either registered trademarks or trademarks
of SAP Aktiengesellschaft, Systems, Applications and Products in Data Processing,
Neurottstrasse 16, 69190 Walldorf, Germany. SAP AG is not the publisher of this book
and is not responsible for it under any aspect of press law.

Information contained in this book has been obtained by doing a lot of research on
help.sap.com, following the most common standard SAP Courses, by reading SAP Press
books, but most important by combining the authors’ functional knowledge of R/3, SAP
CRM, SAP BW and his understanding of the SAP Authorization concept.

The publisher does not guarantee the accuracy, adequacy, or completeness of any
information and is not responsible for any errors or omissions or the results obtained from
the use of such information. Readers should be particularly aware of the fact that the
product SAP is a continuously changing entity. Some facts may have changed since the
writing of the e-book.

The book is a private initiative of the author and is started as a personal SAP CRM
security bible in order to keep all relevant experience he obtained during his SAP
consultant career into one central document. Due to the lack of a good specific SAP CRM
security guide, SAP Course or centralized information about this topic at the time of
writing, the author decided to make this book publicly available for sale. The choice of e-
book instead of hardcopy is due to the fact that the author is continuously working on this
topic, and all updates will be included from time to time.

The price any reader would pay for this e-book is for the effort the author has put into
centralizing all relevant information into one document, but will be 100% donated to a
good cause. This can be functional know-how, technical knowledge and step-by-step
examples of the usage of available authorization objects in the different SAP Modules.

The book is not intended to replace any SAP course and the author strongly advises to
attend the basic courses for every SAP Module such as SAP CRM and SAP BW.
Furthermore it is also advised to follow the specific SAP Authorization related courses
such as:
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A) BW365: Business Information Warehouse - Authorizations
B) ADM940: SAP Authorization Concept
C) HR940: Authorizations in HR

Foreword

This guide has been written to elaborate the SAP Authorization concept and to give
concrete system examples to understand the design and implementation.

Today a lot of large national and international companies are using SAP as an ERP
system to automate their business processes. They often use the well-known R/3 modules
such as SD, FI/CO, MM and so on, but also new technologies such as Business
Warehouse (BW) and Customer Relationship Management (CRM) and SAP Enterprise
Portal.

Business processes are defined and elaborated in those systems by Customizing and
developments. Now the way people work with these systems or should be able to work
with is being defined by implementing the authorization concept.

In the first chapters I will try to give a solid overview of the general authorization
concept, which in fact is valid not only for R/3, but also for other SAP modules such as
SAP CRM and BW.

Next I will try to elaborate some concrete examples within the domain of SAP CRM,
since this is the module I am working on, on a day-to-day basis.

Because I try to share knowledge within my company but also with fellow SAP CRM
colleagues and authorization specialists, I decided to write this manual.

© 2007  Contact Author: davy.pelssers@contactoffice.net
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1. Introduction

Those people that already obtained the book should know that it is not finished yet. When
I find the time in between projects I will try to concentrate on some specific topics such
as ACE (Access Control Engine). Furthermore I will elaborate an example for usage of
every Authorisation object in SAP CRM, since this is the module I work in on a day-to-
day basis.

2. SAP Authorization Concept

The SAP Authorization concept allows you to define what people can do in the SAP
System, but more importantly what they are NOT allowed to do.

When doing their day to day job, people are performing actions in the system such as
creating sales orders, creating/changing master data (products, business partners), or
entering leads/opportunities in the CRM system.

Of course some information should not be accessed by everyone, or at least not be
changeable.

Examples:
- Employees should not be able to change their salary records.
- Only certain employees are responsible for creating sales orders in the system
- Account Managers should only be able to change master data information for
their own business partners (sales prospects/customers).

The SAP authorization concept protects transactions and programs in SAP systems from
unauthorized access. On the basis of the authorization concept, the administrator assigns
authorizations to the users that determine which actions a user can perform in the SAP
System, after he or she has logged on to the system by entering his/her username and
password.

© 2007  Contact Author: davy.pelssers@contactoffice.net
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Most components concerning authorizations can be found in the SAP menu:

7 {3 SAP menu
] Activities
3 Marketing
[ Sales
1 Service
1 Analktics
L1 E-Selling
(1 Interaction Center
1 Master Data
4 Architecture and Technology
[ [ Middleware
(O Troubleshooting Monitor
[ 1 ABAP wWarkhench
=7 4 Bystern Administration
B [ Administration
[> ] Manitar
7 {3 User Maintenance
B2 B0 - Users
[} SUN1D - Display Users
@ SLU0- User Mass Maintenance
) SUGR - Maintain User Groups
F2 BUCOMP - Company Addresses
=2 ‘3 Infarmation Systern
3 User
[ Rales
[ Profiles
[ Authorizations

S VY S Y Y S

...................................

1 Transactions
[ Comparisons
(3 vWhere-Used List
> [_J Change Docurnents
[» [ Central User Administration
[» 1 Role Administration
[» [_J Authorizations and Profiles (Manual Maintenance)

Y Y Y Y Y
=
=
=
=
(]
=X}
k-
a
=
(]
=
o
=
m
=

2.1. Authorization Components and their Relationships

A user will have one or more roles assigned to his user master record (maintenance can
be done via the transaction code SUO1). These roles can be single roles or composite
roles. Furthermore the user also can have authorization profiles assigned to the user
master record (a generated authorization profile via the profile generator, or a manual
created authorization profile or standard SAP authorization profile such as SAP_ALL.
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A role usually contains one or more transactions. Every transaction contains a number of
authorization objects that are being checked to see if the user has the right authorization

to perform a specific action in the system. An authorization object in its turn can contain
one or more authorization fields.

User

Composite role

m:n

L Single Role

-1 1.1 || Generated
| Profile
m:n
L Transaction
|
I

Authorization
object

I
1:10
|

Authorization
Field with
Values

Single role

Figure 2.0: Authorization components and their relationships
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Explanation of the Graphic:

- User Master Record: These enable the user to log onto the SAP system and
allow access to the functions and objects in it within the limits of the authorization
profiles specified in the role.

Changes only take effect when the user next logs on to the system. Users who are
logged on when the changes take place are not affected in their current session.

- _: Is created with the profile generator and allows the automatic
generation of an authorization profile. The role contains the authorization data and
the logon menu for the user.

- Composite Role: Consists of any number of single roles.

- Generated authorization profile: Is generated in role maintenance from the role
data.

- _: An authorization object groups up to ten authorization
fields that are related by AND. An authorization object allows complex tests of an
Authorization for multiple conditions. Authorizations allow users to execute
actions within the system. For an authorization check to be successful, all field
values of the authorization object must be appropriately maintained in the user
master (the SY SUBRC must equal 0 during the authority check).

Authorization objects are divided into _ for

comprehensibility.  An object class is a logical combination of authorization
objects and corresponds for example, to an application (financial accounting,
human resources, and so on).

Maint. . @ Unmaint. org. levels @ open fields, Status: Unchanged
Z_[RM_BUSINESS_PARTHNER @0@ Business Partner
= @@@ Haintained Cross-application Authorization Dbjects BAAB
= o0 @‘g Standard  Business Partner: futhorization Types E_BUPA_ATT
LE o0e @ Standard  Business Partner: Authorization Types T-C157004100
¥ 7 hetivity M, o2, 03 ACTYT
¥ # buthorization type * BUTHTYP
% 7 huthorization value (field 1) * RUYAL
%1 # hthorization value (field 2) * BUYAL2
—E @0 ‘g Standard  Business Partner: Field Groups B_BUPL_FDG
—E o0 5 Standard  Business Partner: futhorization Groups B_BUPS_GRP
—E @0 % Standard  Business Partner: BP Roles B_BUPL_RLT
2 00D = . Standard  Business Partner Relationships: Relationship Categories B_BUPR_BZT

Figure 2.1: Screenshot of authorizations in the Profile Generator
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2.2. The Profile Generator (PFCG)

In the CRM system (release 4.0) you start the Profile generator in the SAP Menu via the
path:

Architecture and Technology—> System Administration—> User Maintenance—> Role
Administration=> Roles

Or directly by using the transaction code “/npfcg” in the command field.

Edit

Extras Help
aid B &E!
SAP Easy Access Extended Relati
B = | & | & othervenu | & B &2 | -

enu Eavorites System

You can use the Profile Generator to manage roles and authorization data. You can
automatically create the authorization profiles with this tool.

Role Edit Goto  LUfilities  Enwironment Help

ald B0 EE SN0 ERE

System

Role Maintenance
w i (NN aZ» Transactions

Role Z_CRM_BUSINESS_PARTNER Zléel |0 Roe | Comp.Role | |4#|od

Mame Business Parther

| -E || Show Documentation |

Figure 2.3: Screenshot of the profile generator screen
Remark: depending on the release of your system (being R/3, BW or CRM) the access to

the profile generator might be different, so the easiest way is to use the Transaction code
PFCG immediately.
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2.2.1. Installing the Profile Generator

You must first configure the system so that you can use the role maintenance function
and the Profile Generator. To do this, perform the following steps:

1. Set the profile parameter auth/no_check in_some _cases to the value Y.

Profile parameters can be displayed/changed via the transaction code RZ11.
Display Profile Parameter Attribtites

authfno_check_in_some_cases

Activation of the Profile Generatar
Authentication

Special character strings

Change permitted

A1 operating systems

(]

'
Y
Y

You could also look at the full overview of the configured parameters in transaction code
TUO2 or report RSPARAM (called in transaction code SA38).

Parameter Changes in SAPSYSTEM cernum04 00

| Select Period || Active parameters || Histary of file |

=

alertfcachefsize_MB
alert!param_Tile
authfauthorization_trace
auth/new_buffering

o

ShusrhsapiCOTADYEBMGSEOY Togh ALPARAMS  DAT

auth/no_check_in_some_cases
authiohject_disabhling_active
authirfc_authority_check

- = =
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2. Execute transaction SU25.

Transaction SU25 copies the proposals for check indicators and authorization field values
delivered by SAP to the customer tables USOBX C and USOBT _C, which you can then

change by using the transaction code SU24.

You can then use the role maintenance functions and the Profile Generator to manage the
authorization information for your users.

Profile Generator: Upgrade and First Installation

Information about this transaction

Installing and upgrading the Profile Generatar

iActions to be performed Diate Time Lser

Installing the Profile Generatar
B 1. Initially fill the custormer tahles 23.05.2003 11:56:08 (] ][

Post-processing the settings after upgrading to a higher Release
28 Preparation: Compare with SAF values 17.07.2002 17:.48:04 DDIc

@ 2B. Compare transactions

@ 2. Roles to be checked

20 Display chanoged transaction codes

Transport connection

3. Transport the custormer tahles

Adjusting the authaorization check (optional)
4 Check indicator (Transaction SU24)
8. Deactivate authorization ohject globally

Create roles from manually-created profiles

6. Copy data from old profiles

You can set the tables to the check indicators described below. It is important to note that
the check of a specific authorization object during the processing of a transaction cannot
be simply forced by simply maintaining the object in tables USOBT C and USOBX C.

© 2007  Contact Author: davy.pelssers@contactoffice.net
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Instead, the check indicators in table USOBX C only define how the system responds to
the authorization checks that are contained in the ABAP coding of the respective

transaction.

Check Description Explanation

Indicator

U Not maintained | No indicator has been set. The check is always performed.
The object is not proposed in the Profile Generator.

N No check The check is not active. The object is not processed in the
Profile Generator.

C Check The check is always performed. The object is not
proposed in the Profile Generator.

CM Check/Maintain | The check is always performed. The object is proposed for
maintenance in the Profile Generator.

Example of Check Indicators for Transaction BP in the CRM system:

Display Check Indicator for BP

"2 & Fieldvalues | o2 Auth.ohj. Auth.okj. SAP defaults

U W G CH Check ID

Ohject Ohject name

v .

LLLLLEELCLLLRLLRLLLELLLLY

¥ Check/maintain
w¥ Check/maintain
¥ Check/maintain
o Check/maintain
W Check/maintain
w# Check/maintain
o Check/maintain
Check
¥ Check/maintain
. Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check
Check

E_BUPL_ATT ([Business Fartner: Luthorization Types

BE_BUPEL_FDG (Business Partner: Field Groups

B_BUPAL_GRP [Business Partner: Luthorization Groups
BE_BUFL_RLT|Business Fartner: BP Roles

B_BUPR_BZT|Business Partner Relationships: Relationship Categories
B_BUPR_FDG [Business Fartner Relationships: Field Groups

B_CCARD Fayment Cards

BE_CLEAR Data Cleansing

B_USERSTAT [Status Management: Set/Delete User Status

F_BNEALA_MAON |Banks: General Maintenance Autharization

FLOG Fersonnel Flanning

5_ADMI_FCD|(System Authorizations

S_ALV_LAYO ALY Standard Layout

5_BDS_DS BC-5SRY-KPR-BDS: Authorizations for Document Set
S5_BTCH_ADH |Backaground Processing: Backgraound fdministrator
S_BTCH_J0B |Background Processing. Operations on Background Jobs
5_CTE_ADMI [Administration Functions in the Chande and Transport System
S_DATASET |Authorization for file access

S_DEYELOP |BBAP Workhench

5_DOKU_&UT(SEGT Documentation Maintenance Sutharization

S5_GUI futhorization for GUI activities

5_0C_DOC SAPoffice: Authorization Tor an Actiwity with Documents
S5_0C_ROLE [SAPoffice: Office User Attrihute

S_0C_SEND [Authorization Object for Sending

5_PRO_AUTH|IMG: Mew authorizations for projects

S_RFC futhorization Check for RFC Access

S_SPO_DEY (Spool: Dewice authorizatiaons

S_TABU_CLI|Cross-Client Table Maintenance

S_TABU_DIS|Table Maintenance (wia standard tools such as SM3@)
5_TCODE Transaction Code Gheck at Transaction Start
S_TRAWSLAT | Translation environment authorization object
S_TRANSPRT | Transport Organizer

5_USER_GRP [User Master Maintenance: User Groups
S_WFAR_OBJ|{Archivelink: Buthorizations for access to documents

© 2007
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With the transaction SU24, you can check/change the authorization objects that are
relevant for a specific transaction.

First of all, this allows you to check upon the relevant authorization objects that are
checked/ checked-Maintained within a transaction. If an authorization object is
checked/maintained, this means that relevant SAP-fields (like BUKRS for company
code) can be maintained/restricted in the profile Generator when adding this
transaction into a role.

Let’s take an example:
Suppose we would like to see what authorization objects are relevant for the
transaction “BP”’.

You launch the transaction SU24, and enter the transaction.

Frograrm  Edit Goto Systerm Help
Bl B ICe@ DEE D008 EE
Maintain Assignment of Authorization Objects to Transactions

b [@& Download | Upload

@ Maintain check indicators for transaction codes

Define interval for transaction code

Transaction code BP \E

. Selection of RFC Functions

RFC Function Module [} to E

The other option: “edit check indicator in all transactions™ is used to see in what
transactions a certain authorization object is used and which status it has for that
transaction (Checked; Check/Maintain...).

For example, you could give in the auth. Object K ORDER and press execute. This
returns a list with all Transaction Codes where the authorization object is relevant for
the transaction.

Now, to continue, when we press execute for the above screen, we would get the
following:

© 2007  Contact Author: davy.pelssers@contactoffice.net
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Transaction List

&y Checkindicator | 47 Checkindicator | &4 “Walue list

TCode | Typ|Text TCode (original)

BP Maintain Business Partners

I

Here you see three buttons:

1) Display Value list
User DAYYF
Release G20
Date 03 81,2006
Time 14:25:14
Tcode EP Maintain Business Partners
TCode Check indicator [Object Objectbescription
BF Check/maintain B_BUPA_ATT|Business Partner: Authorization Types
Fid Wal.from Yalue to
ACTHT a1
[2
63
AUTHTYP *
AUVALA *
AUvALZ *
BF Check/maintain [B_BUFA_FDG|Business Partner: Field Groups
Fld Wal.from ¥alue to
ACTYT o2
2k}
FLDGR *
BP Checkimaintain B_BUPA_BRP|Business Partner: Authorization Groups
Fld Wal.from ¥alue to
ACTYT a1
B2
2k}
BEGRL *
BF Check/maintain [B_BUFA_RLT|Business Partner: BP Roles
Fld Wal.from ¥alue to
ACTYT o1
B2
B3
RLTYP *
BF Check/maintain [B_BUPR_BZT|Business Partner Relationships: Relationship Ca
Fld Wal.from ¥alue to
ACTMT 01
B2
B3
2]}
RELTYP *

Here you only see the relevant authorization objects with the status (check indicator)
and the object description.
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You also see the fields (if status is check/maintain) that you are able to restrict upon
in the profile generator: e.g. example below authorization object B BUPA RLT for
Transaction code BP.

EP

When pressing the button

Display Check Indicator for BP

Check{maintain B_BUPA_RLT|Business Fartner:. BPF Roles
F1d Wal from Walue to

ACTHT (1

Qe

@3

RLTYP *

Gt Check indicator

"2 |&p Fieldvalues o2 Auth.obj. Auth.ahj. SAP defaults

U M C CH Check ID Object Object name
- .. & Check/maintain|B_BUPA_ATT|Business Partner: Buthorization Types
.. . % Checki/maintain|B_BUPA_FDG|Business Partner: Field Groups
¥ Check/maintain|B_BUFA_GRP |Business Partner: Authorization Groups
¥ Check/maintain|B_BUPA_RLT|Business Partner: BP Roles
% Check/maintain|B_BUPR_BZT|Business Partner Relationships: Relationship Categories
w” Check/maintain|B_BUPR_FDG|Business Partner Relationships: Field Groups
. % Check/maintain|B_CCARD Payment Cards
w . Check B_CLERR Data Cleansing
" Check/maintain|B_USERSTAT[Status Management: Set/Delete User Status
w . Check F_BHNEL_MAN|Banks: General Maintenance Authorization
o . Check PLOG Fersonnel Planning
w . Check S_BDMI_FCD|System AButhorizations
w . Check S_ALY_LAYOD| ALY Standard Layout
w . Check 5_BDS_DS BC-SRY-KPR-BDS: Authorizations for Document Set
¥ . Check 5_BTCH_ADM|Background Processing: Background Administrator
w . Check 5_BTCH_JOE|Background Processing: Operations on Background Johs
w . Check S_CTS_ADMI|Administration Functions in the Change and Transport System
w . Check S_DATRSET |Authorization for file access
W . Check S_DEVELOP [RBAP Workbench
w . Check S_DOKU_AUT|SEE1 Documentation Maintenance Buthorization
w . Check 5_GUI Authorization for GUI actiwvities
w . Check 5_0C_DOC SAPoffice: Authorization for an Actiwvity with Documents
¥ . Check S5_OC_ROLE |SAPoffice: Office User Attribute
w . Check S5_0C_SEND [Authorization Object for Sending
w . Check S5_PRO_AUTH|IMG: MWew authorizations for projects
w . Check S_RFC futhorization Check for RFC Access
o . Check 5_SPO_DEY |Spool: Dewice authorizations
w . Check 5_TABU_CLI|Cross-Client Table Maintenance
w . Check S_TABU_DIS|Table Maintenance (via standard tools such as 5M30D)
w . Check 5_TCODE Transaction Code Check at Transaction Start
w . Check S_TRANSLAT|Translation environment authorization obhject
w . Check S_TRANSPRT|Transport Organizer
w . Check 5_USER_GRP|User Master Maintenance: User Groups
w . Check S_WFAR_OBJ| Archivelink: futhorizations for access to documents

, you get a list similar to the display
value list; so with the authorization objects, the status and the description.

Here you can go in change mode, meaning you can change the status of each
authorization object: U> N> C>CM

When you go into change mode, you immediately get a pop-up for a transport

request.
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Dispiay Check Indicator for /PEU/FI_EQ06_3
%2 G Fieldvalues o Auth.obj. | [ Authob. B SAP defautts |

V| D ommsss | %

Here you create a new request, give it an appropriate name:
e.g. Change authorization checks for Tcode BP.

change autharisation checks far Teade BP|

[SNRERES

The Request number generated by the system is the following:

change autharisation checks for Tecode BP

| 6B 0 omrewess | %

Press ok.

Now you are in change mode and can either change the status of existing
authorization objects in the transaction or add a new authorization object into the
transaction.

This you can do by pressing the button Auth. Object with the plus sign.

This launches a pop-up where you enter the name of the authorization object.
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Add Authorization Object for /PELIFI_EQ
Autharization obj. E_P.EERUP.L| @
W %

Press ok.

You now see that the authorization object is in the list for this transaction and can
change the status if you want.

Example below: for financial report (with tcode /PEU/FI_E0006_3) the authorization
object Z ACCRUAL was added.
Change Check Indicator for /PEU/FI_EQ0G_3

"7 & Fieldvalues | @ Fieldvalues | o2 Auth.obj. Auth.abj. | [Eh Auth.ohj. SAP defaults

U N C CHM Check ID Ohject Ohject name

® . not maintained|F_BEPF_BUK |Accounting Document: Authorization for Company Codes
® not maintained|K_KEKO CO-PC: Product Costing

® not maintained|K_PCAR_REP|EC-PCA: Summary and line item reports

. Check S_TCODE Luthorization Check for Transaction Start
. EECheck/maintain| Z_ACCRUAL |Mass posting in FI for marketing accruals

In this case the status is on Check/Maintain.

After you have made the necessary changes into the transaction you save.

Now, you can immediately check (in development where you made the change) this
change of the transaction by adding this transaction into a role via the profile
generator. You will see that the authorization object is automatically taken up into the
tab “Authorizations” where you can set restrictions for the relevant fields within this
auth. Object.

Remarks:
1) Changes that you made for a transaction, after testing for restrictions on this

transaction need to be transported to QA and the Production system. This is necessary
if you create a role with this transaction and want to transport the role to production,

so that change for the transaction you made is also available in the other clients.

1) If you would change a transaction that is already used in other roles, this could
affect the authorizations within that role, so always check what the effect is,
because it might be possible that the tab “authorizations” in the role where the
transaction was in before becomes red now.
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2)

3)

In our example we used an authorization object that was standard SAP.

It is also possible to have a completely new Authorization object created (with
own development class) and where the code (program) behind is changed to add a
check. (This will be done by the ABAP-team).

Once they have created the new authorization object in development, you can
either add this authorization object to the role (manually) or into the relevant
transaction. Either way, it needs to be in one of the two options. Where you will
add the authorization object is up to you. But the person, who needs to have
authorization, needs to have this allocated to his user profile. This is either done
by allocating the role to his user-profile (with the changed transaction) or by
adding the auth. Object manually into the role.

When your test results turn out to be all right, then you need to pay attention with
the order of transports:

In development you already can create the role with:
* The changed transaction in it
*  Or with the auth. Object manually added into the role

If you changed the transaction, then you will have a transport request for this
transaction change, which will update the table: USOBT C.

-

fCUSTON Customizing group

—E= Modifiable

—= EE1KAQGR23 FELSSERSDA auth: change for WLOGP
= EE1K90G229 PELSSERSDA Development/correction
Table contents

@ USOBT_C

= Us0BY%_C

It will look as the one above.

In the case where you changed the transaction itself, first transport the change of the
transaction that you made by using the transaction SU24 and the transport for the
creation of the new authorization object. (A person of the ABAP-team normally made
this request).
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Next you transport the roles you created with either the auth. Object manually added,
or with the changed transaction in it.

Ones the roles are in production, you best do the user-allocation first and as last you
transport the change in code that was made by the ABAP-team.

From that moment on the user should be able to use the transaction(s) with the
relevant restrictions you wanted to make.
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2.2.2. Creation of a new Role

Naming conventions:

The roles that are standard delivered by SAP correspond to the working environment of
certain users. As these roles are only templates; that is, examples of work centers, you
must still adjust these roles to the requirements of your users.

Standard SAP roles start with “SAP . The predefined roles are delivered as templates.
Do not change the delivered standard roles (SAP_*), but rather only the copies of these
roles.

For your own roles, instead of using the SAP namespace, use the customer namespace.
This means that the prefix is “Y_” or “Z_”. Since you cannot tell from the names of the
delivered roles whether they are single or composite roles, you should create a naming
convention for your roles so that you can differentiate between single and composite
roles.

Types of roles:
First of all you should know that there exist different types of roles.
The different types and purpose I will explain are the following:

- Single role

- Composite role
- Master Role

- Derived Role

As soon as you start the Profile Generator, when creating a new role, you should make a
choice between creating a Single role or a Composite role.

Role Maintenance
O 0 %| o> Transactions

Role [F_CRM_BUSINESS_PARTNER 15’__;;;7 Role |0 Comp.Role

MHame Business Parner

|E|"v"iews E| | Show Documentation |

2.2.3. Single Role versus Composite Role (collective role)
You could look at it like this:

A single role usually is made to define all necessary transactions and/or reports used to
perform a certain specific task such as master data maintenance or product maintenance.
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Let’s take a specific example for the module CRM.
In a company you have 20 employees using the CRM system.

Persons with functions like:

- marketing manager
marketing assistant
Master data administrator
Call center agent

You have created for example several single roles such as:

Z MARKETING PLAN (create/change marketing plans)

Z MARKETING CAMPAIGN (create/change marketing campaigns)
Z BP_DISP (display business partners)

Z BP ALL (create/change/display business partners)

Z PROD DISP (display all products)

Z PROD _ ALL (create/change products)

Z LEADS (create/change/display leads)

Z OPPORTUNITIES (create/change/display opportunities)

Now you can imagine that the Role Z MARKETING PLAN only should be assigned to
the marketing manager and not to his assistant for example.

Furthermore, you will also see that one person (with a certain function) will need to have
more than one single role assigned to his user master record, since the marketing manager
will also need to be able to display products and business partners.

Therefore you will make a COMPOSITE role per function in your company, where you
assign the different single roles needed to perform the processes in the system needed to
do his job.

The advantage is that you do not need to assign every time every single role to a new
person when for example someone leaves the company and a new marketing manager is

hired. In that case you just create a new User in the system and assign the composite role.

Procedure for creating a Composite Role:

1) Start the profile generator and enter the technical name of your composite role.
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Role Maintenance

| |a§) Transactions |

Roe P RO MG (o]
X

Govews )l ] [ sron Docuneniion |

Remember to indicate in the technical name that you indicate that you are creating a
composite role! This facilitates finding back composite roles for assignment to users but
also for maintenance purposes.

To create the composite role, you press the button “Comp. Role”.

You will get the following screen:

Change Roles

D & oterroe | & | H
_—

Role Z_COMP_MARKETING_MMGR
Description Marketing manager role
: Description & Roles B menu B User 3| Personalization
EEREE] I
r Raole MHame Target sys Activ
7 _CRM_BUSINESS_PARTNMER Business Partner user system
FMLRKETING_ALL_BUTH Marketing alle authorisaties user system
FRESPONSIBLE_MARKET Marketing alle autharisaties Lser system
L]
1

2) On the tab ‘Roles’ enter the different single roles that should be contained in the
composite role that make up all the necessary functions and authorizations that the
marketing manager will need to perform his processes and actions in the system.

3) Last you assign the composite role to one or more people that share the same function
as marketing responsible.
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2.2.4. Master role and Derived Role

Maintain Non- Organizational
organizational field level values
values

| | | Derived Role X01
Definition ; ; ﬁ

v i
| NewRole X | m=D> Master Role X \ ::> \ Derived Role X02

‘ Derived Role Y01 |

v

v

A\

'z
1@
-]
|
(=]
)
<
I———
=
o
a
(1]
A
(o]
o)
=<

o

D

-

3

[1+]

o

A

=}

1]

=<

o

[\%]

v v

For a single role you should also now that there is the definition of a Master role and a
Derived role.

Example:

You have implemented the R/3 SD module in an international Organization. Operations
happen in the same way for all countries. So the processes as they are customized and
setup are the same, but of course in one country people should only be allowed to create
sales orders for a certain company code.

This means you need to use authorizations to limit on organizational elements.

What you can do in such a case is create a general template role where you define what
activities/transactions can be used, but do not set any limitations on organizational level.
Next, you create for each country a derived role, where you put the right authorizations in
place.

Creation of the Master Role (template Role)

The role we wanted to create was the Master Role for a local Sales Administration
Operator. This was done as follows:
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Role maintenance

O 86| & & | B mormaton

{PEUJM_SD_L_OPS ()

|Description 91001 SAD Local Sales Administration Operator
G Display |7 Change [0 Create collective rale

1 Bimple maintenance Markplace mend maintenance)
® Basic maintenance imenus, profiles, other ohjects)
) Complete view (Organizational Management and workflow)

So you type in the name of the master role to be created and press the Create Button.
In the following screen, you type in the description and press the save button.

Change Roles
%2 & otherrale | | &%/ | [ Information |

Raole
Description

{PEU/M_SD_L_OPS
D1 001: SAD Local Sales Administration Operator

| Description @ Menu B User g_l Personalization
Created by Last changed anfby
User CORMELISBI User PELSSERSDA
Date 06. 02 . 2603 Date 07 .04 2003
Time 15:33:39 Time 12:20:23

In this starting screen, you see a number of tabs: Description, Menu, Authorizations, User
etc.

These are important and will be explained further on.

Go to the tab “Menu” where you will enter the transactions that need to be assigned to the
master role.
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Change Roles
"2 By Otherraole | d:—>| Infarmation

Roale fPEU/M_5SD_L_OPS
Description b1 001: SAD Local Sales Administration Operatar

¥ Description @ Menu k @ Autharizations k B User k &l Personalization |

Elzy [E Transaction ||@ Report |||E: Other | .ﬁ Al

= =3 Role menu Target System
F CO0A - Availahility Overview
F CO0E - Updsting backarders @ Mo destination

) MBS1 - Material Doc. List 7 —
5,\_‘- Distribute
i vadl - Create Cantract | |

By using the Transaction button, you S TR

add transactions in this role. | &  From1he SAP menu |
- |€9 From other rale |
@ YWF01 - Create Billing Daocument |€} G |
2 ¥.01 - Sales Order Errar Log
|0fﬁ9 Impart frarm file |

2 V.02 - List of Incomplete Sales Orders

F %14 - Sales Orders Blocked for Delivery

2 ¥_UC - Incomplete S0 Documents

@ WVLOGG - List of Cubound Divs for Goods |s5ue
) YLOGP - List of Duthound Dlvs for Picking Additional activities
F2 Y12 - Change Condition ||:;_g
2 YBO3 - Display Rehate Agreement
2 V13 - Display Conditian

2 W11 - Create Output: Sales |[%] Find in docu.
T W12 - Change output Sales @  Compress menu
2 W31 - Create Output : Billing

Translate node

|
|6 Display docurnentation |
|
|

When you press the “Transaction button”, you get the following pop-up screen, where
you enter manually the Transaction codes. By pressing enter, the description for this
transaction appears on the right side of the transaction-code. When you have finished
entering your list of transactions, press the button ‘Assign Transactions’.
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Transaction code Text
Ltk Create Sales Order
=

T LRI

—

nn

I T 1]

¥ Assign transactions | S E N EN | ®

1/22/2008

Now that you have entered the necessary transactions in the master role, you go to the tab

‘Authorizations’, where you enter the profile name and the profile text.

[nformation about authorization profile

Frofile text 01001: SAD Local Sales Administration Operator
Status Authaorization profile is generated

Press the Save button.
Now you will maintain the authorization data for this role!
Press the “change authorization data” button.

mMaintain authorization data and generate profiles
@ Change authorization data

Expert mode far profile generation

This will probably bring up a popup, where the relevant organization levels for the
transactions you entered in the role, are already predefined by the system. When no
Organization level is relevant for the transaction(s) you entered, then off course you don’t

get this pop-up.
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iMaintain the role org. level values?

Org. level ‘From’ To'
Cormpany code
Contralling area
Diivision

il

Sales arganization
Shipping point
Distribution channel
Flant

Ly Cu Ev Eay oy Brg E1d

[
[

[ [ L[+]

Assign complete authorizations for the org. levels still open: Full authorization
a0 E A x

In the master role, in the case where you will create derived roles, you usually give full
authorization. This can be done by manually entering a * or by pressing the button “Full
authorization”.

Then press save.

You automatically return in the screen, where the relevant authorization objects for the
entered transactions are in the screen.

Ef @ A% T [Eh Selection criteria |[Zh Manually Open Changed Maintained | Organizational levels...

Maint.: 0 Unmaint. org. levels 0 open fields, Status: Unchanged
/PEU/M_SD_L_0OPS B1eE1: SAD Local Sales Administration Operato

—@ Maintained Cross-application Authorization Objects
8 @@@ Haintained Classification Systen
—E @@@ Haintained Controlling

—ca A‘éstandard CO-PC: Base Planning Objects
—= oa Maintained Profitability Analysis: Maintain operating concern

= B Maintained Profitability Bnalysis: Maintain operating concern
1 g7 Betivity B11 activities
=] & 2 Haintained CO-PG: Product Costing

= B Maintained CO-PC: Product Costing

#1 g7 hotivity Execute
#1 g7 Company Code B
# g7 Costing Variant W

+—ra %Haintained Frofitahility Analysis: Derivation Rule Yalues
—= A2 Maintained EC-PCA: Planning Hierarchy

—&E @@ Standard Financial Accounting

—ca Standard  Logistics Execution - Shipping

—E @@@ Maintained Materials Management: Inventory Management/Phys.Inventory
—&E @@ Standard MM: Material Reguirements Planning

—m@ Changed Sales & Distribution

In this case, since the role was already created (saved and generated) all the bolls have a
green light. But when you create a new role, they have a yellow/red color and need to be
maintained. This involves clicking everything open and press for each object on the * so
that it becomes green. But at this moment, you also can decide whether you want to limit
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authorizations for an activity, or some other field of an authorization object that can be
maintained. This can be done by clicking on the change button ().

Note: A red color means that you have not specified an Organization level yet. To do
this, you press the “organization levels” button, where you can maintain them.

Changed Maintained | Organizational levels. .

Once you have made all the traffic lights green (with or without setting restrictions on
fields that are checked upon in the authorization objects, you can save the role and

generate it. R~

When you have done all these things, go back in the Description tab where you fill in the
organization levels, other localization objects and other specific remarks concerning this
role (for example manually entered authorization objects (SAP or own developments),
etc.

In the derived roles you will do the same, but there you will have the restrictions on the

organization levels in the long text, so when viewing the role, you immediately can see
for which fields there are restrictions set.

Creation of a Derived Role

In this example I show you an example of how one or more derived Roles can be created.
In the master role you already put in the relevant and necessary transactions. So
maintenance concerning transactions ALWAYS happens in the master role (Delete/add
transactions).

Start the transaction PFCG (profile generator) where you put in the name for the derived
role.

Role maintenance
O O | o 4% | Infarmation

Faole ."PEU."F'EH_SD_L_EIF'S_EI'H @
Description
|-:S3;r° Display ||4§' Change |||j Create |||j Create collective rale

Press the Create button.
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Fill in the description and press save.

Fole /PEUSPEH_SD_L_OFPS_M1
Description D1 001: PEH SAD Local Sales Administration Operatar_01

Next you put the name of the master role in the field “Derive from Role”.

Transaction inheritance

Derive fram rale
fPEUYM_SD_L_0OFRS |£ Delete inheritance relationzhips |
01001: SAD Local Sales Administration Operator

You get a pop-up asking if you want to derive all characteristics from the Master role,
where you answer yes.

Set inheriting role

Do you really want to enter the specified role
as the inheriting rola?

Yes | i || 3 Cancel |

Then, you can look in the tab “Menu” where you’ll see that the transactions from within
the master role are also taken over in the derived role.

Go further into the tab ‘Authorizations’ where you now can change the Organization
levels, and other restrictions for fields that are included in the authorization objects.
(Make again sure that all the traffic lights are green.)

As you can see below, we set the restriction on Company code and Sales Organization.
By doing so, the system automatically puts these values in the relevant fields in the
authorization objects below.

rOrg. lewel Fram' Ta'
Company code (eLgee|
Controlling area *
Diivision *
Sales arganization (a[sa]e]

Shipping point
Distribution channel
Plant *

© 2007  Contact Author: davy.pelssers@contactoffice.net



DavyPelssers Page 32 1/22/2008

Display role: Authorizations
I Open Changed Maintained | Organizational levels.. Infarmation

taint. 0 Unmaint. org. lewels 0 open fields, Status: Unchanged
fPEU/PEH_SD_L_ORS_01 B1081: PEH 5SAD Local Sales Administration Ope

Maintained Cross-application fAuthorization Objects

DE@ Maintained Classification System

PE@® Maintained Controlling

Standard Financial Accounting

BB Changed Logistics Execution - Shipping

DE@ Maintained Materials Management: Inwventory Management/FPhys.Inventory
DE@ Standard MM Material Reguirements Planning

DE® Changed Sales & Distribution

NEHHEEEN
8888888

—Ca 2 Maintained Customer: Authorization for Sales Organizations
—&= 2 Maintained Bgreement: Buthorization for Sales Breaffgreement Type
=l A2 Maintained Condition: Authorization for Sales Organizations
= @@@ Maintained Condition: Authorization for Sales Organizations
aayr BCEivity L171 activities
ar Division *
&y Sales organization aGoe
£

ayr Distribution channel

E @@@ Standard Condition: Buthorization for Sales Organizations

G ACLivity Change, Display
agr Diwision *
Gy Sales organization [E]:e]e]

ay Distribution channel

—C= 2 Maintained Condition: Authorization for Condition Types

—a 2 Maintained Sales Document: Authorization for Sales Document Types
—Ca Maintained Sales Document: Authorization for Sales Areas

—= Maintained Billing: Authorization for Billing Types

L\ A2 Changed Bi11ing: Authorization for Sales Organizations

2.2.5. Assigning Users

To assign users to a certain role (being single role or a composite role) you open the role
in the profile generator and select the tab ‘User’. The status display on the tab page tells
you whether users have already been assigned to the role.

* Red: No users are assigned

* Green: At least one user is assigned

* Yellow: Although users are assigned, user master comparison is not current. For
composite roles, the status display refers only to the assignment of users.

© 2007  Contact Author: davy.pelssers@contactoffice.net



DavyPelssers Page 33 1/22/2008

Fole

Z_CRM_BUSIMESS_PARTHER

Descriptian Business Partner

(3 Description | @ Menu | @ Authorizations @ User | Minispps | @8 Personaliz

BE (0 User omparson | [

| |UserID LIser narne \ From to

| ZPERSONRESP responsible persﬁ(l B4.01.2006/31.12.9999

IRE]

\

Procedure:

1) Enter as many user IDs as desired\in the list.

Enter the user IDs directly or from the possible entries help. You can make
multiple selections with the ‘Selection’ pushbutton, such as all users in a user

group.

Festrict Value Range

Llsers by Rales ' Llsers by Ulzer Groups (General) | Emlﬁ

sers by address data

User | Users by Logon Data
User graup E Isers by Profiles
Jzers by Roles
v Lsers by User Groups (General)
Restrict number to 500 ] Mo restriction
v i K
2) Perform a user comparison if necessary.
The generated profile is not entered in the user master record until the users have
been compared. Changes to the users assigned the roles and the generation of an
authorization profile also requires a comparison.
3) The default validity date when entering a new User ID into the role assignment is

the following:

From: Date of today

To: 31.12.9999
If you want to restrict this validity date, just enter the dates according to you
wishes. If you want to limit the validity period, you must periodically schedule
the report transaction PFUD daily to update the user master records. Is must also
be scheduled if you use the organizational management.
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Frogram Edit Goto  System

Help
A H I €@ DHE T AOa8 )
User Master Data Reconciliation

P & H

Selection of roles

Raole

Selection of action

) Sechedule ar check job far full recanciliation
@ Reconcile User Master Data

Frocessing trpe
[v] Prafile matchup
Caomposite Raole Reconciliatian

HFE Organizational Management: Reconciliation
[vw] Cleanups

Cptions
[ ] ©utput errar messages

A Never enter generated authorization profiles directly into user master records, as
these are deleted if the corresponding role is not contained in the user master record.

For user comparison vou have the following options:

1) Choose the “User comparison” button on the ‘User’ tab page. The users are then
compared for the selected role you created. The status for that role will next
change into green after the comparison is finished successfully.

2) Choose Utilities—=> Settings=> Automatic comparison at save. When you save the
role, a user comparison is performed automatically.

Eole Edit

Goto Utilities

() |nfo object v | |
. Customizing auth.
Display Roles | _— ] I_
Sgﬁi%s |
2 B Other e | T
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3) Wait until the wuser comparison is made with the program
“PFCG_TIME DEPENDENCY”. Set the indicator HR-OrgComparison indicator
on the selection screen of the report.

You should schedule the report PFCG TIME DEPENDENCY periodically
(preferably daily) as a background job. This ensures that user authorizations are regularly
updated. The program performs a complete user master comparison for all roles. The
authorizations are updated in the user master records. The authorization profiles of user
assignments which have become invalid are removed from the user master record. The
authorization profiles of valid user assignments to the role are entered.

ABAP Editor: Initial Screen

&) @k B 30| @ e &

FFCG_TIME_DEPENDENCY e

Suhabjects

@ Source code
I%ariants

() Aftributes

() Documentation
() Text elements

l@ Display | L? Change |

You can launch this report via the transaction code SE38 or SA38.
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2.2.6. Transporting Roles

To transport a role you have created, launch the profile generator and enter the name of
the role you want to transport.

Role Maintenance

E | |D§> Transactions |

Z_COM(P_MARKET ING_MNGR P

Raviews &[] [&)] StowDocumeniaion |

To transport the role, press the ‘transport’ button.

In this case I choose a composite role and get the following screen:

Mass Transport of Roles

Selection of Roles !

7 COMP_MARKETING. .

The system asks you if you also want to transport the single roles of this composite role,
and if you want to transport the generated profiles of the single role.
Select both entries!

& You should not change the authorization profiles of the role after you have included
the role in a transport request. If you need to change the profiles or generate them for the
first time, transport the entire role again afterwards!

In the following dialog box, specify whether the user assignment and the personalization
data should also be transported!

Next you need to enter a transport request. (You can check the transport request
afterwards with transaction SE10).
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2.3. Organizing Authorization Administration
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The authorization system allows you great flexibility in organizing and authoring the

maintenance of user master records and roles:

1) If your company is a small or medium sized company, you can have all
maintenance of user master records and authorization components executed by a
single person or super user.

2) Depending on the size of your company you should think about distributing
responsibilities between more teams responsible each for another purpose. On the
one hand you have one team/person responsible for the maintenance of user
master records and assigning the appropriate roles. On the other hand you have
the second team responsible for the authorization administration, meaning the
creation of new roles and authorization profiles.

Since you can precisely restrict authorizations for user and authorization maintenance, the
administrators do not have to be privileged users in your organization. You can assign
user and authorization maintenance to ordinary users.

2.3.1. Creating administrator roles

Administrator

Permissible Tasks

Impermissible Tasks

Templates

User Admin

Create/change user
master records

Change role data

SAP_ADM US

Assigning roles to
users

Changing or
generating profiles

Assigning profiles
beginning with “T”
to users.

Displaying
authorizations and
profiles

Using the User
Information system

Authorization Data
Admin

Creating/changing
roles

Changing users

SAP_ADM AU

Changing
authorization data
and transaction
selection in roles

Generating Profiles

Using the User
Information System
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Authorization Displaying roles and | Changing users SAP_ADM_ PR
Profile Admin the associated data
Using tcode PFCG | Changing role data
or SUPC to generate
the authorizations
and profiles that
begin with “T” for
roles that have
authorization data
Checking roles for | Generating
the existence of authorization
authorization data profiles with
(tcode SUPC) authorization
objects that begin
with S USER
Performing a user
master comparison
(tcode PFUD,
performing a profile
comparison of the
user master
comparison
Using the User

Information System

1) Launch the profile generator (PFCG)

[, JH e DHE OOL0 BR @I

Role Maintenance

| |D§> Transactions |

Role iz useraoniN  [@)2|¢q|[}  Roe [ comp Role

Goviews BJ||E | ||| ShowDocupentaton |

On the initial screen, fill o
the “create single role’

button.
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2) Fill out the Description Field and extra info

Create Roles

D & onerrole | & | @

Role Z_USERADMIR

Role for User Administration

Description

= Description Autharizations Lser Minifpps ¢ 63l Personalization
Administration Infarmation Transaction Inheritance
Created Detive from Rale
User
Date
Tirme BE Qe ;a0 |§ Delete inheritance relationships

This iz a role Tor User Administration

When selecting another Tab to maintain, you get a popup asking you to save the role, so
press ‘yes’.

Yes | Mo [® cancel

3) On the Tab “Menu” you can create your own user menu if you want. You are able
to take over certain parts from the standard SAP menu; from another role, or
create a new user menu from scratch. Next, you can also add transactions, reports
or other things to the role.

You can skip this for now.
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Role Z_USERLDMIN
Description Role far User Administration

Eﬁ Transaction || Report |E Other/ |

ALIThEII’IZalIEIFI Default

E Rule menu Target Systemn

@ Mo destination
(32 Distribute |

Copy menus
|&fs  From the SaP menu

}& From other rale
e Frarn area menu

|47 Irport from file

Additional activities
? Translate node
S Display documentation

‘H Find in docu.

=] Compress Menu

O
®
@
@
@
@
@
@
@
®
®
®
®
@
@
@

v %
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4) On the tab “Authorizations” you will use the template SAP. ADM_US

& Description h B tenu B Authorizations k B User k MiniAp

Created by Last Changed OniBy
ser Lser

Date Date

Time Qe 00 g Time LE @i

Infortnation About Authorization Profile

Frofile Mame @\ Press the ‘propose profile name’
Frofile Text button to generate automatically a
Status Mo authorization data exists profile name or give a logical name

(with regard to SAP naming
Maintain Authorization Data and Generate Profiles | conventions)

Change Authorization Data

= Expert Mode for Prafile Generation

Use a profile name that does NOT begin with “’T’’, so that the authorization data
administrator cannot change his or her own authorizations. Now press the button change
authorization data.

Again you will receive a popup asking you to save the role (press yes).

Maint . : 0 Unmaint. org. levels B open fields, Stat

£_USERARDMIN @D@ Role for User fLdministration

Choose Template

rTempIate Text for Template
SAP_ADM_AU Administration: Authorization data administrator
SAP_ADM_PR Wdministration: Autharization profile administratar
SHPEDW S Administration: User administrator
SAP_ALL Complete authorization with all authorization objects
SAP_PRINT Frint Authorization
SAP_USER_E Basis authorizations for users
[ ]]

@x
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After saving you get a list of templates that you can use to create your role. Since we
want to create a User Administrator, choose the template SAP. ADM_US.

Z_USERADMIN Role for User Administration
= @@ Hanually Cross-application Authorization Objects
H @D @.‘g Manually Transaction Code Check at Transaction Start
= @@ Manually Bazis: Administration
—E oD ‘% Manually futhorizations: Role Check
—E oD 2 Manually User Haster Maintenance: Authorizations

—E o0 s Manually User Master Maintenance: User Groups
—E QO o Manually Uzer Master Maintenance: Authorization Profile

—= Hanually  Human Resources

—E=l @@® [ 2 Manually  Personnel Planning

LEI @ Manually Ferzonnel Flanning

# 7 Infotype 1006, 10681

# 7 Planning Status *

# 7 Dhject Type B, C, 0, P, 5, T, TS5, U, WF, WS
# 47 Plan Yersion Unmaint. org. Tewel

# 47 Function Code *

# 7 Subtype *

—= @@ = 2 Manually  HR: Transaction codes

You will need to maintain all authorization fields of the available authorization objects.
In this case, you can see that the ‘Plan version’ has a red status. Maintain it either by
pressing the red ‘star *’ to give all authorization or by pressing the change button and
select the right field value.

er Adminis

Maintain Field Yalues

PLOG Personnel Planning
PLYAR Planversion
| Full autharization |

Individual maintenance of Org 1 i=:t
o

From' Ti

ization 0Oh:

de Check al

P¥|PT1an ¥Wersion Text

MNevar use

00 (Workflow delivery

@1 [Current plan

Mternative planitech.
pa[aTternative plan/org

99| Test BP/PD-ORG

AL [Application Link Enabling
GB[Gerd's test

T

I —

OaRR =

| AT
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After every authorization object is correctly maintained, you cansave and generate the
role.

&
Change role: Auth
Eg 0 [EL selection criteria | |

5) On the Tab ‘Users” you can assign this role to an EXISTING user.
You can also enter a valid-from and valid-to date if you want. Otherwise the system will
automatically take the date of today until 31.12.9999.

Role Z_USERADMIN

Description Raole for User Administration

| Description k B menu k @ Authorizations @ User k Minidpps k &3 Perso

| @ User comparison |

rUserID LIser narne Frarm to .
ZFPERSONRESF responsible person B4.01.2006(31.12. 3933

After filling in one or more users that will perform the task of User Administrator,
perform a ‘User Comparison’ in order that the role will be updated in their User Master
Record.

Now the person with Username ZPERSONRESP will be able to do the user
administration after the user comparison has finished.

2.3.2. List of available templates

TEMPLATE Description

SAP ADM_ AU Administration: Authorization data administrator
SAP ADM PR Administration: Authorization profile administrator
SAP ADM US Administration: User administrator

SAP ALL Complete authorization with all authorization objects
SAP PRINT Print Authorization

SAP USER B Basis authorizations for users
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2.3.3. Authorization Objects checked in role maintenance

Authorization Object Description

S USER AUT User master maintenance: authorizations

S USER GRP User master maintenance: User groups

S USER PRO User master maintenance: Authorization profiles

S USER AGR Authorization system: Check for roles

S USER TCD Authorization system: Transactions in roles

S USER VAL Authorization system: Field values in roles

S USER SYS User master maintenance: system for Central user
Administration

S USER SAS User master maintenance: System-specific assignments

S USER_ADM Administration functions for user and authorization
administration

S USER OBJ Authorization system: global deactivation of authorization
objects

S USER WWW User master maintenance: Internet Users

2.3.4. Relevant SAP Tables for Authorizations and Roles

Table Description

AGR 1016 Name of profile for activity group

AGR 1250 Authorization data for activity group

AGR 1251 Authorization data for activity group

AGR 1252 Organizational levels for authorizations

AGR _PROF Profile name for activity group

AGR SELECT Assignment of activity groups to transaction codes
AGR TCDTXT Assignment of activity groups to transaction codes
AGR TCODES Assignment of activity groups to transaction codes
AGR USERS Assignment of activity groups to users

TOBJ Objects

TOBJC Classification of authorization objects

TOBJT Texts for objects (for TOBJ)

TSTC SAP Transaction Codes

TSTCA Values for transaction code authorizations

TSTCP Parameters for transactions

TSTCT Transaction texts

USH04 Change history: authorizations

USHI0 Change history: authorization profiles

USH12 Change history: authorization values

USKRIA Critical combinations of authorizations for transaction codes
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SUKRI Security-critical combinations of transactions

USOBT Relation transaction = Authorization object

USOBT C Relation transaction = Authorization object (customer)
USOBT CD Change history for field values

USOBX Check table for table USOBT

USOBX C Check table for table USOBT C

USORG Organizational levels for Profile Generator

USPRO Authorization Profiles

USRO07 Object and values of the last failed authorization check
USRO08 Table for entries in the user menus

USRO09 Entries for the user menus (work areas)

USRI13 Short texts for the authorizations

2.3.5. System Settings-profile parameters

In order to configure system-wide settings in SAP, you have to maintain the profile
parameters in the Computing Center Management System (CCMS).

You can do this via transaction code RZ11.
Maintain Profile Parameters

Hit List

FParameter HWame

Profile parameter maintenance

[«][2]

Pararm. Mame abapfp_a_type

abap/programs
abapfprotfile

- abap/pxa
abap/pxaclients
abap/rfcstx
abhapfrsyntextin
ahapfsaptrap —
abhapfset_text_env_at_new_mode
ahap!/sourcedir |
abap/super
abap/swap_reserve

-

Transaction RZ10 provides more information on the different profile parameters.

Most of the relevant parameters begin with “auth” or “login” and can easily be found
back.

Next to RZ10 you can also display a full overview of the configured parameters via
transaction code TUO2 or report RSPARAM (called via SA38).
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Note:

Remember that changing profile parameters CAN have a serious impact on your system
and therefore should best be restricted to change by a Basis Administrator.

Also know that a change of profile parameters can only be visible after restarting the
application server.

2.3.6. Protective measures for Special profiles SAP_ALL & SAP NEW

Authorization Profile SAP ALL

This composite profile contains all SAP authorizations, meaning that a user with this
profile can perform all tasks in the SAP system. You should therefore not assign this
authorization profile to any of your users. Try to maintain only one user with this profile
and keep the password of this user secret! (Only to be used in emergencies).

Authorization Profile SAP NEW

This composite profile contains a single profile for each release that contains the
authorizations that the users require to be able to continue using the functions that they
have used until now, but which are protected with new authorization checks. However,
you should not leave this profile active for a long period of time.

SAP recommends that you perform the following steps:

1) After the upgrade, delete the SAP. NEW_* profiles from the composite
profile SAP_ NEW for releases before the last revision of your authorization
concept.

2) Assign the composite profile SAP_NE to all users. This means that they can
continue to use the functions that they have used until now.

3) Distribute the authorizations contained in the SAP_ NEW single profiles to the
roles or profiles that you use productively and maintain the authorization
values.

4) Delete the profile assignment for SAP. NEW and the SAP_NEW profile.

A long list of SAP_NEW profiles (for example, after multiple upgrades) indicates that it
is time to revise and redefine your authorization concept.
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2.4. Authorization Checks

To ensure that a user has the appropriate authorizations when he or she performs an
action, users are subject to authorization checks.

The following actions are subject to authorization checks that are performed before the
start of program or table maintenance and which the SAP applications cannot avoid:

» Starting SAP transactions (authorization object S TCODE)
» Starting reports (authorization object S PROGRAM)

* Calling RFC function modules (authorization object S RFC)
* Table maintenance with generic tools (S TABU DIS)

2.4.1. Checking at program level with AUTHORITY-CHECK

Applications use the ABAP statement AUTHORITY-CHECK, which is inserted in the
source code of the program, to check whether users have the appropriate authorization
and whether these authorizations are suitably defined; that is, whether the user
administrator has assigned the values required for the fields by the programmer. In this
way, you can also protect transactions that are called indirectly by other programs.
AUTHORITY-CHECK searches profiles specified in the user master record to see
whether the user has authorization for the authorization object specified in the
AUTHORITY-CHECK. If one of the authorizations found matches the required values,
the check is successful.

One way of finding authority checks in the program code is to search the source text of
the ABAP program for the string “AUTHORITY” in the ABAP Editor (transaction
SE38). This search displays all the authorization checks within the respective program.
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Coding Example:

W& Report SAPBC400DDS_AUTHORITY _CHECK_Z2
w

REPORT sapbcd0odds_authority_check_2.
COMSTANTS actwt_display TYPE activ_auth wallUE '03°'.

paTa: it_flight TvPE shcd00_t_shcdoofoce,
wa_Tt19ght LIKE LIME OF it_flight.

PARAMETERS pa_car TYPE s_carr_id.

1/22/2008

% Check if user is authorized to read data of the specified carrier 7

SHTHORITY —CHECK ©OBJECT 'S_CARRID
ID 'CARRID' FIELD pa_car
ID 'ACTWT' FIELD actwi_display.

WHEM 0. " User is authorized

SELECT carrid connid fldate seatsmax seatsocc FROM sTlight

INTO CORRESPOMDING FIELDS OF wa_f1ight
WHERE carrid = pa_car.

wa_flight-percentage =

100 % wa_flight-seatsocc / wa_flight-seatsmax.

APPEND wa_flight To it_flight.
ENDSELECT.

IF sy-subrc = 0.
SORT At_flight BY percentage.
LOooP AT t_ 'I"|1g_h1: INTO wa_T1ight.

WRITE: / wa_Tlight-carrid COLOR COL_KEY,
wa_f1ight-connid CoLOR COL_KEY,
wa_T1ight-fldate COLOR COL_KEY,
wa_f1ight-seatsocc,
wa_Tlight-seatsmax,
wa_f1ight-percentage, '%'.

EMDLOOP.
ELSE.

WRITE: 'MWo ', pa_car, 'flights found !'.
EMDIF.

M COTHERS. User is not authorize

WRITE: / 'authority—Check Error' (0010

EmMDCASE.
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You can see that a check is made on the authorization object “S _CARRID”.

When executing this report the system will check the profiles assigned to the user and
look if this authorization object is available. If not, the system will respond with a Sy-
subrc <>0 and display the output message ‘User is not authorized’. If the authorization
object is available via one of the profiles in the user master record, then the system will
check if the field values for this authorization object correspond to the ones defined in the
coding. If this is not the case, the Sy-subrc will also <>0.

If every check is ok; then the report will be executed as normal.

2.4.2. Starting SAP Transactions

When a user starts a transaction, the system performs the following checks:

* The system checks in table TSTC whether the transaction code is valid and
whether the system administrator has locked the transaction.
* The system then checks whether the user has authorization to start the transaction.

The SAP system performs the authorization checks every time a user starts a
transaction from the menu of by entering a command (directly entering the
transaction code into the command field). Indirectly called transactions are not
included in this authorization check.

* The authorization object S TCODE (transaction start) contains the field TCD
(transaction code). The user must have an authorization with a value for the
selected transaction code.

* If an additional authorization is entered using transaction SE93 for the transaction

to be started, the user also requires the suitable defined authorization object
(TSTA, table TSTCA).

Maintain Transaction
go & ol fa | @ T D

Transaction Code EP @

|-$’;r° Display | |;:9 Change | ||j Create |

If you make a copy of a standard transaction such as “BP” (business partner
maintenance), and display the information, you see the following:
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Change Dialog transaction

el e e LS Dl

Z_BP

Transaction text maintain Business Parners
Prograrm SAPLEUPL_DIALOG_JOEL

Authorization ohject YValues

Maintenance of standard transaction variant allowed

Classification !

Transaction classification

@ Professional User Transaction
() Easy¥eh Transaction Semice
[]Periasive enabled

U support

[w] SAPGLI far HTHML
[v] SAPGLI for Java

[v] SARGUI for Windows

You can enter an authorization object and authorization field values at this level,
meaning that when starting this transaction this authorization object will be
checked.

You can use existing authorization objects, but if a standard authorization object
does not fulfill your needs, you can also enter a new authorization object that you

have created via transaction SU21.

Remark: Transactions can also be blocked by using transaction SMO1.

Transaction Codes: Lock/Unlock

Lockfnlock

{1BEASBBES_BD_A1 {1BEA/R..
H1BER/BEEL_ED_B2 HBEAIR..
1BER/BBEL_BD_B5 HMBEA/R..

10008 | Maintain Billing Documents

10808 | Transfer Billing Docs to Accounting

10008 Display Collective Run Log
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Creation of new authorization fields via SU20

List of Authorization Fields

1/22/2008

Creation of new authorization object via SU21

List of Object Classes

W [ & T ¢ TcCodeassignment

O & & O

Authorization check fields

Autharization fid Data element Check table for F4 help  |Package

fEAPCHD AP JEAPCHD A LPPLICATION fEAPCHND/TEET A fEAPCHND/CUSTOMIZING
fSAPCHDICT JSAPCHD/COND_TABLE_ID |/ SAPCHWD/TES1 fSAPCHND/CUSTOMIZING
fEAPCHNDITY {SAPCHNDCOND_TYPE fSAPCHNDVCUSTOMIZING
fSAPCHD/US JSAPCHDFUSKEE fSAPCHNDYTEETY fSAPCHND/CUSTOMIZING
ABLPFORM SYFORMNAME SLEF

ACTARER SRMACTAR SRM_WF_PATH

BCTYT LCTIV_BUTH TALCT SUSE

ACT_GROUP LGR_NAME 5_FROFGEN

ACT_TYPE DWOT_MOTIF_ACT ]

ADCOMH AD_COMH TSAC SZAD

ADGRP LD_GROUP TSLDY SZAD

ADGRP_P AD_GROUP_P TSADE SZAD

ADMIN_TYPE CRMT_ISA_UA_ADMIMN_TYPE CRM_ISALES

ADM_FUNG MI_LCLADM_FUNC ME_CORE

BEFUN CC_REFUN CC

BENST LENST LG

AF_CHF_BSSIGMIP  |CHAR1 S_CHECK_RESULT_MANAGEMENWT
AF_GHF_CREATEIP  |GHAR1 S_CHECK_RESULT_MANAGEMENWT
AF_GCHF_REGISTER  |GHAR1 S_CHECK_RESULT_MANAGEMENWT

@3 Regenerate SAP_ALL

Ohj . C1. Short tert
Mot assigned to a class
aonn Obsolete futhorization Objects
OB Cross-application Authorization Objects
BEP BBP Component
BC_A Basis: &dministration
BC_C Basis - Development Enwironment
BC_Z Basis - Central Functions
BEA futhorization Objects for Bil1ling Engine
CLAS Classification
CHS Channel Management Solution
CRM CRM Component
C_My CRM Middleware
HR Human Resources
ICH CRM: Incentiwve and Commission Management
nph Quality Management
WF M Work Force Management
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Select the correct Object class, and you get a list of all authorization object for this object

class.

Example: for object class “CRM”.

List of objects

0 & O ¢ & o Documentation

@3 Regenerate SAP_ALL

Ohjects in class

CRM CRH Component

Object

Short text

CRM_PRP_EFP
CRM_PRP_MT
CRM_MAP_FM
COM_IL

CRM_CIC OT
CRM_CHM_PS
CRM_CHM_WL
CRM_ISA_LIM
CRM_MPL_AD
CRM_MPT

CRM_DLM

CRM_ORD_OE
CRM_CO_FU
CRM_CO_SE
CRM_CO_SA

Luthorisation
futhorisation
futhorisation
duthorization
Luthaorization
Lutharization
Luthorization
Luthorization
Luthorization
buthorization
buthorization
duthorization
Luthaorization
Lutharization
Luthorization

Object for PPR Maintenance wia BAFI

Object for PPR Maintenance wia PRP AFI

object for CRM MKT Mapping Tool

Check Tor Relationships

Ohject CRWM , CIC - Check Owerriding

Ohject CRM Channel Mngt. - Partner Self Serw.
Object CRM Channel Mngt. - YWiew Restriction
Object CRM IS8 - User Administration

Object CRM Marketing - General Settings
Object CRM Marketing BusObject Marketing Plan.
Object CRM Marketing Business Object Deal
Ohject CRH Order - A17owed Organ. Units
Object CRM Order - Bus. Ob. Sales Contract
Object CRM Order - Bus. Ob. Serwice Contract
Object CRM Order - Bus. 0Ob: Financing Contract

You can create here your own authorization object within this object class.
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Object ZBUS_PAORT < Name of the new

' vartner additional auth object| authorization object
lass CRM | CRM Compongn
Author

Name of Object class

Autharization fields

Enter here the authorization fields, which

should be checked for this authorization
object! You can use existing ones, or a new

one created via transaction SU20.

Authorization object documentation
|g§' Create ohject documentation

Further authorization object settings

[ ] Gonversion for authorization fields allowed

W Field maintenance 3%

* The system checks whether the transaction code is assigned an authorization
object. If so, a check is made that the user has authorization for this authorization
object.

You can check this via Transaction code SU24.
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2.4.3. Starting Report Classes

You can perform additional authorization checks by assigning reports to authorization
classes (using report RSCSAUTH).

Maintain/Restore Authorization Groups
@

Report choice

Program narme to
Authorization group (SAP) o
Application o E
Logical database to H
from application o E

Autharization groups

haintain
[v] CreateiChange
Copy authorization groups from

Default authorization group
Repart tree

Festare f Transport
[]Testrun
[ IRestore
[ | Restore with transport

You can, for example, assign all PA* reports to an authorization class for PA (such as
PAxxx). If a user wants to start a PA report, he or she requires the appropriate
authorization to execute reports in this class. Predefined report classes are not delivered.
You must decide yourself, which reports you want to protect in this way.

Consider the following:

» After you have assigned reports to authorization classes or have changed
assignments, you may have to adjust objects in your authorization concept (such
as roles (activity groups), profiles, or user master records.

* There are certain system reports that you cannot assign to any authorization class.
These include:

0 RSRZZLGO
0 STARTMEN (as of SAP R/3 4.0)
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0 Reports that are called using SUBMIT in a customer exit at logon (such as
SUSR0001, ZXUSRUO1).
* Authorization assignments for reports are overwritten during an upgrade. After an
upgrade, you must therefore restore your customer-specific report authorizations.

2.4.4. Calling RFC Function Modules

When RFC Function modules are called by an RFC client program or another system, an
authorization check is performed for the authorization object S RFC in the called system.
This check uses the name of the function group to which the function module belongs.
You can deactivate this check with parameter auth/rfc_authority check.

2.4.5. Checking assignment of Authorization Groups to Tables

You can also assign authorization groups to tables to avoid users accessing tables using
generic access tools (such as transaction SE11, SE16, SM31, OBAS5 and so on). A user
requires not only authorization to execute the tool, but must also have authorization to be
permitted to access tables with the relevant group assignments. For this case, tables are
delivered with predefined assignments to authorization groups. The assignments are
defined in table TDDAT; the checked authorization object is S TABU DIS.

Remember that changing the assignment of tables is a modification of standard SAP; you
are recommended to only modify those tables where the risk is very high. (i.e., that
incorrect changes can result in inconsistent data or an unwanted system response for
Customizing tables).

You can also use Transaction code SE54 to access this assignment.

Generate Table Maintenance Dialog: Initial Table/View Screen

Edit Tablerdews | Edit Function Group | EditWiew Cluster | Edit Wiew Yariant

Tahlefview BUTOO0 [=) Test |

Edit Tableniew

() ABAP Dictionary R Delete |
() Generated Objects |ﬁ|’ Deleta |
I Authorization Groups

@ Assign Authoriz. Group

|63:r° Display || CreatefChange
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If necessary you can also use authorization object S TABU _CLI for cross-client table
maintenance, in addition to authorization object S TABU DIS.

As of SAP release 4.6. You can also use the new authorization object S TABU LIN,
which enables you to grant authorization for specific lines of a table. You can use this
object to restrict access to certain data ranges and work areas within the table, for
example, to specific plants, or company codes.

2.5. Analyzing Authorization Checks

If you do not know the required authorizations for a transaction, you can determine them
in the following ways:

2.5.1. System Trace

You can use the system trance function (transaction STO1) to record authorization checks
in your own and in external sessions, if the trace and the transaction to be traced are
running on the same application server. The trace records each authorization object that is
tested, along with the object’s fields and the values tested.

System Trace

| | T Trace an ||@ Trace nff| | | |ﬂ Analysis ||B Save | | |ﬂ Online Documentation |

' ' Trace switched off (main switch off)

Last chanoed onfty
17.11. 2005 ©1:00:26

=

Trace companents

Authorization check
kern
General Kernel

DB Access (SGL Trace)
Tahble Buffer Trace
RFC calls

Lock aperations

DOO0 OO
%]

| B General Filters |

You will use this in certain cases to check authorization problems when you’re not using
the standard SAP GUI. (Example, in the Bex analyzer, the IC Webclient, PCUI screens)

© 2007 Contact Author: davy.pelssers@contactoffice.net



DavyPelssers Page 57 1/22/2008

Suppose you are launching a BW report in the BEX analyzer. The consultant (who has
SAP_ALL authorization) is able to launch this report without any problem, but the end-
user which has certain Customer Defined roles, is having problems when launching the
same report.

Since performing an SU53 authorization check is useless in such a case, you still can use
the STO1 trace.

This trace is also useful in case you use PCUI screens or the IC Webclient.
- Procedure:

Flag the ‘authorization check’ field and next, by pressing the button ‘general filters’ you
can choose for which user you want to activate the trace!

RFC calls |

Systern Trace: Genearal Filter

Lock operations

Lock Without Reference to Trace Type

|? General Filters | Trace for process number only

Trace far user anly DAYYP|

Trace for transaction only
Trace far pragrarm anly
(either on

| X
Next, push the button “Trace on”.

System Trace

@| t Traceaon G Trace off |

Let the user who has the authorization problem perform the action(s) again in the system.
After the user encountered the problem again, push the button “trace off” and press the
“analysis button”.

@@ Trace off | D,| Bl Analysis
A

On the next screen below, check/flag the ‘authorization check’ field and press the execute
button.
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Options for Trace Analysis

Ol 8B F

User name;
Client:
Work Process:

Trace Records

[w] Authorization check
[]kernel Functions
[]General Kernal

DAYYP
200

Transaction:
[ DB Access (SOL Trace)
[ ] Tahle Buffer Trace
[]RFZ calls

||:| Lock operations

Duration C=us):

Max Mo, Records: 10.000
From: 03.01.2006  / 14:49:37
To: 03.01.2006 / 15:04:37

Tahle Restriction {Only S30L and Buffer Trace)

E De1e
E pe2o

| =

Mare tahles

File selection

@ Active Trace File
() Other File

=]

1/22/2008

In your result screen below, you can see that all checks were positive (dark green color)
meaning that all authorization checks so far did not pose any problem. In case of a lack of
authorization you will see another color, and a return code (RC = 0) different from “0”.

Trace display

Client: 2008 User: DAYYP Transaction Trans ID: 4F4ESDOCY19944BOGACEET6C89B73817F

Work process 1 PID 0] Date: 03.01. 2006 Start: 14:59:12:499 226 Finish: 14:58:12:567 . 474
First Block of Dialog 5tep Last Block in Dialog Step

Block Yersion: 476 Wo. of records: 2 File Yersion: 1

-———
14:58:12:507| AUTH | - - - |5_CTS_ADMI RC=0 |GTS_ADMFCT=TABL;
Client: 208 User: DAYYP Transaction Trans ID: 4F4ESDOC19944B0GICEO16C89B73817F
Work process 1 PID 0] Date: 03.01. 2006 Start: 14:59:20:698 534 Finish: 14:59:20: 26.057
First Block of Dialog 5tep Last Block in Dialog Step
Block Yersion: 886 Wo. of records: 5 File Yersion: 1
_-__—
14:59:22:978| AUTH | - - - |B_BUPA_RLT RC=0 |ACTYT=@1;RLTYP=BDBOEE;,
14:58:23:49 |AUTH | - - - |B_BUPA_RLT RC=0 |ACTYT=@1;RLTYP=BDBOEE;,
14:58:23:49 |AUTH | - - - |B_BUPA_RLT RC=0 |ACTYT=@1;RLTYP=BDGO@E;,
14:58:25:812|AUTH | - - - [SGUI  RC=0 |ACTWT=61;

10 Records Read
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2.5.2. Authorization error Analysis

You can use transaction SU53 to analyze an access-denied error in your system that just
occurred. You can use transaction SUS53 from any of your sessions, not just the one in
which the error occurred. You cannot analyze an authorization error in another user’s
logon session from your own session.

With this transaction you can check what authorizations are checked when a user is using
a transaction and seems to be blocked because of authorization issues.

(Usually he gets the message: “you have no authorization ....”.)

Although the user has a role (profile) allocated to his user-profile with the transaction in
that role, he is blocked at a certain moment. This may be possible, because when
performing a certain transaction, the first thing that is checked is whether you have
authorization for the object “S_ TCODE”. If so, and this will always be the case when you
have added the transaction into the role, then he will be able to launch the transaction, but
that’s all. If relevant transactions are used or authorization objects that are not standard in
the transaction, but for which the user needs to have authorization, then you need to
perform the transaction SU53 at the moment you are blocked to see what is checked on
the one hand, and what the user has authorization for on the other hand.

This allows you to make the necessary changes to the role by manually adding the
necessary authorization objects into that role with the limitations on the fields you want.

[EYNTEYSITY (SR Ry Sy ey L R P P[P N LTy ey Sy PRy P}

v .
¥ . Check S5_TABU_DIS|Table Maintenance (via standard tools such as SHM30)
w¥ . Check Autharization Check for Transaction Start

w¥ . Check S_TRANSLAT|Translation environment authorization object

- kel S TONKRCODDT I Tramernmrt Memamtd soe

You can perform this SU53 by typing in /nsu53 in the screen where you were blocked for
this transaction:

Menu  Edit  Eaworit

Example:

@ fou are hot authorized to use transaction WAD1

This means that the user has this transaction not within a role allocated to his user-profile.
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Dispiay Authorization Data for User TESTAKN

]
lser : TESTAKN
System: EE1 Client: 200

The follaowing authorization ohject was checked:

Ohject S5_TCODE Luthaorization Check for Transaction Start
Ohject claszs ARAB Cross-application Authorization Objects

Field Walle

Transzaction code
W AEN

fvailahle authaorizations for the object in the master record:

Ohject 5_TCODE Luthorization Check for Transaction Start
Luthorization T-E148008901 Exists in user buffer
Frofile T-E1480089
Role Z_PEE_SN_DISPLAY
Field Values

Transaction code
fPEUYMMO2 5053

This is the result of performing the transaction SUS53.

The first part always shows you what the system checks, and the part below shows you
the authorizations that are available for the user and in what role(s).

You can see that the check on the authorization object S TCODE is relevant in this case,
and that it’s not available in the role Z PEE SN DISPLAY for the transaction VAO1,
since the only transaction he may execute are /PEU/MMO02 and SUS3.
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3. Testing the roles

During an implementation of for example the SAP CRM module, you will make up the
necessary single and composite roles.

As I explained before you will create the following:

* A basic role, which will be assigned to every SAP user (it contains authorizations
that are necessary for all end-users such as printing authorizations, possibly SU3
for maintaining his/her preferences, SU53 to check for authorization errors and so
on.

* Single Roles: a single role usually contains the authorizations to perform a
specific task such as creating a Marketing plan, or creating target groups in case
of marketing and campaign management.

* Composite roles: composite roles could contain several single roles. Depending
on how you want to setup your role definitions, you could decide in this case to
create a composite role for a Marketing manager who will have several single
roles.

During an implementation it is important that you test the complete functionality
(customizing and developments) initially with a super-user who has the authorization
profile SAP_ALL, to ensure that everything works as designed independent of
authorization issues.

UNIT TESTING

Next you will start with the unit testing, where you will test every single role you have
defined. This can be tested by the corresponding key-users (it is best to have the single
roles tested by a key-user for the specific domain/module like FI, MM, SD and so on.

You should make sure not only that you are able to perform the tasks such as processing
transactions in the system (positive testing), but also check that you are NOT able to
perform things in the system you should not be allowed to (Negative testing).

Once you have done the entire unit testing you can start with the integration tests.

INTEGRATION TESTS

Once the unit tests are done, the roles must also be tested during the role integration test
phase. The objective of the unit tests was to ensure that the role functions properly,
meaning that the transactions contained in the role can be executed.

For integration testing, the responsibility usually lies in the hands of key users and/or
power users who are well familiar with the business processes that need to be tested and
who have a basic understanding of the authorization concept and checks.
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Usually the key user will logon with a user who acts in a certain function such as
marketing manager or master data administrator and who has assigned one or more
composite roles to his user-id.

Again you will do positive and negative testing during this integration test. First you will
make sure that all activities, transactions, reports and so on can be executed. Next you
will ensure that for example a specific transaction can be executed, but for example only
in display mode or for a certain organizational level (such as company code, sales
organization).

Often you will see that a single role works as designed, but that the combination of
several roles (assigned in a composite role) can cause security problems, since an
authorization object can occur in more than 1 transaction and have different values in one
single role opposed to another single role. Since the SAP system does the authorization
check on the entire authorization profiles you have assigned to your user-id and adds up
the authorizations you have, this could result in conflicts.

Example:

Suppose you have a single role Z MARKETING PLAN where you have values
maintained for authorization object CRM_CPG where you are allowed only to
DISPLAY marketing campaigns (Value 03).

In another single role Z MARKETING CAMPAIGN you also have this authorization
object where you are allowed to create/change and display a marketing campaign.

Both single roles are assigned into the composite role Z COMP_MARKETING.
Since you have the composite role assigned to your user-id and in one role you have all

authorizations assigned for maintaining campaigns, this value will overrule the
restriction, which was made in the single role Z MARKETING PLAN.
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4. User Maintenance

With user maintenance, an administrator can create a user master record for every user,
so that the user can log on the SAP System. You assign one or more roles to the user
using the user master record to determine which activities are contained in the user menu
and which authorizations the user has.

User master records are client-specific. You therefore need to maintain separate user
master records for each client in your SAP System. You can use “Central User
Administration” to simplify cross-client user administration. Maintaining centrally
administered users is slightly different from user maintenance without CUA.

The overview in this book is restricted to user administration without CUA.

4.1. Creation of a User in the CRM system

The existence of a User Master Record is a prerequisite for logging on the SAP system,
being R/3, CRM, BW, SAP Portal. To uniquely identify a SAP user, each user must have
a unique master record, where personal data is saved and authorizations are granted by
assigning (composite) roles. Technically, authorizations can also be assigned to users
through single roles, composite profiles and single profiles. But from my point of view,
the best way is assigning roles, and more specific composite roles.

Note: the procedure for creating users is the same in R/3, BW or CRM system. Below I
explain this for the CRM System.

Procedure:

Start user maintenance via the menu:

Sap Menu =2 Architecture and technology 2 System Administration 2 User
Maintenance 2 Users (SU0I)

You can also directly access user maintenance via the command SUO1.

The initial screen will look like this:

Edit Goto Information  Erwironment  Systern Help

& BjaE @ oHEE A

User Maintenance: Initial Screen
O 2 s O D8 A

User @

Alias
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4.1.1. Display user information

To display a user, just type in the username and press the display button. S
If you don’t know the username by heart, you can look up any user by pressing the input-

help button.

User |

You get a popup screen with different search criteria.

Festrict Walue Range

LIsers by Roles Users by Lser Groups (General) | EE

lsers by address data

ser | Lsers by Logon Data

LIser group Users by Profiles

Lisers by Roles

v Lzers by Llser Groups (General)

Restrict number to 500 []Ma restriction

¥ iy R

You will see that there are different tabs on the user maintenance screen.

1) Address Data
Use the address data tab page to record a specific user’s address data. You must enter at
least the user’s last name here. This information is meant to identify the actual employee

(first name, last name, department, phone number, business address and so on).

The User ID can be up to 12 characters. When creating usernames it is useful to make up
naming conventions to make the usernames transparent for maintenance purposes.

Example: First 8 characters of the last name, followed by the first two characters of the
first name.

Pelssers Davy - PELSSERSDA
Clinton Bill - CLINTONBI
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Use the Logon data tab page to maintain user information in the user master record. Here
you can set the initial password (this is the password the end-user or employee needs to
enter the first time he logs on to the SAP system — at that moment he will get a popup
asking him to re-enter a new password of his own choice) and the user group.

If necessary, the administrator can restrict the validity period of the user master record.

You also can assign an alias up to 40 characters to a user to specify more descriptive
names.

User Groups

User groups are basically used to distribute user maintenance among several user
administrators. Only the administrator that has authorization for a group can maintain
users of the group. If you leave the field empty, the user is not assigned to any group.
This means the user can be maintained by any user administrator.

You can create and maintain user groups within the user maintenance screen, via the
menu path: Environment 2 User groups 2 Maintain

Userpnames Edit Goto  Information

2 d |

Environment Systern Help

Mass changes

i i Archive and read r
Maintain User o
Maintain profiles Fa
%2 & Licence Data & References Maintain authorization
Lser groups k Maintain
Llzer DAAYP
Maintain roles %ShifHF'l Display
Last Changed DAy P B5. 01
User Types

The user type attribute indicates how the user’s access to the SAP system is defined. SAP
distinguishes among the following user types:

* Dialog user:
User type for exactly one interactive user (all logon types including Internet users).
During a dialog log on, the system checks whether the password has expired or is initial.
The user can change his or her password himself or herself. Multiple dialog logons are
checked and, where appropriate, logged.
Every employee should generally be defined as a dialog user.

e Communications:

User type for dialog-free communication between systems (such as RFC users for ALE,
Workflow, TMS and CUA):
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= A dialog logon is not possible

= Whether the system checks for expired or initial passwords
depends on the logon method (interactive or not interactive). Due
to a lack of interaction, no request for a change of password
occurs.

*  System:

User type for background processing and communication within a system (internal RFC
calls).

= A dialog logon is not possible

= The password change requirement does not apply to the passwords,
that is, they cannot be initial or expired. Only a user administrator
can change the password.

=  Multiple logons are permissible.

o Service:

User type that is a dialog user available to a larger, anonymous group of users. Assign
only very restricted authorizations for this user type.

= During a log on, the system does not check whether the password
has expired or is initial. Only the user administrator can change the
password.

= Multiple logons are permissible.

= Service users are user, for example, for an anonymous system
access through an ITS service. After an individual authentication,
an anonymous session begun with a service user can be continued
as a person related session with a dialog user.

* Reference:
User type for general, non-person related users that allows the assignment of additional
identical authorizations, such as for Internet users created with transaction SUO1. You

cannot log on to the system with a reference user. (You can deactivate this field in
accordance with SAP note 330067.
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3) Defaults

Address k Logaon data " Defaults k Farameters h Roles k

Start menu |

Logon Language EN

Spoal Caontral Decimal Motation
QutputDevice @ 1.234 567,89

(1,234 567.29
[] output Immediately ()1 234 557,849

[] Delete After Cutput

Diate Farmat

Fersonal Time Zone @) DDk Y
ofthe User ) MDD Y
Svs. time zone CET ) hibd-D Oy

e g DD
CATT MDD
[Jcheck Indicatar Y- MM-DD

You can use the defaults tab page to specify user defaults, such as the standard printer,
the start menu, date and decimal formats and logon language.

The user administrator does not have to maintain these settings necessarily, because users
can also maintain their own user defaults via transaction SU3. In that case however, the
users need to have this authorization in their basic user role assigned to their user master
record.

4) Parameters

Address h Logon data k Defaults ' Parameters k Roles k Profiles k Groups “. E
rParameterlD Pararmeter value Short Text E

COMMPRET_IND_0OB.J Prod. Maintenance Transaction: Including Individual E

CRM_DIS_CHAEMMEL 30 Distribution Channel E

CRM_ICWC_SHORTCUTS Show Kevboard Mavigation Shortcuts

CRM_ICWC_STATIC Dynamic § Static HTML Design

CRM_PROC_TYPE_OPP COPPT Transaction Type: Opporunity

CRM_PROC_TYPE_SAL TA, Transaction Type: Sales
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Use the tab page ‘parameters’ to set or get parameters to save default values for fields,
such as the company code, plant and so on.

Defining these preassigned values makes it easier for users to enter organizational units
when they encounter the units again. Maintaining the parameter values can help to reduce

mistakes during input.

Set/Get parameter ID

A field can be filled with proposed values from SAP memory using a parameter ID.

Example

A user only has authorization for company code 001. This company code is stored in
memory at the beginning of a transaction under the corresponding parameter ID. Fields
that refer to the data element are automatically filled with the value 001 in all subsequent
screen templates.

Dependencies

A field in the screen template is only filled automatically with the value stored under the
parameter ID of the data element if this was explicitly permitted in the Screen Painter.

5) Roles

Address k Logon data k Defaults h Parameters  Roles k Profiles k Groups “. EE

Reference User for Additional Rights

| | [Role

Yalid From  |Walid To Marme

B1 .06 . 200431 12,9999 8P 0 ATP - Customizing [«]
01 . 06. 2008431 .12.9999 |Customizing Project Team nE
A1 .06 200431 .12 9999 ABAP Entwickler [
b1 06,2004 (31 12,9099 \Basis: Administrator Authori: |
A1 06, 208431 .12 .9999 Activity Managerment
E1. 06, 2004 (31 .12.9998 \Business Parner —
B1. 06, 2004 (31 12,9999 ||PC Administration

SAF_BC_CUS_CUSTOMIZER
SAP_BC_DWE_ABAFDEVELOPER
SAP_BC_RRRE_S&E_ADMIN
SAF_CRM_ACTIWITY
SAP_CRM_BUSINESS_PARTHER
SAF_CRM_IPC_ADMIM

Q0 0 9 0 e 0
oo o066 v

Use the tab page roles to assign composite and/or single roles to assign the correct
authorizations to the end-user or employee. You can also enter validity dates, supposing
that you give authorization to someone on a temporary basis. By assigning a role to the
user, the corresponding active authorization profile will automatically entered on the tab
page profiles.
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6) Profiles

Address | Logondata | Defaults | Parameters | Roles  Profles | Gro

EIENEN=NE

| |Proiile Ty..|Text

|_ BAF AL @7 Al SAP Systern authotizations

|_ SALP_NEW [[3 &Nl authorizations for newly created objects

|_ T-C16700E8 IS Profile far role SAP_PCC_ACCOLUNT_MANAGER
| [T-C1578012 | @ Profile for role ZCERNUM_ALL

On the profiles tab page, you assign manually created authorization profiles and therefore
authorizations to a user. The generated profiles of the roles assigned to the user are also
displayed here.

Example:
In the screenshot above you can see that for my User ID two standard SAP Profiles have

been assigned (SAP_ALL and SAP_NEW). The other profiles are generated profiles
which are automatically displayed on this tab page, because they correspond to the roles
which are assigned to my user master record on the tab page ‘roles’.

Remember that end-users usually should not get those special profiles SAP_ALL and
SAP NEW as explained in chapter 2.3.6.

7) Groups

Logon data | Defaults | Parameters | Roles | Profiles  Groups | F'eran:nn...h

| lUsergroup  (Test

You assign the user to a user group on this tab page. This is purely a grouping that is
suitable, for example, for mass maintenance of user data (transaction SU10).
Assignments that you make on the ‘groups’ tab page are not used for authorization
checks that are specified on the logon data tab page using the User Group field.
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8) Personalization

// Defaults Farameters Raoles Frofiles Groups Fersonalization
IRNEEIVEIERIE EEE R EENE R TEY
Description Fersonalization ohject key

Area Menu Editor Settings AREA_MEML_SETTIMNGS

Highestwalue of shopping cartthatc... |BEP_APPROWAL_LIMIT

YWalue above which approval is neces.. |BEBF_SPEMDIMG_LIMIT

Amount Available to the Employves BEP_LUSER_BUDGET

Specifies the authorization level ofth... |BEP_WFL_SECURITY

Settings for Business Partner Mainte... |BUFPA_DIALOG_JOEL

Chaoose hetween 'Standard’ or ‘Advan.. [CRM_ACTMITY_EASYLI
maintain user specific views for facts.. |CRM_CCKPT_BPFS_LISERVIEWY
maintain view list for factsheet CREM_CCKPT_BPFS_LISERVL
maintain default views for factsheet CRM_CCKPT_DEFWVIEWS

IPM: User Settings for Rights Availabi.. |CEM_IPM_AWVAILABLE

On the personalization tab page, you can make person-related settings using
personalization objects. You can call this tab page both in role maintenance and in user
maintenance. Here you can preassign application parameters that include more
parameters than the user parameters provided by transaction code SU3.

Other Functions

User Maintenance: Initial Screen

D74 T 0o 4

X
User L pavre  [a)

On the initial screen you have several buttons, which allow you to do the following
things:
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* Create a new User O : you create a new user and fill out all the details as
explained before!

e Delete a user: use the trashcan icon T
* Copy auser [0 when copying a user you type in the username that you

want to copy, and press the copy button. You will get a popup asking you
what parts you want to copy. In the ‘TO’ field fill out the new username.

Copy Users

Fram DayY P
o DP.WF'

Choose parts

[ | Address

Defaults

User Parameters
Reference User
Roles

[w] Autharization Profiles
Llser groups
Personalization
Licence Data

SAP Easy Arcess Seftings

O ®

* Lock/unlock a userEl' : depending on the system profile parameters, it is
possible that a user can for example mistype his password up to 3 times.
At that moment the system will lock the user and he no longer is able to
log on to the SAP system. With this button the user administrator can
unlock the locked user!

* Change the password B4 with this button you can give a new initial
password to the user!
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4.1.2. Initial Data load for Users and Authorizations

You can imagine that for a large international company a lot of users need to be created
and maintained. For a smaller company this can easily be managed by one system
administrator in a manual way, but for very large user numbers this might be unfeasible.
Therefore SAP provides technical aid. You can either accomplish this with an ABAP
program that reads the data automatically, or with an external tool for creating and
managing user master records based on the standard SAP BAPI’s such as:

» BAPI USER CREATE

« BAPI USER GET DETAIL

» BAPI USER CHANGE

 BAPI USER DELETE

You can access the existing BAPI (Business Application Programming Interface)
overview directory via the transaction code BAPI.

BAPI Explorer
TR

[i®f Detail " [l Documentation | dEs Tools L 4 Project |

Method

USER.Create

Create auser

Hierarchical | Alphabetical | Functionality
[ Cross-Application Components [+ Creates a new user with the name USEEINAWE and the specified attributes
[ Gustorrier Relationship Manageri | An initial password and the surname in the address must be transferred.

¢ Supplier Relationship Managemer|

[> Enterprise Bujer Notes

Financials ’

Supply Chain Management

Knowledae Management The methed 15 completely mtegrated m the central user distribution.

S Basis Compaonents

E Business Management If'the method iz called in a system that is part of central user administration, the method behaves as follows:
ZomuLtiah Cenieallafaianicy If such a group is called in the central system group, this triggers the user distribution

[ ABAP Warkbench L . gromp, this g ’

[ Middleware

= Security Input for fields that cannot be mamtaned i the system are 1ignored, If, for example, fields are also specitied whose
b @ LAWConsEngine maintenance is only permitted locally, they are ignored in the central system when the method is called
[ @ LAWConsUser
[» @ LAWConsUserTyp If you want to assign profiles or roles to the user you created, use the ProfilesAssign and Actmtygroupsfssign methods.
[ @& LAWENDIne
b @ LAWSystem The Create method is obsolete and has been replaced by Createl.
[» @& LAWUger
P @ LAWUserType The only difference is that Create] has the additional parameter name_in which is a copy of the parameter
@ @ USER

TSERNAME, The two methods are functionally identical In some environments it iz not possible to specify the object

& UserName key in the Create method (class method).
> @ ActgroupsAssion

b & ActgroupsDelete
> @ Change

b ® Clone

I R Create

I [ Create’

I & Delste

b & Disnlay il
I @ ExistenceCheck
b & GetDetail

b [ cetlist Q
[ Q. LocActgroupsAssiarn
I R LocActgroupsDelete
B & LocActgroupsRead L

IFEAPI USER_CREATE is called as EFC, you must not conwvert it, although conversion 15 unproblematic.
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Alternatively you can also use SAP CATT (Computer Aided Test Tool). The advantage
here is that you do not need any additional programming. You can launch the CATT via
the transaction code SCAT.

Computer Aided Test Tool: Initial Screen

@ e (@ 0] 12% | B 3066

arnane fawvnritas

4.2. Creation of a User in the SAP Enterprise Portal

Users in the portal and the CRM system are linked to each other, based on a single sign-
on.
You give the same Username here

First logon to the portal by entering your username and password.
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Welcome

Meswy Here? Regizter Mowe ...

|user D = [ |

| Pazsword * [ |

Log on

Logon Problemsy  Get Support

SAP NetWeaver”

As User-administrator you will have the role “user_admin_role”.

I Marme

| ] | Eﬁ |user_admin_rn:nle |pn:d:pnr‘tal_n:nrdemiadministratarJ‘user_admin

Select the navigation link “User Administration

2

r Infarmstion

You will get the following navigational submenu:

_CRM Portal WFM Calculstion Services Workflow  Portal KM Knowledge Bases  Knowledge Base Workbench  Content Administration
g | Repl

- e | | R | g | Repli | Impo

Users | |

U=ser Administration
t

Create User

By selecting the link “Users” you can create a new User.
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General Information

User "

Automatic Password Generation:
Defing Password: !

Confirm Password: '

Last Mame:*

First Mame:*

E-Mail Address:*

Form of Address:

Langusge:

Activate Accessibility Features:

Account History

“alid From: 120 202005

Walid Ta: 1M 242500

Contact Information

Telephone:

Fanc

kil

Street:

City:
StateProvince:
ZipPostal Code:
Couritry:

Time Zone:

Page 76

“ERMASSEMS
r
amen
amen
WEIMESSen
Jet
jet vermaszzeni@hotmail com
Meneer
Dutch (Belgium) b

r [Screen reader reguired)

039773322

lange laan 32

leLren

3000
Belgium ~

GMWT+00:00 OAET) Wiestern European Time

Next, press the create button at the bottom of the screen.
You will get a next screen with all information you entered.
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View User
“iew the profile belowe. You can modify the profile by clicking on the "Modify" button belowe. You can use the expandininimize icon on the far right of each section to use the space efficiently.

General Information

User ID: YERMASSEM

Last Matme: ‘ermassen

First Matne: Jef

E-Mail Address: jef vermazssen@hotmail.com
Form of Address: Meneer

Language: Dutch (Belgiurm)

Account Status: Artive

Account History

Dite
12-Dec-2005 11:43.47 Mew account created
12-Dec-2005 00:00:00 - 3 -Dec-2500 00:00:00 Account Valid Date
12-Dec-2005 11:43:47 Last Password Chande
Contact Information
Telephone: 039773322
Fax:
Mobile:
Street: lange laan 32
City: leuven
StateProvince,
ZipPostal Code: 3000
Country: Belgium
Time Zone: GhT+00:00 OWET) Western Eurcpean Time

Additional Information

Position:
Department:

Moty Copy to Mew
As a next step you will want to assign Portal roles to this user.

To do this, you need to click on the navigation link “roles”.

——— —_
CREM Portal WM Calculation Services

z | Groups | U=zer Mappi

There are two ways to assign a role to a user. Either you select a role, and edit it to assign
new users. Or you can select a user, edit the user and assign a new role for this user.
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Example: (edit a user to assign a new role)

I select the user “VERMASSENJ” that I just have created and press the start button.

| [Stant]

| Search i VERMASSEN.

You will get a result-list! In this case there will of course only be one entry.

WERMASSEN Yermassen, Jet

< |

Press the link “edit”. In the screen below you can see that this User has no roles assigned
at this moment.

Detailed Information Role Assignment
. e f e
I " | e e
| Unigue 1D |USER PRIV ATE_DATASOURCE.UN:Y|
I Last Mame |Vermassen |
| First Mame: | Jet |
| Pasticn [ |
Z==)=
| Telephone [osa77a322 |
| Makile [ |
| E-Mail Address |ief vermassen@hotmail com |
| Department [ | | Search

Add

To assign a new role, search the role you want to add.
By typing in “*”, you will get all available roles for Portal Usage.
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| Search [*erudictt [ | Start |

com.zap pot.orm.sapses erudict_marketing_role | pod:portal_content/ErudictRoles

|:| ﬂ com.zap. pct.orm.sapses erudict_sales_role pcd: pottal_content/Erudict/Rales

As you can see two roles have been created, a marketing role and a sales role.

Select the role you want to add for the user (flag the checkmark before the role-name)
and press the “add-button”.

ISearch |*erudi|:t* | | Start |

com.sap.pct.crm.sapses erudict_marketing_role . pod portal_contentErudictRoles

ﬁ com.zap pct.orm.zapses erudict_zales_role ped: pottal_contertErudictRoles

]

In the role assignment, you will now see that this role has been added for the user
VERMASSENI.

1
D

com.zap pct.ocrm.zapzes erudict_sales_role | pod: portal_contentErudictiRoles

BEHEE
N
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Press the save button.

Detailed Information
=zer ID
hlame
Uricjue 10
Last Mame
First Mame
Pozttion
Telephone
hokile
E-Mail Address

Departmenit

Page 80

WERMASSEN

“Yermassen, Jef

USER PRIVATE_DATASOURCE Ln:Y
Yermassen

Jet
088773322

jef vermazseni@hotmail.com

1/22/2008

Role Assignment

Aszigned Roles
o]
1 g‘j com.zap pot.crm sapses erudict_sales

Search |*erudic’[* | | Start |

Roles

18]
i Ej com.sap.pct.crm.sapses erudict_market
O E‘j Com.Eap.pct.orm. sapses erudict_sales _

The first time that the user VERMASSSENIJ will logon to the SAP Enterprise Portal, he
will use the Username and password that you created in the CRM system
(VERMASSEN]J with initial password ‘init’).

Now the system will ask him to change his password, since the one he entered was only

an initial password.

Welcome

D Pazzword has expired

Change Password
I=er |

Old Pazsword
Mewy Password

Confirm Pazsword

I Change || Cancel |
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4.3. Creation of an Employee in the CRM system

You already have created the User ID’s for your employees in the CRM system and for
the SAP Enterprise Portal.

There are 2 steps left to do now. First you should create a Business Partner for each
employee (account managers and/or marketing people) and link this business partner to
the USER-ID.

Next you should assign this business partner in your organizational model.

Example:

In the previous chapters you already created VERMASSENJ (who is an account manager
of the company XYZ) as user on the CRM system and on the SAP Enterprise portal.

Now you will create him as an employee in the CRM System.

Menu  Edit  Favorites  Eutras

& | td T

Stepl: Launch transaction “BP”.

Business Partner  Edit  Goto  Extras  Emvironment  Systern Help

& BldHICa@ DHE DDon I BEE
Maintain business partners

| [ Person | [] Organization [ Group | = | | General Data
KIKIRE

Wiorklist

) arch[ﬂ\\\’|

Find Persons B By 4 Mame g

Last Name
First Mame

Start ’ﬁ‘

Press the button ‘create person’.
In the next