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1: Introduction

This research paper explores the ways in which traditional paper-based archival
principles and practices, based on the requirements of a knowledge system built on
physical forms (papyrus, parchment, paper), are being applied to the development of
repositories designed explicitly for the long-term preservation of digital materials.

Though debate remains active, the archival community has gradually coalesced
around a set of high-level principles and practices generally agreed as representative of
the core values of archival activity: the sanctity of evidence; the preservation imperative,
the primacy of the record; respect des fonds, original order and provenance; and
hierarchy in records and their collective description. These traditional archival principles
and practices are defined, then trandated into digital repository architecture designs
through an analysis of the Open Archival Information Systems reference model (OAIS).
Areas of active research on this subject are examined in a set of case studies.

Today, information technologies that are increasingly powerful and easy to use,

especialy like those that support the World Wide Web, have unleashed the

production and distribution digital information. Such information is penetrating
and transforming nearly every aspect of our culture. If we are effectively to
preserve for future generations the portion of this rapidly expanding corpus of
information in digital form that represents our cultural record, we need to
understand the costs of doing so and we need to commit ourselves technically,
legally, economically and organizationally to the full dimensions of the task.

Failure to look for trusted means and methods of digital preservation will

certainly exact a stiff, long-term cultural penalty.t

Archivists are cultural heritage professionals in the role of caretakers of arguably
the most important knowledge of our age. The custodial responsibility for society's

memory is imbued with immense responsibility, and fraught with technical and social

difficulties, yet archivists have regularly been up for the challenge:



The archival community ...work[s] to define and promote the socia utility of
records and to identify, preserve, and provide access to documentary heritage
regardless of format. Archival holdings are noncurrent organizational records of
enduring value that are preserved by the archives of the creating organization

...The archival perspective brings an evidence-based approach to the management

of recorded knowledge. It is fundamentally concerned with the organizational and

personal processes and contexts through which records and knowledge are created
as well as the ways in which records individually and collectively reflect those
processes.’

Traditional archival principles and practices were based on the requirements of a
knowledge system built on physical forms. papyrus, parchment, paper. Even as these
forms became intellectually complex (photographs, audio recordings), they retained a
physicality that grounded archival practice fully in the ream of the senses. Digital
materials are now largely invisible, while their complexity increases exponentially. Seen
as aflickering ones and zeros mediated by a computer screen, these digital materials have
lost the sense of historicity that previoudy radiated from the most profound works of
collective memory. Digital materials, still imbued with evidentiary and informational
value, are abstracted from the archivist's physical sensations, causing a profound,
elemental rethinking of the archivist's creed.

While mankind has kept records from the beginning of society, modern archival
principles and practices came to fruition in the second half of the 20th century, stimulated
(certainly in the United States) by the explosion of government records generated by
World War Il. The first task of archivists in the post-war period was to attain physical
and intellectual control over the rapidly proliferating records in their possession. Digging
out from under the mountain of paper proved to be difficult, but the intellectual

disinterring imposed a self-analysis upon the profession, leading to the devise of common

practices for archival science, spearheaded by T.R. Schellenberg of the National Archives



and Records Administration (NARA).® The contemporary digital explosion, and the
transforming qualities of digital materials, has similarly exacted a profound sense of self-
reflection by the profession. Dr. Patricia Galloway of the University of Texas has argued
that archival terminology based on paper-based materials cannot be transated into the
world of digital materials,* but the core principles and practices of archival science
remain important to the study of digital information, and the application of these
principles and practices to digital systems promises to have significant value for society.
The modern archival challenge is the testing and application of appropriate traditional
principles and practices to a consideration of digital materials.

Digital preservation has been defined as the managed activities necessary for
ensuring both the long-term maintenance of a bytestream of digital data and the
continued accessibility of its contents.®> Digital preservation makes significant demands
on archivists, many of whom are technically and fiscally ill-equipped to deal with the
complexities of the issue, but the archival community's experience in managing physical
materials implies an expertise that can be brought to bear on materials in digital form.
Thus, archivists have joined the research community of academics and university
aliances, standards-making bodies such as the World Wide Web Consortium (W3C),°
and open source and forward-thinking commercial software developers to attempt to gain
some control over the management and preservation of digital materials:

Archivists have accepted the challenge, and the responsibility, to collect, preserve,

and protect this fragile, constantly changing record of who we are and what we

do. From the smallest shoe box stored in a hall closet to the voluminous National

Archives, documents and memorabilia require specia handling and an awareness

of the materials particular value and possible use. Archivists are trained and

experienced to deal with the various questions and problems which arise in the

preservation of such material. They are able to bring a specialized perspective and
an informed interpretation to decisions concerning the material's worth and



usefulness. They are familiar with the nature and characteristics of all types of
human documentation—from ancient Egyptian papyrus to contemporary
computer e-mail. And archivists understand that within each document is a drama,
behind each letter or photograph is a person. They are safe-guarding not the
residue of our culture, but the immediate and permanent resources which will
define who we are and explain what we did, for posterity.”

The core archival principle of responsible custody is manifested in the digital
arenain the form of the digital repository, but despite several decades of awareness of the
acute digital preservation needs, the development of trusted repositories in the digital
world which echo the physical spaces of traditional archives has been marked by small,
tentative steps. An analysis of the architecture of modern digital preservation systems

must begin with the identification of centrally established doctrines from the brick-and-

mortar world of archival practice.

2: Methodology

The list of traditional archival principles and practices examined in this paper has
been developed from an exhaustive review of the literature on traditiona archival
practice. After introducing and defining the essential archival principles and practices, |
will explore the efforts that have been made in the information science community to
articulate those principles and practices in digital repository system design. These high-
level mappings are best represented by the Open Archival Information System (OAILS)
Reference Model (RM), an international standard which has become an important model
for the information science community. | provide an overview to this model, noting the
political processes surrounding its development that introduced archival values into its

design. The discussion of the OAIS RM provides the context in that the previously



defined archival principles and practices become mapped to functional requirements for
digital repository architectures. In addition to the OAIS RM, | will discuss other paths of
research that have introduced archival influences on system design, and include mappings
of these components to repository architectures.

| will then use the case study method to look more explicitly at a set of pre-
operative or operative digital repository architectures strongly influenced by the OAIS
RM in their repository design. These case studies are informed by persona interviews
conducted with significant contributors to these systems. The individua cases were
chosen by analyzing the available literature on OAIS-compliant repositories, and then
selecting the small subset of institutions that were implementing, or attempting to
implement, these repositories. A selection of the key individuals working on these
projects was then contacted. The names and contact information were gathered from
publicly available documents supporting these research efforts. Initial contact with the
repository staff was made through electronic mail, and follow-up appointments were then
scheduled, either in person, or by telephone. The interviews covered a broad range of
subject areas related to the design of digital repositories, but were concentrated on
analyzing the ways in the which the OAIS reference model had been applied to that
particular institution's repository design methodology.

The growth in any domain of knowledge rarely develops cleanly. | have
attempted to present the development of archival thought and the associated repository
architectures in as succinct a line of intellectual succession as possible for the sake of
clarity, while fully understanding that it's often difficult to acknowledge any single source

for new intellectual ideas. Additionally, the research into digital repositories cuts across



several domains of knowledge, with little agreement on the semantics of words like
information, record, item, data, etc. | have appended a glossary that defines particularly
fuzzy terms for the reader. These definitions are drawn from differing domains of

knowledge in the information science world, and | have noted the source of each.

3: Principlesand Practices of Archival Science

Museums, libraries and archives are cultural heritage institutions with overlapping
missions, though the archival community's intellectual mission may be the most
misunderstood of the three® The archivist's methodological approach has developed
through the intersection of high-level principles and hands-on practices. The principles,
developed over centuries,” guide the archivist in al their decision-making. Hovering just
under these are the modes of practice by which the principles become instantiated.
Principles and practices have become irrevocably linked in modern archival work, but it
is helpful to differentiate the philosophically-oriented principles from the action-oriented
practices.

Principles generally inform practices, but certain archival practices are so firmly
entrenched in the totality of archival science that it is difficult to determine where
principle ends and practice begins. Archival practice need not be replicated in repository
designs as long as the principles behind them remain inviolate. It is desirable, however, to
apply appropriate archival practices to the design of digital repositories in a manner
consistent with their current use. This application leverages the benefits of existing

archival knowledge and provides a continuum of experience during the early stages of



digital repository development when a stable set of both principles and practices helps to
provide a baseline for experimentation.

Within the archival community there are subtle differences in the application of
principles and practices across categories of archiva materials. The categories are
generally identified as archives, personal papers and manuscripts, with archives defined
as "the noncurrent records of an organization or institution preserved because of their
continuing value,"'° and personal papers and manuscripts as "a natural accumulation of
documents created or accumulated by an individual or family belonging to him or her and
subject to his or her disposition."*! The significant difference between these materials is
the method of their agglomeration, and each category of materials includes the complete
range of archival media business records, letters, photographs, sound and video
recordings and other ephemera. There are such commonalities amongst archives, persona
papers and manuscripts that it is convenient to identify standard archival principles and
practices that apply equally to all. *?

Due to the intrinsically unique nature of individual archival materias, archival
scientists have historically resisted efforts at standardization. As James O'T ool e noted:

Every archives collection was different, and therefore it seemed necessary that

every archives repository be different, with its own way of doing things.

Archivists acknowledged certain general theoretical principles, to be sure, but

they were always prepared to alow each repository the freedom to apply those

principlesin its own way."

Gradually, with an acceleration over the last thirty years, these dispersed practices
have become increasingly homogeneous as a result of technological advancements that

enable archival information to be accessed in electronic networked environments. The

appearance of Steve Henson's Archives, Personal Papers and Manuscripts in 1983



attempted to reconcile archival cataloging and description with the conventions of 1978's
Anglo-American Cataloguing Rules, 2nd edition to provide a basis for the incorporation
of archive and manuscript records into online catalogue systems.** This was followed by
the establishment in the early 1980's of MARC AMC, the archival world's version of the
machine-readable cataloguing record. The explosion of interest in the World Wide Web
pushed archival scientists to explore ways to make their materials discoverable in the
networked environment, which led to recent efforts such as the Dublin Core metadata set
for descriptive metadata,™® and the Encoded Archival Description Document Type
Definition (DTD) for archival finding aids. *°

These standards-making efforts had the effect of enforcing consistency across
differing archival repositories, and pushed archival institutions into practical and
theoretical concord with each other. The broad acceptance of these standards has
consolidated consensus in the archival community around a set of principles and practices

that forms the essential core of archival science.

3.1: Archival Principles

The turn of the century has brought a welcome reexamination of archival
principles and practices in the light of the influence of electronic records and the World
Wide Web on the archival weltanschauung, but consensus remains on a core set of
principles that guide the tenants of archival science:™’

The Sanctity of Evidence

The Preservation Imperative

The Primacy of the Record

Respect des fonds, Original Order, and Provenance
Hierarchy in Records, and their Collective Descriptions



Thereis no strict division between these conceptual areas, and each are inherently
interrelated to the others. The conceptual development of evidential value naturaly flows
into a consideration of the archivist's traditional custodial role, which implies agreement
on the essential components of archival materials, which directs archivists to devise

common approaches to appraisal and description.

3.1.1: The Sanctity of Evidence

"Evidence in the archival sense can be defined as the passive ability of documents
and objects and their associated contexts to provide insight into the processes, activities,
and events that led to their creation for legal, historical, archaeological, and other
purposes."*® This conception of the evidentiary quality of archival materials has a long
history in archival science, suggested by Jenkinson in 1922's Manual of Archive
Administration, though only in passing at that time.™

T. R. Schellenberg, an influential theorist and longtime employee of NARA,
developed a more refined concept of evidentiary value in writings discussing the
appraisa methods of public records.® He described public records as having two
distinctly different values, evidentiary and informational, both of which might be found
in asingle record. Informational value in records was the information they contain about
persons, corporate bodies, things, problems, conditions, etc., with which the Government
body dealt, while evidentiary value was defined as the evidence documents contained of
the organization and functioning of the Government body that produced them. The

knowledge derived from Schellenberg's evidentiary concept is clearly focused on the
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creating organization, but he later tempered the organizational centricity of evidential
value through his additional contribution of the concept of the primary and secondary
values of archival materials. These conceptions expanded the definition of evidentiary
value to include both the evidence of organizations and the informational value contained
in their records. This widened conception of evidentiary value was recognized by
Gilliland-Swetland, who noted that "evidential value in the widest sense is reflected to
some extent in any information artifact, but only a subset of all information is subject to
legal or regulatory requirements concerning creation and maintenance.”

Thereis an identifiable evidentiary essence in all potential archival materials, and
it is a significant duty of the archivist to preserve the values imbued in this essence. A
consideration of the sanctity of evidence leads directly to a consideration of the
preservation imperative, a critical area of consideration when confronting digita
materials, for it is during the process of attempting to preserve digital materials that

evidential value is most often at risk of being compromised.?*

3.1.2: The Preservation | mperative

It has long been the responsibility of libraries and archives to assemble, organize,
and protect documentation of human activity. The ethic of preservation as
coordinated, conscious management, however, is a more recent phenomenon.
Librarians and archivists—like the clerks and scribes who went before them—
have increased the chances that evidence about how we live, how we think, and
what we have accomplished will be preserved. Traditional preservation, as
responsible custody, works only when this evidence has a physical form; when
the value of the evidence exceeds the cost of keeping it; and when the roles of
evidence creators, evidence keepers and evidence users are mutually
reinforcing.”
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The conception of preservation as coordinated, conscious management arises
from Jenkinson, and his statement that "archive quality is dependent upon the possibility
of proving an unblemished line of responsible custodians"®® The concepts of
stewardship and responsible custody have been the theoretical constructs supporting
archivists as their role has changed from conservators to preservationists. This becomes
especially true as the archivist moves from paper materials to electronic ones. As Trudy
Peterson stated eloquently in 1984, paper records force the archivist to confront issues of
storage, while electronic records force them to confront preservation. *

Traditional archival custody began the moment materials were accessioned into
the archive. For electronic materials, the influence of the information life cycle concept,
rising from the records management domain, has expanded the conception of when
materials come under consideration for archival care. The traditional information life
cycle has five stages. the creation stage; the distribution and use stage; the storage and
maintenance stage; the retention and disposition stage; and the archival preservation
stage.® The archival community is increasingly involved at points further upstream in
the life cycle of records, working closely with records managers to influence information
management decisions as early as the creation stage. But while the introduction of the life
cycle concept has extended the temporal range of archival control, the custodial and
responsibilities have remained the same. These custodial responsibilities include
administrative responsibility, organizational viability, financial sustainability, security

and procedural accountability.?
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3.1.3: The Primacy of the Record

The item commonly identified as the smallest granular unit in digital information
systems is the bit. Preservation at the bit level is an important goal of digital repository
systems, but the concept of the bit fails to accurately describe the complex nature of
archival materials. Bits become more interesting when they are ordered into higher level
entities (bytes, sets, bags, information, knowledge, content, digital objects, records) just
as phonemes are more interesting when they're ordered into novels, contracts or
correspondence.

Archivists have gradually come to coalesce around the concept of the record as
the baseline component of archival descriptive practice. Archives and historical
manuscripts have traditionally been defined as "the records, in any physical form,
produced by organizations or individuals in the course of activity over time, and then
saved permanently for some further use,"*" while particular definitions of the word
record have been elevated by different branches of archival practice. A record is not the
most granular item found in an archival system,?® but the concept of the record fits
comfortably into traditional archival system of descriptive practice, and the structure of
records corresponds favorably to the complex digital objects found in electronic
information systems. Richard Cox's definition, originating in the records management
domain, emphasizes the complex nature of both traditional and electronic records, and
identifies three significant components:

We have long possessed a working definition of records, stressing the fact that

they document a specific activity or transaction and that this documentation has a

particular content (information), structure (form), and context (relationship to a

creator, function, and other records). A record is a specific entity. Records are

transaction oriented. They are evidence of activity (transaction), and that evidence
can only be preserved if we maintain content, structure, context. Structure is the
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record form. Context is the linkage of one record to other records and to the

originating process. Content is the data or information, but content without

structure and context cannot be data or information that is reliable.”

The constancy of archival materials has also been a subject of considerable
debate. The previously held judgment of permanent value as a criterion for preservation
has increasingly come into question,* with the current warrant applying the application
of enduring value. "Enduring value stems from a document or record's intrinsic attributes,
the contextual documentation that surrounds it, its relationship to other records and
entities, and assurance of its authenticity and reliability."** The move to the concept of
endurance as opposed to permanence gives the archivist decision-making flexibility, but
OToole has argued that if the conception of permanence is to shift in any way, it should
shift in terms of refocusing attention on the permanence of the information in records
rather than on the items themselves.®

Traditional archival theorists have made attempts to define the central attributes
of archival records (Jenkinson chose impartiality and authenticity),* but a concentrated
focus on the attributes of records has only recently garnered widespread attention with
the consideration of the essential components of electronic records. While Cox'
Pittsburgh Project considered the functional requirements for recordkeeping systems,
concurrent activities approached records from other angles, extending archival thinking
further into the consideration of digital materials.

Two years prior to the completion of the Pittsburgh Project, Luciana Duranti of
the University of British Columbia wrote presciently on the concepts of reliability and
authenticity in records, introducing scholarship that supported the evidentiary value of

archival records. In her view, the evidential value of a record is based on its reliability;
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when it can be treated as afact in itself, as the entity of which it is evidence. A record is
authentic when it is the document that it claims to be.* Reliability and authenticity come
together to determine the integrity, or genuineness, of records:

Genuineness is the closest concept to truthfulness. It is generally accepted by all
literate civilizations that documents that are trustworthy (that is, reliable) because
of their completeness and controlled procedure of creation, and which are
guaranteed to be intact and what they purport to be (that is, authentic) by
controlled procedures of transmission and preservation, can be presumed to be
truthful (that is, genuine) as to their content. Thus, to those who make and
preserve records, the two key concepts remain reliability and authenticity, as
genuineness is embedded in them. [Author's italics].*

Duranti's views on the authenticity and reliability of records arise from her
interest in the study of diplomatics, a seventeenth century analytical technique for
determining the authenticity of records issued by sovereign authorities® but her
approach is especially useful when considering digital information.®” The Interpares
Project, of which Duranti is a task force member, has published a task force report on
authenticity in electronic records that provides a detailed method for ensuring that
elements of authenticity and reliability are retained in electronic information systems.®®

Duranti's focus on the integrity attribute of records was echoed in the 1996
Research Libraries Group (RLG) report "Preserving Digital Information,” informally
known as the Waterg/Garrett report after its co-chairs, John Garrett (then of the
CyberVillages Corporation, a subsidiary of the CMGI corporation), and Donald Waters
(then the associate university librarian at Yale University, and now at the Andrew W.
Mellon Foundation). The report remains the most significant document bridging

traditional and digital archival concepts, and in particular, provided the most complete

and successful model to date of the essential attributes that should comprise an archival
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digital object. The report finds sympathy with the archival conception of the record, but
chooses the term digital object in its stead when discussing record-like items in digital
systems. | follow this convention. *

The section of their report entitled Information Objects in the Digital Landscape
focuses on the issues of representation and integrity of records over the long-term, and
identifies five core attributes (content, fixity, reference, provenance and context) that
must be represented in an accurate expression of a digital object.*® Provenance is such a
central tenant of archival practice that | deal with it separately. Content and context have
been touched upon in the earlier definition of the archival record. Reference asserts that
the object must always be findable, with an orderly discovery system in place. That
leaves the more abstract term fixity.

David Levy hasreferred to records as talking things, implying that they are bits of
the material world that their creators have imbued with the ability to speak as surrogates
on their behalf. The most important thing that archival records can do isto hold talk fixed
to ensure their repeatability.* A consideration of fixity has long been important in
physical archives (the conservation arts are largely tasked with the retention of
information fixity in traditional forms), but it isin the digital realm that the issue of fixity
becomes most urgent.

As Garrett and Waters noted, "if an object is not fixed, and the content is subject
to change or withdrawal without notice, then its integrity may be compromised and its
value as a cultural record would be severely diminished."* The malleability of digital
information has always been one of its most beneficial qualities, but the ease of alteration

also makes digital information inherently unstable. The ability to secure the fixity of
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information in digital form directly relates to the degree of integrity that can be

engendered in electronic systems.

3.1.4: Respect desfonds, Original Order, and Provenance

When archivists look at records, what they see first and foremost are provenance
and original order. This perception permits the establishment of a context that will serve
as the basis for everything else the archivist does. Provenance is the fundamental
principle of modern archival practice, and refers to the method of preserving the
organizationa context and course of activity in a set of records which is captured in the
materials in their original state.** The modern invocation of provenance arises out of two
European traditions; the French notion of respect des fonds, and the German concept of
original order, and is essentially a conceptual join of these related ideas. Respect des
fonds relates to the disposition of materials by organization, and implies that records
should be grouped according to the nature of the institution that accumulated them.**
Original order entails that records are "maintained in the order and with the designations
which they received in the course of the official activity of the agency concerned."* An
arrangement of materials based on the principle of provenance implies that the original
filing order and overall structure of a collection "is not the result of chance, but the
logical consequence of the organization of the administrative body of whose function the
archival collection is the product."* Provenance in the consideration of digital materials
inherited additional aspects from the museum, art and architecture communities.*” The
definition of provenance in these communities is similar to the archival definition, but

places greater emphasis on the successive transfers of ownership and custody of a
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particular manuscript,*® as opposed to the archival focus on the contextual organization of
materialsin their origina state.

The archival sense of provenance implies that electronic records be accessioned
into digital repositories with an ordering by institution, and that they remain (as much as
is possible when considering computer file systems), in the original order in which they
were created. At the same time, the custodial definition of provenance manifests a
process that ensures the integrity of records in digital environments. Electronic records
have an inherent mutability, but their authenticity, reliability and integrity can be assured
through a custodia monitoring of the transfer of ownership of digital objects within a
system, and by noting any changes that might take place in the files through migration,
refreshment or unforeseen information loss. In digital repositories, the principle of
provenance is achieved through the use of software components that manage audit trails,

versioning and workflows.

3.1.5: Hierarchy in Records and their Collective Description

Schellenberg conceived that the file structure of records revealed information
about the functions and activities of an organization, and thus the evidential value of
records. The records of individual organization arrive at an archive in a naturally
hierarchical structure, and the archivist must maintain that structure to retain the
evidential value embodied in the records of that organization. Hierarchical structure in
archival recordsis guided by the concept of levels of control.

Levels of control explain the choices made by the archivist while implementing

the concepts of provenance, respect des fonds and original order:
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Most modern archival work involves progressively grouping and describing sets
of records along a continuum from the largest and most general to the smallest
and most specific. Thus the records of an agency can be successively both
physically subdivided and intellectually described in terms of its constituent
offices, activities, or functions; the files within each series; and the documents
within each file. Each of these refinements is regarded as a different level of
control.*

Levels of control are imposed in electronic file systems by directories and folders,
but the control decisions are much more subjective in traditional archival practice. The
principle of levels of control applied in the electronic environment allows granularity
down to the lowest level necessary, but also assures that items can be physically and
intellectually organized in successively larger groups based on their provenance and
original order requirements.

The archivist describes these hierarchical levels collectively, rather than as
discrete units. "In contrast to artificial groupings, the documents in archival collections
relate to each other in ways that transcend the information in each document. The
archival whole is greater than the sum of its parts; the relationships are as important as

the particulars.">

Exceptional archival objects may be considered individually, but
archival items are generally grouped in collections. Collective description has devel oped
out of the necessity to provide an overall view of a collection without the benefits of
unlimited resources for item-level cataloging. Collective description aso acknowledges

the value a higher-level view of a collection can provide to researchers.

3.2: Archival Practices

The archivist implements the principles above through practice. Implementation

begins at appraisal, and continues through the arrangement and description of the
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materials. The archivist's efforts to appraise, accession, arrange and describe are
ultimately at the service of their mission to provide access to the materials. The principles
of the sanctity of evidence, the focus on the record as the central archiva unit,
provenance, hierarchical arrangement and collective description find their application in

the tasks of archival practice, and it is at the appraisal point that these concepts are first

applied.

3.2.1: Appraisal and Accession

The initial task of the archivist is to examine newly available materias to
determine their suitability for addition to the archive. This is the negotiated process of
accession between the archive and the donor that culminates in an deed of gift, a
document codifying the legal rights the archive has to the material with which it is taking
possession. The completion of the deed of gift is the last step taken prior to the archive
gaining full possession of the materials. "Accessioning comprises all the steps that
repositories take to gain initial physical, administrative, legal, and intellectual control
over newly acquired material,">* and appraisal is the set of tools at the archivist's
disposal to aid them in making those determinations. Accession and appraisal is a
complex process of decision-making involving the application of rules determined by the
mission of the archive and its collecting policy, the education and knowledge of the
archivist, the access to information about the collection being added, and numerous other
factors. As noted earlier, the process of appraisal can begin at any number of points along
the lifecycle of records, though the actual possession of the materials by the archive

really begins at accession.



20

Intellectual appraisal begins as the archivist assigns content, context and
structural tags to archival items in the accession process. The consideration of
Schellenberg's primary and secondary values is but one of many intellectual decisions
made by the archivist at this point. Materials with primary value are self-evidently
important to the archival organization, but the secondary value of materials are more
subjective. To be considered to have secondary value, the material under consideration
should show evidence of the organization of an institution, or evidence of the information
about that institution (or both).

In practice, Schellenberg suggested ways to apply tests of evidentiary
informational value to the materials being appraised. The tests for evidential value must
first be made while considering the entirety of the agency's records, and must not be
made on a piecemeal basis. A series of evidential checks are made that attempt to identify
the chief functions of an agency, their relative importance, and which units have the
primary responsibility for decision-making.>® Not all agencies pass the importance test,
and Schellenberg noted that it was "a curious anomaly that the more important a matter,
the less likely is a complete documentation to be found.">

The tests for informational value include tests for the uniqueness of the
information and the uniqueness of the records that contain the information;> the form,
that relates to the degree in which "records that represent concentrations of information
are the most suitable for archival preservation, for archival institutions are almost always

n55

pressed for space to house records;"> and finally, the importance of the information in

the records. Archival records must pass the uniqueness and form tests before importance
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can be considered, because importance can be a relative concept, while unigueness and
form are much more concrete.™®

Practical appraisal refers to the physical storage methods and materials, costs of
storage, estimates of usage, records of item transfers and the like that must be considered
before items can be accessioned into an archive. These are the challenging resource
decisions that must be made by archives outside of any intellectual decisions they might
make about the materials. Conway noted that the essence of preservation management is
resource alocation, and that "people, money and materials must be acquired, organized
and put to work to ensure that information sources are given adequate protection...Cost-
effective preservation action cannot take place without compromising ideal outcomes."*’

Such are the difficult decisions that must be made when undertaking practical appraisal.

3.2.2: Arrangement

The principle of provenance discussed earlier governs entirety of the arrangement
decisions. The archivist first considers the body of work as a whole, keeping the
principles of respect des fonds and original order clearly in mind. Jenkinson observed that
"the only correct basis of arrangement is exposition of the administrative objects which
the archives originally served,"*® additionally noting that effective arrangement should be
based a full understanding of an agency's mission garnered through research into the
agency. Additionally, while it's easiest to think of arrangement as happening at the
beginning of the accessioning operation, it is more accurately depicted as an iterative
process that evolves as the archivist learns the materials while dividing it into hierarchical

levels.
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Oliver W. Holmes codified the arrangement control levels while working at
NARA, and published his findings in a widely cited article in the American Archivist.>®
He divided physical control into five levels; repository level; record group; series; file
unit; and document [record]. The top level of structure within a repository, the record
group, roughly corresponds to the earlier conception of the fonds. These record groups
can be further divided into subgroups based on administratively discrete units or activities
that produce records.®® These hierarchical levels are implemented in practices that
consider the arrangement of materials by provenance, and the arrangement of materials
by filing structure.®® Arrangement by provenance is an intellectual form of arrangement,
but as Miller points out, reality does not necessarily arrange itself that ssimply:

Archivists are aware that complex institutional networks and relationships

increasingly represent reality better than the simple monohierarchical model in

which every office has one superior...Archival arrangement should thus not be
thought of as one unified system in which physical files and file series are at some
lower level than record groups, collections, and subgroups. These are instead two

different kinds of arrangement—arrangement by provenance/records creator and
arrangement by filing structure.®?

3.2.3: Description

Ken Haworth compiled definitions of archival description from several sources,
the most epigrammatic of which is "the recording in a standardized form of information
about the structure, function and content of records."®® Archives have traditionally
utilized the construct of the finding aid as the device through which archival materials are
publicly described. "The basic National Archives ‘'finding aid' was not a card catalog, but
a pamphlet-like descriptive inventory of each Record Group, containing introductory

n64

information about the records as a whole and a list of all the constituent series,"”>" and

other archival organizations have followed this pattern. Steve Henson's APPM attempted
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to fit the imprecise structure of the finding aid into the highly standardized structure of a
MARC record to enable the information in the finding aids to be added to library public
access catalogs. This effort has now largely been supplemented through the use of the
Encoded Archival Description (EAD) DTD, which wraps archival finding aids in the
Standard Generalized Markup Language (SGML) for distribution over the world wide
web. As Ken Haworth noted:
The plethora of finding aids generated by archivists (MARC collection/item-level
catalog records, inventories of fonds/collection-level and series-level descriptions
with associated box and files lists) were contained in a variety of software-
dependent systems which could not be easily linked or exploited. Clearly there
was a pressing need for an Internet-accessible archival description system that
integrated and linked all of the descriptive records that make up afonds/collection
description.®®
In practice, collective description has a number of advantages® First, it
documents all the records of the same provenance. Secondly, it permits economies in
description, whereby an archivist can describe materials only to the level and detail of
their expected use. Third, it mirrors the arrangement of the materials, and fourth, it can be
applied regardless of the nature of the materials and does not require specialized

description for special forms of materials. Additionally, hierarchical collective

description can provide for the inheritance of one level of description by the level below.

3.2.4: Access

Most of the decisions the archivist makes in evaluating principles and practices
are made to provide access to the materials under their care. While archivists are often
considered guilty of loving the materials more than the users of those materials, without

access the archival goods serve little purpose.
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Physical archives have composed detailed access policies that state clearly the
materials that can be accessed; who can access them; for what purposes; and with what
rights attached. Access may also be determined by the physical condition of the
materials, or by the hardware necessary to make the materials understandable. Issues of
access also directly touch upon issues of security.

The process of providing access in the physical archive is relatively
straightforward. An employee of the archive accepts the request of a patron, gathers the
material from the vaults, and then distributes them to the patron in the manner accorded
by the repository's rules. Some items requested by the patron are restricted and cannot be
obtained. Other items are so fragile or valuable that they can only be shared as
photocopies or in sound recordings available in access-only copies on compact discs or
cassettes. Other items can be viewed by the patron, but he must view them in arestricted
area under the watchful eye of the archivist, and is forbidden from copying them.

The challenge is trandating these access and security behaviors in the traditional

archive into concomitant behaviorsin the digital repository.

4: Trandating Archival Principlesand Practicesinto
Digital Repository Architectures

Despite the accelerating pace of digital creation over the last quarter-century, the
public remains blissfully unaware of the hazards that face information caretakers in the
near future due to the proliferation of digital information and our current inability to
guarantee its viability for anything close to the long-term. Without the development of

systems that can address the issues surrounding the preservation of digital materials, the
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world isin danger of suffering a catastrophic loss. "The archival science perspective can
make a magjor contribution to a new paradigm for the design, management, preservation,
and use of digital resources."®’

Despite its reputation as a haven for the historically-minded, the archival
profession has traditionally been very active in exploring information management
breakthroughs. At every burst of innovation, archivists were there to ensure that the
archival paradigm of an evidence-based approach to information management continued
to be articulated.® The digital information explosion has created profound preservation
dilemmas, and as the archivist brings a wealth of applicable knowledge and practice to
the subject, it is only natural that the archival community would become aggressively
involved in digital preservation issues.

NARA and the Library of Congress (LC) are the two United States government
ingtitutions that have traditionally taken the lead in addressing electronic records issues
from the archival perspective, but their engagement with electronic records issues has
been a bumpy ride.®® Still, many other archival organizations look to NARA and LC for
leadership, and they have both provided guidance in the development of digital
repositories.

Ground zero in the movement to address concerns about the tenuous viability of
the digital information was the publication of the Waters/Garrett report in 1996. The
report proposed a clear research agenda for digital preservation exploration, with specific
proposals including the encouragement of studies that would explicitly explore the design

of systems to facilitate digital archiving, and systems capable of storing massive
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quantities of culturally valuable digital information. The exploration of digital repository
system design was thus placed centrally in the future research agenda.

The concept of a digital repository is actualized in an electronic information
system as a software architecture and its associated management responsibilities that
aggregates an array of tools, hardware components and business rules into a coherent
system capable of providing the necessitated range of preservation-oriented functions.
These repository systems would effectively replicate the functions found in a traditional
brick-and-mortar archive to the extent that those functions were necessary in the digital
realm. Despite the tremendous elucidation of the most pressing issues that the
Waters/Garrett report had been able to provide in 1996, the process of articulating the
principles and practices of archival science and placing them in a high-level repository
design architecture was a slow process.

The research community eventually came to coalesce around the high-level
design provided by the Reference Model for an Open Archival Information System
(OAIS),” a dense 150 page document that defines the functional requirements of a
physical or digital archival system that purports to address long-term preservation
requirements.”* The process of developing the reference model into an international
standard took over seven years. (In the following sections we will refer to the report itself
as the reference model (RM), and an implementation of the reference model in a system
asan OAIS)

The model was developed by the National Aeronautics and Space Administration
(NASA) in collaboration with over two dozen international space agencies under the

name of the Consultative Committee for Space Data Systems (CCSDS). While the effort
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was being driven by space scientists, the archival community had a presence in OAIS
development from the first U.S. workshop held in October of 1995.”> Both Bruce
Ambacher, an information technology specialist with the Modern Records Program of
NARA, and John Garrett, one of the co-authors of the Waters/Garrett report (at the time
an employee of Hughes STX), were attendees at the first workshop meeting, and NARA
eventually hosted thirteen out of the sixteen U.S. meetings up through 1999, at which
time the RM was under forma review by the International Organization for
Standardization (1SO).

Concurrently with his participation in the RM meetings, Garrett had been working
with the Task Force on Archiving of Digital Information, and he was able to introduce
the task force's finished report as reference materia to the Fourth U.S. Workshop held
July 10-11, 1996. The Waters/Garrett report was of essential value to the RM designers,
holding its place as one of thirteen informative references that were featured in the find
report released in January of 2002. On February 24, 2003, that fina recommendation,
also known as the Blue Book version of the OAIS, became 1SO 14721:2003, an
international standard.

The RM has many merits, but still provides only a conceptual framework for
repository design, remaining agnostic to possible implementations, and only hinting at
possible real-world solutions from its high-level perch. It has gained quite a bit of traction
in the research community, though as Mackenzie Smith of M.I.T. has suggested,” it's
chief value may be the establishment of a neutral vocabulary by which researchers in
different knowledge domains can communicate about similar concepts without arguing

over semantics.
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Despite its difficulties, the RM is the document that translates archival principles
and practices into a high-level digital system design. The language of the RM informs all
subsequent research initiatives that deal with digital preservation, and especially those

that address the design of repositories for long-term preservation.

5: The OAIS Reference M odel

There is a tension in digita preservation research between generalizable
principles, methods and technologies that cut across formats, content areas,
academic disciplines, and institutional settings, and the very specific requirements
of different producers, content types and user communities. Organizations facing
immediate and pragmatic concerns usually will do enough research to meet their
current business needs, but typicaly will not be motivated to analyze their work
for itswider relevance or applicability.”

One of the significant obstacles archivists have confronted when attempting to
evaluate digital repository architectures is the difficulty in identifying a common
vocabulary between traditional archival practice and the language of integrated
information management systems. Electronic information systems incorporate data
management concepts similar to those found in archival (especially records management)
practice, but the terminology has subtle differences, and it has been a non-trivial matter to
uncover the equivalencies between the glossaries of the two fields.

The RM solves this problem. At first blush it has the misfortune to appear both
highly technical yet vaporish. As the reader's familiarity with it increases, however, it
unfolds into a prescient document that creates a common language allowing existing and

future archival systems to be compared and contrasted. The applicability of the RM to

both traditional and digital archival entities signifies how deeply the authors incorporated
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traditional archival thinking into their model, and allows a direct mapping between the
RM's more complex concepts and terminology familiar to archivists. The RM
terminology, fully vested with archival meaning, has become the common currency of
digital repository designers, and the research efforts enumerated later in this paper
describe their efforts using the terminology found in the RM.

The RM is specifically designed as a requirements model for any archive,
physical or digital, that seeks to provide for the permanent, or indefinite long-term,
preservation of information, but has become an especially popular guide for the design of
digital archiving systems. The RM defines the concept of indefinite long-term as a time
period long enough to be concerned with the impacts of changing technologies. Paul
Conway has suggested that the same concept be applied on a generational basis, that is,
that the indefinite long-term be defined as the point when items can be passed on to the
next generation of overseers.” A wit has noted that "Digital documents last forever—or
five years, whichever comes first."”® Though there is still disagreement on what exactly
long-term might imply, the need for extended stewardship has already been established.

The attributes that invoke the perception of the RM as a difficult work aso
provide its benefits. The terseness that diminishes its pleasure-reading value enables it to
make its complex points with clarity, and the repository system model it describes
unfolds with precision and comprehensibility. It addresses the major activities of an
information-preserving archive in order to define a consistent and useful set of terms and
concepts, understandable across divergent domains of knowledge.

The acceptance of the RM as an international standard and its relatively rapid

adoption in both technical and archival communities facilitates developments in the
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design of repository architectures that converge along similar paths. The adoption of the
RM among designers provides a standardization of components and functiona areas, and
should promote greater vendor awareness of archival needs in the commercial sector.
This last development should encourage the commercial development of preservation
systems, or the active inclusion of archival functionalities in commercial Content
Management Systems (CMS),”” though a strong commercial presence in the design of
preservation-oriented repositories has not yet been seen.

An OAIS has both horizontal and a vertical components. The horizontal aspect is
represented in the RM by the Functional Model of the system, which refers to the
workflow components of the system. The Functional Model tracks the six different
functional entities of an OAIS and their related interfaces as they move across time from
the moment a complex digital object enters the system, through the time it is managed by
the system, and on to a point of dissemination at the other end. Each of these functional
entities are high-level conceptual models of a set of behaviors surrounding a set of
requirements, and as such can include both human and system hardware/software
components. The six entities are Ingest; Preservation Planning; Data Management;
Archival Storage; Administration; and Access.

The vertical component is represented by the Information Model. The Information
Model approaches each complex digital object individually and examines it in great
detail, describing the layers of content, fixity, reference, provenance and context
metadata that form the digital object and that enable it to be self-validating and self-
instantiating.”® The RM uses its own complex terminology to describe these five different

layers of information.
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The vertical and horizontal models are intricately related. The Information Model
describes the nature of the complex digital object, and the Functional Model describes the
entities that interact with the digital object within the system. In addition to the
Information Model and the Functional Model, the RM includes information about how
digital object producers, consumers and management personnel interact with the system,
even as it models these entities as standing outside of the scope of an OAIS system.
While most OAIS repositories are determined to be primarily the receptacles of deposited
items, the RM also mentions a particular type of archive, known as an active archive, in
which the producer role and the archive role are the responsibility of the same entity.”
Active archives have functionalities similar to some CMS.

Another important concept in the RM is a special category of consumers known
as the Designated Community. A consumer in the RM is the role played by people, or
other information systems, that interact with the OAIS to find and acquire preserved
information of interest. The Designated Community is the set of consumers who should
be able to understand the information housed in a particular OAIS.* The concept of a
Designated Community comes up often in the RM when referring to forces that can
influence changes within a particular OAIS, and the term is a useful one to describe the
residual influences that information systems and their community of users have on each
other. The RM aso discusses functionaities that it refers to as common services,
including an operating system platform, network connectivity and common security
services, that fall outside of the scope of the RM, but are essential for the operation of
any digital repository.?* The choice of operating system may be a preservation decision as

much as it is a business decision.
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The review of the Functional Model and the Information Model that follows
provides an overview into the broad capabilities of an OAIS, identifies the genesis of
OAIS terminology in the previously defined archival principles and practices, and notes
specific software instantiations that might fall under each broad functional area. This set
of functional requirements is designed as a list of computer architecture components, but
the analysis of these components will also lead us into discussions concerning the roles

people play in preservation systems and activities.®?

5.1: The OAIS Functional M odédl

See Appendix A for a detailed view of the Functional Model.

The Functional Model divides the OAIS into six different functional entities:
Ingest; Archival Sorage; Data Management; Administration; Preservation Planning; and
Access. Each of these functional areas is an agglomeration of various rules and work
processes, but the RM language describing these processes can be quite confusing. The
easiest way to grasp these abstractions is to imagine each RM concept as relating to atask
that a human archivist might perform in a physical archive. One example is exemplified
by alook at the Error Checking sub-function of the Archival Storage functional entity.
The RM description of the Error Checking sub-function is somewhat confounding: "The
Error Checking function provides statistically acceptable assurance that no components
of the AIP [archiva information package] are corrupted during any internal Archival
Storage data transfer."®* This sounds quite complex, but the human analogue allows us to
see the high-level function in much simpler terms. Imagine, if you will, the following

scenario: an archivist examines (error checking) materials (AIPs) returned by a patron
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(internal archival storage data transfer) to assure (statistically acceptable assurance) that
they are in the same condition and order they were in as when they were first given to the
patron (no components...are corrupted). The RM is quite successful in mapping the
traditional archival duties to high-level functions that can be applied to computer
systems, but the complexity of the language they use can sometimes get in the way.
Trandlating the RM terminology into archive-eseis one goal here.

Each of the six different functional entities mentioned above are essential to the
overall operation of a successful OAIS, but not al of the entities are essential to core
long-term preservation functions. As we review the entities we will attempt to extract a
smaller subset of functions highlighted as core preservation functionalities essential to
actual system implementations.

5.1.1: Ingest

The choice of the term Ingest has been met with disapproval in some quarters due
to its unfortunate connotations of food intake. Though it does evoke some unpleasantries,
the term is agnostic to origins and data types of the materia being entered into the
system, whereas concepts like acquisition, authoring, or accession are loaded with
semantic meaning drawn from particular domains of knowledge, and that prevent them
from being as widely applicable.

The Ingest entity includes all the processes necessary to prepare a digital item for
entry into the archive. In archival repositories most of the authorship takes place outside
of the scope of the archive. An OAIS repository generally acquires the material that it
stores from other locations, though this is not necessarily the case. The custodial

responsibilities of the archivist begin at the moment of submission, and these
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responsibilities, which include procedural accountability and administrative responsibility
for the materials under their care, are of exceptional importance when considering digital
repository architectures.

The ingested digital objects can appear in a variety of forms, plain text
documents, sound files, graphics, or a complex multimedia combination of any of these
(asin electronic journals). The record, in archival practice, is acomplex item that must be
described in terms of its informational content, its physical structure, and the context in
which it is situated. The digital object in a repository is aso complex, a creation of bits
and metadata, and for it to retain its archival values, the digital object must be able to
embody all the characteristics of the archival record. In practical consideration, this is
done by surrounding the core of the digital object (the Data Object) with layers of
Representation Information, that is, metadata.

As an army runs on its stomach, and a library runs on its acronyms, so must a
digital repository run on its metadata. In order to determine whether a digital item has
retained its intellectual content from the beginning of its life to a later portion of its life,
the item needs to be fully defined at the beginning of its life, in terms of its configuration
of bits, the structure and format of its representation and on the ideas that it contains.*
Metadata is the key, however, the system needs to be able to ingest and manage the
bitstreams and the associated metadata separately from each other.®®

The high-level concepts of provenance, levels of control, and collective
description form the cornerstones of archival practice, and they must be applied to digital
items at their moment of submission to the archive. This implies that the traditional

archival processes of selection have been applied to items prior to the decision to ingest
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them into the system, and also that the negotiated agreements between content suppliers
and the OAIS must be in place so that provenance, levels of control and collective
description can be implemented on digital items at the earliest possible time. As the
digital objects move through the workflow diagrammed in the Functional Model, they are
catalogued and documented, and metadata is appended to them.

A confusing RM construct are the different names given to the same digital object
as it moves through different phases of its lifecycle. The RM assigns digital objects into
three different packages, depending on their position in the workflow, and the item's
position in the workflow determines its requirements. The three phases are delimited
from each other because at each phase of the workflow the digital item can have different
metadata, rights, permissions and representations associated with it. The Submission
Information Package (SIP) refers to the digital object and its associated bundle of
metadata at the moment of submission, with the information largely provided by the
author; the Archival Information Package (AIP) is the same digital object after archive-
dependent metadata has been added; and the Dissemination Information Package (DIP) is
the digital object plusits associated metadata that has been prepared in a form suitable for
dissemination from the archive. The structure of each of these packages is discussed in
more detail in the Information Model.

Acquired materials often come with some metadata already attached to them, and
an OAIS will negotiate with submitting organizations to receive the digital objectsin a
particular form (perhaps a set of prearranged file formats) and with a particular set of
metadata attached (Dublin Core or MARC data, for example). The quality and form of

metadata of these acquired objectsis largely out of the OAIS control, and the OAIS may



36

have to make changes to the objects once they are submitted into the archive to bring
them under intellectual control.

One of the significant potential benefits of digital repository systems and
automatically generated metadata is that the deposited content can be catalogued to some
extent at the item level, and this granular description provides for the flexibility and reuse
of materials. The principle of collective description can be applied by archivists in
electronic systems (EAD finding aids, for example), but increasingly, administrative and
structural metadata about individual items will be automatically extracted when the items
are created or accessioned into the digital repository. The system should be capable of
automated error checking, both to determine whether the object has been entered into the
system in the correct form, or whether the object already exists in the system. Processes
for batch loading should aso be available.

These ingest systems can be as simple or as complicated as the designers wish
them to be, ranging from the Unix/Linux command line tools for uploading files, through
off-the-shelf ftp clients, to elaborately designed graphical interfaces (GUIS). There is no
standard at this point, though ease of use will increasingly come into play as the users of
the system move beyond the designers and into the libraries and archives. The questions
of authorization also arise at the ingestion stage.

This process by which an OAIS negotiates with content submitters corresponds to
the movement of archival intervention upstream in the information life cycle model. The
Harvard ejourna archiving project® provides an example of a submission negotiation
process. E-journals can conceivably appear in an infinite number of formats and with any

amount of metadata attached (including almost none). The Harvard librarians recognized
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that it is more difficult for the archive to make metadata additions or corrections in the
process of preparing SIPs to become AIPs that it would be for the publishers to provide
the information in a standardized form upon submission, so they pushed the
responsibility for metadata standardization onto the publishers as part of the submission
negotiation. Additionally, the Harvard archive would accept only a small set of preferred
normative formats of the digital material.?” If the publisher did not submit their materials
with all of the required information attached then their submission was returned to them.
The architecture of the Harvard e-journal OAIS was structured in such away that it could
handle the return of materials until they had been submitted in a form acceptable to the
archive.

The Harvard example exemplifies the way the Ingest entity tackles quality
assurance issues, just one aspect of its procedural accountability. The digital submission
can be validated for quality utilizing a mechanism such as a cyclic redundancy check® or
a checksum® to verify that the item is what it purports to be upon its entry into the
archive. These types of validation processes help assure the authenticity and reliability of
submitted items, which hearkens back to the earlier discussion of the components of
record-ness, and the importance of preserving these elements for evidentiary purposes.

The final step in an OAIS Ingest process is to confirm that the submitted digital
item satisfies all of the criteria for membership in the archive. The process of criteria
satisfaction represents the movement of the digital object on the workflow from a SIP to
an AIP, just as the process of accession moves items from raw and random objects to

those that the physical archive has applied some measure of physica and intellectual
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control. The Ingest entity's duties ends when the final AIP has been created out of the
originaly submitted SIP.

The process of ingestion in an OAIS is commensurate to the process of accession
in a brick-and-mortar archive. Most items in a brick-and-mortar archive are acquired by
the archive, though some items, such as finding aids or deeds of gift, are authored from
within the archive. Just as a physical archive has procedures for assuring that the archivist
is able to gain physical and intellectual control over the items, the OAIS needs to have
accession and appraisal procedures that will assist the digital archivist in identifying the
evidential and informational values of the materials being ingested in digital repositories
that will require preservation.

5.1.2: Archival Storage

The Archival Storage entity provides for the permanent storage, management and
protection of AIPs, and as such, it's the functional area that most closely reflects the
preservation behaviors that take place in physical archives. It is where basic bit storage
issues come into play. Thisincludes the structure of the file system, and also includes the
amount of storage available, the type of storage (disc storage, near-line, off-line, etc.),
and other issues related to the physical management of storage. The repository hardware
should be ample enough and flexible enough to allow the collection to grow. Some of the
issues relating to how the system accesses the storage structures are considered more
fully in the Data Management section.

It is important to note that the Archival Storage layer has very little knowledge
built into it. This knowledge takes place at the interface of Archival Storage and various

services, which go by the generic term of Application Programming Interfaces (APISs).
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The first function of Archival Storage is to receive the AIP from the Ingest entity
and to place it in the permanent storage facility. The Archival Sorage entity overseas the
management of this storage, including monitoring statistics of use and error logs to
ensure all necessary levels of protection for the archived items. The assignment of
persistent URLs would take place during the Ingest process, but Archival Storage would
be responsible for ensuring that the items remained findable and that the URLSs actually
did remain persistent. Periodic automated integrity checking of the system and the items
that it holds would take place here. The system should be able to detect some minor bit
errors as well.

Despite the nascent movement towards open standards in the computer industry,
rapid technological change and entrenched proprietary software formats guarantee that
current stored data will need to be reconfigured at some point in the near future, and any
consideration of the implications of data storage beyond the immediate short term
precludes that migration functionalities must be included in the system.

The concept of migration has developed in digital systems to account for rapidly
changing software and hardware environments, and the need to keep archived objects
understandable under these changing conditions. It is now assumed that digital objects
will have to be periodically migrated from one software or hardware environment to
another to ensure that the materials are available in an environment accessible to current
users (we discuss one possible alternative to migration, emulation, in our discussion of
the Preservation Planning entity below).

The Archival Sorage entity is responsible for these types of migrations, and may

perform any refreshment, replication or repackaging functions that do not cause



40

information loss. An example would be the migration to a new file system where the
digital object retained its independent ability to self-instantiate. Any more profound or
complex transformation processes would come under the authority of the Administration
entity. The migration functionality is represented in Archival Sorage by the replace
media function. The error checking functionality mentioned earlier in this paper is also
situated within the Archival Storage entity, and supports the efforts to successfully
migrate materials without information loss.

Migration is one of the areas yet to be explored in any great detail. The SDSCC,
working with NARA materials, has made some early forays, and the Harvard libraries are
expected to attempt a migration in the near future,® but there is quite a bit of research
still to be done in this important area. Mackenzie Smith has taken great pains to note that
preservation is an act of human stewardship, and that automated processes only operate at
the service of human decision-making.** Information refreshment or migration cannot be
completely automated because human stewardship and appraisal decisons are an
important part of the process.

Additional tools to facilitate migration would include format registries as well as
the support for the widest variety of format management tools. Much standards-making
activity is taking place surrounding the development of format registries. Format
registries assure that knowledge gathered about representation formats is available to
systems in the networked environment, and sustainable over the long-term. Stephen
Abrams of Harvard is leading the strategic planning behind a registry based in the U.S.,*
while the UK Public Records office has their own format registry development known as

PRONOM.* One of the significant points made by the champions of format registries is
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that the current Multipurpose Internet Mail Extensions (MIME) types,® which are the
most common public categorization scheme of media types, are not granular enough to
capture all of the format information that a repository might wish to capture. For
example, the MIME type for a image format such as a TIFF would be "image/tiff."
However, there are multiple versions of TIFF files, a condition that could not be
represented currently using MIME types as the method of categorization. These efforts
are still in the early stages of development.

The aternative to having detailed format information on an unlimited set of
formats is to limit the number and types of formats that the system will support to a
small, normative set. This implies the development of a set of open standards for basic
software types (word processing, spreadsheets, graphics, etc.), which to date has not
occurred. Some discussion of this issue will take place in Preservation Planning. It is
important to note that while there are an amost unlimited number of file formats floating
around, there is some consensus on text and image formats that have the greatest uptake.
Those text (ASCII, Unicode, etc.) and image (TIFF, etc.) formats are being used by some
repositories as their baseline for materials in the repository that can expect long-term
support.

The final responsibility of the Archival Storage function is the provide data
function, which provides copies of the stored AlPs to the Access entity and also oversees

data transfer operations.
5.1.3: Data M anagement

There are ways in which the archival concept of collective description can be

applied successfully in electronic systems. Higher level descriptions should cascade
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down to lower levels of control in electronic systems, with the previously mentioned
EAD document providing an example of how parent/child relationships can exist within
documents and collections. This cascade of information, in which higher level
description is automatically applied to lower levels of items, is one of the tremendous
benefits of database structures present in most digital repository architectures. The Data
Management entity operates in paralel to the Archival Storage entity, and can be most
succinctly defined as the database backend for an OAIS:
An application designer needs organizing principles to handle the large data sets
that must be coordinated across a collection of programs. The application designer
confronts numerous problems, including data volumes beyond memory capacity,
slow performance from unstructured searches, special-purpose code customized
for certain storage devices, and varying mechanisms for representing relationships
among data elements. These problems arise from computer involvement, not from
the intricacies of the application...A database management system (DBMYS)
provides the needed organizational approach to flexible storage and retrieval of
large amounts of data...With ssmple commands, the application dispatches items
to be stored in the database, leaving it to the DBMS to find proper physical
storage, to guarantee future access through a variety of pathways, and to integrate
the data into meaningful relationships with other elements.*®
An OAIS should be agnostic in terms of the brand of database system required,
but any database system utilized by the OAIS must be able to perform typical database
functions such as creating schema and table definitions; creating, maintaining, updating,
and providing for the integrity of the data that it houses; for performing queries on the
data and for generating reports about the data.
While the functions of the Data Management entity seem self-evident to those

familiar with database applications, their importance cannot be underestimated. An

OAIS requires layers of rich metadata to assure the understandability of digital objects
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over the long-term, and a rich and flexible database system component is essentia for
ensuring that those complex metadata architectures can be implemented and maintained.

A digital repository architecture that supports collective description functions
should have the flexibility to allow the ordering of collections into hierarchical groups,
and then allow descriptive metadata to cascade down through a selection of items if
desired. Most digital repository architectures support this type of descriptive practice
through the richness of their relational database architectures and their use of XML for
encoding items.

5.1.4: Administration

The Administration function is fairly self-explanatory and easily understood in
comparison to a physical archive. All archival organizations have managing agents that
establish standards and policies, control the physical access to the premises, provide
customer service, negotiate with donors for items to be submitted, and other management
functions. These housekeeping functions are essentia to the operation of any archival
entity, and these are the duties that the Administration entity handlesin an OAIS.

However, the Administration entity is not only a housekeeping entity: it has direct
contact and oversight over al the other functional entities. It is responsible for
negotiating the submission agreements, managing the scheduling of previously negotiated
agreements, and for confirming that SIPs, AIPs and DIPs all conform to the agreements.
It also has responsibility for providing systems engineering to continuously monitor the
functionality of the entire archive system and to systematically control changes to the
configurations.”® This includes mechanisms that update the content of the archive. These

mechanisms would include the transformation decisions referred to earlier.
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Additionally, systems that support provenance will support the gathering of
information related to successive transfers of ownership and custody of a particular
digital object. The retention of workflow information (audit trails) provides integrity
checks for the digital objects as they move through the OAIS. The concept of versioning
(or version control) is analogous to the concept of provenance, in that each successive
version of adigital object can be tracked, and objects can be reverted to earlier versions if
necessary.

Information objects in digital form, like those in other forms, move
through life cycles. They are created, edited, described and indexed, disseminated,
acquired, used, annotated, revised, re-created, modified and retained for future use
or destroyed by a complex, interwoven community of creators and other owners,
disseminators, value-added services, and institutional and individua users...How
reliable the archival process proves to be in the emerging digital environment
hinges on the trustworthy operation of digital archives and on their ability to
maintain the integrity of the objects they are charged to preserve...For digital
objects, no less than for objects of other kinds, knowing how to operationally
preserve them depends, at least in part, on being able to discriminate the essential
features of what needs to be preserved.®’

At the implementation level, the capacity of a system to retain the fixity of
content is determined by the business rules of the system (including the
read/write/execute policies for particular pieces of content), the levels of security
surrounding the system, the ability to back-up the information, and the overall ability to
identify and protect a digital object's significant properties. Methods of securing the fixity
of digital objects and tracking changes to objects that have appropriate permissions, is
one of the keysto building trust in digital systems. Administration is responsible for these
considerations.

Finally, it has the customer service function, which creates, maintains and deletes

customer accounts, as well as providing billing services.
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5.1.5: Preservation Planning

The Preservation Planning entity operates under the Administration entity, but it
exercises administration-like control over all aspects of preservation decision-making
rather than general management functions. Preservation Planning is tasked to monitor
the changing technological conditions that would affect the producers and consumers of
the OAIS (its Designated Community). Changes affecting the Designated Community
might include changes in data formats, media choices, preferences for software packages,
new computing platforms and mechanisms for communicating with the archive. It would
aso take a forward-thinking approach and track emerging digital technologies,
information standards and computing platforms to identify technologies that could cause
obsolescence in the archive's computing environment and prevent access to some of the
archive's current holdings.®

Preservation Planning should undertake periodic analysis of the state of the
universe in terms of the development of open standards in file formats and operating
systems. The software architecture of the digital repository system should be built on
open standards, such as the structured query database language (SQL); the extensible
markup language (XML) and other standards that provide for easy interoperability
between disparate systems. The openness of the software components frees the architects
of the systems from getting locked-in to proprietary software architectures that might
impinge on future open development.

Preservation Planning develops strategies and standards for the implementation
of preservation functions in the OAIS. This represents itself in the development of SIP

and AIP package designs, and in migration plans for AlPs that would prevent the loss of
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access to those materials due to technology obsolescence. As noted in the Water s/Garrett
report, "methods for migrating digital information in relatively simple files of data are
quite well established, but the preservation community is only beginning to address
migration of more complex digital objects...Although migration should become more
effective as the digital preservation community gains practical experience and learns how
to select appropriate and effective methods, migration remains largely experimental and
provides fertile ground for research and development efforts."*

Despite the Waters/Garrett note of caution, the RM largely regects the
concurrently proposed solution of emulation, and has accepted migration as its solution to
the concerns surrounding future information loss. This decision is not without some
controversy. Jeff Rothenberg, the most prominent theorist exploring emulation issues,
notes that:

Whereas emulation offers a potential solution to this problem [of the long-term
preservation of digital materials], the OAIS dismisses emulation as 'a major
technical and economic risk' and assumes (without the support of any empirical
evidence) that migration is the most logical preservation approach, despite
recognizing that 'digital migrations are time consuming, costly and expose [an
archival information system] to greatly increased probabilities of information
loss, %

This debate will continue in the digital preservation community. The RM largely
supports the concept of migration, so this study operates under that assumption as well.
OAIS allowances for data conversion of any sort is a sign that the designers have
considered the implications of data storage beyond the immediate short term, and their
support for the concept of migration is one of the most preservation-like functions found

in the OAIS (even while Rothenberg argues that migration and transformation are not

preservation). A significant step for OAIS system design is the development of built-in
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processes that enable migrations and transformations to be done with some degree of
automation.

It is also important to note that the OAIS entities Administration and Preservation
Planning assume completely different roles than the Management entity that was earlier
modeled as falling outside of an OAIS (along with Producers and Consumers).
Administration and Preservation Planning both have management responsibilities over
various aspects of an OAIS, but they should not be confused with the Management entity.
In aphysical archive situated in auniversity community, for example, Administration and
Preservation Planning might be represented by a single entity (the University Archivist),
while an example of Management might be the administrators in the office of the
President of the University who have some oversight over the actions of the University

Archivist, but only in the most general manner.
5.1.6: Access

Access is the last of the six functional entities covered by the OAIS Information
Model, and it provides a single user interface to the holdings of the archive. The Access
entity in an OAIS has no particular dissemination or publication scheme in mind when it
makes a digital object available, though particular publication destinations (such as web
sites or advertising brochure) are amongst the many possible uses for disseminated
objects. The Access entity defines three categories of requests that consumers might

make of the archive: query requests (through a search utility like OAIster'™);

report
requests; and orders, which is arequest for delivery of some piece of archival content.
The Access function creates a DIP out of an AIP, with dissemination-specific

metadata attached. The content, structure and context of the DIP is likely to be different
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than that of the AIP (the best example being a thumbnail image instead of the archival
master) due to the intellectual property or business rules conditions that are likely to be
placed on disseminated digital objects.

Access is a familiar term to brick-and-mortar archivists, and the term's usage is
consistent in the RM. It is important to note that the Access entity is charged with
responsibility for the authorization of users hoping to receive requested digital objects.
The mapping of functions from the Access entity is less important for our current
consideration of preservation systems because some manner of access will be built upon
amost all OAIS archives. It is important to note the levels of security provided by a
particular OAIS implementation, because access restrictions can aid in prolonging the life
of archival materials by preventing misuse and the corruption of their content or context.
And while an archive would not solely consider current access needs when determining
the granularity with which they would store objects in an OAIS, access issues must be
considered from the first stages of a design plan. If anything, the designers of OAIS
systems must try to predict methods of storage and management of the digital objects
over time that will allow the material to be accessible in the distant future. As such,
current access conditions may have little impact on the choices that OAIS system
designers make. Their majority of design decisions should be made in the Ingest entity to
gather as much granular information as possible to allow for maximum reuse possibilities

down the road.
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5.2: The OAIS Information Model

See Appendix B for a detailed view of the Information Model.

As mentioned above, the RM includes both horizontal and vertical components.
The horizontal component, the Functional Model, represents the workflow in the system,
and the movement of archival objects from ingestion through dissemination. The vertical
component, the Information Model, |ooks more closely at the elements and layers that
comprise each individual digital object, whether represented as a SIP, an AIP or a DIP,
and broadly describes the metadata requirements associated with retaining the digital
object over the long-term.'% This exploration of metadata requirements for digital objects
in an OAIS explores some of the concepts uncovered when discussing the essentia
components of the record. The AIP is the item in the repository that features the most
complete set of associated metadata, so it is used as an exemplar that also represents SIPs
and DIPs.

There really is no single metadata schema that can incorporate the entirety of
information that is desired to be captured about items in a repository, but the Information
Model provides a high-level view of the different types of metadata that needs to be
captured for objects in digital repositories. Outside of the RM, metadata experts refer to
descriptive, structural and administrative metadata as the complete set of information
necessary to fully describe an object. Researchers in the digital preservation community
have begun to explore the concept of preservation metadata, though this type of metadata
may simply comprise a subset of the other three, with preservation as an explicit

determination.
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The OCLC/RLG Working Group on Preservation Metadata mapped a
preservation metadata framework on to the RM, composing an explicit path by which the
RM could be implemented in metadata.'® However, efforts like the Metadata Encoding
and Transmission Standard (METS), *** is a solution finding wider adaptation. METS
metadata is expressed using the XML schema language of the World Wide Web
Consortium (more on XML in the Preservation Planning section). METS is explicitly
designed with the RM in mind, and it also attempts to provide a structure by which the
complete range of metadata can be encoded in one form. Yet at the same time, METS
provides for the development of extension schemas that would alow metadata schemas
to be developed for specific resource types (audio, video, etc.). This gives METS both a
conciseness and aflexibility that other kitchen sink metadata schemas might not have.

The digital objects preserved within an OAIS are complex, and are composed of
layers of information, beginning with the stream of bits at the core of any digital item.
However, that stream of bits cannot fully represent all the information necessary to make
the object understandable, either now or in the future, and that's why additional layers of
information must be stored along with the core bitstream in an archival repository. Each
layer of wrapping is made up of descriptive, administrative and/or structural metadata,
and the detailed plan for how this metadata surrounding each digital object is organized
in an OAIS isthe Information Model.

The degree to which the Information Model splits each digital object may seem
needlessly academic, but as the Information Model is specifically designed to support an
implementation strategy (where the Functional Model is clearly conceptual), the

completeness of the Information Model takes on useful value.
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Each AIP consists of four valuable components. The Content Information and the
Preservation Description Information are the two key components, containing the
metadata structures of central importance to preservation functionalities. The Descriptive
Information, which deals with aids to access, and the Packaging Information, which deals
with instantiations of archival materials on particular medias, are of less importance to
our understanding of a system's preservation needs. These four components and their
subcomponents that will be iterated below.

5.2.1: Content Information

The first of the four components of the AIP is the Content Information. The
Content Information represents the core material considered the target of preservation by
the OAIS. The Content Information comprises two equal parts: the Data Object, which is
the actual sequence of bits; and the Representation Information, which is a combination
of Sructure and Semantic Information about the sequence of bits that allows it to be
made understandable.

Sructure Information helps make the bits understandable "by describing the
format, or data structure concepts, which are to be applied to the bit sequences and that in
turn result in more meaningful values such as characters, numbers, pixels, arrays, tables,
etc."® This Sructure Information is rarely enough to allow a sequence of bits to be fully
understood, however, and that's what makes Semantic I nformation necessary.

Semantic Information represents information such as the language in which the
Data Object is written, or a simple description of the purpose of the Data Object.
Scientific data in tables of numbers, for example, would be largely incomprehensible

without added Semantic Information that explained what the numbers represented.
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Semantic Information includes information on the type of operations that might be
performed on each data type or the interrelationships between different Structure
components of the same Data Object. The Sructure/Semantic dichotomy returns us to
Cox' definition of the record;, a complex object containing content (information),
structure (form) and context. Both components are required to make sense of any digital
Data Object.

Representation Information can also contain references to other Representation
Information in layers of connection that form a Representation Network. In principle,
this recursion of connected meaning should continue until a physical representation of the
information is found (such as a manual in printed form, or a perhaps a physical copy of
the 1SO Unicode 4.0.0 standard,'® which describes the bits that form each of the
characters in the Unicode set) at the end of the line, grounding often invisible digital
materials in some physical manifestation.

Wrapping the Data Objects in layers of Representation Information creates
complex digital objects encapsulating information on their structure, along with
information that describes that structure. This creates objects that to a certain extent can
be infrastructure independent, and that are capable of being self-validating and self-
instantiating. Needless to say, this makes the task of preserving the Representation

Information equally important to the task of preserving the Data Object itself.
5.2.2: Preservation Description Information (PDI)
The second of the four components of the AIP is the Preservation Description

Information (PDI), which is focused on describing the past and present states of the

Content Information, ensuring that is uniquely identifiable and that it has not been
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unknowingly altered.’®” The PDI is describing the types of information that must be
preserved if we are to assume that the AIP is preserved, and it is divided into four
components. Fixity Information, Reference Information, Provenance Information and
Context Information. These four components should look quite familiar.

The concepts behind the PDI map directly from our earlier discussion of the
archival record. In fact, the PDI section of the RM is taken directly from the sections in
the Waters/Garrett report that earlier provided support for our definition of record
components. Our analysis of fixity, reference, provenance and context in terms of the
components of the record apply equaly here (the record component of content was
discussed above in the section on Content Information).

Some additional information is helpful to understand how some of these concepts
are instantiated in digital repository system design.'® Reference Information identifies
mechanisms used to provide assigned identifiers for Content Information. In a digita
repository, these could include identifiers such as URIs and URNs,'® Handle System
reference assignments*’® Digital Object ldentifiers™ or any number of other
identification mechanisms. Consistent users of the World Wide Web are aware that some
information resources often just disappear. If digital items are to be preserved for the long
term, they have to be discoverable. A persistent location identifier helps them to remain
that way.

Context Information documents the relationships of the Content Information to its
environment, including why the Content Information was created, and how it relates to

objects that exist elsewhere.
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Provenance Information documents the history of the Content Information,
determining any changes that may have taken place since it was originated, and tracking
item custody.

Fixity Information provides the data integrity checks or validation and verification
to ensure that the Content Information has not been altered in any undocumented manner.
Fixity Information includes special encoding or error detection schemes that are specific

to individual Content Information objects.
5.2.3: Packaging Infor mation

The Packaging Information binds or relates the components of the AIP into an
identifiable entity on specific media. For example, if the Content Information and the
PDI are both identified as coming from the same compact disc, the Packaging
Information would include information about the data structures that comprised the
compact disc itself, because this would help to represent how the materials originally
were appeared. The Packaging Information is not necessarily preserved at any point by

an OAIS, but it is definitely not preserved during migration.
5.2.4: Descriptive Information

The Descriptive Information is generally derived from the Content Information
and the PDI, and serves as the input to the archival digital objects in the repository by
facilitating the development of various access aids, which allow Consumers to locate
information of potential interest, analyze that information, and order desired

information.**?
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6: Concurrent Repository Design Development

The OAIS model helped to explicitly represent archival thinking to the designers
of digital repositories for long-term preservation. Thanks to the influence of the OAIS
model, much of the present research into digital repository systems, including research
coming out of the computer science community, is somewhat informed by archival
principles. The completion of the process by which the RM has became an international
standard assures that the RM will continue to assert influence on future designers of
preservation systems.

However, research and development in digital repositories was taking place
concurrently in widely divergent communities of knowledge outside OAIS devel opment.
The new language of the OAIS model has proven to be centrally important in enabling
divergent knowledge communities to find common ground while working independently
on repository designs, but often those designs were developing independently with or
without the OAIS model. The influence on the OAIS that developed out of early research
done by ARPA, Xerox PARC and other institutions is outside the scope of this paper.*®
It is important to note that many of these efforts, whether they were consciously aware of
it or not, were incorporating archival thinking in their design decisions.

One important line of development at technical end of the spectrum began with
work from Robert Kahn of the Corporation for National Research Initiatives (CNRI) and
Robert Wilensky of the University of Californiaat Berkeley. Their article, "A Framework
for Distributed Digital Object Services"''* introduced terminology and concepts that

would become commonplace in the vernacular of digital libraries and repositories: digital



56

objects; the handle system; and the repository access protocol (that evolved into the OAI-
PMH), amongst other concepts.
Their work was picked up by William Arms, also of CNRI, who published his

article, "Key Concepts in the Architecture of the Digital Library,"**

at approximately the
same time. Arms suggested the idea that the architecture of the repository should be
separate from the content; that the access object is different from the stored object; and
the idea that digital objects are more than just the collection of bits.

At the same time, Carl Lagoze of Cornell was incorporating the ideas of Kahn and
Wilensky and working on his own secure repository design for digital libraries. His work
in computer science eventually evolved into the Fedora architecture, now under
continued development at the University of Virginia. Lagoze later helped develop the
core services in the Architecture of the Nationa Digital Library for Science Education
(NSDL). This NSDL list provides a different perspective on the functional requirements
of repository architectures.

These developments in the computer science community spread widely through
the library, archives and information science communities through the interest being
generated by digital libraries. The developments in repository architectures running
through Cornell were merely some of the most prominent in the U.S.: related systems
were being developed in a number of countries and in a number of other academic
institutions.

As the turn of the century arrived, digital repository system design began to move

into the mainstream of research development. The success of the World Wide Web led to

a significant redirecting of resources into digital libraries, led by research growth in
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government and academia. Government research increasingly was led by the LC and
NARA and focused on more action-oriented system design. The academic community
became energized when the concept of the institutional repository was developed in
2002.

Concurrent with academic and government research specifically directed towards
digital repository design, there was a host of research taking place around digital library
development (though often completely independent of it) that had a great effect on the
development of repository architectures. These include the open source software
movement; the development of open standards in file formats; the continued devel opment
of metadata standards, networking tools and much more. An exploration of these exterior
developments is outside the scope of this paper, but information pertaining to these
subjects will be introduced when appropriate.

6.1: Government Efforts

The most well-defined governmental efforts came from LC and NARA, both of
whom were charged by law with preserving the recorded output of the United States, and
thus had to be proactive about building systems to support that mission. The first
tentative steps in requirements documentation were mostly theoretica. These
explorations of repository design grew out of the same self-reflective impulses guiding
the archival community, and led to a reevaluation of the governmental stewardship
mission in the light of changesin digital technology.

Both LC and NARA made efforts to take stock of their digital efforts prior to
moving ahead with plans for repository architectures. Commissioned by the Librarian of

Congress in 1998, and published in July 2000, LC 21: A Digital Strategy for the Library
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of Congress,*®

the on-site study of the Library's technology practices and initiatives, was
conducted by a committee of the Computer Science and Telecommunications Board of
the National Research Council, and noted the historical developments at the LC while
making recommendations for the LC's future technology strategies.**” In December of
2000, Congress appropriated $100 million for this effort, which instructed L C to develop
and execute an approved strategic plan for a National Digital Information Infrastructure
and Preservation Program (NDIIP).*® LC convened a number of national meetings of
interested parties, and in October of 2002, published their initial report, Preserving Our
Digital Heritage: Plan for the National Digital Information Infrastructure and

Preservation Program.™®

The program plan compiled introductory essays on the various
aspects of the digital preservation challenge from researchers operating in variegated
domains of knowledge. One essay, "Preliminary Architecture Proposal for Long-Term
Digital Preservation" by Clay Shirky'®® described the conceptual framework for
supporting the technical functions of NDIIP as a whole, but also touched on some basic
functional requirements for arepository. Some of the NDIIP's findings in this regard have
since been reexamined,*** but a pair of items are worth noting. Shirky identified the
establishment of unique identifiers for each resource as the principal function of the
repository (a requirement that came out of Kahn/Wilensky), and further noted that the
repository, as the holder of canonical versions of digital content, should have a focus
which included robust security resources.*??

As the LC was considering a national strategy for digital preservation, they were

concurrently working on their own repository design, the Digital Audio-Visual

Repository System (DAVRS). DAVRS is the central component of the LC's new
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multimedia archive being built in Culpepper, Va. We will look at DAVRS more closely
in the Case Study section.
Similar efforts were taking place concurrently at NARA (though the funding

levels weren't quite as high'?®

), represented by the publication of their retrospective
Thirty Years of Electronic Records in 2003, and their own National Research Council
review, Building an Electronic Records Archive at the National Archives and Records

124 that came out the same

Administration: Recommendations for Initial Development
year. NARA's Electronic Records Archive (ERA) is a research project in development
with the San Diego Supercomputer Center (SDSCC), and will be examined in the Case

Study section.’®
6.2: Academia and I nstitutional Repositories

While the government was working on both national priorities and individual
repository systems, there were a number of activities in academia that began to coalesce
around the concept of institutional repositories. In early 2000, the Digital Library
Federation (DLF), the Council on Library and Information Resources (CLIR) and the
Coalition for Networked Information (CNI) began to address digital preservation
guestions with a view to facilitating some practical experimentation in digital archiving.

One experiment, funded by the Andrew W. Mellon Foundation, explored the
issues surrounding the archiving of electronic journals (e-journals), including the
development of archival repositories for e-journals. The issues surrounding e-journals
were becoming important in academia due to the growing demand for electronic content,
and the concurrently rapid increase in their cost. The e-journal environment also changed

the dynamic of control from the institution back to the publisher. Academic institutions
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discovered that they didn't actually own copies of the journals, but were only being
supplied network access to them. The back issues of the journals could disappear if the
institution decided to stop paying for current editions, or if the publisher went out of
business. The original copies were held on the publisher's servers, and despite protests to
the contrary, there was no guarantee that the journals would be preserved for the long-
term in the event that something happened to the publisher, or if economic conditions
changed for any reason.

These projects, which included work at Harvard, Stanford, Penn, Cornell, Yale,
Stanford, M.I.T. and the New York Public Library, explored a variety of issues
surrounding electronic journals, with several investigating repository architectures
strongly influenced by the OAIS.

One outcome of the early development meetings was a set of minimum criteria
for an archival repository of digital scholarly works.® This report was strongly
influenced by the OAIS RM, and presented a set of criteria for repository design
accompanied by a set of directed research issues developed out of those criteria. The
central component of their efforts was to focus on the concept of trust in digital
repository systems. Other important criteria included: gaining physical and intellectual
control over the materials to ensure their long-term preservation; developing migration
and data validation strategies, along with a scaleable infrastructure; and the development
of standards, including standards for preservation and other metadata, standard migration
strategies and implementation procedures, standard specifications for physical media and

standard accreditation of requirement-conformant archives.
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At approximately the same time, the Research Libraries Group (RLG) and the
Online Computer Library Center (OCLC) were working on their list of attributes and
responsibilities for a trusted digital repository, a set of criteria strongly influence by the
OAIS RM, with OAIS compliance was the first criteria by which a repository was to
become trusted. Trust in digital repositories arises directly out of the archival principle of
responsible custody. RLG and OCLC noted that the attributes of a trusted digital
repository were very similar to those of an archival entity responsible for reliable
custody. In their view, a trusted repositories should include attributes supporting system
security, technological and procedura suitability and procedural accountability in
addition to the custodial responsibilities. The report then codified these high-level
attributes into a set of operational responsibilities that strongly echoed those of the OAIS
RM, and which came even closer to aworkable list of functional requirements.

As academic research groups explored the ramifications of repository design
efforts, momentum was building within the academic institutions to leverage the power
of digital repositories towards the preservation of valuable institutional resources. These
ingtitutional resources, including web sites, multimedia presentations, electronic pre-
prints of scholarly articles and more, had not been previously been considered for
preservation, but were now being acknowledgement both for their reuse value, and for
their importance as part of the institutional record. The momentum directed towards the
management of these resources coalesced around the concept of the institutional
repository in 2002.

Clifford Lynch, the director of the Coalition for Networked Information (CNI)

since July 1997, and a constant presence in digital preservation circles, clearly defined
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the purposes of institutional repositories in early 2003,"#” and noted that one of the most
substantial benefits of the institutional repository movement was that it gave academic
institutions a vested interest in the development of digital repository systems. Rather than
their previoudly passive role of supporting publisher initiatives, the institutions were now
in the position of supporting research for which they had direct benefit. This self-interest
drove repository research and development even harder, leading to the development of

several functioning architectures that will be explored in the Case Study section.

7. Commercial Content Management Systems. An Aside

While the research community is addressing the RM and mining it for repository
design strategies, an active commercial software market has developed for enterprise-
wide systems that address digital authoring, management and publishing problems. These
products fall under the general rubric of Content Management Systems (CMS), and have
been touted to archivists, librarians, and other information professionals as capable
solutions to the information collection, management and publishing processes that are too
complex to handle informally.*?

Bob Boiko, a lecturer at the University of Washington Information School, has
defined an idealized CMS in terms of its functions,*® graphing a high-level map of CMS
requirements that address some of those of the RM, though the RM terminology and the
bundles of functions are dlightly different. Boiko's definition divides the functions of
CMS products into three main areas. the authoring or acquiring of content; the
management of content; and the publishing of content. Additionally, CMS are designed

to allow for the flexible reuse and easy manipulation of the materials they contain.
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An initial survey of a broad range of CMS product literature has led us to
determine that most CM S provide functionalities that comprise an overlapping subset of
these three high-level components. It is uncertain to what extent commercial developers
have been influenced by the OAIS reference model, but the similarities between the
functionalities identified in the OAIS reference model and in the CMS architectures
defined by Boiko suggests that the two models are intimately related.

Indeed, the collection, management and distribution of digital resources is
something that archivists are interested in, making these products sound very attractive to
institutions looking for solutions to their digital management issues. However, market
imperatives and business needs have pushed the development of commercial CMS
chiefly into the Web Content Management (WCM) area, a distinctly constrained subset
of the total range of possible CM S functions, while vendor literature obfuscates the actual
functions of the different CMS packages,*®® and systems designed for enterprise-wide
installation can entail significant costs.** The reality seems to be that each individual
product tends to specialize in a subset of the authoring/management/publishing functions,
but no product to this point successfully addresses them all in a single product, or within
the pricing ranges of most institutions.

Additionally, and most significantly for the digital preservation community, it's
uncertain whether any of these products address preservation issues. Mackenzie Smith
has suggested that none of them do, staking the development of digital repository systems
featuring long-term digital preservation functionalities completely to the research
community.** There is enough basic conceptual similarity between CMS and OAIS-

informed digital repositories to allow for comparison, but we are fairly certain that
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institutions interested in preservation functionality will have to follow the research path

rather than the commercia one at thistime.

8: Case Studies

There are but a handful of institutions that have actually implemented digita
repositories for long-term preservation. Some larger ingtitutions, such as the LC and
ERA, have yet to actively implement a repository, but are significantly involved in the
planning for their archives. Other institutions have systems that they've developed from
scratch, useful in their own environment, but not extensible outside of it. Other efforts,
like MIT's Dspace architecture, are fully designed to be used outside of their home
community, and offer great hope for the future in terms of system design.

These projects supply implementation examples that can be utilized to help
generate a list of core archival functions that could be found in preservation-oriented
information systems. The identification of missing or implemented preservation
functionalities could have a number of useful purposes. A list of implemented functions
could provide guidance to preservation managers comparing commercial CM S products
for possible institutional purchase. It could also assist researchers in identifying areas of
strength or weakness in current projects and systems and to guide future research into

these systems.

8.1: Harvard Digital Repository Service (DRS) **®

The Harvard University Digital Repository Service (DRS) developed on an ad

hoc basis out of specific institutional needs, and was never designed as a sharable
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architecture. The design of the Harvard repository system, however, has been very
influential on subsequent system design, especially the MIT Dspace architecture, and a
number of research efforts surrounding Harvard repository design have made vita
contributions to the development of digital preservation infrastructure elsewhere.

The origins of the current Harvard repository system can be traced to July 1998,
and the launch of the Harvard Library Digital Initiative (LDI), a five-year program to
develop the University's capacity to manage digital information by creating the technical
infrastructure to support the acquisition, organization, delivery, and archiving of digita
library materials®™* Jm Coleman, in the Office for Information Systems/HUL,
introduced documents that proposed conceptual models for the repository architecture.
Many of the elements in these conceptual models would subsequently appear in what
became the DRS, and then again in the Dspace architecture.

Coleman's 1998 report, Towards an LDI Digital Repository,” discussed a
number of potential repository services, but maintaining the persistence of the material
was always an essential concern. In the process of defining potential services for the
repository, Coleman highlighted version control, the automated migration of objects and
the management of user and application-specific metadata within the repository as three
core services. These services were iterated in more concise form in a later report from
March 1999, which laid out the functional requirements of the future repository. These
requirements underwent considerable reevaluation during the course of the next few
years, but they do provide insight into early design thinking.

"Our repository, in some ways, is a lot closer to Kahn/Wilensky that it is to

OAIS," says Dae Flecker, the Associate Director of the Harvard University Library for
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Planning and Systems.™*” "That was the dominant paper at the point where we started
thinking about this." By May of 2001, the system had atrio of test projects and was ready
to accept new submissions from the University community.

The DRS developed out of existing technical infrastructure and was never
designed to be a system that could be packaged and shared with other institutions. The
DRS is built on an Oracle database structure; Harvard already had a site license with
Oracle, and they were less concerned with developing an open source solution than they
were in building something with a robust functionality. Additionally, the code for other
aspects of the system was written by programmers at Harvard, and has not been made
publicly available in the manner of an open source project. At the same time, many of the
functionalities that Harvard designed into their system have proven to be quite applicable
to other systems, and the range of affiliated research surrounding the DRS development
has been quite strong.

Much of this research came about due to the participation of the university in the
Mellon Foundation e-journal archiving projects, which commenced in early 2000. These
projects were designed to test various aspects of the archiving and preservation of e-
journals. The Harvard project demonstrated some concrete methods by which e-journals
could be archived, and largely focused on the development of arepository architecture to
support the archiving. A significant aspect of this was a detailed model for the technical
infrastructure of the repository.

The Méellon grants were explicitly designed to test the OAIS model as a high-level
design for a digital repository architecture, and Harvard painstakingly mapped their

existing infrastructure to the OAIS model.**® They aso utilized OAIS terminology in
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describing their repository in their Report on the Planning Year Grant for the Design of
an E-journal Archive®® The Report on the Planning Year Grant explicitly stated that
the DRS would be responsible for the managed preservation of the deposited objects, but
the descriptive metadata associated with these objects was to be stored completely
separately in Harvard's extant OPAC system, Hollis.

However, several aspects of their technical design, though not necessarily
implemented at Harvard, should be highlighted in terms of their subsequent influence on
the design of other repository architectures. The DRS architects identified the need for a
central format registry to aggregate all essentia information about the formats of
materials deposited into the repository. The DRS designers were quite strict about the
types of formats that could receive support by the repository, and they designated alist of
normative formats that were acceptable. Items submitted into the repository would be
converted to one of these formats during the ingestion process; for example, a non-
normative format such as jpeg would be converted to the normative format of a tiff. The
format registry would include information on the formal name of the format, its version
history, a pointer to an authoritative specification, the name of the maintenance
organization, the MIME type, technical metadata schemas, compliant tools and validation
and migration processes.*® Their report emphasized a need for a common infrastructure
to maintain this type of information. A peripheral project that has developed out of thisis
the global digital format registry.

The DRS design also implemented the concept of service levels of preservation
support. In this concept, different types of materials are guaranteed different levels of

preservation management, dependent upon the type and importance of each file format.
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This concept was incorporated wholesale into the Dspace architecture design, and it is
enumerated in much more detail in the discussion of Dspace. It isimportant to note that
the DRS perceived the highest level of support to include the commitment to monitor
formats and associated technologies, to develop and execute migration strategies that
attempt to preserve al of the format's native functions and semantic integrity, and to
disseminate files in formats that can be rendered by contemporary applications.*** The
format registry and levels of preservation map to traditional archival principles and
represent how automated appraisal techniques and the application of levels of control can
be applied to digital materias.

"A lot of our work these days isin terms of automated generation of metadata
and format validation" continues Flecker. "Jhove'” is a framework for format
characterization and validation. You feed it afile, and if you don't know it's format, it will
anayze it for you. It will subtype it within the format, and elucidate its core properties.
That's really where alot of our preservation effort has gone in the last year or so. Jhoveis
a framework for doing this, and now we're populating it with format-specific
information."

The DRS designers also identified the need for persistent identifiers, though their
plan was to use identifiers generated locally by their own Name Resolution Service. They
noted the problematic nature of using DOIs as persistent identifiers, in that the DOI
would resolve to the publisher's resource, as opposed to the unique resource stored in a
completely different repository in alikely different form. The DRS designers made plans
to include pointers to other identifiers, such as DOIs, in addition to the persistent

identifier that they generated themselves.
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The DRS designers also identified the need to automate the ingestion process to
the greatest degree possible, and they identified METS metadata as the desired "structural
envelope' for their SIPs. The DRS researchers focused some of their best research on the
structure of the SIPs. Their Submission Information Package (SP) Specification,
published in December, 2001, was designed as the authoritative specification of the
format of the SIP used by publishers for submission of e-journal content to the archive.**
and as such, it provided a detailed roadmap, including the types of acceptable formats,
and the explicit structure of METS documents, which would be necessary for archival
submissions to the DRS. This was the first widely available SIP specification, and till
the most detailed, and it supplied explicit guidance for systems designers.

The research related to the development of the SIP specifications also led Harvard
researchers to the consideration of Global Format Registry, another piece of essential
digital preservation infrastructure. Stephen Abrams, one of the co-authors of the SIP
specification, is the driving force behind the Global Format Registry, which seeks to
develop an appropriate trust mechanism to encourage the deposit of detailed
representation information about proprietary formats, and to make that information
available in standard human and machine-readable forms.***

Additionally, during the course of the Mellon grant, Harvard commissioned a
study by Inera Incorporated to see if it was possible to design a common archival e
journal Document Type Definition (DTD), a document into which Standard Generalized
Markup Language (SGML) from a wide range of journal publishers can be transformed
such that the resulting SGML preserves and can reasonably render the intellectual content

145

of journa articles.™ DTDs of this type could be useful in standardizing the structure of
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archived e-journal materials, aiding the development of common repository architectures
into which all of these materials could be deposited. The commission of a feasibility
study for e-journals encouraged other knowledge domains to attempt to develop DTDs
for their materials as well.

The Mellon Foundation ultimately chose to focus its attentions on the continued
development of the digital repository at JSTOR,*® leaving much of the repository
development work at Harvard uncompleted. However, the Harvard researchers made
significant inroads into the development of digital preservation infrastructure, and their
work on functional system design strongly influenced the development of the Dspace

architecture at MIT.

8.2: M.|.T./Dspace™”’

DSpace is an electronic resource management enterprise at the Massachusetts
Institute of Technology (MIT), closely related to MIT's Open Courseware (OCW), an
electronic publishing initiative designed to "provide free, searchable, coherent access to
MIT's course materials."**® Both DSpace and OCW (along with OKI, the Open
Knowledge Initiative) are part of the large infrastructure initiatives organized by the MIT
Council on Educational Technology (MITCET). Initially funded in 2000 as a program of
the Invent@MIT joint venture created by Hewlett-Packard (HP) and MIT,**® the
development of the Dspace architecture is now overseen by the MIT libraries. Thereis a
strong connection between the work done by Harvard researchers on their DRS and the
Dspace project at MIT. Mackenzie Smith, currently the Associate Director for

Technology, MIT Libraries, and a member of the Dspace development team, was the
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Digital Library Projects Manager at Harvard between January 2001 and December 2001,
the period when Harvard was implementing their Mellon e-journal grants.

Within the broad mandates provided by MITCET* DSpace has their own
mission: to provide stable long-term storage to house the digital products of MIT faculty
and researchers; to provide long-term preservation for digital materials in a variety of
formats, including text, audio, video, images, datasets and more; and to enable remote
access to those materials through one coherent interface.™® Long-term preservation
functionalities have been an explicit attribute of the system from its initial stages of
design, and Dspace is the current de facto repository architecture standard. Thisis due to
avariety of social and political reasons in addition to its advanced design.

Unlike the Harvard DRS, Dspace was first to market with a complete end-to-end
system, and they were able to successfully leverage the power of the open source
software development community to build early interest in the system as a freely
available tool. MIT had solid funding from HP for development, and was also able to
leverage their name recognition to generate substantial interest in the Dspace architecture
while other systems were still in the pre-operative phase. These socia advances have
created significant interest in the Dspace architecture, and an active community of
developers, implementers, researchers and users has grown over the past two years which
might possibly sustain the development beyond the initial interest. Other experimental
repository architectures have not been able to gain this level of uptake. This implies that
researchers will first consider the Dspace architecture when making their own build-or-

buy decisions, and promises to keep Dspace in the mix for the foreseeable future.
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In addition to its primary use as arepository for MIT faculty materials, DSpace is
designed to facilitate research in digital content-management systems and the related
issues of preservation, archiving and distribution of digital materials. The DSpace
platform is explicitly informed by the Open Archival Information System (OAIS)
reference model. As has been demonstrated, the OAIS reference model provides a
thorough vocabulary for describing media archive systems, and for crosschecking the
functional and operation plans for a proposed archive.’ This direct OAIS-influence on
the design of the Dspace architecture allows it to provide the first and best example of
archival-influenced functionalities in repository design. This makes the Dspace
architecture an appropriate baseline by which other architectures can be compared and
contrasted. An overview of the most significant architectural features of the Dspace
design provides an appropriate overview to the possibilities of archivally-influenced
repository design.

Dspace is envisioned as a general purpose repository, which implies that its
functionalities must be able to apply to the complete range of potential digital materials.
Here, distinctions are made between bit-level preservation, where the bit order of each
item is preserved, and the ability of a system to preserve items at a higher level of
representation and understanding. These higher-level abilities touch on the archival
representation issues discussed earlier in terms of the sanctity of evidence and the
components of a record. The preservation of these levels of understanding is more
difficult and challenging for repository systems.

The Dspace system is designed to handle a multitude of file types, and will

ultimately incorporate the materials from a large percentage of faculty and researchers at
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MIT. An understanding of how the Dspace system promotes preservation assumes an
analysis of the materials housed in DSpace (the content) and the accompanying processes
that organize, document and disseminate them (the services).These can be divided into
content types and the submission process.

DSpace uses the terminology communities to define content spaces within which
users can browse for information. Within each of these communities, users can then
access collections of information. Under collection we find items (described in the
DSpace documentation as the "archival atom"; "a grouping of content and metadata that

...makes sense to archive as a single unit."*%).

The item in Dspace parlance is the
equivalent to the definition of record found here. Items are organized into bundles, a
grouping of bitstreams, such as might be found with an html file and its associated image
files, and at the lowest level, the items in DSpace are organized by bitstream. Each
bitstream is then identified by its bitstream format:

Thisis aset of information...describing as much as we know about the format and

encoding of the bitstream, including MIME type and name of the type (e.g.

"Adobe PDF"). This may aso hold information such as the specification of the

format, and source code for manipulating the format.™
This hierarchical division of bitstreams and their associated groupings or added metadata
roughly corresponds to the OAIS Information Model.

The preservation of these different content types is managed in the Dspace
architecture by the Bitstream Storage Manager. The Bitstream Storage Manager is one of
the most significant preservation functionalities of the Dspace architecture, and stores
information about the submissions at the bitstream level and provides a limited

transactional capability for the bitstreams. The system prescribes different levels of

support for each set of associated bitstreams. At the lowest level of support the Storage
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Manager will remember the sequences of bitstreams associated with each submitted item,
a level of service that is relatively ssimple to maintain. Complexity is introduced as the
Storage Manager and its administrators attempts to identify a preservation service level
for each of the items, and then determine the degree of support provided for each of those
bitstream types.

DSpace administrators divide the bitstream formats into two categories: Known
and Unknown. Known bitstream types are further subdivided into formats that are either
Supported or Unsupported. Known means that:

DSpace administrators have named the file format, its version, mimetype, and any

other relevant information (for example, relationships with other formats) in the

system's bitstream format registry; and a process is in place to actively identify
incoming submissions using the named format.**
Supported means that:

DSpace administrators have procured and stored sufficient specifications

documenting the format — either within DSpace or in analog format within a

trusted library.™®
The administrators knowledge of, and support for, various bitstream formats culminates
in different levels of preservation service. The top level is referred to as Level 2,
Supported, and is characterized by the following:

The bitstream will be maintained and returned upon request in the future.

Additionally, the host institution believes that the ability to use and understand the

submitted material can be reasonably preserved into the future, and commits to

exercise its best effort to do so, in a manner appropriate to the material's context.

Preservation techniques may include emulation, migration, transformation

services, or other strategies.™’

The functionalities of the Bitstream Storage Manager fall most clearly under the

OAIS conception of Preservation Planning, but there are aso clearly elements of
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Administration and Archival Storage at play here as well, which highlights how broadly
the OAIS model can be applied across functions. The identification and management of
preservation support levels for digital information is one of the key components of the
Dspace architecture that the MIT designers borrowed from the Harvard DRS repository
design. Support for present and future file types, and planning for the adaptation of those
same files, is one of the key issues facing digital libraries. The DSpace model is an
example of how a trusted repository can ensure the maintenance of widely disparate file
types by planning in advance for future maintenance, and identifying, early in the
preservation process, formats and files that it is capable of supporting. This enables an
organization to highlight endangered files earlier in the preservation process, and also
provides a coherent plan for organizations to retain copies of software, hardware and
documentation that will provide support to identified file types over time. This prescient
identification of future file support needs ensures contributors that their work will receive
preservation care.

This transparent preservation planning helps to imbue the repository with trust.
When contributors receive assurance that, at minimum, the bitstreams of their files can be
supported over time, their confidence in allowing the repository to control their materials
increases. Contributors are asked to grant a non-exclusive license to DSpace to distribute
the contribution and to trandlate it for the purpose of preservation. Because license terms
change over time, DSpace stores a copy of the license as a bitstream within the item so
that the specific terms agreed upon are aways available.**®
Trust is also built into digital systems through security measures. These security

measures also help to ensure that the materials retain their authenticity and reliability
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over time. Anyone can browse and search the material in the DSpace repository at MIT,
but in order to contribute materials the user must be registered. DSpace refers to
registered users as "e-people” to reflect that the users may be machines as opposed to
actual people.™ Verification of registered user status includes the authentication of
username and password information for individuas, or an IP-address-based network
presence for machines. Digital signatures, in the form of X.509 certificates, also have
support. In order for a user to perform an action on an object, they must have permission.
There are severa different levels of permissions (or "actions') in DSpace: Read; Write;
Add; Remove; and Workflow:

Read: The action of knowing of an object's existence, and viewing any metadata

associated withiit.

Write: Modifying the metadata associated with an object. This does not include

the ability to delete.

Add: The action of adding an object (eg. an item) to a container (e.g. a

collection). In order to submit an item to a collection, an end-user must have ADD

permission on that collection.

Remove: The action of removing an object from a container.

Workflow: May participate in a workflow associated with a collection; for

example, permission to reject a particular submission from entering the

collection.™®

Submission in DSpace by users with the proper permissions operates at three
levels: content, metadata, and bitstream, though these levels are not necessarily discrete.
In line with the OAIS model, submission to a Dspace repository is referred to as the
ingest process. The ingest process can begin in one of two ways. Multiple items can be
introduced by a batch-item importer, which turns an externa SIP (an XML metadata
document with some content files) into an in-progress submission object. Or individual

users can enter data through the web submission user interface to create the same type of

in-progress object. Users create both the intellectual content and the metadata for each
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submission they create. Users specify the baseline metadata for each item they submit
through a common end-user form that is required for all submissions.

Baseline metadata for individual items in DSpace is based on the fifteen
descriptive fields in the Dublin Core (DC) metadata schema. More specificaly, DSpace
utilizes an adapted version of the Dublin Core Library Application Profile (DC-Lib), one
of a series of DC schemas optimized for a particular local application.'® The DC
metadata schema is most useful for providing descriptive metadata for each of the objects
to which it refers, but its relative smplicity alows it to easily map to other schemas,
making it highly adaptable for an uncertain future. The Dspace designers are also
exploring METS metadata as the next step in providing more complete metadata
coverage, and an affiliated MIT research project, SIMILE, is ranging even further afield
to determine ways to combine numerous metadata schemas into one descriptive
architecture.*®

When the contributor has completed their work on the content of the item for
submission, as well as having completed the addition of metadata elements, the object
fully enters the workflow process. While the term "workflow" can apply broadly,
DSpace most specifically refers to the editorial review process as "workflow."
Submissions in DSpace almost universally go through a human-coordinated editorial
review process, which generally takes place as close to the individua communities as
possible. In addition to the layers of human-coordinated review, there are a number of
automated processes that apply metadata to the submitted item. These processes are

overseen by the History System functionality of the Dspace design. The History System



78

functions most explicitly represent the archival principles of provenance in the digital
repository. The History System:

Assigns an accession date;

Adds a"date.available" value to the Dublin Core metadata record of the item;

Adds an issue date if none already present;

Adds a provenance message (including bitstream checksums);

Assigns aHandle persistent identifier;

Adds the item to the target collection, and adds appropriate authorization policies;

Adds the new item to the search and browse indices.'*®

The provenance message includes filenames and checksums of each file that are
uploaded with the item, and that can be used by DSpace administrators and users to
verify the integrity of the content and metadata within the system.’® Each time the
workflow process changes the item, another provenance statement is added. Changes in
the item also invoke the History system, which creates Resource Description Framework
(RDF) data describing the current state of the object. The RDF specifications provide a
lightweight ontology system to support the exchange of knowledge on the Web.®®

Also of interest is the persistent naming technique that DSpace employs utilizing
a Corporation for National Research Initiatives (CNRI) Handle server. The Handle
System is one of several persistent naming systems that have achieved substantial
ingtitutional uptake. DOIs have been mentioned previously, and these would aso include
OCLC's Persistent Uniform Resource Locators (PURLS).*® Efforts are underway by
Dspace architects to provide users with the flexibility to incorporate different Uniform
Resource Name (URN) systems if desired. Each submitted item in DSpace is given a

persistent URN that is managed by the Handle server. This will enable the item to be

found over time despite changing physical locations:
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The Handle System...protocols enable a distributed computer system to store
handles of digital resources and resolve those handles into the information
necessary to locate and access the resources. This associated information can be
changed as needed to reflect the current state of the identified resource without
changing the handle, thus alowing the name of the item to persist over changes of
location and other state information. Each handle may have it own
administrator(s), and administration can be done in a distributed environment. The
name-to-value bindings may also be secured, allowing handles to be used in trust
management applications.*®’

Once these automated and human-editorial processes are complete the submission
process archives the item in DSpace as an AlP. The DSpace system utilizes a number of
different types of advanced technology to facilitate its processes. Some of the most
interesting technologies, including the Handle System, provenance binding with
bitstream checksums, and the bitstream storage manager have aready been briefly
enumerated, but it is important to note that the DSpace system operates entirely within
the open-source software framework, freeing it from the encumbrances of proprietary
software. Building the system entirely on open source tools is one way that the Dspace
designers are attempting to ensure the viability of the architecture over the long-term.
While there is no guarantee that open source software products will last any longer in the
marketplace than their commercial counterparts, there is a wide body of literature
suggesting that the open source software development model can produce materials as
robust as commercial products, and that the social network of innovation surrounding
open source tools can produce a sustaining community for those tools.'®® Dspace
acknowledges the power of the open source model by making its source programming

software freely available under the terms of the Open Source Initiative's BSD license.!®®

The majority of the prerequisite software for running the DSpace system is aso open
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source, including a UNIX-like operating system, the Apache web server, the Tomcat

servlet engine, the PostgreSQL database system and others.

8.3: National Archives and Records Administration's Electronic Records Archives
(ERA)'"%/San Diego Supercomputer Center's Storage Resource Broker (SRB)

Like many United States government projects, the development of the design of
the NARA Electronic Records Archives (ERA) has been largely transparent, yet
incredibly complex. Both NARA and the Library of Congress are meticulous in
documenting each step that they take in repository design, and this documentation can be
incredibly useful to researchers who follow. In many instances, it is expected that NARA
and the LC will take the lead on projects of this sort, though the institutional repository
movement is out of the gate with a functioning digital repository design in the Dspace
architecture, while both NARA and the LC are ill in the development stages. The
NARA ERA has not been built, nor isit in the production phase. However, thereis arich
body of materials available that document the research actions taken to date, and the
development of requirements for the archive that are very useful in understanding how
the archival profession tranglates its needs into the design of a digital repository for long-
term preservation.

NARA's historical involvement with electronic records has been complicated
by wide fluctuations in funding and rapidly shifting political winds. These historical
efforts are detailed in the Thirty Years of Electronic Records book, which covers the most
significant aspects of NARA's involvement in electronic records, and also provides a
brief history of the earliest stages in the development of their electronic records archive,

the impetus for which came out of the need to preserve amost 40 million email messages
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from the Clinton administration. Despite NARA's more than thirty years experience in
electronic records management, it was clear that they did not have the functional
capabilities or quantitative capacity to handle those types of material at that time.*”* This
awareness led directly to the formation of the NARA ERA. The first step in negotiating a
development plan was to undertake a survey of other government agencies to determine
whether there were other electronic records programs being implemented from which
NARA could gain insight. They were eventually led to the high-performance computing
infrastructure. One particular project, the Distributed Object Computation Testbed
(DOCT), being overseen by the San Diego Supercomputer Center (SDSCC), was
exploring an environment for handling complex documents (in this instance, digital
patent application case files) on geographically distributed data archives and computing
platforms. These patent applications were interesting to NARA in that they were complex
digital items that included graphics in addition to the text, and they most clearly
replicated the structure of the items found at NARA. The DOCT project was not
explicitly researching the long-term preservation aspects of the patent applications,
however. The interest in preservation concerns led NARA to propose a direct
collaboration with the SDSCC on a testbed of materials designed to explore long-term
preservation functionalities.

Both NARA and the SDSCC were concurrently involved in the process of
developing the OAIS model. NARA was aso involving itself in a number of other
partnerships at this time to explore further aspects of electronic records management.
These included the PERPOS project, a collaboration between NARA, the Georgia Tech

Research Institute and the U.S. Army Research Laboratory to develop automated tools
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for identifying the data type of each file in a system; and the Interpares project discussed
earlier. NARA also became a member of the Digital Library Federation, and worked
closely with the LC on the development of their NDIIP program. These collaborative
projects laid the groundwork for the construction of the NARA ERA, but there were till
anumber of difficult issues for NARA to confront.

The ERA would essentially be a leading-edge production digital-archive
system, as there were no off-the-shelf systems available to handle the quantity of
information that NARA would be dealing with. The National Academies report on the
ERA project was somewhat critical of the agency's preparation through early 2003,
suggesting that the experiments conducted with the SDSCC did not fully explore
guestions regarding the scalability, complexity, trustworthiness or operational details of a
production repository system. Additionally, the report questioned the strategy of
migrating the records to an XML-based format, asserting that these attempts to
circumvent the semantic constraints within records were still in the experimental stages
and far from ready for inclusion in production systems,'”® a strategy that had been
advanced in a number of other research programs in order to obtain the format-
independence of semantic material.

NARA has recognized that it doesn't have the in-house capabilities to design
the ERA itself, so it prepared a Request for Proposal (RFP) in December of 2003
designed to state the high-level requirements for that ERA that would be further
decomposed into a set of systems requirements in collaboration with the contractor. As of
April 2004 the bidders list included Accenture, CSC, Harris, IBM, Lockheed Martin,

Northrup Grumman, Optimal Solutions & Technologies, SAIC, and Vecna Technologies
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Inc.'”* The RFP explicitly states that the system must support archival processes for such
activities as appraisal, scheduling, and description that apply to both electronic and non-
electronic records, as well as capabilities for the automated archival processing of

electronic records themselves, and it uses the structure of the OAIS RM to frame their

discussion of each functional area. Particular archival processesinclude:*’

e Physica transfers of sets of electronic records, via telecommunications
and on physical media, for ingest into ERA;

e Verification that transferred sets of electronic records conform to
disposition agreements;

e Validation of the representation information for any set of electronic
records,

e Long-term storage of electronic records;

Transformations of electronic records to maintain accessibility and

authenticity;

Characterization of electronic records for archival description;

Redaction of restricted content;

Search, retrieval, presentation, and output of the records; and

Disposal of records authorized for destruction.

Additionally, the system would eliminate or minimize records dependence on
any specific hardware or software while maximizing the types and sources of electronic
records and digital data created using any type of application on any computing platform.

NARA additionally expressed some developmental constraints that would apply
to the design of the ERA. The concepts behind these constraints were developed out of
NARA's earlier research into electronic records, but especially out of their work with the
SDSCC:

e ERA will transform electronic record/data types into a hardware and software
independent format

o ERA will express representation information in XML format

e ERA will exchange representation information consistent with the Metadata
Encoding and Transmission Standard (METS) version 1.3.

e ERA will export self-describing media containing electronic records from the
ERA primary data storage repository
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e ERA will import self-describing media containing electronic records into the ERA
primary data storage repository

e ERA will manage electronic records according to the access restrictions of the
record

e ERA will store and process electronic records in environments appropriate to their
stated access restrictions

e ERA will prohibit unauthorized alteration of electronic records
e ERA will control access to electronic records in accordance with the records
access restrictions
e ERA will prohibit redaction of the preservation copy of an electronic record
Several of these points ran counter to the suggestions from the National Academies
report, suggesting some disagreement between the Academy reviewers and the NARA
management on the future directions of the ERA.

Several of the points above deserve a bit of amplification. Some discussion has
aready been made on the subjects of data security, the use of XML for format
independence, and the increasingly widespread adoption of the METS metadata schema.
NARA has been involved in the development of each of these functional areas, but their
work with the SDSCC on persistent archive research, and in the development of self-
validating, self-instantiating knowledge-based archives deserves special attention.

For permanent records — those preserved forever — as well as for some temporary
records which need to be kept for lengths of time that exceed several generations
of information technology, it will be necessary to transform the records from the
formats in which they were received to persistent formats. A persistent format is
one that is supported by a preservation strategy for diminishing the impacts of
technological obsolescence, minimizing dependence on specific hardware and
software, and enabling retrieval and output of authentic copies of the records in
the future. An ideal persistent format would be self-describing and be able to be
validated in accordance with open, non-proprietary standards.*”

The preservation of the context associated with digital objects is the dominant

issue for collection-based persistent archives, and the goal is to store the digital objects

comprising the collection and the collection context in an archive at the same time. The
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re-creation of the data is done with a software program that uses pre-defined schema
descriptions to generate the collection, with the ultimate goal the development of a
generic program that works with any schema description. These persistent archives are
inherently composed of heterogeneous resources, and the challenge is to design data
handling systems that provide the ability to interconnect archives with databases
containing information that describes the archival materials. The data handling system at
the SDSCC is called the Storage Resource Broker (SRB). The SRB supports the protocol
conversion needed for an application to access data within either a database, afile system
or an archive. The information the driver uses to access a particular data set is maintained
in the associated Meta-data Catalog (MCAT), a database containing information about
each data set that is stored in the data storage system. One of the main purposes of the
SRB is to provide uniform access to diverse storage resources in heterogeneous
computing environments. To that end, the SDSCC has been experimenting with the
development of computer grids; large collections of heterogeneous storage devices that
are networked together through the use of software like the SRB, and that can provide
unsurpassed storage and computing power.'”” The thinking behind self-instantiating data
concept came dightly later:
To achieve the goal of reinstantiating archived information on a future platform, it
is not sufficient to merely copy data at the bit level from obsolete to current media
but to create "recoverable' archival representations that are infrastructure
independent (or generic) to the largest extent possible. Indeed the challenge is the
forward-migration in time of information and knowledge about the archived data,
i.e, of the various kinds of metainformation that will allow recreation and
interpretation of structure and content of archived data ... self-validating means

that declarative constraints about the collection are included in executable form
(aslogic rules). [author italics].'™®



86

These two concepts were significant contributions on the part of the NARA and
SDSCC researchers to the theoretical discussion of repository design, though it remains
to be seen how they will be instantiated in systems design. These theoretical aspects are
certainly represented in the NARA RFP as systems requirements.

The RFP can be considered the most evolved statement on the functional
requirements for adigital repository architecture that supports long-term preservation, yet
it is still a requirements document and doesn't yet represent design solutions that have
been forged in practice. It will be severa years before the NARA requirements begin to

appear in afunctioning system.

8.4: Library of Congress (L C) Digital Audio-Visual Repository System (DAVRYS)
The efforts at the LC to design a digital repository system have paralleled those at
NARA. A brief history of the LC'sinvolvement in digital preservation issues was iterated
earlier, centering around the publication of the report LC 21: A Digital Strategy for the
Library of Congress in 2000. This report briefly referenced LC's experimentation with
the Artesia TEAMS content management system, but noted that the TEAMS system may
not contain al the functionality necessary for LC to fulfill its preservation duties. LC also
had its own storage issues. In December 1997, the Congress authorized the acquisition of
gpace in Culpepper, Virginia owned by the Federal Reserve Bank of Richmond to be
used as the National Audio-Visual Conservation Center (NAVCC). The center was
projected to be sufficient to house al of LC's audio visua collections for the next 25
years. There were deadlines, however: Congress had approved the management

development plan for the Center that enabled full occupancy no later than 2005.1"
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The plan to develop the Culpepper site was one impetus for LC research into the
development of a digital repository system that would be used for its audio-visual
materials. As with the NARA ERA, to this point no function system has been developed
by the LC. In the same manner as the ERA, however, arich body of theoretical materials
and requirements documents have been created that show LC moving slowly but surely
to some sort of finished product.

In the same way as NARA, the LC's involvement in basic research in a number of
areas and at a number of levels has contributed to the development of digital repositories.
The requirements definitions that have developed around the design of the Culpepper
DAVRS system is one area in which the LC has made very specific design contributions.
A second very significant contribution has been their work on the development of the
METS metadata schema

The DAVRS repository system requirements had been elucidated in a Systems
Requirements Document, LC-DAVRS-02, from March 2000. This document, along with
the Conceptual Design Document, LC-DAVRS-03, were both available as of February
2003, but have now disappeared from the LC's web site. LC-DAVRS-03 provides arich
conceptual design of the future LC repository, and represents an early stage view of what
the system designers imagined the DAVRS system might look like, from a number of
different angles. LC-DAVRS-02 is essentially a laundry list of requirements that should
be found in the system.

The lengthy requirements list in LC-DAVRS-02 is ordered by OAIS functional
area, and as such, provides an exceptional resource for the direct mapping of OAIS

concepts to specific preservation tasks in a digital repository architecture. Outside of this
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pair of documents, there is little other publicly available material describing the specifics

of the DAVRS repository design. It appears that a majority of the designer's attentions

have been directed towards their consideration of the METS metadata schema.

The METS schema is a standard for encoding descriptive, administrative, and
structural metadata regarding objects within a digital library, expressed using the XML
schema language of the World Wide Web Consortium. The standard is maintained in the
Network Development and MARC Standards Office of the LC,*® and has been a
significant contribution to the development of metadata requirements for archival objects
in digital repositories. While the METS initiative did not arise directly out of work with
the DAVRS, much current research surrounding the development of the LC repository
has centered on developing and refining the METS schema. The details of the METS
schema are too complex to explore in any great detail here, but a high-level introduction
notes that the schemais divided into seven sections:*®*

e METS Header - The METS Header contains metadata describing the METS
document itself, including such information as creator, editor, etc.

e Descriptive Metadata - The descriptive metadata section may point to descriptive
metadata external to the METS document (e.g., a MARC record in an OPAC or an
EAD finding ad maintained on a WWW server), or contain internally embedded
descriptive metadata, or both. Multiple instances of both external and internal
descriptive metadata may be included in the descriptive metadata section.

e Administrative Metadata - The administrative metadata section provides information
regarding how the files were created and stored, intellectual property rights, metadata
regarding the original source object from which the digital library object derives, and
information regarding the provenance of the files comprising the digital library object
(i.e., master/derivative file relationships, and migration/transformation information).

As with descriptive metadata, administrative metadata may be either external to the
METS document, or encoded internally.
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e File Section - The file section lists all files containing content which comprise the
electronic versions of the digital object. <file> elements may be grouped within
<fileGrp> elements, to provide for subdividing the files by object version.

e Structural Map - The structural map is the heart of a METS document. It outlines a
hierarchical structure for the digital library object, and links the elements of that
structure to content files and metadata that pertain to each element.

e Structural Links - The Structural Links section of METS allows METS creators to
record the existence of hyperlinks between nodes in the hierarchy outlined in the
Structural Map. Thisis of particular valuein using METS to archive Websites.

e Behavior - A behavior section can be used to associate executable behaviors with
content in the METS object. Each behavior within a behavior section has an interface
definition element that represents an abstract definition of the set of behaviors
represented by a particular behavior section. Each behavior also has a mechanism
element which identifies a module of executable code that implements and runs the
behaviors defined abstractly by the interface definition.

METS has found adoption because it is able to provide an envelope to contain the

variety of rich metadata necessary for the preservation management of digital objects

An LC document related to the development of metadata schemas for the DAVRS
project was LC-DAVRS-07 from January 2001, a paper on the metadata requirements
and basic structure of the Archival Information Package (AIP) as envisioned by LC
repository designers. This document is a detailed analysis of the metadata components
that would be attached to an AIP stored in the digital repository. This reports suggests
ways that the METS schema, which was being developed concurrently with this project,
could be extended to include additional metadata that would serve long-term metadata
needs. The current LC work has been focused on developing extensions to the METS

metadata schemas that more precisely define the metadata necessary for the audio and

video files that the LC is attempting to preserve.'®?
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8.5: Other Repository Developments

There are a number of other significant research projects exploring digital
repository or digital preservation issues that are peripheraly affiliated with the design of
repositories for long-term preservation, but time and space constraints prevent a more
detailed exploration. These include the Fedora architecture, originally conceived at
Cornell and now being developed as a sharable digital repository by the University of
Virginia. The research path of the early development of Fedorawas iterated earlier.

Fedora uses an object-oriented programming approach to define data objects, and
is designed to operate completely within the web environment. The original Fedora
research implementation was built in a distributed object paradigm using the Common
Object Request Broker Architecture (CORBA). The Virginia reinterpretation is proving
that the model can be adapted to run as a web application, specifically using Java Servlet
technology with relational database underpinnings. However, the early prototypes
sacrificed some of the advanced interoperability features of Fedora. The current version
of Fedora recreates a full-featured Fedora system that can become a foundation upon
which interoperable web-based digital libraries can be built. However, Fedora is not
explicitly confronting digital preservation issues, and is focused more on building digital
objects that have intelligence built into them. It has aso developed with little archival
influence. Other repositories of note include those being developed at WGBH in Boston;
the repository development surrounding the California Digital Library; the Texas Email
Repository Model (TERM) at the University of Texas, and the JSTOR Electronic-

Archiving Initiative.
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O: Lessons L earned

This research project has explored the ways in which traditional paper-based
archival principles and practices, based on the requirements of a knowledge system built
on physical forms (papyrus, parchment, paper), are being applied to the development of
repositories designed explicitly for the long-term preservation of digital materials.
Though debate remains active, the archival community has gradually coalesced around a
set of high-level principles and practices generally agreed as representative of the core
values of archival activity: the sanctity of evidence; the preservation imperative; the
primacy of the record; respect des fonds, original order and provenance; and hierarchy in
records and their collective description.

Disparity can still be found between archival institutions in their implementations
of archival principles and practices. The development of the World Wide Web has
presented innumerable opportunities to archival institutions to widely distribute
information about their archival holdings. This distribution has been facilitated by the
development of common information exchange procedures and standards that have
forced institutions into common practices. The pressures of conformance have led
archivists to reevaluate their principles and practices in elemental ways and decide
whether these principles and practices can be adequately applied to the preservation of
digital materials. These principles and practices, developed over the course of centuries,
do not simply dry up and blow away in the face of the challenge of digital materials.
Archivists have traditionally been tasked with defining and promoting the social utility of

records and to identify, preserve, and provide access to documentary heritage regardiess
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of format, and this traditiona role is equally provident in the consideration of digital
materials.

| have been able to show that traditional archival principles are being incorporated
into preservation system design through the mediating effects of the Open Archival
Information System Reference Model. The OAIS model, developed by the space science
community but with active contribution from the archival profession, is a high-level
model for information system design based on archival principles. The continued
implementation of the OAIS model is a major influence on the acceleration of archival
influence on information system design.

The OAIS model's high-level view of archival system design is most successfully
applied as a common language bridging the gaps between different knowledge domains.
Information system designs are increasingly described utilizing the OAIS language, and
the level of understanding achieved between records managers, computer scientists,
government agencies and academic researchers has increased concurrently to the benefit
of al. The case studies above document this cross-domain involvement, but they
concentrate on demonstrating how the OAIS model has increased the archival influence
on repository design.

A significant lesson of this research is an acknowledgement that digital
repositories for long-term preservation are till in the early stages of development. The
development of these types of systems is being driven almost entirely by the research
community, as there is currently little preservation functionality represented in the
commercial content management business sector. There are no out-of-the-box solutions

to digital repository issues at this point, and it may be five years before the most
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promising research systems are robust enough for their deployment in production
environments.

The research presented here has been to demonstrate that archival principles and
practices, mediated by the OAIS reference model, are finding their way into the design of
currently functioning digital repository architectures. The Harvard DRS designers
included functional components of their system designed to support persistence over
time. A pair of Harvard DRS concepts developed in the course of the Mellon-funded e-
journal grant, (the format registry and levels of preservation support), would find wider
application in MIT's Dspace architecture.

The Dspace designers were able to incorporate many of the significant
components from the Harvard DRS, then leverage the power of the open source software
development model to build support for their system, which was released as an end-to-
end product in November 2002. The wide availability of the Dspace software has
encouraged a significant number of ingtitutions to get involved in its continuing
development, which bodes well for the future viability of the platform. Dspace project
development is important on a number of levels. Dspace has compellingly instantiated
research concepts into a piece of widely available software, which has then facilitated
further discussion throughout the archival and information science community (both pro
and con) on implementation decisions made by the Dspace designers. This ongoing
discussion should prove to be beneficial to the archival community in developing future
robust repository architectures.

The efforts being made at NARA and the LC have developed more slowly than

the Dspace architecture, but have incorporated knowledge of the above two projects in
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their development. Due to the strict production requirements of both NARA and LC, the
systems they design may prove to be more precisely developed and durable than the
Dspace architecture, though perhaps not as flexible. The government, should it choose to
continue to acknowledge the importance of digital archiving, can structure the terms of
debate in elemental ways. The rigorous design methodologies undertaken at NARA and
the LC have been slow in developing, but they supply a detailed set of tools by which
researchers can apply the lessons learned to their own future explorations of archival
principles and practicesin the design of digital repositories for long-term preservation.
Additionally, there is a huge range of affiliated issues surrounding the
development of digital repositories that must be confronted. These issues include the
open source software movement; the development of open standards in file formats; the
continued development of metadata standards, networking tools and much more.
Developments in these affiliated area will have a profound effect on the direction of

repository design geared toward the long-term preservation of digital materials.
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Appendix A.3: Academic AffairsInstitutional Review
Board Proposal Outline

THE UNIVERSITY OF NORTH CAROLINA

AT
CHAPEL HILL
Student Research Project The University of North Carolina at Chapel Hill
School of Information and Library Science CB# 3360, 100 Manning Hall
Phonet (919) 962-8366 Chapel Hill, N.C. 27599-3360
Fax# (919) 962-8071 info@ils.unc.edu

Academic Affairs|nstitutional Review Board Proposal Outline

Study: The Ghost in the Machine: Traditional Archival Practice in the Design of Digital
Repositories for Long-Term Preservation

Principal Investigator: William Lazorchak

Advisor: Dr. Helen Tibbo, SILS, University of North Carolina at Chapel Hill

e Project Description

One of the core duties of the archivist isto select materials and provide for their
long-term preservation. The materials in question have traditionally been physical items
such as papers, photographs and related ephemera, but increasingly the materialsin
guestion are born-digital from computer information systems. Administering the long-
term preservation of physical items has been challenging, but the preservation of digital
information is proving to be even more complex.

Digital preservation has been defined as the managed activities necessary for
ensuring both the long-term maintenance of a bytestream of digital data and the
continued accessibility of its contents. These managed activities of the digital
preservation imperative have made significant demands on archivists, many of whom are
technically and fiscally ill-equipped to deal with the issue. The research community of
academics and university alliances, standards-making bodies such as the World Wide
Web Consortium (W3C), open source software developers and forward-thinking
commercia developersisworking in widely disparate areas to attempt to gain some
control over the vexations related to the management and preservation of digital
materials.

! Research Libraries Group, "Trusted Digital Repositories: Attributes and Responsibilities: An RLG-OCLC
Report," (Research Libraries Group: Mountain View, CA.), 2002: 3
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The development of trusted repositoriesin the digital world which echo the
physical spaces of traditional archivesisacore area of digital archiving research, but the
process of building this deep infrastructure in the world of digital preservation isonly just
beginning.” Despite several decades of awareness of the acute digital preservation needs,
the advances in systems designed for digital preservation have been marked by small,
tentative steps. For example, a coherent definition of the attributes and responsibilities of
digital repositories which exhibit trust metrics has only recently been articulated.

The conception of atrusted digital repository is actualized in an electronic
information system as a software architecture and its associated management
responsibilities which aggregates an array of tools, hardware components and business
rulesinto a coherent system capable of providing the necessitated range of preservation-
oriented functions. These repository systems would effectively replicate the functions
found in atraditional brick-and-mortar archive to the extent that those functions were
necessary in the digital realm.

The research community has begun to coalesce around the high-level design
provided by the Reference Model for an Open Archival Information System (OAIS)*, a
dense 150 page document which defines the functional requirements of a physical or
digital archival system which purports to address long-term preservation requirements.
Despite its many merits, the reference model provides only a conceptual framework,
remaining agnostic to possible implementations, and only hinting at possible answers
from its high-level perch.

This research undertakes an analysis of the application of the OAIS Reference
Model to the development of repository architectures designed for long-term
preservation. | am researching how the OAIS model istrandlated into a physical,
functioning system architecture, and | also have a strong interest in identifying how
traditional archival values such as provenance, origina order, and the certification of file
authenticity and reliability are represented in an OAIS-informed repository design. While
physical architecture design and archival mappings are the primary focus of my research,
I'm interested in the complete range of issues surrounding OAIS implementations which
effect its success (or failure) asamodel.

The body of literature detailing implementations of the OAIS model is still quite
small. | have immersed myself in this literature for the past two years, but have
determined that the best way to gain real knowledge about implementation strategiesisto
approach the handful of researchers and institutions whose work has been applied to the
OAIS model and to query them directly on their findings. My desire is to conduct
interviews with the principles involved in the research projects, either in person, on the
telephone, or through email. | am especially interested in making site visits to the

2 John Garrett and Donald Waters, editors, "Preserving Digital Information -- Report of the Task Force on
Archiving of Digital Information,” May 1996. Available at http://www.rlg.org/ArchTF/. (Accessed 5 May
2003): 7.

3 Research Libraries Group, Trusted Digital Repositories: Attributes and Responsibilities; An RLG-OCLC
Report, Research Libraries Group: Mountain View, CA, 2002. Available at
http://www.rlg.org/longterm/repositories.pdf. (Accessed 22 October 2002).

* Consultative Committee for Space Data Systems, "Reference Model for an Open Archival Information
System (OAIS)," CCSDS 650.0-B-1. Blue Book. CCSDS: Washington, D.C. 2002. Page 4-1. Available at
http://wwwcl assi c.ccsds.org/documents/pdf/CCSDS-650.0-B-1.pdf. (Accessed 7 October 2002).
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institutions which have attempted implementations of the OAIS model to view the
implementation in the context of its development.

e Participants
a) Age, sex and approximate number.

The age of the participantsis of no consequence to the research, and will not be
tabulated. However, it can be concluded that all participants will be over the age of
eighteen due to the fact that the potential interviewees hold upper-level management
positions in academic libraries. The sex can be determined by the participant's names, but
is of no consequence to the research and will not be documented. Thirty potential
participants have been identified.

b) Inclusion/exclusion criteria

Participants have been selected based on their participation in research projects
directly related to an attempt to implement the OAIS reference model. Their names have
been gathered from publicly available documents supporting these research efforts.
¢) Method of recruiting

Participants have been identified based on the above criteria, and their contact
information has been harvested from publicly available sources. Initial contact will be
made through electronic mail.

d) Inducement of participation
No inducement to participate is offered

e Areparticipantsat risk?
There should be no physical or emotional risk to the potential participants.

[Question #4 is not applicable]

e Arelllegal activitiesinvolved?
No

e |sdeception involved?
No

e Potential Benefit to the Participants and the Research Community

Benefit potential to the participant includes the further dissemination of their
research findings. This dissemination will benefit the research community by making
information more widely available.

e How will prior consent be obtained?

If the interview with the participant is being conducted in person, the participant
will be given a copy of the consent form prior to the interview and requested to sign it. If
the interview is being conducted by telephone or email, a copy of the consent form will
be sent to the participant by electronic mail for review. If the participant gives their
consent to the interview, a hard copy of the form will be mailed to them in a self-
addressed stamped envelope for them to sign and return.
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If any participant is uncomfortable with the terms of consent they are freeto
abstain from the interview, or to request that their interview be used for background
purposes only. A copy of the consent form is attached.

e Describe security proceduresfor privacy and confidentiality
Unless privacy constraints are specifically requested by the participants, all of the
information gathered will be made publicly available and participants will be cited.
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Appendix A.4: Sample Participant Solicitation L etter

THE UNIVERSITY OF NORTH CAROLINA

AT
CHAPEL HILL
Student Research Project The University of North Carolina at Chapel Hill
School of Information and Library Science CB# 3360, 100 Manning Hall
Phonett (919) 962-8366 Chapel Hill, N.C. 27599-3360
Fax# (919) 962-8071 info@ils.unc.edu

Sample Participant Solicitation Letter

Study: The Ghost in the Machine: Traditional Archival Practice in the Design of Digital
Repositories for Long-Term Preservation

Principal Investigator: William "Butch" Lazorchak

Advisor: Dr. Helen Tibbo, SILS, University of North Carolina at Chapel Hill

kkhkhkkkhhkkkhhhkkhhhkkhkhhkhkhhkhkhhkhkhhkhkhhkhkhhhkhhhkhhhkhkhhkhkhkkhkkkkk*x%

Dear Colleague,

My name is Butch Lazorchak, and | am a Master's candidate in the School of
Information and Library Science (SILS) at the University of North Carolina at Chapel
Hill. I am researching and writing my Master's thesis which is exploring the application
of traditional archival principlesto the design of digital repositories for long-term
preservation. For example, I'm interested in identifying how traditional archival values
such as provenance, original order, and the certification of file authenticity and reliability
are represented in the designs of functioning digital repositories. My early understanding
of how these concepts are represented is fully informed by the Open Archival
Information Systems reference model (OAIS).

While physical architecture designs and their associated archival mappings are the
primary focus of my research, I'm also interested in the complete range of issues
surrounding digital repository implementations which might influence their successful
uptake, including the social, political and economic issues.

| have immersed myself in the literature discussing digital repository architectures
for the past two years, but have determined that the best way to gain real knowledge
about implementation strategiesis to approach the handful of researchers and institutions
who are working on repository architectures and query them directly on their findings.
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Y ou and your organization are doing advanced research on the systems that I'm
examining, and I'm hoping that you'll be able to spare some time to speak with me about
your experiences. My desire is to conduct interviews with the principlesinvolved in the
research projects, either in person, on the telephone, or through email. | am especially
interested in making site visits to institutions on the east coast which have functioning
implementations of a digital repositoriesto view the implementation in the context of its
development. The material gathered in these interviews would be used as background
information or be cited in my final thesis.

My work is being carried out under the tutelage of my faculty advisor Dr. Helen
Tibbo, and in consultation with Dr. Gary Marchionini. Dr. Tibbo can be reached at (919)
962-8063 and tibbo@ils.unc.edu. Dr. Marchionini can be reached at (919) 966-3611 and
march@ils.unc.edu. The project has received approval from the Academic
Affairs Institutional Review Board at UNC-CH. | have composed a set of example
guestions that 1 will gladly supply in advance.

| know that your time is valuable, but your assistance would be greatly
appreciated. If you have questions regarding this research, | encourage you to contact me
at home at (919) 489-4799, cell phone (919) 423-4425 or by email at
Butch@sguealermusic.com. Thank you in advance for your consideration of this project,
and | hope to hear from you soon.

Sincerely,

Butch Lazorchak

Masters candidate, School of Information and Library Science
University of North Carolina-Chapel Hill
http://www.butchlazorchak.org
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Appendix A.5: Consent to Participate in Resear ch

THE UNIVERSITY OF NORTH CAROLINA

AT
CHAPEL HILL
Student Research Project The University of North Carolina at Chapel Hill
School of Information and Library Science CB# 3360, 100 Manning Hall
Phoneft (919) 962-8366 Chapel Hill, N.C. 27599-3360
Fax# (919) 962-8071 info@ils.unc.edu

Consent to Participate in Research

Study: The Ghost in the Machine: Traditional Archival Practice in the Design of Digital
Repositories for Long-Term Preservation

Principal Investigator: William Lazorchak

Advisor: Dr. Helen Tibbo, SILS, University of North Carolina at Chapel Hill

* Introduction

Y ou are asked to participate in aresearch study conducted by William Lazorchak,
aMaster's candidate from the School of Information and Library Science at the
University of North Carolina at Chapel Hill. The results of this research will contribute to
Mr. Lazorchak's Master's paper. Y ou have been selected as a possible participant in the
study because you have been a contributor to one of the projects identified as having
great significance in addressing the issues surrounding the implementation of the Open
Archival Information System (OAIS) reference model.

* Purpose of the Research

This research undertakes an analysis of the application of the OAIS Reference
Modé to the development of repository architectures designed for long-term
preservation. | am researching how the OAIS model istranslated into a physical,
functioning system architecture, and | also have a strong interest in identifying how
traditional archival values such as provenance, original order, and the certification of file
authenticity and reliability are represented in an OAIS-informed repository design. While
physical architecture design and archival mappings are the primary focus of my research,
I'm interested in the complete range of issues surrounding OAIS implementations which
effect its success (or failure) asamodel.

* Procedures
The body of literature detailing implementations of the OAIS model is still quite
small. | have immersed myself in this literature for the past two years, but have
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determined that the best way to gain real knowledge about implementation strategiesisto
approach the handful of researchers and institutions whose work has been applied to the
OAIS model and to query them directly on their findings. There is no remuneration
involved in participating in this research. Participants will be interviewed, either in
person, over the phone or by email. A prospective interview protocol is available to
potential participants in advance. The interview will take approximately one hour.

* Potential Risksand Discomforts
There should be no physical or emotional risk to the potential participants.

* Potential Benefitsto Participants and/or to Society

Benefit potential to the participant includes the further dissemination of their
research findings. This dissemination will benefit the research community by making
information more widely available.

 Confidentiality

There are a small number of institutions participating in implementations of the
OAIS, making the identification of sources relatively easy to detect. In the interest of full
disclosure and knowledge sharing, we request that participants allow their responsesto be
cited. Participants may request a copy of the final report for review prior to publication.
Audio tapes of the interviews will be retained until transcriptions have been made. Upon
completion and review of the transcriptions the audio tapes will be erased.

* Participation and Withdrawal

Y ou can choose whether to participate in this study or not, and you may withdraw
at any time without penalty. Y ou may also refuse to answer any questions you do not
want to answer and still remain in the study. The investigator may withdraw you from
thisresearch if circumstances arise which warrant doing so. Possible circumstances might
include an overabundance of material, or a preponderance of material not specifically
appropriate to the topic.

* [dentification of I nvestigators and Review Boar d
If you have any questions or concerns about the research, please feel free to contact:

Principal Investigator:
William "Butch" Lazorchak
2701 Old Sugar Road
Durham, NC 27707

(919) 489-4799
contactus@squeal ermusic.com

Faculty Sponsor:
Dr. Helen R. Tibbo
Professor, School of Information and Library Science
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Room 201 Manning Hall

University of North Carolina at Chapel Hill
Chapel Hill, NC 27599-3360

(919) 962-8063

tibbo@ils.unc.edu

If you have questions or concerns about your rights as a participant, you may contact the
Academic Affairs Institutional Review Board at (919) 962-7761 or aa-irb@unc.edu.

Signatur e of Resear ch Participant

| understand the procedures described above. My questions have been answered
to my satisfaction, and | agree to participate in this research and to allow my responses to
be cited. | have been provided a copy of thisform.

Name of Participant (please print):

Signature of Participant:

Date:
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Appendix A.6: Prospective | nterview Protocol
Questions

THE UNIVERSITY OF NORTH CAROLINA

AT
CHAPEL HILL
Student Research Project The University of North Carolina at Chapel Hill
School of Information and Library Science CB# 3360, 100 Manning Hall
Phonet (919) 962-8366 Chapel Hill, N.C. 27599-3360
Fax# (919) 962-8071 info@ils.unc.edu

Prospective I nterview Protocol Questions

Study: The Ghost in the Machine: Traditional Archival Practice in the Design of Digital
Repositories for Long-Term Preservation

Principal Investigator: William Lazorchak

Advisor: Dr. Helen Tibbo, SILS, University of North Carolina at Chapel Hill

khkhkhkkkhkhhkhhhkhhhhhhhhhhhhhhhhhhhdhddhhhhhddhhddddddxxx*x

Per sonal I nformation:

Name:
Company/Affiliation:
Job Title:

Describe the responsibilities of your current position:
What background do you bring to your current position? Can you briefly run down your

previous employment and education experiences that you've been able to apply to your
current position?

General Background on Digital Preservation | ssues:

How active has your organization been in the past in confronting digital preservation
issues? Can you name some of the more significant recent projects directly related to
digital preservation issues?

What has proven to be the most difficult problem facing institutions attempting to archive
digital materials?
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One of the more politically charged issues relating to the preservation of digital resources
iswhat sort of responsibility libraries have to archive materials that they may not actually
own. This becomes especially important when considering electronic journals. What
responsibilities do libraries have to archive digital materials such as gjournals to ensure
that they are preserved in some way?

One of the more significant question in the early stages of digital repository designis
whether the archive in question should be dark or light. "Dark archives' are those that
house material which is not publicly available, light is the opposite. What is the initial
status of your organization's archive on the dark-light continuum?

The dichotomy of darkness/lightness introduces the concepts of "trigger events" (events
that would cause previously dark materials to become light) and the "moving wall," a
predefined schedule of temporal trigger events. Can you iterate any discussions your
organization may have had in relation to trigger events and their associated moving
walls?

These trigger events largely come into play when considering proprietary content, such as
that owned by electronic journa publishers. If you're able to speak on the issue, what
would be appropriate trigger events from the gjournal publisher's perspective that would
open up the material in the archival repositories? Are publishers averse to predetermining
atemporal "moving wall?'

What constituencies did you query about the possible uses of the archived materials?
Archivists are familiar with the concept of secondary use of historical materials. Isit
possible that other constituencies should be queried about the attributes of electronic
archived materials that need to be preserved?

Background on the Open Archival Information System Reference
M odé:

Areyou familiar with the report from John Garrett and Donald Waters called Preserving
digital information: Report of the Task Force on Archiving of Digital Information from
May 19967 It is accessible at http://www.rlg.org/ArchTF/.

If you are familiar with the report, can you comment on whether the advancement of the
preservation of digital materials has improved or changed much since the publication of
the report in 1996?

What influenced your organization's decision to pursue the construction of arepository,
as opposed to approaching the digital preservation issue from another angle?

How did your institution become interested in the Open Archival Information System
(OAIS) Reference Model?
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How familiar were you personally with the OAIS reference model prior to the beginning
of the project?

Isthe OAIS model too abstract to provide much implementation guidance?

What kind of digital repository infrastructure was already in place at your organization
prior to the consideration of the OAIS model?

What efforts had your institution made in the past that allowed you to feel that it was
prepared to undertake an OAIS repository project?

What academic structures are leading the devel opment of the OAIS model? That is, do
you believe that the interest in the OAIS model is originating chiefly from the
library/archives sector, the computer science sector or the business/economics sector?

Speaking very generally, how are OAIS repository architectures different than the
commercia content management architectures being developed by companies such as
Documentum, Vignette, Artesia, Avid, etc.?

Speaking very generally, how are OAIS repository architectures different than electronic
records management (ERMS) systems?

If there are similarities (or perhaps even a great deal of crossover) between OAIS
architectures and the above types of systems, what differentiates an OAIS-modeled
system and makes it an important topic for research?

Implementation of the OAIS for your Specific Project:

Discuss how your organization began its consideration of the OAIS model in the early
stages.

After considering the OAIS, how did your organization come to a determination about
what aspects of the model to focus on when proceeding with an implementation plan?

Several projects have made the decision to focus on the preservation of semantic-level
information ("source forms"), as opposed to syntactic-level information (" presentation
forms"). The debate between these two approaches in the archival community has been
fairly inconclusive. Is semantic preservation the only possible alternative when
considering digital information? Do archivists hold syntactic representation too dearly?
Where does the dividing line on this issue seem to lay? Isit possible that both forms
should be represented in the archive? Describe some of the debate that led your
organization to decide to go one way or the other...

Many of the most active OAIS projects are considering gjournals, so many of my
guestions will be framed in those terms. Several projects have noted that ejournal items
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might best be catalogued at the article level as opposed to the issue level, especialy for
an archival repository that was subject-specific. How has your organization considered
thisfor the material it isingesting into an archival repository? Is the concept of issue still
an appropriate one for these types of information?

One key point noted by several projects was that "smart automation” of repository
processes could reduce labor and save costs. In the case of several of the gjournal
archiving projects, that "smart automation” seems to have been achieved by a strict
requirement of publisher compliance to formal standards for Submission Information
Packages (SIPS) and by the definition of a small set of normative data formats acceptable
for archiving. In these early stage of experimental development, is most of the burden of
standardizing ingest items moving upstream to the creators? Are creators prepared (or
willing) to handle that burden? Will repositories continue to restrict their input to a
normative set of dataformats, or do you foresee that technological developments will
open up the number of formats capable of being successfully preserved?

The above topic touches on the "migration vs. emulation” debate. What position does
your organization take on migration or emulation as potential solutions to the need to
continually refresh fragile pieces of data?

Several projects have determined that the Metadata Encoding and Transmission Standard
(METS) coming out of the Library of Congress would be the most viable metadata
format to use for the Submission Information Packages (SIPS). What other metadata
formats were considered for the repository architecture, and what were/are their relative
strengths and weaknesses?

Discuss the choices your organization had to make in the early stages of the project in
determining the actual content that would be preserved in the repository. What precisely
is stored in the archive (what types of information, what formats, etc.)?

In the case of gournals, this would included the decisions about which parts of the
gjournal to include (frontmatter, threaded discussions=yes, advertisements=no).

How is access to the material in the repository guaranteed?

Who owns the material in the repository?

How and under what circumstancesisit accessed?

Who authorizes that access?

Will the potential repository be a"fail-safe” repository, or will it provide the same

functionality asthe original digital itemsin their original form? Are both options
possible?
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To what degree has your organization relied on open source software tools to build the
repository? Or has the repository architecture been designed to be compatible with an
existing proprietary system?

Describe the tools used to build the repository architecture (including software
components, etc.)? How much programming had to take place to get the existing toolsto
fit your organization's conception of the finished product? Describe some of the
programming solutions that took place at your organization.

What findings has your project made regarding ingest validation at a semantic level?Is
this a huge issue that will take up significant resources, or is human semantic validation
only necessary for high-level oversight, with little significant overhead to the operating
budget added?

How "clean" are the XML files coming from publishers and/or submitters? Have
publishers fully embraced XML encoding to the point where the files were close to being
totally ready for ingestion, or was there quite a bit of negotiation with the publishersto
get their filesin an acceptable form? What steps need to be taken to ensure that
information arrives at the archive in reasonably good form?

Has there been any conflict between the XML entity sets of different publishers or
submitting organizations? If so, how has that been reconciled?

Will information about the items ingested into the digital repository be stored in the
library's OPAC? If your organization has chosen to have the materials remain dark, how
will they be represented in your OPAC? How is information transmitted from the
INGEST function of the OAIS to your library's OPAC? Or will records of the itemsin
the repository be kept separately from the itemsin the OPAC?

What sort of persistent identifier issues arose during the course of the project? Which
form of purl has your project chosen, and why?

Severa gournal projects have utilized Digital Object Identifier (DOI) links provided by
publishers, but other projects have discovered issues related to providing a permanent
link to an item housed in adigital repository which is actually a preserved copy of
another item held by a publisher. How can digital repositories reconcile similar items
with different identifiers, especialy in increasingly networked repository environments?

Does your repository architecture provide any network capabilities with other OAIS
archives? How will OAIS repositories approach the sharing of information resources?
Please discuss ways your repository might be a part of a distributed environment. This
would include a discussion of mirroring technologies such as rsync, LOCKSS and the
Open Archives Initiative (OALl)...
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The above discussion leads to a discussion of whether or not the archive would allow
access to intelligent agents or bots? Will the repository allow this? This also might be a
place to speak generally about the security of the repository...

If the repository architectureis still to be implemented, what will it take to get the
architecture built in terms of dollars, peoplepower, expertise, and time?

Final Overview of Project:

Do you feel that your project has been successful to this point? In what ways was it
successful? It what ways did it fall short of the goals that were set at the outset?

The Harvard gjournal archiving project identified the overarching need to develop
standards for publishers and repositories in order to facilitate successful information
exchange in the future. Work on the global digital format registry, the E-journal archive
DTD, and the SIP specification are three areas where Harvard research is directly helping
to create these standards. If your project has been working on developing standards,
please discuss the progress on the pieces of "sharable Infrastructure” that you are working
to develop. How important is the development of standards for each piece of the OAIS
puzzle in ensuring its success?

Almost all of the digital repository projects have expressed concern that the funding
requirements for the construction of repositories are so great that it is difficult for any
single ingtitution to make them areality. Can you comment on the costs of such projects,
aswell asthe potential sustainability issues?

Many of the repository projects expressed concern that there were no business models to
support their attempts to determine the potential costs of creating a digital repository.
Should work on business models for sustainable digital repositories be one of the most
important research priorities?

The Harvard Report on the Planning Y ear Grant (from the Mellon gournal archiving
project) advocates largeness of scale as one way to make archiving of this sort
economically feasible. A position which advocates for large-scal e repositories brings
into question the viability of self-archiving if not accompanied by supporting
infrastructure. Discuss the advantages of scale in relation to your project.

Related to the above are conversations I've had with faculty members which suggest that
they would find self-archived materials (even those self-archived under the auspices of
parent institutions) to be inherently suspect because they have not undergone peer review
outside of the individual institution. Isthisasignificant concern for institutions pushing
to self-archive their own research materials?

Generally speaking, how do you view the current state of digital preservation initiatives?
|'s the research community close to finding solutions to some of the bigger problems, or
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arereal solutions along way off? Is enough funding generally available to tackle the
issues that need to be tackled?

What questions did | not ask that you think | should ask?

Who else should | interview about these i ssues?
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Glossary
Alphabetical List of Terms

Access-(1)The OAIS entity that contains the services and functions which make the
archival information holdings and related services visible to consumers. [2]: (2) To make
available (in accordance with all applicable restrictions) records, copies of records or
information about records through activities such as reference services, providing
reproductions, and producing exhibitions and public programs. [3]

Accession-To transfer physical and legal custody of documentary materials to an archival
ingtitution. [1]

Administration-(1) The services and functions that control the operation of the
repository system. The services and functions include the capability to control
submission, authentication requests for access, control access to digital objects, audit the
access of digital objects, manage the repository system configuration, monitor the
performance of the repository system, and provide support service activities related to the
original collections and their reformatting, such as the compilation of statistics and usage
reports. [4]: (2) The OAIS entity that contains the services and functions needed to
control the operation of the other OAIS functional entities on a day-to-day basis. [2]

Administrative M etadata-Data that supports the unique identification, maintenance, and
archiving of digital objects, aswell as related functions of the organization managing the
repository. Administrative metadata includes data identifying the owner and the
provenance of adigital object, enabling use management of adigital object and
supporting the migration of digital objects from one format to another for long-term
preservation. [4]

Administrative Value-The value of records for the ongoing business of the agency of
records creation or its successor in function. [1]

Appraisal-The process of determining the value and thus the disposition of records based
upon their current administrative, legal, and fiscal use; their Evidential and Informational
value; their Arrangement and condition; their Intrinsic Value; and their relationship to
other records. [3]

Archival Information Package (Al P)-An Information Package, consisting of the
Content Information and the associated Preservation Description Information (PDI),
which is preserved within an OAIS. [2]

Archival Value-The value of documentary materials for continuing preservation in an
archival ingtitution. [1]

Arrangement-The archival process of organizing documentary materialsin accordance
with archival principles. [1]
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Audit Trail-Information stored in the system log that provides the capability to discover
an action or series of actions taken by the system, including actionsinitiated by either the
system or by an individual interacting with the system. [3]

Authenticity-The property of arecord that it iswhat it purports to be and has not been
corrupted. [3]

Bit -A bit (short for binary digit) is an information unit used in computing and
information theory. It isthe smallest unit of storage currently used in thesefields. A
singlebitisaOor al, or atrueor afalse, or any two mutually exclusive states. A byteis
acollection of hits, originally variable in size but now usually eight bits. [8]

Bitstreams-The sequences of zeroes and ones that comprise data. [4]

Common Services-The supporting services such as inter-process communication, name
services, temporary storage allocation, exception handling, security, and directory
services necessary to support the OAIS. [2]

Content-Generic term for data and metadata stored in the repository, individually or
collectively described. [4]

Content I nformation-The set of information that is the original target of preservation. It
isan Information Object comprised of its content data object and its Representation
Information. [2]

Context-The organizational, functional, and operational circumstancesin which arecord
is created and/or received and used. [3]

Custody-(1) Guardianship, or control, of records, including both physical possession
(physical custody) and legal responsibility (legal custody), unless one or the other is
specified. [3]: (2) The archival principle that to guarantee archival integrity, archival
materials should either be retained by the creating organization or transferred directly to
an archival institution. [1]

Data-A reinterpretable representation of information in aformalized manner suitable for
communication, interpretation, or processing. Examples of datainclude a sequence of
bits, a table of numbers, the characters on a page, the recording of sounds made by a
person speaking, or a moon rock specimen. [2]

Deed of Gift-A legal document accomplishing donation of documentary materialsto an
archival institution through transfer of title. [1]

Descriptive M etadata-Data that describes the digital object. [4]
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Designated Community-An identified group of potential consumers who should be able
to understand a particular set of information. The Designated Community may be
composed of multiple user communities. [2]

Digital Object- A data structure whose principal components are digital material, or data,
plus aunique identifier for this material, called a handle (and, perhaps, other material).

[9]

Dissemination Information Package (DI P) -the Dissemination version of an Archival
Information Package (AIP). [2]

Digital Preservation-The managed activities necessary for ensuring both the long-term
maintenance of a bytestream and continued accessibility of its contents. [6]

Digital Repository-The facilities, personnel, processes, systems, and media used to store,
manage, and provide access to digital objects. [4]

Emulation-The creation of an artificial environment within a new generation of
technology that allows processes and data from an older generation of technology to exist
and perform in their native format. [4]

Enduring Value-Stems from a document or record's intrinsic attributes, the contextual
documentation that surroundsiit, its relationship to other records and entities, and
assurance of its authenticity and reliability. [11]

Essence-The bitstreams within adigital object that represent sound, texts, or still or
moving images. [4]

Evidence-The passive ability of documents and objects and their associated contexts to
provide insight into the processes, activities, and events that led to their creation for legal,
historical, archaeological, and other purposes. [7]

Evidential (or Evidentiary) Value-The value of records or papers as documentation of
the operations and activities of the records-creating organization, institution, or
individual. [1]

Finding Aid-A description from any source that provides information about the contents
and nature of documentary materials. [1]

Fixity-Authentication mechanisms and keys to ensure that the essence and metadata of a
record have not been altered in an undocumented manner. [4]

Handle-A persistent name (Uniform Resource Identifier, or URN) in aform devel oped
by the Corporation for Research Initiatives (CRN).
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Hierarchical Description-The principal of archival description in which records are
described in aggregates at various prescribed hierarchical levels. These levels range from
the largest grouping (series) to the intermediate level (file unit) to the smallest (item).
Descriptions of records at the series level are also linked to one of two types of archival
control groups: a record group or a collection. [3]

Informational Value- The value of records or papers for information they contain on
persons, places, subjects, and things other than the operation of the organization that
created them or the activities of the individual or family that created them. [1]

I nformation Package-The Content Information and associated Preservation Description
Information which is needed to aid in the preservation of the content information. The
Information Package has associated packaging information used to delimit and identify
the Content Information and Preservation Description Information. [2]

I ngest-The OAIS entity that contains the services and functions that accept Submission
Information Packages from producers, prepares Archival Information Packages for
storage, and ensure that Archival Information Packages and their supporting Descriptive
Information become established within the OAIS. [2]

Item-The lowest level of hierarchical description as defined by NARA, which describes
the smallest intellectually indivisible archival unit. [3]

L evels of Control-The progressive grouping and describing of sets of records along a
continuum from the largest and most general to the smallest and most specific. Thus the
records of an agency can be successively both physically subdivided and intellectually
described in terms of its constituent offices, activities, or functions; the files within each
series; and the documents within each file. Each of these refinementsis regarded as a
different level of control. [12]

Life Cycle of Records-The concept that records pass through a continuum of identifiable
phases from the point of their creation, through their active maintenance and use, to their
final disposition by destruction or transfer to an archival institution or records center. [1]

Long Term-A period of time long enough for there to be concern about the impacts of
changing technologies, including support for new media and data formats, and of a
changing user community, on the information being held in arepository. This period
extends into the indefinite future. [2]

Long Term Preservation-The act of maintaining information, in a correct and
independently understandable form, over the Long Term. [2]

M etadata-Data about other data. [2]

Migration-The act of moving electronic records and related data from one piece of
mediato another, usually in response to improving media technology, to avoid the
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inability to access records on mediathat is becoming obsolete, or to move records from
mediathat is deterioration onto fresh media. [3]

Open Archival Information System (OAIS) -An archive, consisting of an organization
of people and systems, that has accepted the responsibility to preserve information and
make it available for a Designated Community. [2]

Original Order-The archival principle that records should be maintained in the order in
which they were placed by the organization, individual, or family that created them. [1]

Packaging I nfor mation-The information that is used to bind and identify the
components of an Information Package. [2]

Permanent Value-The value of arecord of sufficient historical or other value to warrant
its continued preservation by the Federal Government beyond the time it is needed for
administrative, legal or fiscal purposes. [3]: Contrast with Enduring Value.

Per sistence-The attribute of essence that stands for long life expectancy; persistenceis
provided by appropriate management of the content. Content may persist when the
underlying Bitstreams are maintained through time. In order to ensure the persistence of a
representation of alibrary item, it may aso be necessary to migrate or transform the
component zeroes and ones. [4]

Persistent Format-A data type, which may be smple or complex, that isindependent of
specific hardware or software, such that an object in this data type can be transferred
from a source platform to an arbitrary target platform with no significant alteration of
essential attributes or behaviors. [3]

Per sonal Papers-A natural accumulation of documents created or accumulated by an
individual or family belonging to him or her and subject to his or her disposition. Also
referred to as Manuscripts. [1]

Pr eser vation-Processes and operations involved in ensuring the technical and intell ectual
survival of authentic records through time. [3]

Primary Values-The values of records for the activities for which they were created or
received. [1]

Processing-All steps taken in an archival repository to prepare documentary materials for
access and reference use. [1]

Provenance-(1) The archival principle that records created or received by one
recordskeeping unit should not be intermixed with those of any other. (2) Information on
the chain of ownership and Custody of particular records. [1]
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Record-A unit of recorded information of any type that is made or received in the course
of activity and is kept because it provides evidence of the activity, isrequired by law or
regulation, or contains valuable information. [3]

Reference-The ability to locate a digital object definitively and reliably over time among
other digital objects. [5]

Reference M odel-A framework for understanding significant relationships among the
entities of some environment, and for the development of consistent standards or
specifications supporting that environment. A reference model is based on a small
number of unifying concepts and may be used as a basis for education and explaining
standards to a non-specialist. [2]

Reliability-The authority and trustworthiness of records as evidence, the ability to stand
for the facts they are about. A record is considered reliable when it can be treated as a
fact initself, as the entity of which it is Evidence. [10]

Representation | nfor mation-The information that maps a data object into more
meaningful concepts. An exampleisthe ASCII definition that describes how a sequence
of Bits (i.e., adataobject) is mapped into a symbol. [2]

Respect des Fonds-The archival principle that records should be grouped according to
the nature of the institution that accumulated them. [7]

Secondary values-The values of records to users other than the agency of record creation
or its successors. [1]

Self-Describing-An entity whose data structure, format, or layout provides both
definitions and values for the data or formats of the entity. A self-describing entity can be
evaluated, with all its elements and formats understood, without the need of external
references. [3]

Structural M etadata-Data that represents the rel ationships between components of
complex multipart objects, e.g., the indication that this image represents "page one," this
image "page two," and so on. Structural metadata supports the presentation and
navigation of these objects. [4]

Submission Agreement-The agreement reached between an OAIS and the producer that
specifies a data model for the data submission session. This data model identifies
format/contents and the logical constructs used by the producer and how they are
represented on each media delivery or in atelecommunication session. [2]

Trusted Digital Repository-A digital repository whose mission isto provide reliable,
long-term access to managed digital resourcesto its designated community, now and in
the future. These repositories must meet eight criteria defined in the Trusted Digital
Repositories report.
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Uniform Resour ce Name (URN) -The URN is a persistent name, valid for the long term
and independent of location, while still being globally unique. [4]
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