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01 Introduction

Category 01 Introduction
2006-06-12 Introduction
M. E. Kabay, PhD, CISSP-ISSMP
WELCOME

Welcome to the June 2006 edition of the Information Security Year in Review (IYIR) project.

In 1993 and 1994, I was an adjunct professor in the Institute for Government Informatics Professionals in Ottawa, Canada
under the aegis of the University of Ottawa. I taught a one-semester course introducting information security to government
personnel and enjoyed the experience immensely. Many of the chapters of my 1996 textbook, _The NCSA Guide to Enterprise
Security_ published by McGraw-Hill were field-tested by my students.

In 1995, I was asked if I could run a seminar for graduates of my courses to bring them up to date on developments across the
entire field of information security. Our course had twenty students and I so enjoyed it that I continued to develop the material
and teach the course with the NCSA (National Computer Security Association; later called ICSA and then eventually renamed
TruSecure Corporation, its current name) all over the United States, Canada, Europe, Asia and the Caribbean.

After a few years of working on this project, it became obvious that saving abstracts in a WordPerfect file was not going to cut
it as an orderly method for organizing the increasing mass of information that I was encountering in my research. I developed a
simple database in 1997 and have continued to refine it ever since then. The database allows me to store information in an
orderly way and -- most important -- to _find_ the information quickly. For that purpose, I put in as many keywords as I can
think of quickly; I also classify each topic using a taxonomy that has grown in complexity and coverage over the years (more
about the taxonomy in the next section).

In 2004, I was privileged to begin working with Norwich students Karthik Raman (project leader), Krenar Komoni and Irfan
Sehic as my research assistants. These excellent students have provided invaluable assistance in transferring data from
NewsScan, NIPC/DHS reports and other sources into the database and have also done the first cut of classification and
keyword generation. They have enormously improved the coverage of the field and are continuing their work with me to
expand the database to further sources in the coming year. It is difficult to estimate the hundreds of hours of time they have
saved me.

I teach the IYIR course as a two-day workshop for my graduate students in the Master of Science in Information Assurance at
Norwich University every June during their graduate week and then periodically during the year at different institutions as the
occasion arises.

The IYIR reportts are posted on my Web site now; see the introductory page at <
http:/ /www2.norwich.edu/mkabay/index.htm > and click on the IYIR button for a list of PDF files you can read on sctreen,
search, or print out at will.

Copyright © 2006 M. E. Kabay. Al rights reserved. Page 2



IYIR 1997-2006-06
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Category 02 Taxonomy of INFOSEC Issues
2006-06-12 Introduction
INTRODUCTION

TAXONOMY

The taxonomy (classification scheme) of INFOSEC issues has grown over the years since I began the IYIR project. This
taxonomy in now way represents a structurally sound classification with unambiguous, non-overlapping, atomic concepts; it is
simply an organic development of my wish to present information in an orderly way in my courses and to be able to find
examples of specific issues when I need them for teaching or writing.

The taxonomy changes almost every time I use it; the current taxonomy is listed here and is used throughout this edition of the
IYIR report as well as in the INFOSEC UPDATE course based on the IYIR.

Code Description

0  Unclassified

01 Introduction

02  Taxonomy of INFOSEC Issues

03  Sources of Information

04  Copyright

05 Using IYIR

06  The INFOSEC UPDATE Course

07  Acknowledgements

08  About the Editor

10 Computer Crimes (cases, indictments, convictions, sentences)
11 Breaches of confidentiality

11.1  Data leakage

11.2  Unauthorized disclosure

11.3  Data theft

11.4  Covert channels

12 Wiretapping, interception (not jamming; not govt/law enforcement)
121 Wiretapping

12.2  Interception

123 Injection

13 Data diddling, data corruption, embezzlement

13.1  Data diddling

13.2  Data corruption & destruction

13.3  Embezzlement

13.4  Obsolescence

14 Viruses, virus-hoaxes, Trojans (assembly level or macro: not ActiveX or Java)
14.1  Viruses

142  Worms
14.3  Virus/worms
144 Trojans

14.5  Virus hoaxes

15  Fraud (not embezzlement), extortion, slamming

15.1  Fraud

152 Extortion

15.3  Slamming

16 INFOWAR, industrial espionage, hacktivism

16.1  Industrial espionage

16.2  Industrial information systems sabotage

16.3  Infrastructure protection & homeland security

16.4  Military & government perspectives on INFOWAR

16.5 Hacktivism

16.6  Disinformation, PSYOPS

17 Penetration, phreaking, cramming, uncapping (entering systems, stealing telephone or other services)
17.1  Penetration

17.2 Web vandalism

17.3  Phreaking, cramming, uncapping, theft of services

18  Theft/loss of equipment (laptops, ATMs, computers, cables, network components)
18.1  Theft of equipment

18.2  Loss of equipment
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19 Counterfeits, forgety (including commercial software/music piracy)
19.1  Software piracy

19.2  Music piracy

19.3  Movies / TV piracy

19.4  Books / e-books piracy

19.5  Games piracy

19.6  Counterfeit currency, credit-cards, other negotiable tokens

19.7  Counterfeit legal or business documents

19.8  Plagiarism

19.9  Counterfeit products (hardware, clothing etc.)

1A Criminal hacker scene (conventions, meetings, testimony, biographies, publications)
1A1  Criminal hacker conventions and meetings

1A2  Criminal hacker testimony in court or committees

1A3  Biographical notes on individual criminals (including arrests, trials)
1A4  Criminal hacker publications

1A5  Criminal hacker organizations

1A6  Criminal hacker psychology

1B Pornography, Net-harm, cyberstalking, gambling, online auctions
1B1  Adult pornography

1B2  Child pornography

1B3  Pedophilia, kidnapping, Net-adoption fraud

1B4  Stalking & harassment

1B5  Gambling

1B6  Auctions

1B7  Hate groups, speech

1B8  Traffic in women, slavery

1B9  Non-virus hoaxes, urban myths

1C  Identity, impersonation, spoofing

1C1  Impersonation

1C2  Identity theft

1C3  Pseudonymity

1C4  Anonymity

1C5  Phishing

1D Law Enforcement & Forensics (technology, organizations, proposals, litigation, rulings, judgements)
1D1  Otganizations, cooperation for law enforcement

1D2  Technology for law enforcement

1D3  Litigation, legal rulings, judgements affecting law enforcement
1D4  Government funding for law enforcement

1E  Homeland Security

20  Emerging Vulnerabilities & Defenses

21 Quality assurance failures including design flaws

21.1  General QA failures

21.2  Security product QA failures

21.3  Embedded processors

214  SCADA (supervisory control and data acquisition) systems, vehicle controls
21.5 Robots

22 Availability problems

22.1  DoS attacks

222 DDosS attacks

22.3  DoS countermeasures

224 Accidental availability disruptions

23 Internet tools

231 Java
232 Javascript
23.3  ActiveX

234 HTML, XML

23.5  E-mail & instant messaging or chat

23.6  Web-site infrastructure, general Web security issues
23.7  VoIP

23.8 SMS

24 Operating systems, network operating systems,TCP/IP problems (alerts & improvements)
241  Windows 9x/Me

24.2  Windows N'T/2K/XP

24.3  UNIX flavors

24.4 'TCP/IP, HTTP, DNS

245 LAN OS
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24.6
24.7
24.8
24.9
24.A
24.B
25
25.1
25.2
25.3
26
26.1
26.2
26.3
27
271
27.2
27.3
27.4
27.5
27.6
27.7
28
28.1
28.2
28.3
28.4
28.5
28.6
29
29.1
29.2
29.3
29.4
29.5
29.6
29.7
30
31
31.1
31.2
31.3
31.4
32
32.1
32.2
33
33.1
33.2
33.3
33.4
33.5
34
34.1
34.2
35
35.1
35.2
35.3
36
37
37.1
37.2
37.3
37.4
37.5

WAP, WEP, Wi-Fi, Bluetooth, 802.11, WiMax
SWDR (Software-defined radio)

MAC OS

Peer-to-peer networking

Secure processors

Robust systems (hw / sw)

Computer remote control & disruption
Remote control, RATSs, reprogramming, auto-updates
Jamming
RFI, HERF, EMP/T

Health effects of electronic equipment (phones, screens, etc.)
Radiation
Toxic materials
Heat

Security tools
Vulnerability assessment
Port scans
Intrusion detection systems
Firewalls & other perimeter defenses
Honeypots
Honeynets
Anti-malware technology

Automated surveillance
Spyware, Web bugs & cookies
Scumware
Keystroke loggers
Cell/mobile phones/GPS/cameras
Serial numbers
RFID tags

Sociology of cyberspace
Addiction, games & violence
Cyberdating & cybersex
Digital divide
Online & electronic voting
Online legal proceedings
Flash crowds, social e-links
Outsourcing

Management & Policy

The state of information security & technology
Surveys, studies, audits of security
Estimates, guesses, predictions, forecasts concerning security
New technology with security implications
Outsourcing

Censorship, indecency laws, 1st amendment (law)
Censorship in the USA
Censorship outside the USA

Policies, risk analysis, risk management
Acceptable use policies
Spam, spim, spit & splogs
Antispam
Authorization, access controls
Risk analysis & management

Net filters, monitoring (technologies)

Net filters
Usage monitoring, audit trails (employees, children)

DNS conflicts, trademark violations (Net, Web)
Cybersquatting
Trademarks vs DNS
Politics of the DNS

Responses to intrusion

Education in security & ethics
Elementary & middle school
High school
Undergraduate degrees
Master's degrees
Doctoral degrees
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37.6
37.7
37.8
37.9
38
38.1
382
383
38.4
385
38.6
38.7
38.8
38.9
38.A
40
41
42
421
422
423
43
431
432
433
434
435
43.6
44
44.1
442
443
45
45.1
452
453
454
455
456
457
458
459
46
47
48
48.1
482
483
49
4A
4A1
4A2
4A3
4A4
4A5
4A6
4A7
4A8
4B
4B1
4B2
4B3
4B4
4B5
4C
4C1

Industry courses
Conferences
Web sites
White papers
Consumer/employee privacy, profiling, trade in personal information
Consumer profiling
Trade in personal information
Industry efforts for privacy protection
International agreements on security, privacy, Net law
EU legislation & regulation concerning privacy
US legislation & regulation concerning privacy
Other legislation & regulation concerning privacy
Law enforcement & privacy
Surveillance
Medical / HIPAA
Defensive Technology, Law of E-commerce, Intellectual Property
Cryptanalysis techniques & tools
Crypto algorithms (weakness, brute-force attacks, implementation flaws)
Crypto algorithm weaknesses
Brute-force attacks
Crypto product implementation flaws
1&A products (tokens, biometrics, passwords, Kerberos)
Tokens
Biometrics
Passwords
Kerberos
Single sign-on
E-mail authentication (e.g., SPF & SenderID)
Encryption algorithms, products (including steganography)
Crypto algorithms
Crypto products
Steganography
E-commerce security, digital signature, products, digital cash, e-payments
PKI (Digital signatutes / certificates)
Digital cash
Micropayments
E-payments / e-wallets / credit-cards
Watermarks / digital-rights management / copy protection
Smatt cards and other e-commerce security measures
Sales taxes on Internet commerce
E-commerce laws
E-shopping carts
Cryptography exports from US; Key escrow
US computer-crime laws
Foreign cyberlaws (not cases or sentences)
Non-US cryptography laws
Non-US computer-crime laws
Non-US intellectual property laws
Privacy, government surveillance, legislation, agreements
Evolution of Net law: framing, pointing, linking, jurisdiction
Framing
Pointing, linking, deep linking, metatext
Jurisdiction
Blocking
Archives
Libel
Spam
Liability
Intellectual property: patents, copyrights (law)
Copyrights
Patents
Reverse engineering
EULA (End-user license agreements)
Trademarks
Security paradigms, risk management, site-security certification, professional certification
Paradigms, security standards
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4C2
4C3
4C4
4C5

Risk management methodology & tools
Certification of site security, privacy protection
Professional certification in security, auditing
Academic/Industry/Vendor/Govt efforts

4D Funny / miscellaneous
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03 Sources of Information

Category 03 Sonrces of Information
2006-06-12 Introduction
INTRODUCTION

In the early days, I wrote all the abstracts myself. As the size of the database grew, this practice became a terrible and limiting
burden. I was thrilled -- and still am -- to get permission to quote the superb abstracts written by John Gehl and Suzanne
Douglas, original editors of EDUPAGE and now of the daily _NewsScan_ and weekly _Innovation_ e-publications. At this
point, their work is a major component of the IYIR.

In addition, I have been quoting (with attribution) many of the contributors to Peter G. Neumann's RISKS Forum Digest. I
regret that I have fallen behind in summarizing this publication since about 2004 but hope to get back on track with the help of
volunteers and assistants.

Lately, the Daily Reports from NIPC (National Infrastructure Protection Center) (now the DHS daily report) have proven
valuable in supplementing the material at hand.

Bruce Schneier, famed cryptographer and a valued commentator on all matters of security, has kindly allowed me to include
excerpts from his monthly columns in his Crypto-Gram newsletter.

T also naturally continue to write my own abstracts of interesting articles when necessary.

For a list of news soutces that cover information security news, see <
http:/ /www2.norwich.edu/mkabay/overviews/infosec_ed.pdf >.

For more information about NewsScan and Innovation, see < http://www.newsscan.com >.

For mote information about RISKS Forum Digest, see the archives at <http://catless.ncl.ac.uk/Risks/ > for HTML versions
ot at < http://the.wiretapped.net/security/textfiles/risks-digest/ > for text versions.

Dr Neumann asks that reprints from RISKS include the following note and the following should be considered as a blanket
notification for all verbatim republication of RISKS materials throughout this database:

k ok ok

From the

FORUM ON RISKS TO THE PUBLIC IN COMPUTERS AND RELATED SYSTEMS (comp.tisks)

ACM Committee on Computers and Public Policy, Peter G. Neumann, moderator

See < http://www.csl.sti.com/users/risko/risksinfo.html > for full information.

Reused without explicit authorization under blanket permission granted for all Risks-Forum Digest materials. The author(s), the

RISKS moderator, and the ACM have no connection with this reuse.
* ok ok

Information Security Magazine is at < http://www.infosecmag.com > and subscriptions to the Secutity Wite Digest are
available through < http://infosecutitymag.bellevue.com >.

The NIPC Daily Repott is available through < http://www.nipc.gov/ >.

For free subscriptions to Bruce Schneier's Crypto-Gram, see < http://www.counterpane.com/ ctypto-gtam.html >.
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04 Copyright

Category 04 Copyright
2006-06-12 Introduction
INTRODUCTION

As you can see at the bottom of every page of the IYIR report and the INFOSEC UPDATE, I assert copyright over this
presentation (only) of the information my research team and I have collected. This is called a _compilation copyright_ and in no
way derogates the copyrights of all original copyright holders. My contribution is primarily the organization and presentation of
this information. I do hold the copyright on my own abstracts and on the keywords. I assert copyright purely to prevent
scoundrels from SELLING what is supposed to be available FREE. The PDF version of the book you are looking at will be
posted on my Web site for anyone to use.

Copyright © 2006 M. E. Kabay. Al rights reserved. Page 10
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05 Using IYIR

Category 05 Using IYIR
2006-06-12 Introduction
INTRODUCTION

Anyone who wants to refer to these IYIR and INFOSEC UPDATE documents is completely welcome to do so freely
_provided_ that no one tries to make other people pay for the materials. You are welcome to reprint the documents provided
that each page you choose to print is in the original format (that's why I use Acrobat PDF files to distribute the information).
Just remember, if T ever find out that someone has charged somebody for what I freely give away I am going to be really, really
mad!

You may, of course, use the _original_ documents as you and the copyright owners agtee.

As for posting these files on your own Web sites, DON'T! I update the files constantly and absolutely do not want to have to
hunt down old copies of the work and replace them with newer versions. So you're welcome to link to the files, but please do
_not_ copy them to any other Web sites.
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06 The INFOSEC UPDATE Course

Category 06 The INFOSEC UPDATE Course
2006-06-12 Introduction
INTRODUCTION

The INFOSEC UPDATE course is usually a two-day workshop that brings participants up to date on topics across the entire
field of information security. The four half-day sessions cover the following broad areas:

Day 1:
AM: Computer Crime Update
PM: Emerging Vulnerabilities

Day 2:
AM: Management , Corporate Policy
PM: Cryptogtraphy, Law, Public Policy

For full details, see section 2 on Taxonomy.

I used to prepare slides based on the abstracts so that the students would have a workbook consisting of keywords in the slide
and the details at the bottom of the page. However, this approach became unmanageable by the time I reached workbook
lengths of 475 pages. It was simply too much effort for relatively minor benefits. I have therefore tried a different, much simpler
approach over the last few years. I mark selected topics in my database and created the workbook from a report file. The whole
thing takes me a few minutes and allows me to keep the workbook absolutely up to date. I hope that course participants will
find it a useful resource and an acceptable format for the course.

Starting in 2005, I spared my MSIA graduate students the agony of sweltering through two solid days of this stuff and shrank
their version of the INFOSEC UPDATE to a single day. However, if we ever get air conditioning, watch out!
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07 Acknowledgements

Category 07 Acknowledgements
2006-06-12 Introduction
INTRODUCTION
ACKNOWLEDGEMENTS

I would like to acknowledge the encouragement and support of many colleagues who have contributed to this project over the
years. In particular, John Gehl and Suzanne Douglas, original editors of EDUPAGE and then later of NEWSSCAN and
INNOVATION, stand out for their kindness in so generously allowing me to quote them verbatim in so many hundreds of
stories. Thanks guys -- I simply could not do this without your help.

The editors of EDUPAGE kindly continued the tradition and have allowed me to include occasional abstracts from their
publication.

My colleagues at NCSA / ICSA / TruSecure / CyberTrust Corporation were always supportive and encouraging during the
years I continued this work until 2000; I especially thank my favorite curmudgeon, David Kennedy, Director of Resarch for
CyberTrust, for many years of continuing friendship.

I also want to thank my colleagues Phil Susmann and COL Tom Aldrich at Norwich University and the National Center for the
Study of Counterterrorism and Cybercrime for their encouragement and support and the opportunity to teach the two-day
INFOSEC Update for several years at the annual e-ProtectIT Conference ( http://www.e-protectIT.org ).

My sincere thanks to my Norwich University research assistants, Karthik Raman (Chief Boss Man and Gang Leader), Krenar
Komoni, Michael Martell, and Chris Aldrich. Thanks also to MSIA alumni volunteers Clark Cummings and Steve Lovaas for
their contributions. Josh Durdin and Lofton Newton, although newcomers to the project, have started their contributions well
and I look forward to further work with them.

The School of Graduate Studies, under the leadership of Founding Dean Fred Snow and of Dean Bill Clements, has generously
funded the research assistantships that have permitted the project to progress without imposing total exhaustion on me. Many
thanks.

Thanks to Dr Fred Snow, former Dean of Online Graduate Studies and to Dr Bill Clements, current Dean, for their support
(moral and financial) in building the research team that has made this project easier.

And finally, as always, I thank my wife, Deborah Black, light of my life, for all her infinitely varied support over many years and
in all ways.
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08 About the Editor

Category 08 About the Editor
2006-06-12 Introduction
INTRODUCTION

Here's a little information about me. For exhaustive, not to say exhausting, details, you can visit my Web site at <
http:/ /www2.norwich.edu/mkabay > and click on my CV link.

I began programming in assembler at age 15 in 1965. In 1976, 1 received his PhD from Dartmouth College in applied statistics
and invertebrate zoology. Joined a compiler team in 1979 for a new 4GL and RDBMS in the U.S. and then joined Hewlett-
Packard Canada in 1980, winning the Systems Engineer of the Year Award in 1982. Have published over 850 technical papers in
operations management and security, a 1996 textbook on security, was Technical Editor of the 4th Edition of the _Computer
Security Handbook_ (Wiley, 2002) and am working on the 5th edition with Senior Editor Sy Bosworth and new third editor
Eric Whyne. Have lectured on security and information warfare at the US Army War College, NATO HQ, NATO
Counterintelligence, and in the UK, France, Germany, Japan and China. Returned to academia full time in July 2001 and am
Associate Professor of Information Assurance in the Division of Business & Management at Norwich University, Northfield,
VT 05663-1035 USA as well as the Director of the Master's Program in Information Assurance

(http:/ /www.msia.norwich.edu/) and of the Bachelot's program in IA

(http:/ /www.norwich.edu/academics/business/informationassurance.html).

V: 802-479-7937
E: mkabay@norwich.edu
W: http:/ /www2.norwich.edu/mkabay
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1 Breaches of confidentiality

Category 11 Breaches of confidentiality
2005-10-01 data theft identity theft terminology dataflation privacy law court proof

Information Security Magazine; http://tinyutl.com/9aanv

STEPHEN COBB COINS NEW TERM: DATAFLATION
Security expert Stephen Cobb writes,

>1I think most people would agree that 2005 has not been, so far, a good year for information security. Indeed, when you add
up the total number of personal data records reported as compromised in the first six months you get a figure that some people
justly consider alarming: 66 million. But I suggest that this number, and the phenomenon it represents, goes way beyond
alarming, way out into previously uncharted territory. In fact, I respectfully suggest that we don't yet have the vocabulary needed
to describe what is happening to personal data today, let alone understand all of the implications.

In an effort to remedy this situation I propose a new word for that vocabulary: dataflation. But before I offer my definition of
dataflation, let me provide some context for that 66 million. In the most recent U.S. census the number of Americans aged 18
or older was 210 million. If you factor in the numerous compromises of personal data records that occurred in 2004, it is
entirely possible that data relating to one in three American adults is now "out there," available to be abused. <

[More in the complete article.]

Copyright © 2006 M. E. Kabay. Al rights reserved. Page 15
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11.1 Data leakage

Category 11.7 Data leakage
1997-02-23 medical data confidentiality
PA News

In Sheffield, England, a hospital handed over 50,000 confidential gynecological records to a data processing firm that hired
people off the street and set them to work transcribing the unprotected data. The scandal resulted in withdrawal of the contract,
but thousands of records were exposed to a wide variety of people with no background checking to ascertain their reliability.

Category 11.1 Data leakage
1997-07-02 medical informatics telemedicine
Australian

A report by Trudy Harris in _The Australian_ reviewed risks of telemedicine, a technology of great value in Australia because of
great distances and sparse population. Risks included interception of unencrypted medical information, modification of critical
parameters for patient care, and unauthorized access to confidential patient records.

Category 11.7 Data leakage
1997-07-10 hacker password attack

Wall Street Journal

Mark Abene, a security expert formerly known to the underground as Phiber Optik, launched a command to check a client's
password files — and ended up broadcasting the instruction to thousands of computers worldwide. Many of the computers
obligingly sent him their password files. Abene explained that the command was sent out because of a misconfigured system
and that he had no intention of generating a flood of password files into his mailbox. Jared Sandberg, Staff Reporter for the The
Wall Street Journal, wrote, "A less ethical hacker could have used the putloined passwords to tap into other people's Internet
accounts, possibly reading their e-mail or even impersonating them online." Mr Abene was a member of the Masters of
Deception gang and was sentenced to a year in federal prison for breaking into telephone company systems. The accident
occurred while he was on parole.

Category 11.7 Data leakage
1997-07-19 confidentiality error
Telecomworldwire

A firm of accountants received passwords and other confidential codes from British Inland Revenue. Government spokesmen
claimed it was an isolated incident. [How exactly did they know that it was an isolated incident?]

Category 11.7 Data leakage
1997-08-07 privacy journalists Internet
Reuters; RISKS 19 28

The ICSA's David Kennedy reported on a problem in Hong Kong, where Reuters described a slip that revealed personal details
about hundreds of journalists at the end of June. Passport and identity-card details were revealed on the government Website
for a couple of days. DK commented, "I suppose that's one way to get the media interested in privacy matters."

Category 11.1 Data leakage
1997-08-15 privacy credit reports database
AP, EDUPAGE

Experian Inc. (formerly TRW Information Systems & Services), a major credit information bureau, discontinued its online
access to customers' credit reports after a mere two days when at least four people received reports about other people.
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Category 11.1 Data leakage
1999-01-29 data leakage privacy confidentiality control Web
RISKS 20 18

The Canadian consumer-tracking service Air Miles inadvertently left 50,000 records of applicants for its loyalty program publicly
accessible on their Web site for an undetermined length of time. The Web site was offline as of 21 January until the problem
was fixed.

Category  11.1 Data leakage
1999-02-03 data leakage Web script QA vulnerability confidentiality

WIRED via PointCast

An error in the configuration or programming of the F. A. O. Schwarz Web site resulted paradoxically in weakening the security
of transactions deliberately completed by FAX instead of through SSI.. Customers who declined to send their credit-card
numbers via SSI. ended up having their personal details — address and so forth — stored in a Web page that could be accessed
by anyone entering a URL with an appropriate (even if randomly chosen) numerical component.

Category 11.1 Data leakage
2000-02-06 bank financial system leak confidentiality windfall investors market
RISKS 20 78

An error at the Reserve Bank of Australia caused e-mail to be sent to 64 subscribers of the bank's alert service informing them
of a planned 0.5% increase in the prime interest rate. However, the message was sent out six minutes early, allowing some of
those traders to sell A§3B of treasury bill and bond futures — and making some people a great deal of money.

Category 11.1 Data leakage
2000-02-06 confidentiality human factors workstations home computer Web browsing
RISKS, New York Times 20 78

http:/ /www.nytimes.com/yt/mo/day/news/washpol/ cia-impeach-deutch.html

The former director of the CIA, John Deutch, kept thousands of highly classified documents on his unsecured home Macintosh
computer. Critics pointed out that the system was also used for browsing the Web, opening the cache of documents up to
unauthortized access of various kinds.

Category 11.1 Data leakage
2000-02-20 confidentiality Web site
RISKS, CNet 20 80

http://news.cnet.com/category/0-1005-200-1550948.html

H&R Block had to shut down its Web-based online tax-filing system after the financial records of at least 50 customers were
divulged to other customers.

Category 11.1 Data leakage
2000-04-28 covert channel discover discarded data trash recycle access confidentiality
RISKS 20 88

Conrad Heiney noted in RISKS that network-accessible shared trashcans under Windows N'T have no security controls. Anyone
on the network can browse discarded files and retrieve confidential information. [Moral: electronically shred discarded files
containing sensitive data.]

Category 11.1 Data leakage
2000-06-18 privacy confidentiality anonymity
RISKS 20 93

A RISKS correspondent reported on a new service in some hotels: showing the name of the guest on an LCD-equipped house
phone when someone calls a room. Considering the justified reluctance to reveal the room number of a guest or to give out the
name of a room occupant if one asks at the front desk, this service seems likely to lead to considerable abuse, including
fraudulent charges in the hotel restaurant.
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Category 11.1 Data leakage
2000-06-24 confidentiality concealment error vulnerability
RISKS, Wired http://www.wited.com/news/politics/0,1283,37205,00.html 20 93

New York Times Web-site staff chose an inappropriate mechanism for obscuring information in an Adobe Acrobat PDF
document that contained information about the 1953 CIA-sponsored coup d'état in Iran. The technicians thought that adding a
layer on top of the text in the document would allow them to hide the names of CIA agents; however, incomplete downloading
allowed the supposedly hidden information to be read. Moral: change the soutce, not the output, when obscuring information.

Category 11.1 Data leakage

2000-07-07 e-mail domain name system DNS confusion similarity

NewsScan, Wall Street Journal
http://interactive.wsj.com/articles/SB962887042191508928.htm

One of Spain's largest banks — and its most aggressive in terms of moving operations onto the Internet — is suffering from an
identity crisis that has resulted in thousands of messages being routed to Bulletin Board VA, run by a rural Virginia man who
publishes a weekly shopper with a circulation of 10,000. Banco Bilboa Vizcaya Argentaria, which goes by the acronym BBVA
after Banco Bilbao Vizcaya merged with Argentaria SA last fall, is the owner of the "grupobbva.com" domain name, but many
employees, customers and outside vendors mistakenly send their sometimes-sensitive e-mail to "bbva.com," a domain name
owned by Bulletin Board VA. "When all this e-mail started coming in, I didn't know who to contact. I didn't know who to talk
to," says Bulletin Board VA owner Jim Caldwell. "To me it is beyond the stage of funny." Some of the messages contain bank
account numbers and balances, and at least one contained confidential information about a possible bank acquisition. BBVA
says it's in the process of changing its domain name to "bbva.es," and hopes that will solve the problem. Caldwell certainly
hopes so — he says he spends up to two hours a day clearing his server of the mislabeled messages. (Wall Street Journal 7 Jul
2000)

Category 11.1 Data leakage

2000-07-13 data spill confidentiality privacy e-mail address banner advertisement HTML Web
page transfer

NewsScan, Los Angeles Times
http:/ /www.latimes.com/business /20000713 /t000065732.html

Microsoft . . . acknowledged that a flaw in its Hotmail program . . . [was] inadvertently sending subscribers' e-mail addresses to
online advertisers. The problem, which is desctibed as a "data spill," occurs when people who subscribe to HTML newsletters
open messages that contain banner ads. "The source of the problem is that Hotmail includes your e-mail address in the [Web
address], and if you read an e-mail that has banner ads," the Web address will be sent to the third-party company delivering the
banner, says Richard Smith, a security expert who alerted Microsoft to the problem in mid-June. Data spills are common on the
Web, says Debra Pierce of the Electronic Frontier Foundation. "This isn't just local to Hotmail; we've seen hundreds of
instances of data spills over the course of this year." Smith estimates that more than a million addresses may have been
transferred to ad firms, but most of the big agencies, including Engage and DoubleClick, are discarding the information. (Los
Angeles Times 13 Jul 2000)

Category 11.1 Data leakage
2000-07-24 confidentiality phone access control design flaw
RISKS 20 97

AT&T allowed extensive details of a phone account to be revealed to anyone entering a phone number into their touch-tone
interface for the Credit Management Center.

Category 11.7 Data leakage
2000-08-01 confidentiality customer data Web site flaw upgrade QA quality assurance
RISKS, BBC 21 01

http://news.bbe.co.uk/hi/english/business/newsid_860000/860104.stm

Peter Morgan-Lucas reported to RISKS, "Barclays Bank yesterday had a problem with their online banking service - at least four
customers found they could access details of other customers. Barclays are claiming this to be an unforeseen side-effect of a
software upgrade over the weekend."
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Category 11.1 Data leakage
2000-08-14 confidentiality Web site disclosure flaw error QA quality assurance
RISKS, SecutityFocus http:/ /www.secutityfocus.com/news/074 21 01

Kevin Poulson of SecurityFocus reported "Verizon's twenty-eight million residential and business telephone subscribers from
Maine to Virginia had portions of their private telephone records exposed on a company web site. . . ." The system was designed
to permit customers to file and track their repair reports, but entering any phone number generated HTML code containing the
legitimate numbert's registered user information such as name and address.

Category 11.1 Data leakage

2001-02-16 proprietary document formats hidden information concealed data confidentiality
Web

RISKS 21 25

Paul Henry noted that the well-known problem of hidden information in MS Word documents continues to be a source of
breaches of confidentiality. Writing in RISKS, he explained, "I received an MS Word document from a software start-up
regarding one of their clients. Throughout the document the client was referred to as "X, so as not to disclose the name.
However I do not own a copy of Word, and was reading it using Notepad of all things, and discovered at the end the name of
the directory in which the document was stored -- and also the real name of the client! I checked on a number of other word
documents I had for hidden info, especially ones from Agencies who ate looking to fill positions -- and yes, again I was able to
tell who the client was from the hidden information in the documents."

Mr Henry concluded, "Risks: What potentially damaging information is hidden in published documents in Word, PDF and
other complex formats? Mitigation: Use RTF when you can -- no hidden info, no viruses."

Category 11.1 Data leakage
2001-06-22 e-mail vulnerability holes bug confidentiality
NewsScan

E-MAIL SECURITY BREACHES: EVERYONE IS VULNERABLE

The e-mail of Dennis Tito, the investment banker who paid to become the first tourist in space, was insecure for more than a
year -- as were the communications of his entire company, Wilshire Associates. . . . Although there is no evidence that anyone
took advantage of the breaches, they allowed access by outsiders to confidential company business, including financial data,
passwords, and the personal information of employees. However, security experts say Wilshire's problem is not an isolated one,
and warn that American companies are not taking computer security issues seriously. Peter G. Neumann, principal scientist in
the computer science lab at SRI International, says that the security breach discovered at Wilshire is just "one of thousands of
vulnerabilities known forever to the world. Everybody out there is vulnerable." (Washington Post 22 Jun 2001)

http:/ /washingtonpost.com/wp-dyn/articles/ A7642-2001Jun15.html

Category 11.1 Data leakage

2001-07-05 confidentiality compromise e-mail CC BCC error medical information drug
prescription

RISKS 21 51

The drug company Eli Lilly sent out an e-mail reminder to renew their prescriptions for Prozac to 600 clients -- and used CC
instead of BCC, thus revealing the entire list of names and e-mail addresses to all 600 recipients.
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Category 11.1 Data leakage
2001-11-26 confidentiality search engine data leakage
NewsScan

SEARCH ENGINES DIG TOO DEEP

Search engines increasingly are unearthing private information such as passwords, credit card numbers, classified documents,
and even computer vulnerabilities that can be exploited by hackers. "The overall problem is worse than it was in the eatly days,
when you could do AltaVista searches on the word 'password' and up come hundreds of password files," says Christopher
Klaus, founder and CTO of Internet Security Systems, who notes that a new tool built into Google to find a variety of file types
is exacerbating the problem. "What's happening with search engines like Google adding this functionality is that there are a lot
more targets to go after." Google has been revamped to sniff out a wider atray of files, including Adobe PostScript, Lotus 1-2-3,
MacWrite, Microsoft Excel, PowerPoint, Word, and Rich Text Format. Google disavows tesponsibility for the security problem,
but the company is working on ways to limit the amount of sensitive information exposed. "Our specialty is discovering,
crawling and indexing publicly available information," says a Google spokesman. "We define 'public' as anything placed on the
public Internet and not blocked to search engines in any way. The primary burden falls to the people who ate incorrectly
exposing this information. But at the same time, we're certainly aware of the problem , and our development team is exploring
different solutions behind the scenes." (CNET News.com 26 Nov 2001)
http://news.cnet.com/news/0-1005-200-7946411.html?tag=lh

Category 11.1 Data leakage
2002-02-20 search engine spider web-bot exclusion cache
RISKS 21 92

RISKS correspondent Diomidis Spinellis cogently summarized some of the problems caused by search engines on the Web:
"The aggressive indexing of the Google search engine combined with the on-line caching of the pages in the form they had
when they were indexed, is resulting in some perverse situations.

A number of RISKS articles have already described how sensitive data or supposedly non-accessible pages leaked from an
organization's intranet or web-site to the world by getting indexed by Google or other search engines. Such problems can be
avoided by not placing private information on a publicly accessible web site, or by employing metadata such as the robot
exclusion standard to inform the various web-crawling spiders that specific contents are not to be indexed. Of course, adherence
to the robot exclusion standard is left to the discretion of the individual spiders, so the second option should only be used for
advisory purposes and not to protect sensitive data."

Category 11.7 Data leakage
2002-03-22 design QA quality assurance confidentiality Web URL
RISKS 22

Paul van Keep reported in RISKS, >Christine Le Duc, a dutch chain of s*xshops, and also a mail & Internet order company,
suffered a major embarrassment last weekend. A journalist who was searching for information on the company found a link on
Google that took him to a page on the Web site with a past order for a CLD customer. He used the link in a story for online
newspaper nu.nl. The full order information including name and shipping address was available for public viewing. To make
things even worse it turned out that the classic URL twiddling trick, a risk we've seen over and over again, allowed access to
ALL orders for all customers from 2001 and 2002. The company did the only decent thing as soon as they were informed of the
problem and took down the whole site.<

http://nu.nl/document?n=53855

[Note: * included to foil false positive exclusion by crude spam filters.]
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Category 11.1 Data leakage
2002-04-22 data leakage surveillance privacy Web cameras Webcam hijack wireless
RISKS 22 04£f

Dave Farber noted in RISKS:

Thousands of people who have installed a popular wireless video camera, intending to increase the security of their homes and
offices, have instead unknowingly opened a window on their activities to anyone equipped with a cheap receiver. The wireless
video camera, which is heavily advertised on the Internet, is intended to send its video signal to a nearby base station, allowing it
to be viewed on a computer or a television. But its signal can be intercepted from more than a quarter-mile away by off-the-
shelf electronic equipment costing less than $250. [...] [Source: John Schwartz, *The New York Times*, 14 Apr 2002

http:/ /www.nytimes.com/2002/04/14/technology/14SPY html?ex=1019744700&ci=1&en=cfeb1e93a276b%ec]

Marc Roessler commented:

"This is nothing new. Such cameras are even installed in some public restaurants and shops. Note that this basically voids all
claims of the shop owners concerning privacy and data protection -- ANYONE can receive that data. And, as more and more
cameras are installed, the risk of malicious "camera takeovers" rises significantly. Think about webcams, cams integrated into
notebooks/cellular phones, car dashboatrds (detect the driver falling asleep).. Those ate easily tapped (ot subverted, such as by
installing trojan softwate/ firmware).. this has some enormous potential. The case of the Nanny-Cams shows the deviousness of
this kind of attack: as the devices are not suspected to be used to spy on their owner ("I own that device; that makes it trusted"),
they function more or less as hidden cameras. For more "camera takeover" scenatios take a look at my paper "How to find
hidden cameras" [1].

[1] http:/ /www.franken.de/users/tentacle/ papers/hiddencams.pdf

Category 11.1 Data leakage
2002-06-10 QA quality assurance Web confidentiality breach customer activity
RISKS; http:/ /www.msnbc.com/news/758979.asp 22 12

Monty Solomon wrote in RISKS, "A design flaw at a Fidelity Investments online service accessible to 300,000 people allowed
Canadian account holders to view other customers' account activity. The problem was discovered over the weekend by Ian
Allen, a computer studies professor at Algonquin College in Ottawa. Fidelity said it had fixed the problem and was offering
customers the option of changing account numbers."

Category 11.1 Data leakage
2003-01-16 data leakage remanence
NewsScan

JUNKED HARD DRIVES YIELD LOTS OF PERSONAL DATA

MIT graduate students Simson Garfinkel and Abhi Shelat bought 158 hard drives at second hand computer stores and eBay
over a two-year period, and found that more than half of those that were functional contained recoverable files, most of which
contained "significant personal information." The data included medical correspondence, love letters, pornography and 5,000
credit card numbers. The investigation calls into question PC users' assumptions when they donate or junk old computers — 51
of the 129 working drives had been reformatted, and 19 of those still contained recoverable data. The only surefire way to erase
a hard drive is to "squeeze" it — writing over the old information with new data, preferably several times — but few people go
to the trouble. The findings of the study will be published in the IEEE Security & Privacy journal Friday. (AP 16 Jan 2003)
http:/ /apnews.excite.com/atticle/20030116/D70JBBBGO0.htm

Category 11.7 Data leakage
2003-02-10 discarded computer disk data leakage confidential information medical
NewsScan

SURPLUS COMPUTER IN KENTUCKY HELD 'DELETED' AIDS FILES

A state auditor found that at least one computer used by staffers counseling clients with AIDS or HIV was ready to be offered
for sale to the public even though it still contained files of thousands of people. Auditor Ed Hatchett said: "This is significant
data. It's a lot of information lots of names and things like sexual partners of those who are diagnosed with AIDS. It's a terrible

security breach." Health Services Secretary Marcia Motrgan, who has ordered an internal investigation of that breach, says the
files were thought to have been deleted last year. (AP/USA Today 7 Feb 2003)
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Category 11.1 Data leakage
2003-04-17 CNN obituraries famous people blunder
NewsScan

CNN GLITCH REVEALS PREMATURE OBITS

A glitch on the CNN.com Web site accidentally made available draft obituaries written in advance for Dick Cheney, Ronald
Reagan, Fidel Castro, Pope John Paul IT and Nelson Mandela. "The design mockups were on a development site intended for
internal review only," says a CNN spokeswoman. "The development site was temporatily publicly available because of human
error." The pages were yanked about 20 minutes after being exposed. (CNet News.com 17 Apr 2003)

Category 11.1 Data leakage

2003-05-29 hacker vulnerability Cingular Adrian Lamo website line LLC random finding
Sacremento California dumpster customer records exploit

NIPC/DHS

May 29, Wired — Hacker exposes vulnerability in Cingular claims site.

Hacker Adrian Lamo found a secutity hole in a website run by lock\line LLC, which provides claim management services to
Cingular customers. Lamo discovered the problem last weekend through a random finding in a Sacramento, CA dumpster,
where a Cingular store had discarded records about a customer's insurance claim for a lost phone. By simply typing in a URL
listed on the dettitus, Lamo was taken to the customet's claim page on the lock\line website. Lamo was able to access
individual claims pages containing customet's name, address and phone number, along with details on the insurance claim being
made. Altering the claim ID numbers in the URL gave Lamo access to some 2.5 million Cingular customer claims dating back
to 1998. Lamo said he had no intent of profiting from the exploit, just pointing out a security flaw. Cingular and lock\line
closed the hole by Wednesday morning.

Category 11.7 Data leakage

2003-06-16 CERT Linux PDF flaw hacker tips confidential vulnerability hack4life Unix Jeffrey
Carpenter

NIPC/DHS

June 16, IDG News Setvice — Hacker tips CERT's hand on Linux/PDF flaw.

Confidential vulnerability information managed by the CERT Coordination Center has again been leaked to the public. The
latest report was posted to a vulnerability discussion list by an individual using the name "hack4life." The latest information
concerns a flaw in Adobe Systems Inc.'s PDF (Portable Document Format) readers for Unix and could allow a remote attacker
to trick users into executing malicious code on their machines, according to a copy of the leaked vulnerability report. The
leaked information was taken from communication sent from CERT to software vendors affected by the PDF problem,
according to Jeffrey Carpenter, manager of the CERT Coordination Center. The information appears to be from a vulnerability
report submitted to CERT by a Cincinnati security researcher by the name of Martyn Gilmore. Adobe's Acrobat Reader 5.06
and the open-source reader Xpdf 1.01 are affected by the problem, according to the report.

Category 11.1 Data leakage

2003-06-30 PetCo security hole storefront 500000 credit card numbers open Jeremiah Jacks
computer SQL security

NIPC/DHS
June 30, SecurityFocus — PetCo plugs security hole.

Pet supply retailer PetCo.com plugged a hole in 