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Data Sheet

Cisco ASA 5500 Series Adaptive Security Appliances

Cisco ® ASA 5500 Series adaptive security appliances are p  urpose-built solutions that combine best-of-breed s ecurity

and VPN services with the innovative Cisco Adaptive Identification and Mitigation (AIM) architecture. Designed as a core
component of the Cisco Self-Defending Network, the Cisco ASA 5500 Series provides proactive threat def  ense that stops
attacks before they spread through the network, con trols network activity and application traffic, and delivers flexible VPN
connectivity. The result is a powerful multifunctio n network security appliance family that provides t he security breadth and
depth for protecting small and medium-sized busines s and enterprise networks while reducing the overal | deployment and
operations costs and complexities associated with p roviding this new level of security.

The Cisco ASA 5500 Series delivers a powerful coratibn of multiple market-proven technologies isiregle platform, making it operationally
and economically feasible for organizations to dgmlomprehensive security services to more locati®he multifunction security profile of the
Cisco ASA 5500 Series virtually eliminates theidifft—and risky—decision of making trade-offs betwaehust security protection and the
operational costs associated with multiple deviegaumerous locations.

Figure 1. Cisco ASA 5500 Series Adaptive Security Appliance

The Cisco ASA 5500 Series helps businesses mazetietly and efficiently protect their networks ehdelivering exceptional investment
protection through the following key elements:

« Market-proven security and VPN capabilities—Full-featured, high-performance firewall, intrusiprevention system (IPS), anti-X, and IP
Security/Secure Sockets Layer (IPSec/SSL) VPN tdgies deliver robust application security, usard application-based access control,
worm and virus mitigation, malware protection, aonttfiltering, and remote user/site connectivity.

« Extensible Adaptive I dentification and Mitigation services ar chitecture—Built on a modular services processing and poliaynework, the
Cisco ASA 5500 Series AIM architecture enablesayglication of specific security or network sergamn a per-traffic-flow basis, delivering
highly granular policy controls and anti-X protectiwith streamlined traffic processing. The effitiges of the AIM architecture, together with
the software and hardware extensibility availableger-installable Cisco ASA 5500 Series secugdtyises modules (SSMs), enable the
evolution of existing services as well as the dgmplent of new services without requiring a platfaeplacement or performance compromise. As
the foundation of the Cisco ASA 5500 Series, thil Architecture enables highly customizable secymitjcies and unprecedented services
extensibility to help protect against fast-evolvihgeats.

« Reduced deployment and oper ations costs—The multifunction Cisco ASA 5500 Series allows jidaitform, configuration, and management
standardization, helping to decrease the costembgiment and ongoing operations.
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INTRODUCING THE CISCO ASA 5500 SERIES

The Cisco ASA 5500 Series includes the Cisco ASA55520, 5540, and 5550 adaptive security apm@snehree purpose-built, high-
performance security solutions that take advantd@zisco Systenfsexpertise in developing industry-leading, awardsing security and VPN
solutions. The series integrates the latest tedgies from Cisco PIR 500 Series security appliances, Cisco IPS 420i@$sensors, and Cisco
VPN 3000 Series concentrators. By combining theshkriologies, the Cisco ASA 5500 Series deliversranatched, best-of-breed solution that
stops the broadest range of threats and providgadsses with flexible, secure connectivity optioks a core component of Cisco Adaptive Threat
Defense and Unified Secure Access strategies, idm @SA 5500 Series brings together a wide rarffigecurity and VPN technologies to provide
rich application security, anti-X defenses, netwookitainment and control, and secure connectivity.

The extensible Cisco AIM services architecture tmadflexible multiprocessor design of the Cisco ASB00 Series enable the adaptive security
appliances to provide unprecedented performanceittiple concurrent security services while delimg exceptional investment protection. The
Cisco ASA 5500 Series Adaptive Security Appliancesibine multiple high-performance processors thatoin concert to deliver advanced
firewall services, intrusion prevention serviceé®g), anti-X/content security services, IPSec and\&3N services, and more. Businesses can add
other high-performance security services by insiglCisco ASA 5500 Series security services modukasch as the Advanced Inspection and
Prevention Security Services Module (AIP-SSM) farusion prevention services, or the Cisco ASA 55@€ies Content Security and Control
Security Services Module (CSC-SSM) for advance@Xservices. This flexible design makes the Ci8&A 5500 Series uniquely capable of
adapting to new threats, protecting against thieefaslving threat environment, and providing exéapal investment protection through its use of
programmable hardware to “future-proof” the platidior years to come. The combination of these lnigtformance, market-proven security and
VPN capabilities, along with integrated Gigabit &thet connectivity and a diskless, flash-baseditaathire, make the Cisco ASA 5500 Series an
ideal choice for businesses requiring a best-issctgcurity solution with high performance, flekilpj reliability, and investment protection.

All Cisco ASA 5500 Series appliances include maxim&Sec VPN users on the base system; SSL VPResded and purchased separately. By
converging IPSec and SSL VPN services with compreiie threat defense technologies, the Cisco AS¥Series provides highly customizable
network access tailored to meet the requiremendévefse deployment environments while providirfglly secured VPN with complete endpoint
and network-level security.

CISCO ASA 5510 ADAPTIVE SECURITY APPLIANCE

The Cisco ASA 5510 Adaptive Security Appliance deis advanced security and networking servicesrfall and medium-sized businesses and
enterprise remote/branch offices in an easy-toajemiost-effective appliance. These services cagelsdy managed and monitored by the
integrated, Web-based Cisco Adaptive Security BeManager application, thus reducing the overalalgnent and operations costs associated
with providing this high level of security. The €sASA 5510 Adaptive Security Appliance providegtiperformance firewall and VPN services,
three integrated 10/100 Fast Ethernet interfages pational high-performance intrusion preventiod svorm mitigation services through the AIP-
SSM, or comprehensive malware protection servitcesigh the CSC-SSM. This unique combination ofises/on a single platform makes the
Cisco ASA 5510 an excellent choice for businessqairing a cost-effective, extensible, DMZ-enatkdedurity solution. As business needs grow,
the Cisco ASA 5510 Adaptive Security Appliance saale to a higher interface density and integrate switched network environments through
VLAN support by installing a Security Plus upgrdigense. Furthermore, this upgrade license maxisiizesiness continuity by enabling
Active/Standby high-availability services.

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 2 of 15



Table 1 lists features of the Cisco ASA 5510.

Table 1. Cisco ASA 5510 Adaptive Security Appliance Platform Capabilities and Capacities

Feature Description

Firewall Throughput Up to 300 Mbps

Concurrent Threat Mitigation Throughput Up to 150 Mbps with AIP-SSM-10
(firewall + IPS services)

VPN Throughput Up to 170 Mbps

Concurrent Sessions 50,000/130,000*

IPSec VPN Peers 250

SSL VPN Peer License Levels** 10, 25, 50, 100, or 250

Security Contexts Not supported

Interfaces 3 Fast Ethernet + 1 management port; 5 Fast Ethernet ports*
Virtual interfaces (VLANS) 10; 25*

High Availability Not supported; Active/Standby*

*  Upgrade available with Cisco ASA 5510 Securityslicense
** Separately licensed feature; includes two witk base system

CISCO ASA 5520 ADAPTIVE SECURITY APPLIANCE

The Cisco ASA 5520 Adaptive Security Appliance dals security services with Active/Active high daility and Gigabit Ethernet connectivity
for medium-sized enterprise networks in a moduigh-performance appliance. With four Gigabit Ettetrinterfaces and support for up to 100
VLANS, businesses can easily deploy the Cisco AS206into multiple zones within their network. Thes€b ASA 5520 Adaptive Security
Appliance scales with businesses as their netwerirgy requirements grow, delivering solid investrnprotection. Businesses can extend their
IPSec and SSL VPN capacity to support a larger murabmobile workers, remote sites, and business@a. Businesses can scale their IPSec and
SSL VPN capacity through multiple means to suppdarger number of mobile workers, remote sited, lausiness partners. Businesses can scale
up to 750 SSL VPN peers on each Cisco ASA 5520&alling an SSL VPN upgrade license; 750 IPSec YB&s are supported on the base
platform. VPN capacity and resiliency can alsori@éased by taking advantage of the integrated ®lB$tering and load-balancing capabilities of
the Cisco ASA 5520 Adaptive Security Appliance.eTisco ASA 5520 supports up to 10 appliancesdluster, supporting a maximum of 7500
SSL VPN peers or 7500 IPSec VPN peers per clutee. advanced application-layer security and andie¥enses provided by the Cisco ASA 5520
can be extended by deploying the high-performanizasion prevention and worm mitigation capabisitaf the AIP-SSM, or the comprehensive
malware protection of the CSC-SSM. Using the ogtiaecurity context capabilities of the Cisco AS328 Adaptive Security Appliance,
businesses can deploy up to 10 virtual firewallhinian appliance to enable compartmentalized obofrsecurity policies on a departmental level.
This virtualization strengthens security and redumeerall management and support costs while cmfaivig multiple security devices into a single
appliance.
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Table 2 lists features of the Cisco ASA 5520.

Table 2. Cisco ASA 5520 Adaptive Security Appliance Platform Capabilities and Capacities

Feature Description
Firewall Throughput Up to 450 Mbps
Concurrent Threat Mitigation Throughput Up to 225 Mbps with AIP-SSM-10

(firewall + IPS services) )
Up to 375 Mbps with AIP-SSM-20

VPN Throughput Up to 225 Mbps

Concurrent Sessions 280,000

IPSec VPN Peers 750

SSL VPN Peer License Levels* 10, 25, 50, 100, 250, 500, or 750

Security Contexts Up to 10*

Interfaces 4 Gigabit Ethernet ports and 1 Fast Ethernet port
Virtual interfaces (VLANS) 100

Scalability VPN clustering and load balancing

High Availability Active/Active, Active/Standby

*  Separately licensed feature; includes two witkébgystem

CISCO ASA 5540 ADAPTIVE SECURITY APPLIANCE

The Cisco ASA 5540 Adaptive Security Appliance deis high-performance, high-density security sewiwith Active/Active high availability and
Gigabit Ethernet connectivity for medium-sized dardje enterprise and service-provider networks, lieliable, modular appliance. With four
Gigabit Ethernet interfaces and support for upG® YLANS, businesses can use the Cisco ASA 554@dgment their network into numerous zones
for improved security. The Cisco ASA 5540 Adaptiecurity Appliance scales with businesses as ti@work security requirements grow,
delivering exceptional investment protection andises scalability. The advanced network and apgiboi-layer security services and anti-X
defenses provided by the Cisco ASA 5540 AdaptiveuBy Appliance can be extended by deploying the-8SM for high-performance intrusion
prevention and worm mitigation. Businesses caredttadir IPSec and SSL VPN capacity through multipéans to support a larger number of
mobile workers, remote sites, and business partBeiinesses can scale up to 2500 SSL VPN peeraa@nCisco ASA 5540 by installing an SSL
VPN upgrade license; 5000 IPSec VPN peers are stgapon the base platform. VPN capacity and rewilfecan also be increased by taking
advantage of the integrated VPN clustering and-lmaldncing capabilities of the Cisco ASA 5540 AdapSecurity Appliance. The Cisco ASA
5540 supports up to 10 appliances in a clustepating a maximum of 25,000 SSL VPN peers or 50,B0Rec VPN peers per cluster. Using the
optional security context capabilities of the Cigx®A 5540 Adaptive Security Appliance, businessas @eploy up to 50 virtual firewalls within an
appliance to enable compartmentalized control ofisgy policies on a per-department or per-custobasis, and deliver reduced overall
management and support costs.
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Table 3 lists features of the Cisco ASA 5540.

Table 3. Cisco ASA 5540 Adaptive Security Appliance Platform Capabilities and Capacities

Feature Description

Firewall Throughput Up to 650 Mbps

Concurrent Threat Mitigation Throughput Up to 450 Mbps with AIP-SSM-20

(firewall + IPS services)

VPN Throughput Up to 325 Mbps

Concurrent Sessions 400,000

IPSec VPN Peers 5000

SSL VPN Peer License Levels* 10, 25, 50, 100, 250, 500, 750, 1000, and 2500
Security Contexts Up to 50*

Interfaces 4 Gigabit Ethernet ports and 1 Fast Ethernet port
Virtual interfaces (VLANS) 100

Scalability VPN clustering and load balancing

High Availability Active/Active, Active/Standby

*  Separately licensed feature; includes two witkébgystem

CISCO ASA 5550 ADAPTIVE SECURITY APPLIANCE

The Cisco ASA 5550 Adaptive Security Appliance deils gigabit-class security services with Activele high availability and fiber and Gigabit
Ethernet connectivity for large enterprise and iserprovider networks in a reliable, one-rack-daitm-factor. Using its eight Gigabit Ethernet
interfaces, four Small Form-Factor Pluggable (SHitir interfaces* and support for up to 200 VLANsIsinesses can segment their network into
numerous high-performance zones for improved sicdiiie Cisco ASA 5550 Adaptive Security Appliarsoales with businesses as their network
security requirements grow, delivering exceptianaestment protection and services scalability.iBesses can scale their IPSec and SSL VPN
capacity through multiple means to support a langenber of mobile workers, remote sites, and bssipartners. Businesses can scale up to 5000
SSL VPN peers on each Cisco ASA 5550 by instabingsSL VPN upgrade license; 5000 IPSec VPN peersugported on the base platform.
VPN capacity and resiliency can also be increagadibing advantage of the integrated VPN cluste&nd load-balancing capabilities of the Cisco
ASA 5550 Adaptive Security Appliances. The CiscoA¥550 supports up to 10 appliances in a clustgyperting a maximum of 50,000 SSL

VPN peers or 50,000 IPSec VPN peers per clustengUdke optional security context capabilitiestod Cisco ASA 5550 Adaptive Security
Appliance, businesses can deploy up to 50 virivalhlls within an appliance to enable compartmiergd control of security policies on per-
department or per-customer basis, and deliver eztiogerall management and support costs.

* Note: The system provides a total of 12 Gigdtihiernet ports, of which only 8 can be in servicargy time. Businesses can choose between copfibeo
connectivity, providing flexibility for data centezampus, or enterprise-edge connectivity.
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Table 4 lists features of the Cisco ASA 5550.

Table 4.

Feature

Firewall Throughput
VPN Throughput
Concurrent Sessions

IPSec VPN Peers

SSL VPN Peer License Levels*

Security Contexts

Interfaces

Virtual interfaces (VLANS)

Scalability
High Availability

Description

Up to 1.2 Gbps

Up to 425 Mbps

650,000

5000

Up to 50*

8 Gigabit Ethernet ports, 4 SFP fiber ports and 1 Fast Ethernet port

200

VPN clustering and load balancing

Active/Active, Active/Standby

*  Separately licensed feature; includes two witkébgystem

PRODUCT SPECIFICATIONS
Table 5 provides a comparison of the Cisco ASA 55520, 5540, and 5550 Adaptive Security Appliances

Table 5.

Users/nodes
Firewall throughput

Concurrent threat
mitigation throughput
(firewall + IPS services)

3DES/AES VPN
throughput

IPSec VPN peers

SSL VPN peers*
(included/maximum)

Concurrent sessions
New sessions/second

Integrated network ports

Cisco ASA 5510
Unlimited

Up to 300 Mbps

Up to 150 Mbps with AIP-
SSM-10

Up to 170 Mbps

250
2/250

50,000; 130,000*
6000

3 Fast Ethernet + 1
management port; 5 Fast
Ethernet ports*

Characteristics of Cisco ASA 5500 Series Adaptive Security Appliances

Cisco ASA 5520
Unlimited

Up to 450 Mbps

Up to 225 Mbps with AIP-
SSM-10

Up to 375 Mbps with AIP-
SSM-20

Up to 225 Mbps

750
2/750

280,000
9000

4 Gigabit Ethernet, 1 Fast
Ethernet

Cisco ASA 5550 Adaptive Security Appliance Platform Capabilities and Capacities

10, 25, 50, 100, 250, 500, 750, 1000, 2500, and 5000

Cisco ASA 5540
Unlimited

Up to 650 Mbps

Up to 450 Mbps with AIP-
SSM-20

Up to 325 Mbps

5000
2/2500

400,000
20,000

4 Gigabit Ethernet, 1 Fast
Ethernet

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.

Page 6 of 15

Cisco ASA 5550
Unlimited

Up to 1.2 Gbps

Not available

Up to 425 Mbps

5000
2/5000

650,000
28,000

8 Gigabit Ethernet, 4 SFP
fiber, 1 Fast Ethernet



Virtual interfaces (VLANS)

Security contexts
(included/maximum)

High availability

SSM expansion slot
User-accessible flash slot
USB 2.0 ports

Serial ports

Technical Specifications
Memory
Minimum system flash

System bus

Cisco ASA 5510
10; 25*
0/0

Not supported,;
Active/Standby*

1
1
2

2 RJ-45, console and
auxiliary

256 MB
64 MB

Multibus architecture

Cisco ASA 5520 Cisco ASA 5540
100 200
2/10 2/50

Active/Active and

Active/Active and

Active/Standby Active/Standby

1 1

1 1

2 2

2 RJ-45, console and 2 RJ-45, console and
auxiliary auxiliary

512 MB 1024 MB

64 MB 64 MB

Multibus architecture

Multibus architecture

Environmental Operating Ranges
Operating
Temperature
Relative humidity
Altitude

Shock

Vibration

Acoustic noise
Nonoperating
Temperature
Relative humidity
Altitude

Shock

Vibration

Power

Input (per power supply)
Range line voltage
Normal line voltage
Current

Frequency

Output

Steady state
Maximum peak

Maximum heat dissipation

32 to 104°F (0 to 40°C)
5 to 95 percent noncondensing
0 to 9840 ft (3000 m)
1.14 m/sec (45 in./sec) 1/2 sine input
0.41 Grms2 (3 to 500 Hz) random input
60 dBa max

—13 to 158°F (-25 to 70°C)
5 to 95 percent noncondensing
0 to 15,000 ft (4570 m)
30G
0.41 Grms2 (3 to 500 Hz) random input

100 to 240 VAC
100 to 240 VAC
3A

47 to 63 Hz, single-phase

150W
190W
648 BTU/hr
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200
2/50

Active/Active and
Active/Standby

0
1
2

2 RJ-45, console and
auxiliary

4096 MB
64 MB

Multibus architecture



Cisco ASA 5510 Cisco ASA 5520 Cisco ASA 5540 Cisco ASA 5550

Physical Specifications

Form factor 1 RU, 19-in. rack-mountable

Dimensions (H x W x D) 1.75x17.5x13.21in.

Weight (with power 20.0 Ib (9.07 kg) 22.0 1b (10 kg)
supply)

Regulatory and Standards Compliance

Safety UL 1950, CSA C22.2 No. 950, EN 60950 IEC 60950, AS/NZS3260, TS001

Electromagnetic CE marking, FCC Part 15 Class A, AS/NZS 3548 Class A, VCCI Class A, EN55022 Class A, CISPR22 Class A,
compatibility (EMC) EN61000-3-2, EN61000-3-3

Industry Certifications ICSA Firewall, ICSA IPSec, FIPS 140-2 Level 2, NEBS Level 3

*  Available through an upgrade license

SECURITY SERVICES MODULES

The Cisco ASA 5500 Series brings a new level afgrated security performance to networks with iitsjue AIM services and multiprocessor
hardware architecture. This architecture allowsrmsses to adapt and extend the high-performamceigeservices profile of the Cisco ASA 5500
Series. Customers can add additional high-perfocemarcurity services using security services madulth dedicated security coprocessors, and
can custom-tailor flow-specific policies using gy flexible policy framework. This adaptable atebture enables businesses to deploy new
security services when and where they are needel,as adding the broad range of intrusion prevargnd advanced anti-worm services delivered
by the AIP-SSM or the comprehensive malware praeand anti-X services enabled by the CSC-SSMthiearthe architecture allows Cisco to
introduce new services to address new threatsjadiglg businesses outstanding investment proteétiotihe Cisco ASA 5500 Series.

Adaptive Inspection and Prevention Module

The Cisco ASA 5500 Series AIP-SSM is an inlineyek-based solution designed to accurately identifyssify, and stop malicious traffic before
it affects business continuity. Utilizing Cisco ASA00 Series IPS software, the AIP-SSM combindsérprevention services with innovative
technologies, resulting in total confidence in pinevided protection of the deployed IPS solutioitheaut the fear of legitimate traffic being
dropped. The AIP-SSM also offers comprehensive ogtywrotection through its unique ability to coltabte with other network security resources,
providing a proactive approach to protecting thisvoek. It uses accurate inline prevention techn@sghat provide unparalleled confidence to take
preventive action on a broader range of threatsowit the risk of dropping legitimate traffic. Thasgique technologies offer intelligent, automated,
contextual analysis of data and help ensure thsihbases are getting the most out of their intrupi@vention solutions. Furthermore, the AlP-
SSM uses multivector threat identification to povtdie network from policy violations, vulnerabjliéxploitations, and anomalous activity through
detailed inspection of traffic in Layers 2 through
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Table 6 details the two AIP-SSM models that arelabke, and their respective performance and plysicaracteristics.

Table 6. Characteristics of Cisco ASA 5500 Series AIP-SSMs

Concurrent threat mitigation throughput
(firewall + IPS services)

Technical Specifications

Memory

Flash

Environmental Operating Ranges
Operating

Temperature

Relative humidity

Nonoperating

Temperature

Power consumption

Physical Specifications

Dimensions (H x W x D)

Weight (with power supply)

Regulatory and Standards Compliance
Safety

Electromagnetic compatibility (EMC)

Content Security and Control Module

Cisco ASA 5500 Series SSM-AIP-10 Cisco ASA 5500 Series SSM-AIP-20

150 Mbps with Cisco ASA 5510
225 Mbps with Cisco ASA 5520

1GB
256 MB

375 Mbps with Cisco ASA 5520

450 Mbps with Cisco ASA 5540

2GB
256 MB

32 to 104°F (0 to 40°C)

5 to 95 percent noncondensing

—13 to 158°F (25 to 70°C)

90W maximum

1.70 x 6.80 x 11.00 in.
3.00 Ib (1.36 kg)

UL 1950, CSA C22.2 No. 950, EN 60950 IEC 60950, AS/NZS3260, TS001

CE marking, FCC Part 15 Class A, AS/NZS 3548 Class A, VCCI Class A, EN55022 Class A,
CISPR22 Class A, EN61000-3-2, EN61000-3-3

The Cisco ASA 5500 Series CSC-SSM delivers indtstging threat protection and content controhatlhternet edge, providing comprehensive

antivirus, antispyware, file blocking, antispamtiphishing, URL blocking and filtering, and contdiltering—in an easy-to-manage solution. The

CSC-SSM bolsters the Cisco ASA 5500 Series’ stsmayirity capabilities, providing customers with iéiddal protection and control over the

content of their business communications. The mogubvides additional flexibility and choice ovhetfunctioning and deployment of Cisco ASA
5500 Series appliances. Licensing options enalgi@nizations to customize the features and capabilib each group’s needs, with features that
include advanced content services and increasedapacity. The CSC-SSM ships with a default feagat that provides antivirus, antispyware,
and file blocking services. A premium Plus licersavailable for each CSC-SSM at an additional ghaielivering capabilities such as antispam,
antiphishing, URL blocking and filtering, and conteontrol services. Businesses can extend thecapacity of the CSC-SSM by purchasing and
installing additional user licenses. A detaileditig of these options is shown in the table bedswvell as in the CSC-SSM datasheet.
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Table 7 details the two CSC-SSM models that arédadbla, and their respective performance and plysicaracteristics.

Table 7.  Characteristics of Cisco ASA 5500 Series CSC-SSMs

Cisco ASA 5500 Series CSC-SSM-10 Cisco ASA 5500 Series CSC-SSM-20

Supported platforms ¢ Cisco ASA 5510 Adaptive Security Appliance ¢ Cisco ASA 5510 Adaptive Security Appliance
¢ Cisco ASA 5520 Adaptive Security Appliance ¢ Cisco ASA 5520 Adaptive Security Appliance

Standard and Optional Features

Standard user license 50 users 500 users
Standard feature set Antivirus, antispyware, file blocking
Optional user upgrades (total users) e 100 users e 750 users
¢ 250 users ¢ 1000 users
¢ 500 users
Optional feature upgrades Plus License—Adds antispam, antiphishing, URL blocking and filtering, and content control

Technical Specifications

Processor 2.0 GHz 2.4 GHz
Memory 1GB 2GB

System flash 256 MB 256 MB
Cache 256 KB 512 KB

Environmental Operating Ranges

Operating
Temperature 32 to 104°F (0 to 40°C)
Relative humidity 10 to 90 percent, noncondensing

Nonoperating
Temperature —13 to 158°F (-25 to 70°C)
Power consumption 90W maximum

Physical Specifications

Dimensions (H x W x D) 1.70 x 6.80 x 11.00 in.

Weight (with power supply) 3.00 Ib (1.36 kg)

Regulatory and Standards Compliance

Safety UL 1950, CSA C22.2 No. 950, EN 60950 IEC 60950, AS/NZS3260, TS001
Electromagnetic compatibility (EMC) CE marking, FCC Part 15 Class A, AS/NZS 3548 Class A, VCCI Class A, EN55022 Class A, CISPR22

Class A, EN61000-3-2, EN61000-3-3
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Cisco ASA 4-Port Gigabit Ethernet Module

The Cisco ASA 5500 Series 4-Port Gigabit Etherr&¥1®nables businesses to better segment netwdiik indo separate security zones, providing
more granular security for their network environméiese separations can range from the Interriatémal corporate departments/sites to DMZs.
This high-performance module supports both coppdraptical connection options by including four @d/1000 copper RJ-45 ports and four
Small Form-Factor Pluggable (SFP) ports. Busireesaa choose between copper or fiber connectioitgdch of the four ports, providing

flexibility for data center, campus, or enterprés#ge connectivity (with a maximum of four portsservice concurrently). The module extends the
1/0 profile of the Cisco ASA 5500 Series to a tathfive Fast Ethernet and four Gigabit Ethernatpon the Cisco ASA 5510, and eight Gigabit
Ethernet ports and one Fast Ethernet port on Gi§ 5520 and 5540 appliances.

Table 8 lists features of the Cisco ASA 4-Port Gig&thernet SSM.

Table 8. Characteristics of Cisco ASA 4-Port Gigabit Ethernet Module

Cisco ASA 5500 Series SSM-4GE

Technical Specifications

Integrated LAN ports Four 10/100/1000BASE-T (RJ-45)

Integrated SFP ports Four (Gigabit Ethernet Optical SFP 1000BASE-SX or LX/LH transceiver supported)
Environmental Operating Ranges

Operating

Temperature 32 to 104°F (0 to 40°C)

Relative humidity 5 to 95 percent noncondensing

Nonoperating
Temperature —13 to 158°F (-25 to 70°C)
Power consumption 25W maximum

Physical Specifications

Dimensions (H x W x D) 1.50 x 6.80 x 11.00 in.

Weight (with power supply) 2 1b (0.91 kg)

Regulatory and Standards Compliance

Safety UL 1950, CSA C22.2 No. 950, EN 60950 IEC 60950, AS/NZS3260, TS001
Electromagnetic compatibility (EMC) CE marking, FCC Part 15 Class A, AS/NZS 3548 Class A, VCCI Class A, EN55022 Class A,

CISPR22 Class A, EN61000-3-2, EN61000-3-3
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ORDERING INFORMATION
To place an order, visit theisco Ordering Home Pag&able 9 provides ordering information for the @ASA 5500 Series.

Table 9.  Ordering Information

Product Name
Cisco ASA 5500 Series Firewall Edition Bundles

Cisco ASA 5510 Firewall Edition includes 3 Fast Ethernet interfaces, 250 IPSec VPN peers, 2 SSL VPN peers,
Triple Data Encryption Standard/Advanced Encryption Standard (3DES/AES) license

Cisco ASA 5510 Firewall Edition includes 3 Fast Ethernet interfaces, 250 IPSec VPN peers, 2 SSL VPN peers,
Data Encryption Standard (DES) license

Cisco ASA 5510 Security Plus Firewall Edition includes 5 Fast Ethernet interfaces, 250 IPSec VPN peers, 2 SSL
VPN peers, Active/Standby high availability, 3DES/AES license

Cisco ASA 5520 Firewall Edition includes 4 Gigabit Ethernet interfaces + 1 Fast Ethernet interface, 750 IPSec VPN
peers, 2 SSL VPN peers, Active/Active and Active/Standby high availability, 3DES/AES license

Cisco ASA 5520 Firewall Edition includes 4 Gigabit Ethernet interfaces + 1 Fast Ethernet interface, 750 IPSec VPN
peers, 2 SSL VPN peers, Active/Active and Active/Standby high availability, DES license

Cisco ASA 5540 Firewall Edition includes 4 Gigabit Ethernet interfaces + 1 Fast Ethernet interface, 5000 IPSec VPN

peers, 2 SSL VPN peers, 3DES/AES license

Cisco ASA 5540 Firewall Edition includes 4 Gigabit Ethernet interfaces + 1 Fast Ethernet interface, 5000 IPSec VPN

peers, 2 SSL VPN peers, DES license

Cisco ASA 5550 Firewall Edition includes 8 Gigabit Ethernet interfaces + 1 Fast Ethernet interface, 4 Gigabit SFP
interfaces, 5000 IPSec VPN peers, 2 SSL VPN peers, 3DES/AES license

Cisco ASA 5550 Firewall Edition includes 8 Gigabit Ethernet interfaces + 1 Fast Ethernet interface, 4 Gigabit SFP
interfaces, 5000 IPSec VPN peers, 2 SSL VPN peers, DES license

Cisco ASA 5500 Series IPS Edition Bundles

Cisco ASA 5510 IPS Edition includes AIP-SSM-10 module, Firewall services, 250 IPSec VPN peers, 2 SSL VPN
peers, and 3 Fast Ethernet interfaces

Cisco ASA 5520 IPS Edition includes AIP-SSM-10 module, Firewall services, 750 IPSec VPN peers, 2 SSL VPN
peers, 4 Gigabit Ethernet interfaces and 1 Fast Ethernet interface

Cisco ASA 5520 IPS Edition includes AIP-SSM-20 module, Firewall services, 750 IPSec VPN peers, 2 SSL VPN
peers, 4 Gigabit Ethernet interfaces and 1 Fast Ethernet interface

Cisco ASA 5540 IPS Edition includes AIP-SSM-20 module, Firewall services, 5000 IPSec VPN peers, 2 SSL VPN
peers, 4 Gigabit Ethernet interfaces and 1 Fast Ethernet interface
Cisco ASA 5500 Series Anti-X Edition Bundles

Cisco ASA 5510 Anti-X Edition includes CSC-SSM-10 module, 50 Users Anti-Virus/Anti-Spyware with 1 Year
Subscription, Firewall services, 250 IPSec VPN peers, 2 SSL VPN peers, and 3 Fast Ethernet interfaces

Cisco ASA 5510 Anti-X Edition includes CSC-SSM-20 module, 500 Users Anti-Virus/Anti-Spyware with 1 Year
Subscription, Firewall services, 250 IPSec VPN peers, 2 SSL VPN peers, and 3 Fast Ethernet interfaces

Cisco ASA 5520 Anti-X Edition includes CSC-SSM-10 module, 50 Users Anti-Virus/Anti-Spyware with 1 Year
Subscription, Firewall services, 750 IPSec VPN peers, 2 SSL VPN peers, 4 Gigabit Ethernet interfaces and 1 Fast
Ethernet interface

© 2006 Cisco Systems, Inc. All rights reserved.

Part Number

ASA5510-BUN-K9

ASA5510-K8

ASA5510-SEC-BUN-K9

ASA5520-BUN-K9

ASA5520-K8

ASA5540-BUN-K9

ASA5540-K8

ASA5550-BUN-K9

ASA5550-K8

ASA5510-AIP10-K9

ASA5520-AIP10-K9

ASA5520-AIP20-K9

ASA5540-AIP20-K9

ASA5510-CSC10-K9

ASA5510-CSC20-K9

ASA5520-CSC10-K9

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
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Product Name

Cisco ASA 5520 Anti-X Edition includes CSC-SSM-20 module, 500 Users Anti-Virus/Anti-Spyware with 1 Year
Subscription, Firewall services, 750 IPSec VPN peers, 2 SSL VPN peers, 4 Gigabit Ethernet interfaces and 1 Fast
Ethernet interface

Cisco ASA 5500 Series VPN Edition Bundles

Cisco ASA 5510 VPN Edition includes 250 IPSec VPN peers, 50 SSL VPN peers, Firewall services, and 3 Fast
Ethernet interfaces

Cisco ASA 5510 VPN Edition includes 250 IPSec VPN peers, 100 SSL VPN 100 peers, Firewall services, and 3
Fast Ethernet interfaces

Cisco ASA 5510 VPN Edition includes 250 IPSec VPN peers, 250 SSL VPN peers, Firewall services, and 3 Fast
Ethernet interfaces

Cisco ASA 5520 VPN Edition includes 750 IPSec VPN peers, 500 SSL VPN peers, Firewall services, 4 Gigabit
Ethernet interfaces and 1 Fast Ethernet interface

Cisco ASA 5540 VPN Edition includes 5000 IPSec VPN peers, 1000 SSL VPN peers, Firewall services, 4 Gigabit
Ethernet interfaces and 1 Fast Ethernet interface

Cisco ASA 5540 VPN Edition includes 5000 IPSec VPN peers, 2500 SSL VPN peers, Firewall services, 4 Gigabit
Ethernet interfaces and 1 Fast Ethernet interface

Cisco ASA 5550 VPN Edition includes 5000 IPSec VPN peers, 5000 SSL VPN peers, Firewall services, 8 Gigabit
Ethernet interfaces and 1 Fast Ethernet interface

Cisco ASA 5550 VPN Edition includes 5000 IPSec VPN peers, 2500 SSL VPN peers, Firewall services, 8 Gigabit
Ethernet and 1 Fast Ethernet interfaces

Security Services Modules
Cisco ASA 5500 Series Advanced Inspection and Prevention Security Services Module 10
Cisco ASA 5500 Series Advanced Inspection and Prevention Security Services Module 20

Cisco ASA 5500 Series Content Security and Control Security Services Module 10 with 50 Users Anti-Virus/Anti-
Spyware, 1 Year Subscription

Cisco ASA 5500 Series Content Security and Control Security Services Module 20 with 500 Users Anti-Virus/Anti-
Spyware, 1 Year Subscription

Cisco ASA 5500 Series 4-Port Gigabit Ethernet Security Services Module

Cisco ASA 5500 Series Software

Cisco ASA Software one-time upgrade for nonsupport customers

Cisco ASA 5500 Series Accessories

Cisco ASA 5500 Series compact flash, 256 MB

Cisco ASA 5500 Series compact flash, 512 MB

Cisco ASA 5500 Series 180W AC power supply

Gigabit Ethernet optical SFP connector, 1000BASE-SX short-wavelength transceiver

Gigabit Ethernet optical SFP connector, 1000BASE-LX/LH long-wavelength/long-haul transceiver

© 2006 Cisco Systems, Inc. All rights reserved.

Part Number

ASA5520-CSC20-K9

ASA5510-SSL50-K9

ASA5510-SSL100-K9

ASA5510-SSL250-K9

ASA5520-SSL500-K9

ASA5540-SSL1000-K9

ASA5540-SSL2500-K9

ASA5550-SSL5000-K9

ASA5550-SSL2500-K9

ASA-SSM-AIP-10-K9=
ASA-SSM-AIP-20-K9=
ASA-SSM-CSC-10-K9=

ASA-SSM-CSC-20-K9=

SSM-4GE=

ASA-SW-UPGRADE=

ASA5500-CF-256MB=
ASA5500-CF-512MB=
ASA-180W-PWR-AC=
GLC-SX-MM=
GLC-LH-SM=
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TO DOWNLOAD THE SOFTWARE
Visit the Cisco Software Centdéo download Cisco ASA Software.

SERVICE AND SUPPORT

Cisco offers a wide range of services programstelarate customer success. These innovative ssrpiograms are delivered through a unique
combination of people, processes, tools, and pastnesulting in high levels of customer satisfactiCisco services help you to protect your
network investment, optimize network operationgl prepare your network for new applications to eataetwork intelligence and the power of
your business. For more information about Ciscuises, visitCisco Technical Support ServicesCisco Advanced ServiceBor services specific
to IPS features delivered using the AIP-SSM, \@s#ico Services for IPS

FOR MORE INFORMATION
For more information, please visit the followingKs:

» Cisco ASA 5500 Series Adaptive Security Appliance: http://www.cisco.com/go/asa
« Cisco Adaptive Security Device M anager: http://www.cisco.com/go/asdm

© 2006 Cisco Systems, Inc. All rights reserved.
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