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Chapter | - Introduction

Product Contents

The Arecont Vision Megapixel Camera system packaging consists of the following:

e ArecontVisioncamera(s)

e CD with AV100 software and manuals
Inspect the package and its contents for visible damage. If any components are damaged or missing, do not
use the unit; contact the supplierimmediately. If you need to return the unit, you must ship it in the original

box.

Camera Reference

AV1300/1310/1305/1315/1355/1115,AV2100/2110/2105/2155, AV2805/AV2815/AV2115,
AV3100/3110/3105/3155/3115,AV3130/AV3135, AV5100/5110/5105/5155/5115, AV8180/8185,
AV8360/8365, AV8360DN/8365DN, AV20365DN/AV20185DN and AV10005/10115 are megapixel

resolution P cameras capable of delivering crisp, low-noise images at video framerate.

AV1300/1310/1305/1315/1325/1355/1115/1125 is a 1.3-megapixel resolution camera with a maximum
resolutionof 1280 by 1024, achieving a maximum frame rate of 32 fps
(AV1300/1310/1305/1315/1325/1355) and 42fps (AV1115/1125). AV1300 and AV1310 support MUPEG
compression only. AV1305/1315/1325/1355/1115/1125 supports both MUPEG and H.264 (MPEG4 Part
10) compression. AV1310, AV1315 and AV 1115 are compact box cameras. AV1355 is a dome camera.

AV1325 and AV1125are MegaView cameras. AV1315, AV1325,AV1115 and AV1125 are fully
compatiblewith PSIAindustry standard and passPSIA conformancetests.

AV2100/2110/2105/2155 is a 2-megapixel resolution camera witha maximum resolution of 1600 by 1200,
achievinga maximum frame rate of 24 fps. AV2100and AV2110support MUPEG compression only.
AV2105/2155 supports both MUPEG and H.264 (MPEG4 Part 10) compression. AV2110 is compact box
cameras. AV2155is a dome camera.

AV2805/2815/AV2825/AV2115/AV2125 is a 1080p resolution camera witha maximum resolution of 1920
by 1080, achievinga maximum framerate of 32 fpsin AV2115and AV2125, 30 fpsin AV2805 and 24 fps
in AV2815 and AV2825. AV2805/2815/AV2825/AV2115/AV2125 supports both MUPEG and H.264
(MPEG4 Part 10) compression. AV2815and AV2115 are compact box cameras. AV2825 and AV2125
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are MegaView cameras. AV2805/AV2815/AV2825/AV2115/AV2125 is fully compatible with PSIAindustry
standard and passes PSIA conformance tests.

AV3100/3110/3105/3155/AV3115/AV3125is a 3-megapixel resolution camera with a maximum resolution
is 2048 by 1536, achievinga maximum framerate of 12 fpsin AV3100/3110/3105/3155, 14 fpsin
AV3115/3125.AV3100 and AV3110 support MUIPEG compressiononly. AV3105/3155/3115/3125
supports both MIPEG and H.264 (MPEG4 Part 10) compression.. AV3110and AV3115 are compact
box cameras. AV3155isa dome camera.AV3115 andAV3125 are MegaView cameras. AV3115/AV3125
is fully compatible with PSIA industry standard and passesPSIA conformance tests.

AV3130/3135 is a dual-sensor, day-night camera featuringa 3-megapixel color sensor paired witha 1.3-
megapixel monochrome sensor sensitiveto nearinfrared illumination. When the sceneis wellilluminated
the 3-megapixel sensoris selected to deliver colorimages of up to 2048x1536 pixels. In low-light
conditions AV3130/3135 can automatically switch to the 1.3-megapixel (1280x1024) monochrome sensor,
enabling the delivery of clearimagery at illumination levels as low as 0.00 lux (infrared only).
AV3130/3135 typically delivers 20 fpsin day mode at 1920x1200 and over 30 fpsin night mode. AV3135
supports both MIPEG and H.264 (MPEG4 Part 10) compression.

AV5100/5110/5105/5155/5115/5125 is a 5-megapixel resolutioncamera. Its maximum resolution is 2592
by 1944, achievinga maximum framerate of 9 fpsin AV5100/5110/5105/5155, 12fpsin AV5115/5125.

AV5100 and AV5110support MUPEG compressiononly. AV5105/5155/5115/5125 supports both MUPEG
and H.264 (MPEG4 Part 10) compression. AV5110 and AV5115 are compact box cameras.AV5155is a

dome camera. AV5115and AV5125 are MegaView cameras. AV5115/AV5125is fully compatible with
PSIA industry standard and passes PSIA conformancetests.

AV8180/8185/AV8185DN is a quad-sensor 8-megapixel camera consisting of four 2-megapixel sensors
operating atup to 22 fps at 1600 by 1200 resolution and 5.5 fps at 6400 by 1200 resolution. Itis capable
of providing 180 degreefield of view. AV8185 and AV8185DN support both MIPEG andH.264 (MPEG4
Part 10) compression. AV8180supports MUPEG only.

AV20185DNis a quad-sensor 20-megapixel camera consisting of four 5-megapixel sensors operating at
up to 3.5 fps at 10240 by 1920 resolutionand 11 fps @ 2560 by 1920. Itis capable of providing 180
degree fieldof view. AV20185 supports both MUPEG and H.264 (MPEG4 Part 10) compression.
AV20185 isfully compatible with PSIA industry standard and passesPSIA conformance tests.
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AV8360/8365/AV8365DN is a quad-sensor 8-megapixel panoramic camera consisting of four 2-
megapixel sensors and operatingat up to 22 fps at 1600 by 1200 resolutionand 5.5fps at 6400 by 1200
resolution. Itis capable of providing 360 degreefield of view. AV8365and AV8185DN support both
MJPEG and H.264 (MPEG4 Part 10) compression. AV8360 supports MUPEG only.

AV20365DNis a quad-sensor 20-megapixel camera consisting of four 5-megapixel sensors operating at
up to 3.5fpsat 10240 by 1920 resolutionand 11 fps @ 2560 by 1920. Itis capable of providing 360
degree field of view. AV20185 supports both MUIPEG and H.264 (MPEG4 Part 10) compression.
AV20365 is fully compatible with PSIA industry standard and passes PSIA conformance tests.

AV10005/10115 is thefirst 10Megapixel/ 1080P dual mode camera inthe world and supports both
MJPEG and H.264 (MPEG4 Part 10) compression. AV10005/10115 in 10Megapixel modeis viewed at
3648x2752with the framerate up to 6fps (AV10015)and 7 fps (AV10115) ; AV10005/AV10115in 1080p
mode is viewed at 1920x1080 with framerate up to 30fps (AV10005) and 32fps (AV10115).
AV10005/AV10115has binning technique to improve low light performance, increase sensitivity and
produce better SNR by combiningand averagingpixels. AV10005and AV10115 are compactbox

cameras. AV10005/10115 is fully compatible with PSIAindustry standard and passPSIA conformance
tests.

All cameras are equipped with a LAN connectorand can deliverimage dataat a maximum data rate of up
to 55 Mbps and 70Mbps (AV10005/AV10015). Images are sent overthe network using TFTP, HTTP and
RTSP/RTP (available for H.264 camera models only) protocols.

All cameras feature:
e Privacy mask:
o AV1315/1325/1115/1125/2805/AV2815/2825/2115/2125/3115/3125/5115/5125/10005/10015/
8365DN/8185DN/20185DN/20365DN
e Flexiblecropping:
o AV1315/1325/1115/1125/2805/AV2815/2825/2115/2125/3115/3125/5115/5125/10005/10015
e Binned mode to increase low light performance:
o AV3115/3125/5115/5125/10005/10115/20185DN/20365DN
e Automatic Exposure (AE) and Gain (AGC) control
e Automatic backlight compensation
e Automatic multi-matrix white balance
e 50/60Hz selectable flicker control
e ElectronicZoom, Pan and Tilt (PTZ)

e Programmable brightness, saturation, gamma, sharpness, windowing and decimation
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e Simultaneous delivery of full-field view and zoomed images at video frame rate
e Multi-streaming: 8 non-identical streams
e Electronicimage rotation by 180 degrees
e Regionsofinterestwindowing down to 32x32 pixel window
e Regionsofinterestwindowing down to 1x1 pixel window forjpegand 2x2 pixels for H.264
o AV1315/1325/1115/1125/2805/AV2815/2825/2115/2125/3115/3125/5115/5125/10005/10015
e Programmable motion blur control forlow-light mode
e Moonlightmode-extended exposure and noise cancellation
e Up tofourregions of interest simultaneously for panoramic and digital PTZ view
e Onboard motiondetection with 64 detection zones
e Onboard motiondetection with 1024 detection zones
o AV1315/1325/1115/1125/2805/AV2815/2825/2115/2125/3115/3125/5115/5125/10005/10015/
8365DN/8185DN/20185DN/20365DN
e Optionalautoiris

e Optionalday/night IR switchingfilter

Connectors

All Arecont Vision Megapixel cameras have the following connectors located on the rear panel of the camera
housing:
e LANconnector, accepting a network UTP or STP cable carrying 100 Base-T. The LAN connector
also accepts Power-over-Ethemet (PoE).
e Powerterminals:please referto enclosed documentation and product labeling for specific power
options:
o PoE: All Arecont Vision cameras
0 Auxiliary Power: 15V-48V DC supply: AVXX00M, AV3130, AV8180and AV8360
0 Auxiliary Power: 12V-48VDC and 24V AC supply : AVXX05, AVXX55, AV3135,AV8180/5,
AV8185DN, AV8360/5, AV8365DN and
AV10005, AV1115, AV2115, AV3115,
AV5115, AV10015, AV20185DN,
AV20365DN
e Optionally, a DC auto-iris connector. AV3130, AV3135, AVXX55, AVXX10, AVXX15, AVXX25 and
AV10005 do not support auto-iris and does not have this connector.

e Auxiliary input and outputconnector

Power

Power for all Arecont Vision cameras can be supplied as follows:
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Via LAN connectoraccording to IEEE 802.3af(PoE). Fora list of recommended PoE switches, see
Network PoE Switch or Router PoE” on page 7.

Via an auxiliary power jack.

Power consumption will vary depending on the mode of operation. The maximum power consumption takes

place when the camerais streamingvideo at a maximum frame rate and at full resolution.

The maximum power consumption is:

AV1300, AV1310, AV2100, AV2110, AV3100, AV3110, AV3130, AV5100,AV5110 -3 W
AV1305, AV2105, AV3105, AV1115, AV2125, AV3115,AV5115-4.5 W

AV1355, AV2155, AV3155, AV3135, AV5105, AV5155, AV10015 -5 W

AV1315, AV2815, AV1325DN, AV2825DN-4.5 W

AV8180,AV8360-7.8 W

AV1325IR, AV2825IR, AV3125IR, AV5125IR-7.5 W

AV8185, AV8365, AV8185DN, AV8365DN, AV20365DN, AV20185DN-9.0 W
AV10005in 1080pmode-5.1W

AV2805, AV10005in 10 Megapixelmode -4.9 W

Network PoE Switch or PoE Router

Using a 100 Mbps Ethernet Switchwith PoE ports ora Routerwith PoE ports is recommended. A gigabit

Ethernet Switch with PoE ports for multiple camera connections is highly recommended, especially in the

case of a multi-camera installation. Simple hubs donot provide collision management and are not suitable for

a multi-camera ArecontVisionsystem.

Tested models:

NetgearProSafe 8PT 100Base-TX Switchwith POE#FS108PNA, 10/100Base-TX w/4 PoE 100Base-
TX (www.netgear.com)

Netgear ProSafe 24+2 Gigabit Switchwith PoE, 1 Gigabitoutput w/12 PoE, 100Base-TX
(www.netgear.com)

D-Link Web Smart #DES-1316 (POE Switch/Hub)10/100Base-TX,

8 PoE ports and 8 non-PoE ports, True IEEE 802.3af (www.compuplus.com)

TRENDnet #TPE-S88 (POE Switch/Hub, www.trendnet.com) 10/100Base-TX

8 PoE ports and 8 non-PoE ports, True IEEE 802.3af (www.provantage.com)

PowerDsine #PD-6001/AC (PoE Single port hub, www.powerdsine.com)
10/100Base-TX, Single Midspan POE port, True IEEE 802.3af (Www.provantage.com)
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PoE network equipment must be CE markedforuse in European Community. Note that the cameras are

designed foruse with indoor network cabling only.

Network Cabling

Category 5e cabling or betteris recommended. All network cabling must be installed according to applicable

codes and regulations.

Housingand Mounting

All Arecont Visioncameramodels feature a durable aluminum housing thatminimizes fire hazards. The
housing is not hermetically sealed. The ambient temperature should be maintained between 0°C and 50°C

(32°F to 122°F). Cameras used outdoors require appropriate protective enclosures.

Cameras are mountedusinga %" x 20 threaded hole onthe bottom of the housing. When mounting the
camera, make sure that the mounting screwis no longerthan”. The cameras are to be installed according
to the applicable code and regulations. The mountinghardware should be ableto support 1 Ib camera
(except AV8360 that weights 41bs).

Model AV3130 and AV3135require a 3” enclosure window; all other cameras can use most any outdoor

housing.

Manual and Auto-Iris lenses

All Arecont Visioncameras should be usedwith a 1/2” orlager megapixel-resolution lenses. AV3130 and
AV3135 requiretwo manualiris lenses andhave a limitationon lens diameter (<38mm). AV8360 and
AV8365 are supplied with4 preinstalled 4mm high-quality megapixel-resolution lenses; AV8180and AV8185

are suppliedwith 4 preinstalled 8mm high-quality megapixel-resolutionlenses.

Manual Iris Lenses

A wide variety of C/CS mount lenses with megapixel resolution may be used with Arecont Visioncameras.
Note that all C-mountlenses require a 5mm adaptorring. Additionally, somelenses may also require 0.4mm-
0.8mm adjustment spacers.
Arecont Vision lens suggestions include:
e ArecontLENS4-10 (4mm -10mm), MPL6.0 (6mm), MPL 4-10 (4.5mm-10mm), MPL8-16 (8mm-
16mm), MPL4-12 (4mm-12mm), MPL33-12 (3.3mm-12mm), MPL12-40 (12mm -40mm).
e ComputarH0514-MP (5mm), M0814-MP (8mm), M1214-MP (12mm), M1614-MP (16mm), M2514-
MP (25mm), M3514-MP(35mm), M5018-MP (50mm), M7528-MP (75mm), HG2Z0414FC-MP (4mm -
8mm), M3Z1228C-MP (12mm -36mm)
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e SpaceCom JHF8M (8mm), JHF12M (12mm), JHF16M (16mm), JHF25M (25mm), JHF35M (35mm),
Pyxis8/JHF8M (8mm), Pyxis12/JHF12M (12mm), Pyxis16/JHF16M (16mm), Pyxis25/JHF25M
(25mm), Pyxis35/JHF35M (35mm)

e Fujinon HF9HA-1B (9mm), HF12.5HA-1B (12.5mm), HF16HA-1B (16mm), HF25HA-1B (25mm),
HF35HA-1B (35mm), HF50HA-1B (50mm), HF75HA-1B (75mm), HF12.5SA-1 (12.5mm), HF16SA-1
(16mm), HF25SA-1(25mm), HF35SA-1(35mm), HF50SA-1(50mm), HF75SA-1 (75mm)

e Kowa:LM8JC10M (8mm), LM12JC10M (12mm), LM16JC10M (16mm), LM25JC10M (25mm),
LM35JC10M (35mm), LM50JC10M (50mm)

e Tokina: KCM-0914MP5 (9mm), KCM-12514MP5 (12.5mm), KCM-1814MP5 (18mm)

Using Manual Iris Lenses

Choosing the lens correctly is very important formegapixel cameras. Poorly selectedlenses may causethe
image to appearblurry when the lensiiris is fully open orclosed too much.
To deliver sharp megapixel resolution images, it is recommended to:

e Use megapixel-resolution lenses

e Obtain bestresolutionand depth of focus by having the iris slightly closed
When setting up the camera, direct the camera at the scene, fully open theiris, and thentry closing the iris
slightly. Atsome pointthe image willlook its sharpest. However, do not closedown the iris too muchto the

point where the image becomes toonoisy due to insufficient light.

Auto-Iris Lenses

Standard DC auto-iris lenses can be used with AV1300-Al, AV2100-Al, AV3100-Al,AV5100-Al, AV1305-Al,
AV2105-Al, AV3105-Al, AV5105-Al, AV2805-Al, AV1115A1,AV2115AIl, AV3115Al, AV5115Al1, 10115Al
(cameras equipped withthe auto-iris feature).
Are cont Vision recommends the following high-resolution optics:

e ArecontVisionLENS4-10Al 4mm-10mm

e Fujinon DV3.4X3.8SA-SA1 3.8mm-13mm, DV10X8SA-SA1 8mm-80mm

e ComputarHG2Z0414FC-MP 4mm-8mm
e Tamron M12VG412 4mm-12mm

Using Auto-Iris Lenses

AV1300-Al, AV1305-Al, AV2100-Al, AV2105-Al, AV3100-Al, AV3105-Al, AV5100-Al, AV5105-Al, AV2805-Al,

AV1115Al, AV2115AI1,AV3115Al, AV5115AI, 101 15Al are available with DC auto-iris option.
To use the DC auto-iris lens:

e Attach the lensto the Arecont Visioncamera.
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e Pluginthelenscableinto the connectoron the back of the camera. Make sure thatthe lens cable is
long enough. Many DC lenses are available with short andlong cable options.
The camera will automatically detect the presence of an auto-iris DC lens and start using it.
An auto-iris lens typically operates as follows:
e Ifilluminationis sufficient,the camera will partially close the iris within half a minute.
e Whentheirisis partially closed, the image should become visibly sharper. As the iris is gradually

closed the image brightness may fluctuate slightly.

You can monitor the state of the auto-irisin AV100Video System “Settings” dialog (read "AV100 Software

User Manual"for details).

Accessing Arecont Vision cameras

Arecont Vision cameras can be accessed and controlled by means of:
e AV100 Video System software
e Third-party software utilizing ArecontVision SDK (Software Development Kit). A list of compatible
third-party software is available at our website www.arecontvision.com.
e HTTP requestsissued from Microsoft Internet Explorer, Mozilla Firefox, other web browsers and
third party HTTP software
e RTSP/RTP-capable media players, such as Apple QuickTime, VLC orotherthird party RTSP/RTP

software (for camera models supporting H.264 compression).
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Chapter Il - Camera Web Page

User Interface

Arecont Visioncameras can be accessedfrom a web browservia the on-camera web page. The web page
allows changing camera settings and to view live video by means of Java script stored incamera’s non-
volatilememory. The web page is accessed by typing inany web browser:

httpJ//ip_address or http://ip_address/index.html

Figure 1. On-camera web page user interface
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In additionto the web page ArecontVisioncameras also implement html video container that can be usedfor
incorporation of the camera URL intouser's own html page. This video containeris accessed from:
http//ip_address/livevideo

Figure 2. On-camera web page live video only mode

To incorporate the video containerin an htmlpage, use thefollowing linein the body of the page:
<iframe
src="http://200.168.1.10/"width="800"height="600"marginheight="0"marginwidth="0"scrolling="no">
</iframe>

where the width and height parameters specify theimage size requested from the camera.
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About Menu

About menu lists camera information like model, MAC address, firmware version, etc. In case you experience
anissue with a camera and need technical support, you will be asked to provide allthe numbers appeared on
this menu together with a detailed description of theissue youare having. Youare also encouragedto
provide a screen shot of this pageifit can show any image artifacts that you are experiencing.

Figure 3. About menu
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Image Menu

Image menu is the place to adjustimaging parameters like brightness, resolution, exposure mode, etc. Figure
4 shows the interface of an AV2105 camera. Other camera models may offer a slightly different menu with

additional controls and functions specific to the model and firmware version.

Figure 4. Image menu
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Picture Settings

Plcture
Brizhtness (-50..+50) 5 Set

Sharpness (0..4) 2 | Set
Saturation (0..6) 5
Blue (-10..+10] 0 |Set
Red (-10..+10] 0 |Set

Brightness adjusts image brightness.
Sharpness adjusts image sharpness orthe crispness of an image.
Saturation adjusts image color saturationorthe amount of colorin an image. Lower saturationgives a duller,

faded image.
Red/Blue adjusts thered/bluetint. This setting changes the targetforcamera’s automatic white balance

computation. The effect is gradual and takes several seconds for the camera to fully adjust to the new setting.

Resolution Settings

Eesolution

JPEG Quality 15
(1..21)

H. 264 QP (36..16) 20
Eesolution half -
Left 0O Top 0

Eight 1600 Bottom 1200

[ Apply " Set as default

JP EG Quality adjusts the compression level for JPEG images

H.264 QP adjusts the compression level for H.264 images

Re solution selects from "half' or "full" resolution options that supported by the camera
L eft/Top/Right/Bottom adjusts theimage croppingrelative to current sensor cropping
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[llumination Settings

Il1lumination
@ Automatic O Indoor
O 0utdoor T Mix

lllumination adjusts the camera’s white balance computation based on the scene’s illumination. “Automatic”
enables the camera to adjust for illumination automatically while indoorfoutdoor settings use presets

assuming thecameraisindoors oroutdoors.

Lighting Settings

Lighting
O ROHz @ GBOHz

Lighting prevents flicker caused by the power line frequency of lighting. Choose 50Hz for European and
China and 60Hz for US and Japan. This parameter would have no effect when the dominate light is sunlight.
Also, this parameter will lose effect if camera exposure mode is set to "Highspeed" and the chosen "Short
exposure" value does not match the power line frequency. A "Short exposure” value is said to match the

power line frequency when itis close to a multiple of 8.3/10ms for 60/50Hz, respectively.

Low Light Mode Settings

Law Light Mode

" Highspeed
Short exposures
(1ms. . 80ms)

O opeed

@ Balanced
DGuality

O Noonlight™

Low Light Mode adjusts perfomance under low light conditions. Exposure time refers to the amount of time
the sensor is exposed to light Short exposures result in less light, giving darker images whereas longer
exposures can flood an image with light, giving washed out images in the presence of a lot of light.

Additionally, motion bluris reduced under short exposures and increased underlong exposures.
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High Speed enables a fixed exposure time, selectable fromthe “Short Exposure” menuwith values between
1and 80ms. Low values willreduce motionblurbut may resultin a noisier video. Ampleillumination is
required to improve quality under very short exposures due to the lack of capturedlight.

Speed enables short exposures ranging from 10-80ms. The exposure time willincrease withlow light
conditions.

Balanced enables medium exposures ranging from 20-80ms with low light conditions resultingin a higher
exposure time.

Quality enables longer exposures ranging from 40-200ms. Motion blur may increase, but video will contain
less noise underlow light conditions.

Moon Light enables exposures of up to 500 msif necessary. This mode will result in more motion blur for fast

moving objects.
DayNight Settings

Dayvlight
@ Automatic O Day O Night

Switching Gain (6d..512) 256 @
Togsle Guard (1..4) 2 @

Day/Night settings apply to dual-sensor cameras other camera models equipped with a switching IR filter.
Automatic enables the camera to automatically switch from daylight to nighttime conditions and vice versa
based on the Switching Gain settings.

Day forces day mode and disables night mode.

Nightforces night mode anddisables day mode.

Switching Gain adjusts the level of darkness to switch from day to night mode when switching is set to
"Automatic" mode. Smaller values will cause the camera to switch to night mode when there is still much light
in the scene. Larger values will cause the camera to stayin day mode much longer, requiring near darkness
in orderto switch.

Toggle Guard adjusts the level of brightness required to switch from nighttime to daylight mode. Setting this
to 0% corresponds to “Switch At” set to 100%. Toggle Guard should be adjusted to prevent the mode from
toggling during transitional lighting.

Note.: fordual-sensorcamera models the values are displayedin F-Stops.

Miscellaneous Settings
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Misc

[(Flip [¥Auto Exposure

Flipis an option forflipping the image vertically and horizontally to rotate it180 degrees.
Auto Exposure is an option to enable/disable the on-camera automatic exposure control. Auto exposure
maintains the user-setimage brightness under changing lighting conditions. This must be enabledto ensure

the ‘Low Light Mode’ settings function.

Auto-Iris Settings

The on-camera Auto-Iris algorithm works in such a way that when the scene is too dark, the camera will open

the ins fully. This allows more light onto the sensor and will substantially improve the low-light performance.

When the scene is too dark, the camera willopenthe iris until there is enough illumination.

hutolris

Enable ¥ Gain (8..255) 160

Enable enable or disable Auto-Iris functionality. When disabled, the camera will open the iris fully and have
electronic auto-exposure working. This configurationis identical to using a manuallens.
Gain adjusts the point where the auto-iiis will open fully: the higher the gain, the later the auto-iris will open as

the illumination diminishes
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H.264 Menu

H.264 menu is the place to configure H.264 streaming parameters targeting RTP protocol. Users can specify
an RTSP port number, obtain a streaming URL to be opened by a third party media player, and enable RTP

multicastfunction, etc.

Figure 5. H.264 menu
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RTSP URL
Arecont Visioncameras' RTSP/RTP stream supports mainframe third party media players like the VLC player

and Apple QuickTime player. Although users may create a customized RTSP request URL on theirown, most

users find it convenientto let camera generate a default URL then copy and paste into a mediaplayer.

H. 264 ETSF stream link for exzternal media players

rtsp:/169.254.2 14.554/h264 sdp?res=halféx0=08y0=08x1=16008y1=12008«

Figure 6. Open RTSP stream in VLC media player
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Network Menu

Network menu is where networking parameters such as IP address and port numbers are configured.

Figure 7. Network menu

Camera Name

Camera name

Name
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Camera name user can assigna text string of no more than 32 ASCII characters to the camera

MTU Settings

NTT
Enable ] MNTU size:

E nable enable ordisable customized MTU size

MTU setting is for advanced users only. If your network has some type of restriction such that standard
Ethemet MTU size (1500 bytes) is not appropriate for the network, you can enable this option and specify a
different MTU size.

IP Settings

IF assignment
IP &4ddress 169254 2 14 MLock IP [C|DHCP

subnet Nask 0.000 l Autoback routing

Default Gateway 0.0.0.0

Apply ]

IP Address set the current IP address of the camera.

Lock IPif checked, camera will reject any attempt to change IP address until this box is unchecked

DHCP if checked, camera will attempt to obtain its IP address from the DHCP serveravailable on the network
Subnet Mask once set, camera willuse these mask bits to determine if a destinationis from a different
network

Default Gateway once set, camera will use sendtraffic to the specified gateway ifthe destinationison a

different network

Port Settings

Ports

Second HITP port 8080
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Second HTTP port set an alternative HTTP port. this port can be useful when the standard HTTP port (80)is

not appropriateforthis camera.

Administration Menu

Administration menu is the place to set a password, upgrade camera firmware and save/restore camera

configurations.

Figure 8. Administration menu
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Access Control

Arecont Vision cameras support two levels of password-protected access control. Camera authentication is
compatible with RFC-2068 HTTP 1.1 and is supported by all standard browsers and video surveillance

software.

Acecess control
(Up to 8 lower—case letters and symbols)

Uszer admin password

confirmation Set

Uzer viewer password

confirmation Set

There are two types of users with the following reserved names:
admin — full access to allcamera settings and live video.

viewer-viewing access only to all current camera settings and live video.

Setting and removing the passwords is the privilege of the admin user, while the viewercan only use the
existing password, but not changeit. Factory defaults erase all current passwords for boththe admin and the
viewer. A newly shippedcamera has no password protectionand allows full anonymous access from the
network. In case the admin password has not been set, thecamerahas fullanonymous access from the

network, even if the viewer password has been set.

Access control setup consists of three steps:
1. Setadmin password (using httpcommands orusingthe camera’s web page, see below).
2. Log-inusingthe adminpassword and set the viewer password.

3. Communicate the viewer password to the users.

In orderto delete viewer password, log-in as admin and change the viewer password to a reserved password
empty — this would restore the fullanonymous access to the camera. The adminusercan changethe viewer

password at any time, even without knowing the current viewer password.

NOTE: If the admin password has been set and forgoften, it can only be erased through reprogramming the
camera’s firmware, or by accessing the camera registers via developers’ register access from AV100

software.

Arecont Vision 425 E Colorado St, 7th Floor Glendale, CA 91205 Revised 10/26/2012

www.arecontvision.com



ARECONT VISION CAMERA WEB PAGE & ACCESS PROTOCOLS USER MANUAL

Firmware Upgrade

Firmware upgrade

Flease select a file to update:

Users can also upgrade firmware by Internet Explorer and Firefox web browser.
To upgrade the firmware:
e Choose the firmware upgrade fileand click “‘Upgrade ”. The firmware upgrade will start automatically. Do

not disconnectthe ArecontVisioncamera at any point during the upgrade process.

Save Settings

save and restore settings

Save all settings to flash ] ’ Restore to factory default

Save and restore settings

Save all settings to flash Click this buttonto save all settings to on-camera flash memory when camera has
been properly configured and you want to save the changes.
Re store to factory default Click this buttonto reset camerato factory default state ifyou find some changes of

configuration causes unsatisfactory results and you want a quick way to cancel allthe changes.
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Motion Detector Menu

Arecont Vision cameras support highly sensitive motion detectionbased on pixel brightness analysis. There
are total 64 motion detectionzones arrangedas an 8x8 array. Each zone is comprised of certain number of
cells, where each cellis a block of 32x32 pixels. By choosing a proper"Zone size" parameter, the total area

covered by 64 zones can be large enoughto coverthe interested image area (normally the entire picture).

Figure 9. Motion Detector menu

Enable motion detector turns on and off on-camera motion detection. On-camera motion detection is done by

hardware thus it does not affect frame rate.
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Show motion frames only cause the camera to stop video streaming if motion detection is active and resultis
negative. Thisisimplemented in the camera web page using javasciipt function which polls motion detection

results before sendingany imagerequests to the camera. If no motionis detected, imagerequestis skipped.

Zone size adjusts the size of motion detection zones. The total area covered by motion detection zones is
(N*32*8)x(N*32*8) pixels, where N is the chosen zone size, 32 is hard-coded cell size and 8 is hard-coded
number of zonesin each direction. For example, N=8 resultsin a detection area of 2048x2048 pixels which
is good for 2MP and 3MP resolution. For 5MP resolution, N>=11 is appropriate.

Detail adjusts the size of the detectable objects within each motion detection zone. For example, when Zone
size=8, there are total 64 cells in each zone. If Detail=2, motion detection will be tiggered when 2 out of 64
cells are found positive. Lower settings may cause false motion detection due to noise. Higher settings will
require larger objects for motion detection. Thisis useful when motion detection should only detect something

of the size of a carand ignore smaller objects like an animal.

Level threshold adjusts the inter-frame brightness change threshold that triggers motion detection. Lower
settings results in more sensitive detection but may cause more false triggers due to noise. Higher settings
will require a larger brightness change on the moving object to trigger motion detection.

Sensitivity serves as a guard against false tiggeling due to a sudden overall change in lighting that would
trigger motion detection in a large number of zones simultaneously. For example, a biight flash in the scene
would not tigger motion detection when Sensitivity value is significantly lower than the maximum. Note that
the maximum number depends on image resolution and is usually less than the total zone size (64). For
example, when Zone size=8 and image resolution is 1600x1200, there are only 7x5=35 active zones since
7*8*32=1792 covers the widthand 5*8*32=1280 covers the height. Otherzones will always read zero.

Motion Privacy Mask Starting from firmware version 65165, a motion privacy mask feature begin available on
certain camera models. When enabled, a privacy mask can be set up to block motion detection in some of the
zones by drawing a rectangle with the mouse (by left-dicking and holding down the mouse button). The
privacy mask is marked in red. A more complex shape can be created by drawing multiple rectangles.

Erasing the mask (or part of the mask) is done by drawing a rectanglein "erase" mode.
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Privacy Mask Menu

Starting from firmware version 65154, a video privacy mask feature begins available on certain camera
models. When enabled, a blocked out region in the video can be set up using the mouse. The masked area is

shown in gray asillustrated in Figure 10.

Figure 10. Privacy Mask menu
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Chapterlll - HTTP Access

Arecont Vision cameras support three protocols: TFTP, HTTP, and RTSP/RTP. TFTP protocol is the first
protocol available on Arecont cameras and itis very efficient in delivering high quality video at full frame rate
in a LAN envionment. The drawback is that TFTP port is often disabled by default on complex corporate
networks thus it could be difficult for TFTP traffic to penetrate subnets. Secondly, the implementation of TFTP
protocols requires custom software application development based on Arecont Vision’s SDK. And it could

take up to weeks to go through the administrative processing before SDK can be released.

HTTP protocol is now supported by all Arecont cameras and it is also supported by almost all third party
software systems or plug-ins that support standard IP video over HTTP. Developers would find it easy and
quick to locate technical resources to help integrate Arecont cameras using HTTP protocol. Camera
performance in terms of frame rate is somewhat slower via HTTP than via TFTP butis comparable to other
multi-megapixel products available on the market.

RTSP/RTP protocol is supported only in camera models that are equipped with h.264 encoder, as described

atthe end of this chapter.

Notational conventions:
e camera_ip orip_address : IP address of the camera;

o | : means one oranother, but notbothi.e. logical OR;

e () - allowable values;

o« .. : arange of values which can beincremented by 1;

o +/- : positivevalues do not need the “+” sign, while the negative values do need the “-

“signin front of the value;

e [] : non-mandatory value which can be omitted.

HTTP Request Format for Receiving Individual JPEG Frames

NOTE: Acomplete set of htip requests described in this document is supported for firmware versions 61430 and above.

If you have an Arecont Vision camera with a lower firmware version contact your distributor for a firmware upgrade.
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An individual image can be requested from Arecont Vision cameras by using the following HTTP request

format:

where

http//ip_address/image ?res=resolution_value&x0=X0&y0=Y0&x1=X1&y1=Y 1&quality=quality_value &
d oublescan=doublescan_value&id=id_value

Res can havevalue of either “half’ or “full” and specifies whether camera shoulddecimate the image
by a factorof 2 in each direction ordisplay the full resolution.

X0, YO, X1,Y1 are the left, top, right and bottom coordinates of the requested image window,
respectively. Thesevalues cannot exceed the size of the image sensor array forthe specificcamera
and should be divisible by 16 if “Res=full’and 32if “Res=half’. These parameters allow fora
particularimageto be croppedto a selected size.

Quality is the compressed JPEG image quality witha range from 1 to 20.

Doublescan allows the userto specify whetherthe camera should delay the image output untila new
image is available (doublescan = 0) orthe imagerequest should be serviced by outputting the
content of the image bufferthatwas already once output (useful for picture-in-picture display).

ID is an optionalfield thatis ignored by the camera but may be set by the userto a randomvalue to
force some browsers to display a newimage. Some browsers may display a cachedimageifa
previous URL is reused withoutmodifying the IDfield.

The following exampleillustrates therequestto camera with IP address 192.168.0.36 fora new full resolution

1600x1200image withcompression quality 12:

http//192.168.0.36/image ?res=full &x0=0&y0=0&x1=1600&y1=1200&quality=12&doublescan=0

The useralso has the option of specifying defaultimage parameters via parameter “set” requests and then

obtaining theimage by usinga simplerequestwithout additional parameters: htip:/ip_address/img.jpg

HTTP Request Format for Continuous MJPEG Video Streaming

Continuous sequence of JPEG images (MJPEG) separated by the boundary separator can be requested from

Arecont Visioncameras by using the following GET method request format:

GET /mjpeg?res=resolution_value&x0=X0&y0=Y0&x1=X1&y1=Y 1&quality=quality_value&double
scan=doublescan_value&fps=fps_value&id=id_value HTTP/1.1\nn
Host: ip_address\i\n
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\r\n

Res can havevalue of eitherfull or half and specifies whether camera should decimate the image by
afactorof 2 in each directionordisplay the full resolution.

X0, YO0, X1, Y1 are the left, top, right and bottom coordinates of the requested image window,
respectively. Thesevalues cannot exceed the size of the image sensor array for the specificcamera
and should be divisible by 16 if “Res=full’and 32if “Res=half’. These parameters allow forthe video
to be cropped to a specific size.

Quality is the compression quality of the jpegimage with the range from 1 to 20;

Doublescan allows the userto specify whetherthe camera should delay the image output untila new
image is available (doublescan = 0) orif the imagerequestshould be serviced by outputting the
content of the image bufferthatwas already once output (useful for picture-in-picture display).

FPS specifies the requested framerate; values 1 to 15 resultin the specified framerate, while
omitting fps parameter as well as fps values of 0 and all values above 16 will result in maximum

frame rate thatis model dependent.

The following exampleillustrates the requestto camera with IP address 192.168.0.36 forthe new full

resolution 1600x1200 video stream with compression quality 12 ata maximum framerate:

GET /mjpeg?res=half&x0=0&y0=0&x1=1600&y1=1200&quality=12&doublescan=0 HTTP/1.1\r\n
Host: 192.168.1.11\\n\n\n

In response to the above request the camera sends a continuous stream of images separated by the

boundary separator “fbdr’in accordance with MIME multipart/x-mixed-replace format. Please note that MIME

multipart/x-mixed-replace formatis not directly supported by Internet Explorer. Forvideo viewingbasedon IE

only the users should use on-camera script that can be accessed viahttp:/ip_address/index.html request.

HTTP/1.0 200 Ok\n\n

Content-Type: multipart/x-mixed-replace boundary=fbdr\nn
\r\n

--fbdnnn

Content-Type: image/jpeg\nin

\r\n

<JPEG image 1 data>

\r\n
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--fbdrnn

Content-Type: image/jpeg\nin
\r\n

<JPEG image 2 data>

\r\n

--fbdrnn

Content-Type: image/jpeg\nin
\r\n

<JPEG image n data>

\r\n

--fbdnnn

HT TP Request Format for Receiving Individual H.264 Frames

NOTE: The h.264 http requests described below are supported only by camera models AVxxx5.

To maintaina continuous H.264 stream, the requests forindividual video frames should be sent one after

another. Ifthe delay between requests exceeds 5 sec, the camera will initiate a new stream by sendingan

Intra coded frame first in response to the next frame request. Individual H.264 videoframes are requested

from Arecont Vision cameras by usingthe following HTTP request format:

Where

http://camera_ip/h264f?res=(halflfull)&x0=(0..2596)&y0=(0..1944)&x1=(32..2596)&y1=(32..1944)&qp
=(4..36)&doublescan=(0]1)&ssn=(1..65535)[&iframe=(0|1)][&bitrate=(1..51200)][&
i ntra_period=(0..255)]

Res can havea value of either “half’ or “full” to specify whetherthe camera should decimate the
image by a factorof 2 in each dimension or produce the full resolution image.

X0, YO0, X1, Y1 are the left, top, right and bottom coordinates of the requested image window,
respectively. Thesevalues cannot exceed the size of the image sensor array for the specificcamera
model and should be divisibleby 32 if Res =fulland 64 if Res = half.

QP isthe quantization parameterforH.264 encoder. To achieve a higher quality image, a lower QP is
needed. Recommended values are in the range (16..37);

Doublescan is the parameterthatallows the userto specify whetherthe camera shoulddelay the

frame output untila newframe is available from the sensor (doublescan = 0) orthe request should be
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serviced by outputtingthe content of the memory bufferthat has been already once output
(doublescan=1, useful for picture-in-picture display).

o SSN specifies stream identifier. MPEG codecs including H.264 codecs are context dependent
(decoding of the current frame depends on the previous frame(s)). The stream is a sequence of
frames of the same resolution whichcan be decoded sequentially by oneinstance of an MPEG
decoder. Accordingly, SSN is a means to distinguish different streams from one another. Use a
unique SSNforeach stream witha uniqueimage size, quality and/or frame rate. Eachcamera
supports up to eight simultaneous non-identical streams. Eachclientmust havea unique (ip:ssn)

e Iframesetto 1 will force thecamerato return an Intra framewith a corresponding SPSand PPS as
an IDR slice, so that the stream is decodable from this point. When openinga new stream (for
example whenchanging the image size and/orframe rate) the Intra frame will be sent automatically
regardless of the input value of iframe. To reduce the stream size, reduce the frequency of iframe =
1inthe requests. The defaultnumberof P-frames forany of the streams sent by the camera is set

using HTTP command:
httpJ//camera/setreg?page=3&reg=21&val=(number of P-frames)

The camera will return an Intra frame evenififrame inthe requestis set to 0 when the on-camera
counterof P-framesfills up. To find out whetheran Intra frame was received, checkthe HTTP
Content Type.

o Bitrateisusedto setup a constantbitrate of the H.264 stream inkilobits per second. If this parameter
is presentin the request string andis largerthan zero thenthe QP parameterisignored, andthe
camera adjusts quantization parameters automatically to maintain the specified bitrate.

e Intra_period isvalid onlyin bitrate controlwhen a non-zero bitrate is present in therequeststring and
iframe=1 is periodically requested by the user. In this case, the user must specify the infra-frame
period at which the useris sending requests with iframe=1. If the userdoes not specify intra_period
in this case, then bitrate control will not function correctly unless the actual period of sending
iframe=1requests is the sameas the default number of P-frames specifiedin register 3:21 of the

cameravia
http://camera/setreg?page=3&reg=21&val=(number of P-frames)

If there are no iframe=1requests, thenintra_period parameteris not required and the bitrate confrol

will rely on the default number of P-frames setin register 3:21.
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The following exampleillustrates a request to a camera with IP address 192.168.0.36 for a full resolution

1600x1200image as a part of the stream with a constant bitrate set to 2 Mbits/sec:
http//192.168.0.36/h264f?res=full&x0=0&y0=08x1=1600&y1=1200&quality=12&doublescan=0&bitrat
€=2048&ssn=1

Each frame sent by the camera may contain multiple zero bytes at the end —there is no Unit Delimiter (UD).
Althoughthis does not contradict ITU-T H.264 standard (ISO/IEC 14496-10), some decoders may delay
decoded frames by one due to the absence of the UD. If this presents a problem, replace all zero bytes at
the end with the UD, a sequence of the following five bytes: 0x00 0x000x01 0x090x10. In addition, the
number of zero bytes at the end of a frame may be significant, upto a few hundred bytes. Replacingthem

with the UD will also reduce the stream ssize.

HTTP Request Format for Continuous H.264 Video Streaming

NOTE: The h.264 http requests described below are supported only by camera models AVxxx5.

A continuous h.264 video stream withframes separated by the boundary separator can be requested from
Arecont Visioncameras by using thefollowing GET method request format:
GET /h264stream?res=(half|full)&x0=(0..2596)&y0=(0..1944)&x1=(32..2596)&y1=(32..1944)
&qp=(4..36)&doublescan=(0|1)&ssn=(1..65535)[&fps=value][&bitrate=(1..51200)] HTTP/1.1\An
Host: ip_address\\n
\r\n

Where:

¢ Res can have value of either “half” or “full” and spedfies whether the camera should decdmate the
image by a factorof 2 in each dimension or produce the full resolution image.

e X0, YO, X1, Y1 are the left, top, right and bottom coordinates of the requested image window,
respectively. These values cannot exceed the size of the image sensor array for the specific camera
model and should be divisible by 32 if Res =fulland 64 if Res = half.

e QP is the quantization parameter for H.264 encoder. To achieve a higher quality video, a low gpis
needed. Recommended values are in the range (16..37);

e Doublescan allows the user to specify whether the camera should delay the image output until a new
image is available from the sensor (doublescan = 0) or the image request should be serviced by
oufputting the content of the image buffer that has been already once output (useful for picture4in-

picture display).
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e SSN spedfies the stream identifier. MPEG codecs induding H.264 codecs are context dependent
(decoding of the current frame depends on the previous frame(s)). The stream is a sequence of
frames of the same resolution which can be decoded sequentially by one instance of an MPEG
decoder. Accordingly, SSN is a means to distinguish different streams from one another. Use a
unique SSN for each stream with a unique image size, quality, and/or frame rate. Each camera
supports up to eight simultaneous non-identical steams. Each individual dient must have a unique
(ip:ssn)

e Bitrate isused to set up a constant bitrate of the H.264 stream in kilobits per second. If this parameter
is present in the request sting and is larger than zero then the QP parameter is ignored and the
camera adjusts quantization parameters automatically to maintain the specified bitrate.

¢ FPS specifies the requested frame rate. Values 1 to 15 resultin the specified frame rate. Omitting the
fps parameter or using fps values of 0 or any values above 16 will result in maximum frame rate

which is model dependent.

The first frame orthe stream is always an IDR (Intra) frame followed by multiple P (Inter) frames. The default
number of P-framesis 50, and can be modified via register 3:21 using the following HTTP command:

http://camera/setreg?page=3&reg=21&val=(number of P-frames)

For the 8185/8365 cameras, P-frame interval can be modified using the followingHTTP command:
http://camera_IP/setreg?page=3&reg=100&val=(number of P-frames)

The current P-frames setting can be checked using the following HTTP command:
http://camera/getreg?page=3&reg=21

Each frame sent by the camera may contain multiple zero bytes at the end. There is no Unit Delimiter (UD)
used. Althoughthis does not contradict the ITU-T H.264 standard (ISO/IEC 14496-10), some decoders may
delay decoded frames by one due to theabsence of the UD. Ifthis presents a problem, replace all zero bytes
atthe end with the UD, a sequence of the following five bytes: 0x00 0x000x01 0x090x10. In addition, the

number of zero bytes at the end of a frame may be significant, upto a few hundred bytes. Replacingthem
with the UD will also reduce the streamssize.

The following exampleillustrates a request to a camera with IP address 192.168.1.11 for full resolution

1600x1200 images as a part of the stream with a constant bitrate set to 2 Mbits/sec with maximum frame rate:

GET /h264stream?res=full&x0=0&y0=0&x1=1600&y1=1200&qp=26 &ssn=1&doublescan=0
&bitrate=2048 HTTP/.1\n\n
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Host: 192.168.1.11\An
\r\n

In response to the above request the camera sends a confinuous stream of images separated by the

boundary separator “fbdr’in accordance with MIME multipart/x-mixed-replace format.
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Basic Camera Control Parameters

The camera parameters can be accessed viathe HTTP requests of the followingformat:

httpJ//ip_address/set?parameter=value
httpJ//ip_address/get?parameter

Examples:

http://192.168.0.36/set?brightness=15
http//192.168.0.36/get?brightness

The following parameterrequests are supported viaHTTP protocol by ArecontVisioncameras:

brightness —image brightness (valid values are from -50 to 50)

sharpness —image sharpening(valid values are from 0 to 4)

saturation — color saturation (valid values from 0 to 6)

blue -blue tint adjustment(valid values from-10 to +10)

red -redtintadjustment(validvalues from -10 to +10)

i llum —illumination setting for auto white balance (valid values are auto, indoor, outdoor, mix)

freq —frequency of AC powered light sources (valid values are 50 and 60)

lowlight—low light mode of the camera, allows tradeoff between frame rate andimage quality (valid
values are balance, speed, quality, highspeed, moonlight). If highspeedis used, an additional
parameter shortexposures can be set withvalid values from 1 to 10.

rotate —imagerotation (valid values are 0 and 180)

autoexp —allows to turn on and off auto exposure (valid values are on and off)

expwndleft - left coordinate of user-defined auto-exposure measurement window (valid values should
fall within sensorwindow)

expwndtop - top coordinate of user-defined auto-exposure measurement window (valid values should
fall within sensorwindow)

expwndwidth - width of user-defined auto-exposure measurement window (valid values should fall
within sensorwindow)

expwndheight — height of user-defined auto-exposure measurement window (valid values shouldfall
within sensorwindow)

sensorleft- left coordinate of sensor window (valid values defined by sensor size)

sensortop -top coordinate of sensorwindow (valid values defined by sensorsize)

sensorwidth - width of sensorwindow (valid values defined by sensor size; this value affects sensor

frame rate)

Arecont Vision 425 E Colorado St, 7th Floor Glendale, CA 91205 Revised 10/26/2012

www.arecontvision.com



ARECONT VISION CAMERA WEB PAGE & ACCESS PROTOCOLS USER MANUAL “

e sensorheight-heightof sensorwindow (valid values defined by sensor size; this value affects sensor
frame rate)

e imgleft-left coordinate of the defaultimage returned inresponseto the simple request
httpJ//ip_address/img.jpg (valid values shouldfall within the camera’s sensor window)
imgtop - top coordinate of the default image returned in response to the simple request
http://ip_address/img.jpg (valid values shouldfall within the camera’s sensor window)

e imgwidth—width of the defaultimage returned in response to the simple request
http://ip_address/img.jpg (valid values shouldfall within the camera’s sensor window)

e imgheight- height of thedefaultimagereturnedin response to the simplerequest
http:/ip_address/img.jpg (valid values shouldfall within sensor window)

e imgquality — quality setting of the image retured inresponseto the simple request
http://ip_address/img.jpg (valid values 1 to 21)

e imgres —resolution of the defaultimage retured inresponse to the simple request
httpJ//ip_address/img.jpg (valid values are full and half, where half is usedto requestimages
decimatedby a factorof 2 in both directions)

e auto-iris—allows to enable anddisable auto-iris (valid values are on and off)

e irisgain —allows to specify threshold for closing the auto-iris (valid values are from 8 to 255)

e save-saves current camera configuration (all parameter values)in the non-volatile memory
http://ip_address/set?params=save

e mac-retrievesthe MAC address of the camera (read-only)

e make —retrieves the manufacturer abbreviation(requires firmware version 64116)

e model - retrieves a four-digit camera model number (read-only, e.g. AV2100M camera will return
“model=2100")

o fwversion-retrieves firmware versionof the camera

e procversion —retrieves version of theimage processor

¢ netversion-retrieves versionof the network processor

e revision-retrieves the revisioncode of the PCB

o factory-restores camera parameters to factory defaults http://ip_address/set? params=factory

The camera registers can be accessedvia the HTTP requests of the following format:
http://camera_ip/getreg?page=(0..6)&reg=(0..255)
http//camera_ip/setfreg?page=(0..6)&reg=(0..255)&val=(0..65535)

Arecont Vision 425 E Colorado St, 7th Floor Glendale, CA 91205 Revised 10/26/2012

www.arecontvision.com



ARECONT VISION CAMERA WEB PAGE & ACCESS PROTOCOLS USER MANUAL

Parameters Specific to AV3130/35 and DAY/NIGHT Cameras

The AV3130 and AV3135 camera utilizes two distinct sensors forits day and night modes. Specifically, a 3-
Megapixel color sensorwith IR-cut filteris used in theday mode, and a 1.3-Megapixel monochrome sensor
without IR-cut filteris used in the night mode.

Single sensor Day/Night cameras use a mechanical IR switcherto switch between day mode (color, with IR-

cutfilter) and night mode (monochrome, without IR-cut filter).

By default, the camera automatically switches between day and night channels as illumination changes.
However, itis also possible to force the camera to operatein eitherday or night channel by using the
daynight request. The switching point between day and night modes is determinedbased on overall AE/AGC
gain and can be adjusted viathe parameter nightgain. To avoid oscillations between day and night modes,
the night-to-day transition is specified via parameter daygain interms of “hysteresis” relative to day-to-night
transition threshold.

e daynight—ifsetto “auto”the camera will select between colorand monochrome channels
automatically based on daygain and nightgain thresholds (valid values are “auto”, “day” and “night”)

e nightgain —specifies the automatic switching pointfor day-to-nighttransition in proportion to overall
exposure*gain value. The usermay needto adjust this value if thelenses on day and night channels
have different f-stops. Higher values will cause the transitionto night mode at lowerillumination levels
(valid values forthe AV3130and AV3135 are 0..18, for-DN models the valid rangeis 64..512)

e daygain —allows to specify the automatic switching point for night-to-day transition as “hysteresis”
relative to night-to-day transition; Higher values will cause the transitionto day mode at higher

illumination level (valid values for AV3130 are 0..6, for—-DN models are 1..4)

As AV3130 camera has two sensors with different resolutions itis most convenient to specify the required
image size interms of percentages of the fullimage size as shown in the following example:
http://200.168.1.10/image ?res=full &0=0%&y0=0%&x1=100%&y1=100%&quality=12&doublescan=0

Motion Detection Control Parameters

The unique designof Arecont Vision cameras allows for highly accurate 64-zone motion detection (alsosee
Motion Detection). Motion detectionis achieved by analyzinginter-frame brightness changes on a pixel-by-
pixel basis. To provide accurate motiondetection inlow contrast and low light environments, EACH pixel of
EACH frame is analyzed. The usercan set the size of motiondetectionzones (via mdzonesize), select the
sensitivity to motion (via mdlevelthreshold), select the zones where the motion detection has to be blocked
(via mdprivasymask) and specify the size of the moving objects of interest (via mddetail). Motion detection

informationcan be obtained from the camera in terms of “amount” of motionin each zone (via mdresult) In
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addition to retrieving motion detectioninformation, the camera can alsobe configuredto outputimages only if
motion is detected (via mdmode).

The On-camera motion detection unit utilizes up to 64 and 1024 distinct zones. Only AV1315,AV1325,
AV2815, AV2825 and AV10005support 1024 grid size. Allzones are square, have equal size and are
arranged in 8 rows with 8 zones perrow. The zones are numbered from0 to 63 or0 to 1023 upperlefimost
zone having number 0 and lowerrightmost zone having number63. The zones are brokeninto sub-zones of
size 32x32 pixels. The size of zones is specifiedin terms of the square root of the number of sub-zones via
parameter mdzonesize. With 64 grid size, the zones can be defined to be as smallas 7x7 sub-zones to as
large as 15x15 sub-zones. With 1024 grid size, the zones can be definedas smallas 2x2 sub-zones. By
setting the limit on how many sub-zones should containthe motion for the entire zone to be considered to
contain motion the user can effectively decide on the size of the moving objects that shouldbe detected. This
is done via the parameter mddetail.

¢ motiondetect—enables on-cameramotiondetection (valid values are “on” and “off”)

¢ mdmode —motion detection mode formjpegstreams (valid values are “on” and “off”); if set to “on” the
camera will only output an image inthe presence of motion;If the motionis not detected, the field
following the frame boundary separator --fbdrwill be followed by Content-Type: text/plain (instead of
usual -Type: image/jpeg) and theimage datawill be substituted with the text message “no motion”

e mdtotalzones - number of independentmotion detectionzones; Currently mustbe 64 or 1024 if
supported. There are 8 rows of zones, 8 zones perrow. Note that depending onzone size and the
camera model (image resolution interms of the number of pixels)some zones may not correspond to
the active image area (valid value 64)

e mdzonesize - size of motion detection zones measured in number of 32x32 pixel blocks in each zone;
All zones are squares of the samessize from 7x7to 15x15 (validvalues are 7 to 15 forAV1300and
AV2100 and 8to 15 forAV3100and AV3130). For 1024 grid, the minimal zone sizeis 2x2. However,
AV10005 minimal zone sizeis 4x4.

¢ mdlevelthreshold — motion detection threshold that determines the sensitivity to local inter-frame
brightness changes (validvalues are 2...31). Lower settings may cause false motion detectiondue to
noise. This parameter corresponds to “Level’ underthe “Motion Settings”in the AV100Video
System GUI.

e mdsensitivity — sensitivity of the motion detectionto sudden overalllighting changes. This prevents
false triggering due to a sudden overall brightness change thattriggers motion detection ina large
number of zones simultaneously. If more thanthis number of zones have motionitis assumedthat
the change is due to lighting change andthe detected motion isignored. Recommended values are
40 forAV3100/AV3130, 30 for AV2100 and 20 for AV1300. This parameter corresponds to “Limit”
underthe “Motion Settings”in the AV Video System GUI.
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e mddetail-allows controlling the size of detectable moving objects. The value is thenumber of 32x32
sub-zones within each zone that should contain motion forthe entire zone to be considered to contain
motion. (valid values are 1 through square of mdzonesize). This parameter corresponds to “Detail’
under “Motion Settings”in AV Video System GUI.

¢ mdprivasymask - Privacy matrix. An 8-byte array, where each byte corresponds to one row of motion
detection zones. Eachbitina byte enables motion detectionin a correspondingzone, ifsetto “1°.
Leftmost zone is conftrolled by MSB, rightmostzone by LSB.

Example . set?mdprivasymask=2a8f3d135b7 1ee04 results inthe following enabled zones
relative to cameraimage:

01010100

11110001

10111100

11001000

11011010

10001110

01110111

00100000

¢ mdresult— Motion detectioninformation returned by the camera; The returnvalueis “no motion” if
motion has not been detected, otherwise the motion detection informationis returnedin the following
format:

mdresult=<SP><hexadedmal byte0><SP><hexadedmal byte1>...<SP><hexadecmal byte63>
where <SP> isthe SPACE symbol, andthe bytevalue, byteN, indicates the number of sub-zones
(blocks of 32x32 pixels) with motion withinzone N. Note: the sub-zone sizeis fixedto 32x32and
cannot be changed. Important: the usershould keepin mindthat thetotal number of zones is always
64 (8 vertically and 8 horizontally). Therefore, ifthe zone sizeis large, somezones may not
correspond to the active pixel array. In that case their motion detection value is not meaningfuland
should be ignored. Forexample,for AV1300camera: if the image sizeis 1280x1024, thenforzone
size 8x8 there are 5 by 4 active zones (3 zones afterevery 5 zones must be ignored as well as all
zones afterzone 32).
Example:

mdresult=00 1A 01...means thatinzone 0 motion was not detected, inzone 1 there are 26

(32x32) sub-zones with motion, in zone 2 there is one sub-zone 1 with motion ....

Access Control
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HTTP commands for password setting:

1. Foradmin passwords:
http://camera_IP/get?admin
httpJ//camera_IP/set?admin=(a string of 1..8 ASCIl symbols or “empty”) The reserved password
emptyis used to erase the existing password.

2. Forviewer passwords (Figure 30):
http:J//camera_IP/get?viewer
http://camera_IP/set?viewer=(a string of 1..8 ASCIl symbols or “empty”) The reserved password
emptyis used to erase the existing password.

Access Control for Panoramic Cameras

Arecont Visioncameras support dual-level password-protected access confrol. Camera authentication is

compatiblewith RFC-2068 HTTP 1.1 and is supported by all standard browsers and video surveillance

software.

There are two types of users with the following reserved names:
admin — has full access to all camerasettings andthe video.

viewer-has viewing access to all currentcamera settings andthe video.

Setting and removing the passwords is the privilege of the admin user. The viewer usercan only use a
password set by the admin andhas no rights to modify theirown password. Resetting to factory default will
erase all current passwords forboth admin andviewer. Anewly shipped camerawill have nopassword
protection andwill allow fullanonymous access. Setting the viewer password without an admin password will

still allow full anonymous access to the camera’s live feed.

Access control setup consists of three steps:

1. Setanadmin password, using httpcommands or usingthe camera’s web page.

2. Log-inusingthe adminpassword and set the viewer password.

3. Conveythe viewer password to the users.
In orderto delete viewer password, log-in as admin and change the viewer password to a reserved password
empty — this would restore the fullanonymous access to the camera. The adminusercan changethe viewer

password at any time, without knowing the current viewer password.
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NOTE: Ifthe admin password has been set and forgotten, it canonly be erased through reprogramming the

camera’s firmware or by accessing the camera registers via developers’ register access from AV100 software.

HTTP/1.1 vs. HTTP/1.0

Arecont Vision cameras support both HTTP/1.0 and HTTP/1.1 protocols as defined by RFC-1945 and RFC-
2068, respectively. While HTTP/1.0 is simple, it limits the speed of image transmissionfor cases when the
userrequests individualimages ratherthanan mjpegstream. This is dueto the fact that connection is closed
afterthe transmission of eachimage, forcing the client to incurroundtrip delay repeatedly. However,
HTTP/1.0is supported by allHTTP implementations and can be usedreliably, albeitwith limited speed. By
default, Arecont Vision cameras are configured to respond using HTTP/1.0 protocoal regardless of the HTTP

version used by the client.

Users who desire faster full duplex communication andimage delivery may requestresponses using the
HTTP/1.1 protocol. To do so, the usershould append the parameter ver=HTTP/1.1 to the request stringas

shown in the following example:

http://192.168.0.36/image?res=full&x0=0&y0=08&x 1=1600&y1=1200&quality=12&doublescan=0&ver=HTTP/1.1

Itisimportant to notethat Arecont Vision cameras implement “chunked” transfer encoding as defined by
paragraph 14.40 of RFC-2068. While RFC-2068 requires that all HTTP/1.1 implementations support “chunked”
encoding,in reality many olderimplementations (Indy 9, WinHTTP 5.0, etc) are not fully compliantwith the
requirements of the standard. As a result,if the HTTP/1.1 protocol is requested from a non-compliant
implementation, the chunks separators will remain inthe datastream and the jpegimage will be corrupted. If
the userreceives corrupted images over HTTP/1.1 the usershould eitherremove HTTP/1.1 specification from

the request orupgrade the HTTP implementation to fully compliant (e.g. WinHTTP 5.1)

HTTP Access of Panoramic Cameras

Notational conventions:

camera_ip : IP address of the camera;

get : geta parameterfrom camera via http;

set : seta parameteron camera viahttp;
<channel> : panoramic camera channel numberfrom 1 to 4;

" : asymbol string in ASCII;

| : means one oranother, but not both;
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() : allowable values;
: arange of values incrementable by 1;

+/- : positivevalues do not need the “+” sign, whilethe negative values do need the
“ “signin front of the value;

[1] : non-mandatory value which could be dropped.

In orderto access the built-incamera’s web page type either of the two following http commands into the web
browsers’ address field:

http//camera_ip/

httpJ//camera_ip/index.html

Requesting Images from Panoramic Cameras AV8180/AV8185/AV8185DN &
AV8360/AV8365/AV8365DN

The AV8360/AV8180/AV8365/AV8185 camera models support two types of imagerequests: individual JPEG
image requests (image orimg.jpg) and continuous MJPEG stream requests (mjpeg). In addition, models
AV8365/AV8185 support h.264 streaming using RTSP/RTP protocol. The maximum number of supported

simultaneous requests of singleimages or mjpeg streams is eight for AV8180and AV8360, and up to twelve
in AV8185 and AV8365.

NOTE: Eventhough the camera supports multi-useraccess, the maximum frame rate is achieved only when

there is a single request arriving fo each channelat any given time.

1. Requesting individual JPEG images

1.1 Requesting images using explicit parameter list withinthe HTTP string:

http://camera_ip/image[<channel>]?res=(halfifull)&x0=(0..1600)&y0=(0..1200)&x1=(32..1600)&y1=(3
2..1200)&quality=(1..21)&doublescan=(0|1)&[id=(0..99999999999999)]&[ssn=(0..65535)]

Where:
Res can havevalue of either “half” or “full” and specifies whetherthe camera should
decimate theimageby a factor of 2 in each dimension ordisplay the full resolution.
x0,y0,x1,y1 are the left, top, right and bottom coordinates of the requestedimage window,
respectively. These values cannot exceed the size of the image sensor array.

Quality —image quality, the inverse of image compression level;
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Doublescan allows the userto specify whetherthe camera should delay the image output
until anewimage is available (doublescan=0) orthe image request shouldbe serviced by
outputting the content of the image bufferthat was already once output (useful for picture-in-
picture display).

Id is an arbitrary number used to control the web browser’s cache;

S SN a unique HTTP sessionnumberwhich cancels out any earlier sent HTTP request with

the same numberwhich got “hung”.

NOTE: Image requests without the <channel> parameter specified will cause the camera to
transmit the next available image from any of the currently enabled channels. The channel
numberofthe transmitted image could then be identified from the HTTP header Efag (see
RFC-2068 HTTP 1.1): ETag: Channel<channel> .

1.2 Requesting images usingan implicit parameter list (parameters are loaded on camera inadvance

using separate http commands (see sectionB 16 below):

http://camera_ip/img.jpg?[id=(0..99999999999999)|&[ssn=(0..65535)]

Where:

id —an arbitrary number used to control the web browser’s cache;
ssn —aunique HTTP sessionnumberwhich cancels outany earliersent HTTP request with

the same numberwhich got “hung”.

2. Requesting a continuous Motion JPEG image stream

http://camera_ip/mjpeg[<channel>]?res=(halfifull)&x0=(0..1600)&y0=(0..1200)&x1=(32..1600)&y1=(3
2..1200)&quality=(1..21)&doublescan=(0[1)&[fps=(0..15)]&[id=(0..99999999999999)]&[ssn=(0..65535

)]

Where:

Res can havevalue of either “half’ or “full” and specifies whetherthe camera should
decimate theimageby a factor of 2 in each dimension ordisplay the full resolution.
x0,y0,x1,y1 are the left, top, right and bottom coordinates of the requestedimage window,
respectively. These values cannot exceed the size of the image sensor array.

Quality —image quality, the inverse of image compression level;
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Doublescan allows the userto specify whetherthe camera should delay the image output
until anewimage is available (doublescan=0) orthe image request shouldbe serviced by
outputting the content of the image bufferthat was already once output (useful for picture-in-
picture display).

FP S specifies the desired frame rate.

Id is an arbitrary number used to control the web browser’s cache;

S SN a unique HTTP sessionnumberwhich cancels out any earlier sent HTTP request with
the same numberwhich got “hung”.

NOTE: MJPEG requests without<channel> paramefter specified will cause the camera to transmit
nextavailableimage from any of the currently enabled channels. The channelnumberofthe
transmited image could then be identified from the HTTP header Etag (see RFC-2068 HTTP 1.1):
ETag: Channel<channel>.

3. Inaddition to JPEG streaming, panoramic camera models AV8185and AV8365 supporth.264
streaming using RTSP/RTP protocol. Any RTSP request sentto camera via UDP will be ignored.
The actual video stream is transmitted by the camera using RTP protocol. Arecont Vision cameras
support two options for RTP transmission: RTP over UDP, and RTP over TCP (RTP/AVP). The
maximum number of simultaneously serviced unicast requests orvideo streams is up to twelve per
panoramic camera allocated among its enabled channels. Forexample three video streams per

channel foreach of the fourchannels are supported.
Accessing videostream viaRTSP commands in AV8185and AV8365:

An H.264 video stream is requested via RTSP using the following URL. Please note that this URL will not

work in a typical web browser. A media playersuch as VLC or Apple Quicktime is required for this to

function properly.
rtsp//camera_ip/h264.sdp<channel>?res=(half|full)&x0=(0..1600)&y0=(0..1200)&x1=(32..1600)&y1=(
32..1200)&qp=(4..51)&ssn=(1..65535)&[bitrate=(0..65536)]&[fps=1..100]

NOTE: RTSP requests without <channel> parameterspecified will cause the camera to transmit next
avallableimage from any of the currently enabled channels. The channel numberofthe transmifted
image could then be identified from the RTP Payload Type. 96~99 corresponding fo channel 1~4. For

details, please referto chapter/V regarding Panaramic RTSP generic request.
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Res can have value of either “half” or “full” and spedifies whether the camera should decimate the
image by a factorof 2 in each dimension or produce the full resolution image.

X0, YO0, X1, Y1 are the left, top, right and bottom coordinates of the requested image window,
respectively. These values cannot exceed the size of the image sensor array for the specific camera
model and should be divisibleby 32 if Res =fulland 64 if Res = half.

QP is the quantization parameter for H.264 encoder. To achieve a higher quality video, a low gpis
needed. Recommended values are in the range (16..37);

SSN specifies the stream identifier. MPEG codecs induding H.264 codecs are context dependent
(decoding of the current frame depends on the previous frame(s)). The stream is a sequence of
frames of the same resolution which can be decoded sequentially by one instance of an MPEG
decoder. Accordingly, SSN is a means to distinguish different streams from one another. Use a
unique SSN for each stream with a unique channel, image size, quality, and/or frame rate. Each
camera supports up to eight simultaneous non4dentical streams. Each client must have a unique
(ip:ssn)

Bitrate is used to set up a constant bitrate of the H.264 stream in kilobits per second. If this parameter
is present in the request stiing and is larger than zero then the QP parameter is ignored and the
camera adjusts quantization parameters automatically to maintain the specified bitrate.

FPS specifies the requested frame rate. Values 1 to 15 resultin the spedfied frame rate. Omitting the
fps parameter or using fps values of 0 or any values above 16 will result in maximum frame rate

which is model dependent.

AV20365/AV20185DN vs. AV8365/AV8365DN

AV20365/AV20185DN camera models have binningtechnique to improve low light performance by

combining adjacent pixels,comparing to AV8365/AV8185DN models. The binning mode can be set

separately as day_binning and night_binning mode usingthe following HTTP commands:

http//camera_ip/get?day_binning
httpJ//camera_ip/set?day_binning=(on|off)
httpJ//camera_ip/get?night_binning
http//camera_ip/set?night_binning=(on|off)

Arecont Vision 425 E Colorado St, 7th Floor Glendale, CA 91205 Revised 10/26/2012

www.arecontvision.com



ARECONT VISION CAMERA WEB PAGE & ACCESS PROTOCOLS USER MANUAL

Getting and Setting Camera Parameters

NOTE: Allcommands listed below that allow parameter setting without explicitly specifying the channel

numberapply to all fourchannels.

NOTE: The parametersettingis allowed only for the users with the admin access level (see below under
Camera Access Control).

1. Enabling camera channels:
http//camera_ip/get?channelenable
http://camera_ip/set?channelenable=(1..15 as a 4-bit mask where each bit corresponds o one
camera channel, LSB is channel 1)

2.Image rotation:
http://camera_ip/get<channel>?rotate
http://camera_ip/sef{<channel>]?rotate=(0|180)

3. Brightness:
httpJ//camera_ip/get<channel>?brightness
httpJ//camera_ip/set<channel>?brightness=(-50..+50)

4. Sharpness:
httpJ//camera_ip/get<channel>?sharpness
httpJ//camera_ip/set<channel>?sharpness=(0..4)

5. Saturation:
http://camera_ip/get<channel>?saturation
http://camera_ip/set<channel>?saturation=(0..6)

6. Blue balance:
httpJ//camera_ip/get<channel>?blue
httpJ//camera_ip/set<channel>?blue=(-10..+10)

7.Red balance:
httpJ//camera_ip/get<channel>?red
http://camera_ip/set<channel>?red=(-10..+10)
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8. lllumination:
http//camera_ip/get<channel>?illum

http://camera_ip/set<channel>?illum=("auto"|"indoor"["outdoor”|"mix")

9. Mains frequency, Hz (forindoorlighting compensation):
httpJ//camera_ip/get<channel>?freq
httpJ//camera_ip/set<channel>?freq=(50|60)

10. Exposure mode (low light mode):
http://camera_ip/get<channel>?lowlight
http://camera_ip/set<channel>?lowlight=("highspeed"['speed"|"balance"|"quality"|"moonlight")

11. Shuttertime inhigh-speed exposure mode (in milliseconds):
httpJ//camera_ip/get<channel>?shortexposures

httpJ//camera_ip/set<channel>?shortexposures=(1..80)

12. Auto exposure control:
http://camera_ip/get<channel>?autoexp

http://camera_ip/set<channel>?autoexp=("on"|"off")

13. Auto exposure mode:
http://camera_ip/get<channel>?exposure
httpJ//camera_ip/set<channel>?exposure=("auto"["on"|"off")

14. Exposure window:
httpJ//camera_ip/get?expwndleft
httpJ//camera_ip/set?expwndleft=(0..max of the corresponding sensor size)

http://camera_ip/get?expwndtop
http://camera_ip/set?expwndtop=(0..max of the corresponding sensor size)

http//camera_ip/get?expwndwidth

http//camera_ip/set?expwndwidth=(0..max of the corresponding sensor size)

httpJ//camera_ip/get?expwndheight

httpJ//camera_ip/set?expwndheight=(0..max of the corresponding sensor size)
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15. Sensorcropping:

http//camera_ip/get?sensorleft
httpJ//camera_ip/set?sensorleft=(0..max of the coresponding sensor size)

http:J//camera_ip/get?sensortop

httpJ//camera_ip/set?sensortop=(0..max of the corresponding sensor size)

http://camera_ip/get?sensorwidth

http://camera_ip/set?sensorwidth=(0..max of the corresponding sensor size)

http//camera_ip/get??sensorheight
http//camera_ip/set?sensorheight=(0..max of the corresponding sensor size)

16. Image settings used as the implicit parameter listinimg.jpgimage requests:

http//camera_ip/get?imgleft

httpJ//camera_ip/set?imgleft=(0..max of the corresponding sensor size)

http://camera_ip/get?imgtop
http://camera_ip/set?imgtop=(0..max of the corresponding sensor size)

http//camera_ip/get?imgwidth
httpJ//camera_ip/set?imgwidth=(0..max of the corresponding sensor size)

httpJ//camera_ip/get?imgheight

httpJ//camera_ip/set?imgheight=(0..max of the corresponding sensor size)

http://camera_ip/get?imgquality
http://camera_ip/set?imgquality=(0..21)

http://camera_ip/get?imgres

http//camera_ip/set?imgres=("full"|"half")

17. Obtaining MAC address:
httpJ//camera_ip/get?mac
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18. Getting camera model:
To get camera’s base model number:

http//camera_ip/get?model

With parameter “fullname”, the camera returns the base model number plus feature letter.

With parameter “releasename”, the camera returns the manufacture model number plus feature letter,
or the real modelnumber.

http://camera_ip/get?model=[fullname|releasename]

For example,forthe model AV2115DN, the base model numberis 2805, the fullname is 2805DN and
the releasenameis 2115DN. All the models with the same base model have the same format and
functionality except specified features. This benefits NVRs with new modelintegration. If the NVR has already
integrated AV2805 model earlier, AV2115DN can be easily integrated and treated as an AV2805 model.

19. Getting firmware version:

httpJ//camera_ip/get?fwversion

20. Getting image processor engine version:
http://camera_ip/get?procversion

21. Getting network processor version:
http//camera_ip/get?netversion

22. Getting PCB revision

httpJ//camera_ip/get?revision

23. Store current settings into the flashmemory:

http://camera_ip/set?params=save

24 . Restore factory defaultsetting:
httpJ//camera_ip/set?params=factory

25. Custom mode settings:
httpJ//camera_ip/get<channel>?kneepoint

httpJ//camera_ip/set<channel>?kneepoint=(1..100)
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httpJ//camera_ip/get<channel>?analoggain

httpJ//camera_ip/set<channel>?analoggain=(1..10)

http://camera_ip/get<channel>?maxkneegain
http://camera_ip/set<channel>?maxkneegain=(2..7?)

http://camera_ip/get<channel>?maxexptime
http://camera_ip/set<channel>?maxexptime=(0..100)

httpJ//camera_ip/get<channel>?maxdigitalgain

http://camera_ip/set<channel>?maxdigitalgain=(32..127)

26. Alternative receiving port of the camera’s web server:
httpJ//camera_ip/get?webserverport
httpJ//camera_ip/set?webserverport=(0..65535)

27. User password with admin level of access:
httpJ//camera_ip/get?admin
http://camera_ip/set?admin=(text string of 1..8 ASCII symbols | “empty”)
NOTE: to erase the password use the reserved word “empty”.

28. User password with viewer level of access:
http//camera_ip/get?viewer
http://camera_ip/set?viewer=( text string of 1..8 ASCII symbols | “empty”)

NOTE: to erase the password use the reserved word “empty”.

29. Camera’s registeraccess:
http://camera_ip/getreg?page=(0..6)&reg=(0..255)
http://camera_ip/setreg?page=(0..6)&reg=(0..255)&value=(0..65535)

30. Maximum sensor size:
http//camera_ip/get?maxsensorwidth

httpJ//camera_ip/get?maxsensorheight

31. Motion detection settings:
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To set regularorextended motion detectionmode:
http//camera_ip/get?mdtotalzones
http:J//camera_ip/set?motiondetect=(64[1024)

To enable/disable motion alarm mode:
httpJ//camera_ip/get<channel>?mdmode

httpJ//camera_ip/set<channel>?mdmode=("on"|"off")

To enable/disable motion detectionmode:
http://camera_ip/get<channel>?motiondetect
http://camera_ip/set<channel>?moftiondetect=("on"|"off")

To set regularorextended motion detectionmode:
httpJ//camera_ip/get?mdiotalzones
httpJ//camera_ip/set?motiondetect=(64|1024)

To set motion detection zone size (32 pixels perzone):
http://camera_ip/get<channel>?mdzonesize

http://camera_ip/set<channel>? mdzonesize=(1..16)

http://camera_ip/get<channel>?mdlevelthreshold
http://camera_ip/set<channel>?mdlevelthreshold=(2..31)

http//camera_ip/get<channel>?mddetail
httpJ//camera_ip/set<channel>?mddetail=(1..255)

httpJ//camera_ip/get<channel>?mdprivacymask

http://camera_ip/set<channel>?mdprivacymask=(...)

To query motion detection result:

http://camera_ip/get<channel>?mdresult

32. Auxiliary I/O setting:
http//camera_ip/get?auxin

http//camera_ip/get?auxout
httpJ//camera_ip/set?auxout=("on"|"off")
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33. Enabling flexible cropping:
To getflexible cropping status:

httpJ//camera_ip/get?cropping

To enable/disable flexible cropping:

httpJ//camera_ip/set?cropping =("on"["off")

Note:

1. With flexible cropping off, therequested image dimension has to be divisible by 32x16 for JPEG
format orby 64x32 for H.264 format.

2. With flexible cropping on, therequested image dimension can be arbitrary (some restriction might
apply). The additional cropping information needs to be dealt by the decoder or the client
software.

3. Default setting forflexible croppingis off.

34. Binning mode setting:
http://camera_ip/get?day_binning
http://camera_ip/get?night_binning
http://camera_ip/set?day_binning=("on"["off")
http//camera_ip/set?night_binning=("on"|"off")

35. 1080p mode setting (10xx5models only):
http//camera_ip/get?1080p_mode
httpJ//camera_ip/set?1080p_mode=(“on”’|"off”)

36. Privacy mask setting:
To enable/disable privacy mask:
http://camera_ip/get?pmask
http://camera_ip/set?pmask=(“on”|"off")

To set/erase privacy mask block (32x32 pixels/block):
http://camera_ip/set<channel>?pmaskleft=0..1023)
httpJ//camera_ip/set<channel>?pmasktop=(0..1023)
httpJ//camera_ip/set<channel>?pmaskright=(0..1023)
httpJ//camera_ip/set<channel>?pmaskbottom=(0..1023)
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http//camera_ip/set<channel>?pmaskblock=(“on”|"off")
Note 1: forpanoramic models, channelnumberis required.

37. Focus and Zoom setting:
To set focus/zoom moving steps:
httpJ//camera_ip/set?focus=( fullrange | shortrange | -20.20)
http://camera_ip/set?zoom=(-20..20 | reset)

http://camera_ip/get?focus

NOTE 1: All above requests return focus value; the bigger value indicates the better focusing
NOTE 2: After set zoom/focus steps, the focus value becomes valid after the next frame

NOTE 3: This feature is only enabled in MegaDome2 models, such as AV1255, AV2255, AV5255
and AV10255

To query ifthe focusing scan is finished after setting “focus=fullrange/shortrange”. It returns “on” or
“off”.
http://camera_ip/get?focus=status

To set focus window:

http//camera_ip/get?focusleft=(0..max of the corresponding sensor size)
http//camera_ip/get?focustop=(0..max of the comresponding sensor size)
http//camera_ip/get?focusright=(0..max of the corresponding sensor size)
httpJ//camera_ip/get?focusbottom=(0..max of the corresponding sensor size)

38. Casino mode setting:
http://camera_ip/get?casino_mode

http://camera_ip/set?casino_mode=(“on"["'off")

39. DHCP, RTP multicast, MTU setting:
http//camera_ip/get?netopt

http//camera_ip/set?netopt=(decimal value of corresponding bits on/off)

NOTE 1: bit 0: DHCP IP assignment; bit 6: RTP multicast server; bit 7: MTU enable/disable
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40. Multicast related setting:

Multicast IP address:

http//camera_ip/get?streamip

http:J//camera_ip/set? streamip=xx.xx.xx.xx

Multicast Port:

httpJ//camera_ip/get?rtpport
http://camera_ip/set?rtpport=(0..65535)

Multicast SAP destinationIP:
httpJ//camera_ip/get?sapip

http://camera_ip/set?sapip=xxXX.XX.xx

41. Multicast frame rate setting:
httpJ//camera_ip/get?fps
httpJ//camera_ip/set?fps=(0..30)

42.H.264 bitrate control:

Variable bitrateis controlled by “qp” and “ratelimit” prarameters. “qp”is used to set the target
quantization parameter while the maximum bitrateis limited by “ratelimit’. The quality will be reduced to cap
the bitrate at the maximum value.

http//camera_ip/get?qp=(36..16)

http://camera_ip/get?ratelimit_mode=(“on’|"off")

http//camera_ip/get?ratelimit=(0..65535)

Constant bitrate is controlled by “bitrate” parameter by automatically adjusting image quality to
maintain the desired bitrate.
http://camera_ip/get?bitrate=(0..65535)

41.H.264 key frame and key frame interval:

http://camera_ip/set?keyframe="on"

httpJ//camera_ip/get?keyframeinterval
http//camera_ip/set?keyframeinterval=(0..65535)

42. RTSP port:
httpJ//camera_ip/get?rtspport
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http//camera_ip/set?rtspport=(0..65535)

43. Lowlight noise filter:
Set special noise filter strengthfrom 0..100%. The default is set to 0% orturned off.

httpJ//camera_ip/get?spacialfilter

httpJ//camera_ip/set?spacialfilter=(0..100)

44 . Camera name

http://camera_ip/get?name

http//camera_ip/set?namer=(up to 32 characters)

45, MTU size
httpJ//camera_ip/get?mtu
http//camera_ip/set?mtu=(512..1500)

46. |P address
http://camera_ip/get?ip

http://camera_ip/set?ip=XXXXXX.XXX.XXX

47. Subnet mask
http//camera_ip/get?subnet

http//camera_ip/set? subnet=xxx.XxXXXX.XXX

48. Default gateway
httpJ//camera_ip/get?gateway

http://camera_ip/set?gateway=xxX.XXX.XXXXXX

49. Default gateway
http://camera_ip/get?webserverport
http://camera_ip/set?webserverport=(0..65535)

Panoramic specific setting:

50. Brightness/Color equalization setting:
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httpJ//camera_ip/get?equalbirght
httpJ//camera_ip/get?equalcolor
http//camera_ip/set?equalbirght=(“on”|"off”)
httpJ//camera_ip/set?equalcolor=(“on”|"off’)

51. Vertical Alignment setting:
httpJ//camera_ip/get?vertical_alignment
http://camera_ip/set? vertical_alignment =(“on”|"off")

http://camera_ip/get<channel>?vertical_shift
httpJ//camera_ip/set<channel>? vertical_shift =(-maximum_shift.. maximum_shift)

HTTP Request Format for Transmit Data to Camera Speaker

Continuous sequence of G.711 (u-law) datacan be transmitted to Arecont Vision cameras by using the
following POST method request format:
POST /gr11?
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Chapter |V - Alternative Access Protocols

RTSP Request Fomat for Continuous H.264 Video Streaming

Reference documents for the RTSP/RTCP+SDP+RTP protocol implementation are:
» RFC 3550 for RTCP
* RFC 1889 forRTP
* RFC 2327 for SDP
* RFC 2326 forRTSP
+ RFC 3984 forthe data format of H.264 streaming over RTP

Unicast camera access:
The AVxxx5 series cameras support the RTSP protocol via TCP connections. Any RTSP request
sentto camera via UDP will be ignored. The actual video streamis transmitted by the camera using

RTP protocol. Arecont Visioncameras support two options for RTP transmission: RTP over UDP,
and RTP over TCP (RTP/AVP). The maximum number of simultaneously serviced unicast requests

or video streamsis eight.

Multicast Camera access:

The AVxxx5 series cameras support multicast h.264 video streaming. Valid multicast destination IP address
rangeis: 224.0.0.0 -239.255.255.255, defaultis 224.0.0.1. Destination multicast IP address range for SAP
is:224.0.0.0-239.255.255.255, defaultis 224.0.0.255.

Accessing video stream via RTSP commands:

An H.264 video stream is requested via RTSP using thefollowing URL. Please note that this URL will not
work in a typical web browser. A media playersuch as VLC or Apple Quicktime is required for this to function
properly.

rtsp://camera_ip/h264.sdp?res=(half | full)&x0=(0..max_sensor_width)&y0=(0..

m ax_sensor_height)&x1=(32..max_sensor_width)&y1=(32..max_sensor_height)&qp=(4..51)&

ssn=(1..65535)&[doublescan=(0|1)]&bitrate=(0..65536)]&[fps=1..100]& mic=on|off]

Where:
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Res can have value of either “half’ or “full” and specifies whether the camera should decimate the
image by a factorof 2 in each dimension or produce the full resolution image.

X0, YO, X1, Y1 are the left, top, right and bottom coordinates of the requested image window,
respectively. These values cannot exceed the size of the image sensor array for the specific camera
model and should be divisibleby 32 if Res =fulland 64 if Res = half.

QP is the quantization parameter for H.264 encoder. To achieve a higher quality video, a low gpis
needed. Recommended values are in the range (16..37);

Doublescan allows the user to specify whether the camera should delay the image output until a new
image is available from the sensor (doublescan = 0) or the image request should be seniced by
outputting the content of the image buffer that was already once output (useful for picture4in-picture
display).

SSN specifies the stream identifier. MPEG codecs induding H.264 codecs are context dependent
(decoding of the current frame depends on the previous frame(s)). The stream is a sequence of
frames of the same resolution which can be decoded sequentially by one instance of an MPEG
decoder. Accordingly, SSN is a means to distinguish different streams from one another. Use a
unique SSN for each stream with a unique image size, quality, and/or frame rate. Each camera
supports up to eight simultaneous non-identical streams. Each client musthave a unique (ip:ssn)
Bitrate is used to set up a constant bitrate of the H.264 stream in kilobits per second. If this parameter
is present in the request sting and is larger than zero then the QP parameter is ignored and the
camera adjusts quantization parameters automatically to maintain the specified bitrate.

FPS specifies the requested frame rate. Values 1 to 15 resultin the spedfied frame rate. Omitting the
fps parameter or using fps values of 0 or any values above 16 will result in maximum frame rate

which is model dependent.

The camera recognizes the following RTSP methods:

OPTIONS -requestingsupported RTSP methods;

DE SCRIBE -requestingavailable resources and their format;
SETUP -resolving the camera’s and the client’s ports;

PLAY -starting RTP video stream;

The camera also recognizes PAUSE and TEARDOWN but terminates the RTSP session when itreceives

these commands. Toresume the streamitis necessary to repeat stream initialization.

The following is a sequence of resolving camera’s parameters and starting an RTP stream:

1) Open a TCP connection on port 554 (RTSP) of the camera.
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2) Requestthe camera’s data format viaDESCRIBE. The camera will respondwith SDP
parameterset of the H.264 stream (SPS/PPS) with tracklD=1, andthe method of forming RTP data
packets and synchronization (90 KHz timer).

If the microphoneis enabled, the camera will also respond with additional SDP parameter set
ofthe G.711 (u-law) audio stream with trackiD=2, and the method of forming RTP data packets and
synchronization (8 KHz timer).

3) Specify via SETUP the client ports forreceiving the video stream.

If the microphoneis enabled, specify via the second SETUP the client ports for receiving the

G.711 audiostream.

4) Request PLAY to start the RTP video stream.

5) Receive and decode H.264 videoframes packed into fragmented RTP packets thatare
transmitted via UDP, or optionally over TCP, by the camera.

If the microphoneis enabled,the G.711RTP packets are alsotransmitted via UDP. The
G.711 RTP over TCP is not supported.

6) Atleast every 5 seconds of the RTP streamingsend RTCP feedback packets. If the camera
does notreceive any RTCP packets overa 10 second period, the session willbe terminated.

The camera sends IDR frames followed by multiple P-frames. Allframes are transmitted inthe form of FU-A
fragmented RTP packets as describedin RFC 3984. The defaultnumberof P-framesis 50, and can be
modified usingthe following HTTP command:

http//camera_IP/setreg?page=3&reg=21&val=(number of P-frames)

The current P-frame setting can be checked usingthe following HTTP command:

http//camera_IP/getreg?page=3&reg=21

Following is a sequence of resolving camera’s parameters for the AV3135, AV51x5 and AV100x5 cameras:
Afterinitiating RTSP sequence as above,in-band SPS/PPS RTP packets are inserted inthe video streamto
help switching between day/night sensors ornon-binningand binning mode.

Before sendingout every RTP I-frame data packets, thein-band RTP SPS and PPS packets will be sent. The
in-band SPS/PPS packets will help changing image parameter sets on the fly without re-initialize the RTSP
sequence. Especially when the camera switches betweenday sensorand night sensor, orbetween binning
mode and non-binning mode, the SPS and PPS packets will be issuedimmediately and thenan I-frame will

follow. Therefore, the client decoder will recognize the new parameter set and decode accordingly.
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Following is a sequence of resolving camera’s parameters and starting four RTP streams with one generic
RTSP request for AV8365/AV8185DN and AV20365/AV20185DN cameras:
1) Open a TCP connection on port 554 (RTSP) of the camera.
2) Request the camera’s data format viaDESCRIBE. The camera will respond with four SDP
parameter sets of the H.264 stream (SPS/PPS) with different Payload types (96, 97,98, 99), andthe
method of forming RTP data packets and synchronization (90 KHz timer).
3) Specify via SETUP the client ports forreceiving the video stream. The client needs to send
four SETUP's correspondingto four parameter sets. Forexample, for RTP/UDP, ports 1500-1501 for
the first parameter set with tracklD=1; port 1502-1503 for the second parameter set with trackiD=2,
ports 1504-1505 forthe first parameter set with tracklD=3; port 1506-1507 for the second parameter
set with trackiD=4. For RTP/TCP, interleaved channels 0-1, 2-3, 4-5 and 6-7 will be assigned to them.
4) Request PLAY to start the RTP video streams.
5) Receive and decode H.264 videoframes packed into fragmented RTP packets thatare
transmitted via UDP, or optionally over TCP, by the camera. RTP packets sent betweenfoursensors
can be identified by RTP Payload types (96, 97, 98, 99).
6) Atleast every 5 seconds of the RTP streamingsend RTCP feedback packets. If the camera

does notreceive any RTCP packets overa 10 second period, the session willbe terminated.

Additionally, before sending out every RTP I-frame data packets, the in-band RTP SPS and PPS packets will
be sent. The in-band SPS/PPS packets will help changingimage parameter sets on the fly without re-initialize
the RTSP sequence. Especially for AV20365/AV20185DN models, whenthe camera switches to binning
mode orswitches back to non-binning mode,the SPS and PPS packets will be issued immediately and then
an I-frame will sent. Therefore, the clientdecoder will recognize the new parameterset and decode

accordingly.

PSIA Protocol

PSIA (Physical Security Interoperability Alliance) is one of the new security industry standardized protocols
that promotes plug-and-play interoperability. Starting from firmware version 65165, PSIA protocol becomes
available on selected camera models, initially AV2805, AV2815, AV1315 and more in the future. These
cameras will be able to operate on any PSIA compliant NVR software without the need for a spedal device

driverorplug-in, thus greatly facilitate camera installation and maintenance.

To checkif a camera supports PSIA protocol or which PSIA feature set it supports, the user can open a web

browser and send the following HTTP commandto the camera:
http//camera_IP/PSIA/index
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Upon success, the camera will return a human-friendly XML file which lists the supported PSIA root services.

It is also possible to get an expanded list of PSIA senices by sending the following command which instruct

the camera to enumerate all services recursively:
http://camera_IP/PSIA/indexr

PSIA is an open standard and its documentation is available to the public at hitp:/www.psialliance.org/.

Interested users can visit the PSIA website and get latestdocumentation.
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Chapter V - Troubleshooting and Useful Tips

Connecting Directly to a Laptop or PC

In a typical scenario cameras are connected using network cables to a network switch. A camera can
also be connectedto a PC orlaptop directly by usinga cross-over network cable between the camera
and PC.

When a camera is connected directly, you may needto change the TCP/IP configuration on your PC.

For example,the PC may needto be configured to use a static IP address.

When a PoE injectoris used and connected directly to a PC, there are two networking cables. One
cable connects the PC to the PoE injector, while the other connects the injectorto the camera. Only

one of these cables should be cross-over. The other cable must be a regular, straightthrough cable.

NOTE: AVE360 cameras require a higher PoE powerclass (Class 3: from 6.49fo 12.95 Watt) than

otherArecont Vision camera models.

Switches and Routers

Note that some Gigabit switches and network adapters incompletely emulate 100BaseT signaling
levels and may notwork correctly with highbandwidth 100BaseT equipment.

Low Sharpness

Ifthe image sharpness appearsto be low:
e Checkifthelensisinfocus.
e Checkifthe lensisappropriatefora megapixel camera.
e Underthe Image Quality menudecrease compression and increase sharpness.
e Checkifthelensirisisfullyopenorcloseddown too much. Forbest resolutionand depth of

field the iris (dependingon lens make and model) should be closed by 2-3 F-stop.
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Frequently Asked Questions

1. How do I get online technical support for Arecont Vision products?
Create an account on oursupport portal located at http://support.arecontvision.com/. Once an account

has been created, a newticket can be posted and one of ourtechnical support team will follow up with
you promptly. To ensure timely responses, please make sure to loginto the support portal to post any

replies to youropen ticket.

2. What information can | provide to AV customer support for a faster response to my issues?
- Arecont Vision camera MAC address and firmware release as shown in the Aboutmenuon camera
web page or AV100 software.
If the issue is related to networking and/or AV100 software
- Switch or POE model number.
- Type of network cable eg Cat 5e (min and max distance of run)
- Type of power used (VDC, milliamps, Watts) or POE
- ComputerInformation:
- 100base-T or Gigabit card
- CPU speed, RAM, Video Card specs
- Hard disk size, and available free space.
-Please provide the Imlog.dat file and localmachine.inifile. This file can be found in XP under
“C:\Documents and Settings\All Users\Application Data\Video” and in Vista/Win7 under
“C:\Users\(YourUserName)\ApplicationData\Video Application” Or
“C:\Users\(YourUserName)\AppData\Local\VirtualStore\ProgramData\Video Application”

3. How can | obtain an RMA for a camera?
Initial RMA requests should be directed to the vendor from whom you purchased your camera. Your
vendormay be capable of processing yourrequest directly, resultingin a quick turnaround time fora
replacement camera. If thisis notpossible, please fill out a support requeston

http://support.arecontvision.com/ and a support representative will follow up to verify your claim prior

toissuing an RMA number. Please do not ship a camera back to ArecontVisionwithout an approved
RMA numberoryourreturmn will be severely delayedin processing.
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»

What type of video compression is used in Arecont Vision cameras?
Arecont Vision cameras use MJPEG in the case of model numbers AVxxx0 and H.264 for models

AVxxx5.

o

Which DVRs/NVRs support your cameras?
Several DVRs/NVRs support Arecont Vision cameras such as Bosch, March networks and Sanyo
DVRs. For a full listof verified NVRs, please see

http://www.arecontvision.com/nvrintegrationmatrix.html.

o

How much storage space is required when using Arecont Vision cameras?

The storage space requirements will vary depending on the compressibility of your imagery. Shown
below (Figure 33) is an example of a system running at 22 FPS. However, the user can spedify the
archival frequency to be lower than the full frame rate. Most Arecont Vision cameras also provide highly
sophisticated on-board motion detection. To further reduce the required storage the user has an option to
archive only those images that contain motion. Furthermore, Arecont Vision cameras support real-ime
resolution changes and image windowing on a frame-by-frame basis. The user may wish to archive
windows of interest or reduced resolution images at the high frame rate while archiving full resolution

images at the lower frame rate. A bandwidth calculatoris provided at http://www.arecontvision.com/sales-

tools.htmlto help with determining storage/bandwidth requirements.

Figure 10. Example of a system running at 22 FPS

Busy scene, lot of motion (e.g. busy parking lot)
FPS =22

Quality = 2 Storage Quality = 13 Storage Quality = 21 Storage
Resolution |Kbtyes/frame| Nbytes/Hr | Mbytes/24 Hr|Kbtyes/frame| Mbytes/Hr | Mbytes/24 Hr| Kbtyes/frame| Mbytes/Hr |Mbytes/24 Hr
2040x153( 202) 15,998 383,962 278| 22,018 528,422 463| 36,670 880,070
1920x1200 154 12,197 292,723 216| 17,107 410,573 352| 27,878 669,082
1920x1080 148 11,722 281,318 202| 15,998 383,962 329 26,057 625,363
1600x1200 128) 10,138 243,302 176 13,939 334,541 293| 23,206 556,934
1280x1024 100 7,920 190,080 139 11,009 264,211 227| 17,978 431,482
640x480 29 2,297 55,123 40 3,168 76,032 60 4,752 114,048

Quiet scene, not a lot of motion (e.g. hallway)

Quality = 2 Storage Quality = 13 Storage Quality = 21 Storage
Resolution |Kbtyes/frame| Mbytes/Hr|Mbytes/24 Hr|Kbtyes/frame|Nbytes/Hr | Mbytes/24 Hr|Kbtyes/frame|Mbytes/Hr [Mbytes/24 Hr
2040x153( 148 11,722 281,318 205/ 16,236 389,664 369 29,225 701,395
1920x1200 111 8,791 210,989 151 11,959 287,021 267 21,146 507,514
1920x108(0 103 8,158 195,782 142 11,246 269,914 247 19,562 469,498
1600x1200 97 7,682 184,378 134 10,613 254,707 233| 18454 442,886
1280x1024 69 5,465 131,155 97 7,682 184,378 165| 13,068 313,632
640x480 20 1.584 38,016 26 2,059 49,421 43 3,406 81,734
Notes: Quality refers to JPEG compression. Therefore Quality = 21 refers to high quality image
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7. Can | update all my cameras with the same version of firmware?
No, you will need to make sure you use the appropriate firmware file for your camera. There are
several vaiations of firmware update files, with the camera model being listed in the update file name.
Please ensure that the firmware file you are using contains the model number of your camera in its

file name.

8. How do Ifind out the IP and MAC addresses of my cameras?
You can find camera IP and MAC address using the AV100 Camera Installer utility. The same
information as well as the AV100 software version is displayed in the About dialog (Figure 34). To

open the About dialog, rightclick anywhere inthe live video application and select About.

Figure 11. About dialog

9. What ports are used by Arecont Vision cameras?
Arecont Vision cameras operate using TFTP on port 69, HTTP on port 80 or an alternative HTTP port
of 8080 (default) and RTSP on port 554. The alternate HTTP port can be modified through the

‘Network’ portion of the camera’s web interface.

10. What is the cost of an Arecont Vision camera?
The cost varies from camera to camera but for unparallel clarity our prices are unbeatable. AlImostall

cameras have MSRP well below $1000. Visitus online at http:/www.arecontvision.com/buy.html. Fill

out the form and our sales staff will contact you.
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11. When should | use an auto-iris camera?

The following cameras support the auto-dris function: AV1300-Al, AV2100-Al, AV3100-Al and
AV5100-Al. The auto-iris option allows for the camera to keep the lens optimally dosed when there
is sufficient scene illumination, providing good depth of focus. When the illumination diminishes the
camera automatically opens the iris, allowing more light to reach the sensor, thus extending the
sensitivity range of the camera. This option should only be used for outdoorapplications, where there
is alarge variation in illumination. In many applications the auto-irisis unnecessary. It isimportant o
keep in mind that the best image quality will still be achieved with megapixel lenses. The auto-iiis
lenses available on the market today are not megapixel and will yield the images that are less crisp
than those that can be obtained with manual megapixel lens.

12. What adjustments can be made to reduce motion blur?
The shutter speed is automatically controlled by the camera. Motion blur may occur when the camera
operates at slow shutter speeds (ong exposure times, such as the scene being relatively dark.
Arecont Vision cameras provide a number of options that allow the user to contmol auto-exposure

behaviorwhen illumination is low.

The user can set the preferred exposure time that the camera will attempt to maintain as long as
illumination level allows. This setting essentially allows the user to choose the tradeoff between gains
and exposure time at reduced light levels. There are 3 basic settings: Speed, Balance, and Quality
These settings can be selected from ‘Low Light Mode” menu Mode list. The Speed setting will result
in higher image noise but will attempt to maintain 10ms exposure time for as long as possible,
redudng motion artifacts. The Quality setting will maintain 40 ms exposure time, resulting in low-
noise image with some motion blur in low light The Balanced setting falls between Quality and

Speed.

There are also two spedal modes, High Speed and MoonLight™, which can be used for very fast
moving targets and very low illumination, respectively. High Speed mode allows the user to specify a
fixed exposure time in tems of milliseconds (from 1 to 80). While this will allow crisp video of fast
moving vehides, the side effect of this setting is that low-light performance of the camera will be
significantly worse (up to 800 times) than in default mode. Therefore, High Speed should only be

used forwell lit scenes.

The other specdial mode, MoonLight™ implements long exposure times of up to 0.5 seconds in

combination with proprietary noise cancellation technology. This mode allows viewing under
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extremely low illumination conditions. It is important to note, that MoonLight™ is NOT digital frame
integration and will offer significantly better image quality than cameras that employ digital frame

integration. However, the motion blurwill still be significant.

Setting the Low Light Mode to Speed is the first thing to try to eliminate motion blur. If that doesn't
produce enough improvement, the user may want to open the lens aperture more to allow more light
in. The user may also want to consider going with the camera equipped with auto-rislens - the lens
will open automatically as illumination diminishes. If that is not sufficent, the user may want to
consider using a lower resolution camera. For example, the 2-megapixel AV2100 has larger pixels
and has better low-light sensitivity than the 3-mega pixel product, AV3100. If that still does not yield
sufficient lowdight perfformance then, the user should consider the AV3130 day-night camera that

uses a monochrome sensorin low light conditions andis sensitive to 0.00lux .

13. Is there a link to view live video from your camera systems?

Publicly accessible cameras are currently unavailable.

14. What is the maximum physical distance between computer and Arecont Vision camera?
Typical Ethernet 100Base-T has a maximum distance of 100 meters (330 feet). The range can be
increased by using a standard powered mid-span switch. Alternatively, 3Com IntelliJack Switch that
accepts the powerover Ethernet can be usedto avoid the need to provide mid-span power supply.

15. Are Arecont Vision cameras RoHS compliant?
Arecont Vision products confimm to the Europeans Union Restrictions on Use of Hazardous
Substances in Electrical and Electronic equipment (RoHS) Directive 2002/95/EC for six regulated
substances. The certification is applicable to all ArecontVision products shipped after April 15, 2006.

16. Can we mount a motorized zoom lens from another supplier?
Motorized zoom is not supported by the camera but you can mount an external PTZ unit with

independent controls.

17. How do | access the Arecont Vision MegaPixel® WEB camera home page to view my cameras remotely?
Type htip:/200.168.100.10/index.html in your web browser, replacdng 200.168.100.10 with the

camera’s IP address.
If the camera is behind a router, you cannot access the camera directly, instead the router has to be
configured to forward incoming TCP traffic with specific destination port to the camera. For example,

you can configure the router so thatincoming TCP traffic with destination port 8080 is forwarded to

Arecont Vision 425 E Colorado St, 7th Floor Glendale, CA 91205 Revised 10/26/2012

www.arecontvision.com



ARECONT VISION CAMERA WEB PAGE & ACCESS PROTOCOLS USER MANUAL

camera 200.168.100.10 port 80, and TCP traffic with destination port 8081 is forwarded to camera
200.168.100.11 port 80, and so forth. In this way you can access all the cameras on the internal
network using only one public IP address. Different cameras are distinguished by different port

numbers.

18. Is the MegaPixel® WEB camera home page compatible with Mozilla Firefox?

You can take snapshots, view live video and adjust camera settings via Mozilla Firefox.

19. How can | access the SDK download?
Access to the SDK requires an NDA (Non-Disclosure Agreement) to be signed and approved prior to
obfaining access. More information can be provided through websales@arecontvision.com or by

accessing the support section of http://www.arecontvision.com/

20. How do the Arecont Vision cameras utilize PTZ (Pan, Tilt, Zoom)?
There is no mechanical PTZ. However, Arecont Vision cameras allow instantaneous electronic pan,
tilt and zoom by specifying PTZ window coordinates. Multiple users can each select their own
windows allowing forindependent PTZ control. Users of AV100 software can create a zoom window

and use keyboard to move the zoom window around to achieve PTZ effect.

21. What is the night performance (Lux) of the AV3130 camera?
In low-light conditions AV 3130 switches to 1.3 megapixel monochrome sensorresulting ingood
image quality down to 0.01 Lux. AV3130 is also sensitive to near-infrared illumination, allowing the

use of standard infrared illuminators as a light source.

22. When | attempt to update the firmware on the Arecont Vision camera with the firmware update option |

receive the “Ack Timeout” message. Why do | get this error?
If you get the timeoutmessage take the following steps:

o Make sure that no application, aside from FirmwareLoader.exe, is accessingthe camera
during the update

o Make sure that the camera is connected viaswitch and not with a cross-overcable

o Re-run AV Installer priorto the upgrade to make sure the camera is accessible and thereis

no IP conflict

23. Do Arecont Vision cameras support multicast?

All single sensor H.264 cameras support multicasting.
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Are there any moving mechanical partsin the AV31307?

The AV3130 does not have any mechanical moving parts inside.

What is Ethereal or Wireshark and where can | getit?
Ethereal and Wireshark are network protocol analyzers. When camera exhibit network related issues,
for example connection issues, loss of frames, etc., our technical support team may need a network
traffic log captured by Ethereal or Wireshark to help trace the issues. Ethereal can be downloaded for
free at http:/www.ethereal.com/. Wireshark is available at http://www.wireshark.org/.

How do Ireset the camera settings to the original factory configuration?
Resetting the Arecont Vision camera to its original configuration can be achieved through the builtin
web interface. To resetthe ArecontVisioncamera open yourweb browserand type
http//ip_address/set?params=factory

Replace “ip_address” with the camera’s current IP address.

How do | assign a subnet mask and gateway to my camera?
a) On the camera’s web interface, click ‘Network’ and enterthe desire information, thenclick ‘Apply’.
b) Save the changes to the camera’s flash memory by goingto Administration and clicking ‘Save all

settings to flash.

How do | save camera settings via the web interface?
Changesto settings in the web interface are saved by goingto ‘Administration’ and clicking ‘Save all

settings to flash.’

How do | set up multicasting on H.264 cameras?
You can configure multicasting via the camera’s web interface. Under ‘H.264’, check the box next to
‘Active’ under the UDP/RTP multicast stream options. You should now be ableto access the
multicaststream usingthe URL http://camera_IP/stream.sdp.

How do | automatically upload images from the camera to a website/ftp server?
Arecont Vision’s cameras do notsupport any automatic image uploads to an FTP orweb site. NVR
software is required forthe camera to streamandrecord.

What is the RTSP command for accessing an Arecont camera using a media player such as VLC?

The general command for RTSP (see page 55 formore details)is:
rtsp://camera_ip/h264.sdp?res=(halfifull)&x0=(0..max_sensor_width)&y0=(0..max_sensor_height)&d
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=(32..max_sensor_width)&yl1=(32..max_sensor_height)&qp=(4..51)&ssn=(1..65535)&[doublescan=(0
|1)]&[bitrate=(0..65536)]&[fps=1..100]
32. What PoE class are MegaVideo® and SurroundVideo® cameras?

MegaVideo® cameras are PoE class 2 and SurroundVideo® cameras are class 3.

33. What is the default IP address of Arecont Vision cameras?
Arecont Visioncameras do not have a specific default IP address. The AV100 Cameralnstallerwill
allow forcamera detection, givingthe current IP of the camera. The IP address canalso be modified
through the Camera Installer. This software comes standard on the CD included withevery camera
and is also downloadable here:

http://www.arecontvision.com/index.php?section=downloads&subsection=list_files&s_fk_category_id=
5

34. What is the default password of Arecont Vision cameras?
Arecont Visioncameras do not shipwith a password set on theweb interface. If a password is
required to secure the cameraorbecause 3™ party software requires one, log into the camera’s web
interface by typingthe camera’s IP address into your web browser. Under ‘Administration’, enter the

desired password foradmin access. The username willbe admin.

35. What is the voltage requirement for using an external power supply?
12-48VDCisrequired as marked on theback panel of the camera. Currently shippingH.264 cameras
will also accept AC powerinput. If you are unsure as to whether your camera will accept AC, check
the back panel to see if it notes 24VAC below the 12-48VDC requirement.

36. What lenses and housings work with Arecont Vision cameras?
Arecont Vision offers an assortmentof lenses and housing that fulfill almost every security need.
These lenses and housings can be found underthe Products section of

http://www.arecontvision.com/. By selecting a specific camera from the products section, a list of

recommended lenses and housings/domes are listed. If a specific applicationrequires lenses or
housings otherthan thoselisted on ArecontVision's web site, please contact yourlocal sales
representative forfurtherassistance withfindinga compatible housing.

37. Wheredo | find H.264 demo movies on the web site?

H.264 demo videos are available upon request. Please access http://support.arecontvision.com/ to

request a video.
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48. Why is multicasting not working in my web browser?
A media playersuch as VLC or QuickTime will support multicasting viaRTSP.

Firmware Upgrade Using FirmwarelLoader Utility

All models of Arecont Vision cameras are field-upgradeable since fimware version 51821. Recent H.264
models support fimware upgrade directly through the on-camera webpage, as shown in the "Administration
Menu" section of Chapter Il . However the webpage approach is not available on non-H.264 models, and it
can only upgrade one camera per time. The AV FimwarelLoader is a special utility for upgrading camera’s
firmware and hardware. It supports all camera models and can update multiple cameras by one dick. In case
there is a camera that needs to be upgraded, you can contact your distributor to obtain the latest firmware

upgrade file and utility.

Figure 12. FirmwarelLoader Uitility
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Please don't forget to disable any recording software/NVR applications priorto updatingthe firmware. Also it
is strongly recommended to temporarily turmn off Windows firewall and anfi-virus software duringthe upgrade
since itis frequently seenthat firewall and anti-virus software could compromise the FirmwareLoader's ability

to discovercameras without warning.

To upgrade a camera:
1. Startthe Application Manager, run the Camera Installerto make sure the cameras to be upgraded
are properly installed.
2. Startthe AV Firmware Loader by clickingthe corresponding Runbutton inthe AV Application

Manager. Alternatively, run FirmwarelLoader.exe.

3. Click“Find Cameras”. It may take up to a minuteto findany cameras. Once thecameras have been
found select the appropriate cameras to upgrade.
4. Toupgrade the firmware:

e Click “Upgrade Firmware” and choose the firmware upgrade file. The filename starts with
“fwupdate”, and the file extensionis .txt or.mb, depending on the model. MAKE SURE THAT
THE CAMERA MODEL YOU ARE UPGRADING IS INCLUDED IN THE FWUPDATE FILE NAME.

e The firmware upgrade will start automatically. Do not disconnect the camera at any point during
the upgrade process. When theupgrade is complete, a “Success!” message willbe displayed at
the "Result" column.

5. Toupgrade the hardware:

e Click“Upgrade Hardware” andchoosethe hardware upgrade file. The file name starts with
“hwupdate”, and the file extensionis .bin. MAKE SURE THAT THE CAMERA MODEL YOU ARE
UPGRADING IS INCLUDED IN THE HWUPDATE FILE NAME.

e The hardware upgrade will start automatically. Do not disconnect camera at any point during the
upgrade process. When the upgradeis complete, a “Success!” message will be displayed at the

"Result" column.

IMPORTANT: DISCONNECTING THE POWER TO THE CAMERA DURING THE UPGRADE WILL
RESULT IN PERMANENT DAMAGE TO THE CAMERA.
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Chapter VI - Regulatory Compliance

F CC Compliance Statement

All Arecont Visioncameras have been tested andfoundto comply with the limits for a Class A digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference when the equipment is operated in a commercial environment. This equipment
generates, uses, and can radiate radio frequency energy and, if notinstalled and used inaccordance withthe
instruction manual, may cause harmful interference to radio communications. Operation of this equipmentin a
residential areais likely to cause harmfulinterference, in which case the userwill be requiredto correct the

interference at his/her own expense.

Modifications not expressly approved by the manufacturer could void the user's authority to operate the

equipmentunder FCCrules.

1. ltissuggested thatthe useruse shielded CAT6 cables to comply with FCCrules.
Itis suggested that the useruse power-over-Ethemet supply
To comply with FCC rules when using auto-iris with AV1300, AV2100and AV3100itis also
suggested using a ferrite common mode choke Fair-Rite # 0444164281 with 1 Y2turns place on the

auto-iris lens cable three centimeters from the lens.
Terms and Conditions of Sale

1. Terms and Conditions. This saleis subject to the terms and conditions set forth below, which
supersede any and all terms and conditions set forth inany documents issued by Purchaser,
including Purchaser’s purchase order. ANY ADDITIONAL, DIFFERENT OR CONFLICTING TERMS
AND CONDITIONS HEREBY ARE OBJECTED TO BY ARECONT VISION, LLC (“AV”), AND SHALL
BE OF NO FORCE AND EFFECT. No waiveroramendment of these terms and conditions shall be
bindingon AV unless made inwriting expressly statingthatitis such a waiveroramendment and

signed by AV.

2. Limited Warranty. AV warrants to Purchaser (and only Purchaser) (the “Limited Warranty”), that: (a)
each Product shall be free from material defects in material and workmanshipfora period of twelve
(12) months from the date of shipment (the “Warranty Period”); (b) during the Warranty Period, the
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Products will materially conform withthe specification inthe applicable documentation; (c) all
licensed programs accompanying the Product (the “Licensed Programs”) will materially conform with
applicable specifications. Notwithstanding the preceding provisions, AV shallhave no obligation or
responsibility withrespect to any Product that (i) has been modified or altered withoutAV’s written
authorization; (ii) has not been used in accordance with applicable documentation; (iii) has been
subjected to unusual stress, neglect, misuse, abuse, improper storage, testing or connection; or
unauthorized repair; or (iv) is no longer covered under the Warranty Period. AV MAKE NO
WARRANTIES OR CONDITIONS, EXPRESS, IMPLIED, STATUTORY OROTHERWISE, OTHER
THAN THE EXPRESS LIMITED WARRANTIES MADE BY AV ABOVE, AND AV HEREBY
SPECIFICALLY DISCLAIMS ALL OTHER EXPRESS, STATUTORY AND IMPLIED WARRANTIES
AND CONDITIONS, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT AND THE IMPLIED CONDITION OF
SATISFACTORY QUALITY. ALL LICENSED PROGRAMS ARE LICENSED ON AN “AS IS” BASIS
WITHOUT WARRANTY. AV DOES NOT WARRANT THAT (I) THE OPERATION OF THE
PRODUCTS OR PARTS WILL BE UNINTERRUPTED OR ERROR FREE; (Il) THE PRODUCTS OR
PARTS AND DOCUMENTATION WILL MEET THE END USERS’ REQUIREMENTS; (Ill) THE
PRODUCTS OR PARTS WILL OPERATE IN COMBINATIONS AND CONFIGURATIONS
SELECTEDBY THE END USER; OTHER THAN COMBINATIONS AND CONFIGURATIONS WITH
PARTS OR OTHER PRODUCTS AUTHORIZED BY AV OR (IV) THAT ALL LICENSED PROGRAM
ERRORS WILL BE CORRECTED.

3. Exclusive Remedy; Limitation of Liability. Purchaser’s exclusiveremedy fora breach of the Limited
Warranty shall be limited to repairorreplacementof, orrefund for, the non-conforming Product (at
AV'’s sole option). Productreturned to AV for non-compliance with this Limited Warranty shall be
returned in accordance with the “Rejection/Retun” provisions below. Any refund shallbe equalto
the actual purchase price forthe applicable Product. INNO EVENT SHALL AV BE LIABLE TO
PURCHASER FORANY INDIRECT, INCIDENTAL, SPECIAL OR CONSEQUENTIAL DAMAGES
RESULTING FROM AV’'S PERFORMANCE OF FAILURE TO PERFORM, WHETHER DUE TO
BREACH OF CONTRACT OR WARRANTY, NEGLIGENCE OR OTHERWISE.

4. Repaired or Replaced Product. The warranty forrepairedorreplaced Product shall belimitedin
scope to the warranty set forth above, and shall have a duration of the greater of (i) the remaining
Warranty Period in the original warranty that was applicable to the original Product, extended by the
time elapsed between AV receiving notice of the non-conformity and Purchaser's receipt of the
repaired orreplaced Product; or (ii) ninety (90) days following delivery to Purchaser's of the repaired

or replaced Product.
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5. Shipment and Risk of Loss. AllProducts shippedby AV shallbe packagedin AV’s shipping cartons
so as to prevent damage and shall be deliveredto a common carrier FOB AV’s facility in Altadena,
CA, USA, atwhich time risk of loss shall pass to Purchaser. Allfreight,insurance,and other shipping
expenses, as well as expenses for any special packingrequested by Purchaserand provided by AV,

shall be paidby Purchaser.

6. Licensed Programs. Upon the sale of any Product to Purchaser, AV grants to such Purchasera non-
exclusive, non-transferable, royalty-freelicense to (i) install copies of the Licensed Programs in
appropriate hardware; and (ii) use the Licensed Programs for theirintended purpose. Purchaser
may make copies of any Licensed Programs only as necessary to exercise its rights authorized

hereunderand as necessary to backup the Licensed Programs.

7. Payment Paymentshall bein U.S. Dollars, andshallbe dueand payablein accordance with the
terms set forth on the applicable AV Quotation. Paymentshall be inan amount equal to the
purchase price forthe applicable Product plus all applicable taxes, shipping charges, and other

chargesto be borne by Purchaser.

8. Rejection/Retum. AllProducts shall be deemedaccepted by Purchasertwenty (20) business days
afterreceipt unless Purchaserrejects such Product within suchtwenty (20) business day period for
failure to comply with the Limited Warranty set forth in above. Upon such rejection, Purchaser shall
immediately notify AV of the rejection and shall, at AV’s option, return the Product orallow AV to
inspect the rejected Product and shall follow AV’s instructions regarding disposition of the rejected
Product. Priorto the return of any Product to AV as provided for hereunder, Purchaser shall obtain
from AV’s Technical Support Department a Return Material Authorization (“RMA”) number. Within ten
(10) business days afterreceiving an RMA numberforthe Product, Purchaser shall package the
Productin its original packing material oran equivalentand return such Product to AV orsuch other
locationas AV may designate inwriting. AV shallbearthe cost of freight and insurance for the retumn
to AV. Purchasershall enclose with thereturned Productthe applicable RMA form, and any other
documentation orinformation requested by AV. AV may refuse to accept returns of any Product not
packed and shipped as provided in this paragraph. Upon verificationthat the Productdoes not
comply with the Limited Warranty, AV shall repair, replace, or provide a refund for such Product, at
AV’s option, no laterthan thirty (30) days afterthe time AV receives from Purchaser written notice of
such return orrejection. AV shall be responsible forreturning, at AV’s cost, repaired or replaced

Products to Purchaser.
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9. General Provisions. Notwithstanding any other provision hereof, performance by AV shall be
excused to the extent that performanceis rendered commercially unreasonable by acts of God, war,
fire, flood, riot, power failure, embargo, material shortages, strikes,governmental acts, man-made or
natural disasters, earthquakes, failure orlimitation of supply, orany otherreason where failure to
perform is beyond the reasonable controland not caused by the negligence of AV. The time for
performance shall be extendedforthe time period lost dueto the delay. This Agreement shall be
governed by and construed under the laws of the State of California, USA, withoutreferenceto
conflict of laws. These terms andconditions, includingthose on the face page hereof (if any), set
forth the entire agreement and understanding of AV and Purchaser with respect to the sale and
distribution of Products, the Licensed Products and Parts and supersede all prioror
contemporaneous agreements relating thereto, written or oral, between the parties. Purchaser may
not assign itsrights ordelegateits obligations hereunder without the express written consent of AV.

Any assignment by Purchaser withoutsuch consent shall constitute a breach hereof by Purchaser.
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