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CERT Coordination Center (CERT/CC)
Software Engineering Institute
Carnegie Mellon University

● Coordinated vulnerability disclosure

CVE Board member

CVE Numbering Authority (CNA)

Cybersecurity & Infrastructure Security Agency 
(CISA)
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Definition, abstraction, precision, boundary/bridge, 

minimalism, modularity, relationships
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Spirit of CVE past
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Spirit of CVE present

Services v2.0

● ID Reservation (IDR)

GitHub submissions

● https://github.com/CVEProject/cvelist

JSON v4.0

https://github.com/CVEProject/cvelist
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Services v2.1

● ID Reservation (IDR)
● Record Submission and Upload Subsystem (RSUS)
● User Registration and Management Subsystem

JSON v5.0

● Upconversion
● Containers to support multiple sources

○ CNAs: Vendor, researcher, other?
○ ADP: Authorized Data Publisher, non-CNA, e.g., providing 

metrics or scoring data

● Better (more comptable)  package, product, version 
formats

https://cveproject.github.io/automation-transition

CVE 
automation

https://cveproject.github.io/automation-transition
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Counting 
CNAs

226 partners in 34 
countries

Services

● ID Reservation (IDR)

● Record Submission and Upload Subsystem 

(RSUS)

● User Reg
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CVE Program Roles



Linux kernel dev: A bug is a bug

People using Linux: We’d like to know if that’s a 

security bug…

11
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

Spirit of CVE future?



Coverage 
issues
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Mission focus
Identify, define, and 

catalog publicly 
disclosed cybersecurity 

vulnerabilities

Less is more? More is more?

JSON 5.0 supports a lot of additional information

● CVE ID is not a vulnerability advisory?

● Should only contain minimum necessary 

information to identify and catalog?

● More information is debt?

“We argue that a vulnerability in a CVE does not 

need any attributes beyond a unique name and a 

textual description.” (1999)
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Transparency

GitHub “pilot” will be replaced by RSUS

● A repository of CVE JSON files may be 

maintained

● Who changed what, when?

● CVE Board email is publicly archived

● Working groups vary

CVE is pro-transparency, implementation has 

scattered during growth

● A select few Board and secretariat 

communications are private
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Mapping 
vulnerabilities 
to components

Three easy steps:

1. Identify all the components
2. Identify all the vulnerabilities
3. Map intersections

The first two are serious world-class problems and 
solutions probably involve distribution and/or 
federation

● Support (not) affected component lists directly 
in  vulnerability formats?

● Graph/RDF?
● More computable version semantics
● VEX: Convey vulnerability status with “not 

affected because…” reasons
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Disputes, 
updates

Follow CNA hierarchy

● Changes, updates, disputes are highly 

dependent on the authoring CNA

● Often ends up with a Top-Level Root CNA, 

usually MITRE
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Cloud
Only a cloud service provider can assign for their 

services
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CVE for 
malicious 

code?

CVE-2022-23812

● “…node-ipc from 10.1.1 and before 

10.1.3…contains malicious code, that targets 

users with IP located in Russia or Belarus, and 

overwrites their files with a heart emoji.”
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CVE for 
malicious 

code?

CVE-2018-3779

● “active-support ruby gem 5.2.0 could allow a remote attacker 
to  execute arbitrary code on the system, caused by 
containing a malicious backdoor. An attacker could exploit 
this vulnerability to execute arbitrary code on the system.”

● "The gem duplicates official activesupport (no hyphen) code, 
but adds a compiled extension."

CVE-2017-16044

● “‘d3.js’ was a malicious module published with the intent to  
hijack environment variables. It has been unpublished by 
npm.”

● “This is essentially malware, just served up via an official 
repository. Since that does not represent a vulnerability in a 
piece of software, it is my understanding that this would not 
meet the criteria for inclusion in CVE.”
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CVE for 
vulnerabilities 

in malware?
malvuln.com
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Existential 
motivation

Distributed Weakness Filing (DWF)

Global Security Database (GSD)

Other vulnerability databases

● VulnDB and vuldb

● CNNVD and CNVD

● osv.dev

● Many more…
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Community, 
collaboration

While there could be less friction, the CVE Program 

wants, considers, and acts on input

● CNAs

● Researchers

● Anyone

● Other vulnerability databases!

https://github.com/CVEProject/cve-schema/is

sues/87
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Relationships

Predominantly supply chain relationships

● SBOM, dependency tracking

● Common use of OSS in proprietary software

“A mapping that only uses an "equals" relation will 

be limited in its completeness.” (1999)

● Standard relationship system
https://github.com/FIRSTdotorg/vrdx-sig-vxref-wip
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https://github.com/FIRSTdotorg/vrdx-sig-vxref-wip


Thank you!

Questions?

amanion@cert.org    @zmanion
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