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Introduction

© 2022 Security Weaver CONFIDENTIAL -DO NOT DISTRIBUTE-

Security Weaver has been in business for 17 years, started as an 
automated GRC Access Controls software, but has grown into 
many different offerings around SAP Security & Compliance. 

Today we are speaking on something that is relevant to every 
single organization. Retaining data, specifically SAP data, and 
analyzing it properly will help you to improve processes, security, 
employee production, and reduce costs.
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Advanced Data Analytics

• The world has gone crazy with advanced data 
analytics!

• MLB uses WAR(Wins Above Replacement) to 
measure the value and productivity of 
players. 

• How are you using advanced SAP user 
activity data to improve productivity, 
business security, accuracy in reporting, 
efficiencies in tools, and cost savings for your 
organization?   
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• Account breach identification
• Evidence of misconduct
• Vulnerability analysis and patching
• Irresponsible approvers
• Authorization creep identification
• Role design issues
• Policy flaws
• Provisioning/De-provisioning 

process issues
• User ID sharing

• Role testing
• Training and evaluation
• Roadmap planning 
• Adoption assessments
• Role inventory management
• User risk scoring
• Access re-attestation support
• Backing out configuration errors
• Problem reproduction
• Data breach identification

Why Care about User Activity Data?
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• Role Redesign 
• Forensic processes
• Excessive access management
• Proper elevated access allocations
• Segregation of Duties management
• Bonus: End user license allocations

…There are many more, but we don’t have all day

Five Example Use Cases
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• Historical information on what users are doing in your 
SAP system.

• This may include information such as the user, date, 
transaction accessed, and where they logged in from.  

• For example, user Obula logged in from Desktop-56FJFFR 
on April 12, 2020 and ran transaction SE38 (ABAP Editor) 

What Is User Activity Data?
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• Standard SAP transactions and tables…You already have it!
• STAD, ST03N (Workload, select Server, Analysis Views – Transaction 

Profile), SM20 (Security Audit Log)
• Dependent on SAP configuration
• Unless persisted outside of the system, may be limited to summarized 

data and limited to only the last 45-90 days.
• Can be downloaded, but is not report or analysis friendly
• Over time, storage and incremental security required may become 

expensive.

Where to Find It?
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• Offline
• Bulky, incremental security, and periodic batch loads

• Layered analytical tools 

• Transaction Archive (TA) from Security Weaver
• Compressed data, existing ERP security, and near-real 

time

• Built in formatting, analytical, and reporting views

How to Manage It?
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User Data for Role Redesign

real-world example: #1

• User Activity Data is the foundation and starting point for Role Redesign work
• Often, when organizations face a need to redesign their SAP user access policies and role 

structures (perhaps due to becoming a public company), it is difficult to determine which 
T-Codes are actually being used, and by whom.

• Example:
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User Data for Role Redesign

real-world example: #2

• The need for being able to analyze User Activity Data does not end once the Initial Role 
Redesign work has been completed

• Audit findings, SOD conflicts and changing business conditions will cause a continuing re-
definition of the role structure.

• Example:
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• User activity data is critical for investigating an 
account breach. Without it, there is little to no 
visibility.

• Leverage any/all available data sources

• For example, if we suspect JDOE’s account was 
compromised from April 1 to April 9 then 
ideally we’d have all JDOE related user activity 
available for this time period.

• Useful information includes: User, date, time, 
transactions used, terminal (PC) used, changes 
made by the user, audit log records

Forensics Investigation
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• Manual approach: Create report in Excel by combining data from whatever 
sources are available.

• Streamlined approach: Run the User History report in Transaction Archive 
(TA)

Forensics Investigation
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• Result = Greatly improved visibility into any at risk activities!

• Keep in mind that if no plans are put in place until a breach occurs, then it is 
too late!

Forensics Investigation
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Forensics Investigation

real-world example

• Access management is a key I.T. control that SOX audit teams will 
examine closely.  

• As it relates to access de-provisioning, auditors will require 
documented evidence that a user did not access SAP after the 
designated de-provisioning date.

• Example:
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• Common scenario: Roberto has worked at the 
company for 7 years and changed positions 
several times. He has 50 roles assigned in the 
production system.

• As Roberto changed positions, authorization creep 
has occurred. New roles were added, but old ones 
were not taken away.

• Current status – Roberto has a lot of excessive 
access that is neither appropriate nor useful. This 
causes many SOD conflicts (risks) and critical 
access violations.

Excessive user access
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• If we have user activity data for Roberto, we can begin to understand what 
access is actually being used.

• Manual approach: Download available transaction usage data and compare to 
the user’s assigned roles (role content). For example, transaction ABC was used 
which is part of role XYZ.

• Streamlined approach: Run User’s Unused Roles report in TA

Excessive user access
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• With this information at our finger tips, we can remove the unused (excessive) 
access from the user. Removal can be done in an intelligent manner which 
should not impact the user’s day to day activities.

• Result = user’s excessive unused access is removed which greatly reduces the 
number of SOD conflicts (risks) and critical access violations in the system. User 
is prevented from performing activities that are no longer appropriate for 
his/her position.

Excessive user access
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Excessive User Access

real-world example:

• When auditors find examples of users who were assigned 
excessive access, you will be required to perform Exposure Testing 
to determine the materiality of the control failure.  

• Exposure testing will require an in-depth analysis of the ACTUAL T-
Codes accessed by the impacted user during the relevant period

• Example:
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• While reviewing excessive user access, we are 
likely to discover infrequently used access that is 
currently permanently assigned to the user (24x7).

• For example, Katie (Basis team) occasionally needs 
to run certain transactions from a support and 
troubleshooting perspective. She does not use this 
access every day.

• Grant (Finance team) performs some specific 
activities only at quarter end. He does not and 
should not use this access at other times.

• This causes many SOD conflicts (risks) and critical 
access violations.

Infrequently used access
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• The goal is to identify the infrequently used access and move this access to 
your emergency access management process. For example, Security Weaver’s 
Emergency Repair (ER) solution.

• Manual approach: Download available transaction usage data and compare to 
the user’s assigned roles (role content). Pay particular attention to the usage 
dates.

• Streamlined approach: Run User’s Unused Roles report in TA

Infrequently used access
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• With this information, we can identify appropriate emergency access use cases.

• Once configured per your emergency access process and solution, the 24x7 
access (role assignment to user) can be removed.

• Result = user’s infrequently used access is removed which reduces the number 
of SOD conflicts (risks) and critical access violations in the system on a daily 
basis. When this access is actually needed, there is improved visibility and 
tracking.

Infrequently used access
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• When running an SOD conflict (risk) report on the 
user community, thousands of issues may be 
reported.

• Where to start? The results can be overwhelming 
and there is not time to investigate each and every 
conflict.

• Recommendation is to prioritize high importance 
conflicts where the conflicting transactions were 
used by the same user. Known as executed 
conflicts.

• User activity data is needed to provide this insight.

Prioritize SOD Conflicts
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• Manual approach: Download available transaction usage data and compare to 
the user’s SOD Conflicts. Look at the conflicting transactions within the SOD 
conflict. For example, has Mary used transactions FB01 (Post Document) and 
ME21 (Create PO)? This would fall under the conflict AP PO Invoice and PO 
Entry.

• Streamlined approach: Utilize Security Weaver’s Separations Enforcer (SE) 
solution which has a built in integration to TA with the SOD Live feature. Even 
when using a different SOD tool, you can utilize the TA reports to speed up the 
comparison process.

Prioritize SOD Conflicts
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• By focusing on important executed conflicts, a company’s limited time & 
resources can focus on SOD conflicts of actual importance.

• Result = Time spent more wisely! The higher priority conflicts will be the first to 
be remediated (cleaned up).

Prioritize SOD Conflicts
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• Due to the complexity and vagaries of license 
types, they are often assigned to users with little 
rhyme or reason.

• Unfortunately, this is not only inefficient but 
costly. There is often a large cost difference 
between license types. For example, a Limited 
Professional compared to Professional.

• User activity data can help appropriately optimize 
license allocation in a consistent manner.

• Why pay for an expensive license for a user that 
does very little in your system?

Bonus: Optimize SAP license allocation
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• Security Weaver’s License Management (LM) solution allows you to define 
license rules for users. LM can then automatically apply these rules and update 
the user license types.

• Result = Licenses consistently allocated, saving time and money!

Optimize SAP License allocation
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• User Activity Data can be used to support a variety 
of security and compliance processes.

• The data is already available, but how it is managed 
can be a challenge.

• If a forensic requirement is raised, it’s too late to 
start collecting data, and data not retained is as 
useless as data not collected. 

• User data can help streamline role assignment, role 
retention, and role recertification decisions.

• Segregation of Duties management processes can 
be more efficient and mitigations better prioritized.

Summary and Q&A
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Announcements

• Contact us to schedule a free demo for any Security Weaver products.

• Join our LinkedIn SWUG group!


