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Part O

Summary of Changes

The following topic is covered:

=  Summary of Major Changes to the
BSA E-Filing System
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Part 0. Summary of Changes

Summary of Major Changes to the BSA E-Filing System

Dynamic
Top-Navigation
Menu with
Integrated Search
Feature
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Part |

Homepage Overview

The following topics are covered:

= Pre vs. Post-Modernization
=  Modernized Homepage Detailed
Analysis

MENU BSA E-FILING SYSTEM



Part 1. Homepage Overview

Pre vs. Post-Modernization

BSA E-Filing System

Financial Crimes Enforcement Network

BSA E-Filing Home

" Welcome to the BSA E-Filing System

New to BSA E-Filing

A Mext Steps for Using BSA
E-F

T —— *MNEW*~ BSA E-Filing News: BFDI Report (1.28.2021) - CTR Multiple Part | Errors
BSA Filer Data Issues
= View Reports !
Alerts F
= View Alerts You are currently logged in as Matt Gardner. Last login: April 02, 2021 at 12:50:21 PM EDT.

Documentation
® Computer Based Training The BSA E-Filing System allows you to file BSA forms with FinCEN via a secure Internet connection. The sy

Frequently Asked
Questions

B Quick Reference
m SDTM Requirements
m Supervisory User Manual
® User Manual
File FinCEN Reports

= Form 3300

= Report 112 -CTR

= Report 110 - DOEP

m Report 114 - FBAR
B Report 107 - RMSB
[ ]
[ ]

Report 111 - SAR
Submit FinCEN Report

File FinCEN XML Reports
Form 8300 - 8300XBatch
Report 112 - CTRXBatch
Report 110 - DOEPXBatch
Report 114 - FBARXBatch
Report 111 - SARXBatch

ng
m Manage PIN
B Track Organization Status
® Track Status

PRE-MODERNIZATION

Organization
Management
m Authorize Users

o Manage Organization
Information

= View FO Enroliment Code g

FinCEN to share important system alerts and advisories regarding BSA reporting and allows filers to respon
messages to FinCEM.

If you are new to the BSA E-Filing System, please click on the icon below. Otherwise, for detailed informatio
E-Filing System and how it works, please refer to the "Documentation” section on the left-hand menu.

& > New to BSA E-Filing? Continue Here...

Need Help/Technical Support?

Click here to access the BSA E-Filing Technical Support Request Form.
Please be advised that the BSA E-Filing Help Desk is available Monday - Friday, 8AM - 6PM EST and is clo

holidays.

BSA E-FILING SYSTEM

== An official website of the United States govemment

BSA E-Filing System

Financial Crimes Enforcement Network

You are logged in as firefoxsul

HOME FILE NOW FILING STATUS - ACCOUNT MANAGEMENT SECURE MAILBOX

UPDATE: IMPORTANT NOTICE TO BSA E-FILERS

Filer Data Issues

NCTR)  Jul 272020

Welcome, Jane Doe!
I Last login: May 20, 2021 at 10:03:06 AM EDT

rrors (FINCENS...  May 28 2020
File Now Manage Account

NCTR) Apr 16 2020

Track Status

Filing Type Date Filed

qwqwewe SARX 03/22/2021 16:16:07 PM Transmitted

qwgwewe VTRXBATCH 02/26/2021 16:55:23 PM Rejected

qwqwewe VTRXBATCH 02/26/2021 16:32:11 PM Rejected

qwqwewe VTRXBATCH 02/26/2021 15:59:58 PM Rejected

qwgwewe VTRXBATCH 02/26/2021 14:27:22 PM Rejected
Secure Mail

Subject Date Received Sender Date Opened

There is no data to view.

R totop

Home About Feedback Help Contact Us
@ BSA E-Filing
Ny U.S. Dept. Of Treasury | FInCEN.gov | Privacy Policy | Accessibility

WEBSITE MOD OVERVIEW
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Part 1. Private Side Homepage Overview
Modernized Homepage Detailed Analysis

Access From All Subpages

1. Site Banner, Search bar & Session Toolbar
The site banner includes the official U.S. government
website indicator, the FinCEN seal, and the application
title; also includes the new search feature, which displays
results within the Support Center page on the public side
of the application; an active session toolbar (green bar)
includes the user’s username along with links to My
Profile, Help (Support Center), and Logout.

2. Top-Menu Toolbar & Hot-Topic Alert

The top-menu provides general navigation of the private
side with drop-down menu options to directly access
various sub-pages of the application. Drop-down menu
options are based on the user type and roles assigned to
the account; the hot-topic alert is displayed directly
below the top-menu and is used to display an important
message or news that FinCEN wants to draw special
attention to.

3. Footer Menu

At the bottom of all private side pages is the footer
menu, which includes links to Home, About, Feedback,
Help, and Contact Us (to create a support ticket). The
footer also includes external links to relevant sites, such
as the U.S. Department of Treasury and FinCEN.

BSA E-Filing System

Financial Crimes Enforcement Network Search Q

You are logged in as firefoxsul MyProfile Help Logout

HOME FILE NOW FILING STATUS - ACCOUNT MANAGEMENT - SECURE MAILBOX - RESOURCES - LINKS ~

UPDATE: IMPORTANT NOTICE TO BSA E-FILERS

Last login: May 20, 2021 at 10:03:06 AM EDT
A

Filer Data Issues
@ @ Ju127 2020
R0 ir May 28 2020
'Ot ind NE

Manage Account
Apr 16 2020

Filing Type Date Filed

SARX 03/22/2021 16:16:07 PM Transmitted

VTRXBATCH 02/26/2021 16:55:23 PM Rejected

VTRXBATCH 02/26/2021 16:32:11 PM Rejected
qwqwewe VTRXBATCH 02/26/2021 15:59:58 PM Rejected

qwqwewe VTRXBATCH 02/26/2021 14:27:22 PM Rejected

Secure Mail

Subject Date Received

There is no data to view.
Return to top
Home About Feedback Help Contact Us

#% BSAE-Filing
U.S. Dept, Of Treasury | FinCEN.gov | Privacy Policy | Accessibility

" WEBSITE MOD OVERVIEW

Access From Homepage Only

4. Welcome Section

Displays a welcome message with the user’s first name
and last name, along with the last login date and
timestamp. It also includes buttons to access the
following pages: Next Steps for Using BSA E-Filing
(Getting Started), Newsroom — Public Side (What's
New), and Support Center — Public Side.

5. Quick Access Icons

Includes a File Now icon to quickly access the download
report function as well as the report submission
function. Also includes the Manage Account icon to
access features such as manage organization,
view/change PIN, authorize users, etc. Available
features are dynamic based on user role(s).

6. Snapshot Windows

Includes a “snapshot” of content related to recently
posted BSA Filer Data Issues Reports, status of recent
submissions (Track Status), and recently received secure
messages (Secure Mail). Users can access these specific
pages by selecting “View Details”.




Part 2

How to File BSA Forms

The following topic is covered:

= Accessing the “File FINCEN Reports”
Page

= Accessing Your PIN for Signing BSA
Forms

= Submitting BSA Forms

MAIN BSA E-FILING SYSTEM



Part 2. How to File BSA Forms
Accessing the “File FInCEN Reporis” Page

The ability to file BSA form data—including downloading new discrete and batch
forms—can all be done from the File FinCEN Reports (A) page, accessible via:

BSA E-Filing

1. File Now (Top-Navigation Menu)

Financial Crimes Enforceme 2 t port 112 (C ort 110 {DOEP),
When selected, this top-navigation menu item takes you directly to the “File
FinCEN Reports” page. Yﬂ.%edi"ﬂs firefoxsul
FILING STATUS ~  ACCOUNT MANAGEME
. | Submit BSA Report
2' Flle Now (Homepage Icon) M . A y o discrete or batch pdf report below, enter your PIN
When selected, this homepage icon takes you directly to the “File FinCEN S mmeiene\Dos] (ChooseFiig] N
Reports” page (identical to #1 above). Last login: May 20, 2021 at 10:03:06 AM EDT

From the “File FinCEN Reports” page, filers have the ability to do the following:

stead, download and attach the batch pdf (b

b) Submit BSA Report . E'-Dl;'ldl and batch |:-dfrE|:-c-rL; must b with your PIN and saved locally prior to submission.
This section allows filers to attach a signed discrete or batch PDF form for
submission. Once attached, the filer must enter their PIN and select submit in File Now Manage Account . Download BSA Report (PDF)

order to file the BSA form.

NOTE: The post-submission process has not changed. A confirmation page is

, . i i ' : . . Track Status
displayed and an email confirmation of acceptance or rejection is delivered to the IMPORTANT! Before you download a report, please ensure the following action items are complete:
filer. The submission is also logged in the filer’s track status for tracking purposes. ' @ ° el hoobeResder/hcisbat fesder (notyetinsilled, cick hess o donnlosc and b formere
qwgwewe SARX [rermatn. e o . -
s built-in pd here for more information).
c) Download BSA Report (PDF) — VTRXEAT

This section lists all reports (discrete and batch) that are supported by the BSA E- wawewe VTRXBAT
Filing System along with links to download each. Supervisory Users have access to wquewe VTRXBAT
download all reports, however, General Users must be assigned roles to VIRXEAE
download specific reports.

NOTE: If a General User does not have assigned to their account the role to file a
specific report (discrete or batch), the “Download” link will be replaced with a “No
Access” message. A Supervisory User must assign the role if access is needed.

T,
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Part 2. How to File BSA Forms
Accessing Your PIN for Signing BSA Forms

Follow the steps below to access/manage the unique PIN that you must use to
electronically sign BSA Forms prior to submission:

1. Account Management > Manage PIN (Top-Navigation Menu)
Select the Manage PIN link from the Account Management drop-down list to
access the Manage PIN page (see #2 below).

HOME FILENOW

2. Manage PIN (Page)

Displayed on the Manage PIN page is the 8-digit PIN assigned to your account.
Enter this number when signing BSA Forms prior to submission.

REMINDER: BSA Forms must be signed on the day of submission only.

a. Request New PIN (Button)

Displayed on the Manage PIN page is the Request New PIN button. When
selected, a new PIN is generated for your account and displayed on this
page moving forward.

3. My Profile (Link in Active Session Toolbar)

Select the My Profile link from your active session toolbar to access your User
Profile Data page (see #4 below).

4. User Profile Data (Page) > PIN # (Read-Only Field)
Displayed on the User Profile page is the 8-digit PIN assigned to your account.
Enter this number when signing BSA Forms prior to submission.

VIN

You are logged in as firefoxsul

Welcome, Jane Doe!
Last login: May 20, 2021 at 10:03:06 AM EDT

File Now

Track Status

TN W =
of the United States government

BSA E-Filing System

Financial Crimes Enforcement Network P [}
1 My Profile lizln Logout

FILING STATUS - RESOURCES -

ACCOUNT MANAGEMENT - SECURE MAILBOX - LINKS -

UPDATE: IMPORTANT NOTICE TO BSA E-FILERS

Manage PIN

Your PIN is 96693515,

Filer Data Issues

The above PIN is used to electronically sign a BSA form prior to submission.
" “you would like to change your PIN, please click "Request New PIN" to have a new PIN generated.

"’R-eq uest New PIN

Manage Account

‘'User Profile Data

From this page, update the first name, last name, telephone number, and/or email address for the selected user. Click "Update" to confirm all
changes or Cancel to return to the previous page. NOTE: Fields labeled "read-only" are not editable.

First Name: Last Name:

Jan e Dcse
[refoxsux
|96693515

[fossss

[JReceive email alerts regarding the latest updates from FinCEN

User ID {read only):
PIN # (read only):
Type (read only):
Phone Number:
E-mail Address:

Organization (read only):




Part 2. How to File BSA Forms
Submitting BSA Forms

Follow the steps below to submit BSA forms (new and previously downloaded) via the
BSA E-Filing System:

0. Prepare BSA Form (PDF) in Adobe Acrobat/Reader Offline File FinCEN Reports

Whether you are filing a new report or updating a previously downloaded/filed

report, all forms are prepared offline until you are ready to submit. You must still ' | Currency Transaction Report version Number. 1.4

already have installed Adobe Acrobat/Reader and have it set as your default PDF ——

reader. Please click here for more information regarding this prerequisite. 1. Complete the reportin ts entirety with al required and known requested data provided

- urBIN. and ¢ 2. Select VALIDATE to ensure the report has no emors.

1' Complete Form — = - = . ) o ! 3. Select SIGN WITH PIN lo electronically sign the report.

Open BSA Form in Adobe Reader offline and complete. 4. Select SAVE o save a local copy of the report

. 5. Select READY TO FILE fo login to the application (the report can be closed at this time).

2. Validate Form 6. From the application, select FILE NOW to attach and submit the report

When all required and known requests data is entered, select Validate to ensure - - N - ]

the data entered is free of errors.

3. Sign with PIN
Once the form is error free, select Sign with PIN and enter the unique 8-digit code BICCISE OB S AR ]

assigned to your account. After the form is signed, it cannot be edited (unless you fy . e dt . iy m E’

select to Remove PIN). I
REMINDER BSA Forms must be Signed on the daV OfsubmiSSion only. By providing my PIN, | acknowledge that | am electronically signing the BSA report submitted.

4. save Form . - e . o B This. PDF is intended for testing purpose only. Please do not use it in a production
- o : o 1 environment.

with your PIN and savedl *1 Type of filing [ mitial report [[] Correct/amend prior report [JFinCEN directed Backfiling

Once the form is signed, select Save to retain a local copy of the form for your

records.
) The BSA forms submission process is
5. Ready to File FinCEN n 3 Trade or Business ac simplified by replacing the Submit
Once the form is signed and saved locally, it is ready to be filed. At this time, the FinCEN Report 1 ) D button on the forms with a Ready to
Ready to File button will activate. Select this button to login to the application. FinCEN u File indicator. When this new button is
A . FincEN Report 114 Sank and i : tivated, simply login and navigate t
6. Go to File FinCEN Reports, Attach Form, Re-Enter PIN, Submit - SIS, B ST S JElalls 1
' e e - the File FinCEN Reports page to attach
Once logged into the application, go to File FInCEN Reports and use the browse F D D your prepared PDF discrete or batch
button to locate and attached your completed form. Once the form is attached to form to the webpage for submission.

the page, re-enter your PIN on the page and select Submit.

MAIN BSA E-FILING SYSTEM




Part 3
How to Track BSA
Submissions

The following topic is covered:

= Accessing the “Track Status” Page
= Accessing the “View SDTM Batch
Submissions” Page

MAIN BSA E-FILING SYSTEM




Part 3. How to Track BSA Submissions
Accessing the “Track Status” Page

== An officlal website of the United States govemnment

The ability to track your BSA submissions can be done by using the BSA E-Filing

System’s Track Status feature, accessible via: ] BSA E—Flhng System

1. Track Status (Homepage “Snapshot” Window) *  Financial Crimes Enforcement Network a
Once logged into the system, located directly on the homepage is the Track
Status snapshot window that includes a list of the 5 recent submissions
associated with the user’s account. The list includes the Filing Name, Filing Type,
Date Filed, and Status of each submission.

a) Vlew Detalls (BUtton) Last login: May 20, 2021 at 10:03:06 AM EDT m SURFORT CRUTER

In order to see a more comprehensive list of all of your recent
Filer Data Issues
@ @ CTR Aggregation Errors (FInCEN CTR)  Jul 27 2020

submissions, simply select View Details to directly access the Track
SAR Other Activity Errors (FInNCEN S...  May 28 2020

You are loggedln’hlml MyProfile Help Logout

HOME FILENOW FILING STATUS - ACCOUNT MANAGEMENT - SECURE MAILBOX - RESOURCES -~ LINKS -

UPDATE: IMPORTANT NOTICE TO BSA E-FILERS

Status page.

2. Filing Status (Top-Navigation Menu) > Track Status (Link)
Access to the Track Status page can also be done by selecting Track Status from
the Filing Status drop-down list located in the top-navigation menu.

File Now Manage Account

Malidgs ACCOUNT

CTR 'Other" Errors (FinCEN CTR) Apr 16 2020

NOTE: If you are a Supervisory User, the Filing Status drop-down list will also . "
include a link to the Track Organization Status page. There you will find the =" Track Status T sem—— ]
familiar Track Organization Status table with the same search functionality

available to you prior to the update. You will continue to have access to 5 years Filing Mames PisgType  -Outst¥ed
worth of your organization’s filing history from this table. e N s o e Tt
qwqwewe VTRXBATCH 02/26/2021 16:55:23 PM Rejected
3. Track Status (Pag8) qugwewe VIRXBATCH  02/26/2021 16:32:11 PM Rejected
The Track Status page displays the familiar Track Status table with the same qrquewe
search functionality available to you prior to the update. You will continue to ququews Track Status

have access to 5 years worth of your filing history from this table. Search Fiings: Date Range: | Past 15 days ¥| Tracking 0 |
‘ Search | ‘ Reset

Filing Name | Filing Type | Date Filed BSA E-Filing Tracking ID Number of Documents Status Date | Status | BSA ID

There is no data to display. Change the search criteria for a new search.

MAIN BSA E-FILING SYSTEM




Part 3. How to Track BSA Submissions
Accessing the “View SDTM Batch Submissions” Page (select users only)

| — _— _—
== An officlal website of the United States govemnment

For select users who have been granted Secure Direct Transfer Mode (SDTM) access

by FinCEN, the ability to track your SDTM batch submissions can be done by using the ] e
BSA E-Filing System’s View SDTM Batch Submissions page: L gng: ; BSA E_Flhng System
.\ Financial Crimes Enforcement Network Q
1. Filing Status (Top-Navigation Menu) > View SDTM Batch
. . . You are logged in sul MyProfile Help Logout
Submissions (Link) =i =
HOME FILENOW FILING STATUS - ACCOUNT MANAGEMENT SECURE MAILBOX - RESOURCES -~ LINKS -

If you have the SDTM role assigned to your account, select View SDTM Batch
Submissions from the Filing Status drop-down list to access the View SDTM

pateh Submissions page (secf2 below). e s st e o) sverontcaris |
Last login: May 20, 2021 at 10:03:06 AM EDT

2. View SDTM Batch Submissions (Page)
The View SDTM Batch Submissions page displays the familiar table with the Filer Data Issues -m
same content available to you prior to the update. You will continue to have
access to 5 years worth of your filing history from this table. The list includes the

e . . CTR Aggregation Errors (FInCEN CTR)  Jul 27 2020

BSA E-Filing Tracking ID, Form Type, Date Received, Date Opened, Owner, and S S A S A——
SAR Other Activity Errors (FInCEN S... ay

Number of Filings for each submission. File Now Manage Account o 162020

CTR 'Other’ Ervors (FinCEN CTR)

UPDATE: IMPORTANT NOTICE TO BSA E-FILERS

Track Status

Filing Name Filing Type Date Filed
qwgqwewe SARX 03/22/2021 16:16:07 PM Transmitted

qwgwewe VTRXBATCH 02/26/2021 16:55:23 PM Rejected

qwgwewe VTRXBATCH 02/26/2021 16:32:11 PM Rejected

qwqwe
.

waen  View SDTM Batch Submissions
B 5 5A E Filing Trocking D | FormType | Date Received | Dato Opencd | Owner Mumber Filings

There is no data to display.

=3
MAIN BSA E-FILING SYSTEM | | WEBSITE MOD OVERVIEW




Part 4

How 1o Access Secure
Mail/Alerts

The following topic is covered:

= Accessing the Secure Mail “View
Inbox” Page

=  Sending a Secure Message

= Accessing the “Alerts” Page

MAIN BSA E-FILING SYSTEM



Part 4. How to Access Secure Mail/Alerts
Accessing the Secure Mail “View Inbox” Page

The ability to retrieve messages from FinCEN related to your BSA submissions can be ; N
done by using the BSA E-Filing System’s Secure Mail feature, accessible via: = BSA E_Filing System

. . . Financial Crimes Enforcement Network Q
1. Secure Mail (Homepage “Snapshot” Window) > View Inbox

(Link) You are logged In as firefoxsul . MyProfile Help Logout

HOME FILE NOW FILING STATUS ACCOUNT MANAGEMENT - SECURE MAILBOX RESOURCES LINKS
Once logged into the system, located directly on the homepage is the Secure Mail
snapshot window that includes a list of the 5 recent secure messages associated

, o _ . . w Jane Doe!
with the user’s secure mail inbox. The list includes the Subject, Date Received, T T P sitor [ cermmostarreo | warswew |
Sender, and Date Opened for each message.

a) View Details (Button)

In order to view a secure message from this list, simply select View
Details to directly access your secure mail inbox (i.e. View Inbox) page.

PDATE: IM TICE T¢ -Fll ’

Filer Data Issues View Details l
g ) ;

| o0 bmeatinn e iEiaremrrel LA AAcA §

e Now View Inbox
2. Secure Mailbox (Top-Navigation Menu) . [Past 15 days +| [Delete] [Reply] [Refresh]
Access to the secure mail inbox (i.e. View Inbox) page can also be done by
selecting View Inbox from the Secure Mailbox drop-down list located in the top-
navigation menu. In addition to the View Inbox link, the Secure Mailbox drop- — LR _ - i;ﬁm — RM1§E§§§T1 —

down list includes the View Outbox link that takes you to your secure mail —— Chec All Cleer Al
outbox to view all recently sent messages from your account. -

VTRXBATCH ). Rejected

NOTE: If you are a General User and do not have the role of “Secure Messenger”
assigned to your account by your Supervisory User, the Filing Status drop-down
list will not contain links related to secure mail, nor will your homepage
dashboard contain the Secure Mail “snapshot” window.

VTRABATCH 02/2 22 PM Rejected

1 View Details

»

3. View Inbox (Page)
The View Inbox page displays the familiar secure mail table with the same filter
functionality available to you prior to the update. You will continue to have
access to secure mail that has been delivered to your account within 60 days of
delivery or 30 days from opening.

MAIN BSA E-FILING SYSTEM




Part 4. How to Access Secure Mail/Alerts
Sending a Secure Message

Follow the steps below to send a secure message (new and reply) to the BSA E-Filing
System administrator:

1.

Open Secure Message (PDF) within Internet Explorer

Whether you are sending a new message or replying to an existing message, you
must open the form within the Internet Explorer browser window prior to
submission. Select Send Message from the Secure Mailbox drop-down list to open
a new secure message form, or if replying to a message from your inbox (A),
simply select the checkbox associated with the message you wish to reply to and
selected Reply.

NOTE: You must still already have installed Adobe Acrobat/Reader and have it set
as your default PDF within your Internet Explorer settings (IE is the only browser
that supports secure message send/reply at this time. Please click for more
information regarding this prerequisite.

Complete Form
Complete the form in it’s entirety.

Validate Form
When all required field data is entered, select Validate to ensure the data entered
is free of errors.

Save Form
If the form is complete and error free, select Save to retain a local copy for your
records.

Submit Form

Once the form is saved locally, the Submit button will activate. Once selected, a
confirmation of delivery message is displayed. You should also have a record of
the message in your secure mail outbox (i.e. Secure Mailbox > View Outbox)

VIN

w

BE An official website of the United States government

TREA
L S5 mtr
2 o

BSA E-Filing System

Financial Crimes Enforcement Network

You are logged in as fincenadminl

HOME FILENOW FILING STATUS ~

View Inbox

. My Profile Help Logout

ACCOUNT MANAGEMENT SECURE MAILBOX ~ RESOURCES ~ LINKS -~

UPDATE: IMPORTANT NOTICE TO BSA E-FILERS

Date Received Date Opened

| J Save

| TJ Validate m

Version Number:

BSA E-Filing Secure Message Form

*Please only use BSA E-Filing Secure Messaging for questions to FinCEN which include sensitive information.

Do NOT use BSA E-Filing Secure Messaging for:
-Responding to acknowledgements (see the BSA E-Filing User Manual section 5.7 Accessing Acknowledgements).
-Questions pertaining to operational or technical aspects of BSA E-Filing (contact the BSA E-Filing help desk at
1-866-346-9478 (option #1) or BSAEFilingHelp@fincen.gov).

Do not use the built-in Adobe Reader attachments functionality to add or delete files on this form. Use the "Add Attachment" and

"Delete Attachment" buttons on this form instead.

** Please include a contact phone number in this message so that you may be reached by phone if necessary.

Add Attachment Delete Attachment View/Save Attachment

Attachment(s): [ |



https://bsaefiling.fincen.treas.gov/SystemRequirements.html

Part 4. How to Access Secure Mail/Alerts
Accessing the “Aleris” Page

For select users who have been granted the role to received Alerts, the ability to kel i
retrieve alerts can be done by using the BSA E-Filing System’s View Alerts page: ] e

“pg: BSA E-Filing System
1. Secure Mailbox (TOp-NaVlgatlon MenU) > View Alerts (Llnk) " Financial Crimes Enforcement Network Q

If you have the SDTM role assigned to your account, select View Alerts from the

Secure Mailbox drop-down list to access the View Alerts page (see#2 below). 1O DR ot wtonee)

My Profile Help Logout

HOME FILENOW FILING STATUS - ACCOUNT MANAGEMENT H.SECURE MAILBOX RESOURCES -~ LINKS -

2. View Alerts (Page) UPDATE: IMPORTANT NOTICE TO BSA E-FILERS
The View Alerts page displays the familiar table with the same content available

to you prior to the update. You will continue to have access to alerts that has Lastlogin: May 20, 2021 at 10:03:06 AM EDT

been delivered to your account within 60 days of delivery or 30 days from

opening. The list includes the Subject, Date Received, Priority, BSA E-Filing i
ler Data Issues
Tracking ID, and Date Opened for each alert. : 3

File Now Manage Account

Track Status

Filing Name Filing Type Date Filed

qwqwewe SARX 03/22/2021 16:16:07 PM Transmitted
qwqwewe VTRXBATCH 02/26/2021 16:55:23 PM Rejected
qwa 2 VTRXBATCH 02/26/2021 16:32:11 PM Rejected

[

qwang

.
we View Alerts

There is no data to display.

MAIN BSA E-FILING SYSTEM




Part 5

How o Manage Account
Information

The following topic is covered:

Accessing the Account
Management Subpages
Accessing “My Profile” (New)

How to Authorize a New User

How to Assign Roles to a General
User

How to Manage Existing User’s
Profile & Disable Site Access

How to Manage Your Organization
Information

MAIN BSA E-FILING SYSTEM
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Part 5. How to Manage Account Information

Accessing the Account Management Subpages

The ability to manage your personal account information, as well as other user
accounts within your organization (if you are a Supervisory User), can all be done
from the Manage Account page and Account Management drop-down list:

1. Account Management (Top-Navigation Menu)
When selected, this top-navigation menu item displays the following links:
Supervisory User Access
* Authorize Users. Add a new General User to your organization.

* Manage Organization Information. View/Edit information about your
organization.

* Manage Supervisory Users. Add/Remove Supervisory User status for
any user within your organization.

* Manage Users. Manage all users within your organization, including
editing roles, editing profile information, and disabling accounts.
All Users Access
* Manage PIN. Manage your PIN used to electronically sign BSA forms.

* My Profile (New). View/Edit your personal account information.

2. Manage Account (Homepage Icon) & Manage Account

Information (Page)

When selected, this homepage icon takes you to the Manage Account
Information page (A), which lists all of the same access links (identical to #1
above).

MAIN BSA E-FILING SYSTEM

== An officlal website of the United States govemment

BSA E-Filing System

Financial Crimes Enforcement Network Search Q

You are logged in as firefoxsul MyProfile Help Logout

HOME FILE NOW FILING STATUS - ACCOUNT MANAGEMENT - RE MAILBOX - RESOURCES -~ LINKS -

‘

UPDATE: IMPORTANT NOTICE TO BSA E-FILERS
ACCOUNT MANAGEMENT -~ SH

Welcome, Jane Doe! m SUPPORT CENTER Authorize Users

Last login: May 20, 2021 at 10:03:06 AM EDT

Filer Data Issues
Manage Users
My Profile
Aggreg: E < N ) Jul 27 2020

Manage PIN
" Manage Organization Information
_

Manage Supervisory Users

SAR Other Activity Errors (FInNCEN S...  May 28 2020

File Now Manage Account

mehNow § Mandge ACCOUNt

¥

CTR 'Other" Errors (FIinCEN CTR) Apr 16 2020

“ Manage Account Information

Account Management

The following links allow you to manage information regarding your BSA E-Filing account and other BSA E-Filing users registered on
behalf of your filing organization:

Authorize Users
Manage PIN
Manage Organization Information

Manage Users
My Profile




Part 5. How to Manage Account Information
Accessing “My Profile” (New)

All users now have access to view/edit their own account information via the My e — |
. E= An official website of the United States govemment
Profile feature: .

1. Account Management (Top-Navigation Menu) > My Profile : BSA E-Filing System
o P Financial Crimes Enforcement Network [}
(Link) Bt P
When selected, the User Profile Data (A) page is displayed where you can You are logged in s firefoxsul . L Buofe ljgm

Logout
view/edit personal information associated with your account. The following data HOME  FILENOW  FILING STATUS o | ACCOUNT MANAGEMENT -

may be edited: First Name, Last Name, Phone Number, E-mail Address, and
whether or not you wish to receive email alerts from the BSA E-Filing System.

el T [ cermnastamren | wisrsTev] A
2_ My Profile (Active Session Toolbar Link) Last login: May 20, 2021 at 10;03:06 AM EDT h I Manage PIN

Manage Organization Information

. Manage Supervisory Users
Filer Data Issues @ gesup !
Manage Users

My Profile

SECURE MAILBOX - RESOURCES -  LINKS -
|

UPDATE: IMPORTANT NOTICE TO BSA C FILERS ACCOUNT MANAGEMENT ~ SH

When selected, the User Profile Data (A) page is displayed identical to the above.

Manage Account

Track Status

From this page, update the first name, last name, telephone number, and/or email address for the selected user. Click "Update" to confirm all
changes or Cancel to return to the previous page. NOTE: Fields labeled "read-only" are not editable.

First Name: Last Name:

qwgwewe User ID (read only): ,firefnxsuli
qwgwewe \ PIN # (read only): ’W
qwgwewe v Type (read only): W
Phone Number:
SECUFQ Mail Organization (read only): lroasesi

[JReceive email alerts regarding the latest updates from FinCEN

MAIN BSA E-FILING SYSTEM  ZElSSimidz2l WEBSITE MOD OVERVIEW




Part 5. How to Manage Account Information
How to Authorize a New User

Supervisory Users continue to have the ability to add a new General User to their e P——
filing organization via the Authorize Users feature: = o “New User Registration
BSA E — Flllng System [ cformn ardes (ot : o . i of your filing arganization. An email notification bo complete

1. Account Management (Top-Navigation Menu) > Authorize /W’ Financial Crimes Enforcement Network T e

i New User Informati
Users (Llnk) You are logged in as matt.gardnerl E;::“:::n ormation
When selected, the New User Registration (A) page is displayed where you can b e eSS
submit information about the new General User you wish to add to your Desireusern
. . . . . . iy . Authorize Users
organization. Once submitted, the new user will receive an email notification to — ]
. ) ) anage racters {natincluting the
complete the registration process by setting up a password and challenge Welcome, Matt Gardner! Manage Organiation nformation 3 STARTED
. . . . Last login: June 02, 2021 at 04:20:00 PM EDT First Name
questions/answers associated with their new account. R I
. . . M U
REMINDER: After the new user completes the registration process, their account Ma":gf_l = Data lssueg, | Meaeim opmons)
: o : ; y Profile
must be assign specific roles (see slide 23) or you can upgrade their account to U
Supervisory User status (see slide 24).

o CTR Aggregation Eff

SAR Other Activity Ef

File Now Manage Account
CTR "Other' Errors (Fi

Position Job Title (Optional)

1

Track Status Phane Number

Filing Name Filing Type Date Filed
Kens bsar test batch with attachment BSARBATCH 07/13/2012 08:25:51 4
CTR TEST BATCH TSN BCTRBATCH 012 09:25:49#
WARNING! WARNING! WARNING!
TEST 99 DOEP DOEPBATCH i 012 08:53:14 ¢ THIS SYSTEM IS PROVIDED FOR AUTHORIZED USE ONLY
99 3Atest 2 BSARBATCH (27/2012 11:58:1T#

99 3Atest 2 BSARBATCH /2012 11:07:48 4

MAIN BSA E-FILING SYSTEM  ZElSSimidz2l WEBSITE MOD OVERVIEW



Part 5. How to Manage Account Information
How to Assign Roles to a General User

Supervisory Users continue to have the ability to edit the roles associated with their
organization’s General Users via the Manage Users feature:

IMPORTANT: The BSA E-Filing System has combined the Manage New Users feature
(lists all newly added users to your organization) with the Manage Users feature (list
all users, new and existing, for your organization) into the single Manage Users page.

1. Account Management (Top-Navigation Menu) > Manage Users
(Link)
When selected, the Manage Users (A) page is displayed along with the table of all
users (new and existing, Supervisory and General) within the organization (this is
the same table and features available to you prior to the update). Simply select
the checkbox associated with the user account that you want to assign roles and
select the Edit Roles button (see #2 below for details about the Edit Roles page).

NOTE: You can only edit roles associated with a General User account. If you wish
to edit roles for another Supervisory User account in your organization, you must
first remove the user’s Supervisory status via the Manage Supervisory Users
feature (see slide 24 for details).

Edit Use Roles (Page)

From this page, you may select as many roles from the Remaining Roles box to
move over to the Current Roles box using the navigation arrows. Simply select
the role you want the user to have and use the left (<<) arrow button to move
the role to the Current Roles box. You may also remove roles from the account by
selecting the role from the Current Roles box and using the right (>>) arrow
button to move the role to the Remaining Roles box. Click Update when you want
to commit the changes.

IMPORTANT: If you want your General User to have the ability to receive alerts from
FinCEN, you must assign the Alerts Receiver role to their account. If you want the
user to be able to receive Secure Messages (such as submission acknowledgements,
you must assign the Secure Messenger role to their account.

VIN

BSA E-FILING SYSTEM

B= An official website of the United States government.

AL
ORI
* o .

;; BSA E-Filing System

Financial Crimes Enforcement Network
SIT

You are logged in as matt.gardnerl

HOME FILE NOW FILING STATUS - ACCOUNT MANAGEMENT -

Authorize Users

Manage PIN

! -

Welcqme, Mat_t Gardner. Manage Organization Information  * STARTED
Last login: June 02, 2021 at 04:20:00 PM EDT

Manage Supervisory Users

Manage Users

My Profile Data Is¢

Manage Users

This page displays the User Name, User ID, and whether or not their account has beer
you wish to edit and click one of the action buttons below. If a disabled account is seli

BOTGU Oned
BOTGU Two2
CSRF GU1
Delete Userl
Disable User2
Existing Org SU One
ExistingOrgSuperUser Two
FireFox U1
Greg Gregory
Hank Moore2
Jenny Lacey
Jim Jones

| WEBSITE MOD OVERVIEW

SECURE MAILBOX -

Search

Q

My Profile Help Logout

RESOURCES - LINKS -

| Edit User Roles

User Name: Greg Gregory
User ID: ggl

Current Roles:

FINCEN SARX Filer

Remaining Roles:

Secure Messenger

Alerts Receiver

FinCEN SARX Batch Filer
FinCEN CTRX Filer

FinCEN CTRX Batch Filer
8300X Filer

FinCEN 8300X Batch Filer
DOEPX Filer

FInCEN DOEPX Batch Filer ,
FINCEN RMSBX Filer

duserl
duser2
eosul
eosu2
firefoxsul
ag1
exorggul
Jlacey
ligu1




Part 5. How to Manage Account Information
How to Manage Supervisory Users

B= An official website of the United States government.

Supervisory Users continue to have the ability to edit which users have Supervisory
User status for the organization via the Manage Supervisory Users feature:

= BSA E-Filing System
1. Account Management (Top-Navigation Menu) > Manage Financial Crimes Enforcement Network Search Q
Supervisory Users (Link)

When selected, the Manage Organization Supervisory Users (A) page is

displayed (this is the same features available to you prior to the update). Simply

o g
£ tnrosC
siT

You are logged in as matt.gardnerl My Profile Help Logout

HOME FILE NOW FILING STATUS - ACCOUNT MANAGEMENT - SECURE MAILBOX - RESOURCES - LINKS ~

select the user you want to have Supervisory User status from the Remaining futhorize Users

Users box and use the left (<<) arrow button to move the user to the Current Welcome, Matt Gardner! ::::::;mm iormation 3 STARTED
Super Users box. You may also remove Supervisory User status from an account st loR e O 2R AT me———

by selecting the user from the Current Super Users box and using the right (>>) e

arrow button to move the user to the Remaining Users box. Click Update when My Profile

you want to commit the changes.

Bl «a Manage Organization Supervisory Users

Organization: Matt Gardner TEST Bank
Track Status i

Current Super Users: Remaining Users:

Matt Gardner Matt TEST Gardner TEST
Kens bsar test batch with attachment GeneralUser Test James Peterson
CTR TEST BATCH TSN Matt Gardner
TEST 98 DOEP General User9am

General User943am
99 3Atest 2

99 3Atest 2

MAIN BSA E-FILING SYSTEM | WEBSITE MOD OVERVIEW



Part 5. How to Manage Account Information

How to Manage Existing User’s Profile & Disable Site Access

Supervisory Users continue to have the ability to edit the profile information
associated with users within their organization, as well as disable their account access
if necessary, via the Manage Users feature:

1. Account Management (Top-Navigation Menu) > Manage Users
(Link)
When selected, the Manage Users (A) page is displayed along with the table of all
users (new and existing, Supervisory and General) within the organization (this is
the same table and features available to you prior to the update). Simply select

the checkbox associated with the user account that you want to take specific
action on:

2. Edit Profile (Button)

When selected for a specific user, that user’s account is displayed to the
Supervisory User via the User Profile Data page. From this page, the Supervisory
User can edit the following information about the user on their behalf: First
Name, Last Name, Phone Number, E-mail Address, and whether or not they will
receive email notifications from FinCEN. The Supervisory User will then select the
Update button to save the changes.

3. Disable (Button)
When selected for a specific user, that user’s account is disabled once the
Supervisory User selects OK from the pop-up notification that the selected
account will no longer have access to the BSA E-Filing System. If you wish to re-
enable the account, or permanently delete the account, you must contact the
BSA E-Filing Help Desk for assistance.

MAIN BSA E-FILING SYSTEM

= An official website of the United States povernment.

5 TREASY,
O Wiyt

BSA E-Filing System

Financial Crimes Enforcement Network Search (]
You are logged in as matt.gardnerl My Profile Help Logout
HOME  FILENOW  FILING STATUS » | ACCOUNT MANAGEMENT ~ | SECUREMAILBOX »  RESOURCES -  LINKS v
Authorize Users

Manage PIN
! -
Welc?me, Matt Gardner! Manage Organization Information  # STARTED W
Last login: June 02, 2021 at 04:20:00 PM EDT Message from webpage

Manage Supervisory Users

' Manage Users

- Data Issues The selected account(s) will no longer have access to the BSA
A My Profile E-Filing System.
. U A Do you wish to continue?

| Manage Users

This page displays the User Name, User ID, and whether or not their.2count has been disabled for all use - -
you wish to edit and click one of the action buttons below. If a.Zisabled account is selected, the account cannot be altered via Edit Roles.

Cancel

NOTE: If you wish to enable a user account that has.¢en disabled, or you would like to permanently delete the account, please contact the Help
Desk for assis*z=ce.

Edit Roles ““Edit Profile | B:afb{e ‘ User PrOfile Data

Check All Clear Al From this page, update the first name, last name, telephone number, and/or email address for the selected user. Click "Update” to confirm all
m changes or Cancel to return to the previous page. NOTE: Fields labeled "read-only" are not editable.
BOTGU Onet | —
BOTGU Two?2 I flr:t Name: ) !.ast Name:
SSRFGUT |  [|General 4
Delete 'Iserl I
Disable Use.? i

User ID (read only):

Existing Org SU O PIN & {read only):

ExislingOrgSuperUsd Type (read only):
FireFox SU1 |
Greg Gregory I
Hank Moore2 I [E-mail Address:

Jenny Lace - 7
JEE Organization fread only): MGTB2485

Jim Jones | -
Kyle Gordon I [IReceive email alerts regarding the latest updates from FinCEN

Phone Number:

Lane Usert
sdim test



Part 5. How to Manage Account Information
How to Manage Your Organization Information

= An official website of the United States povernment.

Supervisory Users continue to have the ability to edit information about their
organization via the Manage Organization Information feature:

1. Account Management (Top-Navigation Menu) > Manage

Supervisory Users (Link)

When selected, the Organization Information (A) page is displayed (this is the
same features available to you prior to the update). From this page, a Supervisory
User can edit all information about the organization with the exception of the
Organization Enrollment Code (this is a unique code assigned to your organization Welcome, Matt Gardner!
that allows FinCEN to group specific users within your organization). Click Update
when you want to commit the changes.

HOME FILE NOW

Last login: June 02, 2021 at 04:20:00 PM EDf

File Now

w
Trac._

Organization

Kens  Enrollment Code:

ctr:  Organization
Name:

City:

TEST

ZIP Code:
EIN:

TCC:

MAIN BSA E-FILING SYSTEM

You are logged in as matt.gardnerl

FILING STATUS -

BSA E-Filing System

Financial Crimes Enforcement Network

ACCOUNT MANAGEMENT -~

SECURE MAILBOX -~

Authorize Users Q EsAE

Manage PIN

Manage Organization Information Ii STARTED

Manage Supervisory Users

Manage Users

My Profile Data Issues

Search

WHAT'S NEW SUPPORT CENTER

My Profile Help Logout

RESOURCES - LINKS

Q

View Details

U Subject Date
D CTR Aggregation Errors (FInCEN CTR)  Jul 27 2020

SAR Other Activity Frrors (FIinCENS...  May 28 2020

Manage Account
CTR 'Other' Errors (FinCEN CTR)

Organization Information:

MGTB2485

Matt Gardner TEST Bank

TEST
2345
123456789

Address:

State:
Country:
MICR Number:

Federal Regulator
or Examiner:

Apr 162020

123 TEST Drive

Wy v

United States of America v

Internal Revenue Service (IRS)




Part 6

Additional Resources

The following topic is covered:

=  FINCEN Transaction XML Upload
= Resources & Links

MAIN BSA E-FILING SYSTEM




Part 6. Additional Resources

FINCEN Transaction XML Upload

All users continue to have the ability to upload transaction data in XML format that
has been formally requested of them by FinCEN via the FinCEN Transaction XML
Upload feature:

IMPORTANT REMINDER: This page is NOT meant for BSA data upload, such as CTR,
SAR, FBAR, DOEP, 8300, or RMSB data.

1. Secure Mailbox (Top-Navigation Menu) > Transaction XML
Upload (Link)
If your institution has received a formal request from FinCEN to gather and
upload specific data in XML format, you are directed to upload this data using the
FinCEN Transaction XML Upload (A) page. Here you will enter a unique filing
name at FinCEN’s direction and attach your XML data file that you intend to
submit. Then, after selecting the Submit button, you will receive a confirmation of
submission page along with an email notification confirming acceptance or
rejection of the submission. Your Track Status table will also be updated to
display your submission details. Unless your submission is Rejected (at which time
you must correct the reason for rejection and resubmit), there is no further
action on your part regarding the submission.

MAIN BSA E-FILING SYSTEM

—

== Anofficlal website of the United States govemment

You are logged in as firefoxsul

BSA E-Filing System

Financial Crimes Enforcement Network Search Q

MyProfile Help Logout

HOME FILENOW FILING STATUS - ACCOUNT MANAGEMENT ”‘bECUREMAILBOK - RESOURCES -~ LINKS -

UPDATE: IMPORTANT NOTICE TO BSA E-FILERS

Welcome, Jane Doe! GETTING STARTED m SUPPORT CENTER
Last login: May 20, 2021 at 10:03:06 AM EDT

Filer Data Issues
‘.

' FinCEN Transaction XML Upload

Track Stal

qwqwewe
qwqwews
qwqwews
qwqwews

qwgqwews

Use this page to upload transaction data in XML format that has been formally requested by FinCEN.

o IMPORTANT: Please do NOT attach CTR, SAR, FBAR, DOEP, 8300, or RMSB data to this page. Instead, please use the "File
Now" link to upload BSA data associated with these form types.

Filing Name
Enter a unigue filing name for tracking purposes.

Filing Name

Transaction XML Data
Click below to attach your transaction XML data to this page.
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Part 6. Additional Resources
Resources & Links

All users have the access to all supporting documentation and content (internal and
external) to help support their BSA filing requirements via the Resources and Links
top-navigation drop-down lists:

1. Resources (Top-Navigation Menu)
When selected, this top-navigation menu item displays the following links:

* BSA Filer Data Issues Reports. Directs user to the page that contains the
various high-level reports published by FinCEN regarding general filer data
issues for all BSA filers.

* SDTM Requirements. Directs user to a detailed document regarding how to
establish SDTM (Secure Data Transaction Mode) using SFG functionality.

2. Links (Top-Navigation Menu)

When selected, this top-navigation menu item displays the following links:

* Filing Information. Directs user to the public page that contains all XML User
Guides supported by the application.

* Forms Viewer Download. Directs user to the public page that contains
information regarding how to install the Adobe Reader software needed to
file BSA forms.

* NAICS Code List. Directs user to the public page that contains the list of
NAICS codes support by FinCEN.

* Frequently Asked Questions. Directs user to the public page that contains
the Support Center FAQ search feature.

* RMSB Site. Directs user to the fincen.gov page that allows them to verify
their RMSB registration status.

MAIN BSA E-FILING SYSTEM

T — i
B= An officlal website of the United States government

BSA E-Filing System

Financial Crimes Enforcement Network

a
. ‘mﬁl& Help Logout
RESOURCES - LINKS -

HOME FILENOW FILING STATUS - ACCOUNT MANAGEMENT SECURE MAILBOX

You are logged in as firefoxsul

UPDATE: IMPORTANT NOTICE TO BSA E-FILERS

Last login: May 20, 2021 at 10:03:06 AM EDT
Filer Data Issues

CTR Aggregation Errors (FInCEN CTR)  Jul 27 2020

SAR Other Activity Errors (FInCEN S... May 282020

File Now Manage Account
CTR 'Other’ Errors (FinCEN CTR) Apr 16 2020

Track Status

Filing Name Filing Type Date Filed

qwqwewe SARX 03/22/2021 16:16:07 PM Transmitted
qwqwewe VTRXBATCH 02/26/2021 16:55:23 PM Rejected
qwqwewe VTRXBATCH 02/26/2021 16:32:11 PM Rejected
qwqwewe VTRXBATCH 02/26/2021 15:59:58 PM Rejected

qwqwewe VTRXBATCH 02/26/2021 14:27:22 PM Rejected



Addifional Support

If you have an questions regarding the updates outlined in this presentation,
please feel free to submit a Help Ticket. Our support team will get back to you as
soon as possible.

As a reminder, the Help Desk is available Monday through Friday from 8 a.m. to 6
p.m. EST. Please note that the Help Desk is closed on Federal holidays.
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https://bsaefiling1.fincen.treas.gov/HelpTicketForm

