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Hawaiian Electric Company, Inc. 

 
 

 Smart Meter Procurement 
Request for Proposal 

031214-02 

 

EXECUTIVE SUMMARY 
 
The Hawaiian Electric Company, Inc. (Hawaiian Electric) is an energy utility, regulated by the State 
of Hawaii’s Public Utilities Commission (PUC), providing electric generation, transmission, and 
distribution services. Hawaiian Electric is a wholly owned subsidiary of Hawaiian Electric 
Industries, Inc., which is a publicly owned corporation. Hawaiian Electric has two subsidiaries, 
Maui Electric Company, Ltd. (Maui Electric), and Hawaii Electric Light Company, Inc. (Hawaii 
Electric Light). Hawaiian Electric, Maui Electric, and Hawaii Electric Light are collectively 
referred to for purposes in this document as “The Companies.” 

The Companies are currently seeking proposals for the procurement of approximately 500,000 
single-phase, three-phase, and CT-rated smart meters. The purpose of this procurement is to 
enable the continued rollout of The Companies’ smart grid.  
 
The Contract Document scope of work of the successful Meter Supplier, upon bid award, 
includes the Delivery of up to 500,000 smart meters, including a preliminary field test of a 
limited number of meters. Additionally, The Companies expect the Meter Supplier to provide 
technical training to The Companies. Therefore, in order for bidders to submit a complete 
proposal, a complete response to the Meter Functional Requirements spreadsheet (Attachment E) 
is required to verify the meters’ compatibility with the needs of The Companies and the existing 
advanced metering infrastructure (AMI). 
 
Bidders shall also submit the Detailed Cost Template (Attachment F) to offer The Companies the 
opportunity to evaluate and compare pricing.   
 
The capital project identified in this request for proposal (RFP) is targeted to start in 2015 and be 
completed (delivered) by 2019. Training work is expected to begin in late 2015 but may fall into 
2016 if deemed necessary by time constraints.  
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Toni Mitobe-Shuster shall be the main point of contact and lead the coordination of the bidding 
and procurement process. Please contact: 
 
Hawaiian Electric Company 
Attention:  Toni Mitobe-Shuster, CP11-UP 
900 Richards Street 
Honolulu, HI 96813 
 
The Hawaiian Electric AMI Division shall be the main point of contact and lead the coordination 
of this project after bid award. 
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1.0 Request for Proposal 

1.1 Proprietary Rights and Confidentiality 
This request for proposal (RFP) has been prepared exclusively for The Companies and is 
proprietary in nature. The Companies reserve all copyrights for this document and its 
constituent parts and prohibit any unauthorized use or reproduction hereof. All portions 
of this RFP and Attachments are designated as confidential (“Confidential Information”). 
Confidential Information shall not be disclosed to third parties without The Companies’ 
prior written consent, except that the bidder may disclose Confidential Information to the 
bidder’s consultants, affiliates, attorneys or potential subcontractors who need the 
Confidential Information for purposes of preparing a responsive proposal, and provided 
that such recipient is advised of the confidentiality of the Confidential Information and is 
bound by the Non-Disclosure Agreement (NDA) currently executed with The Companies 
for this RFP. 

1.2 Proposal Schedule 
The Smart Meter installation Project has the following bid schedule: 

RFP Issue  Thursday, March 5, 2015 
Intent to Submit Bid Form Due  Tuesday, March 10, 2015  2:00 PM 

Deadline for Questions  Friday, March 13, 2015, 2:00 PM 
Bids Due  Monday, March 23, 2015, 4:00 PM 

                                                                                 (Hawaii Standard Times [HST]) 

1.3 Intent to Submit Bid Form 
Please submit the “Intent to Submit Bid” form (Attachment A) to the contact person 
specified in Section 1.5 of this RFP by 2:00 PM HST, Tuesday, March 10, 2015. This 
confirms the bidder’s intention to submit a proposal. The Companies reserve the right not 
to consider any proposal from a potential bidder who does not provide timely 
confirmation.  
 

1.4 Bid Submittals 
Bids are due on or before 2:00 PM HST on Monday, March 30, 2015 (the Proposal 
Due Date). The Companies in their sole discretion may cancel or postpone the Proposal 
Due Date at any time by providing notice to each potential bidder, which notice shall be 
deemed an amendment of this RFP.  
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One (1) hard copy of the proposal shall be delivered to and received by The Companies at 
the following addresses on or before the Proposal Due Date: 

Via U.S. Postal Service 
Hawaiian Electric Company, Inc. 
PO Box 2750 
Honolulu, HI  96840-0001 
Attn:  Toni Mitobe-Shuster, Hawaiian Electric Purchasing (CP11-VP) 
 
Via overnight mail or hand delivery 
Hawaiian Electric Company, Inc. 
820 Ward Avenue 
Honolulu, HI  96814 
Attn:  Toni Mitobe-Shuster, Hawaiian Electric Purchasing (CP11-VP) 

 

Hawaiian Electric Purchasing will record the date and time of receipt of proposals. 
Hawaiian Electric Purchasing’s record of receipt will be deemed controlling in the event 
of any dispute whatsoever relating to the delivery of a proposal. The Companies may 
reject proposals that are delivered after the Proposal Due Date, or otherwise not in 
conformity with the requirement of this RFP, at their sole discretion and without notice to 
bidder. 

The proposal shall be signed and dated by one having authority to contractually obligate 
the bidder by the terms of the proposal. 

The hardcopy proposal shall be contained in a sealed envelope with the following 
information shown on the package: 

Response to Smart Meter Procurement 
RFP No. 031214-02 

Confidential Sealed Bid Proposal 
Deliver to Toni Mitobe-Shuster (CP11-VP) 

 
The bidder’s company name and address shall also be noted on the package. 
 
An electronic copy of the proposal may also be submitted (but not in place of the hard 
copies) to a.mitobe-shuster@Hawaiianelectric.com. 
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1.5 Bid Validity Period 
All bids submitted shall be valid for a period of twelve (12) months after the Proposal 
Due Date.  

1.6 Bid Proposal 
Bid proposals as noted in Section 3.0 shall include and address each of the following: 
Transmittal Letter 

Executive Summary 

Scope of Work 

Detailed Project Schedule & Detailed Work 
Plan 

Experience, Qualifications, and References 

Detailed Pricing 

Functional Requirements Response 

Technical Requirements Response 

Acceptance of, or exceptions taken to, the 
Purchase Contract (“Contract Document”) 

Exceptions taken, if any, to the RFP 

 
The documents that will govern the services to be delivered under this RFP shall consist of the 
provisions set forth in the Purchase Agreement, the applicable work authorization(s), and the 
statements of work describing specific services to be provided to The Companies incorporated 
into the applicable work authorization), and all exhibits attached to or incorporated into the 
foregoing (collectively, the Contract Documents). 

1.7 Additional Information 
After the receipt of the proposals, The Companies may request additional information to 
clarify the bidder’s proposals via email or a conference call. Failure by a bidder to 
provide the additional information or to participate in such requested meeting without an 
excused reason acceptable to The Companies in their sole discretion may be cause for 
disqualification. The Companies may negotiate with one or more bidders, as The 
Companies may determine in their sole discretion. 
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1.8 Bidder’s Responsibilities 
Each bidder has the sole responsibility for carefully reviewing the RFP and all 
attachments and for thoroughly investigating and informing themselves with respect to all 
matters pertinent to this RFP, its proposal, and its anticipated performance under the 
Contract Document. 
 
Each bidder is responsible for proposing all terms, conditions, agreements, and services 
that will be required for its successful completion of the smart meter delivery. 
 
In preparing and submitting proposals, bidders shall not rely upon any oral statements 
made by The Companies’ employees, consultants, or agents. 
 
Each bidder shall be solely responsible for and shall bear all costs incurred in its 
preparation of its proposal and/or its participation in this RFP, including, but not limited 
to, all costs incurred with respect to the review of the RFP documents, site visits, third-
party consultant consultation, and investigation and informing itself with respect to 
matters pertaining to its proposal and this RFP, and same shall not be reimbursed by the 
Companies to any bidder, including the selected potential Meter Supplier. 
 
Each bidder should clearly identify each page in its bid that it considers confidential or 
proprietary. Regardless of the confidentiality of any information submitted, all such 
information may be subject to review by the Hawaii Public Utilities Commission (PUC) 
or any other governmental authority with jurisdiction relating to these matters and may be 
subject to discovery in legal proceedings. Under such regulatory and legal circumstances, 
The Companies will make reasonable efforts to preserve bidders’ confidential 
information, including that such information be filed under seal. 

1.9 Modification of Proposal 
A proposal may be modified at any time prior to the Proposal Due Date. 

In order to modify its proposal, the bidder shall submit a revised proposal, clearly 
identified as such, which expressly supersedes and replaces the earlier proposal from the 
bidder; the revised proposal shall identify the date of the earlier proposal that it is 
superseding and replacing. 

Revised proposals are subject to all requirements of this RFP, shall not incorporate or 
rely upon the proposal that it is superseding and replacing and shall be delivered to or 
received by The Companies on or before the Proposal Due Date. 
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A proposal may not be modified or revised after the Proposal Due Date. 

1.10 Withdrawal of Proposal 
A proposal may be withdrawn at any time prior to the Proposal Due Date. 

A proposal will be deemed withdrawn upon receipt by The Companies of a hardcopy 
“Withdrawal of Proposal” notice delivered to the office identified in Section 1.5 above, 
on or before the Proposal Due Date. 

Proposals that have been withdrawn pursuant to this section will not be considered by 
The Companies and may be discarded. 

Proposals may not be withdrawn after the Proposal Due Date for any reason, including, 
but not limited to, errors or mistakes. 

1.11 Correction of Errors in Proposal 
A bidder may correct errors in its proposal prior to the Proposal Due Date by 
modification or withdrawal of a proposal pursuant to Sections 1.10 or 1.11, above. 

After the Proposal Due Date, only The Companies are authorized to correct errors in the 
proposals. 

Minor errors in a proposal that The Companies detect after the Proposal Due Date may be 
deemed waived, or the bidder may be allowed to correct such error if The Companies 
determine it is in their best interest to do so. 

Errors in proposals that The Companies detect after the Proposal Due Date, when the 
error is patent and the correct information is clearly evident, may be corrected by The 
Companies. Examples of such errors may include typographical errors, errors in 
extending unit prices, arithmetical errors, and transposition errors. 

1.12 Opening of Proposal 
The Companies will open proposals on or after the Proposal Due Date as The Companies, 
in their sole judgment and discretion, deem appropriate. Bidders are not entitled to be 
present for The Companies’ opening of proposals.  

1.13 Evaluation of Proposal 
Proposals will be considered in conjunction with information submitted by other bidders 
as well as any additional information as The Companies, in their sole discretion, deem 
appropriate. 
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The evaluation of proposals will be based upon criteria that The Companies, in their sole 
judgment and discretion, believe to be in the best interest of The Companies and their 
customers. Bidders shall not be entitled to disclosure of The Companies’ evaluation 
criteria or information pertaining to The Companies’ actual evaluation and analysis of 
proposals. 

The Companies shall have the right to reject any proposal, which The Companies, in their 
sole judgment and discretion, believe to be unsatisfactory or unresponsive, and may, as 
well, at any time up to the award of the Contract Document, withdraw this RFP and elect 
not to award the Contract Document. 

Subject to the foregoing, and other factors in their best interest, The Companies will 
review, evaluate, and recommend selection of a winning proposal based on the following 
evaluation criteria: 

• Cost Proposal 

The bidder’s proposal shall provide a per-meter cost in accordance with the Meter 
Functional Requirements (Attachment E). Quantities for each meter form and 
class are provided in the Customer and Meter Counts (Attachment H). The bidder 
will be compensated for hardware delivered and expenses incurred under this 
Contract Document on a time and expenses basis, with monthly invoicing 
requirements as described in Section 2.4. 

• Responsiveness to Bid Specifications and Requirements 

Bids initially will be screened for completeness and compliance with the Bid 
Proposal Requirements as described in Section 3.0. 

• Bidder Experience and Qualifications 

The bidder’s experience is another evaluation criterion. 

• Acceptance of Contract Document Terms & Conditions 

This refers to the acceptance of the Contract Document terms by the bidder. Any 
proposed modifications to, or disagreements with, the Contract Document will be 
evaluated here.   
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1.14 Award 
The Companies reserve the right to award the Contract Document to the bidder that, in 
The Companies’ sole judgment and discretion, has provided a proposal that is in the best 
interests and provides the best value to The Companies and their customers. 

The Companies reserve the right to award the Contract Document to other than the lowest 
bidder. 

The Companies reserve the right to determine not to award the Contract Document, or to 
re-bid, restate, revise, or cancel this RFP or any project related to the RFP. 

The Companies shall not be required to identify to any bidder the basis upon which it 
awarded the Contract Document to the selected bidder and/or rejected the proposals of 
any other bidder. 

This RFP will be awarded to the successful bidder as a whole package, or in partial. 

1.15 Notification of Award 
The Companies will notify the bidder of its selection, by phone, electronic mail, or other 
means. 

The selection is provisional until execution of a Contract Document by The Companies 
and the selected bidder. Until such time, The Companies may revoke or change their 
selection for any reason, including but not limited to failure of The Companies and the 
selected bidder to agree on final terms for the Contract Document.  

1.16 Protest of Appeal of Award 
No bidder shall have the right to protest or appeal the award of the Contract Document 
made by The Companies. 
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2.0 Project Background and Objectives 

2.1 Hawaiian Electric Company 
Hawaiian Electric is a wholly owned subsidiary of Hawaiian Electric Industries, Inc., 
which is a publicly owned corporation. Hawaiian Electric has two subsidiaries, Maui 
Electric and Hawaii Electric Light. Hawaiian Electric, Maui Electric, and Hawaii Electric 
Light are collectively referred to for purposes in this document as “The Companies”. 

Additional information can be found at www.hawaiianelectric.com or will be made 
available upon request. 

2.2 Smart Meter Procurement 
Smart grid modernizes the electric grids, enables more renewable energy, reduces outage 
times, increases the efficiencies of our operation, reduces costs, and, most importantly, 
delivers tangible benefits to our customers. The Companies propose to implement smart 
grid on all five islands served (Oahu, Maui, Lanai, Molokai, and Hawaii). 

The Companies’ overarching goal is to successfully implement a smart grid that brings 
the greatest benefit to customers: implementing a smart grid, efficiently and cost-
effectively. Smart grid brings enormous changes for The Companies, for The Companies’ 
customers, and for the state of Hawaii. The Companies’ plans reflect their understanding 
of the complexity of this undertaking. As the Hawaii PUC requested, The Companies 
have developed a roadmap and business case. As such, The Companies have based their 
roadmap and business case on a review of other smart grid implementations and on 
carefully specified fundamental assumptions, documented in The Companies’ Smart Grid 
Roadmap and Business Case.1  

This RFP is designed to identify the most suitable bidder to supply The Companies with 
smart meters for integration with the Silver Spring Networks’ (SSN’s) AMI, as part of 
The Companies’ smart grid initiative. The meters are fundamental to the overall 
initiative. 

2.3 Project Objectives 
The key objectives of the Smart Meter procurement include the following: 
 

• Procure meters, factory-stage (including installation of SSN Network Interface 
Card [NIC]), conduct First Article Testing and ship the smart meters 

1 A PDF of The Companies’ Smart Grid Roadmap and Business Case is available here: 
http://www.solari.net/documents/portfolio/Solari-Smart-Grid-Roadmap-&-Business-Case.pdf 
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• Supply a limited number of meters for 2015 field test 
• Provide training on the smart meters to be installed as part of the smart grid 

project 
• Provide equipment warranty for the Smart Meters 
• For any rework, reimburse The Companies or complete the rework at the Meter 

Supplier’s own cost as appropriate to limit multiple customer visits 
 
As stated in the Executive Summary, this capital project is targeted to start and be 
completed (delivered) by the end of 2019. Training work will take place in 2015.   

2.4 Pre-Bid Responsibilities  
This section provides a description of what The Companies anticipate a successful bidder 
(“Meter Supplier”) shall do in advance of providing a proposal. The following tasks are 
not included as part of the contract deliverables, but shall be submitted as part of the 
proposal submittal:  
 
1. Perform a review of the SSN Communications Data Sheet 
2. Complete Functional Requirements Assessment 
3. Complete Technical Requirements Assessment 
4. Familiarity with Enterprise Program Management Office (EPMO) Project 

Management  

2.5 Contract Task Descriptions and Deliverables 
This Section provides a description of the minimum tasks to be performed by the Meter 
Supplier to meet the Contract Document functional and technical requirements and 
meter quantities.   

 
a. Task 1: Meter Preparation, Quantities, and Project Schedule  
Meter Suppliers shall prepare all meters with the SSN NIC installed at the Meter 
Suppliers’ factory prior to shipment. 
 
The Companies require batteries to be installed and connected on Time of Use (TOU) 
meters. 
 
The Companies expect Meter Suppliers to deliver meters in accordance with the meter 
quantities and delivery schedule shown in the following table:  

Quantities  485,000 smart meters (300,000 Oahu; 100,000 Maui, 
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Molokai, Lanai; 90,000 Hawaii) 
Meter installation 
schedule 

Oahu 2016-2019, Maui 2016-2018, Molokai 2016, 
Lanai 2016, Hawaii 2016-2018 

 
The Meter Supplier should refer to Attachment H for information regarding the meter 
types for each of The Companies’ service territories and the combined total meter 
quantity, including 5 percent spare meters. Note that the information is based on 2013 
SAP-CIS data. Total residential meter quantities by class for all service territories are 
shown in the following table: 

Form  Class               Total   Total + 5% spares 
1S CL100 728 764 
2S CL200 379525 398501 
2S CL320 779 818 
12S CL200 55539 58316 
3S CL20 181 190 
45S (5S/35S) CL20 2288 2402 
36S (6S) CL20 4827 5068 
9S (8S/946S) CL20 3209 3369 
16S (14S/15S) CL200 20776 21815 

    Total   467852 491243 
 
Total self-contained Commercial and Industrial single phase and three phase meter 
quantities by class for all service territories are shown in the following table: 

Self-Contained Single Phase C&I Total 

Form  Class Total 
1S CL100 288 
2S CL200 26311 
2S CL320 50 
12S CL200 5962 

   Total   32611 
 

Self-Contained Three Phase C&I Total 

Form  Class Total 
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16S (14S/15S) CL200 20554 
 
 
Additionally, The Companies require the Meter Supplier to provide a 500-meter sample 
in 2015 (date agreed upon by both parties) to allow The Companies to install and test the 
meters’ functionality and network compatibility prior to authorizing full procurement and 
shipment. The sample meters will be divided between The Companies as follows: 
 

• Hawaiian Electric: 300 Meters 
• Maui Electric: 100 Meters 
• Hawaii Electric Light: 100 Meters 

 
The Companies reserve the right to adjust meter quantities as needed. 

 
b. Task 2:     Factory Staging, Testing, and Delivery 

 All meters shall be tested by the meter manufacturer and appropriate proof of testing shall 
be provided to The Companies. The Meter Supplier will meet the following requirements: 
 

1. Factory Staging and Testing 
 

The Meter Supplier shall stage and test the meters prior to shipping, at the Meter Supplier’s 
premises, where all programming will be performed, and NICs installed. Seven (7) full sets of 
system documentation in printed form and one (1) set of electronic files shall be provided as 
part of the Factory Staging and Testing. 

The intent of the Factory Staging and Testing is to demonstrate to The Companies that the 
meters are ready for shipment and installation.  

System configuration and testing at the Factory: 

a) The Meter Supplier will work together with The Companies’ Meter Shop in order to 
develop meter programs and meter templates that will be used to configure meters for 
ordering 

b) The Meter Supplier shall install SSN NICs on all meters prior to shipping 
c) The Meter Supplier shall test all meters and deliver the TEST FILE to The 

Companies in the format required by The Companies (see attached TEST FILE 
requirements document – Attachment J) 

 
Requirements: 
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a) The Meter Supplier shall submit the Test plan documenting the testing to be 
performed during staging for The Companies’ approval three (3) weeks prior to 
Factory Staging and Testing. 

b) The Meter Supplier will provide all necessary personnel and test equipment 
needed to conduct Factory staging and testing. Any deviations and test failures 
will be resolved at the Meter Supplier’s expense 

c) Failed tests will be documented, corrected, and re-tested. All defective 
components will be replaced and re-tested. Defective equipment that cannot be 
corrected will be replaced at the expense of the Meter Supplier. All tests where 
the results may be affected by the corrective actions will be repeated 

d) The Meter Supplier will provide the fully executed and completed Test File and 
related document to The Companies. 

 
2. Cybersecurity Testing 

 
The Meter Supplier shall hire a third-party subcontractor to perform a penetration test 
to ensure access to the meter hardware is secure and shall provide an unedited, 
unredacted copy of the third-party penetration test report to Hawaiian Electric. The 
Meter Supplier shall submit a signed document describing each test that was 
performed and the results of each test to indicate the effectiveness of the 
cybersecurity protection mechanisms (pass/fail). For any failed tests, the Meter 
Supplier shall provide a mitigation plan, implement corrective measures as 
appropriate, and re-test. Documentation shall be provided to indicate successful 
mitigation. 

 
3. Delivery  

 
“Delivery” means the transportation of all equipment to the project sites.  

The Meter Supplier shall deliver the equipment to the following addresses: 

Hawaiian Electric 
799 King St 
Honolulu, HI 96813 (Between 9:00 a.m. and 2:00 p.m.) 

Maui Electric 
210 West Kamehameha Ave 
Kahului, Maui 96732  

Hawaii Electric Light 
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54 Halekauila Street 
Hilo, HI 96721  

The Meter Supplier shall be responsible for the risk of loss or damages that occur 
during delivery and manufacturing defects of the proposed equipment. 

All loading, crating, and skidding used in the shipment of the equipment shall be the 
property of the Meter Supplier and shall be removed by the Meter Supplier from The 
Companies’ premises immediately following The Companies’ request. 

Task 2 Deliverables shall include, but not be limited to, all of the above mentioned 
and: 

• Compilation and summary of data collected in the factory lab testing 
scenarios 

• Drawings/specs of the factory lab test setup 
• Assessment of the recommended equipment as determined by the factory 

lab testing 
• Any proposed modifications to recommended equipment resulting from 

the lab testing 
• Cybersecurity test document 
• Proof that all meters have been tested 
• Seven (7) full sets of system documentation in printed form and one (1) 

set of electronic files, provided as part of the FAT documentation (which 
includes deliverables listed above) 

• Delivery of equipment to the sites, per above requirements 
 

c. Task 3:     Training 
The Meter Supplier shall provide on-site training to The Companies’ personnel 
(approximately 45 participants) on the smart meters. There will be one training 
class on each of the three islands of Oahu, Maui, and Hawaii.  
 
The purpose of the training is to enable The Companies’ personnel to be able to 
perform basic maintenance of the equipment (i.e., module change-out, alarm 
recognition, basic system monitoring, etc.) and to modify on-board programming 
required for new customers or customers switching rate structures.  
 
The Trainer shall assume that most class participants have limited knowledge and 
experience on smart meters. Requirements are described below: 
 

1. Trainer Certification 
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All training personnel shall be fully trained, certified instructors in the 
discipline on which they provide training. 

 
2. Training Material 

The Trainer shall provide all training aids, manuals, workbooks, etc. 
necessary for the proposed training class in both printed and electronic 
format. 
 

3. Training shall include, but not be limited to: 
a. Meter configuration 
b. Test equipment use (test equipment to be provided by Meter 

Supplier) 
c. Use of diagnostic troubleshooting and maintenance tools 
d. Firmware update methodology 
e. Remote programming of meters 

 
4. Classes 

a. Bidder shall provide two training class on Oahu, Maui, and Hawaii 
(2 for each island for a total of 6 classes)  

i. Provide classroom training to be scheduled and completed 
during the week prior to equipment arrival. Location for 
this classroom training is currently assumed to be at 
Hawaiian Electric’s meter shop, Maui Electric’s Meter 
Shop, and an offsite location within 5 miles of the 
Hawaiian Electric Light’s Hilo Meter Shop to be arranged 
by the Meter Supplier. 

ii. Provide one week of Operation and Maintenance training 
after Final FAT is completed and approved. Location for 
this training is currently assumed to be at Hawaii Electric 
Light’s meter shop in Hilo. 

 
Task 3 Deliverables shall include, but not be limited to, all of the above 
mentioned and: 
 

• A recommended Training Syllabus to be provided to and approved 
by The Companies one (1) week prior to the training 

• Provisions for adequate training materials as required for all class 
members (approximately 45 copies of documentation) 
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• List of special requirements such as on-site computer terminals, 
internet access, etc. that The Companies will be required to provide 
in support of the training at least two months prior to training. 

• Names and credentials of trainers 
 

d. Task 4:     Equipment Warranty  
The Equipment Warranty period and terms will be selected by The Companies 
based on the proposals submitted during the Bid process, and will extend for that 
period following The Companies’ approval of the Final FAT.     

2.6 Invoicing 
The Meter Supplier shall submit to The Companies three (3) copies of a monthly invoice, 
broken down by equipment, recipient, and returns. The invoice will include a brief 
description of the meters delivered for the current invoiced period (the 1st through 
30th/31st of the previous month).  The Meter Supplier may be required to submit separate 
invoices to Hawaiian Electric, Maui Electric and Hawaii Electric Light based on what 
was shipped to each company. 

Payment of invoices will be processed on a monthly basis. 

Important:  The Meter Supplier shall mail the original hardcopy of invoice and status 
report to: 

  Hawaiian Electric Company 
  Attn: Accounts Payable (CP11-AD)   
  P.O. Box 2750   
  Honolulu, Hawai`i  96840-0001 
    

When the Invoice is mailed, the Meter Supplier shall also send an email with electronic 
copy of the Invoice to designated representatives for The Companies, which will be 
determined and communicated to the Meter Supplier at a later time. 

All invoices will be submitted to and paid by The Companies.   

3.0 Bid Proposal Requirements 
The Smart Meter procurement is targeted to start in the second quarter of 2016 and be 
completed (equipment in-service) by 2019.   
 
Each proposal shall include the items listed in this section. 
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3.1 Transmittal Letter 
Provide a transmittal letter that contains the identity of the individual(s) authorized to 
commit the bidder’s company to a contract, identity of the individuals(s) who can be 
contacted regarding proposal content, identity of the validity period of the offer, etc. 

It shall also contain a statement that the proposal meets the specifications of each 
subsection of the RFP.   

An officer of the bidder shall sign the letter. 

3.2 Executive Summary 
Include an executive summary that briefly and concisely conveys what the bidder sees as 
the most important messages of the proposal, the factors of differentiation, and the 
critical points that The Companies should consider in their evaluation. Please explain 
how the bidder’s approach will benefit The Companies from immediate and long-term 
perspectives. 

3.3 Scope of Work 
a. Methodology, Scope, and Approach 

a. Describe the bidder’s service delivery methodology and approach 
for performing the services requested within this RFP.  

b. Include a description of each of the bidder’s key phases for 
assuming responsibility of the services requested based upon the 
requirements of this RFP. 

b. In-scope and Out-of-scope 

Based on the information that The Companies provided in this RFP, identify all of the 
elements that the bidder considers in-scope and out-of-scope for this Project. Include a 
matrix of what the bidder considers in-scope and out-of-scope as an appendix to the 
bidder’s proposal. 

c. Proposed Timeline, Key Milestones, and Deliverables  

a. Identify the bidder’s proposed timeline, key milestones, and major 
deliverables associated with providing the consulting and implementation 
services.  

b. Include a full description of the deliverables, and identify the party 
responsible for completion of each deliverable (i.e., primary responsible). 
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c. Provide the requested baseline deployment options and duration timelines. 

d. Provide alternative timeline and schedule based on the bidder’s experience. 

e. Timelines and schedules shall be delivered in Microsoft Project 2010.  
Additional formats for presentation purposes will also be accepted. 

d. Acceptance Process 

a. Identify the acceptance process and general acceptance criteria that The 
Companies will utilize to measure the quality of deliverables and 
achievement of milestones. 

b. Provide an acknowledgement that the bidder’s performance will be 
measured based on The Companies’ acceptance of deliverables. 

e. Equipment Fabrication and Configuration 

a. Identify specific factory locations to be employed for fabrication and 
configuration of the meters for the Project. 

b. Indicate manufacturing facility compliance with International 
Organization for Standardization (ISO) 9001. 

f. Reuse Knowledge 

Describe the bidder’s ability to leverage internal knowledge base and reuse knowledge 
capital from prior engagements of a similar nature. 

g. Project Tools and Templates 

Based on the Technical Requirements that The Companies indicated, outline the bidder’s 
experience and capabilities in using the following: 

a. MS Project 

b. Project-specific tools 

c. Microsoft SharePoint 

Identify all additional tools and templates that the bidder proposes to utilize for reporting, 
collaboration, performance dashboards, etc. Include best practice templates and 
accelerators that demonstrate the bidder’s ability to be innovative, productive, and 
efficient while understanding how to work with The Companies’ business culture. 
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For these additional tools identified, provide an acknowledgement that The Companies 
will have a perpetual, worldwide, royalty-free license to use such tools during and upon 
expiration/termination of the Project. Please clearly identify any existing and/or on-going 
support maintenance fees. 

h. Internal Knowledge Transfer and Transition 

a. Describe the bidder’s approach to internal knowledge transfer and transition 
management.  

b. Describe the bidder’s commitment to maintaining staff/consultant continuity 
for the duration of the Project. In the event of unplanned turnover, describe 
the bidder’s process for managing turnover. 

i. Organizational Change Management 

Describe the bidder’s proposed change management approach for the Project.  

Identify the bidder’s change management philosophy, methodology, management 
framework, and deliverables necessary for organizational change. 

j. Training 

Specific to training, provide the following: 

Training Sessions – Describe the training sessions, duration, and proposed The 
Companies’ attendees for the types of training listed below: 

• Functional support training 

• Technical support training 

• Train the trainer training 

• End-user training provided by the Meter Supplier 

Training Skills And Experience – Describe the skills and experience of the 
bidder’s organization in terms of the type of training and coaching services 
provided. 

Training Methodology – Describe the training methodology, curriculum design, 
and requirements for training data and training materials.    
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Training Strategy/Timing – Provide a strategy and timing for training of the 
Project Team, meter technicians and installers, and other ongoing support 
personnel. Strategy should address the following: 

• Approach to development and delivery of training to different target 
groups 

• Planned high level training scope 

• Delivery mechanisms 

• Approach to identifying trainers 

• Define training program development process 

• Target level of training 

• Approach to competency assessment 

• Training schedule, along with required training resources 

Training Material – Training material shall be available in time for delivery and 
review by The Companies’ personnel prior to the training sessions and encompass 
the following: 

• Baseline technical, functional, and operational training documentation and 
course materials   

• Business processes and procedures   

• Manuals, quick-reference cards for key transactions and processes, etc.   

• Material for courses within an approved catalogue based on planning   

Customization – Describe the bidder’s ability to tailor instruction and materials 
to the specific needs of The Companies. Provide a sample of the type of training 
material that would be provided. 

Training Activities – Describe activities associated with training including 
loading of data, creation of a test environment, train the trainer sessions, etc.  

Approach to Training – Describe the bidder’s approach to training. Please 
propose both options: 
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• Option 1: Bidder to conduct an initial training and education program that 
includes all installers and technicians, including training for personnel of 
The Companies’ selected Meter Installer. 

• Option 2: Bidder to train The Companies’ trainers, who will then train and 
educate the installers and technicians. 

Approach For Development of Training Materials – Describe the bidder’s 
approach for development of training materials. Please propose both options: 

• Option 1: Bidder to develop The Companies’ specific training materials. 

• Option 2: Oversee and review the development of The Companies’ 
specific training materials by The Companies’ resources. 

 

3.4 Bidder Company Information, Experience, and References 
The bidder shall provide a brief overview and history of its company, including the 
following:   

a. Company mission statement 

b. Organizational chart that provides an overview of the company structure 
(business unit and industry alignment, if applicable), to include the names and 
titles of the corresponding executives 

c. A brief description of the bidder’s core portfolio service offerings that align 
with The Companies’ immediate and longer-term objectives 

d. Financial viability, include audited financial statements for the past three (3) 
years 

e. A summary of any pending litigation(s) 

f. Contact person(s) and the following contact information for the Project: 

• Name 

• Title 

• Telephone 

• Email 
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In addition to the requested company information, the bidder shall complete the Smart 
Meter deployment history as requested in Attachment I. This should include any 
available project references for such deployments.  

3.5 Pricing  
The bidder’s proposal shall provide a not-to-exceed value for the delivery of Smart 
Meters in accordance with the functional requirements and delivery schedule depicted in 
this RFP. Please complete the Detailed Cost Sheet (Attachment F) to reflect all costs 
described below. For a complete meter count, including meter forms and types, refer to 
the Customer and Meter Counts attachment (Attachment H). 
 
Estimated costs should be itemized per meter and include all labor and non-labor costs 
deemed necessary to successfully complete the project and its deliverables as stated in 
Section 2.1. The proposal shall include costs for all material to be provided by the bidder 
and required for their delivery, including the delivery of 500 meters in 2015 for the field 
test. The proposal shall also include a list of spare parts and recommended test 
equipment, with justification for the equipment and quantities proposed. The bidder 
should delineate equipment description, quantities, and associated costs in the price sheet, 
and separately note these items from the required equipment needed for each Project 
execution. Costs should reflect equipment costs; configuration costs, including the 
installation of the SSN NIC; testing costs; and shipping costs. Training costs should also 
be reflected in the cost proposal.  
 
All costs, including labor hourly rates for each job classification will remain valid for one 
year after the execution of the Contract Document. 
 
Finally, estimated costs should include travel expenses. Travel expenses for this Project 
should be based upon the most economical, direct, coach air travel from the point of 
origin to Honolulu and utilize moderate-level hotel accommodations whenever possible. 
The estimated travel expenses shall not exceed 15 percent of the total Project cost. Use 
The Companies’ standard expense policy. Expenses must be preapproved by The 
Companies and should reflect actual costs.  
 
Hawaii General Excise Tax, if applicable, shall be listed as a separate line item.  
The estimated labor and non-labor costs can be summarized in tables similar to the 
templates provided in Attachment G. 

 
Proposal for Task 4 – Warranty: 
Each bidder shall provide costs for each of the following: 
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• Service Level Agreement, proposed coverage, and cost proposal for a one-
year equipment warranty 

• Service Level Agreement, proposed coverage, and cost proposal for an 
extended equipment warranty period of three years, after expiration date of the 
one-year standard warranty 

• Service Level Agreement, proposed maintenance terms and coverage, and 
cost proposal for an extended equipment warranty period of five (5) years, 
after expiration date of the one-year standard warranty 

3.6 Bidder Exceptions to the Contract  
Following the RFP process, The Companies and the selected Meter Supplier will execute 
a Purchase Order Master Terms and Conditions (Contract) in accordance with the 
standard general contract requirements provided as Attachment B of this RFP (see note 
below). The Contract will be based in part on the selected Meter Supplier’s proposal and 
other information, if any, that the Meter Supplier submitted during the RFP process. 
Other terms and conditions may be included in the Contract by mutual agreement of The 
Companies and the selected Meter Supplier. 
 
It shall be assumed that the bidder agrees to the provisions of the Contract Documents, 
including all terms and conditions of the Project Contract attached hereto as Attachment 
B, unless exceptions are specifically and clearly listed in its proposal. Proposals that fail 
to do so will be considered non-responsive. The bidder should not enclose a copy of its 
own standard terms and say, “see enclosure” as this will be considered non-responsive. 
Terms and conditions with respect to which a bidder does not identify exceptions shall be 
deemed acceptable to the bidder. 

 
 Note:  The Contract will be provided to all bidders prior to the bid due date.   

3.7 Bidder Exceptions to the RFP 
The bidder shall state any exceptions by the bidder to the specifications and requirements 
of this RFP clearly in the bidder’s proposal. This includes listing and explaining 
exceptions to detailed requirements from Attachments D (Technical and Cybersecurity) 
and E (Meter Requirements). This is required for any requirement not met by the Meter 
Supplier’s current production version of the proposed system. Each exception shall be 
stated separately, shall identify the relevant specification or requirement, shall identify 
the reason(s) for taking the exception, and shall propose a clearly stated alternative. The 
Companies will consider proposals that fail to do so non-responsive. No other exceptions 
shall be allowed. 
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The Companies shall have the right in their sole judgment and discretion to reject any 
proposal or evaluate it unfavorable based on exceptions taken. 

3.8 Functional Requirements Assessment 
The bidder shall complete Attachment E – Meter Requirements and submit as an 
attachment to the proposal submittal. 

3.9 Technical Requirements Assessment 
The bidder shall complete Attachment D – Technology and Cybersecurity Requirements 
and submit as an attachment to the proposal submittal. 

3.10 Bidder Change Orders after Bid Award 
The Companies understand that work that the Meter Supplier may consider above and 
beyond what is included in this RFP will constitute a Change Order. The Meter Supplier 
shall submit any Change Order requests to The Companies, and The Companies shall 
approve said Change Order requests before the Meter Supplier may conduct any work 
under said Change Order.   
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4.0 Appendices 

Attachment A: Intent to Submit Bid Form 
Intent To Submit Bid Form 

Request For Proposal (RFP) #031214-02 

Specification Number – Smart Meter Supplier 

 

BIDDER must complete this form and return it via email to Toni Mitobe-Shuster, Purchasing 
Contract Manager, (a.mitobe-shuster@HawaiianElectric.com), no later than Tuesday, March 10, 
2015. 

If no proposal will be submitted, then the reason must be indicated by completing the requested 
data below.  In addition, the inquiry documents must be returned with the completed form. 

Failure to comply may render the Potential Supplier ineligible for future solicitations for the type 
of material(s) or service(s) involved. 

 

Receipt of Request for Proposal No. 031214-02 covering the Procurement of Smart 
Meters: 

(Please check and complete the following as applicable) 

A) Receipt of this Request for Proposal is hereby acknowledged and we (  ) will,  
(  ) will not, submit a proposal on or before the due date specified. 

If a proposal will not be submitted, then check or complete the following as applicable: 

a. (  ) Cannot comply with Specifications or Statement of Work. 

b. (  ) Cannot meet delivery or performance requirement.  

c. (  ) Do not currently manufacture or sell the type of item(s) or service(s) involved. 

d. (  ) Other:    

e. We (  ) do, (  ) do not; desire to be considered for future solicitations for the type of item(s) 
or service(s) involved. 

 

Name, address (include zip code) and telephone number (include area code) of company: 

 Company Name:   

EXHIBIT E 
ATTACHMENT 1 
PAGE 29 OF 153

mailto:a.mitobe-shuster@HawaiianElectric.com


 Address:   

   

   

 Company Representative Name:   

 Position/Title:   

  

 Phone Number:   

 FAX Number:   

 Electronic Mail Address: ____________________________________ 

 Signature    Date   
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Attachment B: Purchase Order Master Terms and Conditions 
 

 

To be sent separately the week of March 9, 2015 
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PURCHASE ORDER MASTER AGREEMENT FOR GOODS 
WITH 

_____________________ 
 

CONTRACT NO. MSTR-PXX-00-000 
START DATE: ___________ 

END DATE: ___________ 
 

 
 THIS PURCHASE ORDER MASTER AGREEMENT FOR GOODS (hereinafter 
the “Master Agreement”) is made on ________________, 20__, by and between 
HAWAIIAN ELECTRIC COMPANY, INC., and its subsidiaries, HAWAII ELECTRIC 
LIGHT COMPANY, INC. (Hawaii Electric Light) and, MAUI ELECTRIC COMPANY, 
LIMITED (Maui Electric) (hereinafter collectively referred to as “PURCHASER”) and 
___________________________ (hereinafter “SELLER”), whose principal place of 
business is ___________________________, and whose mailing address is 
___________________________, doing business in Hawaii. 
 
 
I. APPLICATION OF MASTER AGREEMENT  
 
 When this Master Agreement is attached to and/or incorporated by reference in 
the PURCHASE ORDER, and the PURCHASE ORDER is accepted by SELLER, the 
terms and conditions set forth herein, along with the PURCHASE ORDER and any 
SPECIFICATIONS referenced to therein or herein, shall constitute the terms and 
conditions of the agreement between the parties whereby the SELLER agrees to sell 
and the PURCHASER agrees to purchase the items of EQUIPMENT and any related 
WORK  itemized in said PURCHASE ORDER.   
 
 1.1 Purpose.  The purpose of this Master Agreement is to set forth the terms 
and conditions of the purchase of EQUIPMENT and any related WORK  provided by 
SELLER to PURCHASER pursuant to PURCHASE ORDERS issued hereunder.   
 
 1.2 Term of Master Agreement - This Master Agreement shall begin on 
________, 20__ and terminate on ___________, 20__; provided, however, that said 
Master Agreement shall continue to be effective as to any outstanding PURCHASE 
ORDERS issued prior to the expiration or termination of this Master Agreement. 
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II. DEFINITIONS 
 
 As used in this Master Agreement, the following terms shall have definitions as 
follows: 
 
 2.1 ACCEPTANCE CRITERIA:  Shall be defined to mean the successful 
completion of tests and procedures described in the SPECIFICATIONS.   
 
 2.2 ACCEPTANCE DATE:  Shall be defined to mean the date that 
EQUIPMENT or WORK shall successfully meet the ACCEPTANCE CRITERIA as 
defined herein. 
 
 2.3 CONTRACT PRICE:  Shall be defined to mean the price of the 
EQUIPMENT and the WORK as shown on the PURCHASE ORDER inclusive of all 
enforceable amendments thereto. 
 
 2.4 DEFECTIVE EQUIPMENT REPORT:  Shall be defined to mean an 
instrument that PURCHASER shall tender to SELLER during the WARRANTY PERIOD 
to confirm notice of defects in the EQUIPMENT. 
 
 2.5 DEFECTIVE WORK REPORT:  Shall be defined to mean an instrument 
that PURCHASER shall tender to SELLER during the WARRANTY PERIOD to confirm 
notice of defects in the WORK. 
 
 2.6 DELIVERY DATE:  To be indicated on the PURCHASE ORDER.   
 
 2.7 DELIVERY DELAY CHARGE:  Shall be defined to mean a charge to 
SELLER for delays in delivery in the amounts specified in Sections 9.5 and 9.6 of this 
Master Agreement. 
 
 2.8 DELIVERY DESTINATION:  Shall be defined on the PURCHASE 
ORDER. 
 
 2.9 EQUIPMENT:  Shall be defined to mean the items of equipment, goods or 
products listed in the PURCHASE ORDER, inclusive of all enforceable amendments 
thereto. 
 
 2.10 EXCLUSIVE AGENT:  Director of Purchasing shall act as exclusive agent 
for PURCHASER, having the authority and responsibility to represent PURCHASER in 
any and all matters related to the performance of this Master Agreement.  
 
 2.11 FAX:  Tele-facsimile. 
 
 2.12 F.O.B. POINT:  Shall have the meaning given to it in Section 8.1 herein. 
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 2.13 LOSSES:  Shall be defined to mean (a) all judgments, settlements, 
damages, losses, charges, liabilities, penalties, interest claims (including taxes and 
related interest and penalties incurred directly with respect thereto), however described 
or denominated, and (b) all related reasonable costs, expenses and other charges 
(including reasonable attorney’s fees and reasonable costs, expenses and other 
charges (including all reasonable attorneys’ fees and reasonable internal and external 
costs of investigations, litigation, hearing, proceedings, document and data productions 
and discovery, settlement, judgment, awards, interest and penalties), however 
described or denominated.  
 
 2.14 PURCHASE CHANGE ORDER: Shall be defined to mean the form used 
to make changes to a PURCHASE ORDER  
 
 2.15 PURCHASE ORDER:  Shall be defined to mean the order form that 
includes information related to the EQUIPMENT and any related WORK being 
purchased. 
 
 2.16 SPECIFICATIONS:  Shall be defined to mean the document(s) attached 
to the PURCHASE ORDER and/or incorporated therein, attached hereto, or which 
otherwise between SELLER and PURCHASER describe the EQUIPMENT and WORK, 
and any technical drawings referred to therein. 
 
 2.17 WARRANTY PERIOD:  Shall be defined to mean the period which begins 
on the ACCEPTANCE DATE and ends one (1) year later (excluding any down time 
caused by breach of the Warranty); provided, however, that any warranty repairs or 
replacements shall be deemed to renew the WARRANTY PERIOD as to those items so 
repaired or replaced; provided further, that except for the exclusions and renewal 
provisions contained herein, the WARRANTY PERIOD shall in no event extend beyond 
eighteen (18) months from the date the total EQUIPMENT is shipped, or the WORK is 
delivered, to PURCHASER. 
 
 2.18 WORK:  Shall be defined to mean the engineering design, fabrication, 
installation and adjustment of the EQUIPMENT and any other services described in a 
PURCHASE ORDER entered into under this MASTER AGREEMENT. 
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III. PURCHASE ORDER 
 
 The EQUIPMENT and any related WORK shall be itemized on a PURCHASE 
ORDER.  Any preprinted terms and conditions appearing on the PURCHASE ORDER 
(or any subsequent change orders, amendments thereto or other invoices or orders 
relating to the EQUIPMENT, WORK or PURCHASE ORDER) which are in any way 
contradictory to or inconsistent with the terms of this Master Agreement shall be 
considered by the parties to be void.  From time to time, pursuant to the terms of Article 
V herein, PURCHASER may submit its PURCHASE CHANGE ORDER to SELLER for 
its acceptance.   Each such PURCHASE CHANGE ORDER, upon SELLER's 
acceptance, shall effectively amend and be made a part of the PURCHASE ORDER 
and this Master Agreement.  
 
 
IV. INTENDED USE 
 
 It is understood by SELLER that PURCHASER intends to use the EQUIPMENT 
and WORK primarily in support of PURCHASER's electric power operations in Hawaii. 
 
 
V. CHANGES TO PURCHASE ORDER OR SPECIFICATIONS 
 
 5.1 Change Requests - If changes to the PURCHASE ORDER or 
SPECIFICATIONS are proposed by PURCHASER, SELLER will give each such 
proposal its most serious and prompt attention.  SELLER will promptly respond by 
stating in writing what effect, if any, such changes will have on the CONTRACT PRICE, 
DELIVERY DATE, or Warranty provisions of this Master Agreement.  In the absence of 
a written statement from SELLER, such provisions shall apply without modification 
should PURCHASER elect to amend the PURCHASE ORDER or SPECIFICATIONS 
with the change pursuant to Section 5.2 herein. 
 
 5.2 Change Orders - If changes in the PURCHASE ORDER or 
SPECIFICATIONS are elected by PURCHASER to be incorporated into this Master 
Agreement, it is understood and agreed that any such changes shall be made.  Any 
such changes to the PURCHASE ORDER or SPECIFICATIONS shall be evidenced by 
a PURCHASE CHANGE ORDER.  Such PURCHASE CHANGE ORDER shall amend 
the PURCHASE ORDER or SPECIFICATIONS appropriately to incorporate the change 
and acknowledge the effect, if any, of the change on the CONTRACT PRICE, 
DELIVERY DATE or Warranty provisions to this Master Agreement.  Such PURCHASE 
CHANGE ORDERS shall be signed by an authorized representative of PURCHASER. 
 
 5.3 Technological Developments - SELLER shall promptly advise 
PURCHASER of all reasonably available technological advances which are known or 
become known to SELLER over the course of performance of its obligations under this 
Master Agreement which may result in the EQUIPMENT having added value (i.e. better 
performance, design, material, longer useful life, etc.) to PURCHASER.  Should 
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PURCHASER elect to incorporate such advances it shall do so pursuant to Section 5.2 
herein. 
 
 
VI. CONTRACT PRICE 
 
 The total CONTRACT PRICE of the EQUIPMENT and WORK shall be indicated 
on the PURCHASE ORDER, F.O.B. the DELIVERY DESTINATION, for the 
EQUIPMENT as such may be amended pursuant to Section 5.2 
 
 
VII. PAYMENT TERMS 
 
 7.1 Payment - The CONTRACT PRICE shall be paid to SELLER as follows.   
 

7.1.1 Electronic Payments – For SELLER participating in PURCHASER’s 
electronic payment program, PURCHASER will pay properly submitted invoices within 
fifteen (15) days after the date of invoice, the date of invoice being no earlier than the 
date the EQUIPMENT is actually delivered to the DELIVERY DESTINATION. 

 
7.1.2 Manual Payments – For SELLER not participating in 

PURCHASER’s electronic payment program, PURCHASER will pay properly submitted 
invoices within thirty (30) days after the date of invoice, the date of invoice being no 
earlier than the date the EQUIPMENT is actually delivered to the DELIVERY 
DESTINATION. 
 
 
 7.2 Invoicing - SELLER shall post all invoices submitted hereunder to:  
 
   Hawaiian Electric Company, Inc. 
   P. O. Box 2750 
   Honolulu, Hawaii  96840-0001 
   Attention: Accounts Payable 
     Purchase Order No. __________ 
     Contract No. _______________ 
 
  Said invoices shall be in duplicate and shall reference the PURCHASE 
ORDER number and, if applicable, the Contract Number.  Should PURCHASER's 
PURCHASE ORDER contain more than one item, SELLER's invoice will make the 
proper reference. SELLER understands that its failure to follow this requirement may 
result in delayed payments by PURCHASER. 
 
 7.3 Payment for EQUIPMENT and WORK - Payment for the EQUIPMENT 
and WORK delivered hereunder shall not constitute acceptance thereof. PURCHASER 
shall have the right to inspect the EQUIPMENT and WORK and to reject any and all of 
the same which, in PURCHASER's judgment, fails to meet the ACCEPTANCE 
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CRITERIA.  EQUIPMENT or WORK so rejected or which is supplied in excess of 
quantities called for herein may be returned to the SELLER at SELLER’s risk and 
expense and, in addition to PURCHASER's other rights, PURCHASER may charge and 
SELLER shall be liable for all reasonable expenses of unpacking, examining, repacking 
and reshipment of such EQUIPMENT, or re-performance of the WORK. In the event 
the EQUIPMENT or WORK is defective, damaged or fails to meet the ACCEPTANCE 
CRITERIA, PURCHASER reserves the right to require replacement of such 
EQUIPMENT and/or re-performance of the WORK at no extra cost to PURCHASER, as 
well as payment of any damages incurred by PURCHASER related thereto. 
 
 7.4 Setoff - PURCHASER may set off any amount due from SELLER to 
PURCHASER (for any matter) against any amount payable at any time by 
PURCHASER in connection with this Master Agreement.   
 
 
VIII. DELIVERY 
 
 8.1 On Time Delivery - SELLER agrees to deliver all EQUIPMENT and 
WORK to PURCHASER's DELIVERY DESTINATION on or before the DELIVERY 
DATE. The Equipment shall be delivered to PURCHASER F.O.B. DELIVERY 
DESTINATION (the "F.O.B. POINT").   
 
 8.2 Option to Delay Delivery - PURCHASER shall have the right, at no 
additional charge, to postpone the delivery of the EQUIPMENT or WORK (or any 
component thereof) for a period of up to 90 days. In the event of such a postponement, 
PURCHASER shall have the right to commensurately delay its payment(s) due by virtue 
of the delayed shipment of the EQUIPMENT or WORK.  SELLER may invoice 
PURCHASER for storage charges in the amount of 1% of the CONTACT PRICE of 
EQUIPMENT and/or WORK per each calendar month or each partial calendar month 
PURCHASER has postponed delivery beyond thirty (30) calendar days.  Payment of 
such storage fees shall be made by PURCHASER within forty-five (45) days from the 
date of the invoice. 
 
 8.3 SELLER’s Ability to Ship or Deliver - If at any time, reasonable grounds 
for insecurity arise regarding SELLER's performance of this Master Agreement or any 
PURCHASE ORDER in accordance with its terms and the PURCHASER notifies the 
SELLER of its concern, the SELLER must provide adequate assurance of due 
performance within ten (10) days after receipt of such notice. If adequate assurance is 
not provided within the prescribed period, PURCHASER may terminate this Master 
Agreement and/or any or all outstanding PURCHASE ORDERS or any part thereto 
without liability except for EQUIPMENT or WORK previously provided to and accepted 
by PURCHASER.  All rights and remedies recited herein shall be in addition to any 
rights and remedies provided at law or in equity. 
 
 8.4 Choice of Carrier and Routing - SELLER shall consult with PURCHASER 
as to the choice of a particular carrier and routing for delivery of the EQUIPMENT.  If 
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the F.O.B. POINT and PURCHASER's DELIVERY DESTINATION are not the same 
physical location, SELLER's choice of carrier must be approved by PURCHASER.  
Such approval shall not be unreasonably withheld.   
 
 8.5 Delivery Delays – 1 to 60 Days - If delivery of the EQUIPMENT or WORK 
is delayed from 1 to 60 days beyond the DELIVERY DATE for reasons other than Force 
Majeure, then SELLER shall pay PURCHASER a DELIVERY DELAY CHARGE of 
$17,000.00 per day for each day that the EQUIPMENT or WORK is delayed in its 
delivery to the DELIVERY DESTINATION beyond the DELIVERY DATE.  
PURCHASER shall not be entitled to recover any other charges, damages or payments 
from SELLER for delivery delays from 1 to 60 days. 
 
 8.6 Delivery Delays - Greater than 60 Days - If delivery of the EQUIPMENT or 
WORK is delayed more than sixty (60) days beyond the DELIVERY DATE for reasons 
other than Force Majeure, then such delay shall be considered an irreparable delay and 
a default of SELLER under this Master Agreement.  In the event of such a delay, 
PURCHASER shall have the option to terminate this Master Agreement and/or any or 
all outstanding PURCHASE ORDERS or any part thereto for cause pursuant to Article 
XIX.  Should PURCHASER elect not to terminate this Master Agreement and/or any or 
all outstanding PURCHASE ORDERS or any part thereto due to such delay, it shall so 
notify SELLER in writing, giving the specific time for which it is willing to waive its 
termination rights for delayed delivery of the EQUIPMENT or WORK.  In the event of 
such waiver of termination rights by PURCHASER and subsequent delivery of the 
EQUIPMENT during the waiver period, SELLER shall pay to PURCHASER a 
DELIVERY DELAY CHARGE of $25,500.00 per day for each day that the EQUIPMENT 
or WORK is delayed in its delivery to the DELIVERY DESTINATION beyond the 
DELIVERY DATE up to a total of 200% of the CONTRACT PRICE.   
 
 8.7 Delivery Delays Due To Force Majeure - If delivery of the EQUIPMENT or 
WORK is delayed more than 180 days beyond the DELIVERY DATE due to Force 
Majeure (as described in Section 24.8), then PURCHASER shall have the right to 
cancel this Master Agreement and/or any or all outstanding PURCHASE ORDERS or 
any part thereto without further obligation to SELLER and in such event, SELLER shall 
return to PURCHASER all monies previously paid to SELLER under such 
PURCHASER ORDERS or this Master Agreement (except for EQUIPMENT or WORK 
previously provided to and accepted by PURCHASER); provided, however, that if 
circumstances are such that PURCHASER makes a good faith determination that 
delivery of the EQUIPMENT or WORK is not likely to occur within 180 days of the 
DELIVERY DATE, then PURCHASER may cancel this Master Agreement and/or any or 
all outstanding PURCHASE ORDERS or any part thereto pursuant to this Section 8.7 
immediately upon making such good faith determination. 
 
 8.8 Notice of Delay - SELLER shall promptly notify PURCHASER in writing of 
any occurrence that may delay delivery of the EQUIPMENT or WORK beyond the 
DELIVERY DATE and include in such notification SELLER's proposed actions to 
ensure the DELIVERY DATE is met despite such occurrence.   
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 8.9 Delivery Notice - SELLER shall notify PURCHASER by FAX of an 
impending shipment hereunder seven (7) calendar days prior to actual shipment 
whether such shipment is to the DELIVERY DESTINATION or F.O.B. POINT.  On the 
day of actual shipment, SELLER shall confirm shipment by FAX notification which shall 
include:  the carrier's name, the way bill number, number of pieces, weight (by piece 
and total), and destination. 
 
 8.10 Packing, Etc. - SELLER will pack and ship the EQUIPMENT in a manner 
consistent with general industry practice for shipping these kinds of goods so as to 
minimize any deterioration in transit.  Should it be necessary to ship the EQUIPMENT in 
a disassembled state, SELLER shall ship the EQUIPMENT in the largest units possible 
consistent with expedient transportation of the EQUIPMENT. 
 
 8.11 Shipping Documents – (a) Prompt receipt of shipping documents is 
essential.  Transmittal of shipping documents is not to be delayed for preparation of 
invoices.  The following shall be forwarded to PURCHASER’S Purchasing Officer as 
soon as possible after shipment goes forward:   
 

Bill of Lading  Original and 2 copies  
 
Packing List  2 copies 
 

 (b)  To avoid arrival of materials at the DELIVERY DESTINATION prior to 
notification of shipment and consequent serious inconvenience and extra expense to 
PURCHASER's field forces, SELLER, or any of SELLER's suppliers making shipment 
direct, shall transmit on the shipment date, addressed as instructed in this Master 
Agreement, by air mail, if necessary: 
 
  Packing List   1 copy 
 
  Bill of Lading   1 copy 
 
 (c) The PURCHASE ORDER Number shall be indicated on all invoices and 
shipping documents.  
 
 (d) Unless otherwise directed by PURCHASER, three copies of all other 
records, documentation and test data, shall be shipped as a package to the Director of 
Purchasing as set out in Article XXI, simultaneously with, or prior to, the arrival of the 
EQUIPMENT. 
 
 (e) SELLER shall be responsible for expenses incurred by PURCHASER due 
to SELLER's failure to comply with the requirements of this Article.   
 
 (f) Payment of invoices may be withheld pending receipt of these documents 
referenced in this Article. 
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IX. TITLE & SECURITY INTEREST 
 
 9.1 PURCHASER's Interest - To secure PURCHASER's payments (if any) 
prior to the shipment of the EQUIPMENT, title to and first security interest in the 
EQUIPMENT, any WORK in progress and materials required for the execution of 
SELLER's obligations hereunder, and any WORK which SELLER may subcontract in 
the support of the performance of its obligations hereunder, shall vest in PURCHASER 
to the extent PURCHASER has made payments hereunder. 
 
 9.2 Security Agreement - The parties hereby agree that this Master 
Agreement shall constitute the Security Agreement required by the Uniform Commercial 
Code of the appropriate State.  SELLER will execute promptly any financing statement 
required to perfect and protect the interests of PURCHASER as defined in this Article 
IX. 
 
 9.3 Liens & Encumbrances - SELLER shall pay the bills of its suppliers 
promptly and comply with reasonable requests of PURCHASER for evidence of 
payment.  However, SELLER shall have the right to withhold payment to any of its 
suppliers who have furnished defective, substandard or incorrect materials or 
workmanship in which case SELLER shall defend, indemnify and hold harmless 
PURCHASER against all claims, losses and expenses (including attorneys’ fees) 
resulting from SELLER’s election to withhold such payments.  SELLER shall not by its 
actions or inactions permit any attachments to the EQUIPMENT or WORK of liens, 
encumbrances or claims for labor or material and shall defend, protect and hold 
harmless PURCHASER from all such claims, liens and encumbrances growing out of 
the design, manufacture, assembly, transit and installation of the EQUIPMENT. 
 
 9.4 Filing of Liens.  SELLER agrees that it shall not file any liens as a result of 
producing EQUIPMENT or WORK hereunder and that it shall not permit or give cause 
to its subcontractors or other suppliers to file such liens.  When requested, SELLER 
shall provide PURCHASER with lien waivers for itself, its subcontractors and other 
suppliers in a form satisfactory to PURCHASER, who may withhold any payment(s) 
otherwise due until it has received reasonable assurances that all of the SELLER's 
obligations arising from the EQUIPMENT or WORK have been paid.  If a lien is filed, 
SELLER shall cooperate fully with PURCHASER, at SELLER's expense, to cause the 
lien to be removed. 
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X. WARRANTY 
 
 10.1 Performance Warranty - SELLER warrants that the EQUIPMENT and 
WORK will perform in accordance with the performance requirements and meet the 
criteria set forth in the SPECIFICATIONS and will be fit for the use intended by 
PURCHASER if such use has been communicated to SELLER.  SELLER further 
warrants that if the EQUIPMENT is a fabricated unit, it will function properly for a 
commercially reasonable length of time for the intended purpose, if no other time is 
required herein. 
 
 10.2 Design, Materials and Workmanship Warranty - SELLER further warrants 
that the EQUIPMENT will be new and merchantable, and the EQUIPMENT and WORK 
will be of good material and workmanship and first-class quality, fit and sufficient for the 
purpose intended and free from defects in design, materials and workmanship. 
 
 10.3 Documentation Deliverables - Any deliverable consisting of 
documentation of any EQUIPMENT or WORK will accurately reflect the operation of 
such EQUIPMENT or WORK. 
 
 10.4 No Litigation - There is no action, suit, proceeding or investigation 
pending, or to the SELLER’s knowledge, threatened, that questions the validity of this 
Master Agreement or SELLER’s right to enter into this Master Agreement, the 
URCHASE ORDER or to consummate the transactions contemplated by them. 
 
 10.5 Qualified to Do Business -  SELLER is duly licensed, authorized or 
qualifies to do business and is in good standing in every jurisdiction in which a license, 
authorization or qualification is required for the ownership or leasing of its assets or the 
transaction of business of the character transacted by it, except where the failure to be 
so licensed, authorized or qualified would not have a material adverse effect on 
SELLER’s ability to fulfill its obligations under this Master Agreement. 
 
 10.6 No Conflicts - The execution, delivery and performance of this Master 
Agreement by SELLER (a) has been duly authorized by SELLER and (b) will not 
conflict with, result in a breach of, or constitute default under any other agreement to 
which the SELLER is a party or to which it is bound. 
 
 10.7 Consents - Except as otherwise provide dint he Master Agreement no 
authorizations or other consents, approvals or notices of or to nay person are required 
in connection with (a) the execution, delivery and performance by the SELLER in 
accordance with the applicable provisions of this Master Agreement and in compliance 
with all applicable laws and SELLER regulators requirements, or (c) the validity and 
enforceability of this Master Agreement. 
 
 10.8 Survival of Warranties - The warranties set forth in this Article X, together 
with service warranties and guarantees, shall run to PURCHASER, its successors, 
assigns, and to the users of the EQUIPMENT and WORK and shall survive any 
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inspection, delivery, acceptance or payment by PURCHASER for the EQUIPMENT and 
WORK. 
 
 10.9 Defect Correction - Parts and Labor - In the event of a breach of either of 
the warranties in Sections 10.1 or 10.2 during the WARRANTY PERIOD, SELLER shall 
at its own cost for all parts and labor and without undue delay repair, replace, modify 
and/or reinstall the EQUIPMENT so as to correct said warranty breach.  Shipment of all 
Warranty repair EQUIPMENT hereunder shall be by the most expeditious means 
commercially available. SELLER shall make such corrections of defective EQUIPMENT 
upon written notice thereof anytime such defects appear during the WARRANTY 
PERIOD.   
 
 10.10 WORK Remedial Measures -  In the event of a breach of Section 10.1 
(Performance Warranty) or 10.2 (Design, Materials and Workmanship Warranty), 
SELLER shall (a) bring the affected WORK into material compliance with the 
specifications set forth in the applicable PURCHASE ORDER, within a commercially 
reasonable period of time (which shall in no event exceed fifteen (15) day after the 
notice of defect, unless otherwise agreed to by the parties in writing, or (b) re-perform 
the WORK within a commercially reasonable period of time (which in no event shall 
exceed fifteen (15) days after notice of defect, unless otherwise agreed to by the parties 
in writing, or if (a) or (b) cannot be accomplished (c) return the appropriate portion of the  
Contract Price paid by the PURCHASER with respect to the applicable portion of the 
EQUIPMENT or WORK. 
 
 10.11 PURCHASER May Repair - PURCHASER shall have the right but not the 
obligation, to effect repair of any and all defects in the EQUIPMENT, if SELLER shall 
have previously authorized such action or, in PURCHASER's reasonable commercial 
judgment SELLER is unable or unwilling to effect the repair.  In the event that 
PURCHASER elects to take this action, it shall be entitled to deduct from any amounts 
owing to SELLER the direct and incidental costs incurred in remedying the breach of 
warranty.  Should PURCHASER make such deduction of costs, PURCHASER will 
furnish its bills and other documentation as it may have in its possession on request.  
PURCHASER's action to effect cure of any warranty breach shall not relieve SELLER 
of any of its obligations hereunder or under the applicable Uniform Commercial Code 
except to the extent that PURCHASER's repair effort shall have directly caused further 
defects in the EQUIPMENT. 
 
 10.12 Notice of Defects - PURCHASER shall give SELLER prompt notice of all 
defects known to it, either orally to SELLER's on-site representative or telephonically to 
SELLER's customer service representative.  In addition, PURCHASER will tender a 
DEFECTIVE EQUIPMENT REPORT or a DEFECTIVE SERVICE REPORT to SELLER 
confirming notice of such defects.  Upon receipt of such oral or telephonic notice, 
SELLER shall promptly and without undue delay notify PURCHASER of its intentions 
and preferences to effect repair of the EQUIPMENT or re-performance of the WORK. 
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 10.13 EQUIPMENT Warranty Limitations - The warranties under Sections 10.1 
and 10.2 shall not apply (a) to normal maintenance services or adjustments; or (b) to 
any EQUIPMENT which has been repaired or altered, other than as provided above, in 
any way so as to adversely affect its operation or reliability in SELLER's judgment; or 
(c) to the effects of ordinary corrosion, erosion, or wear and tear of EQUIPMENT, or 
failure occurring from operation or condition of service more severe than allowable 
under the SPECIFICATIONS for the EQUIPMENT. 
 
 THE WARRANTIES SET FORTH IN THIS ARTICLE X ARE IN LIEU OF ALL 
OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WITHOUT 
LIMITATION:  IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR 
A PARTICULAR PURPOSE, AND INCLUDING ALL REPRESENTATIONS TO THE 
PURCHASER NOT CONTAINED IN THIS MASTER AGREEMENT. 
 
 10.14 Performance Bond - If required by PURCHASER for a particular 
PURCHASER ORDER, a Performance Bond or acceptable Letter of Credit shall be 
furnished by the SELLER and deposited with PURCHASER, at SELLER's expense, in 
the amount of one hundred percent (100%) of the CONTRACT PRICE set forth in such 
PURCHASE ORDER, guaranteeing to the PURCHASER and SELLER's full compliance 
with the Warranty and other provisions of this Master Agreement and the applicable 
PURCHASE ORDER.  Such Bond shall remain in force until the WARRANTY PERIOD 
has expired for EQUIPMENT purchased under such PURCHASE ORDER.  Said Bond 
is to be submitted thirty (30) days after issuance of the applicable PURCHASE ORDER. 
 
 
XI. INTELLECTUAL PROPERTY WARRANTY 
 
 11.1 No Infringement Warranty - SELLER warrants that none of (a) the 
EQUIPMENT, the use thereof or any of the applications, processes or designs 
employed in the manufacture thereof, or (b) the WORK or means of providing the 
WORK performed by SELLER under this Master Agreement or any PURCHASE 
ORDER, infringes the valid claims of any patent, patent application, copyright, 
trademark, trade secret or any other property right of any third party (collectively, 
“Proprietary Rights”). 
 
 11.2 Infringement Remedies - In addition to its other obligations under this 
Master Agreement, SELLER hereby acknowledges and agrees that if any of the  (a) the 
EQUIPMENT, the use thereof or any of the applications, processes or designs 
employed in the manufacture thereof, or (b) the WORK or means of providing the 
WORK performed by SELLER under this Master Agreement or any PURCHASE 
ORDER (collectively, “Item(s)”) are found, or are reasonably likely to be found, to 
infringe or contributorily infringe upon the Proprietary Rights of any third party, SELLER 
will, at its sole expense and in a manner, in PURCHASER’s sole determination, so as to 
minimize any disturbance to PURCHASER’s business activities, either:  (a) obtain for 
PURCHASER the right to continue using the Item(s), (b) modify the Item(s) so that it or 
they no longer infringe upon any proprietary rights whatsoever (provided, however, that 
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any such modified Item(s) will, in PURCHASER’s sole determination, remain 
functionally equivalent to the unmodified version(s)), or (c) replace the Item(s) with a 
non-infringing functional equivalent(s); provided, however, that any such replacement or 
modification will not, in PURCHASER’s sole determination, degrade or harm the 
performance or quality of the affected component(s) of the applicable Item in any 
material way.  SELLER hereby acknowledges and agrees that in any case, if it is 
unable to provide any of the remedies as set forth in this Section 11.2, that SELLER 
will, upon prompt and immediate notice to PURCHASER, promptly (i) instruct 
PURCHASER to return such Item(s) to SELLER, and (ii) refund to PURCHASER any 
and all fees applicable to any such Item(s) and pay PURCHASER its actual damages 
resulting directly there from in an amount up to 200% of the CONTRACT PRICE. 
 
 11.3 Indemnity - In the event of a breach or alleged breach of any Warranty in 
this Article XI, SELLER shall, at its own expense, defend any suit or proceeding brought 
against PURCHASER and the respective current, future and former officers, directors, 
employees, agents, successors and assigns of each entity comprising the 
PURCHASER (the “PURCHASER INDEMNITEES”) and shall fully protect, defend, hold 
harmless and indemnify the PURCHASER INDEMNITEES on demand from and 
against any and all LOSSES by any of them as a result of any breach of the No 
Infringement Warranty contained in this Article XI.  PURCHASER shall give prompt 
notice in writing of any notice or claim related thereto and PURCHASER agrees to 
cooperate with SELLER to enable it to make such defense, at SELLER’s cost and 
expense. 
 
 
XII. RISK OF LOSS 
 
 SELLER shall bear risk of loss and damage until the EQUIPMENT shall safely 
come to rest at the F.O.B. POINT.  Thereafter, PURCHASER shall bear risk of loss; 
provided, however, that SELLER shall bear the risk of loss during any return shipment 
of EQUIPMENT by PURCHASER to SELLER that does not meet the ACCEPTANCE 
CRITERIA or relates to a warranty breach. 
 
 
XIII. INSURANCE 
 
 13.1 Prior to Delivery - If PURCHASER has made any payments to SELLER 
towards design, manufacture, or purchase of the Equipment or has a security interest in 
the Equipment pursuant to Article IX hereof, then while SELLER has risk of loss, 
SELLER agrees, at its own expense, to procure and carry suitable fire, sprinkler 
leakage and extended coverage insurance on material, work-in-process and any 
furnished items which comprise or will eventually comprise the EQUIPMENT.  The 
amount to be insured shall be the actual replacement value of said material, work-in-
process and furnished items.  Such insurance shall provide a loss payable clause in 
favor of PURCHASER as its interest may appear. 
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 13.2 After Delivery - While PURCHASER has risk of loss, PURCHASER 
agrees to procure and carry as appropriate, in transit, sprinkler leakage, fire and 
extended coverage on the EQUIPMENT covering the full insurable value of the 
EQUIPMENT.   
 
 13.3 During Presence at PURCHASER’s Premises– (a) Should the execution 
of SELLER's obligations hereunder require SELLER's employees or agents to work on 
PURCHASER's premises, SELLER shall secure, at its own expense, and prior to such 
activity: (i) Workers’ Compensation insurance with limits required of an employer by 
law, and Employer’s Liability insurance with minimum limits of ONE HUNDRED 
THOUSAND DOLLARS ($100,000). In the event that SELLER fails to maintain such 
insurance as required by law, SELLER acknowledges and agrees that it will not seek or 
be entitled to any coverage under PURCHASER’s insurance. (ii) Commercial General 
Liability and Commercial Automobile Liability insurance protecting SELLER and 
PURCHASER against liability from damages because of injuries, including death, 
suffered by persons other than employees of SELLER and liability from damages to 
property, arising from and growing out of any operation of the SELLER (including the 
operation of automobiles, trucks or other vehicles owned or rented) in connection with 
the performance of this Master Agreement.  The Commercial General Liability 
insurance shall cover Contractual Liability assumed by SELLER under this Master 
Agreement.  Commercial General Liability insurance combined single limit shall not be 
less than TWO MILLION DOLLARS ($2,000,000).  In the event Owner so specifies, if 
the WORK involves asbestos abatement and/or lead abatement, SELLER shall provide 
proof of insurance coverage as applicable with a combined single limit of ONE MILLION 
DOLLARS ($1,000,000) per occurrence.  Commercial Automobile Liability insurance 
shall have a combined single limit of not less than ONE MILLION DOLLARS 
($1,000,000). 
 
 (b)  General Liability policies shall name PURCHASER as additional insured. 
 
 (c) SELLER hereby waives and will cause its insurers to waive all rights of 
subrogation which SELLER or its insurers may have against PURCHASER, 
PURCHASER’s agents, or PURCHASER’s employees. 
 
 13.4 Certificates - Failure to maintain in full force and effect the insurance 
required herein shall constitute a breach of this Master Agreement.  SELLER shall 
provide to PURCHASER copies of Certificates of Insurance within ten (10) working 
days of signing of this Master Agreement, on a form satisfactory to PURCHASER, 
completed by SELLER’s insurance carrier or agent, certifying that minimum insurance 
coverages, as required above, are in effect and will not be canceled or changed until 
thirty (30) days after written notice is given to PURCHASER. (Note: For insurance 
required in Sections 13.1 and 13.2, certificates are required only on written request by 
the other party.)  
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XIV. TAXES 
 
 (a) SELLER shall assume payment of all duties, tariffs, export fees, excise 
and other taxes assessed by the Country of Origin and taxes imposed by State or local 
governments in the Country of Origin (if other than U.S.A.). 
 
 (b) PURCHASER shall be responsible to SELLER for any sales tax, use tax 
or any other federal, state or local tax, measured solely by the CONTRACT PRICE and 
required to be paid by SELLER by virtue of the sale and delivery of the EQUIPMENT or 
performance of the WORK   
 
 
XV. ACCEPTANCE/PERFORMANCE TESTING 
 
 15.1 Shop Tests - Prior to shipment SELLER shall conduct shop testing 
pursuant to standards of the trade and the procedures (if any) outlined in the 
SPECIFICATIONS.  The purpose of these tests shall include, but not be limited to, 
performance evaluation to identify any mechanical interferences between machine 
members, improper adjustments made during assembly, and generally to determine 
that the EQUIPMENT is in good working order.  PURCHASER shall have the option to 
observe said preshipment testing.  It is understood that all defects in materials and 
workmanship identified as a result of said testing will be corrected by SELLER prior to 
shipment of the EQUIPMENT unless specifically directed by PURCHASER to the 
contrary.  Upon completion of all shop tests, SELLER shall submit to PURCHASER a 
statement certifying that the EQUIPMENT has passed all required shop tests.  SELLER 
shall promptly provide to PURCHASER all factory or shop test data or reports.  
 
 15.2 Failure to Inspect and Accept or Reject.  Failure to inspect and accept or 
reject EQUIPMENT or WORK shall not relieve the SELLER from responsibility for 
compliance with order requirements nor impose liability on PURCHASER. 
 
 15.3 Acceptance Test - Upon completion of the WORK, PURCHASER shall 
promptly commence the acceptance testing procedure designated in the 
SPECIFICATIONS, if any.  If no such acceptance testing procedure is provided for, 
acceptance shall be deemed to have occurred when the ACCEPTANCE CRITERIA is 
otherwise met.   
 
 15.4 Certification of Acceptance - On the ACCEPTANCE DATE, PURCHASER 
shall certify to SELLER, in writing upon request, of its acceptance of the EQUIPMENT 
and/or the WORK, provided that the EQUIPMENT or WORK shall have demonstrated 
(during the acceptance procedure) its performance to be in accordance with the 
SPECIFICATIONS.  The acceptance of the EQUIPMENT and/or WORK shall in no way 
release SELLER of any of its obligations hereunder (warranty or otherwise). 
 
 15.5 Provisional Acceptance - In the event that the acceptance procedure 
identifies areas of performance non-conformance which in PURCHASER's sole 
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commercial judgment do not materially impair PURCHASER's use of the EQUIPMENT 
or WORK in the short term, PURCHASER shall have the option to certify its provisional 
acceptance of the EQUIPMENT or WORK.  In this case, PURCHASER shall itemize 
those areas in which the EQUIPMENT or WORK has failed to perform acceptably.  
SELLER shall acknowledge said list and inform PURCHASER, in writing, as to when 
the non-conformance shall be corrected.  SELLER agrees that time is of the essence 
with regard to such modifications.  PURCHASER shall have the right to withhold 
payment of any funds normally due by virtue of acceptance.  The amount of the 
payment withheld shall be determined by PURCHASER and shall be reasonably 
commensurate with the reduced value of the EQUIPMENT or WORK.  Upon completion 
of the modifications by SELLER, it shall notify PURCHASER of same and the 
acceptance procedures shall be rerun in their entirety should PURCHASER elect to do 
so.  Should SELLER fail to meet the corrective modification completion date, 
PURCHASER may, at its option, revoke its provisional acceptance and use any of its 
remedies as may be provided herein or by the appropriate Uniform Commercial Code. 
 
 
XVI. SPARE PARTS 
 
 If the EQUIPMENT is designed to utilize spare parts, sixty (60) days prior to 
initial shipment, SELLER shall supply PURCHASER with a recommended Spare Parts 
List with related data and literature for the EQUIPMENT.  SELLER agrees for a period 
of five (5) years to sell to PURCHASER at prevailing delivery and payment terms, all 
necessary spare parts required for maintenance of the EQUIPMENT.  Spare parts will 
be at catalog prices.  Further, SELLER agrees within the limits of production capability, 
to provide emergency spare parts within a twenty-four (24) hour period after receipt of 
the emergency order.  Should SELLER no longer support this EQUIPMENT beyond five 
(5) years, SELLER agrees to supply PURCHASER or some other manufacturer with all 
manufacturing drawings so that PURCHASER can maintain the EQUIPMENT. 
 
 
XVII. COMPLIANCE WITH LAWS 
 
 17.1 The parties agree that they will perform their respective obligations 
hereunder in accordance with all applicable federal, state and local laws, rules and 
regulations now and hereafter in effect.  If any term or provision of this Master 
Agreement shall be found to be illegal or unenforceable then, notwithstanding, this 
Master Agreement shall remain in full force and effect and such term or provision shall 
be deemed stricken. 
 
 17.2 Equal Employment Opportunity - (Applicable to all agreements of $10,000 
or more. 41 CFR 60-1.4 and 41 CFR 60-741.5.) SELLER is aware of and is fully 
informed of its responsibilities under Executive Order 11246 (reference to which include 
amendments and orders superseding in whole or in part) and shall be bound by and 
agrees to the provisions as contained in Section 202 of said Executive Order and the 
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Equal Opportunity Clause as set forth in 41 CFR 60-1.4 and 41 CFR 60-741.5(a), which 
clauses are hereby incorporated by reference. 
 
 17.3 Equal Opportunity for Disabled Veterans, Recently Separated Veterans, 
Other Protected Veterans, and Armed Forces Service Medal Veterans.  (Applicable 
to (a) each contract of $25,000 or more entered into before December 31, 2003 (41 
CFR 60-250.4) or (b) each federal government contract of $100,000 or more, entered 
into or modified on or after December 31, 2003 (41 CFR 60-300.4) for the purchase, 
sale or use of personal property or nonpersonal services (including construction).)  If 
applicable, SELLER agrees that it is, and shall remain, in compliance with the rules and 
regulations promulgated under The Vietnam Era Veterans Readjustment Assistance 
Act of 1974, as amended by the Jobs for Veterans Act of 2002, including 
the requirements of 41 CFR 60-250.5(a) (for orders/contracts entered into before 
December 31, 2003) and 41 CFR 60-300.5(a) (for orders/contracts entered into or 
modified on or after December 31, 2003) which are incorporated into this order/contract 
by reference.  
 
 17.4 Notice of Employee’s Rights under the National Labor Relations Act.  
(Applicable to (a) all prime contracts of $100,000 or more and (b) subcontracts of 
$10,000 or more, resulting from solicitations issued on or after June 21, 2010). If 
applicable, Consultant agrees that it shall comply with Executive Order 13496 
(Notification of Employee Rights under Federal Labor Laws) and 29 C.F.R. Part 471 
regarding employees’ rights under the National Labor Relations Act to form, join and 
assist a union and to bargain collectively with their employers. 
 
 
XVIII. CANCELLATION AT PURCHASER'S CONVENIENCE 
 
 Without limiting any rights or remedies which PURCHASER may have in the 
event of any default or failure of performance by SELLER, PURCHASER shall have the 
right, upon ten (10) days prior written notice to SELLER, to cancel this Master 
Agreement and/or any outstanding PURCHASE ORDERS at any time and without 
cause prior to complete delivery.  Such cancellation shall be without any obligation or 
liability to SELLER other than payment to SELLER of (a) any and all costs actually 
incurred by SELLER in performance of this Master Agreement and/or the applicable 
PURCHASE ORDERS prior to notice of cancellation hereunder less (b) the salvage 
value of any materials acquired prior to cancellation.  Any progress payments of the 
CONTRACT PRICE shall be credited against the amount owed hereunder and in the 
event the payments exceed such amount owed, the excess shall be returned to 
PURCHASER.  SELLER agrees that it has an affirmative duty to mitigate all damages 
to it upon termination of this Master Agreement or any PURCHASE ORDER for 
convenience of PURCHASER.   
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XIX. TERMINATION FOR CAUSE 
 
 If SELLER shall fail to comply with the SPECIFICATIONS or drawings 
referenced therein in any material respect, or if it shall fail substantially to comply with 
any other provision of this Master Agreement and/or the applicable PURCHASE 
ORDER, then PURCHASER may, without prejudice to any other right or remedy and 
upon giving ten (10) days prior written notice, terminate this Master Agreement and/or 
any PURCHASE ORDER in whole or in part and/or reject all or part of the EQUIPMENT 
or WORK herein or therein whether or not the manufacture of the EQUIPMENT has 
been completed or such has been received at the DELIVERY DESTINATION or the 
WORK has been commenced or completed under a PURCHAASE ORDER.  Upon 
notice of termination by PURCHASER, SELLER shall promptly return all monies 
previously paid to SELLER by PURCHASER for the EQUIPMENT and WORK (if any) 
and shall pay PURCHASER direct damages equal to:  (a) all costs incurred by 
PURCHASER in preparation for the EQUIPMENT and WORK including but not limited 
to engineering, systems programming, site preparation, cost of supplies and facilities 
excepting only such costs which can be applied to EQUIPMENT and/or WORK 
obtained from any other supplier and, (b) the difference in price between the 
EQUIPMENT and WORK to be delivered hereunder and the equivalent substitute 
equipment or services procured by PURCHASER.   
 
 
XX. BANKRUPTCY 
 
 If PURCHASER has made any payments to SELLER towards design, 
manufacture or purchase of the Equipment or has a security interest in the Equipment 
pursuant to Article IX hereof, then if SELLER shall be adjudicated bankrupt, or if it 
should make a general assignment for the benefit of creditors, or if a receiver shall be 
appointed due to its insolvency, PURCHASER may without prejudice to any other right 
or remedy terminate this Master Agreement and/or any outstanding PURCHASER 
ORDERS and at its option may take possession of the EQUIPMENT and finish the 
manufacture by whatever method PURCHASER may deem expedient.  At 
PURCHASER's request, SELLER will fix appropriate notices or labels on the 
EQUIPMENT being manufactured under this Master Agreement to indicate ownership 
of PURCHASER.  To the extent reasonably possible, materials and work in process 
pertaining to the EQUIPMENT shall be stored separately from other stock and marked 
conspicuously with labels indicating ownership by PURCHASER. 
 
 
XXI. NOTICES 
 
 All notices hereunder must be in writing.  These notices shall be deemed duly 
given upon delivery if delivered by hand (against receipt) or three (3) days after posting, 
if sent registered mail, return receipt requested to: 
 
 In the case of notices given by PURCHASER to SELLER: 
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   SELLER 
   Address 
   City, State, Zip Code 
   Attention: Contact Name, Title 
     Phone: (000) 000-0000    
     Fax: (000) 000-0000 
     Email: _____________________   
 
 
 In case of notices given by SELLER to PURCHASER: 
 
   Hawaiian Electric Company, Inc. 
   P. O. Box 2750 
   Honolulu, Hawaii 96840-0001 
   Attention:  Contact Name, Title 
     Phone: (000) 000-0000    
     Fax: (000) 000-0000 
     Email: _____________________  
 
 
 With copy to: 
 
   Hawaiian Electric Company, Inc.  
   P. O. Box 2750 
   Honolulu, Hawaii  96840-0001 
   Attention: Director of Purchasing 
 Or to whomever else the parties may designate by notice pursuant to this Article 
XXI.  
 
 Non-Legal notices hereunder may be sent by, Email, FAX or Telex to the 
following: 
    
           PURCHASER:   SELLER: 
 
Contact Name:        _____________  _____________ 
FAX        - (808) 543-5621           - (000) 000-0000  
Confirmation       - (808) 543-0000           - (000) 000-0000 
Email         ______________  ____________________ 
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XXII. INDEMNIFICATION  
 
 SELLER shall indemnify, defend, and hold harmless the PURCGHASER 
INDEMNITEES from and against all LOSSES, based upon or arising out of damage to 
property, injuries to persons (including death) or other acts caused or contributed to by 
a defect in the EQUIPMENT or WORK by SELLER or anyone acting under its direction 
or control or in its behalf in the course of its performance under this Master Agreement; 
provided, however, that such aforesaid indemnity and hold harmless obligation shall not 
be applicable to the extent that such liability is based upon the sole negligence, gross 
negligence or willful misconduct of the PURCHASER INDEMNITEES. 
 
XXIII.  WAIVER OF CONSEQUENTIAL DAMAGES 
 
 Except with respect to indemnification obligations, claims arising out of breach of 
confidentiality obligations, or claims due to fraud, gross negligence or willful misconduct 
of a party, neither PURCHASER nor SELLER, nor any of their respective officers, 
employees, shareholders, directors or agents, shall be liable to the other in contract, tort 
(including negligence or strict liability) or otherwise for any special, indirect, incidental, 
multiple, punitive or consequential damages arising out of or relating to its performance 
or failure to perform under this Master Agreement. 
 
XXIV. GENERAL TERMS 
 
 24.1 Promotion Limitation - SELLER agrees that it will not use PURCHASER's 
name whether by including reference to PURCHASER in any list of customers 
advertising that its services or products are used by PURCHASER or otherwise, without 
written authorization by PURCHASER's authorized representative. 
 
 24.2 Survival Beyond Completion - The terms, provisions, representations and 
warranties contained in this Master Agreement shall survive the delivery of the 
EQUIPMENT and WORK and the payment of the CONTRACT PRICE. 
 
 24.3 Amendments - No amendment to this Master Agreement shall be effective 
unless it is in writing and signed by duly authorized representatives of both parties. 
 
 24.4 Complete Master Agreement - This Master Agreement (including all 
referenced Attachments) and the PURCHASE ORDERS entered into hereunder 
represents the entire agreement between the parties with respect to the purchase and 
sale of the EQUIPMENT and services. All prior agreements, representations, 
statements, negotiations and undertakings whether oral or written are superseded 
hereby. In the event there is a conflict between the provisions of the terms and 
conditions in this Master Agreement, the PURCHASE ORDER or any attachment to 
either document, this Master Agreement shall have precedence.  
 
 24.5 Effect of Waiver - No term or provision hereof shall be deemed waived 
and no breach excused, unless such waiver on consent shall be in writing and signed 
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by the party claimed to have waived or consented.  Any consent by any party to, or 
waiver of, a breach by the other, whether express or implied, shall not constitute a 
consent to, waiver of, or excuse of any other different or subsequent breach. 
PURCHASER's failure to insist on performance of any term or condition or to exercise 
any right or privilege, shall not waive any such term, condition, right or privilege.  
 
 24.6 Authority - Each party represents that it has full power and authority to 
enter into and perform this Master Agreement, and the person signing this Master 
Agreement on behalf of each has been properly authorized and empowered to enter 
into this Master Agreement, understands it, and agrees to be bound by it. 
 
 24.7 Applicable Law/Forum - This Master Agreement is made under and shall 
be governed by and construed in accordance with the laws of the State of Hawaii.  
Each party agrees and consents that any dispute arising out of this Master Agreement, 
however defined, shall be brought in the State of Hawaii in a court of competent 
jurisdiction; provided, however, that PURCHASER, at its option, may elect to submit 
any such dispute to binding arbitration pursuant to the commercial arbitration rules of 
the Dispute Prevention & Resolution, Inc. or its successor then in effect in which case 
the parties agree that any alternative dispute resolution shall take place in the State of 
Hawaii. 
 
 24.8 Force Majeure – (a) Neither party shall be liable for a delay in the 
performance of its obligations and responsibilities under this Master Agreement due to 
causes beyond its control, such as, but not limited to, war, terrorist acts, strikes or 
lockouts, embargo, national emergency, insurrection or riot, acts of the public enemy, 
fire, flood, or other natural disaster, provided that said party has taken reasonable 
measures to notify the other in writing of the delay.  Failure of subcontractors and 
inability to obtain materials shall not be considered as a Force Majeure delay.  Non-
performance by one party hereunder due to Force Majeure shall excuse performance 
by the other party until such time as the party relying on Force Majeure is again meeting 
its obligations under this Master Agreement; provided, the party claiming a Force 
Majeure delay shall use commercially reasonable efforts to mitigate the impact or 
consequences of the event on the other party and to recommence performance 
whenever and to whatever extent possible without delay.  The claiming party shall 
provide the other party with updates as to the status of its efforts to recommence 
performance and written notice upon conclusion of the Force Majeure delay.  
PURCHASER shall not pay SELLER any Contract Price in respect of the EQUIPMENT 
or WORK so affected, provided that PURCHASER shall pay SELLER for the 
EQUIPMENT and WORK rendered under t his Master Agreement prior to such Force 
Majeure delay.   
 
 (b) Notwithstanding any other provision of this Section 24.8, the non-
performing party shall not be excused under this Section 24.8 for any non performance 
of its obligations under this Master Agreement having a greater scope or longer period 
than as justifies by the Force Majeure delay or the performance of obligations that 
should have been performed prior to the Force Majeure delay. 

EXHIBIT E 
ATTACHMENT 1 
PAGE 52 OF 153



 
 24.9 Assignment - SELLER shall not assign this Master Agreement or its 
obligations hereunder to any third party without prior written consent from 
PURCHASER. PURCHASER shall not assign this Master Agreement or its obligations 
hereunder to any third party except its First Mortgage Bond Trustee and its subsidiaries 
or to NextEra Energy, Inc. without prior written consent from SELLER.  Neither consent 
will be unreasonably withheld. 
 
 24.10 Regulatory Approval - This Master Agreement is subject to any and all 
required regulatory conditions and approvals, including those of the Public Utilities 
Commission. 
 
 24.11 Ownership of Materials - Except as otherwise provided, any and all 
drawings, specifications, technical information and business information of any type 
whatsoever, whether or not characterized as secret or confidential obtained by SELLER 
from PURCHASER under this Master Agreement or related to the EQUIPMENT and/or 
the WORK, whether received or disclosed by written or oral communication or 
otherwise (except as provided below), are PURCHASER's exclusive property and shall 
be deemed PURCHASER's confidential information and SELLER shall receive and 
maintain the same in the strictest confidence.  SELLER shall not use such materials or 
information for any purpose other than for purposes of quotation or performance under 
this Master Agreement, and shall not otherwise disclose such materials or information 
to others except with the PURCHASER's consent given in writing.  SELLER shall return 
all copies of all such materials relating to the EQUIPMENT and/or the WORK to 
PURCHASER upon completion of the WORK.  
 
 Documents developed by SELLER hereunder that are specifically identified as 
deliverables in the PURCHASE ORDER shall belong to PURCHASER, provided, 
however, that notwithstanding anything to the contrary herein, any and all intellectual 
property or other proprietary materials, copyrights, know-how, patents, trade secrets, 
trade and service marks, and other information of SELLER used in the services or 
imbedded or included in the EQUIPMENT and/or the WORK shall remain SELLER’s 
proprietary property, and shall be considered SELLER’s confidential information.  
However, SELLER grants PURCHASER, its successors, assigns and independent 
contractors a license to use SELLER’s confidential information to the extent necessary 
to install, service or repair the EQUIPMENT. 
 
 24.12 Term of Confidentiality - This requirement under Section XXIV shall remain 
in effect for as long as such material, information or discoveries have not become 
generally known in the industry without the PURCHASER's fault or negligence.  This 
requirement shall survive the expiration or termination of this or any other Master 
Agreement between the PURCHASER and the SELLER whether now or hereafter 
executed. 
 
 24.13  Disputes, Controversies or Claims - SELLER agrees that PURCHASER 
shall have the sole and exclusive right to decide whether disputes, controversies, or 
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claims arising out of or relating to this Master Agreement shall be settled in accordance 
with the rules of the American Arbitration Association or through litigation in a court of 
competent jurisdiction.  Should PURCHASER agree to arbitrate the claim or 
controversy, the award may be entered in any court having jurisdiction thereof or in the 
forum of PURCHASER's choosing.  Pending any decision, appeal or judgment in such 
proceedings or settlement of any dispute arising under this Master Agreement, SELLER 
shall proceed diligently with the performance of this Master Agreement in accordance 
with PURCHASER's decision. 
 
  Any claim against PURCHASER by SELLER must be commenced within 
one (1) year after the cause of action or claim accrues.  All rights of SELLER to 
commence any court action or proceedings with respect to this Master Agreement shall 
expire and terminate one (1) year after the cause of action accrues. 
 
 24.14 Attorneys’ Fees and Costs - If there is a dispute between the parties and 
either party institutes a lawsuit, arbitration, mediation, or other proceeding to enforce, 
declare, or interpret the terms of this Master Agreement, then the prevailing party in 
such proceeding shall be awarded its reasonable attorneys’ fees and costs. 
 
 24.15 Survival of Indemnity Obligations – All indemnity obligations under this 
Master Agreement shall survive termination of this Master Agreement. 
 
 
XXV. COUNTERPARTS CLAUSE 
 
 The parties agree that this Master Agreement may be executed in counterparts, 
each of which shall be deemed an original, and all of which shall together constitute 
one and the same instrument binding all parties notwithstanding that all of the parties 
are not signatories to the same counterparts. For all purposes, duplicate unexecuted 
and unacknowledged pages of the counterparts may be discarded and the remaining 
pages assembled as one document.  This Master Agreement may also be executed by 
exchange of executed copies via facsimile or other electronic means, such as PDF, in 
which case, but not as a condition to the validity of the Agreement, each party shall 
subsequently send the other party by mail the original executed copy.  A party's 
signature transmitted by facsimile or similar electronic means shall be considered an 
"original" signature for purposes of this Master Agreement.
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IN WITNESS WHEREOF, SELLER and PURCHASER by their respective duly 
authorized representatives hereby accept and agree to be bound by this Master 
Agreement and the PURCHASE ORDER and SPECIFICATIONS to which they relate.  
 
 

 
      HAWAIIAN ELECTRIC COMPANY, INC. 
      ("PURCHASER") 
 
Date: _______________   By: _________________________________ 
                                    Print Name: __________________________ 
      Its: _________________________________ 
 
 
Date: _______________   By: _________________________________ 
                                    Print Name: __________________________ 
      Its: _________________________________ 
 
      ____________________________________ 
      ("SELLER") 
 
    
Date: _______________   By: _________________________________ 
                                    Print Name: __________________________ 
      Its: _________________________________ 
 
 
Date: _______________   By: _________________________________ 
                                    Print Name: __________________________ 
      Its: _________________________________ 
 

EXHIBIT E 
ATTACHMENT 1 
PAGE 55 OF 153



Attachment C: SSN Product Data Sheet Communications Module for 
Electricity Meters  
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SMART METERING  – THE FOUNDATION OF THE SMART GRID

The Silver Spring® Platform combines network infrastructure, software and services to enable a range of smart grid 

applications. Enabling two-way communications with modern electricity meters is fundamental to building the smart grid. 

The Silver Spring Communications Module integrates under glass inside partners’ electricity meters to provide 

wireless networking both back to utility OT/IT systems  and into the customer’s home. The module easily installs 

inside these meters and leverages Silver Spring network devices to form a highly resilient mesh network for the 

utility. The resulting two-way communications network gives utilities greater efficiency, more reliable service delivery,  

improved customer satisfaction, and a scalable platform for advanced smart grid applications.

The Communications Module accesses demand, consumption, time-of-use and interval data, alarms, and power-quality 

information from the meter. Its two-way wireless functionality supports remote data acquisition, meter program 

management, and real-time alerts for meter tampering and outages. 

WAN

IT SYSTEMS

OT SYSTEMS

OPEN STANDARDS-BASED INTEGRATION

GridScape
Network

Management

UtilityIQ
Unified

Software

ACCESS
POINT

ACCESS
POINT

RELAYRELAY

ZigBee

ETHERNET/ CELLULAR ETHERNET/ CELLULAR CELLULAR

GAS IMU WATER

BRIDGE MASTER

BRIDGE BRIDGE

LOAD
CONTROL FCI

MicroAP

Two-Way Wireless Communications For Meters

» Offers one-watt transmitter to provide full, 
two-way wireless NAN communications 
» Supports 2.4 GHz HAN communications 
» Integrates with Silver Spring UtilityIQ® 
application suite to support advanced metering 
and demand response 
» Enables over-the-air firmware upgrades to 
reduce operational cost
» Provides multi-layer security and military-grade 
encryption to meet rigorous industry standards

The Silver Spring Platform supports a range 

of smart grid applications on a single open 

standards-based network.

PRODUCT DATA SHEET

COMMUNICATIONS 
MODULE FOR 
ELECTRICITY METERS
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LEADING RELIABILITY AND PERFORMANCE

With its full, one-watt transmitter, the Communications Module provides broad reach and robust connectivity in 

the Neighborhood or Field Area Network (NAN or FAN). In addition to supporting a 900 MHz radio for the NAN, 

the Communications Module also features an optional 2.4 GHz radio for the Home Area Network (HAN). This radio 

supports the ZigBee Smart Energy Profile specification to communicate with a wide range of smart devices within 

the home. 

The Communications Module is available in a variety of models to support specific utility needs and 

geographic regions. 

FEATURES

» Full, two-way communications 

» One-watt transmitter 

» Frequency Hopping Spread Spectrum (FHSS) 

» Multi-layer security and encryption 

» Dynamic network discovery and self healing 

» Scheduled and on-demand meter reads 

» Alarm detection and clearing 

» Network time management 

» Continuous neighbor monitoring and route calculation 

» Over-the-air firmware upgrades and meter programming 

» Power outage and restoration notification 

» Support for a wide range of meters and form factors 
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COMMUNICATIONS MODULE SPECIFICATIONS

 Gen 3 Product Family – General
PLATFORM

NAN COMMUNICATIONS

HAN COMMUNICATIONS

PROTOCOLS / SECURITY

ENVIRONMENTAL

Processor: SoC-based ARM 7
RAM: 4 MB
Flash: 8 MB

Frequencies: 902 – 928 MHz, 865-880MHz
Protocol: IEEE 802.15.4g, Wi-SUN compliant
Data rates: 100 kbps
Spread spectrum: Frequency hopping
Transmitter output: up to 30 dBm (1 W)1

Receive sensitivity: -98 dBm for 10% PER

Frequency: 2400 – 2480 MHz
Protocols: IEEE 802.15.4, ZigBee Smart Energy Profile 1.1
Date rate: 250 kbps
Transmitter output: 20 to 23 dBm (100 to 200 mW)1

Receive sensitivity: -97 dBm for 1% PER

Addressing: IPv6
Encryption: Advanced Encryption Standard (AES-128 or AES-256)
Security: Secure Hash Algorithm 256-bit (SHA-256) and RSA1024 or ECC-256
Key storage: Secure NVRAM with tamper detection and key erasure

Operating temperature: -40°C to +85°C (-40°F to +185°F)
Humidity: 0% to 95%, non-condensing

1 Radio TX output power varies in accordance with local country regulations. Please contact 
Silver Spring Networks for more information.

 
 Gen 3 Product Family – North America

RADIO

INTERFACES

SUPPORTED METERS

Frequency: 902 – 928 MHz
Approvals: FCC 15.247, Industry Canada RSS-210

Meter: ANSI C12.18/C12.19, serial

GE I-210+2

GE I-210+c
GE kV2c
GE KV2ce
Elster A3 ALPHA
L+G E330 FOCUS AX
L+G E350 AX-SD Single Phase
L+G E330 FOCUS AX Polyphase
L+G E650 S4e

2 indicates Measurement Canada approval.

 
 Gen 3 Product Family – Australia and New Zealand

RADIO

INTERFACES

SUPPORTED METERS

Frequency: 915 – 928 MHz
Approvals: ANZ/NZ 4268

Meter: PACT, ANSI C12.18/C12.19, serial

Secure i-Credit 500
Secure Sprint 200
Secure Premier

L+G E350 – U1200
L+G E350 – U1300
L+G E350 – U3300
L+G E350 – U3350
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 Gen 3 Product Family – Brazil
RADIO

INTERFACES

SUPPORTED METERS

Frequencies: 902 – 907 MHz, 915 – 928 MHz
Approvals: ANATEL

Meter: ANSI C12.18/C12.19, serial

Nansen Spectrum K
Elster A3

 Gen 4 Product Family – General 
PLATFORM

NAN COMMUNICATIONS

HAN COMMUNICATIONS

PROTOCOLS / SECURITY

ENVIRONMENTAL

Processor: SoC-based ARM 7
RAM: 4 MB
Flash: 8 MB

Frequencies: 902 – 928 MHz, 865 – 880 MHz
Protocol: IEEE 802.15.4g, Wi-SUN compliant
Data rates: 50 – 300 kbps
Spread spectrum: Frequency hopping
Transmitter output: up to 30 dBm (1 W)1

Receive sensitivity: -101 dBm for 10% PER

Frequency: 2400 – 2480 MHz
Protocols: IEEE 802.15.4, ZigBee Smart Energy Profile 1.1
Data rates: 250 kbps
Transmitter output: 20 to 23 dBm (100 to 200 mW)
Receive sensitivity: -97 dBm for 1% PER

Addressing: IPv6
Encryption: Advanced Encryption Standard (AES-128 or AES-256)
Security: Secure Hash Algorithm 256-bit (SHA-256) and RSA-1024 or ECC-256
Key storage: Secure NVRAM with tamper detection and key erasure

Operating temperature: -40°C to +85°C (-40°F to +185°F)
Humidity: 0% to 95%, non-condensing

 Gen 4 Product Family – North America
RADIO

INTERFACES

SUPPORTED METERS

Frequency: 902 – 928 MHz
Approvals: FCC 15.247, Industry Canada RSS-210

Meter: ANSI C12.18/C12.19, serial

Elster A3 ALPHA
GE I-210+2

GE I-210+c2 
GE kV2c
GE kV2ce
Itron CENTRON II C12.19
L+G E330 FOCUS AX
L+G E350 AX-SD Single Phase
L+G E330 FOCUS AX Polyphase
Tatung ETA Series (ETA-21S, ETA-31S, ETA-32S)

2 indicates Measurement Canada approval.
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 Gen 4 Product Family – Australia and New Zealand
RADIO

INTERFACES

SUPPORTED METERS

Frequency: 915 – 928 MHz, 921 – 928 MHz
Approvals: ANZ/NZ 4268

Meter: ANSI C12.18/C12.19, serial

L+G E350 – U1200
L+G E350 – U1300
L+G E350 – U3300
L+G E350 – U3350

 Gen 4 Product Family – Brazil
RADIO

INTERFACES

SUPPORTED METERS

Frequencies: 902 – 907 MHz, 915 – 928 MHz
Approvals: ANATEL

Meter: Serial, DLMS-COSEM

Itron SL7000

RADIO

INTERFACES

FREQUENCY RANGES

SUPPORTED METERS

Frequency: 915 – 918 MHz, 917 – 920.8 MHz, 919 – 923 MHz, 920 – 925 MHz, 922 – 924 MHz, 
922 – 928 MHz
Approvals: ETSI EN 302 208, ETSI EN300 328, ETSI EN301 489, IEC 60950-1, IDA

Meter: ANSI C12.18/C12.19, serial, DLMS-COSEM

UMTS 800/850 Band VI/V, UMTS 900 Band VIII, UMTS 1800 Band III, UMTS 1900 Band II, 
UMTS 2100 Band I

Secure i-Credit 510
Secure Sprint 210
EDMI 7B
EDMI 10E WC
EDMI 10E CT LT
EDMI 10E CT HT
Mirai 3PH CT-HT
Mirai 3PH CT-LT
Mirai 3PH WC

 Accessories – Meter Patch Antenna Coupler
INTERFACES

ENVIRONMENTAL

APPROVALS

Antenna connector: N type, Female
Antenna types: various
Cable length: 15.24 cm (6")

Operating temperature: -40°C to +85°C (-40°F to +185°F)
Humidity: 0% to 95%, non-condensing

FCC: 15.247
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Attachment D: Technology and Cybersecurity Requirements  
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Attachment D: Technology and Cybersecurity Requirements

Vendor Name: 
Project: 

Date Questionnaire Released: 
Date Questionnaire Due: 

Date of Last Assessment Ratings Added by HE: 

Meets Will 3rd P Cust No Other

1 Data Object Model

Standard: System shall access data through a data object rather than directly from the 
DB.

Comment: Object models typically offer a higher level ‘name based’ form of access to 
data in a DB. When applications utilize a data object model, the data is normally better 
formulated and allows for easier name based data mapping (at the object model level vs. 
at the field level in the DB tables).

Preference: No products specifically preferred.

Desired Feedback: System providers should describe whether the application uses a 
data object model and whether the model provides an easy way to perform object model 
mapping. 

1 Logical Data Model

Standard: Logical data model(s) shall be available and aligned with project and 
enterprise requirements.

Comment: HE desires that systems provide a logical data model AND that the attributes 
of the model be capable of integration into a Data Modeler.

Preference: No products specifically preferred.

Desired Feedback: System providers shall indicate whether they have a logical data 
model and whether it can be provided or made available for review.

1 Physical Data Model

Standard: Physical data model(s) shall be available and aligned with project and 
enterprise requirements.

Comment: HE desires that systems provide a physical data model and that attributes of 
the modeled data to be capable of integration into a Data Modeler.

Meets Will 3rd P Cust No Other
1 Data Access Utility

Standard: System shall include a data access utility that can be used to directly manage 
the data (business) object.
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
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Vendors may add any hyperlink to right:

Desired Feedback: System providers shall describe their physical data structure and 
whether it is represented in a model, whether the model is available for use or review and 
what tools can be used with the physical data model.
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Enter the numeric value "1" (not text) as the 
flag values in the yellow highlighted 
response options. Do not flag more than 1 
(one) box per row. Use Grouping controls 
on far left side of this spreadsheet to fully 
open all text and response options. Use 
beige areas in expanded rows to enter any 
desired hyperlinks or additional explanation 
text. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:
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Preference: No products specifically preferred.
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Attachment D: Technology and Cybersecurity Requirements

Comment: The ability to perform basic data access/edits (e.g. data viewing, simple table 
editing) shall be provided through a data access utility included as part of the 
system/application. The utility shall access the data through the data object and shall also
incorporate the business rules for data edits. (Note: This is not the same as use of a 
general third party SQL access tool. In general, data shall not be edited directly through 
use of such general DB tools. However a system provider provided utility which adheres 
to the system provider’s data edit rules is helpful for data repair such switching a flag in 
the DB directly.)

Preference: No products specifically preferred.

Desired Feedback: System providers shall provide description of capabilities.

1 Data Import/Export Support

Standard: System shall include built-in data import/export utilities.

Comment: Package applications shall provide out-of-the box data import/export 
capabilities. Such input might be accomplished via CSV, spreadsheet or other common 
formats. Import/export features shall use the data object (see above) to assist with prope
data edits. This type of utility enables more flexible automated processes for performing 
data entry.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe the input/export support and indicate 
if its application uses a data object model. As a plus, the system provider shall provide a 
way to use object model mapping.

1 Extract/Transfer/Load (ETL) Capability

Standard: System shall support ETL capabilities directly or via close integration with 
other common ETL tools.

Comment: Extract/Transfer/Load (ETL) is a potentially important capability for enabling 
HE to share data across platforms and across different DBs for Data Warehouse 
(Business Intelligence (BI)) reporting and for the potential use of one application’s data by
a different application.

Preference: MS SQL Server SSIS or SAP Data Services.

Desired Feedback: If system has incorporated ETL capabilities into its package, such 
capabilities shall be described by the system provider and shall be counted as a plus. 

1 Adherence to Data Labeling and Handling Requirements

Standard: System shall allow for designating levels of confidentiality to be associated 
with data fields such that data users can readily comply with the Data Labeling and 
Handling Requirements.

Comment: HE has specific data handling and labeling requirements associated with 
particular forms of confidential information. It is important that new systems or 
applications introduced into the HE environment allow for such confidential data to be 
identified and that printed reports be flagged and labeled when confidential information 
appears in the reports.

Preference:
Support the following data classifications: Public – information made readily available to 
the public;
Internal Use – information for internal use within the Company by all employees and 
authorized Third Parties;
Confidential – sensitive information for authorized employees and Third Parties who have
a need-to-know;
Confidential – Restricted Distribution – highly sensitive information whose distribution 
must be carefully controlled.

Desired Feedback: System provider shall review the Data Labeling and Handling 
Requirements and assess whether data in system can be properly identified to meet the 
requirements.

Meets Will 3rd P Cust No Other
1 Web Data Management Utility

vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Standard: System dealing with web data shall either have or integrate with a utility to 
easily add, edit or remove data that are presented or collected on-line.

Comment: Well designed on-line web applications shall be data driven (rather than 
manually managing static pages). A built-in data management utility shall provide HE an 
interface to add, edit and remove data that will be presented online. Automation of that 
interface is important.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe out of box capabilities regarding data
management services.

1 Web Content Management Utility

Standard: System dealing with web content shall either have or integrate with a utility to 
easily manage or update the web content.

Comment: Web content includes images, style sheets, multimedia files, etc. that typically
do not come from the DB but rather from other file systems. Applications involved in 
presenting such content on the web should have powerful utilities for organizing, 
versioning, changing and updating content.

Preference: Integration with Ingeniux externally, SharePoint 2013 internally.

Desired Feedback: System provider shall provide capabilities regarding out of box web 
content management tools or integration with other standard tools.

Meets Will 3rd P Cust No Other
1 ODBC Compliance

Standard: System Database shall be ODBC compliant.

Comment: The database shall be able to be registered as an ODBC data source, 
allowing custom applications to access the data through the ODBC layer.

Preference: No products specifically preferred.

Desired Feedback: System provider shall certify ODBC compliance.

1 JDBC Compliance

Standard: System Database shall be JDBC compliant.

Comment: JDBC compliance is somewhat less important in many situations, but may be 
required in certain situations and shall always be noted if it exists.

Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate whether data base is JDBC 
compliant.

1 OLEDB Compliance

Standard: System Database should be OLEDB compliant.

Comment: The database should provide an application programming interface 
employing the Common Object Model, according to OLEDB standards.

Preference: No products specifically preferred.

Desired Feedback: System provider should indicate whether data base is OLEDB 
compliant.

1 SQL Data Access Compliance

Standard: System database shall be able to accommodate and respond properly to 
standard SQL queries run against the database.

Comment: The database shall be accessible not only from the package application 
interface, but shall also allow data extraction via standard SQL. This would mean that 
data can be extracted via a standard SQL based tool directly from the database.

Preference: Oracle / MS SQL language compliance preferred. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant
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Attachment D: Technology and Cybersecurity Requirements

Desired Feedback: System provider shall verify that the database is SQL compliant.

1 Use of HE Standard Database 

Standard: System operates using MS SQL Server 2012 for non-enterprise scale 
systems or Oracle XI (or newer) for Enterprise-scale applications.

Comment: HE prefers to standardize its database technology around MS SQL or Oracle 
64 bit versions.

Preference: MS SQL Server 2012 or Oracle XI (or newer).

Desired Feedback: System provider should certify that system operates on specified 
databases.

1 Use of Alternate Databases

Standard: Systems may support other types of non-SQL databases (Hana, Hadoop, 
other No SQL databases).

Comment: HE acknowledges that large-scale data may require alternate database types
to address performance and volume.

Preference: No products specifically preferred.

Desired Feedback: System provider should provide information about the other types of 
supported databases. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials

in text at right to highlight other relevant
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials
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Meets Will 3rd P Cust No Other

1 Mainstream Integrated Development Environment

Standard: Systems developed or maintained within HE shall allow development or 
maintenance work to be performed using a mainstream Integrated Development 
Environment (IDE).

Comment: Many software packages can be customized using an industry mainstream 
IDE such as MS Visual Studio, Eclipse, WebSphere Visual Studio, etc. HE prefers 
applications that can be maintained using a mainstream, industry standard IDE with MS 
Visual Studio or Eclipse.

Preference: MS Visual Studio - .Net, Eclipse for Java, SAP Workbench for SAP ABAP 
Development. For Source repository, we prefer MS Team Foundation Server for .Net, 
and CA Harvest for non-.Net.

Desired Feedback: System provider shall indicate whether the system can be 
maintained using one of the industry standard development environments.

1 Programmatic Interface for Accessing/Modifying System 
Information.

Standard: System shall provide an organized, programmatic interface or system 
development kit (SDK) to perform any system configuration or to access/modify system 
information or accounts.

Comment: HE seeks to avoid systems that do not organize their configuration interfaces 
and make access to system information obtuse. Interfaces shall be documented and 
consolidated to logical screen groupings in order to make adjustments easy. 

Preference: Product shall provide a native SDK.

Desired Feedback: System provider shall indicate whether system can be configured 
and maintained using pre-packaged screens with modern interfaces.

1 Mainstream Development Language

Standard: Any user configurable or exposed development language used for product 
customization and maintenance shall be based on one of the following: .Net, Java, or 
ABAP.

Comment: HE seeks to avoid use of highly proprietary languages for which programming
resources are rare and difficult to acquire. System shall use mainstream languages and 
technologies.

Preference: Preference is .Net, Java, ABAP.

Desired Feedback: System provider shall indicate whether system can be programmed 
and maintained in one of the above designated mainstream languages.

1 Programming Model

Standard: System/application shall be based on a modern development technology 
framework such as .Net, ASP.Net, Java EE, or Java Server pages (JSP).

Comment: HE seeks to work within modern, web oriented frameworks that employ well 
established interoperability standards, are industry standard and support a Services 
Oriented Architecture approach.

Preference: Preference is .Net, Java, ABAP.

Desired Feedback: System provider shall indicate what, if any, programming model the 
system is based upon.

1 Use of Plain Text Configuration or GUI Configuration

Standard: System customization and other configuration files available to HE developers
should make source content available as plain text or through a GUI interface.

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Comment: Manipulation of configurable system data by HE programmers should not 
require that the HE programmers have to interpret the formatting of configuration files. 

Preference: No products specifically preferred.

Desired Feedback: System provider should indicate if system configuration information 
can be accessed and manipulated as plain text or thru GUI for review, development or 
customization purposes.

1 Preservation of Customization

Standard: System shall allow for the preservation of prior customizations during product 
upgrades.

Comment: When software packages are upgraded, the ability (or inability) to preserve 
customizations created within older versions can dramatically impact the feasibility and 
the cost of the upgrade. Applications that provide specific provisions for creating 
customizations that are upgradeable can help bridge this issue. Typically, these 
applications may require that customizations be performed using a specific toolset 
provided by vendor.

Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate if system has provisions for 
preserving customizations against breakage during upgrades, what approach is used and 
how extensive the protection may be.

Meets Will 3rd P Cust No Other
1 Testing Cycles

Standard: System (under its proposed licensing provisions) shall allow for all of the 
following testing cycles to be performed: Unit Testing, Integration Testing, 
System/Functional Testing, End-to-End Testing, Performance Testing and Operational 
Readiness Testing.

Comment: The choice of what testing cycles shall be performed is essentially an 
implementation issue, but the system itself shall not preclude any of the cycles from being
exercised. The current standard only requires that the system be capable of being tested 
via each stage.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe any testing cycle provisions and 
shall further address whether those provisions can be supported by the product.

1 Developer Testing Framework

Standard: System shall allow for the use of a Testing tool for development and defect fix 
test management.

Comment: Testing development or customization changes as well as defect fixes must 
be managed to assure the proper migration of changes from the test to the production 
environment. HE requires that such changes be managed to assure that changes are 
fully tested, accepted and properly released for larger testing.  

Preference: Preference is to leverage IDE identified above.

Desired Feedback: System provider shall describe Unit Testing provisions and shall 
further address whether those provisions can be managed by the preferred IDE.

1 User & Performance Testing Framework

Standard: System shall allow for the use of a Testing tool for test case development, 
automation, and tie to defect management software. Also, this shall include performance 
testing capabilities.

Comment: Testing development or customization changes as well as defect fixes must 
be managed to assure the proper migration of changes from the test to the production 
environment. HE requires that such changes be managed to assure that changes are 
fully tested, accepted and properly placed into production.  

Preference: Preference is HPQC/Loadrunner.
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Desired Feedback: System provider shall describe Unit Testing provisions and shall 
further address whether those provisions can be managed by HPQC/Loadrunner.

1 Change and Defect Management

Standard: System shall allow for the use of automated change management and defect 
tracking.

Comment: The tracking of custom changes and defect fixes are important and systems 
within HE shall allow those issues to be tracked from the time that an issue is defined 
until the subsequent adjustment is designed, developed, tested, accepted, placed into 
production and successfully used for a period of time. 

Preference: 
End User Discovered Post-go-live bugs: Service Now
Developers & Release testing: SAP - Solution Mgr, Visual Studio Team Foundation 
Server, HPQC

Desired Feedback: System provider shall indicate if a change and defect management 
system is used.

1 Enablement and Use of Event Logs for Error Tracking and 
Debugging

Standard: System shall provide for easy use of log files to track events during testing or 
debugging operations.

Comment: The support for the system testing shall include generous use of event logs to
record system conditions, messages, logical status and events during testing or 
debugging. Logs shall allow for optional, progressive disablement during normal 
operations.

Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate the extent and use of system log 
capabilities.

1 Multiple Separate but Consistent Environments

Standard: System (under its proposed licensing provisions) can be configured and sized 
to support multiple environments (including development, staging, and training) that fully 
emulate the production environment including connectivity to other key systems.

Comment: The separate environments shall be configurable to have the same 
functionality as the production environment to assure that processes created in these non
production environments will operate in the production environment as originally 
developed.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe provisions for establishing separate 
environments and its configuration and deployment alignment with the production 
environment.

1 Use of Virtual Server Environment for Multiple Environments

Standard: System (under its proposed licensing provisions) should allow for the hosting 
of development, staging, or training versions/implementations of the system on Virtual 
Server.

Implementations of the system should be capable of being loaded on an instance a 
virtual server for fundamental development, testing or training purposes and should 
behave on a virtual server consistent with behavior on a dedicated server.

Preference: VMWare or AIX-based virtualization (LPAR).

Desired Feedback: System provider should indicate if systems support virtualization.

1 Straightforward Production Deployment
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Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:
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Vendors may add any hyperlink to right:
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Standard: System can be deployed from a Test to Production environment by 
straightforward alteration of path names and connections using executable or msi and/or 
batch files.

Comment: The system shall not require any fundamental re-configuration to deploy from 
test to production. The movement of code or the updating of connections and the loading 
of current data shall be the only major technical elements of final production deployment. 
These shall be accomplished via the use of HEs Operational Team Deploy with no 
required intervention from the system provider.

Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate if deployment can be accomplished 
with no fundamental reconfiguration other than connectivity and data updates or 
movement of tested code to the production system.

1 Version Consistency among Environments

Standard: New system releases can be managed in way that allows for easy and 
straight forward version control to be maintained consistently among all environments.

Comment: Patch and upgrade procedures shall allow for the consistent application of 
system updates to all environments without undue difficulty.

Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate how updates are applied to include al
relevant environments including a description of tools and processes required.

Meets Will 3rd P Cust No Other
1 N-Tier Application Architecture

Standard: System shall employ use of application development tiers to separate major 
functions or layers.  Systems must use at least 3-tiers (database, application, client), but 
may use more than that.

Comment: Beyond the simple separation of application from data, the system uses a 
well defined tier approach to separating major services including separation of the 
presentation layer from the application layer, separation of web server components from 
application components as well as providing separate security administration, separate 
report and print services, etc. See these requirements for related information: Network 
Security Zones; Data Tier Separation; Segregation of Reporting Services; and 
Substantial to Full Separation of the Presentation Layer.  Each Tier will be in its own 
security zone.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe the tier architecture of the system 
and describe the separation and integration methods for defining tiers.

1 Data Tier Separation

Standard: Data shall be stored in a separate tier distinct from other aspects of the 
application architecture.

Comment: 3-tier to ‘n’ tier technologies allow more flexible solutions and allow the 
application to be scaled up to meet higher load levels. At a 3-tier minimum, a separated 
data tier compliant with the Modeling View Controller (MVC) design pattern is a widely 
accepted implementation of the standard. If the data is not stored to meet this guideline, 
the integration, maintenance and reporting functions associated with the application can 
be problematic.

Preference: Data to be stored in a database.

Desired Feedback: If system does not meet this standard, what type of data storage 
approach is used? 

1 No Storage/ Maintenance of Data on Web Servers

Standard: Beyond the separation of data from the application, the system shall 
specifically avoid storing (other than very short term caching) of any ‘content’ information 
on web servers.
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
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Comment: No application or system content information shall ever be stored on a web 
server as part of an on-going data storage arrangement or strategy. Any temporary 
cache data must also meet HE standards regarding encryption of data outside a HE 
firewall.

Preference: Data to be stored in SQL DB behind Firewall.

Desired Feedback: If system does not meet this standard, describe what type of data 
storage is maintained at the web server level.

1 Segregation of Reporting Services

Standard: System shall support the segregation of reporting functionality so as to allow 
use of mainstream external tools for generating reports from the data.

Comment: Consistent with the n-tier architecture approach, HE prefers systems or 
applications architected to allow third party reporting tools such as SAP Business Objects 
to be used in developing reports from the data.

Preference: Preference for SAP Business Objects.

Desired Feedback: If system does not meet this standard, what type of data reporting 
approach is used? If compliant version is planned, provide any information on release 
date and form of compliance.

1 Substantial to Full Separation of the Presentation Layer

Standard: System shall employ substantial to full separation of the presentation layer 
from the application layer.

Comment: Consistent with the n-tier architecture approach, HE prefers systems or 
applications architected to allow alternative presentation options such as fat vs. thin client 
options without affecting fundamental system functionality.

Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate whether the system has multiple 
presentation modes or whether it allows the presentation mode to be upgraded 
separately from the application logic. If system does not meet this standard, what options 
for altering the presentation mode/layer exist? Is the system tied to a particular 
presentation mode?

1 Application Function Componentization

Standard: Individual system functions should be modular, thereby providing individual 
business functions in a componentized fashion.

Comment: Separated program modules should allow the individual modules to be 
‘called’ from one another or from a main program in order to ‘re-use’ functionality across 
the system.

Preference: No products specifically preferred.

Desired Feedback: System provider should describe degree of componentization and 
whether the system is more fully based on principles of SOA.

1 WSDL or WADL Enabled

Standard: System should allow business functions/processes to be defined in WSDL or 
WADL.

Comment: Web Services Description Language (WSDL) is used to define a service 
within an SOA environment. Applications which are truly Web Services enabled will use 
this utility. Similarly, Web Application Description Language (WADL) is used to fine 
services usually within a REST web service.

Preference: No products specifically preferred.

Desired Feedback: System provider should indicate if and where WSDL/WADL is used 
to define common services. 

1 WSFL Enabled

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:
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Standard: When applicable, system should allow workflow attributes to be described in 
WSFL.

Comment: Web Services Flow Language (WSFL) may be used to describe workflow 
activities within an SOA environment. Applications with workflow attributes may use this 
utility.

Preference: No products specifically preferred.

Desired Feedback: System provider should indicate if and where WSFL is used to 
define common services.

1 SOAP or REST Enabled

Standard: Important system functions shall be callable via SOAP or REST protocol.

Comment: Application functions that can be evoked via SOAP or REST protocol can be 
leveraged by other applications as a service. In some cases, functions within legacy 
applications can be wrapped to become “callable” and may use this technique to into a 
future HE architecture more smoothly.

Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate what functions, if any, are available to
be called via SOAP or REST consistent procedures.

1 UDDI Enabled

Standard: Important system functions can be described using UDDI publishing.

Comment: Important application functions may, under certain conditions, be described 
and published using Universal Discovery, Description and Integration (UDDI) techniques. 
When used appropriately, these techniques can allow system functions to be more fully 
exposed and available to other system uses. Appropriate judgment should be used in 
requiring this standard.

Preference: No products specifically preferred.

Desired Feedback: System providers should indicate what functions, if any, are 
described and/or published using UDDI.

1 Service Choreography

Standard: System should be componentized to the point of allowing process functions to 
be rearranged in order to form a new process flow with different characteristics (i.e., 
choreographed).

Comment: Service Choreography refers to the ability to re-configure business processes
using utilities that rearrange the manner and sequence in which SOA enabled program 
modules (containing business logic) are executed.

Preference: No products specifically preferred.

Desired Feedback: System provider should indicate whether choreography 
management functions have been built into system and how extensive they may be.

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Meets Will 3rd P Cust No Other
1 API Extensiveness/Flexibility

Standard: All user accessible data in the system shall be capable of being accessed via 
documented APIs (with the preferred method of access being a data access model).

Comment: Data transfer in and out of applications is a critical component for evaluation. 
At a minimum, HE expects applications to have a robust level of Application Program 
Interfaces (API) or more preferably a data object model that provides flexibility to access 
the full range of functional data. Testing Excel insertion with paste link to word.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe API extensiveness including whether
edit controls are applied to APIs and whether a data model is used for outside access to 
system data. More extensive feedback would include lists of documented APIs or 
documentation for the data access model. 

1 Integration with Websphere MQ and Message Broker

Standard: System should support integration with IBM’s Websphere MQ and Message 
Broker.
Comment: For applications that communicate with other applications via a messaging 
process, HE seeks to accommodate such communication within its selected enterprise 
messaging system which is Wesphere MQ.
For application to application communication, especially if communication is in real time, 
HE seeks to perform Enterprise Architecture Integration (EAI) functions using IBM 
Message Broker.  

Preference: Websphere MQ and Message Broker

Desired Feedback: System provider should indicate if the system support integration 
with WebSphere MQ and Message Broker.

1 Native XML Support

Standard: System should support use of XML natively to present data or to transfer 
information in and out of the system.

Comment: XML is widely accepted by today’s IT industry, and it is the fundamental 
standard for SOA. Both WSDL/WADL and SOAP/REST are all defined in XML format. 
Native application support for XML is considered ideal with XML compatibility via 
additional utilities established as a next best alternative.

Preference: No products specifically preferred.

Desired Feedback: System provider should describe native provisions for presenting 
data and whether that includes converting data to an XML format for inter system 
communication.

1 XML Compatibility

Standard: Even if the system does not natively support XML, the system shall be 
architected to extensively support XML processing through 3rd party XML utilities.

Comment: Irrespective of whether the system natively supports XML interchange, does 
the system interface tightly with third party XML utilities that can be used to either convert 
system data to XML or take system provided XML data and process it further?

Preference: No products specifically preferred.

Desired Feedback: System provider shall explain systems compatibility with 3rd party 
XML utilities and name its preferred utility if one exists.

1 Integration at the Web Services Layer
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:

Integration Capabilities
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Vendors may add any hyperlink to right:

Integration Architecture
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Standard: System should support integration flexibility at the web services layer such as 
allowing XML/WSDL/WADL calls or the interactive use of portlets.

Comment: HE seeks functional flexibility among its applications that allow applications to 
make calls for web services and to receive calls for web services.

Preference: No products specifically preferred.

Desired Feedback: System provider should explain the degree to which the system 
utilizes web services for calling services and for defining services that can be called.

1 Integration with OData

Standard: System should support integration with Microsoft’s Open Data Protocol 
(OData).

Comment: OData allows for integration of the application data with other applications.

Preference: No products specifically preferred

Desired Feedback: System provider should explain whether system can be configured 
to support OData.

1 Integration ETL Tools

Standard: For direct DB to DB data consolidation, integration or Extract/Transfer/Load 
(ETL) functions, the system shall support integration with MS SQL Server Integration 
Services (SSIS) or SAP Data Services.

Comment: When the direct integration of data environments is performed between two 
MS SQL compliant data bases, HE supports the use of SSIS for performing and 
monitoring the full Extract/Transfer/Load (ETL) of data from one database to the other. 
For other system-to-system transfers, SAP Data Services is the desired tool.

Preference: Integration with MS SSIS and SAP Data Services.

Desired Feedback: For relevant functions, system provider shall describe data 
integration capabilities and the ability of the system to leverage SSIS or SAP Data 
Services.

Meets Will 3rd P Cust No Other
1 Interoperability with MS Exchange

Standard: For e-mail related functions, system interfaces with or interoperates with MS 
Exchange 2010 or higher.

Comment: For systems or applications that shall interoperate with e-mail to facilitate 
workflow notifications or other human messaging services, HE expects that such systems
will interface with its current implementation of MS Exchange.

Preference: Integrate with MS Exchange 2010 & 2012.

Desired Feedback: System provider shall indicate the functions and the degree of 
integration, if any, with MS Exchange.

1 Interoperability with MS Office SharePoint 

Standard: For relevant services, system shall interface with MS Office SharePoint.

Comment: For systems or applications that shall integrate with group collaboration or 
group office productivity software, HE expects that such systems will interface with its 
current implementation of SharePoint.

Preference: Integrate with SharePoint 2013.

Desired Feedback: System provider shall outline functions and levels of interoperation 
with HE currently supported version of SharePoint.

1 Interoperability with MS Office desktop productivity suite
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials
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Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Standard: For relevant office productivity integrations at the desktop, system shall 
interface with MS Office 2010 or higher.

Comment: For systems or applications that should interoperate with desktop productivity 
tools, HE expects that such systems will interface with its current implementation of MS 
Office 2010 and will migrate with HE to a newer MS Office at an appropriate later date.

Preference: Integration with MS Office 2010 or Higher.

Desired Feedback: System provider should outline functions and levels of interoperation
with MS Office 2010 or Higher.

1 Interoperability with SAP Business Objects

Standard: For selected enterprise reporting services, the system should support use of 
SAP Business Objects.

Comment: This is a stated direction for the future as HE focuses on Business Objects 
for enterprise reporting.

Preference: SAP Business Objects preferred.

Desired Feedback: For relevant functions, system provider should describe data 
reporting compatibility with Business Objects.

Meets Will 3rd P Cust No Other
1 Native EDI Support

Standard: When Electronic Data Interchange (EDI) support is required, 
system/application should provide native EDI support consistent with industry standard 
EDI file formats when such formats are applicable.

Comment: Because some HE business partners require EDI based file transfer 
communication, native support of EDI in relevant applications is preferred. EDI is relevan
for a small minority of business functions, but for those limited functions, it may be quite 
important. 

Preference: No products specifically preferred.

Desired Feedback: System provider should describe EDI features and compliance with 
relevant industry protocols for standard file formats.

1 EDI Support

Standard: When Electronic Data Interchange (EDI) support is required and application 
does not natively support EDI communication, the system should easily allow for EDI 
support to be applied through integration with 3rd party tools.

Comment: If the preferred standard of native EDI support is not included in the 
system/application, the system should be compatible with use of third party EDI tools by 
providing convenient file export functions that can be linked fairly seamlessly to third party
EDI file management tools.

Preference: No products specifically preferred.

Desired Feedback: System provider should describe the form of integration between 
system and third party tools including the name of recommended tools.

Meets Will 3rd P Cust No Other
1 Windows based Web Browser Compatibility – Internal Use

Standard: Browser based potions of system shall work with MS Explorer 10.0.

Comment: Applications that deliver UI over browser technology shall be compatible with 
the currently stated HE standard for internal browser compatibility.

Preference: Vendor can certify Microsoft Internet Explorer.

Desired Feedback: System provider shall state clearly what their browser compatibilities 
include and/or what their requirements are.

1 Extended Web Browser Compatibility – Internal Use

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

User Interface (UI) Standards – Cross Platform
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Standard: Browser based potions of system shall work with MS Explorer 10.0 to be 
inclusive of all internal users.

Comment: Applications that deliver UI over browser technology shall be compatible with 
the currently stated HE standard for internal browser compatibility.

Preference: Vendor can certify Microsoft Internet Explorer.

Desired Feedback: System provider shall state clearly what their browser compatibilities 
include and/or what their requirements are.

1 General Web Browser Compatibility – External Use

Standard: Browser based potions of system exposed to public facing internet shall work 
with MS Explorer 10.0 & higher, Firefox 32.0 & higher and Safari 7.0 and higher to be 
inclusive of all external users.

Comment: Applications that deliver UI over browser technology shall be compatible with 
the currently stated HE standard for external browser (public facing) technology and the 
separate standard for external browser technology. 

Preference: Certify Explorer, Firefox & Safari, Chrome.

Desired Feedback: System provider shall state clearly what their browser compatibilities 
include and/or what their requirements are.

1 Full Enablement of UI via Browser (without Terminal Services)

Standard: When required, web browser can be used as the sole client side access for 
the application. Native browser support is generally preferred while self-updating plug-ins 
may be accepted.

Comment: The software should have web browser enabled UI (HTML over HTTP) that 
conducts the user interaction from either an unaided browser, or at minimum, a browser 
with plug-ins that update automatically. The objective of this standard is to support the 
application via “thin client” technologies which should not require HE to install any 
interface application on the user’s desktop PC or require use of Terminal Services.

Preference: Compatibility on all HE Browsers.

Desired Feedback: System provider should indicate level of compliance with all 
browsers listed in current HE General Web Browser Compatibility standard.

1 Web Portal Enablement for External Use

Standard: Information and functionality in the system UI can be segmented and 
presented as components within a web portal.

Comment: The ability to have meaningful chunks of software application functionality 
and information displayed within a Web Portal is consistent with HE direction and is 
desired in any application in as much as it is reasonable and meaningful. Allowing flexible 
data exchange among portal segments is also desired.

Preference: Integration with Ingeniux.

Desired Feedback: System provider should outline the system capabilities for 
expressing its parts as portal components.

Meets Will 3rd P Cust No Other
1 Use of Windows 7 Browsers for Presentation

Standard: For internally-accessed components, if system will not install as a native client 
on Windows 7 devices, system can use MS Explorer browser for full presentation and 
interaction.

Comment: At a minimum, systems that must be accessed via Windows PCs must be 
able to present information and appropriate functionality via the native browser (MS 
Explorer) features of Windows 7.

Preference: MS Explorer 10.

Desired Feedback: System provider should indicate how system can be assessed and 
utilized via Windows 7 workstations.
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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User Interface (UI) Standards - Windows

Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Meets Will 3rd P Cust No Other
1 Application Server Platform

Standard: System should operate on current HE Application Server Platform Standard 
which is defined as Windows Server or AIX.

Comment: HE mandates that any new software packages run on the current HE 
standard.

Preference: Preference for Windows Server 2012 and AIX. Lesser preference for 
Redhat.

Desired Feedback: System provider should specify supported application server 
platforms.

1 Use of MS IIS as Web Server Platform

Standard: Web related system services should operate using a currently supported 
version of Microsoft Internet Information Server (IIS).

Comment: Software requiring a web server platform should operate from the most 
recent version of MS IIS.  Limited use of Unix Webservers may be allowed on a case-by-
case basis.

Preference: Preference for most recent version of MS IIS.

Desired Feedback: System provider should specify supported web server platforms.

Meets Will 3rd P Cust No Other
1 Vertical Scalability

Standard: System can be scaled vertically by adding CPU power and/or memory.

Comment: This is both application architecture standard and hardware standard. A 
system shall be able to scale by adding memory and/or CPU power. Horizontal scalability 
is addressed by a separate standard.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe ability to scale by adding resources 
to a single server and shall further describe any impact on licensing and fees.

1 Horizontal Scalability

Standard: System can be scaled horizontally by adding servers.

Comment: Horizontal Scaling means applications can be run on a cluster of servers 
(with balancing), thus enabling HE to add more servers when the work load expands. Not 
all software allows horizontal scaling.

Preference: F5 load balancing preferred.

Desired Feedback: System provider should describe ability to scale by adding additiona
servers.

1 Cluster Awareness

Standard: System is ‘cluster aware’ at the application layer and can fully leverage server 
based clustering techniques.

Comment: To fully leverage clustering features, the application layer must be designed 
to work with server functionality to engage clustering options. System provides such 
integration. 

Preference: Preference is Power HA for AIX, MS clustering for Windows, and Service 
Guard for Linux.

Desired Feedback: System provider should provide information and architectural 
specifications dealing with how the system leverages clustering capabilities.

1 Manual Failover Procedures
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials

Scalability and Performance
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Server Platforms
Technology Architecture

Vendors may add any hyperlink to right:
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Standard: System can be recreated and brought back to prior state through manual 
restoration processes while also using system logs or other outside messaging / broker 
services to understand which transactions may have failed.

Comment: This standard for failover protection is not intended to cover instant or semi-
automatic failover services but instead represents a base line standard to validate that 
the system can at least be restored to a specific ‘before failure’ state using manual 
system restore techniques.

Preference: No products specifically preferred.

Desired Feedback: If system is not being protected via other semi automated or fully 
automated fail over techniques, system provider should describe the steps necessary to 
restore the system and potentially recover transactions in progress at the point of failure.

1 Semi Automated Failover Protection

Standard: System supports semi automated failover protection that allows a 
replacement platform to be brought up within 15 minutes of failure complete with an audit 
log of failed transactions.

Comment: This standard for failover protection is not intended to cover instant failover 
involving full transaction recovery and seamless, automated re-processing of 
transactions. This standard assumes some operator intervention to bring up replacement 
system and to find, account for and re-process failed transactions.

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify the steps necessary to provide for 
system restoration (even if manual) including the steps necessary to identify (and restore
transactions in progress at the time of failure.

1 Unattended High Availability Failover Protection

Standard: System supports High Availability failover protection that provides for 
unattended within 1 second with complete transaction recovery and seamless re-
processing of failed transactions in progress.

Comment: This standard for failover protection assumes near instant failover involving 
full transaction recovery and seamless, automated re-processing of transactions. This 
standard assumes no significant operator intervention to bring up replacement system 
and to find, account for and re-process failed transactions.

Preference: Preference is Power HA for AIX, MS clustering for Windows, and Service 
Guard for Linux.

Desired Feedback: System provider shall detail high availability failover protection 
options.

1 Response Time Performance – Internal Network

Standard: Overall Response time for a simple transaction should be consistent with the 
needs of the application. Internal Client based systems should generally return a query 
within 1.0 seconds on networks if one assumes a baseline of 50 mbps effective 
throughput.

Comment: Response is difficult to estimate, but in general, response time performance 
for internally deployed systems operating at an average of 50 mbps should generally fall 
within 1.0 seconds for simple transactions. HE understands that ultimate responsiveness 
is heavily influenced by our underlying network and data stores, and HE expects that its 
systems can support such responsiveness if the application is well constructed.

Preference: No products specifically preferred.

Desired Feedback: System provider should estimate system architecture requirements 
to achieve HE response standards. Provider should also indicate estimated response 
time.

1 Response Time Performance – External Facing
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
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Standard: Overall Response time for a simple query should be consistent with the needs
of the application. Response to a well powered web client assuming a base overall 
through put speed of 8 mbps on the network should be within 1.5 seconds. HE 
understands that ultimate responsiveness is also heavily influenced by our underlying 
network and data stores, and HE expects that its systems can support such 
responsiveness if the application is well constructed.

Comment: Response is difficult to estimate, but in general, response time performance 
for web systems that provide external interactions to HE constituents and community 
members should provide return pages within 1.5 seconds assuming a typical workstation 
and an 8 mbps download speed to a major ISP.

Preference: No products specifically preferred.

Desired Feedback: System provider should estimate system architecture requirements 
to achieve HE response as stated.

Meets Will 3rd P Cust No Other
1 TCP/IP Network Transport Protocol

Standard: TCP/IP is the standard HE business network transport protocol.

Comment: HE does not support Novell NCP, IPX or other proprietary protocols other 
than VPN encryptions that continue to use TCP/IP. NetBIOS is not supported as a 
transport protocol even if it is recognized.

Preference: IPv4 required.

Desired Feedback: System provider shall describe its network transport protocols.

1 HTTP and HTTPS Data Transport Protocols

Standard: HTTP and HTTPS are the standard HE web data transport protocols.

Comment: HTTP is the dominant data transport protocol today and it is a HE mandate 
for on-line applications. HTTPS is, at a minimum, required for secure data transport but 
can be replaced by more secure forms of connectivity as needed.  See the 
"Cryptographic System" requirement for additional information.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe its data transport protocols.

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Network/Communication Architecture 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials

Vendors may add any hyperlink to right:
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Vendors may add any hyperlink to right:
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Meets Will 3rd P Cust No Other
1 Capability to Run in Virtual Environment

Standard: System is capable of effective operation in a virtual server environment.

Comment: System will operate in a virtual server environment such as VMware or IBM 
LPARS. System functionality in the virtual server environment shall be equal to 
functionality on a dedicated server.

Preference: VMware or AIX LPAR preferred.

Desired Feedback: System provider shall indicate in what virtual environments, if any, 
the system will operate.

1 Compatibility with Storage Area Network (SAN)

Standard: System implementer shall deploy storage services within HE Storage Area 
Network (SAN) based on 3PAR. 

Comment: System shall be deployed to operate using a SAN for all system data storage 
needs other than server based logs or configuration files. 

Preference: 3PAR preferred.

Desired Feedback: System implementer shall be familiar with SAN technologies in orde
to ensure that the product being implemented is configured correctly to function in a SAN 
environment.

1 Compatibility with Native Fiber Channel for SAN Management

Standard: System is compatible with the native fiber channel used with Storage Area 
Network (SAN) management.

Comment: System will operate using native fiber channel standards for transmitting 
hardware commands used to manage remote services on SAN servers and devices. 

Preference: EMC SAN services using native fiber channel
Desired Feedback: System provider shall indicate compatibility with native fiber channel.

1 Compatibility with On-Line Back-up and Restore Functions

Standard: System is capable of effective operation in concert with On-Line data back up 
procedures including awareness of open transactions and files.

Comment: System shall allow data and applications to be backed up using on-line back 
up and restore services. Back-ups shall work from a schedule and the restore functions 
shall not first require conventional loading of the OS and relevant applications. HE 
currently uses CommVault software systems to manage its storage management and 
back-up services.

Preference: Preference is eVault i365.

Desired Feedback: System provider shall indicate compatibility with eVault i365 and 
related procedures.

1 Compatibility with System Configuration Management software

Standard: System is capable of effective operation in conjunction with system 
configuration software.

Comment: System software change and configuration management services can be 
managed using SCCM (for windows) and Uptime (for AIX and Linux).

Preference: SCCM management services for Windows, Uptime for AIX & Redhat.

Desired Feedback: System provider shall indicate compatibility configuration software.

 1 Patch Level Compatibility
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:

System Operation, Management and Support Architecture
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant

Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:
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Standard: Applications must be consistent with current HE upgrade and fixpack levels 
for the HE Operating Environment.

Comment: Most software packages are designed and implemented based on certain 
patch and upgrade levels within the IT environment. (e.g., .Net, J2EE or JVM level, 
Operating system version and fix pack level, etc.) Quite often, when people purchase 
different packages (even from the same system provider), there is a version/specification 
level conflict. It is important to resolve compatibility issues before packages are 
purchased or deployed.

Preference: Product must maintain compatibility with current platform versions.

Desired Feedback: System provider shall state policy to maintain software compatibility 
with underlying system patches.

1 System Management Utilities

Standard: Systems and applications shall be supported by system management utilities 
commensurate with the management needs of the product.

Comment: Systems management requirements must be established to meet the specific 
needs of the application and its environment. Major categories of requirements will 
include: (1) system utilities, (2) backup/recovery and (3) routine system 
management/operational procedures.

Preference: Preferences are MS System Center Operations Manager and AIX (native 
tool).

Desired Feedback: System provider shall state compatibility with stated system 
management utilities.

1 Compatibility with Application Performance Management (APM)

Standard: System supports and is tolerant of Application Performance Management 
(APM) monitoring.

Comment: System should not show ill effects, slow or otherwise be intolerant of APM 
modules running on the network to provide information on the performance of systems 
operating from network servers.

Preference: SCOM management services.

Desired Feedback: System provider should indicate compatibility with SCOM 
capabilities.

1 Low Intervention Maintenance Requirements

Standard: System shall have no to low system intervention needs requiring operator 
initiated or assisted maintenance activities such as purging of log files, data integrity 
checks, indexing or similar activities.

Comment: System management requirements shall be capable of being automated 
where reasonable and the number of manual or operator initiated interventions shall be 
small to non-existent.

Preference: No products specifically preferred.

Desired Feedback: System provider shall outline all maintenance functions requiring 
regular intervention by system operators.

1 Service Lifecycle and Upgrade Schedules

Standard: Software product service lifecycle and upgrade schedules should be 
consistent with HE expectations for system life (upgrades on the average of four years, 
with expected product life on the order of ten to twelve years).

Comment: This standard is highly discretionary and is included for fundamental data 
gathering and overall assessment as opposed to strict quantitative evaluation.

Preference: No products specifically preferred.

Desired Feedback: System provider should describe and service lifecycle and upgrade 
schedules. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Meets Will 3rd P Cust No Other
1 Remote Support Capability and Access

Standard: Remote support access for systems or applications is to be granted on a very 
judicious basis and shall conform to ITS Remote Access policies.

Comment: In many cases, direct system provider management and/or support the 
system via remote access (VPN) can greatly improve the service availability and cut 
down the cost of IT operation. Allowance of direct access to the application layer or 
beyond is not to be granted lightly.

Preference: TLS (formerly known as SSL) and IPsec VPN.

Desired Feedback: System provider should indicate whether system provides a remote 
administration console or a console application. If so, what is the preferred manner of 
access by the system provider and does that conform to the HE Standard? What 
controls are in place on the system provider side to prevent unauthorized access from 
their location.

1 Service Level Agreements

Standard: In order to support the Performance and Availability standards and 
requirements, external system providers will need to comply with HE developed Service 
Level Agreements (SLAs).

Comment: Basic expectations include: 
(1) Back-end system should be available 24x7 (e.g.,8x5,10x6,24x7) with allowable down 
time via a reserved maintenance window scheduled for Wednesday nights between 
7:30pm – 12:00am. (In some e-business application outages, service may be maintained 
via appropriate caching techniques). 
(2) Back-end systems should provide appropriate transaction logging and tracking 
mechanisms to perform audits and establish controls.

Preference: No products specifically preferred.

Desired Feedback: System provider should indicate its ability to comply with HE SLAs.

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

In
fo

rm
at

io
n 

O
nl

y

Vendors may add any hyperlink to right:

Id
ea

l  
C

or
e

M
an

da
to

ry
M

an
da

to
ry

Vendors may add any hyperlink to right:

System Support
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Meets Will 3rd P Cust No Other
1 Authentication and Identification

Standard: System shall provide or allow for user authentication and identification.

Comment: System integrated into the HE environment must provide user ID 
management and logon functions as well as provide or interface with measures designed 
to guard against fraudulent transmission and imitative communication deception by 
establishing the validity of the transmission, message, station or individual. System shall 
provide authentication and identification for employees and customers.

Preference: MS Active Directory preferred.

Desired Feedback: System provider shall describe authentication and ID capabilities.

1 Use of Integrated Windows Authentication for Web Services

Standard: If system uses web based components, system shall interface with Integrated 
Windows Authentication (IWA) to provide for user authentication and identification.

Comment: Any new software package must provide user ID management and logon 
functions and HE desires that its systems use in as much as appropriate, the features of 
MS Integrated Windows Authentication.

Preference: MS Active Directory preferred.

Desired Feedback: System provider shall describe the extent of IWA capabilities.

1 LDAP Integration

Standard: The system operates in conjunction with standard LDAP services.

Comment: LDAP is the most widely accepted protocol for maintaining a directory of 
authenticated users and while a software package may provide its own authentication 
service, the capability of using 3rd party authentication using LDAP information is critical 
for raising security services to an enterprise level and using services such as single sign-
on (SSO).

Preference: MS Active Directory preferred. LDAP where Active Directory not supported.

Desired Feedback: System provider shall describe the extent of LDAP integration.

1 Internal and External Password Management

Standard: System must be capable of enforcing strong password handling for all 
external customer users and for HE users (employees or contractors), and the ability to 
enforce different rules based on account type (e.g. internal, customer, supervisor, 
administrator)

Comment: Vendor system must support the following:
- Must have capability to have passwords expire on a configurable timeline based on 
account/user role, with 90-days being the default for internal system users and no 
expiration date for customers.
- Must have configurable complexity requirements based on account/user role, including 
the ability to require:
- passwords for internal system accounts must contain three or more of the following 
groups: 
--- Upper case letters; 
--- Lower case letters; 
--- Numbers; 
--- Special characters (ex: $, @, #, %, etc.);  
- At least eight (8) characters long; 
- Must not be common words or combinations of common words; 
- Must not be the same as the user ID, nor an anagram or variation of the user ID.
- Cannot reuse the last (configurable number) passwords by user type, with 10 being the 
default for internal system users and no re-use restriction for customers.

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:
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Security and Privacy Architecture
User Access Management

In
fo

rm
at

io
n 

O
nl

y

C
or

e
M

an
da

to
ry

EXHIBIT E 
ATTACHMENT 1 
PAGE 83 OF 153



Attachment D: Technology and Cybersecurity Requirements

Preference: No products specifically preferred.

Desired Feedback: System provider must verify that password strength and reset 
requirements can be configured and enforced. 

1 Customer Privacy Settings- Web

Standard: System must not store cookies containing personally identifiable information 
and use the standard privacy settings of the browser.

Comment: The system must also not employ SuperCookies, EverCookies, 
PermaCookies or any other mechanism that circumvents a user’s browser privacy 
settings.

Preference: No products specifically preferred.

Desired Feedback: System provider must verify that cookies containing customer 
privacy information are not stored. System provider must verify that browser privacy 
settings are not overridden.

1 Customer Privacy Settings-Mobile

Standard: System must not override a customer’s mobile privacy settings.

Comment: If the solution contains a mobile application (smart phone, tablet, etc.) The 
mobile application must obey the customer’s mobile privacy settings for sharing or 
collection of customer data, such as contacts, geo-location data, or any other information 
not explicitly entered by the customer into the application.

Preference: No products specifically preferred.

Desired Feedback: System provider must verify that mobile application privacy settings 
are not overridden.

1 Confirmation of Customer Privacy Settings-Mobile

Standard: System shall prompt for permission to access customer data.

Comment: If the solution contains a mobile application (smart phone, tablet, etc.) The 
mobile application must prompt before accessing customer data, such as contacts, geo-
location data, or any other information not explicitly entered by the customer into the 
application.

Preference: No products specifically preferred.

Desired Feedback: System provider must verify that mobile application requires 
customer action to approve.

1 Single Sign-On (SSO) Enabled

Standard: Product supports Single Sign-On (SSO).

Comment: SSO can make security management easier, and provides an improved user 
experience. In the real world, when users have too many IDs and passwords to 
remember, the system may be less secure.

Preference: MS Active Directory preferred for internal and SAML for external.

Desired Feedback: System provider shall verify that system is compatible with SSO.

1 Removal of Generic Accounts

Standard: At the time of install all generic accounts and default logins shall be removed.

Comment: Default accounts and passwords may make the system vulnerable to 
unauthorized access. Unnecessary accounts shall be removed. For accounts that are 
required for proper system operation, the system provider shall document all accounts 
that are required and enable HE to modify them from the default setting.

Preference: No products specifically preferred.
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
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Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

M
an

da
to

ry

Vendors may add any hyperlink to right:

Id
ea

l  
C

or
e

In
fo

rm
at

io
n 

O
nl

y
In

fo
rm

at
io

n 
O

nl
y

Id
ea

l  
C

or
e

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Attachment D: Technology and Cybersecurity Requirements

Desired Feedback: System provider shall confirm that generic accounts and default 
logins will be removed/modified during installation.

1 Multi-level Access Control

Standard: Product provides multiple levels of access control based on user profiles.

Comment: Product security shall allow access control to be imposed at multiple levels 
and shall generally extend to the data field level. For example multi-level denotes the 
ability to control at the field, page, function and/or module.

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify extent of multi-level access control 
capabilities.

1 Task or Role Based Access Control

Standard: Product provides task or role based access control tied to user profiles and 
group definitions.

Comment: Product security shall allow access control to be defined according to tasks 
or roles that are in turn related to ‘groups’ defined as part of the user profile 
administration.

Preference: No products specifically preferred.

Desired Feedback: System provider shall explain task and role based security controls 
for function access and data access as well as the manner in which groups are defined to
represent these roles.

1 Task or Role Based Data Import/Export Control

Standard: Product provides task or role based data import/export control tied to user 
profiles and group definitions.

Comment: Product security shall allow data import and export control to be defined 
according to tasks or roles that are in turn related to ‘groups’ defined as part of the user 
profile administration.

Preference: No products specifically preferred.

Desired Feedback: System provider shall explain task and role based security controls 
for data import/export and the manner in which groups are defined to represent these 
roles.

Meets Will 3rd P Cust No Other
1 Removal of Unnecessary Software

Standard: All software components that are not required for the operation and/or 
maintenance of the procured product shall be removed. If removal is not technically 
feasible, then software features that are not required for the operation and/or 
maintenance of the procured product shall be disabled.

Comment: Unnecessary software and features (e.g., messaging services, unused 
drivers, etc.) that are left enabled may make it easier for unauthorized access to occur 
and remain undetected. All items retained shall be documented.

Preference: No products specifically preferred.

Desired Feedback: System provider shall confirm that it will remove/disable all 
unnecessary software/features and - for features that cannot be disabled - that it will 
provide risk mitigation support.

1 Disable non-required services and ports

Standard: Services and ports not required for operation of the system may provide 
vulnerability and shall be removed and disabled.

Comment: System shall be able to function without the disabled ports and services. All 
such actions shall be documented by the system provider.

Preference: No products specifically preferred.

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short but vendors
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Attachment D: Technology and Cybersecurity Requirements

Desired Feedback: System provider shall indicate what ports and services are not 
required.

1 Version/Patch utility

Standard: All versions for software, configurations, firmware, scripts, macros and 
enabled ports and services shall be accessible and reported through a utility.

Comment: Application utility needs to aggregate and report on existing versions/patches 
by module or executable file.

The Supplier shall provide documentation of software/firmware that supports the 
procured product, including scripts and/or macros, run time configuration files and 
interpreters, databases and tables, and all other included software (identifying versions, 
revisions, and/or patch levels, as delivered). The listing shall include all ports and 
authorized services required for normal operation, emergency operation, or 
troubleshooting. This documentation must include user guide(s); system installation and 
maintenance documentation; application flow diagrams and descriptions; data file 
schema; back-up procedures; and recommended security and user test procedures.

Preference: Native to the product (no third party).

Desired Feedback: System provider shall confirm that it can provide a full inventory of 
software, firmware, scripts, ports, etc. supporting procured product and that unnecessary 
items will be removed or disabled during implementation.

Meets Will 3rd P Cust No Other
1 Web browser session protection

Standard: For web based components, the system supports the Transport Layer 
Security (TLS) protocol for internet session security. 

Comment: 
1) For web browser based components, the system must support the Transport Layer 
Security (TLS) protocol for internet browser session security, but the vendor is free to 
recommend alternative encryption methods as well.

2) Unless otherwise agreed to during system implementation, set a default of using TLS 
for all web browser pages handling non-public data.

3) Use HTTP Strict Transport Security (HSTS) and the Secure Cookie flag for all browser 
sessions handling non-public data.

4) Do not include Hawaiian Electric Company non-public data as part of any URL.

Preference: TLS v1.2.

Desired Feedback: System provider shall verify that system uses TLS where 
appropriate.

1 SSH File Transfer Protocol

Standard: System shall support large file transfer utilizing a SSH (Secure Shell) File 
Transfer Protocol (SFTP) Server.

Comment: SFTP is the current industry standard for secure file transfer and is a HE 
mandate for open transfer of HE information.

Preference: See "Cryptographic System" requirement for algorithm.

Desired Feedback: System provider shall verify system uses SFTP where appropriate.

1 Inter-process Communication

Standard: The system shall enforce security policies from the critical side when 
interprocess communication is initiated from a less privileged application.

Comment: Separation of privileges between different applications is critical for 
minimizing the extent of system vulnerability if a particular application is compromised.

Preference: No products specifically preferred.
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. Id
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Connection and Data Transport Security
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references
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Attachment D: Technology and Cybersecurity Requirements

Desired Feedback: System provider shall verify its ability to configure interprocess 
communication and privilege separation.

1 Secure Transport of Company non-Public Data

Standard: System shall support secure transmission of all non-public data.

Comment: All non-public data must be encrypted in accordance with the standard 
depicted in the "Cryptographic System" requirement .

Preference: See "Cryptographic System" requirement for algorithm.

Desired Feedback: System provider shall specify the algorithms used for secure 
transports.

1 Network Security Zones

Standard: Vendor must document all data flows required to traverse any electronic 
security perimeter (ESP), whether between multiple internal ESPs or between internal 
and external ESPs. Requirements for Medium Impact BES Cyber Systems found in 
NERC CIP-005-5 Electronic Security Perimeters shall be followed.

Comment: The network shall be segmented into multiple network security zones, and 
methods shall be in place to restrict communication between zones. Also see the 
"System Interfaces" requirement.
Preference: No products specifically preferred.

Desired Feedback: System provider shall describe its proposed network architecture 
and methods for controlling communication between network security zones. Vendor 
must provide this information regardless of whether the security zone interface devices 
are provided or maintained by the vendor.

1 Wireless Technology

Standard: Where wireless links are used in the implemented system, the system shall 
support wireless technologies while remaining compliant with security standards. System 
shall support link or end-to-end encryption independent of data transmission carrier.

Comment: The system shall be compatible with other wireless equipment and shall 
minimize the potential for signal interception. The system shall be resilient to high-level 
threats including denial of service, eavesdropping, man-in-the-middle, masquerading, 
message modification, message replay, and traffic analysis. The system provider shall 
provide documentation regarding capabilities, requirements, limitations, and security of 
the system's wireless communication devices.

Preference: See "Cryptographic System" requirement for algorithm. WPA-2 Enterprise 
for 802.11 for authentication.

Desired Feedback: System provider shall describe the wireless protocols that are 
compatible with the provider's devices and demonstrate that known attacks do not 
compromise receiving devices. Describe their link or end-to-end encryption method and 
how it is independent of a data provider encryption (e.g. cellular data or microwave).

1 Network Intrusion Detection

Standard: The system shall allow for means to document that network traffic is 
monitored, filtered, and alarmed (e.g., alarms for unexpected traffic through network 
security zones) and provide filtering and monitoring rules on a 24x7x365 basis.

Comment: The system shall be configured with an intrusion detection system (IDS), 
which may be either host-based or network-based. The system provider shall provide 
recommendations for optimal IDS configuration which will enable HE to monitor traffic.

Preference: Supports integration with HE network IDS.

Desired Feedback: System provider shall describe its proposed network intrusion 
detection system architecture and monitoring conditions.

Meets Will 3rd P Cust No Other
1 Elimination of ‘Cached’ Data

Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Data Storage Security

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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sections of proposal materials. 

EXHIBIT E 
ATTACHMENT 1 
PAGE 87 OF 153



Attachment D: Technology and Cybersecurity Requirements

Standard: If caching is used with non-public HE data, the cached data shall be encrypted
and eliminated when no longer needed.

Comment: If confidential data is processed on the system, the system shall provide for 
the encryption of the cached data and elimination the cached data to assure that residual 
data is not left in caches or on local hard drives.

Preference: No products specifically preferred.

Desired Feedback: System provider shall fully explain to what extent confidential 
information can be targeted and encrypted.

1 Secure Storage of Company “Confidential-Restricted” Data At 
Rest.

Standard: Regulated data, such as SSNs, financial account numbers, driver’s license, 
and PHI shall be encrypted at rest. PINS and passwords shall be stored hashed and 
never in clear text.

Comment: If confidential restricted data is stored via the system, the data shall be 
protected against unauthorized access or other exposure via encryption. The encryption 
(cipher) can be provided via a 3rd Party tool, but shall seamlessly integrate with the 
system. 

Preference: See "Cryptographic System" requirement for specifics on algorithms. HE 
currently uses Vormetric software to encrypt data at rest.

Desired Feedback: System provider shall confirm compliance.

Meets Will 3rd P Cust No Other
1 Session Termination for Inactivity

Standard: The system shall provide for automated session terminations after 
configurable periods of inactivity.

Comment: System shall monitor the activity level of a session and after a designated 
number of minutes of inactivity, system shall automatically close out the session and 
require re-logging of at least the password to continue.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe how this functionality is implemented 
and what level of granularity exists for HE to configure settings.

1 Limit Concurrent Sessions for Same User

Standard: The system shall be able to set configurable limits on the number of 
concurrent sessions allowed for any user.

Comment: System shall provide a configurable parameter to set the number of 
concurrent sessions allowed for any user. If the number is ‘1’, then system would prevent 
a second log-on by the same user at the same time.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe how this functionality is implemented 
and what level of granularity exists for HE to configure settings.

1 Lock Out after Unsuccessful Log-On Attempts

Standard: The system shall be able to lock out users after a configurable number of 
unsuccessful log-on attempts.

Comment: System shall provide a configurable parameter to set the number of 
unsuccessful log-in attempts before user is locked out and requires a reset to log-in 
again.

Preference: No products specifically preferred.

Desired Feedback: System provider shall confirm its ability to provide and customize a 
lock-out system for failed log-in attempts.

Meets Will 3rd P Cust No Other
1 Real-Time Inventory of Users
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Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
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Behavior Based Security Controls
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Audit, Alert and Reporting Safeguards

Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

EXHIBIT E 
ATTACHMENT 1 
PAGE 88 OF 153



Attachment D: Technology and Cybersecurity Requirements

Standard: The system shall be able to report real time on all active users outlining all of 
their permissions and roles.

Comment: The system shall understand who is accessing the system at all times and be 
able to provide an immediate and on-going report of those users complete with all 
permissions granted, permissions being used, task roles granted and task roles being 
used. 

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify and explain provisions for tracking and 
understanding the actions of active users.

1 Audit History of Access and Changes

Standard: The system shall support tracking of new access, modification of access and 
security permissions for a configurable period.

Comment: The system shall enable HE to define specific permissions for individual 
users, modify permissions over configurable period, and track access by new users.

Preference: No products specifically preferred.

Desired Feedback: The system provider shall describe options for defining permissions 
and verify the ability to modify these permissions.

1 Customizable Audit Logging and Reports

Standard: The system shall provide customizable audit logs and produce customizable 
reports detailing user and administrator activities and security events. Event logging must 
be enabled.

Comment: Administrative and user activities can be flagged for logging (and subsequent 
reporting) based on preferences set by HE.  Bidder shall provide information on audit 
logging sufficient for regulatory requirements such as Sarbanes Oxley (SOX), as well as 
NERC CIP compliance, normal malware/attack indicators, and for analysis toward 
detection of Advanced Persistent Threats (APT). While NERC CIP compliance is not a 
regulatory requirement, its provisions are good practice and are used as guidance at HE. 

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe audit capabilities and associated 
report capabilities. In particular, provide information on their recommended logging for 
user/administrator activity, detection of standard malware/attack activity as well as APT.

1 User Alert Regarding Prior Log-On

Standard: The system shall be able to alert user as to the time and location of previous 
Log-on(s).

Comment: Upon any log-in to the system, a notification shall appear showing the user 
the last date, time and source IP of the prior log-in(s).

Preference: No products specifically preferred.

Desired Feedback: System provider should describe what information the system 
provides to users regarding prior log-in(s).

Meets Will 3rd P Cust No Other
1 Resistance to Denial of Service

Standard: The system and or its infrastructure should be designed to resist ‘Denial of 
Service’ attacks.

Comment: System should employ methods that minimize the impact and risks from 
‘Denial-of-Service’ attacks (e.g., load balancing, packet filtering, connection throttling, 
etc.).

Preference: Application should be configured to limit session.
Desired Feedback: System provider should describe architecture components that help 
mitigate the risks from ‘Denial of Service’ attempts.

1 Protection via Security Devices

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials
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Vendors may add any hyperlink to right:

System Integrity Assurance
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Attachment D: Technology and Cybersecurity Requirements

Standard: The system and or its infrastructure shall be adequately protected via external 
and internal security devices on a 24x7x365 basis.

Comment: System shall be compatible with and interoperate with host- (HIDS) and 
network-based (NIDS) security protection devices.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe any recommended host and network 
security devices that provide these functions without impacting performance or 
functionality of the proposed system.

1 Malware and Virus Protection

Standard: The system shall monitor health of the environment such as memory, CPU 
usage, network activity, hard disk space and other critical items and alert the support 
staff.

Comment: For systems hosted/maintained by Hawaiian Electric, integrating with 
Hawaiian Electric Anti-Virus tools is important for a system maintenance staff and 
cost/licensing perspective.

For systems hosted/maintained by third parties, clarify requirements regarding keeping 
AV/malware signatures updated and notifying Hawaiian Electric whenever malware is 
detected on systems containing Hawaiian Electric data.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe its capabilities for preventing system 
infection by malware. Provider shall verify that cybersecurity services are compatible 
malware detection services. If malware detection is not included, service provider shall 
indicate compatible products.

1 System Heartbeat Monitoring

Standard: Signals from system hardware, software, and firmware shall be monitored to 
detect abnormalities.

Comment: The system shall preferably include regular heartbeat signals, but a last gasp 
from a failing component may also be used.

Preference: No products specifically preferred.

Desired Feedback: System provider shall identify viable heartbeat signals for network 
monitoring and examples of their application.

Meets Will 3rd P Cust No Other
1 Customer Data Purging

Standard: The system must allow for the purging or archiving of individual customers' 
data after a period of time as defined by HE.

Comment: In particular, the system shall allow for configuration and rule definition of 
either the period of time after which purging or archiving is desired or the definition of 
individual customers or groups of customers for purging or archiving. 

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify that the system has the capabilities to 
allow for this flexibility. 

1 Customer Communications Preference

Standard: System shall allow customers to define their preferred means of 
communications with HE.

Comment: Customers shall be able to configure methods of communication including 
telephone, email, or text.

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify that multiple communications channels 
are enabled throughout he system and that customers can be afforded the option as to 
which communication channel is preferred. 

1 Customer Opt-out

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Privacy Compliance 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials

Vendors may add any hyperlink to right:
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Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Attachment D: Technology and Cybersecurity Requirements

Standard: The system shall manage and track customer Opt-outs. (Applies only to 
systems with which customers directly interact.)

Comment: In particular, customer Opt-Out shall store an effective date to provide an 
audit trail and clarity of the customer’s choice at any given period of time.

Preference: No products specifically preferred.

Desired Feedback: The system provider shall verify that customer opt-out, at a 
minimum, stores an effective date of opt-out. The system provider shall describe how the 
opt-out works.

1 Customer Data Control

Standard: The system shall allow for customers to exercise meaningful control over their 
data.  (Applies only to systems with which customers directly interact.)

Comment: Specifically, customers shall be permitted to opt-out of providing secondary 
data use; and, customers shall be permitted to retrieve and update their data as desired. 

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe how the system provides for ad hoc 
data retrieval and updating as well as use of secondary data opt-out.

1 Customer Authentication

Standard: The system should allow flexibility and choice with respect to customer 
authentication.

Comment: Customers should be able to use 2 factor authentication for their accounts if 
they desire. 

Preference: SAML support.

Desired Feedback: System provider should describe how the system affords multiple 
authentication optionality for customers. 

Meets Will 3rd P Cust No Other
1 System Backup

Standard: The system shall implement a rigorous data backup practice.

Comment: For systems to be hosted at or managed by Hawaiian Electric, vendor 
system must be compliant with and integrated into the existing Hawaiian Electronic data 
backup systems and procedures. For systems hosted at external sites managed by the 
vendor or vendor’s agent, vendor must ensure proper ongoing backup and storage of 
electronic data records.

Preference: No products specifically preferred.

Desired Feedback: System providers shall Describe how they have a defined a 
standard and enforced practice for system backup.

1 Encryption Key Exchange

Standard: The system should employ Ephemeral Key Exchange.

Comment: Describe how your system can be used with ephemeral key exchanges for all 
key exchanges protecting transmission of highly sensitive data (Hawaiian Electric 
Confidential, Confidential-Restricted data, and control data) which traverses both an 
electronic and a physical security perimeter. Describe any performance or support 
implications of the use of Ephemeral Key Exchanges for your implementation.

Preference: No products specifically preferred.

Desired Feedback: System provider should describe its cryptographic methods, how 
these support ephemeral key exchange.

1 Cryptographic System

Standard: The system shall employ cryptographic system with Validated and Acceptable 
encryption and key management features.
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Security Compliance
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials
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Vendors may add any hyperlink to right:
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Attachment D: Technology and Cybersecurity Requirements

Comment: 
1. Encryption must be “Validated” per FIPS 140-2 and currently “Acceptable” per NIST 
SP800-131(series). 
2. Product must provide a method to remotely update encryption certificates on an 
acquirer-defined and configurable frequency without disrupting normal system operation.
3. Product must provide a method of updating the encryption method (algorithm/primitive) 
to maintain a NIST SP800-131(series) “Acceptable” encryption method throughout the 
service life of the device, without replacing the entire device. Vendor support must 
include provision for delivering these updates when needed. 

Preference: No products specifically preferred.

Desired Feedback: Vendor shall describe its cryptographic methods, how these support 
the availability, integrity, confidentiality, authentication and non-repudiation of information 
processed by their system, and describe the process for key management throughout the 
system life cycle.

Vendor shall provide information on commercial Cryptographic Key Management 
Systems (CKMS) their product is already integrated with, and provide information about 
their recommended CKMS.

1 Interactive Remote Access

Standard: The system must adhere to remote access standards found in NERC 
"Guidance for Secure Interactive Remote Access" and NERC CIP-005-5 R2 as if these 
systems were Medium Impact BES Cyber Systems.

Comment: System shall comply with HE remote access policies and NERC 
recommendations. While NERC CIP compliance is not a regulatory requirement, its 
provisions are good practice and are used as guidance at HE.

Preference: No products specifically preferred.

Desired Feedback: System provider must describe how remote access standards are 
defined and followed.

1 OWASP Top Ten

Standard: Vendor must document its design and testing regimen with respect to how 
each of the issues on the current version of the Open Web Application Security Project 
(OWASP) Top Ten vulnerabilities are addressed.

Comment: OWASP Top Ten is a known and respected level of testing to ensure 
applications and application implementations are free from well known vulnerabilities. In 
addition, OWASP provides many configuration guides and 'cheat sheets' for various 
implementations. Vendor shall describe its utilization of these tools.

Preference: No products specifically preferred.

Desired Feedback: System provider must verify that OWASP Top Ten vulnerabilities 
are tested for and designed out of their systems and system implementations.

1 Cyber Asset Reuse and Disposal

Standard: Vendor shall ensure that any cyber asset containing HE information which is 
re-used or disposed of during or at the end of the project shall ensure compliance with 
NERC CIP-011-5 R2.

Comment: Cyber assets containing HE non-public information shall be protected and 
information deleted by strong methods before being disposed of or re-used. While NERC 
CIP compliance is not a regulatory requirement, its provisions are good practice and are 
used as guidance at HE. 

Preference: No products specifically preferred.

Desired Feedback: Describe how vendor systems and processes ensure compliance 
with NERC CIP-011-5 R2.

1 Configuration Change Management

Standard: Vendor shall ensure that change management processes are in place and 
utilized which adhere to NERC CIP-010-1 R1 and R2 requirements of Medium-Impact 
BES Cyber Assets.

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
R t f th th i ti

vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Attachment D: Technology and Cybersecurity Requirements

Comment: Cyber assets shall be assumed by the vendor to require compliance with 
NERC CIP-010-1 R2 & R2 requirements for Medium-impact BES Cyber Systems. While 
NERC CIP compliance is not a regulatory requirement, its provisions are good practice 
and are used as guidance at HE. 

Preference: No products specifically preferred.

Desired Feedback: Describe how vendor systems and processes ensure compliance 
with NERC CIP-011-5 R1 and R2.

1 Vulnerability Assessments

Standard: Vendor shall ensure their development, test and product delivery 
environments and systems provide for vulnerability assessments consistent with NERC 
CIP-010-1 R3 requirements of Medium-Impact BES Cyber Systems.

Comment: Vendor lifecycle management must ensure products and services are 
managed in an environment which provides appropriate assurance of product integrity. 
This is shown by doing vulnerability assessments consistent with NERC CIP-010-1 R3 
requirements of Medium-Impact BES Cyber Assets. While NERC CIP compliance is not 
a regulatory requirement, its provisions are good practice and are used as guidance at 
HE. 

Preference: No products specifically preferred.

Desired Feedback: Describe how vendor conducts vulnerability assessments within its 
own environment, and mitigates identified risks, in a manner consistent with NERC CIP-
010-1 R3.

1 Systems Security Management

Standard: Vendor shall ensure their systems and system implementation provide for 
compliance with all requirements of NERC CIP-007-5.  

Comment: While NERC CIP compliance is not a regulatory requirement, its provisions 
are good practice and are used as guidance at HE. CIP-007-5 provides guidelines for 
vendor products and their implementations.

Preference: No products specifically preferred.

Desired Feedback: Vendor shall describe how their system and its implementation 
provides sufficient security controls to ensure NERC CIP-007-5 compliance at the level 
required for Medium-Impact BES Cyber Systems. 

1 Employee Mobile Device Applications

Standard: Any applications intended for use by employees on mobile devices must be 
compatible with Hawaiian Electric’s mobile device management suite. 

Comment: Testing must be done by selected vendor to confirm compatibility.

Preference: Afaria for applications used by HE employees.

Desired Feedback: System provider must describe how the mobile applications are 
compatible with HE security suite.

1 Masking of Sensitive Data

Standard: Regulated data, such as SSNs, financial account numbers, driver’s license, 
and PHI shall be masked when presented on user screens and reports. Masking rules 
shall be configurable by user type. PINS and passwords should be stored hashed and 
never in clear text.

Comment: Sensitive data such as, but not limited to, Social Security Numbers, Financial 
Account Numbers, drivers license numbers, Protected Health Information, etc.

Preference: No products specifically preferred.

Desired Feedback: System provider must  describe how sensitive data will be masked, 
and how that masking varies by user type.

Meets Will 3rd P Cust No Other
1 Vendor Support Access

Vendors may add any hyperlink to right:
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should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Process Requirements
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation.  
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials.  
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant
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Attachment D: Technology and Cybersecurity Requirements

Standard: The vendor shall ensure support personnel working on HE systems or 
handling HE information have had background checks and been trained in cyber security 
guidelines & policies. 

Comment: Proper cybersecurity training, background checks, and staffing updates are 
necessary to avoid compromising any sensitive information. The background checks and 
cyber security training shall be consistent with High & Medium BES Cyber System 
requirements in NERC CIP-004-5.1. While NERC CIP compliance is not a regulatory 
requirement, its provisions are good practice and are used as guidance at HE. 

Preference: No products specifically preferred.

Desired Feedback: The system provider shall describe its cybersecurity training and 
awareness procedures and frequency, and the provider shall agree to perform 
appropriate background checks on employees involved in the development, deployment 
and support of the proposed product.

1 Patches and Updates

Standard: All software components shall be updated in a timely manner with proof of 
adequate testing and documentation to install the updates and patches. See NERC CIP-
007-5 R2 for standard.

Comment: The system provider shall continue, on an ongoing basis, to identify and 
address any system vulnerabilities or other required fixes. These updates shall be tested 
and then shared with HE in a timely manner. While NERC CIP compliance is not a 
regulatory requirement, its provisions are good practice and are used as guidance at HE. 

Preference: No products specifically preferred.

Desired Feedback: System provider shall explain the process by which updates and 
patches will be developed, tested, and deployed.

1 Protection of Audit Logs

Standard: The system shall allow for the protection of audit logs via back-up and 
provisions to prevent and detect tampering with logs.

Comment: The system shall safeguard audit logs against tampering and shall further 
record the administrator identify, time and impact of any modification to the logs or their 
settings. Log server shall reside on an isolated network segment.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe provisions for protection of audit 
logs.

1 Incident Response Policy

Standard: The system provider must provide Hawaiian Electric a copy of its cyber-
security incident response plan which address issues in a rapid, thorough manner and 
ensures compliance with relevant US Federal and state regulations, and coordination of 
response with Hawaiian Electric and other business partners as needed.”

Comment: Processes must be in place to ensure that any security breach is handled in a
manner that complies with relevant US Federal and state regulations.  These include 
Hawaii Revised Statute 487N (Security Breach of Personal Information), which requires 
customer notification.  Any breach of the system provider's system which may 
compromise HE data, any unauthorized disclosure of HE data, must be reported to HE 
within 24 hours of incident discovery.

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify that it will comply with relevant 
regulations in the case of a cyber-security incident that may compromise HE data. 
Additionally, the provider shall describe its incident response plan, how frequently the 
plan is tested and revised, the core response team, processes and timeline for informing 
customers, any associated service level agreements (SLAs), and any financial or legal 
commitments to HE in the case of a data breach.

1 Security Built into Life Cycle QA

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Standard: Vendor must describe how security QA is built into the system development 
lifecycle (SDLC) and is tested as part of the overall QA process.

Comment: Effective security testing requires that appropriate assessments and tests be 
performed through out the SDLC before security flaws in early stage development are 
built into system foundations. 

Preference: No products specifically preferred.

Desired Feedback: System provider should verify that potential security flaws are 
identified and security testing is performed during the SDLC process. Description should 
include what stages of SDLC include security testing and what types of assessments are 
performed (e.g., source code review, static assessment, dynamic testing, fuzz testing, 
scanning for malware, etc.).

1 Data Return Compliance

Standard: In compliance with HI state law, the system provider either returns or destroys 
all HE data at the end of its contract.

Comment: Destruction or return of HE data at the end of the service contract is required 
by HI state law. See Hawaii Revised Statute 487J (Personal Information Protection), 
487N (Security Breach of Personal Information), and 487R (Destruction of Personal 
Information Records).

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify that it will return or destroy all HE data 
at the end of its contract.

1 Data Confidentiality and Company Privacy Policy

Standard: Vendor must provide and describe their privacy policies in place that govern 
data collection, sharing, and sale and will not collect, share, or sell any HE data without 
prior written consent.

Comment: All HE data shall be considered confidential. If the system provider wishes to 
collect, share, or sell any HE data, it may only do so after receiving expressed consent 
through the appropriate, authorized HE personnel.

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify that it will not collect, share, or sell any 
HE with prior written consent from authorized HE personnel. The provider shall also 
describe its company's privacy policy, particularly regarding data collection, storage, and 
sale.

1 Company Compliance Program

Standard: The system provider has programs in place to ensure that its systems are 
compliant with all relevant US Federal and state privacy laws.

Comment: In addition to other privacy laws explicitly addressed in these requirements, 
the system provider must ensure that its systems are compliant with all other applicable 
US Federal and state laws.

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify that it is compliant with US Federal and 
state privacy laws. In addition, the provider shall describe the internal policies and 
programs that it has in place to ensure that it identifies and complies with all relevant 
privacy regulations.

1 Internet Domain Name Registration

Standard: All Internet Domain Name Registrations are purchased and registered by 
Hawaiian Electric’s ITS department.

Comment: If new Internet domain name registrations are required these must be 
procured through HE, not by the vendor directly. If not applicable, bidder shall note that 
and describe why it is not applicable.

Preference: No products specifically preferred.
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Desired Feedback: System provider must verify that they comply with Internet Domain 
name registration best practices.

1 System Interfaces

Standard: System Interfaces must be fully documented.

Comment: For all functions requiring integration of data between systems, provide 
interface details including packets types/protocols, packet sizes, expected data flow 
frequency and volume, source & destination systems, latency requirements, and a 
description of the information being transferred (payload). Also document whether data 
flows are unidirectional out from system being proposed, unidirectional into the system 
being proposed, bidirectional initiated by the system being proposed, or bidirectional 
initiated by systems other than the system being proposed.

Preference: No products specifically preferred for documentation.

Desired Feedback: Provide required interface documentation, regardless of whether the
integrated systems are within the same security zone or in different security zones.
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Meets Will 3rd P Cust No Other
1 Determination of Security Trust Level

Standard: The remote host or ASP system shall be covered by a Type II SAS70 
SysTrust/WebTrust or else the host/ASP can provide an independent security 
assessment (attestation) report by a reputable reporting agency (e.g., PCI) that covers 
the ASP’s application and infrastructure.

Comment: Some independent evidence or report shall be provided to HE showing that 
the provider’s security meets professional standards or has otherwise been evaluated. 
Attestation reports by a qualified professional assessment firm are preferred.

Preference: No products specifically preferred.

Desired Feedback: System provider shall provide copies or links to attestation reports if 
available.

1 Data Preservation Provisions

Standard: The remote host or ASP shall provide Service Level Agreements (SLAs) 
regarding the frequency and assuredness of data back-ups along with the provisions and 
timeliness of restoration/recovery procedures.

Comment: Documentation of service levels pertaining to data preservation shall be built 
into the contract or other agreement documents such as SLAs.

Preference: No products specifically preferred.

Desired Feedback: System provider shall provide detailed descriptions of data 
protection and preservation procedures.

1 System Access & Performance Requirements

Standard: The remote host or ASP shall provide Service Level Agreements (SLAs) 
regarding the availability of the system and the required performance of the system when 
it is available.

Comment: Documentation of service levels pertaining to up-time and performance 
requirements shall be built into the contract or other agreement documents such as 
SLAs.

Preference: No products specifically preferred.

Desired Feedback: System provider shall provide detailed commitments to mutually 
agreeable up-time and performance standards.
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Remote Security
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Vendor Name: 
Project: 

Date Questionnaire Released: 
Date Questionnaire Due: 

Date of Last Assessment Ratings Added by The Companies: 

Communications

Meets Will 3rd P Cust No Other

a b c d f g j k l m n o p q r s t u

1

1.01.01 LAN communications:
Meters must support LAN communication at 902-928 MHz frequencies 
using IEEE 802.15.4g and Wi-SUN compliant protocol. 

1

1.01.02 HAN communications:
Meters must support HAN communication at 2400-2480 MHz 
frequencies using IEEE 802.15.4 and ZigBee version SEP 1.1 and 
above. 

1

1.01.03 Network Interface Controller:
Meters must provide a network interface controller (NIC) that is 
compatible with The Companies' Silver Spring Networks AMI system.

Interoperability & Standards

Meets Will 3rd P Cust No Other

1
2.01.01 Data model:

Data model must be compatible with Common Interface Model (CIM) 
standards.  

1

2.01.02 Vendor participation in standard development:
Vendor should be an active participant in communications, 
interoperability, or Smart Grid standards organizations or committees.

1

2.01.03 ANSI standards:
Meters must comply with ANSI standards for electric meters, including 
but not limited to C12.1, C12.10, C12.19, C12.20, C12.21, and C12.22

1 2.01.04 UL compliance:
Meters should comply with UL 2735 electrical safety standards.

1
2.01.05 Meter communication standards:

Meters must support IEEE 802.15.4 e/g communications standards.

1

2.01.06 Customer portal:
Meters must support integration with the customer portal via standard 
HAN protocols for in-home communications by providing them or 
providing an additional NIC slot which a HAN protocol card can be 
inserted.

Security & Data Integrity

Meets Will 3rd P Cust No Other

1
3.01.01 Information Exchange Security:

Meters must support the IEC 62351 security standards for power 
systems management and associated information exchange.

The requirements below describe the specifications that meters must support in order to maintain security and data integrity.
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Smart Grid Smart Meter

 

XYZ, Inc.

 
Spreadsheet Template Version is:

1.0 as of 09/23/2014

Hawaiian Electric Functional Requirements Questionnaire
Smart Grid Smart Meter

Vendor Response Options
XYZ, Inc.
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Enter the numeric value "1" (not text) as 
the flag values in the yellow highlighted 
response options. Do not flag more than 1 
(one) box per row.  Use Grouping controls 
on far left side of this spreadsheet to fully 
open all text and response options.  Use 
beige areas in expanded rows to enter any 
desired hyperlinks or additional 
explanation text. 

Hawaiian Electric
 Smart Grid Smart Meter
Functional Requirements
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The requirements below describe the meter specifications necessary to communicate through The Companies' AMI system with meters and other devices.

Sy
st

em
 c

an
 m

ee
t s

ta
nd

ar
d 

us
in

g 
3r

d 
Pa

rty
 p

ro
du

ct
s

The requirements below describe the specifications that meters must support in order to support system integration and basic functionality.
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1

3.01.02 Security architecture testing and certification:
Meters must conform the testing standards as defined in:
- ANSI C12-19 Standard for Utility Industry End Device Data Tables;
- ANSI C12-18 Protocol Specification for ANSI Type 2 Optical Port;
- IEEE 1686 Standard for Intelligent Electronic Devices Cyber Security 
Capabilities.

1

3.01.03 Security & privacy architecture:
Vendor must agree to ensure its information protection systems, 
procedures and implementation complies with The Companies' 
standard Smart Grid security & privacy architecture requirements. 

1 3.01.04 Data integrity during outages:
Meter shall maintain data/memory integrity during power outages.

Capabilities

Meets Will 3rd P Cust No Other

1
4.01.01 Data transfer frequency:

Meters must support data transfers at 1-min (configurable) intervals 
and on-demand.

1
4.01.02 Interval readings:

At a minimum, meters must support configurable intervals of 1, 5, 15, 
30 and 60 minutes for consumption readings.

1

4.01.03 Demand readings:
Meters must be capable of recording both “rolling” (continuous start 
time) or “block” (discrete start time) interval demand values with a 
minimum resolution of 1 minute for rolling demand intervals.  Demand 
readings must be able to be retrieved both in intervals and on 
demand.

1
4.01.04 Temperature:

Meters must support temperature readings, which must be able to be 
obtained both in intervals and on demand.

1
4.01.05 Voltage:

Meters must make voltage readings available both in intervals and on 
demand.

1
4.01.06 KVAR:

Meters must make KVAR readings, available both in intervals and on 
demand.

1
4.01.07 Demand response:

Meters must support demand response event triggers and event 
termination signals, event data collection and transmission.

1

4.01.08 Time of use rates:
Meters must be capable of supporting Time of Use (TOU), dynamic 
pricing, and critical peak pricing (CPP) information.  TOU should be 
supported by 48x1 import and export registers.  CPP should be 
supported by 8x8 import and export registers. 

1
4.01.09 Physical units:

Meter must be able to output data in prescribed units of measurement 
including kW, KVAR, and kWh.

1
4.01.10 Frequency measurements:

Meter shall be able to measure frequency in configurable 1-15 min 
intervals.

1
4.01.11 Frequency abnormalities by rate class:

Thresholds for frequency abnormalities must be configurable by rate 
class.

1
4.01.12 Remote connect/disconnect:

Meters must contain an integrated disconnect switch to support 
remote connect and disconnect.

1

4.01.13 Soft reconnect:
Meter must support a "soft reconnect" via a button on the face of the 
meter that the customer would interact with.  Vendor should describe 
its mechanism for soft reconnect.

1
4.01.14 Disconnect switch lifetime:

Integrated disconnect switch must have a expected life of at least 
10,000 open/close cycles on a minimum of 200A relay design.

1
4.01.15 Message acknowledgement:

Meters must be able to acknowledge messages, including pinging 
events, to confirm that event occurred.

1

4.01.16 KVA and power factor readings:
Meters must be capable of recording KVA and power factor in 
configurable intervals. These readings must be available in both 
intervals and on demand.

The requirements below describe the functionality that meters must provide to support The Companies' objectives.  These requirements encompass meter measurements and 
readings, data storage and transfer, and other features including remote disconnect and tamper detection.
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1
4.01.17 KYZ pulse output:

Meters must support KY and KYZ (Form C) pulse outputs in addition 
to supporting the SSN NIC.

1

4.01.18 Battery lifetime:
TOU meters must have the batteries installed and connected. Meters 
must contain a battery with a lifetime of at least 10 yr.  A lifetime of at 
least 20 years is preferred.  Vendor should specify the battery lifetime.

1 4.01.19 Battery replacement:
Meter batteries must be replaceable.

1
4.01.20 Load-side voltage monitoring:

Meters must support load-side voltage monitoring or another feature 
for monitoring connect status.

1
4.01.21 Load limiting:

Meters must support load limiting, which may be remotely enabled and
disabled.

1
4.01.22 Optical port:

Meters must contain an optical port available that is compliant with the 
ANSI C12.18, Type II specification.

1

4.01.23 Non-volatile memory:
Meters must be equipped with enough non-volatile memory to store 
load profiles at 5-min intervals for 45 days.  Vendor should specify 
options for non-volatile memory.

1
4.01.24 Volatile memory:

Vendor must specify the anticipated volatile memory required for 
anticipated functionality expansion for the life of the meter.

1
4.01.25 Memory expansion:

Meters must offer option to expand volatile and non-volatile memory in 
the future.

1

4.01.26 Voltage data logging:
Meters should be able to log the following data: time-stamped voltage, 
maximum and minimum voltage, sag and swell events, and voltage 
loss.  The data must be retrievable automatically and on demand.

1

4.01.27 Voltage measurement:
Meter must report voltage using average (not RMS) measurements 
over interval period.

1

4.01.28 Abnormality detection:
Meters must be able to detect and report Power Quality abnormalities 
in voltage, frequency, and waveform at the connection.  Monitoring of 
these abnormalities must be able to be turned on and off.

1

4.01.29 Tamper detection:
Meters must support tamper detection including meter removal, meter 
inversion, magnetic field, tilt, vibration, glass cover removal, and 
unauthorized demand reset.

1

4.01.30 Display:
Meters' display capabilities should include switch status, network 
status (e.g., connected, transmitted, receiving), and 6 alpha-numeric 
characters for displaying usage, date, time, etc.

1
4.01.31 Device data tables:

Meters must measure and store measurement and event data in ANSI 
C12.19 table format.

1
4.01.32 Register support:

Meters must support register data collection and display, including 
energy and peak demand.

1 4.01.33 Reactive energy:
Meters must be capable of measuring reactive energy quantities.

1 4.01.34 Net metering:
Meters must be capable of supporting net metering.

1
4.01.35 Calendar format:

Calendar should be defined in perpetual format and support at least 20
years.

1

4.01.36 Demand reset:
Meters must support resetting (to zero) of the value in any demand 
register with both a physical switch for local reset and firmware for 
remote reset.

1
4.01.37 Remote disconnect inhibit:

Meter must support a remote lockout capability to prevent specific 
meters from being disconnected.

1
4.01.38 Optical port password:

Meter must offer the capability to change the optical port password.

1
4.01.39 RF port and NIC passwords:

Meter must have capability to the change RF communication port and 
NIC access passwords either individually or in bulk.
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1
4.01.40 Response to network error:

Meter display must not lock during errors with communication to the 
network.

1
4.01.41 Disconnect-independent display registers:

Meter display registers must be powered  independent of disconnect 
switch position.

1 4.01.42 Meter self-reads:
Meters must perform self-reads at midnight for each register.

1
4.01.43 Billing data reset:

Meter must have a billing data capability that clears all billing data in 
the register, but leaves other meter configuration unchanged.

1
4.01.44 Register roll-back:

Meter must be able to support register roll-back to 9's instead of a 
negative number.

Technical Specifications

Meets Will 3rd P Cust No Other

1
5.01.01 Data channels:

Meter must support a minimum of 8 data channels.  Vendor should 
describe options for channel expansion.

1
5.01.02 Data channel expansion:

Meters with 10 channels must support expansion to up to 20 channels.

1

5.01.03 Storage:
Meters must have sufficient storage capacity to retain 30 days of 15-
min interval data.  Vendors should present their available storage 
specifications, then provide pricing for memory expansion.

1
5.01.04 Auto-ranging:

Meters must provide automatic ranging for voltage measurements, 
including in cases of variable voltage settings and 3-phase power.

1
5.01.05 Power consumption:

Average meter power consumption must not exceed 2.5 W per meter. 
Please specify.

1
5.01.06 Testing interface:

Meter must have a dedicated interface to allow for testing of the 
communications network.

1
5.01.07 Add and test files:

Vendor must provide add and test files that meet The Companies' 
specifications. Refer  Attachment J in the RFP

1

5.01.08 Minimum specifications:
Meters must support The Companies' required meter specifications, 
which follow ANSI C12.1 standards.  Vendor must provide required 
forms to confirm conformity to these standards. 

1
5.01.09 Replaceable jaw:

Meter must include a replaceable  5th jaw with  6 or 9 o'clock 
configuration for Form 12S meters.

1 5.01.10 Potential clip:
Meters must not include a potential clip.

1
5.01.11 Meter cover options:

Meter cover options must include reconnect switch, optical port, 
demand reset switch.

1
5.01.12 Lifetime:

Expected usable life of the meter must be 20 yr or greater.  Vendor 
should specify the life expectancy of the meter.

1
5.01.13 Battery life:

Battery must be able to power meter for 2 months without recharging, 
in case it is unplugged.

1
5.01.14 Meter Form 1S Class 100:

Meters shall meet Form 1S Class 100 standards, socket design, and 
operating voltages.

1
5.01.15 Meter Form 2S Class 200:

Meters shall meet Form 2S Class 200 standards, socket design, and 
operating voltages.

1
5.01.16 Meter Form 2S Class 320:

Meters shall meet Form 2S Class 320 standards, socket design, and 
operating voltages.

1
5.01.17 Meter Form 12S Class 200:

Meters shall meet Form 12S Class 200 standards, socket design, and 
operating voltages.

1
5.01.18 Meter Form 16S Class 200:

Meters shall meet Form 16S Class 200 standards, socket design, and 
operating voltages.

1
5.01.19 Meter Form 3S Class 20:

Meters shall meet Form 3S Class 20 standards, socket design, and 
operating voltages.

The requirements below describe basic specifications of the meters including data channels, power consumption, testing capabilities, lifetime, and meter types.
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1
5.01.20 Meter Form 9S Class 20:

Meters shall meet Form 9S Class 20 standards, socket design, and 
operating voltages.

1
5.01.21 Meter Form 36S Class 20:

Meters shall meet Form 36S Class 20 standards, socket design, and 
operating voltages.

1
5.01.22 Meter Form 45S Class 20:

Meters shall meet Form 45S Class 20 standards, socket design, and 
operating voltages.

1
5.01.23 Power at maximum and no load:

Vendor must specify the power at maximum load and no load (W).

Electric Meter Support

Meets Will 3rd P Cust No Other

1

6.01.01 Quality control testing:
Vendor must employ a sufficient firmware testing and quality control 
process for upgrades.  Vendor should describe the process.

1

6.01.02 Firmware downloads:
Meter must support remote download of firmware for the following: 
AMI module meter, and HAN NIC.  The meter shall have the ability to 
upgrade or rollback the firmware (both NIC and Meter) through the 
optical port, over-the-air via AMI, and through field tools.

1
6.01.03 Downloadable upgrades:

Meter must  support upgrades for added functionality via 
downloadable meter keys.

1
6.01.04 Remote reconfiguration:

Meter must support all aspects of meter reconfiguration remotely via 
the AMI wireless network and via the optical port.

1

6.01.05 ANSI certification:
ANSI certification testing must be performed for each new meter 
design or change, and the vendor must provide results upon The 
Companies' request.

1

6.01.06 Pre-delivery testing:
Vendor must test each meter to certify the accuracy and proper 
operation of the meter according to ANSI standards, including C37.90 
and C62.45 surge testing, as well as C12.20 meter accuracy and 
performance, prior to delivery.  Vendor must provide The Companies 
with test data in ANSI format, also in the required format (TEST File).

1

6.01.07 Post-delivery testing:
Meters must support test mode.  Vendor must describe any special 
processes or tools necessary to perform a test of the meter in the 
meter shop or at customer premise.

1

6.01.08 Manuals:
Vendor must provide 10 electronic and 50 paper copies of user and 
administrator manuals for meter operation for each meter type.

1

6.01.09 Meter technician training:
Vendor must provide training for 55 individuals for meter installers on 
the troubleshooting and maintenance. Of these, 25 will be on Oahu, 15
on Maui, and 15 on Hawai'i.

1
6.01.10 FAQ:

Vendor must maintain an online list of frequently asked questions for 
meter users and administrators.

1

6.01.11 Online knowledge base:
Vendor must maintain an online knowledge base  that allows users to 
search for problem resolutions and troubleshooting recommendations.

1
6.01.12 Ongoing support:

Vendors must offer ongoing technical support after implementation.

1
6.01.13 Training for meter upgrades:

Vendor must offer training for users and administrators when new 
features are introduced via a system upgrade or revision.

1

6.01.14 Emergency support:
Vendor must provide emergency response services, independent of 
any maintenance contract, to assist in critical or catastrophic 
situations.

1
6.01.15 Support metrics:

Vendor must provide any available metrics to demonstrate support 
and resolution capabilities.

The requirements below describe the and meter testing and support services that must be provided to ensure proper functionality.
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1
6.01.16 Warranty:

Meter warranty must be at least 5 years.  Vendor should describe its 
warranty.

1
6.01.17 Training locations:

Vendor must offer in-person tiered training for meter technicians on 
Oahu (25), Maui (15) and Hawaii islands (15).

1 6.01.18 Functionality during update:
Meter must function normally during firmware/software upgrades.

1
6.01.19 Diagnostic Tools:

Meter must have diagnostic tools to support the meters.  Vendors 
should comment on its capabilities.

1 6.01.20 Test mode:
Meters must provide test mode capability.

1 6.01.21 Diagnostic mode:
Meters must have diagnostic mode capability.

1

6.01.22 Reference for fatal failures:
Meters must be able to perform a reference implementation based 
upon the registered end device table data model in the event of a fatal 
failure.

1

6.01.23 Error testing:
Meters must be able to perform daily self-tests and generate and 
retain pre-defined fatal and non-fatal errors. These shall be available 
in the meter history log tables and status tables configured by The 
Companies.

1

6.01.24 Diagnostic  testing:
Meters must be able to initiate meter tests (diagnostic) automatically 
based on a schedule stored within the meter, and based on a 
command from an external system/source, and based upon the 
detection of certain events by the meter.

1

6.01.25 Remote and local testing:
Meters must be able to support on-demand and scheduled meter tests 
issued remotely or locally on-site (e.g., via a field tool or optical port) 
through both wireless and optical port communications. 

1

6.01.26 Error logging:
Meters must be able to perform self-tests and have pre-defined fatal 
and non-fatal errors that can be generated. The meter shall be 
configurable to log such events.

1

6.01.27 Communication status testing:
Meters must be able to support a remotely and locally initiated meter 
test for communications connection status. Local diagnostic shall 
include the capability to perform meter “ping” and obtain network 
interface and link information, network association status, signal level 
status.

1
6.01.28 Energized status testing:

Meters must  be able to support a remotely and locally initiated meter 
test for energized status.

1
6.01.29 Load side voltage testing:

Meters must be able to support a remotely and locally initiated meter 
test for load side voltage (line-to-line voltage only).

1
6.01.30 Disconnect status testing:

Meters must  be able to Support a remotely and locally initiated meter 
test for disconnect switch status.

1

6.01.31 Timekeeping accuracy testing:
Meters must be able to support a remotely and locally initiated meter 
test for internal metering timekeeping accuracy - to be checked 
against The Companies' central clock as provided by the 
communication network.
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Attachment H:  Customer and Meter Counts 
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Attachment H:  Customer and Meter Counts
Based on 2013 SAP‐CIS data

Form  Class Total Total + 5% spares
1S CL100 728 764
2S CL200 379525 398501
2S CL320 779 818
12S CL200 55539 58316
3S CL20 181 190
45S (5S/35S) CL20 2288 2402
36S (6S) CL20 4827 5068
9S (8S/946S) CL20 3209 3369
16S (14S/15S) CL200 20776 21815

Total 467852 491243

Form  Class Total
1S CL100 618
2S CL200 244940
2S CL320 302
12S CL200 40859
3S CL20 145
45S (5S/35S) CL20 907
36S (6S) CL20 2598
9S (8S/946S) CL20 2786
16S (14S/15S) CL200 13288

Total 306443

Form  Class Total
1S CL100 40
2S CL200 55643
2S CL320 197
12S CL200 9352
3S CL20 8
45S (5S/35S) CL20 565
36S (6S) CL20 1119
9S (8S/946S) CL20 179
16S (14S/15S) CL200 3971

Total 71074

Tri‐Company Total

Hawaiian Electric

Maui Electric
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Form  Class Total
1S CL100 65
2S CL200 78981
2S CL320 287
12S CL200 4993
3S CL20 27
45S (5S/35S) CL20 835
36S (6S) CL20 1116
9S (8S/946S) CL20 221
16S (14S/15S) CL200 3475

Total 90000

Hawaii Electric Light
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Attachment J:  Meter Test File Format 

Attachment J - Meter 
File Test Format.pdf  
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Vendor Requirements for Company Meter ADD File 

The purpose of this document is to provide instruction to Company vendors on how to format the Meter 

ADD File spreadsheet in Microsoft Excel.  The table below provides a line by line description for the 

requirements of each field.  It defines what each field is, its column position within the spreadsheet, 

describes the format for field, and provides an example for each entry.  All alpha characters shall be 

capitalized.  This file shall be submitted in .csv format.   

 

Field name Column  Comments Sample Fields 

Transaction Type 1 A = Add   A 

Record Type 2 M = Meter   M 

Company Code 3 Select from list: P 

P 
M 
H 

= HECO 
= MECO 
= HELCO   

Meter Type 4 X = Regular meter   X 

Utility Meter Number 5 Numeric, 9 digit maximum 
9-digits (with leading zeroes)   

000805130 

Meter Manufacturer 6 Select two letter code from list: 
  

(Leave blank if not applicable) 

LG 

AB  
GE  

IT  
LG  
SE  
SL  
TD  

= ABB 
= GENERAL ELECTRIC 
= ITRON 
= LANDIS+GYR 
= SCHWEITZER ENGINEERING LAB  
= SCHNEIDER ELECTRIC 
= TRANSDATA 

Meter Model 7 Select from list (only L&G meters listed): 
  

FOCUS-AX 
FOCUS-AXSD 
FOCUS-AXWR 
FOCUS-RXR 
FOCUSALF 
FOCUSALF-C 

FOCUS-AXWR 

Secondary Mfg. Code 8 Select two letter code from list: 
  

(Leave blank if not applicable) 

  

AB  
GE  

IT  
LG  
SL  
SE  
TD 

= ABB 
= GENERAL ELECTRIC 
= ITRON 
= LANDIS+GYR 
= SCHWEITZER ENGINEERING LAB  
= SCHNEIDER ELECTRIC 
= TRANSDATA 
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Secondary Meter Model 9 Select from list (only L&G meters listed): 
  

(Leave blank if not applicable) 
FOCUS-AX 
FOCUS-AXSD 
FOCUS-AXWR 
FOCUS-RXR 
FOCUSALF 
FOCUSALF-C 

  

    

Field name Column Comments Sample Fields 

Manufacturer Serial Number 10 Text - 30 character maximum 126 125 768 

Manufacturer Catalog 11 Text - 20 character maximum  00GM2A0M3T 

AEP Barcode 12 Text - 17 character maximum TEAPX000805130    

Advanced Meter 
Communication ID #1 

13 Text - 30 character maximum 
(Leave blank if not applicable) 

00135003004A794E  

Advanced Meter 
Communication ID #2 

14 Text - 30 character maximum 
(Leave blank if not applicable) 

  

Advanced Meter 
Communication ID #3 

15 Text - 30 character maximum 
(Leave blank if not applicable) 

 

Meter Form 16 
 
 
 
 
 
 

Select from list: 
 

001S 
002S 
003S 
005S 
006S 
009S 
012S 
016S 
035S 
036S 
045S 
046S 
946S 

016S 

ANSI Class 17 

 
   

Select from list: 
 

1 = Class 100 
2 = Class 200 
3 = Class 320 
4 = Class 20 
5 = Class 10 

2 

Meter Build 18 Select from list: 
 

3 = KWH 
4 = KWH, KW 
5 = KWH, KW, KVARH 
6 = KWH, KWH NET 
7 = KWH, KWH NET, KW 

4 

Advanced Meter 
Communication Type 

19 Select from list:  
 

0 = None          
1 = ERT (1-ch) 
2 = TURTLE 
3 = ERT (3-ch) 
4 = FLEXNET 

8 
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5 = OPENWAY 
6 = SILVER SPRINGS DO NOT USE 
7 = NIGHTHAWK 
8 = SILVER SPRINGS NETWORK AMI     

(AMR/AMI IDs not list to be submitted to HECO)  

Specials (Optional) 20 None  
U 

= Leave blank 
= Software/Soft-key upgradable (NEM, 

TOU, VAR, etc.) 

U 

Transformer Rated 21 Y or N N 

 
 

Field name Column  Comments Sample Fields 

Test Amps 22 If transformer rated (column 21)= Y  
Then: 2.5 
 

If transformer rated (column 21)= N  
Then select from below: 
 

15.0 
30.0 
50.0   

30.0 

Number Wires 23 Select from list: 
 

2 
3 
4 

4 

Number Elements 24 Select from list: 
 

1.0 
2.0 
2.5 
3.0 

3.0 

Detent 25 Y or N N 

Number Meter Phase(s) 26 1 or 3 3 

Meter Voltage 27 Numeric, 3 digit maximum 
 
Select from list: 
 

120  
240 
332 (multi-voltage excluding 480 delta) 
528 (multi-voltage) 

332 

Nameplate Kh constant 
(Wh/Rev) 

28 Select from list: 
 

1.0 
1.2 
1.8 
3.6 
7.2 
14.4 
21.6  

21.6 

Demand Full Scale (Kw) 29 Select from list: 166.2 
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1S 
2S 
3S  
5S  
6S  
9S  

12S  
16S 

=  12.0 
=  48.0 
=  4.8 
=  8.3 
=  16.6 
=  16.6 
=  48.0 
=  166.2 

Loss Compensation 30 Y or N N 

Modem 31 Y or N N 

Load Profile 32 Y or N Y 

Load Profile Ke (nameplate) 33 Numeric, N.NNN Format 
Required if Load Profile field (column 32) = Y   

1.800 

 
 
 

   

    

 

Field name Column  Comments Sample Fields 

KYZ (for pulse metering only) 34 Y or N N 

KYZ Ke 35 Numeric, N.NNN Format 
 
If KYZ = Y 

Then KYZ Ke = Load Profile Ke (column 33) 
 

Else leave blank 

 

Battery Date 36 Battery date (MMDDYYYY)  
Else leave blank 

 

Meter program ID and/or 
description 

37 Text, 30 character maximum 
 
If meter is factory programmed  

Then utility specified meter program # 
 

Else leave blank 

Z0041 

Purchase Date 38 Date format: MMDDYYYY 02282014 

Purchase Cost 39 Numeric, NNNNN.NN Format 
Omit leading zeroes 

228.11 

Purchase Order Number 40 Text, 11 character maximum X37757 
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Vendor Requirements for Company Meter TEST File 

The purpose of this document is to provide instruction to Company vendors on how to format the Meter 

TEST File spreadsheet in Microsoft Excel.  The table below provides a line by line description for the 

requirements of each field.  It defines what each field is, its column position within the spreadsheet, 

describes the format for field, and provides an example for each entry.  All alpha characters shall be 

capitalized.  This file shall be submitted in .csv format. 

 

Field Name Column Comments Sample Fields 

Transaction Type 1 T = Test T 

Record Type 2 M = Meter M 

Company Code 3 Select from list below: 
          P = HECO 
         M = MECO 
         H = HELCO 

P 

Meter Type 4 X = Regular Meter X 

Utility Meter Number 5 Numeric, 9 digit maximum (with leading 
zeroes) 

000617037 

Test Date 6 Date format:  MMDDYYY (with leading 
zeroes) 

01202014 

Tested by 7 Select two letter code from list below:                  
     AB = ABB                                                      
     GE = GENERAL ELECTRIC                         
      IT = ITRON                                                 
     LG = LANDIS+GYR                                     
     SB = SCHLUMBERGER                      
     SE = SCHNEIDER ELECTRIC                                    
     SL = SCHWEITZER ENGINEERING LAB   
    TD = TRANSDATA 

SB 

Test Location 8 FACT = Factory FACT 

Lifecycle 9 N = New N 

Shop Test 10 Leave Blank  

Tampered 11 Leave Blank  

Damaged 12 Leave Blank  

Bad Seal 13 Leave Blank  

Factory Test 14 X = Tested X 

Field Defect 15 Leave Blank  

High Bill 16 Leave Blank  

Removed 17 Leave Blank  

Retired 18 Leave Blank  

Repaired 19 Leave Blank  
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Field Name Column Comments Sample Fields 

Calibrated 20 Leave Blank  

ANSI 21 Leave Blank  

As Found FL 22 Numeric, 5 digit maximum , 2 decimal places 100.02 

As Found LL 23 Numeric, 5 digit maximum , 2 decimal places 100.01 

As Found 50% PF 24 Numeric, 5 digit maximum , 2 decimal places 99.99 

As Left FL 25 Numeric, 5 digit maximum , 2 decimal places 100.02 

As Left LL 26 Numeric, 5 digit maximum , 2 decimal places 100.01 

As Left 50% PF 27 Numeric, 5 digit maximum , 2 decimal places 99.99 

Demand Reset Count 28 Leave Blank  

Demand Test 
Duration, Minute 
part 

29 Leave Blank  

Demand Test 
Duration, Second 
part 

30 Leave Blank  

True Demand (KW) 31 Leave Blank  

Actual Demand (KW) 32 Leave Blank  

Remarks 33 Leave Blank  
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Attachment K: EPMO Standards and Sample Templates 
 

Attachment K - 
EPMO Standards.pdf  
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The following components from the HECO EPMO will be reviewed and adjusted as needed per 
collaborative agreements made between both parties in the project management phase.  Note that for 
this Project many of the templates will be systematized in Solution Manager.  This document is provided 
purely as a sampling of EPMO standards.  The full EPMO standards are housed in HECO’s online PM 
Resource Center. 
 
High Level Project Management Methodology 
The EPMO Project Methodology is based on the Project Management Institute (PMI) PM Book Of 
Knowledge (collectively referred to as the HECO PMBOK).  This framework is specifically adjusted to fit 
the HECO business model and current organization capability maturity level.  Below is the high level 
general process cycle for the applied project management methodology: 
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Project Charter 
The following template is the current HECO Project Charter template version to be used for recording 
and obtaining overall project initiation approval. 
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Contents 
PROJECT IDENTIFICATION ...................................................................................................................................... 1 

PROJECT OVERVIEW .............................................................................................................................................. 1 

STRATEGIC GOALS / INITIATIVE ............................................................................................................................. 2 

PROJECT GOVERNANCE ......................................................................................................................................... 2 

INITIAL RISK ASSESSMENT ..................................................................................................................................... 3 

PROJECT MAJOR MILESTONES & DELIVERABLES .................................................................................................... 3 

PROJECT BUDGET ................................................................................................................................................... 3 

MAJOR STAKEHOLDERS ......................................................................................................................................... 4 

LABOR RESOURCE EXPECTATIONS ......................................................................................................................... 4 

OTHER NOTES ........................................................................................................................................................ 4 

APPROVALS ........................................................................................................................................................... 5 

 

PROJECT IDENTIFICATION 
Project Name Project Number  

  

Project Description 
Describe the project in one paragraph with one to four sentences 

 

Project Sponsor Title Project Sponsor Representative Title 

    

Project Manager Target In Service Date 

  

Company (HECO, HELCO, MECO) Responsible Process Area 

  
 

PROJECT OVERVIEW 
Current Situation 
Important Historical Background and “As-is” situation 

 

Proposed Solution 
Describe the “To Be” situation – What the project will deliver; the solution to the functional/operating need. 
 

Project Assumptions 

•  
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PROJECT OVERVIEW 
Project Constraints 

•  

Project Scope and Description 
EXECUTIVE SUMMARY OF PURPOSE AND FUNCTION 
 
 
 
 
 
Out of Scope 
 
 
 
 
 
 

STRATEGIC GOALS / INITIATIVE 
Describe the specific Strategic goals that this project is aligned to. 

Aligned with the following goals and objectives of Hawaiian Electric’s “Embracing Change” strategy.  

▪   
▪   
▪   

 
 

PROJECT GOVERNANCE 
The Project shall be governed in compliance with existing policies, processes, and procedures.  Outline the decision rights / authority of the 

Executive Steering Group (if any), the Sponsor, the Sponsor Rep (if any) and the Project Manager. 

Executive Steering Group (if applicable to the project) Level  

▪   
▪   
Sponsor Level 

▪   
▪   
Sponsor Rep (if applicable to the project) Level 

▪   
▪   
Project Manager Level 

▪   
▪   
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INITIAL RISK ASSESSMENT 
Major Risks with High Impact and Medium/High Probability 

Project Internal Risks (in Scope, Design, Labor Resources, Cost, Schedule) 

▪   
▪  

External Risks (such as Regulatory, Permitting, Community Considerations and other Inter-dependencies) 

▪   
▪  

 

PROJECT MAJOR MILESTONES & DELIVERABLES 
Indicate the major deliverables 

Project Definition and Description Deliverables 

▪  ▪  

▪  ▪  

▪  ▪  

▪  ▪  

▪  ▪  

▪  ▪  
 

PROJECT BUDGET 
Overview of estimated costs by project..  Projects are not empowered to spend funds until appropriate policies and procedures have been followed and the funds 

are authorized. The authorized amounts may vary significantly from the estimates below.  

PUC Expectations and Recovery of Costs 

 

Project / Category Estimated Costs 

  

  

  

  

  

Total  
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MAJOR STAKEHOLDERS 
Major groups which may be involved in, affected by, or show an interest in the project. 

 

•  

 

LABOR RESOURCE EXPECTATIONS 
Labor resource plan (i.e. internal, external, billable) as well as anticipated issues/conflicts 

 

•  

 
 

OTHER NOTES 

Other References or Pertinent Information not included above 

•  
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APPROVALS 

Name Project Title Date Signature 

 Project Sponsor             
 Project Sponsor Rep.             
 Project Manager             
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Integrated Project Plan 
The following template is the current HECO Integrated Project Plan template version to be used for the 
execution of the overall project management plan. 
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INTEGRATED PROJECT MANAGEMENT PLAN 
 
Table of Contents 
1. PROJECT IDENTIFICATION .............................................................................................................................. 3 

2. PROJECT OVERVIEW ....................................................................................................................................... 3 

3. SCOPE MANAGEMENT ................................................................................................................................... 4 

3.1 PROJECT SCOPE STATEMENT ................................................................................................................................. 4 

3.2 SCOPE MANAGEMENT PLAN ............................................................................................................................... 5 

4. TIME MANAGEMENT ...................................................................................................................................... 5 

4.1 WORK BREAKDOWN STRUCTURE (WBS) ................................................................................................................ 5 

4.2 SCHEDULE ......................................................................................................................................................... 6 

4.3 SCHEDULE MANAGEMENT PLAN ......................................................................................................................... 7 

5. COST MANAGEMENT ..................................................................................................................................... 7 

5.1 COST MANAGEMENT PLAN ................................................................................................................................. 7 

5.2 COST ESTIMATES AND PROPOSED BUDGET .............................................................................................................. 7 

1. RISK MANAGEMENT ....................................................................................................................................... 8 

1.1 RISK MANAGEMENT PLAN ................................................................................................................................... 8 

1.2 RISK REGISTER.................................................................................................................................................... 8 

2. QUALITY MANAGEMENT ................................................................................................................................ 9 

2.1 QUALITY MANAGEMENT PLAN ............................................................................................................................ 9 

3. HUMAN RESOURCE MANAGEMENT ............................................................................................................... 9 

3.1 HUMAN RESOURCE PLAN ................................................................................................................................ 9 

3.2 ROLES AND RESPONSIBILITIES MATRIX .................................................................................................................... 9 

3.3 PROJECT GOVERNANCE AND DECISION RIGHTS (RACI) MATRIX ................................................................................. 10 

3.4 RESPONSIBILITY ASSIGNMENT MATRIX (RAM) ....................................................................................................... 11 

3.5 PROJECT ORGANIZATIONAL CHART ....................................................................................................................... 12 

4. COMMUNICATIONS MANAGEMENT ............................................................................................................ 12 

4.1 STAKEHOLDER REGISTER..................................................................................................................................... 12 

4.2 COMMUNICATIONS MANAGEMENT PLAN ........................................................................................................ 12 

5. PROCUREMENT MANAGEMENT ................................................................................................................... 13 

5.1 PROCUREMENT MANAGEMENT PLAN .............................................................................................................. 13 
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5.2 LINKS TO OTHER PROCUREMENT DOCUMENTS ....................................................................................................... 13 

6. CHANGE MANAGEMENT PLAN ..................................................................................................................... 14 

7. LINKS TO OTHER PROJECT DOCUMENTS ....................................................................................................... 14 

8. APPROVAL SIGNATURES OF INTEGRATED PROJECT MANAGEMENT PLAN ................................................... 14 
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1. PROJECT IDENTIFICATION 

Project Name Project Number  

  

Project Description 
Describe the project in one paragraph with one to four sentences 

32T 

Project Manager Target In-Service Date 

  

Project Sponsor Title Project Sponsor 
Representative (if any) 

Title 

    

Company (HECO, HELCO, MECO) Responsible Process Area / Department / 
Division 

  

 

2. PROJECT OVERVIEW 

Background & Current Situation 
Summarize the historical background and “as-is” situation in one paragraph. 

 

 

Project Objectives 
Describe the project’s objectives. 

•   
•  

Strategic Alignment 
Describe what strategic goals will be supported by these project objectives. 

•   
•  

Project Approach & Proposed Solutions 
Summarize the proposed project approach and solutions in one paragraph. 

EXHIBIT E 
ATTACHMENT 1 
PAGE 132 OF 153



 

 

 

3. SCOPE MANAGEMENT 

3.1 Project Scope Statement  
Describe the scope of the project 

☐ The Project Scope Statement is a standalone document. The location address is:  

☐ The Project Scope Statement is described below. 

Scope Description 
Describe the major characteristics of the product or services the project will deliver in one paragraph. 

 

 

Out of Scope 
Call out what will not be included in the scope of the current project or phase to help clarify the boundary of the 
project scope. 

•   
•  

Project Assumptions 
Describe assumptions of the project if any.  All assumptions should be verified during the planning process, and 
reviewed during risk identification. 

•   
•  

Project Constraints 
Describe known constraints (e.g. time, budget, regulations, or safety) of the project if any.  Known constraints 
become part of the boundary of the project scope. 

•   
•  

Major Deliverables 
Describe the major deliverables or categories of deliverables of the project. 

•   
•  

EXHIBIT E 
ATTACHMENT 1 
PAGE 133 OF 153



3.2 SCOPE Management Plan 
Describe how the scope of the project will be planned, managed and controlled. 

☐ The Scope Management Plan is a standalone document. The location address is:   

☐ The Scope Management Plan is described below. 

 

 

 

4. TIME MANAGEMENT 

4.1 Work Breakdown Structure (WBS) 
All the work required to complete the project, including the deliverables and all activities required to produce each 

deliverable. The approved WBS will become the Scope Baseline of the project. 

☐ The WBS is a standalone document. The location address is:  

☐ The WBS is described below. 

 

WBS No. Description 

1  

1.1  

1.2  

1.3  

1.4  

2  

2.1  

2.2  

2.3  

2.4  

3  

3.1  

3.2  

3.3  
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3.4  

4  

4.1  

4.2  

4.3  

  

4.2 Schedule 
The schedule for all activities and milestones of the project, including the sequence, duration and resources of the 

activities, in order to produce the project deliverables. The approved Schedule will become the Schedule Baseline of 
the project.  

☐ The Schedule is a standalone document. The location address is:  

☐ The Schedule is described below. 

 

WBS 
No. 

WBS Description Resource 
Name 

Target 
Start 
Date 

Target 
End 
Date 

Predecessor 
WBS No. (if 
any) 

Status % 
Complete 

1        

1.1        

1.2        

1.3        

1.4        

2        

2.1        

2.2        

2.3        

2.3        

3        

3.1        

3.2        

3.3        

3.4        

4        
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4.1        

4.2        

4.3        

  

4.3 SCHEDULE Management Plan 
Describe how the schedule of the project will be developed, managed and controlled. 

☐ The Schedule Management Plan is a standalone document. The location address is:  

☐ The Schedule Management Plan is described below. 

 

 

 

5. COST MANAGEMENT 

5.1 COST Management Plan 
Describe how the costs and budget of the project are estimated, managed and controlled. 

☐ The Cost Management Plan is a standalone document. The location address is:  

☐ The Cost Management Plan is described below. 

 

 

5.2 Cost Estimates and Proposed Budget 
Summarize the project cost and budget. The approved Budget will become the Cost Baseline of the project. 

☐ The Cost Estimates and Proposed Budget are a standalone document. The location address is:  

☐ The Cost Estimates and Proposed Budget are described below. 

 

WBS Category Estimated 
Cost ($) 

Risk 
Assessed? 

Adjustment 
for Risk 
Included? 

1 WBS Category Description  ☐ ☐ 

2 WBS Category Description  ☐ ☐ 

3 WBS Category Description  ☐ ☐ 

4 WBS Category Description  ☐ ☐ 
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  ☐ ☐ 

Total Budget    

  

PUC Expectations and Recovery of Costs 
Describe whether PUC approval is required and how the project cost will be recovered 

 

 

 

1. RISK MANAGEMENT 

1.1 RISK Management Plan 
Describe how the risks of the project will be identified, mitigated, monitored and accounted for. 

☐ The Risk Management Plan is a standalone document. The location address is:  

☐ The Risk Management Plan is described below. 

 

 

1.2 Risk Register 
Document the list of risks that may impact the scope, schedule, cost and quality of the project, and each risk’s priority 

ranking, probability (%), cost or schedule impact, response strategy and any adjustment for risk 

☐ The Risk Register is a standalone document. The location address is:  

☐ The Risk Register is described below. 

 

Risk Description Risk 
Category 

Priority 
Ranking 

Risk Response 
Strategy 

Risk 
Response 
Included 
in Scope? 

Adjustment 
for Risk 
Amount if 
any 

    ☐  

    ☐  

    ☐  

    ☐  
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2. QUALITY MANAGEMENT 

2.1 QUALITY Management Plan 
Describe how the quality of the project will be planned, managed and controlled. Include the quality standards and 

success criteria that will be used to measure the quality, as well as how quality will be built into the process.  

☐ The Quality Management Plan is a standalone document. The location address is:  

☐ The Quality Management Plan is described below. 

 

Deliverable Quality Standards and Success 
Criteria 

Quality 
Control 
Owner 

Quality 
Control 
Included 
in WBS? 

   ☐ 

   ☐ 

   ☐ 

   ☐ 

 

 

 

3. HUMAN RESOURCE MANAGEMENT 

3.1 HUMAN RESOURCE Plan 
Describe how the internal and outside labor resources will be planned, utilized and managed for the project. Also 

summarize the labor resource needs of the project. 

☐ The Human Resource Plan is a standalone document. The location address is:  

☐ The Human Resource Plan is described below. 

 

 

3.2 Roles and Responsibilities Matrix 
Define the roles and responsibilities of Project Manager, Sponsor and team members 

☐ The Roles and Responsibilities Matrix is a standalone document. The location address is:  

☐ The Roles and Responsibilities Matrix is described below. 
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Role Description of Responsibilities Name(s) Contact 
Info 

Sponsor    

Project Manager    

Sponsor Rep (if 
any) 

   

Executive 
Steering Group 
(if any) 

   

    

    

    

  

3.3 Project Governance and Decision Rights (RACI) Matrix 
Define how project decisions will be made by describing what decision rights (Responsible, Approve, Consult, Inform) 

each role will have. 

☐ The Project Governance & RACI Matrix is a standalone document. The location address is:  

☐ The Project Governance & RACI Matrix is described below. 

 

For each type of decision, indicate who has the following decision rights, R (Responsible), A (Approve), C 
(Consult), and I (Inform), as appropriate: 

Type of Decision Sponsor Project 
Manager 

Sponsor 
Rep (if 
any) 

Executive 
Steering 
Group (if any) 

Comments 
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3.4 Responsibility Assignment Matrix (RAM) 
Identify the assignments (Owner, Participant, Expert Resource, Reviewer, Approver) for each activity in the WBS 

☐ The Responsibility Assignment Matrix is a standalone document. The location address is:  

☐ The Responsibility Assignment Matrix is described below. 

 

For each WBS activity, indicate who has the following assignments, O (Owner), P (Participant), E (Expert 
Resource), R (Reviewer) and A (Approver), as appropriate: 

WBS # and 
Description 

Due 
Date 

Person  
1 

Person 
2 

Person 
3 

Person 
4 

Person 
5 

Person 
6 

Person 
7 

1 Description         

1.1 Description         

1.2 Description         

1.3 Description         

1.4 Description         

2 Description         

2.1 Description         

2.2          

2.3          

2.4          

3          

3.1          

3.2          

3.3          

3.4          

4          

4.1          

4.2          

4.3          

4.4          
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3.5 Project Organizational Chart 
Describe all members of the project team and the structure in a graphical format. 

☐ The Project Organizational Chart is a standalone document. The location address is:  

☐ The Project Organizational Chart is described below. 

 

 

 

4. COMMUNICATIONS MANAGEMENT 

4.1 Stakeholder Register 
Identify all stakeholders who may be negatively or positively impacted by the project, and to whom communication 

about the project needs to be provided 

☐ The Stakeholder Register is a standalone document. The location address is:  

☐ The Stakeholder Register is described below. 

 

Stakeholder How will the stakeholder be 
impacted by the project 

How the stakeholder should be 
managed and communicated to 

Contact Info 

    

    

    

    

    

    

  

4.2 COMMUNICATIONS Management Plan 
Describe all project communication events and the ‘what’, ‘to whom’, format, ‘how often’, ‘from whom’ of each 

communicate event. 

☐ The Communications Plan is a standalone document. The location address is:  

☐ The Communications Plan is described below. 
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Communication Event To Whom 
(Stakeholder) 

Communication 
Format 

How Often From Whom 

     

     

     

     

     

 

 

 

5. PROCUREMENT MANAGEMENT 

5.1  PROCUREMENT Management Plan 
Identify the areas in the scope where external materials, labor resources or services will be used for the project, and 

how the procurement of them will be planned, executed and managed.   

☐ The Procurement Management Plan is a standalone document. The location address is:  

☐ The Procurement Management Plan is described below. 

 

 

5.2  Links to Other Procurement Documents 
Add links to important procurement documents such as Statement of Work or Request for Proposals, as appropriate. 

 

Store the procurement documents in the proper location in the project documentation structure and 
include the location address to them below. Add more rows to the table as appropriate. 

Name of Procurement Document Location Address 
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6. CHANGE MANAGEMENT PLAN 
Describe how changes to the project Scope, Schedule and Cost Baselines will be monitored, controlled, reviewed 

and approved. Also describe how project performance and status will be reported. 

☐ The Change Management Plan is a standalone document. The location address is:  

☐ The Change Management Plan is described below. 

 

 

 

7. LINKS TO OTHER PROJECT DOCUMENTS 
Add links to any other project documents that should be made part of the Integrated Project Management Plan, as 

appropriate. 

 

Store the project documents in the proper locations in the project documentation structure and include 
the location address to them below. Add more rows to the table as appropriate. 

Name of Project Document Location Address 

  

  

  

  

 

8. APPROVAL SIGNATURES OF INTEGRATED PROJECT MANAGEMENT PLAN 
Add more rows to the table as appropriate. 

 

Role Name Title Signature Date 

Project 
Manager 

 

 

   

Sponsor  
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Project Issue Log 
The following template is the current HECO Project Issue Log template version for the tracking and 
documentation of project issues.   
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Project Change Request 
The following template is the current HECO Project Change Request (PCR) template version to be used 
for the execution of the overall project change requests. 
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A. General Information 

Project Name: <Insert Project Name> 

Title of CR:       
Date Submitted: 35T Change Request ID: CR-xxx 
Requested by: Your Name/CR initiator            Sponsor: Sponsor Name 
Submitted by: person writing this request Assigned Owner: Owner identified by PM 
Priority:  
  

B. Change Request Information 

The requester provides information concerning the requested change along with any supporting documentation. 

Proposed Change Description: 
Describe the proposed change - a summary version of this is entered into the Change Control Log in "Summary 
Description."  The requester provides the information in this section concerning the requested change along with any 
supportive documentation.  

Proposed Change Justification & Impact of Not Implementing Proposed Change: 
Provide a justification for the proposed change and explain the impact of not implementing the proposed change - a 
summary version of this is entered into the Change Control Log in "Summary Impact if not implemented."  
  

Alternatives: 
Identify other actions that may be taken as an alternative to making the proposed change. 
  

 

C. Change Request Analysis 

The change requester or designated owner provides an explanation of the impact that this change will have on the project. 

Impact on Budget (Implementation Estimate in Dollars): 
Detail the impact of implementing the change to the Project Budget. 

Impact on Schedule (Implementation Estimate in Days): 
Detail the impact of implementing the change to the Project Schedule.  
 

Describe Impact on other Project Resources: 
Detail the impact of implementing the change to other project resources; include other interdependencies within the project 
or program and additional risks that may result because of the change. 
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D. Change Request Review 

The Project Manager, Program Manager, or other designated Manager acting as the Project Manager conducts an initial 
review with the project team and subject matter experts and makes a recommendation(s) regarding the implementation of 
the request before it is proposed to the established Change or Configuration Management Review Body. Results and 
recommendations based on the review are provided in this section. 
Review Date: 35T 
Project Manager: name 
Review Team Members: name 

Review Recommendation: 

☐ APPROVE ☐ DEFER ☐ CANCEL ☐ REJECT 

Rational for Recommendation: 
  
  
 

E. Change or Configuration Management Review Body Decision 

The Change or Configuration Management Review Body conducts a final review with the Project Manager and decides to 
approve or disapprove the request. In the blocks below record and authenticate the decision. 

Approval or Disapproval and Special Instructions: 
  
  
  
Final Decision: 
☐ APPROVE ☐ DEFER ☐ CANCEL ☐ REJECT 

Change or Configuration Management Reviewing Body Attendees: 
Name:  Position:  Signature/Date:  
Name:  Position:  Signature/Date:  
Name:  Position:  Signature/Date:  
Name:  Position:  Signature/Date:  
Name:  Position:  Signature/Date:  
Name:  Position:  Signature/Date:  

 

Project Management Document Updates: 
Identify the project management documentation that will be updated to incorporate the change, exclude the Change Log as 
this shoudl always be updated.  
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Project Status Report 
The following template is the current HECO Project Status Report (PSR) template version to be used for 
the execution of the overall project status reporting; which includes Earned Value Management (EVM) 
reporting. 
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Project Earned Value Management (EVM) 

HECO EPMO requires that all projects are evaluated based on a quantitative industry standard 
project performance measure.  EVM provides a quantitative basis for estimating actual 
completion time and actual cost at completion.  Definitions provided below.  It is expected that 
EVM be used in this project to show project progress. 

 

Metric Abbrev. Interpretation Description Formula/Value
Budget at Completion BAC How much did you BUDGET for the TOTAL JOB? Baseline cost for 100% of project. N/A
Actual Cost of Work 
Performed or Actual Costs

ACWP or 
AC

What is the actual cost incurred? Total costs actually incurred so far. N/A

Budgeted Cost of Work 
Performed or Earned Value

BCWP or 
EV

What is the estimated value of the work actually 
accomplished?

Amount of budget earned so far based on physical work 
accomplished, without reference to actual costs. 

N/A

Budgeted Cost of Work 
Scheduled or Planned Value

BCWS or 
PV

What is the estimated value of the work planned to be 
done?

The budget for the physical work scheduled to be completed 
by the end of the time period.

N/A

Cost Variance CV What is the dollar amount variance? Measure of cost overrun. The difference between the budget for 
the work actually done so far and the actual costs so far.

Budgeted Cost of Work 
Performed–Actual Cost of Work 

Performed BCWP-ACWP

Cost Performance Index CPI What percent of cost is the project performing at? Cost efficiency ratio. A CPI of 1.00 means that the costs so far 
are exactly the same as the budget for work actually done so 
far.

Budgeted Cost of Work Performed/
Actual Cost of Work Performed

BCWP/ACWP

Schedule Variance SV What is the measure of time variance? Measure of schedule slippage. The difference between the 
budget for the work actually done so far and the budgeted cost 
of work scheduled.

Budgeted Cost of Work 
Performed–Budgeted Cost of Work 

Sceduled
BCWP–BCWS

Schedule Performance Index SPI What percent of schedule is the project performing at? The schedule efficiency ratio. An SPI of 1.0 means that the 
project is exactly on schedule.

BCWP/BCWS

Estimate to Completion ETC From this point on, how much MORE do we expect it to 
cost to finish the job?

The expected additional cost to complete. Estimate at Completion–Actual Cost 
Work Performed

EAC–ACWP
BAC/CPI1

AC + BAC - EV2

AC + (BAC - EV) / CPI3

AC + ETC4

Variance at Completion VAC How much over or under budget do we expect to be? Estimated cost overrun at the end of project. Budget at Completion–Estimate at 
Completion
BAC–EAC

Status calculation of the current status in time Average of CPI & SPI. (Cost Performance Index+Schedule 
Performance Index)/2

(CPI+SPI)/2
1Used if no variances from the BAC have occurred GREEN = On track >1.0
2Actual to date plus remaining budget. Used when current variances are atypical. YELLOW = Slightly behind schedule or budget >0.85
3Actual to date plus remaining budget modified by performance. When current variances are typical. RED = Needs immediate attention >0.65
4Actual plus a new estimate for remaining work. Used when original estimate was fundamentally flawed. BLACK = Killed or Restore <0.65

Estimate at Completion EAC What do we currently expect the TOTAL project to cost? Expected total cost based on the current cost efficiency ratio.
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SMART METER INSTALLATION 
 

REQUEST 
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RFP NO. 031914-03 
 

 

Issued Date: March 3, 2015 

 

  

FREEDOM OF INFORMATION ACT (FOIA) NOTICE: This document contains trade secrets and/or proprietary, commercial, or financial 
information not generally available to the public. It is considered privileged and proprietary to The Companies in confidence with the understanding 
that its contents are specifically exempted from disclosure under the Freedom of Information Act [5 USC Section 552 (b) (4)] and shall not be 
disclosed by the recipient [whether it be Government (local, state, federal, or foreign), private industry, or non-profit organization] and shall not be 
duplicated, used, or disclosed, in whole or in part, for any purpose except to the extent in which portions of the information contained in this 
document are required to permit evaluation of this document, without the expressed written consent of The Companies.     
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Hawaiian Electric Company, Inc. 

 
 

 Smart Meter Installation 
Request for Proposal 

031914-03 
 

EXECUTIVE SUMMARY           
 
The Hawaiian Electric Company, Inc. (Hawaiian Electric) is an energy utility, regulated by 
the State of Hawaii’s Public Utilities Commission (PUC), providing electric generation, 
transmission, and distribution services. Hawaiian Electric is a wholly owned subsidiary of 
Hawaiian Electric Industries, Inc., which is a publicly owned corporation. Hawaiian Electric has 
two subsidiaries, Maui Electric Company, Ltd. (Maui Electric), and Hawaii Electric Light 
Company, Inc. (Hawaii Electric Light). Hawaiian Electric, Maui Electric, and Hawaii Electric 
Light are collectively referred to for purposes in this document as “The Companies.” 

The Companies are currently seeking proposals for the installation of approximately 490,000 
single-phase, residential self-contained smart meters. The purpose of this installation is to enable 
the continued rollout of The Companies’ smart grid.  
 
The Contract scope of work of the successful Meter Installer, upon bid award, includes the 
Installation of up to 490,000 smart meters, including receipt, tracking, testing, and inventory 
management of the meters. Additionally, The Companies expect the Meter Installer to attend 
technical and safety training provided by The Companies. Finally, in order for bidders to submit 
a complete proposal, a complete response to the Installation Requirements spreadsheet 
(Attachment E) is required to verify the bidder’s compatibility with the needs of The Companies. 
 
Bidders shall also submit the Detailed Pricing Sheet (Attachment F) to offer The Companies the 
opportunity to evaluate and compare pricing.   
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The capital project identified in this request for proposal (RFP) is targeted to start in 2016 and be 
completed (installed) by 2019. Training work is expected to begin in late 2015 but may fall into 
2016 if deemed necessary by time constraints.   
 
Toni Mitobe-Shuster (A.Mitobe-Shuster@hawaiianelectric.com) shall be the main point of 
contact and lead the coordination of the bidding and procurement process. 
 
The Hawaiian Electric AMI Division shall be the main point of contact and lead the coordination 
of this project after bid award. 
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1.0 Request for Proposal 

1.1 Proprietary Rights and Confidentiality 
 
This request for proposal (RFP) has been prepared exclusively for Hawaiian Electric and 
is proprietary in nature. Hawaiian Electric reserves all copyrights for this document and 
its constituent parts and prohibits any unauthorized use or reproduction hereof. All 
portions of this RFP and Attachments are designated as confidential (“Confidential 
Information”). Confidential Information shall not be disclosed to third parties without 
Hawaiian Electric’s prior written consent, except that the bidder may disclose 
Confidential Information to its consultants, affiliates, attorneys or potential 
subcontractors who need the Confidential Information for purposes of preparing a 
responsive proposal, and provided that such recipient is advised of the confidentiality of 
the Confidential Information and is bound by the Non-Disclosure Agreement (NDA) 
currently executed with Hawaiian Electric for this RFP. 

1.2 Proposal Schedule 
The Smart Meter Installation Project (“the Project”) has the following bid schedule: 

RFP Issue  Tuesday, March 3, 2015 
Intent to Submit Bid Form Due  Monday, March 9, 2015  2:00 PM 

Deadline for Bid 1st Round of Questions  Wednesday, March 11, 2015, 2:00 PM 
Bidder’s Conference  Tuesday, March 17, 2015 

Deadline for Questions  Monday, March 23, 2015 
Bids Due  Monday, March 30, 2015, 2:00 PM 

Notification of Down Selected Vendors  Friday, April 24, 2015 
Vendor Demonstration Call  April 28-30, 2015 

Award Condition to Positive D&O  Thursday, May 7, 2015 
                                                                                 (Hawaii Standard Times [HST]) 

1.3 Intent to Submit Bid Form 
Please submit the “Intent to Submit Bid” form (Attachment A) to the contact person 
specified in Section 1.5 of this RFP by 2:00 PM HST, Monday, March 10, 2015. This 
confirms your intention to submit a proposal. The Companies reserve the right not to 
consider any proposal from a potential bidder who does not provide timely confirmation.  
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1.4 Bid Submittals 
Bids are due on or before 2:00 PM HST on Monday, March 30, 2015 (the Proposal 
Due Date). The Companies in their sole discretion may cancel or postpone the Proposal 
Due Date at any time by providing notice to each potential bidder, which notice shall be 
deemed an amendment of this RFP.  

One (1) hard copy of the proposal shall be delivered to and received by The Companies at 
the following addresses on or before the Proposal Due Date: 

Via U.S. Postal Service 
Hawaiian Electric Company, Inc. 
PO Box 2750 
Honolulu, HI  96840-0001 
Attn:  Toni Mitobe-Shuster, Hawaiian Electric Purchasing (CP11-VP) 
 
Via overnight mail or hand delivery 
Hawaiian Electric Company, Inc. 
820 Ward Avenue 
Honolulu, HI  96814 
Attn:  Toni Mitobe-Shuster, Hawaiian Electric Purchasing (CP11-VP) 

 

Hawaiian Electric Purchasing will record the date and time of receipt of proposals. 
Hawaiian Electric Purchasing’s record of receipt will be deemed controlling in the event 
of any dispute whatsoever relating to the delivery of a proposal. The Companies may 
reject Proposals that are delivered after the Proposal Due Date, or otherwise not in 
conformity with the requirement of this RFP, at The Companies’ sole discretion and 
without notice to bidder. 

The proposal shall be signed and dated by one having authority to contractually obligate 
the bidder by the terms of the proposal. 

The hardcopy proposal shall be contained in a sealed envelope with the following 
information shown on the package: 

Response to Smart Meter Procurement 
RFP No. 031914-03 

Confidential Sealed Bid Proposal 
Deliver to Toni Mitobe-Shuster 

 
The bidder’s company name and address shall also be noted on the package. 
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An electronic copy of the proposal may also be submitted (but not in place of the hard 
copies) to a.mitobe-shuster@Hawaiianelectric.com. 

1.5 Bid Validity Period 
All bids submitted shall be valid for a period of twelve (12) months after the Proposal 
Due Date.  

1.6 Bid Proposal 
Bid proposals as noted in Section 3.0 shall include the following: 
Transmittal Letter 

Executive Summary 

Scope of Work 

Detailed Project Schedule & Detailed Work Plan 

Experience, Qualifications and References 

Detailed Pricing 

Installation Requirements Response (See Attachment E) 

Technology and Cybersecurity Requirements Response (See Attachment D) 

Acceptance of, or exceptions taken to, the Purchase Contract (“Contract”) 

Exceptions taken, if any, to the RFP 

 

1.7 Additional Information 
After the receipt of the proposals, The Companies may request additional information to 
clarify the bidder’s proposals via email or a conference call. Failure by a bidder to 
provide the additional information or to participate in such requested meeting without an 
excused reason acceptable to The Companies in their sole discretion shall be cause for 
disqualification. The Companies may negotiate with one or more bidders, as The 
Companies may determine in their sole discretion. 
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1.8 Bidder’s Responsibilities 
Each bidder has the sole responsibility for carefully reviewing the RFP and all 
attachments and for thoroughly investigating and informing themselves with respect to all 
matters pertinent to this RFP, its proposal, and its anticipated performance under the 
Contract. 
 
Each bidder is responsible for proposing all terms, conditions, agreements and services 
that will be required for its successful completion of the smart meter installation. 
 
In preparing and submitting proposals, bidders shall not rely upon any oral statements 
made by The Companies’ employees, consultants, or agents. 
 
Each bidder shall be solely responsible for and shall bear all costs incurred in its 
preparation of its proposal and/or its participation in this RFP, including, but not limited 
to, all costs incurred with respect to the review of the RFP documents, site visits, third 
party consultant consultation, and investigation and informing itself with respect to 
matters pertaining to its proposal and this RFP, and same shall not be reimbursed by The 
Companies to any bidder, including the selected Meter Installer. 
 
Each bidder should clearly identify each page in their bids that they consider confidential 
or proprietary. Regardless of the confidentiality of any information submitted, all such 
information may be subject to review by the Hawaii Public Utilities Commission (PUC) 
or any other governmental authority with jurisdiction relating to these matters and may be 
subject to discovery in legal proceedings. Under such regulatory and legal circumstances, 
The Companies will make reasonable efforts to preserve bidders’ confidential 
information, including that such information be filed under seal. 

1.9 Modification of Proposal 
A proposal may be modified at any time prior to the Proposal Due Date. 

In order to modify its proposal, the bidder shall submit a revised proposal, clearly 
identified as such, which expressly supersedes and replaces the earlier proposal from the 
bidder; the revised proposal shall identify the date of the earlier proposal that it is 
superseding and replacing. 

Revised proposals are subject to all requirements of this RFP, shall not incorporate or 
rely upon the proposal that it is superseding and replacing and shall be delivered to or 
received by The Companies on or before the Proposal Due Date. 

EXHIBIT E 
ATTACHMENT 2 
PAGE 9 OF 416



A proposal may not be modified or revised after the Proposal Due Date. 

1.10 Withdrawal of Proposal 
A proposal may be withdrawn at any time prior to the Proposal Due Date. 

A proposal will be deemed withdrawn upon receipt by The Companies of a hardcopy 
“Withdrawal of Proposal” notice delivered to the office identified in Section 1.5 above, 
on or before the Proposal Due Date. 

Proposals that have been withdrawn pursuant to this section will not be considered by 
The Companies and may be discarded. 

Proposals may not be withdrawn after the Proposal Due Date for any reason, including, 
but not limited to, errors or mistakes. 

1.11 Correction of Errors in Proposal 
A bidder may correct errors in its proposal prior to the Proposal Due Date by 
modification or withdrawal of a proposal pursuant to Sections 1.10 or 1.11, above. 

After the Proposal Due Date, only The Companies is authorized to correct errors in the 
proposals. 

Minor errors in a proposal that The Companies detect after the Proposal Due Date may be 
deemed waived, or the bidder may be allowed to correct such error if The Companies 
determines it is in their best interest to do so. 

The Companies may correct errors in proposals after the Proposal Due Date, when the 
error is patent and the correct information is evident. Examples of such errors may 
include typographical errors, errors in extending unit prices, arithmetical errors, and 
transposition errors. 

1.12 Opening of Proposal 
The Companies will open proposals on or after the Proposal Due Date as The Companies, 
in their sole judgment and discretion, deem appropriate. Bidders are not entitled to be 
present for The Companies’ opening of proposals.  

1.13 Evaluation of Proposal 
Proposals will be considered in conjunction with information submitted by other bidders 
as well as any additional information as The Companies, in their sole discretion, deem 
appropriate. 
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The evaluation of proposals will be based upon criteria that The Companies, in their sole 
judgment and discretion, believe to be in the best interest of The Companies and their 
customers. Bidders shall not be entitled to disclosure of The Companies’ evaluation 
criteria or information pertaining to The Companies’ actual evaluation and analysis of 
proposals. 

The Companies shall have the right to reject any proposal, which The Companies, in their 
sole judgment and discretion, believe to be unsatisfactory or unresponsive, and may, as 
well, at any time up to the award of the Contract, withdraw this RFP and elect not to 
award the Contract. 

Subject to the foregoing, and other factors in their best interest, The Companies will 
review, evaluate, and recommend selection of a winning proposal based on the following 
evaluation criteria: 

• Cost Proposal 

The bidder’s proposal shall provide a meter receipt, tracking, inventory 
management and installation cost in accordance with the Installation 
Requirements (Attachment E). The bidder will be compensated for expenses 
incurred under this Contract on a time and expenses basis, with monthly invoicing 
requirements as described in Section 2.6. 

• Responsiveness to Bid Specifications and Requirements 

Bids initially will be screened for completeness and compliance with the Bid 
Proposal Requirements as described in Section 3.0. 

• Bidder Experience and Qualifications 

The bidder’s experience is another evaluation criterion. 

• Acceptance of Contract Terms & Conditions 

This refers to the acceptance of the Contract terms by the bidder. Any proposed 
modifications to, or disagreements with, the Contract will be evaluated here.   

1.14 Vendor Demonstration 
The Companies will notify the down-selected Meter Installers to demonstrate the meter 
install methodology including but not limited to the install process, software tools used 
and project management approach. A proposed agenda for the demonstration is shown 
below: 

EXHIBIT E 
ATTACHMENT 2 
PAGE 11 OF 416



Meter Installation Demonstration Agenda: 
Mode: Conference Call 
Duration: 3 hours 

• Introductions, related background and experience  
• Installation process flow  
• Tools and accelerators (Work order, Customer database, etc.)  
• Project management approach  
• Tools demonstration  
• Conclusion & Questions  

1.15 Award 
The Companies reserve the right to award the Contract to the bidder that, in The 
Companies’ sole judgment and discretion, has provided a proposal that is in the best 
interests and provides the best value to The Companies and their customers. 

The Companies reserve the right to award the Contract to other than the lowest bidder. 

The Companies reserve the right to determine not to award the Contract, or to re-bid, 
restate, revise, or cancel this RFP or any project related to the RFP. 

The Companies shall not be required to identify to any bidder the basis upon which it 
awarded the Contract to the selected bidder and/or rejected the proposals of any other 
bidder. 

This RFP will be awarded to the successful bidder as a whole package, or in partial.    

1.16 Notification of Award 
The Companies will notify the bidder of its selection, by phone, electronic mail or other 
means. 

The selection is provisional until execution of a Contract by The Companies and the 
selected bidder. Until such time, The Companies may revoke or change their selection for 
any reason, including but not limited to failure of The Companies and the selected bidder 
to agree on final terms for the Contract.  

1.17 Protest of Appeal of Award 
No bidder shall have the right to protest or appeal the award of the Contract made by The 
Companies. 
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2.0 Project Background and Objectives 

2.1 Hawaiian Electric 
Hawaiian Electric is a wholly owned subsidiary of Hawaiian Electric Industries, Inc., 
which is a publicly owned corporation. Hawaiian Electric has two subsidiaries, Maui 
Electric and Hawaii Electric Light. Hawaiian Electric, Maui Electric, and Hawaii Electric 
Light are collectively referred to for purposes in this document as “The Companies”. 

Additional information can be found at www.heco.com or will be made available upon 
request. 

2.2 Smart Meter Installation 
Smart grid modernizes the electric grids, enables more renewable energy, reduces outage 
times, increases the efficiencies of our operation, reduces costs, and, most importantly, 
delivers tangible benefits to our customers. The Companies propose to implement smart 
grid on all five islands served (Oahu, Maui, Lanai, Molokai, and Hawaii). 

The Companies’ overarching goal is to successfully implement a smart grid that brings 
the greatest benefit to customers: implementing a smart grid, efficiently and cost-
effectively. Smart grid brings enormous changes for The Companies, for The Companies’ 
customers, and for the state of Hawaii. The Companies’ plans reflect their understanding 
of the complexity of this undertaking. As the Hawaii PUC requested, The Companies 
have developed a roadmap and business case. As such, The Companies have based their 
roadmap and business case on a review of other smart grid implementations and on 
carefully specified fundamental assumptions, documented in The Companies’ Smart Grid 
Roadmap and Business Case.1  

This RFP is designed to identify the most suitable bidder to provide The Companies 
with smart meter installations for integration with the Silver Spring Networks’ (SSN’s) 
advanced metering infrastructure (AMI), as part of The Companies’ smart grid initiative. 
The meters are fundamental to the overall initiative. 

2.3 Project Objectives 
The key objectives of the Smart Meter Installation effort include the following: 
 

• Meter receipt and installation preparation 

1 A PDF of The Companies’ Smart Grid Roadmap and Business Case is available here: 
http://www.solari.net/documents/portfolio/Solari-Smart-Grid-Roadmap-&-Business-Case.pdf 
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• Replacement of all existing residential self-contained, single-phase meters with 
smart meters, conforming to safety and field visit training provided by The 
Companies 

• Replacement of assigned commercial & industrial self-contained, single-phase 
meters with smart meters, conforming to safety and field visit training provided  
by The Companies 

• Tracking and Inventory of all meters and consumables at each stage of the 
delivery and installation process 

• Safe and secure removal of any meters Hawaiian Electric Companies authorizes 
for disposal  

• Provide Hawaiian Electric with old meters of certain types that Hawaiian Electric 
will specify such as but not limited to meters with cracked glass as well as 
broken meters 

• One hundred eighty-day (180-day) warranty for the smart meters installation, 
with any rework to be reimbursed to The Companies or to be done at the Meter 
Installer’s own cost as appropriate to limit multiple customer visits 

 
As stated in the Executive Summary, this Project is tentatively targeted to start by August 
2016 and be completed (installed) by the end of 2019. Training will take place in 2015 
and may be adjusted as needed.   

2.4 Pre-Bid Responsibilities  
This section provides a description of what The Companies anticipate a Meter Installer 
shall do in advance of providing a proposal. The following tasks are not included as part 
of the contract deliverables, but shall be submitted as part of the proposal:  
 
1. Complete Installation Requirements Assessment 
2. Complete Technical Requirements Assessment 

2.5 Contract Task Descriptions and Deliverables 
This Section provides a description of the minimum tasks that the successful bidder 
(“Meter Installer”) shall perform to meet the Contract functional and technical 
requirements and meter quantities.   

 
a. Task 1: Status Reporting 
The Companies expect the Meter Installer to provide The Companies with weekly status 
reporting containing (but not limited to) the following information: 
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• Status of remaining inventory 
• Installations completed in current week 
• Year-to-date installations 
• Life of Project installations 
• Tamper detection report 
• Emergency repairs 
• Expected installations in subsequent month 

 
b. Task 2: Training and Installation Dry Run 
All Meter Installers are required to attend the following training, provided by The 
Companies: 

• Safety training (half-day) 
• Field visit training (half-day) 
• Customer service training (half-day) 
• Tamper-detection training (half-day) 

 
In addition to these training sessions, the Meter Installers’ resources shall complete and 
pass a full-day dry run installation session led by The Companies. 
 
c. Task 3:  Inventory Management 
Meter Installers are responsible for the ongoing management of inventory for all meters 
throughout the duration of the Project.  
 
The Meter Installer will be responsible for securing its own staging areas. The Companies 
will have all meters shipped to The Companies’ meter shops on Oahu, Maui, and Hawaii. 
Each meter shop will perform sample residential single-phase, self-contained meter 
testing with the battery connected, after which the Meter Installer will be responsible for 
retrieving the meters from the meter shops and placing them into its own secure facility. 
The Meter Installer shall be responsible for the security of the meters, including, but not 
limited to, keeping the facility locked and secured at all times, utilizing security guards, 
utilizing security cameras, tracking meter serial numbers, maintaining meter seal 
integrity, and returning meter serial numbers that are not used. The Companies reserve 
the right to inspect the Meter Installer’s facility prior to the meters’ shipment and when 
the meter shipment arrives at the facility. The Companies will inspect the facility and 
provide an opinion whether the facility is adequately secure. If the facility is not deemed 
adequately secure, The Companies may advise the Meter Installer to change location or 
to improve security. The Meter Installer will be responsible to secure the vehicles used 
for installation. The vehicles must be locked and secure when storing or transporting new 
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smart meters and the old meters that were removed from the customer’s premise. The 
Companies reserve the right to inspect the Meter Installer’s vehicles for adequate 
security.  
 
In addition to being responsible for the receipt of all meters, the Meter Installer, in 
alignment with the anticipated installations schedule, shall dictate the shipment schedule 
for each island.  

 Once received, the Meter Installer will be responsible for the following: 
 

1. Warehouse Staging  
 
The Meter Installer shall stage the meters prior to installation, at the Meter 
Installer’s premises. 
 
The intent of the Warehouse Staging is to ensure that the meters are ready 
for installation.  

 
  Requirements: 

 
a. The Meter Installer will provide all necessary personnel needed to 

conduct Warehouse Staging. Any deviations and will be resolved at 
the Meter Installer’s expense, including any return trips required by 
The Companies’ personnel. 

 
2. Meter Tracking 

 
The Meter Installer shall track all meters at every stage of the installation 
life cycle, from receipt to installation and disposal (of replaced meters). 

 
  Requirements: 

a. The Meter Installer shall assign meters and seals to individuals and 
require that installers sign out the meters to keep track of inventory. 

b. The Meter Installer shall track installation progress and maintain this 
information in a database; reports are to be shared with The 
Companies as requested. 

c. The Meter Installer shall record the following information when 
checking meters in and out: meter type, meter number, origin code, 
date, and personnel name. Check-in form should also include 
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nameplate information and register readings. Check-in and check-out 
forms shall be submitted to The Companies’ point of contact as 
specified during onboarding. 

 
The Companies expect the following total meter quantities for each island:  

Island Quantity 
Oahu 300,000 
Maui, Molokai, Lanai 100,000 
Hawaii As many as 85,000 

 
d. Task 4: Meter Installations 
The Meter Installer will be responsible for several aspects of the installation life cycle, 
including all aspects of the Installation Requirements found in Attachment E. The overall 
installation process consists of scheduling, workforce management, installation, 
supervision, and meter disposal. 
  

Scheduling, Work Order Management System (WOMS), Supervision, 
and Disposal 
The Meter Installer shall coordinate with The Companies’ meter reading 
schedule in order to develop a daily meter installation schedule. In doing so, 
the Meter Installer shall also correspondingly assign, manage, and supervise 
its own workforce. Finally, once the meters have been installed, the Meter 
Installer will also be responsible for the safe disposal of replaced or removed 
meters.  
 
Requirements 

a. The Meter Installer shall manage scheduling/rescheduling customer 
visits with the customers directly and will ensure avoidance of 
conflicts with scheduled meter readings, outages, maintenance, billing 
cycles, etc. 

b. The Meter Installer will handle the installation of meters for special 
customers (e.g. Life Support Customers) according to The Companies’ 
special customer care procedures.  

c. The Companies will notify customers about meter replacements at the 
outset of the Project; the Meter Installer shall provide customer 
notifications via letter or postcard to service address at least two (2) 
weeks prior to entering the neighborhood. The postcard shall contain a 
phone number the customer can use to resolve scheduling issues. The 
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Companies’ corporate communications division prior to being sent by 
the Meter Installer shall create the content of this correspondence. 

d. The Meter Installer shall retry customer contact and scheduling at least 
three (3) times, spread out over several weeks, before assigning the 
customer to The Companies for reassignment or follow-up. 

e. The Meter Installer shall meet The Companies’ meter installation 
schedule: 24 months for Maui (3,000/month) and Hawaii 
(3,500/month); 24-36 months for Oahu (8,333/month) as specified by 
the Companies. 

f. The Meter Installer shall track installation progress and maintain this 
information in a database; reports are to be shared with The 
Companies as requested. 

g. The Meter Installer shall document any signs of tampering on existing 
meters and meter sockets, hold, and label tampered meters and meter 
sockets, report suspected tampering to designated Company personnel, 
and transport the meters and meter sockets to The Companies’ meter 
shop. 

h. For the non-smart meters that The Companies request the Meter 
Installer to dispose of, the Meter Installer shall ensure digital meter’s 
metrology boards are destroyed during disposal and electromechanical 
meters are rendered useless. 

i. The Meter Installer shall provide sufficient supervision of its installer 
to ensure quality installation processes. 

j. The Meter Installer shall manage the workforce and installation 
process for all assigned meters until installation is complete. 

k. The Meter Installer’s WOMS shall be constrained to sequential 
installation, rather than grouping. 

l. The Meter Installer shall follow The Companies’ meter installation 
process. A sample of what that process may look like is described 
below: 
1. Upon reaching the residence, politely knock on the door to let the 

customer know you are on-site to change the meter and they will 
experience a brief outage 

2. Look at the existing meter that is installed. Check for signs of 
tampering, safety issues, significant rust or corrosion. If the site is 
unsafe to install, do not proceed with the installation. Note that this 
site is not suitable for installation. This information should be 
transmitted back to the utility to address 
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3. If the existing meter looks suitable, take a picture of the existing 
meter read and record the final read in the Meter Installer’s 
WOMS. Pictures of the existing meter read should be stored and 
catalogued by the Meter Installer 

4. Pull meter 
5. Check voltage. If not within 120V +/- 7.5%, note the voltage 
6. Scan barcode of the new AMI Meter 
7. The Companies will provide instructions for meters that were 

removed during the installation process later. The Meter Installer is 
expected to temporarily store these meters, until it can be 
transported to The Companies; facilities, which could occur as 
frequently as weekly to monthly basis. 

m. The Meter Installer shall be able to provide its own vehicles necessary 
for the installation of the meters. These vehicles shall be able to be 
secured if equipment and/or tools will be stored in them.  The 
Companies reserve the right to inspect the vehicles and provide an 
opinion whether the vehicles are adequately secure. If the vehicles are 
not deemed adequately secure, The Companies may advise the Meter 
Installer to improve security  

n. The Meter Installer shall be able to provide all the tools, equipment, 
and professional service necessary for the installation process (e.g., 
meter pullers, pallet trucks, forklifts, hand trucks, lock cutters, 
software, back-office systems, etc.). 

o. The Meter Installer shall comply with personal protection 
requirements in Hawaiian Electric’s safety manual. 

p. The Meter Installer shall comply with the installation process defined 
by The Companies. A sample of the potential process is described in 
Task 4, section l above. 

q. The Meter Installer is responsible for any emergency repairs 
encountered during the installation if a customer premise loses power 
during the meter exchange. The Meter Installer is expected to call the 
Meter Installation Project Manager prior to proceeding with any 
repairs. The repairs will be done, at the Companies expense. The 
Meter Installer shall process and assume responsibility for retroactive 
permitting.   

r. The Meter Installer shall provide the data that is required by The 
Companies’ Customer Information System (CIS), SAP-CIS, to 
complete meter replacement transactions. The required data are the 
following:  
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1. Replacement Date 
2. Old Meter Number 
3. Old Meter Read (Out Reads/Removal Reads) 
4. New Meter Number 
5. New Meter Read (In Reads/Install Read) 
6. Latitude GPS Coordinates (WGS84 format) 
7. Longitude GPS Coordinates (WGS84 format)  
8. Other/Comments 
This information shall be delivered to The Companies no later than 12 
midnight of the replacement date.  

s. The Meter Installer shall be able to provide photos of the removal 
reads (out reads) for every meter that is replaced. This information 
shall be easily accessible from their WOMS. These photos shall be 
archived, cataloged with customer reference, or made available to The 
Companies at any time during the installation (period). 

t. The Meter Installer shall update its daily deployment route based on 
updated information received from the SAP-CIS. Updates from The 
Companies to the Meter Installer may be weekly or as frequently as 
daily. 

u. The Meter Installer will deactivate meter installation work orders for 
those customers who have decided not to have their meters replaced. 
The Meter Installer shall notify The Companies of any customer opt-
outs. The procedure for opt-out notification will be provided later. 

Installation of Commercial and Industrial meters 

The Meter Installer shall provide adequate qualification and references to 
show expertise in installing commercial and Industrial (C&I) meters. 
Should The Meter Installer have enough experience, they shall provide 
The Companies pricing details to install C&I meters. All applicable 
requirements for meter installations listed above shall be followed along 
with the process identified below currently in use by The Companies. 

1. Notify occupants of the meter change.  Whenever possible, get 
approval to turn off customer main switch prior to changing the meter 
even if commercial test by-pass facility exists.  If no by-pass facility, 
inform the occupant of the short outage.   

2. Take the meter read.  Record readings of all registers.   
3. Apply all required personal protective equipment (PPE) and proceed in 

accordance with The Companies’ Safety & Health Manual.   
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4. Remove the seals.    
5. Put bypass links on if commercial test by-pass facility exists (self-

contained C&I customers should not experience an outage during the 
meter installation, contractor must have adequate expertise and 
experience to install jumpers or activate the bypass switches).     

6. Remove the sealing bands and covers.   
7. Open the main circuit breaker if commercial test by-pass facility does 

not exist.   
8. Remove the meter.   
9. Inspect meter socket.  Ensure there is no socket damage, loose 

connection, or foreign object present.   
10. Test the voltages to make sure they are as you would expect.   
11. Put in the new meter.   
12. Remove the commercial bypass links if applied earlier.   
13. Close the main circuit breaker if opened in an earlier step.   
14. Make sure power is flowing as you expect.   
15. Make sure that the meter is operating correctly.     
16. Put the covers and sealing bands on.   
17. Apply the seals.   

 
Testing 
Once the Meter Installer has installed the meters, the Meter Installer shall 
perform a simple, post-installation test to ensure that the meters are functional. 
 
Requirements 

a. Failed meter activation tests will be documented, corrected, and re-
tested. All defective meters will be replaced and re-tested. Defective 
equipment that cannot be corrected will be replaced at the expense of 
the Meter Supplier. All tests where the results may be affected by the 
corrective actions will be repeated. 

b. Meter testing procedures shall comply with American National 
Standards Institute (ANSI) C12 standards. 

c. The Meter Installer shall be able to provide its own equipment for any 
post-installation testing. 

 
Quality Assurance and Control 
The Project calls for the highest quality installation process, especially in that 
the Meter Installer will be interacting directly with The Companies’ 
customers. As such, the Meter Installer shall propose Quality 
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Assurance/Quality Control processes in order to ensure an optimal public 
presence and quality of installations. 

 
Requirements: 

a. The Meter Installer shall provide sufficient supervision of its installer 
to ensure quality installation processes. 

b. The Meter Installer shall comply with The Companies’ quality control 
processes, which may be performed by an external contractor and may 
occur during or after installation. 

c. The Meter Installer shall operate its own CIS and WOMS. 
 

e. Task 5: Customer Support 
The Meter Installer is required to provide customer service resources for The Companies’ 
customers in order to respond to questions about installation scheduling.  
  

Requirements 
a. The Meter Installer’s customer service resources shall attend a half-

day customer service training session. 
 

b. The Meter Installer shall provide a call center that operates during 
normal business hours: 7:00 AM–6:00 PM HST, Monday through 
Friday, excluding holidays. 

 
c. The Meter Installer shall be able to hot-swap calls to the advanced 

metering infrastructure (AMI) hotline or The Companies’ centralized 
call center and enable AMI hotline or the Companies’ centralized call 
center to forward calls to the Meter Installer’s customer service line. 

 
d. The Meter Installer shall provide The Companies’ call center with 

copies of initial outreach materials provided by The Companies and 
sent to customers from The Companies customer relations as well as 
subsequent outreach materials sent by the Meter Installer and 
generated by The Companies’ corporate communications. 

2.6 Invoicing 
The Meter Installer shall submit to The Companies three (3) copies of a monthly status 
report and invoice, broken down by task and subtask. The status report will include a 
brief description of the task, the work completed for the current reporting period (the 1st 
through 30th/31st of the previous month), work projected for the following reporting 
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period, project schedule updates, hours expended and hours remaining on the Contract for 
each task. The Company may require the Meter Installer to submit one monthly status 
report and invoice to Hawaiian Electric (with Hawaiian Electric, Maui Electric, and 
Hawaii Electric Light breakdowns) or The Company may require three separate reports 
and invoices submitted directly to each operating company. 

Payment for labor and expenses will be processed on a monthly basis.  

Important:  The Meter Installer shall mail the original hardcopy of invoice and status 
report to the following address: 

  Hawaiian Electric Company 
  Attn: Accounts Payable (CP11-AD)   
  P.O. Box 2750   
  Honolulu, Hawaii  96840-0001 
    

When the invoice is mailed, the Meter Installer shall also send an email with electronic 
copy of the invoice and Status report to a designated representative for the Companies, 
which will be determined and communicated to the Meter Installer later. 

All invoices will be submitted to and paid by The Companies.   
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3.0 Bid Proposal Requirements 
The Smart Meter Installation is targeted to start on or about August, 2016 and be 
completed (equipment in-service) on or about August 31, 2019. 
 
Each proposal shall include the items listed in this section. 

3.1 Cover Letter 
Provide a cover letter that contains the identity of the individual(s) authorized to commit 
the company to a contract, identity of the individuals(s) who can be contacted regarding 
proposal content, identity of the validity period of the offer, etc. 

It shall also contain a statement that the proposal meets the specifications of each 
subsection of the RFP.   

An officer of the bidder shall sign the letter. 

3.2 Executive Summary 
Include an executive summary that briefly and concisely conveys what the bidder sees as 
the most important messages of the proposal, the factors of differentiation, and the 
critical points that The Companies should consider in their evaluation. Please explain 
how the bidder’s  approach will benefit The Companies from immediate and long-term 
perspectives. 

3.3 Scope of Work 
a. Methodology, Scope, and Approach 

1. Describe the bidder’s service delivery methodology and approach for 
performing the services requested within Section 2.5 of this RFP . 

2. Include a description of each of the key phases for assuming responsibility 
of the services requested based upon the requirements of this RFP. 

b. In-scope and Out-of-scope 

Based on the information that The Companies provided in this RFP, identify all of the 
elements the bidder considers in-scope and out-of-scope for this Project. Include a matrix 
of what the bidder considers in-scope and out-of-scope as an appendix to the proposal. 

c. Proposed Timeline and Key Milestones  
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Identify the proposed timeline, key milestones, and major tasks associated with 
providing the inventory management, scheduling, installation, and disposal services.  

Include a full description of the tasks and identify the party responsible for completion 
of each task (i.e., primary responsible). 

Provide the requested baseline installation options and duration timelines. 

Provide alternative timeline and schedule based on the bidder’s experience. 

Timelines and schedules shall be delivered in Microsoft Project 2010. Additional 
formats for presentation purposes will also be accepted. 

d. Acceptance Process 

a. Identify the acceptance process and general acceptance criteria that The 
Companies will utilize to measure the quality and achievement of 
milestones. 

b. Provide an acknowledgement that the bidder’s performance will be 
measured based on The Companies’ approval of achieved milestones. 

e. Equipment Fabrication and Configuration 

a. Identify specific steps to be taken in order to prepare the meters for 
installation.  

f. Reuse Knowledge 

Describe the bidder’s ability to leverage internal knowledge base and reuse knowledge 
capital from prior engagements of a similar nature. 

g. Project Tools and Templates 

Based on the Technical Requirements that The Companies indicated, outline the bidder’s 
experience and capabilities in using the following: 

a. MS Project 

b. Project-specific tools 

c. Microsoft SharePoint 

Identify all additional tools and templates that the bidder proposes to utilize for reporting, 
collaboration, performance dashboards, etc. Include best practice templates and 
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accelerators that demonstrate the bidder’s ability to be innovative, productive and 
efficient while understanding how to work with The Companies’ business culture. 

For these additional tools identified, provide an acknowledgement that The Companies 
will have a perpetual worldwide royalty-free license to use such tools during and upon 
expiration/termination of the Project. Please clearly identify any existing and/or ongoing 
support maintenance fees. 

h. Internal Knowledge Transfer and Transition 

1. Describe the bidder’s approach to internal knowledge transfer and transition 
management.  

2. Describe  the bidders’s commitment to maintaining staff/consultant continuity 
for the duration of the Project. In the event of unplanned turnover, describe 
the bidder’s process for managing turnover. 

i. Organizational Change Management 

Describe the proposed change management approach for the Project.  

Identify the bidder’s change management philosophy, methodology, management 
framework, and deliverables necessary for organizational change. 

j. Data Sharing 
The bidder shall provide a proposed methodology for data sharing, as explained in 
Section 2.5. Specifically, the following represent the data-sharing requirements 
related to the Meter Installation Project: 

 
1. Meter Installer WOMS shall have the ability to import batch The Companies’ 

customer data from SAP-CIS on a weekly basis. 
2. Meter Installer CIS and WOMS shall have the ability to update its daily 

deployment route based on updated information received from The 
Companies’ SAP-CIS. 

3. Appropriate frequency of the following high-level data objects for data 
transfer/integration into The Companies’ existing allocation systems: 

a. Customer Object (from The Companies to Meter Installer) 
b. Location Object (from The Companies to Meter Installer) 
c. Meter Object (from Meter Installer to The Companies) 
d. Work Order Object (from Meter Installer to The Companies) 

 
k. Reporting 
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The bidder shall provide report template and proposed delivery formats for the 
following required reports: 
 
1. Weekly status report 
2. Meter reads and:  

a. Replacement Date 
b. Old Meter Number 
c. Old Meter Read (Out Reads) 
d. New Meter Number 
e. New Meter Read (In Reads) 
f. Latitude GPS Coordinates (WGS84 format) 
g. Longitude GPS Coordinates (WGS84 format)  
h. Other 

3. This information shall be delivered to The Companies no later than 12 
midnight of the replacement date. 

4. Meter integration status with location information (daily) 
5. Test results (shall be SAP-compatible) 
6. Weekly summary reports from its customer database 
7. Pre-replacement functional or operational anomalies prior to pulling meters 

and inform The Companies as part of the daily replacement report 
8. Tamper report 
9. Failed customer retries (after three [3] retries) 
10. Ad-hoc Meter Installation reports 
11. Meter sign-in sheets 

3.4 Project Schedule and Detailed Work Plan 
The Companies require the bidder to assume the prime contractor role and assume 
responsibility for project management. Furthermore, The Companies require the bidder to 
include a proposed integrated project plan and schedule for the services requested in this 
RFP as an attached appendix to its response.   

a. Project Management 

The Companies require that this Project be managed utilizing rigorous, complex level 
project management standards, conformant to the Project Management Institute’s (PMI’s) 
standards for project management (as documented in The Companies’ Project 
Management Book of Knowledge [PMBOK]). 

Please note that the Meter Installer shall provide one project manager for each island’s 
Meter Installation effort. 
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EPMO Project Management Standards 

It is expected that the bidder will conform to the EPMO standards and 
recommend changes that will benefit a project of this scope and size, as needed. 

See Attachment K – EPMO Standards and Sample Templates for details. 

Earned Value Management (EVM) 

The Companies require EVM tracking and reporting on this Project. The Meter 
Installer will manage and maintain the master Project schedule that will include 
all resources working on the Project. 

Change Control 

The Companies expect the Meter Installer to provide and employ a standardized 
change control procedure and methodology across all Project phases. This 
includes a detailed description of all required steps to submit, review, and 
approve/reject change requests, as well as guidelines for the steering committee to 
follow for any escalation or dispute resolution. Summarized below are examples 
of the change control processes that the Meter Installer will be responsible for 
managing in collaboration with The Companies.  

Project Change Control 

Process utilized to manage all material changes (scope, timeline, 
resources, or cost) that impact the Project. The process is performed when 
the Project Team is aware of a change to the then approved Project 
Schedule Baseline and/or associated documents.  

Scope Change Control 

Process utilized to perform the day-to-day management of scope changes 
that the Project Team, stakeholders, and/or end-users will request, 
including: 

• Process – Addition or reduction of business processes 
included 

• Deliverable – Addition or removal of deliverables as 
requested 

• Function – Addition or removal of functions 
• Resource – Addition or removal of resources 
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Contractual Change Control 

Process utilized to request the significant removal, addition or change to 
any major item not explicitly defined or covered within the original 
Contract or SOW (Statement of Work). Normally, this process is executed 
for items that could not be resolved or have to be escalated from the scope 
change control procedure. 

Quality Assurance Expectations 
In general, The Companies will be engaging external parties to 
perform three (3) types of quality assurance activities on this 
Project. The bidder is expected to collaboratively work with these 
external parties in order to ensure a successful implementation. 
Additionally, stage gate deliverables of the bidder will be directly 
related to meeting the expected quality assurance targets that are 
set and mutually agreed to at the start of the Project. 

Systems Integrator Safe Guarding 
The Companies may be employing third party Systems Integrator 
(SI) to perform safeguarding throughout the Project’s lifecycle. 
The SI safeguarding services for implementation may include 
planning, feasibility, technical integration, operations competence 
and go-live checks. This is to ensure that the implementation 
results in a quality delivery both from a technical and functional 
business perspective. It is expected that the bidder will collaborate 
and work with SI personnel when needed as outlined by the safe 
guarding process. 

Project Management Quality Assurance 
The Companies will be employing personnel either directly from 
the EPMO or externally contracted by the EPMO in order to 
conduct quality assurance activities on the Project for ensuring the 
appropriate level of project management rigor. This will include 
but is not limited to review of the Project’s charter, integrated 
project management plan, schedule, budget, risk and issues log, 
reporting, change control procedures and log, project management 
information system, and earned value management tracking. It is 
expected that the bidder will collaborate and work with the EPMO 
personnel/contractor in order to complete this process. 
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SOX Controls Implementation Audit 
The Companies will be employing a third-party vendor to conduct 
SOX control evaluations and audits in order to ensure that the 
Project will conform to The Companies’ required SOX 
compliance. It is expected that the bidder will collaborate and work 
with the third-party vendor in order to complete this process. 

 

3.5 Bidder Company Information, Experience and References 
The bidder shall provide a brief overview and history of its company, including the 
following:   

a. Company mission statement 

b. Organizational chart that provides an overview of the company structure 
(business unit and industry alignment, if applicable) to include the names and 
titles of the corresponding executives 

c. A brief description of the bidder’s core portfolio service offerings that align 
with The Companies’ immediate and longer-term objectives 

d. Financial viability, include audited financial statements for the past three (3) 
years 

e. A summary of any pending litigation(s) 

f. Contact person(s) and the following contact information for the Project: 

• Name 
• Title 
• Telephone 
• Email 

g. Installation History 

h. Project Managers 

As noted above, the bidder shall designate a Project manager for each island’s 
Meter Installation effort. 

i. Installation Resources 
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Finally, the bidder is required to provide a list of installers assigned to this 
Project. In addition to the resource list, the bidder shall comply with the following 
requirements: 

• Consent to background checks for each installer. 
• Provide a resume of each installer’s training and experience. 
• Provide documentation verifying that all installers are licensed electricians 

in the State of Hawaii. 

3.6 Pricing  
The bidder’s proposal shall provide a not-to-exceed value for the installation of Smart 
Meters in accordance with the Installation Requirements, the Project tasks identified in 
Section 2.5, and the delivery schedule depicted in this RFP. Please complete the Detailed 
Pricing Sheet (Attachment F) to reflect all costs described below.  
 
The bidder shall provide pricing details for installation of Commercial and Industrial 
meters as a separate option.  
 
Estimated costs should be itemized and include all labor and non-labor costs deemed 
necessary to successfully complete the Project and its deliverables as stated in Section 
2.5. The proposal shall include costs for all meter receipt, preparation, tracking, inventory 
management, and the safe disposal of all replaced meters. The bidder shall capture the 
estimated cost of repairs when meter pull causes an outage.  
 
These costs should include all management and delivery of work order management data 
as well as customer support and the mailing of installation informational materials. 
 
Labor pricing should be provided for union and non-union labor, with designation as to 
Hawaii-based resources and non-Hawaii-based resources. 
The Installer will be required to provide pricing options for: 

1. Performing work with no restrictions on resources for doing the work 
2. Performing work if Hawaiian Electric specified that unionized labor (an 

International Brotherhood of Electrical Workers-IBEW local) needed to be 
utilized 

3. Performing work if Hawaiian Electric specified that the labor utilized needed to 
have a Hawaii Electricians License.  

 
The cost proposal shall also include a fee associated with mandatory training, provided 
by The Companies. 
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All labor hourly rates for each job classification will remain valid for one year after the 
execution of the Contract. 
 
Finally, estimated costs should include travel expenses. Travel expenses for this Project 
should be based upon the most economical, direct, coach air travel from the point of 
origin to Honolulu or other island destinations and utilize moderate-level hotel 
accommodations whenever possible. The estimated travel expenses shall not exceed 15 
percent of the total Project cost. The Companies’ Standard Business Travel and Expense 
Terms are included in Attachment I and shall be followed by the selected Meter Installer. 
 
Hawaii General Excise Tax, if applicable, shall be listed as a separate line item.  
The estimated labor and non-labor costs can be summarized in tables similar to the 
template provided in Attachment G. 

3.7 Bidder Exceptions to the Contract  
Following the RFP process, The Companies and the selected Meter Installer will execute 
a General Services Master Agreement (“Contract”) in accordance with the standard 
general contract requirements provided as Attachment B of this RFP (see note below). 
The Contract will be based in part on the selected Meter Installer’s proposal and other 
information, if any, that the Meter Installer submitted during the RFP process. Other 
terms and conditions may be included in the Contract by mutual agreement of The 
Companies and the selected Meter Installer. 
 
The bid proposal shall affirmatively state that the Contract terms contained in Attachment 
B are acceptable to the Meter Installer, or, the Meter Installer shall identify specifically in 
its bid proposal which such terms and conditions are unacceptable and shall propose 
substitute language that is acceptable to the Meter Installer. Terms and conditions with 
respect to which a bidder does not identify exceptions shall be deemed acceptable to the 
Bidder. Bidders should not enclose a copy of its own standard terms and say see 
“enclosure” as this will be considered non-responsive. The Companies shall have the 
right in their sole judgment and discretion to reject any proposal or evaluate it 
unfavorably based on exceptions taken. 

 
 Note:  The Contract will be provided to all bidders prior to the bid due date. 

3.8 Bidder Exceptions to the RFP 
The bidder shall state any exceptions to the specifications and requirements of this RFP 
clearly in the bidder’s proposal. Each exception shall be stated separately, shall identify 
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the relevant specification or requirement, shall identify the reason(s) for taking the 
exception, and shall propose a clearly stated alternative. No other exceptions shall be 
allowed. 
 
The Companies shall have the right in their sole judgment and discretion to reject any 
proposal or evaluate it unfavorably based on exceptions taken. 

3.9 Installation Requirements Assessment 
The bidder shall complete Attachment E – Installation Requirements and submit as an 
attachment to the proposal submittal. 

3.10 Technical Requirements Assessment 
The bidder shall complete Attachment D – Technology and Cybersecurity Requirements 
and submit as an attachment to the proposal submittal. 

3.11 Bidder Change-Orders after Bid Award 
The Companies understand that work that the successful Meter Installer may consider 
above and beyond what is included in this RFP will constitute a Change Order. The 
Meter Installer shall submit any Change Order requests to The Companies, and The 
Companies may approve or disapprove, in its sole discretion, said Change Order requests. 
An approved Change Order request is required before the Meter Installer may conduct 
any work under said Change Order.   
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4.0 Appendices 

Attachment A: Intent to Submit Bid Form 
Intent To Submit Bid Form 

Request For Proposal (RFP) # 031914-03 

Specification Number - Smart Meter Installation  

 

BIDDER must complete this form and return it via email to Toni Mitobe-Shuster, Purchasing 
Contract Manager, (a.mitobe-shuster@HawaiianElectric.com), no later than Monday, March 9, 
2015. 

If no proposal will be submitted, then the reason must be indicated by completing the requested 
data below.  In addition, the inquiry documents must be returned with the completed form. 

Failure to comply may render the Potential Supplier ineligible for future solicitations for the type 
of material(s) or service(s) involved. 

 

Receipt of Request for Proposal No. 031914-03 covering the Installation of Smart Meters: 

(Please check and complete the following as applicable) 

A) Receipt of this Request for Proposal is hereby acknowledged and we (  ) will,  
(  ) will not, submit a proposal on or before the due date specified. 

If a proposal will not be submitted, then check or complete the following as applicable: 

a. (  ) Cannot comply with Specifications or Statement of Work. 

b. (  ) Cannot meet delivery or performance requirement.  

c. (  ) Do not currently manufacture or sell the type of item(s) or service(s) involved. 

d. (  ) Other:    

e. We (  ) do, (  ) do not; desire to be considered for future solicitations for the type of item(s) 
or service(s) involved. 

 

Name, address (include zip code) and telephone number (include area code) of company: 

 Company Name:   

 Address:   
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 Company Representative Name:   

 Position/Title:   

  

 Phone Number:   

 FAX Number:   

 Electronic Mail Address: ____________________________________ 

 Signature    Date   

 

 

 

PAGE 2 of 2  

EXHIBIT E 
ATTACHMENT 2 
PAGE 35 OF 416



Attachment B: Sample General Services Master Agreement 
 

Attachment B - 
Sample General Servic    
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GSMA (October 2013) 
 
 

 
       SERVICE ORDER NO. ________ 
       CONTRACT NO. ______________ 
 

 
GENERAL SERVICES MASTER AGREEMENT 

 
 
 THIS GENERAL SERVICES MASTER AGREEMENT (the "Master Agreement" 
or “Agreement”) is made on _______________, 20___, by and between HAWAIIAN 
ELECTRIC COMPANY, INC. and its subsidiaries HAWAII ELECTRIC LIGHT 
COMPANY INC. (HELCO) and  MAUI ELECTRIC COMPANY, LIMITED (MECO)] 
(hereinafter collectively the  "Companies"), and 
_________________________________________________ (hereinafter "Contractor"), 
a _________________ corporation, whose principal place of business is 
_______________________, __________________, and whose mailing address is 
____________________________, doing business in Hawaii.  The Companies and 
Contractor may be referred to individually as a “Party” and collectively as the “Parties” to 
this Master Agreement. 
 
 

W   I   T   N   E   S   S   E   T   H   : 
 
 WHEREAS, The Companies are in the business of generation, transmission, and 
distribution of electrical power in Hawaii; and 
 
  WHEREAS, The Companies require certain services to be accomplished in 
order to maintain reliable electrical power for its customers; and 
 
 WHEREAS, Contractor represents that it is equipped and has the expertise and 
qualifications (including required licenses, if any) necessary to perform the particular 
Work (as defined herein) required under this Master Agreement; and 
 
 NOW, THEREFORE, in consideration of these premises and of the mutual 
promises herein contained, the Companies and Contractor hereby agree that Contractor 
will perform the Work for the Companies under the following terms and conditions: 
 
I. APPLICATION OF THE MASTER AGREEMENT 
 
 1.1 Purpose of Master Agreement - The purpose of this Master Agreement is 
to set forth the terms and conditions applicable to the Work to be provided by Contractor 
pursuant to Work Authorizations issued hereunder. However, the Companies shall have 
no obligation to issue any Work Authorization under this Master Agreement 
 
 1.2 Term of Master Agreement - This Master Agreement shall terminate on 
__________________, 20___; provided, however, that said Master Agreement shall 
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2 

continue to be effective as to any outstanding Work under a Work Authorization issued 
prior to that date unless otherwise terminated pursuant to the terms of such Work 
Authorization or this Master Agreement.   
 
II. SPECIFIC CONTRACTS; WORK AUTHORIZATION PROCESS 
 
 2.1 Request for Quote - During the term of this Master Agreement, the  
Companies may from time to time issue a Request for Quote in the form of Appendix A, 
Section I for certain Work to be performed by Contractor under the terms and conditions 
contained herein. 
 
 2.2 Contractor's Proposal - If Contractor desires to do the requested Work, 
Contractor will fill out Section II of Appendix A, and propose a price or price structure for 
the Work.  Such a price quote shall constitute an affirmative representation by 
Contractor that it is equipped and has the expertise and qualifications (including 
required licenses, if any) necessary to perform the Work requested in the Request for 
Quote. 
 
 2.3 Work Authorization - If the Companies desire to have the Work done by 
Contractor, the Companies will issue a Work Authorization by executing Section III of 
Appendix A and delivering it to Contractor.   
 
 2.4 Specific Contract - Each executed Work Authorization shall constitute a 
specific contract, which shall be governed by the particular Work Authorization terms 
and this Master Agreement.  In addition, the Companies' request for Work under a 
Verbal Work Authorization and the start of Work thereunder by Contractor shall also 
constitute a specific contract and all Work thereby performed shall be governed by the 
terms and conditions of this Master Agreement. 
 
 2.5 Authority to Issue - The following are the only  Companies’ individuals 
authorized to sign Section III of Appendix A and thereby issue Work Authorizations 
hereunder and may do so only up to the stated limits for each Work Authorization: 
  
  Manager -   (Up to $100,000) 
  Officer    -   (Up to $250,000) 
  Two Officers - (Greater than $250,000) 
 
 2.6 Verbal Work Authorizations - In emergency or other similar time-critical 
situations, Work may be authorized by the Companies under a verbal Work 
Authorization by an individual listed in Section 2.5 above; provided that a written Work 
Authorization (Appendix A) is completed for such Work within 24 hours of the start of 
such Work; and, provided further, that Contractor invoices the Companies no more than 
the amount it would charge its best customer for the same Work. 
 
 2.7 The Companies-Generated Purchase Orders – For Work to be performed 
for $10,000 or less only, the Work may be authorized by delivery of a the Companies-
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generated Purchase Order issued with express reference to this Master Agreement, 
provided that the scope and pricing for the Work is included in the Purchase Order or an 
Appendix thereto.  The Purchase Order shall be signed by Contractor to signify 
acceptance (however, Contractor hereby agrees that its performance or beginning of 
performance of any Work with respect to a Purchase Order issued hereunder shall 
constitute acceptance of the Purchase Order and the applicability and governance of 
these Master Agreement to the Work even if the Purchase Order was not signed by 
Contractor).  Each Purchase Order issued under this section shall constitute a separate 
contract which shall be governed by the terms of this Master Agreement.  For purposes 
of applying this Master Agreement to Work performed in accordance with this 
paragraph, the term "Work Authorization" as used herein shall be construed as 
including such Purchase Orders. 
 
III. SCOPE OF WORK 
 
 3.1 Work Description - Contractor agrees to furnish all labor, tools, materials, 
equipment, transportation, and supervision necessary to complete the work and tasks 
described in Section I of each executed Work Authorization ("Work").   
 
 3.2 Schedule of Work - The Work in each Work Authorization shall start and 
be completed as provided therein. 
 
 3.3 Change of Scope – No change in the scope of Work shall be effective 
unless documented in a written Amendment to the applicable Work Authorization duly 
executed by both Parties.  A sample of the form that may be used for such an 
amendment is attached hereto as Appendix B.    
 
IV. COMPENSATION 
 
 4.1 Price - Compensation for Work performed and expenses incurred under 
each Work Authorization shall be as set forth in such Work Authorization.  Unless 
otherwise agreed, the Companies shall only pay travel expenses consistent with its 
Standard Business Travel and Expense Terms. 
 
 4.2 Invoicing - For each Work Authorization, Contractor shall submit its invoice 
for all Work rendered as set forth therein or on a monthly basis (the "billing period").  
Failure to submit invoices on a timely basis shall be grounds to deny payment of such 
invoices.  Such invoice shall be in a form approved by the Companies and shall at a 
minimum show: (a) the total hours of Work for the applicable billing period by each 
Contractor employee; (b) the hourly rate for each Contractor employee; (c) a description 
of the Work performed; and (d) an itemized list of all allowable expenditures made 
during the month.  Upon request by the Companies, Contractor shall provide supporting 
documentation, including but not limited to invoices and receipts, as evidence of such 
expenditures.  The invoice shall reference the  Companies' Designated Representative, 
the  Companies' purchase or service order number, if any, the Contract Number, the 
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Work Authorization Number and any additional information required as part of the 
Scope of Work hereunder.  All invoices should be addressed as follows: 
 
 
   Hawaiian Electric Company, Inc. 
   P. O. Box 2750 
   Honolulu, Hawaii  96840-0001 
   Attention:  Accounts Payable 
        Service Order No. _________ 
        Contract No. _______________ 
 
        Service Order No. _________ 
        Contract No. _______________ 
 

NOTE:  Do not include the name of the  Companies' Designated 
Representative in the address.  The ORIGINAL invoice, without 
Appendices, must be sent directly to the Accounts Payable address 
listed above.  ALL REQUIRED SUPPORTING DOCUMENTATION 
must be sent SEPARATELY to the  Companies’ Designated 
Representative.  Failure to follow this procedure may cause a delay in 
payment.   

 
 4.3 Payments - Payment to Contractor shall be made as follows: 
 

4.3.1 - Electronic Payments – For Contractors participating in the 
Companies’ electronic payment program, the Companies will pay properly 
submitted invoices within fifteen (15) days after receipt and approval. 

 
4.3.2 - Manual Payments – For Contractors not participating in the 

Companies’ electronic payment program, the Companies will pay properly 
submitted invoices within thirty (30) days after receipt and approval.  

 
Regardless of the payment method, the Companies may withhold from each 

such payment a retention of ten percent (10%) of the amount invoiced (“Retained 
Amounts”) until such time as the Final Payment is made.  The Companies may require 
partial lien releases, in the form attached as Appendix C, as a condition of payment of 
Contractor’s invoices. 
 
 4.4 Final Payment - Final payment of all remaining amounts due Contractor, 
including any and all Retained Amounts, shall be paid within sixty (60) days after all 
Work is completed, Acceptance of the Work by the Companies, and a proper final 
invoice and request for final payment and release of claims forms submitted; provided, 
however, that payment shall be made within thirty (30) days if the Companies are 
satisfied by bond or otherwise that there are no outstanding claims against the Work.   
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 4.5 Withholding of Payments; Set-off - All payments, including the final 
payment, are subject to adjustment during or after termination of the Work on the basis 
of any final accounting which may be made by the Companies.  The Companies may 
withhold from any payment, including the final payment: (1) any amount incorrectly 
invoiced; (2) any amount in dispute either because the Companies have found the 
invoice excessive, or the Work performed unacceptable; or (3) an amount sufficient to 
completely protect the Companies from any loss, damage or expense arising out of 
assertions by other Parties of any claim or lien against the Companies because of 
Contractor's performance of this Master Agreement.  The Companies further reserve 
the right to set-off any amounts due from Contractor to the Companies against any 
amounts payable at any time by the Companies in connection with this Master 
Agreement or any Work Authorization issued hereunder. 
 
 4.6 Acceptance – For purposes of this Master Agreement, “Acceptance” shall 
be considered to occur upon completion of all of the Work to the reasonable satisfaction 
of the  Companies, including any and all punch list items or previously unaccepted 
Work, the submittal of documentation and as-built drawings, and any other 
requirements as required by the Work Authorization, and when the Work covered by the 
Work Authorization shall have been approved in writing by the  Companies for final 
payment.  Final payment shall not itself be deemed to constitute Acceptance. 
 

 Acceptance of the Work and final payment by the Companies shall not 
waive any rights and remedies which the Companies have or may have under the 
“Warranty” and other applicable provisions of this Contract or under the law or in equity. 
 
V. STATUS OF THE PARTIES 
 
 5.1 Independent Contractor - Contractor shall act solely as an independent 
contractor of the Companies, and not as the Companies' agent or servant for any 
purpose, maintaining complete control over and responsibility for its own employees 
and operations and those of its subcontractors. 
 
 5.2 Subcontracts and Assignment – The Contractor shall not sell, assign, 
transfer, or subcontract any of the Contractor’s duties, obligations, or interests under 
this Master Agreement or any Work Authorization issued hereunder, either by power of 
attorney or otherwise, without the prior written consent of the Companies, and any such 
sale, assignment, transfer or subcontracting, without such consent of the  Companies, 
shall be voidable at the option of the  Companies.  Contractor shall ensure that the 
general terms and conditions of this Master Agreement, any Work Authorization issued 
hereunder, and any amendments thereto regarding the Work to be performed are 
incorporated into and attached to any subcontract or assignment. Contractor shall 
indemnify and hold the Companies harmless from any Losses caused by a failure of 
Contractor to comply with the provisions of this Section 5.2.  Notwithstanding the 
Companies’ consent granted under this section, Contractor shall remain responsible for 
all Work, and Contractor shall be as fully responsible to the Companies for the acts and 
omissions of its subcontractors, their agents, representatives and persons directly or 
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indirectly employed by them as it is for the acts and omissions of Contractor’s own 
employees. 
 
VI. POINTS OF CONTACT 
 
 6.1 The Companies' Designated Representative "The Companies' Designated 
Representative" shall be appointed for each Work Authorization.  The  Companies’ 
Designated Representative shall be the point of contact for and have the authority to 
speak on behalf of the Companies concerning all matters related to such Work 
Authorization, except that the  Companies’ Designated Representative shall not have 
the authority to amend this Master Agreement or Work Authorization. 
 
 6.2 Contractor's Designated Representative - A "Contractor's Designated 
Representative" shall be appointed for each Work Authorization.  Such Representative 
shall be the point of contact for and have the authority to speak on behalf of Contractor 
concerning all matters related to the Work Authorization, except that he shall not have 
the authority to amend this Master Agreement or the Work Authorization.   
 
 
VII. PERFORMANCE STANDARDS 
 
 7.1 Performance Standards - In selecting employees to undertake the Work 
under a Work Authorization, Contractor shall select only those persons who are 
qualified by the necessary education, training and experience to provide high quality 
performance of the particular Work for which each such employee is responsible.  
Contractor shall accomplish all Work in a professional and workmanlike manner and to 
the reasonable satisfaction of the Companies.  Unless a higher standard is specified in 
an applicable Work Authorization, Contractor's personnel shall exercise that degree of 
skill and care required in accordance with the generally accepted standards for such 
Work in Contractor's field. 
 
 7.2 Technological Developments and Remedies - Contractor shall promptly 
advise the Companies of all reasonably available technological advances and remedies 
which are known or become known to Contractor over the course of performance of its 
obligations under the applicable Work Authorization which would likely result in the 
Work having added value (i.e. better performance, design, material, longer useful life, 
etc.) to the Companies.  Should the Companies elect to incorporate such advances it 
shall do so pursuant to an amendment to the Work Authorization mutually agreeable to 
the Parties. 
 
 7.3 Materials and Equipment - All materials and equipment used by 
Contractor in the performance of Work under a Work Authorization shall be guaranteed 
by Contractor to be fit for the specific purpose for which the materials and equipment 
are used. 
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 7.4 Warranty; Correction of Defective or Substandard Work - Contractor 
acknowledges its absolute responsibility for insuring that the materials, equipment and 
procedures used in the performance of each Work Authorization are sufficient to 
satisfactorily accomplish the Work, and that review and approval by the Companies of 
any drawings, specifications or other documents prepared by Contractor in the 
performance of the Work shall not relieve Contractor or any of its subcontractors or 
vendors of its professional responsibility for the Work.  Contractor agrees that it shall 
promptly correct or replace without expense to the Companies all defective or 
substandard materials, equipment or workmanship furnished by Contractor and correct 
any failures of materials, equipment or workmanship to meet the standards established 
in this Article VII.  Contractor shall make such corrections of defective Work upon 
written notice thereof anytime such defects appear within one (1) year of the 
Companies' Acceptance of the Work performed hereunder (“Warranty Period”), even 
after the termination of this Master Agreement. Contractor shall also remedy and make 
the Companies whole with respect to any consequences of Contractor’s defective or 
substandard work. 
 

The  Companies will give the Contractor prompt written notice of any defective 
Work following discovery of such defective Work.  The Contractor shall commence 
corrective work within twenty-four (24) hours following notification and shall continuously 
and vigorously pursue correction of such work to completion without expense to the 
Companies until such Work is completed to the reasonable satisfaction of the 
Companies.  In addition to any other rights granted to the Companies hereunder, if the 
Contractor fails to perform corrective work in the manner and within the time stated, the  
Companies may take over the Work and perform the same to completion at Contractor’s 
expense, by contract or otherwise, and may take possession of, and utilize in 
completing the Work, the materials and equipment as may be on the work site.  The  
Companies shall be entitled to recover from Contractor any and all costs for corrective 
work as well as reasonable attorneys’ fees, consultants’ fees, and costs necessarily 
incurred by the Companies in relation to the Contractor’s refusal to complete the Work.  
 
 7.5 Right to Reject - Due to the critical nature of the Companies' operations, 
Contractor agrees that if the Companies, in their sole discretion and after reasonable 
consultation with Contractor, determine that any Contractor employee or subcontractor 
provided under a Work Authorization is unsuitable for the performance of the Work, or 
that the continued presence of such employee on the Companies’ property is not 
consistent with the best interests of the Companies, then in such an instance the 
Companies may request that Contractor remove such employee or subcontractor from 
the Work and Contractor shall forthwith comply with such request.  Contractor will then 
immediately replace such person with a person who fully meets the standards under 
this Master Agreement and applicable Work Authorization and will do so at no additional 
cost to the Companies.  
 
 7.6 Performance Bond – If required by the Companies, Contractor shall 
provide a Performance Bond for the Work in an amount specified in the applicable Work 
Authorization.  The Performance Bond shall be in a form and be issued by a surety 
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acceptable to the Companies and shall guarantee Contractor’s full compliance with the 
warranty and other provisions of this Master Agreement and the Work Authorization. 
 
VIII.  INSURANCE AND INDEMNITY 
 
  8.1 Workers’ Compensation – (a)  Contractor and anyone acting 
under its direction or control or on its behalf shall at its own expense procure and 
maintain in full force at all times during the term of each Work Authorization, Workers’ 
Compensation and other similar insurance required by state or federal laws. In the 
event that Contractor fails to maintain such insurance as required by law, Contractor 
acknowledges and agrees that it will not seek or be entitled to any coverage under 
Owner's insurance. Permissible self-insurance will be acceptable subject to submission 
of a copy of appropriate governmental authorization and qualification by Contractor.  
 
  (b) In addition, if Workers’ Compensation is required, Contractor and 
anyone acting under its direction or control or on its behalf shall at its own expense 
procure and maintain in full force at all times during the term of each Work 
Authorization, Employers Liability insurance with minimum limits for bodily injury from 
accident of FIVE HUNDRED THOUSAND DOLLARS ($500,000) - each accident; for 
bodily injury from disease of FIVE HUNDRED THOUSAND DOLLARS ($500,000) - 
each employee; and for bodily injury from disease of FIVE HUNDRED THOUSAND 
DOLLARS ($500,000) - each policy limit.   
 
  (c) If there is an exposure for injury to Contractor's employees under 
the U.S. Longshoremen's and Harbor Workers’ Compensation Act, the Jones Act or 
other laws, regulations or statutes applicable to maritime employees, coverage shall be 
included for such injuries or claims. 
 
 8.2 Commercial General Liability Insurance - Contractor and anyone acting 
under its direction or control or on its behalf shall at its own expense procure and 
maintain in full force at all times during the term of each Work Authorization, 
Commercial General Liability insurance with a bodily injury and property damage 
combined single limit of liability of at least TWO MILLION DOLLARS ($2,000,000) for 
any occurrence.  Such insurance will include coverage in like amount for 
products/completed operations, contractual liability, and personal and advertising injury.  
"Claims made" policies are not acceptable under this Section 8.2. 
 
 8.3 Automobile Liability Insurance - Contractor and anyone acting under its 
direction or control or on its behalf shall at its own expense procure and maintain in full 
effect at all times during the term of each Work Authorization, Automobile Liability 
insurance with a bodily injury and property damage combined single limit of at least 
ONE MILLION DOLLARS ($1,000,000) per accident.     
 
 8.4 Contractor’s Pollution Liability Insurance and/or Asbestos Abatement 
Liability Insurance and/or Lead Abatement Liability Insurance - In the event that the 
Companies so specify or as Contractor may determine based upon Contractor's 
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assessment of the Work, if the Work involves Pollution Cleanup Services, Asbestos 
Abatement and/or Lead Abatement, the Contractor shall provide proof of insurance 
coverage as applicable with a combined single limit of at least ONE MILLION DOLLARS 
($1,000,000) per occurrence. 
 
 8.5 Marine Insurance - If Contractor and anyone acting under its direction or 
control or on its behalf charters a marine vessel for performance during the term of each 
Work Authorization, Contractor shall first provide to the  Companies proof of Charterers 
Legal Liability Insurance to be in effect during the term of the charter and insuring 
liabilities arising out of charter agreements on form CL 345 N/E or equivalent, with limits 
of liability of at least FIVE MILLION DOLLARS ($5,000,000). 
 
 8.6 Waiver of Subrogation - Contractor and anyone acting under its direction 
will cause its insurers (except for Workers’ Compensation insurance) to waive all rights 
of subrogation which Contractor or its insurers may have against the Companies, the 
Companies' agents, or the Companies' employees. 
  
 8.7 The Companies as Additional Insured - Insurance policies (except 
Workers’ Compensation and Automobile Liability) providing the insurance coverage 
required in this Article will name the Companies, the Companies' agents, and/or the 
Companies' employees as an additional insured, as appropriate.  Coverage must be 
primary in respect to the additional insured.  Any other insurance carried by the  
Companies will be excess only and not contribute with this insurance.     
 

  8.8 Certificates of Insurance – Concurrent with the execution of this Master 
Agreement, Contractor shall provide the Companies with a certificate of insurance 
(“COI”) certifying that each of the foregoing insurance coverages is in force.  If the COI 
is not affixed to this Master Agreement, then Contractor shall provide a copy of the COI 
(and any subsequent updates) to the Companies’ Legal Department (at: PO Box 2750, 
Honolulu HI 96840-001).  The COI MUST reference this Master Agreement contract 
number and the date of this Master Agreement and it shall reference Contractor by 
name. Contractor will immediately provide written notice to the Companies should any 
of the insurance policies required herein be cancelled, limited in scope, or not renewed 
upon expiration.   Receipt of any certificate showing less coverage than requested is not 
a waiver of the Contractor's obligation to fulfill the requirements. 
 
 8.9 Indemnity - Performance of Work - Contractor shall indemnify, defend and 
hold harmless the Companies and the Companies’ officers, directors and employees 
(and each of their heirs, successors and assigns) (the “Indemnified Parties”) from and 
against all judgments, settlements, awards, damages, losses, charges, liabilities, 
penalties, interest claims (including taxes and all related interest and penalties incurred 
directly with respect thereto), however described or denominated, and all related 
reasonable costs, expenses and other charges (including all reasonably attorneys’ fees 
and reasonable internal and external costs of investigation, litigation, hearings, 
proceedings, document and data productions and discovery, settlement, judgment, 
award, interest and penalties), however described or denominated (the “Losses”) based 
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upon or arising out of damage to property or injuries to persons (including death) 
caused or contributed to by the negligence, gross negligence, willful misconduct or 
other tortious acts or omissions of Contractor or anyone acting under its direction or 
control or in its behalf (including subcontractors) in the course of or related to its 
performance under each Work Authorization (including use of any the Companies 
equipment to perform the Work); provided Contractor's aforesaid indemnity and hold 
harmless obligation shall not be applicable to any liability based upon the sole 
negligence, gross negligence or willful misconduct of the Companies. 
 
 8.10 Indemnity - From Liens - Contractor shall indemnify, defend and hold 
harmless the Indemnified Parties against Losses arising from claims, liens or demands 
asserted by Contractor’s subcontractors or suppliers.  The Companies may also require 
evidence satisfactory to them from Contractor that all materials, equipment and parts 
thereof supplied, work in progress, work done, finished work delivered, or service 
performed, for which the Companies have made a payment, are free and clear of 
mechanics or other liens, attachments, claims and demands, charges or other 
encumbrances. 
 
IX. STATUS OF MATERIALS AND INFORMATION; CONFIDENTIALITY 
 
 9.1 Ownership of Materials and Information - Any and all drawings, 
specifications, technical information, reports, studies, documents, deliverables, 
materials and business information of any type whatsoever (the “Materials”) provided to 
Contractor by the Companies, or prepared or developed by Contractor for or on behalf 
of the Companies in the performance of this Master Agreement, are the Companies' 
exclusive property.  Any restrictions or claims to ownership or rights included on or 
within the Materials delivered by Contractor to the Companies as part of the Work that 
conflict or are inconsistent with this Section 9.1 are null and void.  Upon the Companies’ 
request, Consultant shall return to the Companies all copies of all the Companies 
materials relating to the Work.  Notwithstanding the foregoing, Contractor retains all of 
its pre-existing intellectual property rights that may be incorporated in any Materials 
provided to the Companies.   
 
 9.2 Confidentiality and Non-Disclosure.  (a) Each Party may have a 
proprietary interest or other need for confidentiality in information that may be furnished 
to the other pursuant to this Master Agreement or any Work performed hereunder 
(“Confidential Information”).  The Party disclosing such information shall be referred to 
in this section as the “Disclosing Party,” and the Party receiving such information shall 
be referred to as the ”Receiving Party.” 

 
(b) The Receiving Party will hold in confidence and, without the consent of the 

Disclosing Party, will not use, reproduce, distribute, transmit, or disclose, directly or 
indirectly, the Confidential Information of the Disclosing Party except as permitted 
herein.  The Receiving Party may only disclose the Confidential Information to its 
officers, directors, employees, professional advisors and independent contractors and 
subcontractors with a direct need to know the information for the implementation or 
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exercise of rights and/or performance of obligations under or arising from this Master  
Agreement, provided that such persons/entities are bound by written confidentiality 
agreements with terms and conditions that are no less restrictive than those contained 
in this section. Without limiting the foregoing, the Receiving Party agrees that it will 
exercise at least the same standard of care in protecting the confidentiality of the 
Disclosing Party’s Confidential Information as it does with its own Confidential 
Information of a similar nature, but in any event, no less than reasonable care.   

 
(c) Confidential Information for purposes of this Master Agreement shall not 

include information if and only to the extent that the Receiving Party establishes that the 
information: (i) is or becomes a part of the public domain through no act or omission of 
the Receiving Party; (ii) was in the Receiving Party’s lawful possession prior to the 
disclosure and had not been obtained by the Receiving Party either directly or indirectly 
from the Disclosing Party; or (iii) is lawfully disclosed to the Receiving Party by a third 
Party without restriction on disclosure.  Confidential Information may also be disclosed 
by the Receiving Party pursuant to a requirement of a governmental agency, regulatory 
body or by operation of law, provided that the recipient shall disclose only that part of 
the Confidential Information that it is required to disclose and shall notify the Disclosing 
Party prior to such disclosure in a timely fashion in order to permit the Disclosing Party 
to lawfully attempt to prevent or restrict such disclosure should it so elect, and shall take 
all other reasonable and lawful measures to ensure the continued confidential treatment 
of the same by the Party to which the Confidential Information is disclosed. 

 
(d) Any provision herein to the contrary notwithstanding, the Companies may 
disclose Confidential Information, as necessary and appropriate, to the State of Hawaii 
Public Utilities Commission (“Commission”) and/or State of Hawaii Consumer Advocate 
(“CA”) (including their respective staffs) provided that such disclosure is made under a 
protective order entered in the docket or proceeding with respect to which the disclosure 
will be made or any general protective order entered by the Commission.  
 
X. TERMINATION FOR CAUSE 
 
 10.1  Conditions Allowing Termination - The Companies shall have the right to 
terminate this Master Agreement and/or any or all Work Authorizations executed 
hereunder, in whole or in part, if at any time during the term hereof Contractor:   
 

(a)  Fails or becomes unable to perform its obligations under the Master 
Agreement or Work Authorization;  

 
(b) Fails to commence correction of defective Work immediately after 

notification of defect and to continuously and vigorously pursue 
correction of defect until cured; 

 
(c) Makes a general assignment for the benefit of its creditors;  
 
(d) Has a receiver appointed for it; or 
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(e) Becomes insolvent or files bankruptcy or has a petition for 

involuntary bankruptcy filed against it. 
 

  Unless otherwise agreed, termination of this Master Agreement shall 
automatically result in termination of all outstanding Work Authorizations. 
 
 10.2 Notice Required Before Termination - Before terminating a Work 
Authorization or the Master Agreement for cause, the Companies shall give written 
notice to Contractor of the existence of grounds (“default”) allowing termination for 
cause and of the Companies' intention to exercise its termination rights if the default is 
not cured to the satisfaction of the Companies within fifteen (15) days of such notice or 
such other time as shall be stated in the notice.  Contractor shall have the right to cure 
the default during the stated time period.  
 
 10.3 The Companies' Rights Upon Termination - If Contractor fails to cure the 
default within fifteen (15) days or such other time as has been specified, the Companies 
may terminate the Work Authorization or the Master Agreement, or both, and secure 
such substitute Work as it deems necessary to complete the Work under the Work 
Authorization.  In the event the Companies acquire substitute Work under this provision, 
Contractor agrees to pay the Companies upon demand, the difference between what 
the substitute Work actually costs the Companies and what Contractor would have been 
paid had it completed the Work itself.  This provision shall survive termination of each 
Work Authorization and the Master Agreement.   
 
XI. TERMINATION FOR CONVENIENCE 
 
 11.1 The Companies' Rights - Notwithstanding Article X above, the Companies 
shall have the right to terminate a Work Authorization or the Master Agreement or both 
at any time for the Companies' convenience, which shall include any reason or no 
reason at all, by giving written notice of such to Contractor.  Termination of the Master 
Agreement shall automatically result in termination of all outstanding Work 
Authorizations.  Upon receiving notice of termination, Contractor shall discontinue the 
Work on the date and to the extent specified in the notice and place no further orders for 
services except as needed to continue any portion of the Work that was not terminated.  
Contractor shall also make every reasonable effort to cancel, upon terms satisfactory to 
the Companies, all orders or subcontracts related to the terminated Work.  
 
 11.2 Termination Prior to Commencement of Work - If a Work Authorization or 
the Master Agreement is terminated prior to Contractor's having commenced any Work 
or preparation for Work, no payment shall be made to Contractor.   
 
 11.3 Termination After Commencement of Work - If a Work Authorization or the 
Master Agreement is terminated for the Companies' convenience after Contractor has 
commenced any Work, mobilization or other off-site activities under a Work 
Authorization, Contractor will be paid its actually incurred costs, including administrative 
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and general overhead costs and demobilization costs, determined in accordance with 
generally accepted accounting principles consistently applied, provided that, if 
compensation under a Work Authorization is on a time and materials basis, Contractor 
will be compensated at the rates and profit level specified in the Work Authorization for 
Work actually accomplished prior to the notice of termination.  Notwithstanding the 
above, the Companies shall not pay for time, and/or costs which, as determined solely 
in the Companies’ reasonable discretion, are excessive, given the total Work actually 
completed prior to notice of termination.  
 
 11.4 Contractor's Duty to Mitigate - Contractor agrees that it has an affirmative 
duty to mitigate all damages to it upon termination of a Work Authorization or the Master 
Agreement for convenience of the Companies.   
 
XII. FORCE MAJEURE 
 
 12.1 Excuse of Performance - Notwithstanding anything in this Master 
Agreement to the contrary, a Party unable to perform its obligations due solely to a 
Force Majeure shall be excused from performance of those obligations for such time as 
the Force Majeure prevents performance.  Such affected Party shall make reasonable 
efforts to resume performance in the shortest possible time.  During any time in which a 
Party is relying on Force Majeure to excuse its performance of obligations, the other 
Party shall be excused from its corresponding obligations hereunder.  A Party asserting 
Force Majeure shall immediately, or as soon as reasonably possible, notify the other 
Party of its inability to perform, the basis for the same, and shall provide an estimate of 
when it expects to be able to resume performance (and shall periodically update such 
estimate while the Force Majeure persists).   
 
 12.2 Definition - The term "Force Majeure" as used herein shall mean any 
cause which is beyond the control and without the fault or negligence of the Party 
affected and which condition was not reasonably foreseeable by the Party at the time 
this Master Agreement was entered into and which by reasonable efforts the Party 
affected is unable to overcome, including without limitation the following: acts of God; 
fire, flood, landslide, lightning, earthquake, hurricane, tornado, storm or volcanic 
eruption; strike; theft; casualty; war; invasion; civil disturbance; explosion; acts of public 
enemies; or sabotage. 
 
XIII.  RESPONSIBILITY FOR WORK 
 
 13.1 Risk of Loss During Work - Contractor is responsible for and shall bear all 
risk of loss or damage to Work, and all materials, tools and equipment delivered to the 
Work site, until completion and Acceptance of Work by the Companies, unless the loss 
or damage results solely from the negligence of the Companies.  The Companies are 
not responsible for any loss or damage to the Work, or to materials, tools and 
equipment of Contractor resulting from a tortious action of any other contractor.  
Contractor shall look to such other contractor for any right or relief in these cases. 
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 13.2 Precautions Against Damage - Contractor shall be responsible for taking 
all precautions necessary to prevent damage or injury to the work of Contractor, the 
Companies, or its contractors, and to the property of Contractor, the Companies, other 
contractors, or any of their employees, and members of the general public.  These 
measures shall include, but not be limited to, laying drop cloths, constructing shields 
and guard fences, and any other precautionary measures which may be warranted. 
 
 13.3 Cleanup - Contractor shall be responsible for keeping the area where its 
employees are working clean and for removing all rubbish, waste, debris and unused 
materials from the worksite upon completion of the Work.  If Contractor fails to perform 
these obligations, the Companies may elect to perform them or have them performed by 
another contractor and Contractor shall be responsible to the Companies for the 
reasonable costs incurred in doing so.  If the Companies perform these obligations 
itself, Contractor shall be responsible for the Companies’ costs multiplied by a factor 
sufficient to cover the Companies' administrative and general overhead costs.  In either 
event, The Companies may deduct such amount from any amount owed to Contractor. 
 
 13.4 Maintenance of Contractor Vehicles, Tools and Equipment – Contractor 
shall properly maintain any of its vehicles, tools and equipment to be utilized in 
performing the Work so that they operate safely and will not leak onto or otherwise 
cause damage or harm to the Companies’ premises and property.  Contractor shall 
ensure that such vehicles, tools and equipment are in good working order and condition 
before bringing them onto the Companies premises or the worksite if outside of the  
Companies premises.   Except for emergency maintenance, Contractor shall not 
maintain vehicles, tools and equipment on the Companies premises without prior written 
authorization from the  Companies.  For the purposes of this section, the terms 
“maintain” and “maintenance” shall include, without limitation, washing vehicles, tools 
and equipment. 
 
XIV. PLANS, DRAWINGS, SPECIFICATIONS AND DOCUMENTATION 
 
 14.1 Prior to Work Beginning - Contractor shall not begin any part of the Work 
which requires Contractor to perform in accordance with plans, drawings, specifications 
or documentation until such documents are in the possession of Contractor's 
Designated Representative.  Contractor shall keep one (1) copy of the documents at the 
Work site at all times and shall produce the copy upon request of the Companies' 
Designated Representative. 
 
 14.2 Upon Work Completion - Upon Acceptance of the Work, Contractor shall 
return all plans, drawings, specifications and documentation to the Companies, after 
having indicated on them any changes from them in the "as built" condition of the Work.   
 
 14.3 Discrepancies - Any discrepancy, contradiction or ambiguity between the 
provisions of this Master Agreement and any applicable Work Authorization or other 
materials incorporated and made a part of such Work Authorization, shall be 
immediately referred to the Companies' Designated Representative.  The  Companies’ 
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Designated Representative will determine which shall control and the decision of the  
Companies’ Designated Representative shall be final.  In all cases, figures will take 
precedence over scale measurements on drawings, but where obvious discrepancies 
exist; Contractor shall consult with the Companies' Designated Representative and 
abide by his decisions. 
 
XV. LAWS, REGULATIONS AND PUBLIC ORDINANCES 
 
 15.1 Compliance -Contractor shall comply with applicable federal, state, and 
local statutes, regulations and public ordinances of any nature governing the Work, 
including without limitation, those statutes specifically referred to in this Article.  In 
addition, Contractor, at its expense, shall obtain any and all licenses and permits 
required for the performance of the Work.  Contractor shall indemnify and defend the 
Companies from any Losses arising from Contractor’s failure to comply with this Article. 
 
 15.2 Taxes – Contractor shall comply with all applicable federal and State of 
Hawaii tax laws and regulations.  Contractor assumes exclusive liability for all 
contributions, taxes or payments required to be made by any existing or future law 
because of persons hired, employed or paid by Contractor for Work performed under 
this Master Agreement.  Sales or excise taxes applicable to the value of the services or 
use of any property incorporated, furnished, or otherwise supplied by Contractor 
hereunder shall be stated separately from the price or rates specified in Article IV 
(COMPENSATION), and shall not be included in any computation of profit allowed by 
this Contract.  Contractor assumes exclusive liability for all sales or excise taxes 
charged or chargeable upon any services or materials provided by Contractor under this 
Master Agreement. 
  
 15.3 Safety and Health Regulations - Contractor shall comply with all federal, 
state and local laws and regulations pertaining to health, safety, sanitary facilities, and 
waste disposal. Contractor shall meet all requirements of the Occupational Safety and 
Health Act of 1970 (OSHA) including all amendments.  Contractor shall also comply 
with any standards, rules, regulations and orders promulgated under OSHA and 
particularly with the agreement for State development and enforcement of Occupational 
Health and Safety Standards as authorized by Section 18 of the Act. 
 
 15.4 Federal Contracts – To the extent applicable, Contractor shall comply with 
the following: 
 

(a) Equal Employment Opportunity - (Applicable to all contracts of $10,000 or 
more in the whole or aggregate.  41 CFR 60-1.4 and 41 CFR 60-741.5(a).)  
Contractor is aware of and is fully informed of Contractor responsibilities under 
Executive Order 11246 (reference to which include amendments and orders 
superseding in whole or in part) and shall be bound by and agrees to the 
provisions as contained in Section 202 of said Executive Order and the Equal 
Opportunity Clause as set forth in 41 CFR 60-1.4 and 41 CFR 60-741.5(a), and 
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for construction contracts, 41 CFR 60-4.3, which clauses are hereby incorporated 
by reference. 

 
(b) Equal Opportunity for Disabled Veterans, Recently Separated Veterans, 
Other Protected Veterans, and Armed Forces Service Medal Veterans.  
(Applicable to each federal government contract of $100,000 or more (41 CFR 
60-300.4) for the purchase, sale or use of personal property or non-personal 
services (including construction).)  If applicable, Contractor agrees that it is, and 
shall remain, in compliance with the rules and regulations promulgated under 
The Vietnam Era Veterans Readjustment Assistance Act of 1974, as amended 
by the Jobs for Veterans Act of 2002, including the requirements of 41 CFR 60-
300.5(a) which are incorporated herein by reference.  

  
(c) Notice of Employee’s Rights under the National Labor Relations Act.  
(Applicable to (a) all prime contracts of $100,000 or more and (b) subcontracts of 
$10,000 or more, resulting from solicitations issued on or after June 21, 2010). If 
applicable, Contractor agrees that it shall comply with Executive Order 13496 
(Notification of Employee Rights under Federal Labor Laws) and 29 C.F.R. Part 
471 regarding employees’ rights under the National Labor Relations Act to form, 
join and assist a union and to bargain collectively with their employers. 

 
 15.5  Environmental Compliance – (a) Contractor shall comply with all 
applicable environmental laws.  “Environmental Laws” means all applicable federal, 
state and local laws, statutes, ordinances, codes, rules, regulations, standards, 
directives, interpretations, and conditions of approval, all legislative, administrative or 
judicial orders, decrees, requirements, rulings or judgments and all guidelines, permits, 
licenses, authorizations, approvals or entitlements or rules of common law which 
currently are in effect or which in the future may be enacted, adopted, issued, amended 
or modified, pertaining to the protection of the environment or human health or safety. 
 
  (b) At all times during the performance of the Work, Contractor shall be 
solely responsible and liable for the clean-up of all fuel spillage and leakage, and the 
removal, remediation, or cleanup of, and any other necessary response to all 
Hazardous Substances used or released during or in connection with the Work.  Any 
claim for fines or costs assessed by any government entity for clean-up of the 
Companies’ property, or the removal, remediation, or cleanup of, and any other 
necessary response to Hazardous Substances associated or in connection with 
Contractor’s Work shall be paid by Contractor.  “Hazardous Substances” means and 
includes any chemical, substance, material, object, condition, waste, living organism or 
combination thereof which is or may be hazardous to human health or safety or to the 
environment due to its radioactivity, ignitability, corrosivity, reactivity, explosivity, toxicity, 
carcinogenicity, mutagenicity, phytotoxicity, infectious or other harmful or potentially 
harmful properties or effects. “Hazardous Substances” also includes without limitation 
petroleum hydrocarbons, including crude oil or any fraction thereof, asbestos, radon, 
polychlorinated biphenyls (“PCBs”), methane and all substances which now or in the 
future may be defined as “Hazardous Substances”, Hazardous Waste”, “Extremely 
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Hazardous Waste”, Hazardous Material” or “Toxic Substances”, or any similar 
substances which are otherwise listed, defined or regulated in any manner pursuant to 
any Environmental Law. 
 
 15.6 Drawings and Specifications - It is the intent of the Companies to have all 
drawings and specifications for the Work comply with all applicable Laws, including but 
not limited to, statutes, regulations, general orders of the State of Hawaii, the 
Companies Tariff and ordinances.  If Contractor discovers any discrepancy or conflict 
between the drawings and specifications and applicable legal requirements, Contractor 
shall immediately report the problem in writing to the Companies' Designated 
Representative for the applicable Work Authorization. 

 
15.7.     Compliance With Laws, Codes, and Regulations Required for Work on 

the Honolulu Rail Transit Project.  Where Contractor is retained pursuant to a Purchase 
Order or Work Authorization for the purpose of providing services and/or materials on 
the Honolulu Rail Transit Project, Contractor expressly agrees to be bound by the laws, 
codes, and regulations contained in Appendix D attached hereto. Contractor shall be 
notified pursuant to the Purchase Order or Work Authorization issued by Hawaiian 
Electric to Contractor as to whether the services and/or materials provided by 
Contractor fall under this provision. Specifically, Hawaiian Electric will ensure that the 
Purchase Order or Work Authorization includes the reference “Honolulu Rail Transit 
Project” in the Purchase Order or Work Authorization. Contractor shall be solely 
responsible for compliance with all laws, codes, and regulations provided in Appendix 
D.  Contractor agrees to defend, indemnify, and hold harmless Hawaiian Electric from 
and against any liability arising from or related to Contractor’s failure to comply with the 
same. 

 
15.8  Compliance With Laws, Codes, and Regulations Required for Work on 

Projects Subject to Federal and/or State Funding Regulations.  Where Contractor is 
retained pursuant to a Purchase Order or Work Authorization for the purpose of 
providing services and/or materials on a project subject to federal and/or state funding 
regulations, Contractor expressly agrees to be bound by the laws, codes, and 
regulations contained in Appendix D hereto, as made applicable under those laws by 
the nature and scope of the work. Contractor shall be notified pursuant to the Purchase 
Order or Work Authorization issued by Hawaiian Electric to Contractor as to whether the 
services and/or materials provided by Contractor fall under this provision. Specifically, 
Hawaiian Electric will ensure that the Purchase Order or Work Authorization includes 
the reference “Subject to Federal and/or State Funding Regulations”.  Contractor shall 
be solely responsible for compliance with all laws, codes, and regulations provided in 
Appendix D, as made applicable under those laws due to the nature and scope of the 
work.  Contractor agrees to defend, indemnify, and hold harmless Hawaiian Electric 
from and against any liability arising from or related to Contractor’s failure to comply 
with the same. 
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XVI.  LIQUIDATED DAMAGES 
 
 16.1 Liquidated Damages – A Work Authorization may include a provision for 
liquidated damages.  Where liquidated damages are included in a Work Authorization, 
the Parties recognize that proving the actual loss suffered by the Companies if the Work 
is not completed on time is extremely difficult or impossible.  Accordingly, instead of 
requiring any such actual proof, the Companies and Contractor agree that the liquidated 
damages specified in the Work Authorization are not a penalty, but rather represent the 
parties’ best reasonable estimate of fair compensation for the losses that may 
reasonably be anticipated from a delay or failure of performance.   
 
XVII. MISCELLANEOUS 
 
 17.1 Patents and Copyrights - Contractor agrees that in performing Work under 
each Work Authorization, it will not use any process, program, design, device, or 
material which infringes on any United States patent or copyright or any trade secret 
agreement.  Contractor agrees to indemnify, defend and hold harmless the Companies 
from and against all losses, damages, claims, fees and costs, including but not limited 
to reasonable attorney’s fees and costs, arising from or incident to any suit or 
proceeding brought against the Companies for patent, copyright or trade secret 
infringement arising out of Contractor's Work.  The Companies shall promptly notify 
Contractor of any such suit or proceeding and shall assist Contractor in defending the 
action by providing any necessary information.   
 
 

17.2     Security and The Companies Rules - When on the Companies premises 
or carrying out Contractor's duties for the Companies, Contractor’s personnel shall 
comply with all applicable provisions of The Companies’ Corporate Code of Conduct, 
the Companies’ security regulations, the Companies’ information resource policies, the 
Companies’ Safety and Health Manual (in the event of any inconsistency between any 
portion of this and Contractor’s applicable policies, the more stringent of the two 
provisions shall apply), and all other of the Companies’ policies, practices, and 
procedures that the Companies personnel and Contractors are now or during the Work, 
are asked to follow.  Such policies, practices and procedures are available via the 
following electronic links:  

 
Code of Conduct 
http://hawaiianelectric.com/vcmcontent/StaticFiles/pdf/CodeOfConduct.pdf 
  
Information Resource Policies 
http://hawaiianelectric.com/vcmcontent/StaticFiles/pdf/InformationResourc
ePolicies.pdf 
  
Safety & Health Manual 
http://hawaiianelectric.com/vcmcontent/StaticFiles/pdf/SafetyAndHealthMa
nual.pdf 
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Security Requirements 
http://hawaiianelectric.com/vcmcontent/StaticFiles/pdf/SecurityRequireme
nts.pdf 
 

Alternatively, a hard copy shall be provided to Contractor upon Contractor’s request.  
Contractor shall advise its employees of these policies, practices, and procedures and 
secure their employees’ consent to abide by these policies, practices, and procedures 
prior to the commencement of Work.  Unless otherwise agreed, Contractor's personnel 
shall observe the working hours of the Companies while working on the Companies' 
premises. Contractor agrees to cooperate fully and to provide any assistance necessary 
to the Companies in investigation of any security breaches which may involve 
Contractor or Contractor's employees or subcontractors. 
   
 17.3 Amendments - This Master Agreement and any Work Authorization issued 
hereunder may be amended or supplemented only by written instrument duly executed 
by each of the Parties. Appendix B is an example of an acceptable form for an 
amendment.  
 
 17.4 Severability of Provisions - In the event a court or other tribunal of 
competent jurisdiction at any time holds that any provision of this Master Agreement is 
invalid, the remainder of this Master Agreement shall not be affected thereby and shall 
continue in full force and effect.   
 
 17.5 Entire Agreement - This Master Agreement and any executed Work 
Authorization hereunder shall constitute the entire understanding between the Parties, 
superseding any and all previous understandings, oral or written, pertaining to the 
subject matter contained therein.  The Parties have entered into this Master Agreement 
in reliance upon the representations and mutual undertakings contained herein and not 
in reliance upon any oral or written representation or information provided to one Party 
by any representative of the other Party.   
 
 17.6 Applicable Law/Forum - This Master Agreement and all Work 
Authorizations hereunder are made under and shall be governed by and construed in 
accordance with the laws of the State of Hawaii.  Each Party agrees and consents that 
any dispute arising out of this Master Agreement, however defined, shall be brought in 
the State of Hawaii in a court of competent jurisdiction; provided, however, that the 
Companies, at its option, may elect to submit any such dispute to binding arbitration 
pursuant to the arbitration rules of the Dispute Prevention & Resolution, Inc. or the 
American Arbitration Association then in effect in which case the Parties agree that any 
alternative dispute resolution shall take place in the State of Hawaii. 
 
 17.7 No Waiver - The failure at any time of either Party to enforce any of the 
provisions of this Master Agreement or any Work Authorization, or to require at any time 
performance by the other Party of any of the provisions thereof, shall in no way be 
construed to be a waiver of such provisions, nor in any way construed to affect the 

EXHIBIT E 
ATTACHMENT 2 
PAGE 55 OF 416



 

GSMA (October 2013)   
 

20 

validity of this Master Agreement or any Work Authorization or any part hereof, or the 
right of any Party thereafter to enforce each and every such provision.   
 
 17.8 Access to Records - Upon request, Contractor shall make available for 
inspection and audit by the Companies in Honolulu, Hawaii any and all records and/or 
documents relating to Work performed under this Master Agreement during the 
performance of the Work and for a period of up to two (2) years from the completion of 
all Work under a Work Authorization.  The right to audit shall not extend to the 
derivation of overhead costs. 
 
 17.9 Regulatory Approvals - This Master Agreement and any Work 
Authorization issued hereunder shall be contingent upon any and all required 
governmental and regulatory approvals, including those of the Public Utilities 
Commission. 
 
 17.10 Gender and Number - The terms "The Companies" and "Contractor," as 
and when used herein, or any pronouns used in place thereof, shall mean and include 
the masculine, feminine and neuter, the singular or plural number, individuals, 
partnerships, trustees or corporations and their and each of their respective successors, 
heirs, personal representatives, successors in trust and assigns, according to the 
context thereof.  All covenants and obligations undertaken by two or more persons shall 
be deemed to be joint and several unless a contrary intention is clearly expressed 
elsewhere herein. 
 
 17.11 Attorneys’ Fees and Costs -  If there is a dispute between the parties and 
either party institutes a lawsuit, arbitration, mediation, or other proceeding to enforce, 
declare, or interpret the terms of this Master Agreement, the prevailing party shall be 
awarded its reasonable attorneys’ fees and costs. 
 
 17.12 Notices - Any notice required or permitted to be given in writing under this 
Master Agreement or Work Authorization shall be: (a) mailed by U.S. certified mail, 
postage prepaid, return receipt requested; (b) personally delivered to a designated 
representative of the receiving Party; or (c) sent by email (provided receipt thereof is 
confirmed via email or in writing by the recipient) Any such notice shall be deemed 
given: (i) three business days after being deposited in the U.S. mail, certified, postage 
prepaid and return receipt requested; (ii) when received if personally delivered; or (iii) 
when received if sent in an email, the receipt of which has been confirmed by the 
recipient.  All such communications shall be mailed, sent or delivered, addressed to the 
Party for whom it is intended, using the contact information provided below or such 
other contact information as the Parties may designate from time to time: 

 
 If to The Companies: 
 
 HAWAIIAN ELECTRIC COMPANY, INC.  
 [ADDRESS] 

Attention:  
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Telephone:   
Facsimile 

 Email:  
 
 With a copy to: 
  
 Hawaiian Electric Company, Inc. 
 PO Box 2750  
 Honolulu, Hawaii 96840 
 Attention: Vice President & General Counsel, Susan Li 
 Facsimile: 808- 543-7302 
 Email: susan.li@heco.com 
 
 If to Contractor:  
 Name of Contractor: 
 [ADDRESS] 

Attention:  
Telephone: 
Facsimile:  
Email:   

  
 17.13 Survival of Obligations – All The following provisions shall survive the 
expiration or termination of this Master Agreement: Article VII (Performance Standards); 
Article VIII (Insurance, Indemnity), Article IX (Status Of Materials and Information; 
Confidentiality), Section 11.4 (Contractor’s Duty to Mitigate), Section 13.3 (Cleanup), 
Section 15.1 (Compliance), Section 15.2 (Taxes), Article XVI (Liquidated Damages), 
Article XVII (Miscellaneous), and Article XVIII (Counterparts Clause). 
 
XVIII. COUNTERPARTS CLAUSE 
 
 The Parties agree that this Master Agreement and any Work Authorizations 
issued hereunder may be executed in counterparts, each of which shall be deemed an 
original, and all of which shall together constitute one and the same instrument binding 
all Parties notwithstanding that all of the Parties are not signatories to the same 
counterparts. For all purposes, duplicate unexecuted and unacknowledged pages of the 
counterparts may be discarded and the remaining pages assembled as one document. 
This Agreement (and any Work Authorizations) may also be executed by exchange of 
executed copies via facsimile or other electronic means, such as PDF, in which case, 
but not as a condition to the validity of the Master Agreement or Work Authorization, 
each Party shall subsequently send the other Party by mail the original executed copy.  
A Party's signature transmitted by facsimile or similar electronic means shall be 
considered an "original" signature for purposes of this Master Agreement and any Work 
Authorizations. 
 
 IN WITNESS WHEREOF, the hereto have caused this Master Agreement to be 
signed by appropriate representatives of each as of the date indicated.   
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HAWAIIAN ELECTRIC COMPANY, INC. 
MAUI ELECTRIC COMAPNY, LTD. 
HAWAII ELECTRIC LIGHT COMPANY, INC. 
("The Companies") 
 
By: ___________________________ By: ___________________________ 
 
Print Name: ____________________ Print Name: ____________________ 
 
Title: _________________________  Title: __________________________ 
 
Date: _________________________  Date: __________________________ 
 
 
CONTRACTOR 
("Contractor") 
 
By: ___________________________  
 
Print Name: ____________________ 
 
Title: __________________________  
 

Date: _______________________ 
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APPENDIX A 

WORK AUTHORIZATION NO. _________ 
UNDER PURCHASE ORDER NO. _________/CONTRACT NO. ___________ 

I. Request for Quote 
 
 Under the terms and conditions of the General Services Master Agreement, 
dated ________________, 20__, by and between _______________________ 
("Contractor") and HAWAIIAN ELECTRIC COMPANY, INC. and its subsidiaries  
HAWAII ELECTRIC LIGHT COMPANYCOMPANY, INC. and MAUI ELECTRIC 
COMPANY, LIMITED] ("The Companies"), the Companies hereby request a proposal 
from Contractor to perform the following Work: 
 
Dated:  ___________________  ______________________________ 
       The Companies 
II. Contractor's Proposal 
 
 Contractor hereby proposes to perform the Work described above in Section I, 
under said terms and conditions, for the following amount:   
 
 Total estimated cost is ____________.  Total estimated man-hours required are 
_________________. 
 
 Work will begin no later than ________________ and be completed on or before 
___________________. 
 
_______________    will act as Contractor's Designated Representative 
during the performance of this Work. 
 
 
Dated:  __________________  ______________________________ 
      Contractor 
III. Work Authorization 
 
 Contractor's foregoing Proposal is accepted.  Contractor is authorized to perform 
the Work as proposed.  The Companies' Designated Representative for this Work 
Authorization shall be _________________________________. 
 
 
HAWAIIAN ELECTRIC COMPANY, INC. 
MAUI ELECTRIC COMPANY, LTD. 
HAWAII ELECTRIC LIGHT COMPANY, INC. 
 
By: ___________________________ By: __________________________  
  
Title: ________________________  Title: _______________________  
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Date: _________________________  Date: ________________________  
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APPENDIX B 
AMENDMENT NO. __ TO WORK AUTHORIZATION NO. ___________ 

 
UNDER CONTRACT NO. _____________ 
 HAWAIIAN ELECTRIC COMPANY, INC. and its subsidiaries or HAWAII 
ELECTRIC LIGHT COMPANYCOMPANYTHE COMPANIES, INC. and/or MAUI 
ELECTRIC COMPANY, LIMITED] (“the Companies”)and ___________________ 
(“Contractor”) agree to amend Authorization No. ___ of the General Services Master 
Agreement No. _________, dated _______________ (“Master Agreement”) as follows: 
 
 Previous total not-to-exceed amount  $ ______________ 
 for Authorization No. ___ 
 
 Total (not-to-exceed) cost for    $ ______________ 
 Amendment No. ___ work 
 
 New total not-to-exceed amount for  $ ______________ 
 Authorization No. ___ 
 
 _______________________ is the Companies’ Designated Representative for 
this Work. 
 
 Except as provided herein, the terms of said Master Agreement shall remain in 
full force and effect and are incorporated by reference herein. 
 
 Please sign both copies of this document and return both to HAWAIIAN 
ELECTRIC COMPANY, which will endorse and return one copy to you for your files. 
 

THE ABOVE AMENDMENT IS ACCEPTED BY: 
 

HAWAIIAN ELECTRIC COMPANY, INC. 
MAUI ELECTRIC COMPANY, LTD. 
HAWAII ELECTRIC LIGHT COMPANY, INC. 
 
By: ___________________________ By: __________________________  
 
Title: ________________________  Title: _______________________  
 
Date: _________________________  Date: ________________________  
 
CONTRACTOR 
 
By: ___________________________  
 
Title: ________________________   
 
Date: _________________________   
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APPENDIX C 
 

CONTRACTOR’S REQUEST FOR FINAL PAYMENT 
AND RELEASE OF CLAIMS 

 
TO:  ___________________________________ (the “the Companies”) 
 
FROM:  ___________________________________ (the “Releasor”) 
 
PROJECT: ___________________________________ (the “Project”) 
 
 Releasor does hereby request Final Payment in the amount indicated below.  In 
consideration of the payment in full to the undersigned Releasor of such Final Payment 
and all progress payments due and payable to Releasor on account of labor, materials, 
equipment and supplies furnished by Releasor in the improvement of the real property 
(“Project”) described above, Releasor does hereby release and waive all liens and 
claims which it now has, or may hereafter have, for furnishing such labor, materials, 
equipment and supplies.  Such liens and claims shall include, but shall not be limited to:  
(1) any mechanic’s or materialman’s liens against the leasehold or fee simple title in and 
to such real property and Project; (2) any right to assert or claim any such mechanic’s or 
materialman’s liens; (3) any equitable liens; (4) any right to assert a claim under any 
labor or material payment bond, if any, issued for the benefit of the Companies or any 
other person or entity in connection with the Project; and (5) any right, if any, to assert a 
claim to any construction funds held by the Companies or its Banker.  This release and 
waiver is for the benefit of, and may be relied upon by the Companies and the owner of 
the fee simple title in and to such real property (if not he Companies) and their 
respective successors and assigns. 
 
 For the foregoing consideration, Releasor further warrants and represents that it 
has fully and duly paid for all labor, materials, equipment and supplies used or furnished 
by it in connection with the Project to all persons or entities who have furnished labor or 
materials on the Project under it (including, without limitation, all subcontractors, lower 
level subcontractors, materialmen, and material supply houses), and hereby covenants 
and agrees to indemnify Companies and the owner of the fee simple property (if not the 
Companies), and each of them, for and against any and all loss, liability, or expenses 
(including reasonable attorneys’ fees) which may be sustained or incurred by any of 
them for any failure of Releasor to make such payments.  Releasor has attached hereto 
copies of Lien Releases executed by each person or entity who has furnished labor or 
materials on the Project, evidencing the extent of payments made to date and any 
outstanding balance owed. 
  
 This Release does not impose or create any contractual duties or obligations on 
the Companies in favor of any subcontractor, materialman, supply house, or any other 
person or entity who is working for or has contracted with persons other than the 
Companies. 
 
 Dated:      [City /County]                             , Hawaii, this _____ day of 
________________, 20___. 
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 ____________________________________ 

    Name of Contractor/Releasor 
    By _________________________________ 
            Its 
 
Amount Paid to Date: $____________________ 
 
Final Payment Due: $____________________ 
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APPENDIX D 
 

FEDERAL AND STATE LEGAL REQUIREMENTS 
 
The Contractor understands that Federal and State laws, regulations, policies, and 
related administrative practices applicable to this Agreement on the date signed may be 
modified from time to time. The Contractor agrees that the most recent of such Federal 
and State requirements will govern the administration of the Agreement at any particular 
point in time, except if Hawaiian Electric issues a written determination otherwise. To 
achieve compliance with changing Federal and State requirements, the Contractor 
agrees to include notice in each subcontract that Federal and State requirements may 
change and that the changed requirements will apply to the subcontract as required.  
Contractor agrees that it is Contractor’s sole and exclusive obligation to determine the 
applicability of and compliance with all Federal and State laws, regulations, policies, and 
related administrative practices applicable to this Agreement.  
 
To the extent any of the Federal or State laws, regulation, policies, and related 
administrative practices conflict with the terms of the General Master Services 
Agreement, the terms of the applicable Federal or State laws, regulation, policies, and 
related administrative practices control.  

 
1.  No Government Obligation to Third Parties 
 (a) The Contractor acknowledges and agrees that, notwithstanding any 
concurrence by the Federal Government in or approval of the solicitation or award of the 
underlying Agreement, absent the express written consent by the Federal Government, 
the Federal Government is not a party to this Agreement and shall not be subject to any 
obligations or liabilities to the Contractor or any other party (whether or not a party to 
that Agreement) pertaining to any matter resulting from the underlying Agreement. 
 (b) The Contractor agrees to include the above clause in each subcontract. It 
is further agreed that the clause shall not be modified, except to identify the 
subcontractor who will be subject to its provisions. 
 
2.  Program Fraud and False or Fraudulent Statements and Related Acts 
 
 (a) The Contractor acknowledges that the provisions of the Program Fraud 
Civil Remedies Act of 1986, as amended, 31 U.S.C. §§ 3801 et seq. and U.S. DOT 
regulations, "Program Fraud Civil Remedies," 49 C.F.R. Part 31, apply to its actions 
pertaining to this Project. Upon execution of the underlying Agreement, the Contractor 
certifies or affirms the truthfulness and accuracy of any statement it has made, it makes, 
it may make, or causes to be made, pertaining to the underlying Agreement or the FTA 
assisted project for which this Agreement work is being performed. In addition to other 
penalties that may be applicable, the Contractor further acknowledges that if it makes, 
or causes to be made, a false, fictitious, or fraudulent claim, statement, submission, or 
certification, the Federal Government reserves the right to impose the penalties of the 
Program Fraud Civil Remedies Act of 1986 on the Contractor to the extent the Federal 
Government deems appropriate. 
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 (b) The Contractor also acknowledges that if it makes, or causes to be made, 
a false, fictitious, or fraudulent claim, statement, submission, or certification to the 
Federal Government under an Agreement connected with a project that is financed in 
whole or in part with Federal assistance originally awarded by FTA under the authority 
of 49 U.S.C. Chapter 53, the Federal Government reserves the right to impose the 
penalties of 18 U.S.C. § 1001 and 49 U.S.C. § 5323(l) on the Contractor, to the extent 
the Federal Government deems appropriate. 
 
 (c) The Contractor shall include the above two clauses in each subcontract. It 
is further agreed that the clauses shall not be modified, except to identify the 
subcontractor who will be subject to the provisions. 
 
3.  Access to Records and Reports 
 
 (a) The Contractor shall provide the Federal Government, State Government, 
the Comptroller General of the United States, Hawaiian Electric, or any of their 
authorized representative’s access to any books, documents, papers and records of the 
Contractor which are directly pertinent to this Agreement for the purposes of making 
audits, examinations, excerpts and transcriptions. The Contractor shall, pursuant to 49 
C.F.R. § 633.17, provide the FTA Administrator or his authorized representatives, 
including any Project Management Oversight Contractor, access to the Contractor’s 
records and construction sites pertaining to a major capital project, defined at 49 U.S.C. 
§ 5302(a)(l), which is receiving federal financial assistance through the programs 
described at 49 U.S.C. §§ 5307, 5309 or 5311. 
 
 (b) The Contractor shall permit any of the foregoing parties to reproduce by 
any means whatsoever or to copy excerpts and transcriptions as reasonably needed. 
 
 (c) The Contractor shall maintain all books, records, accounts and reports 
required under this Agreement for a period of not less than three (3) years after the date 
of termination or expiration of this Agreement, except in the event of litigation or 
settlement of claims arising from the performance of this Agreement, in which case the 
Contractor shall maintain the same until Hawaiian Electric, the FTA Administrator, the 
Comptroller General of the United States, or any of their duly authorized 
representatives, have disposed of all such litigation, appeals, claims or exceptions 
related thereto. 
 
4.  Federal Changes 
 
With respect to the Honolulu Rail Transit Project, the Contractor shall at all times 
comply with all applicable FTA regulations, policies, procedures and directives, 
including without limitation those listed directly or by reference in the Master Agreement 
between the City and the FTA, as they may be amended or promulgated from time to 
time during the term of this Agreement. The Contractor’s failure to so comply shall 
constitute a material breach of this Agreement. 
 
5.  Civil Rights Requirements 
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The Contractor shall comply with the following requirements and include the following 
requirements in each subcontract, modified only if necessary to identify the affected 
parties: 
 
 (a) Nondiscrimination.  In accordance with Title VI of the Civil Rights Act, as 
amended, 42 U.S.C. § 2000d, section 303 of the Age Discrimination Act of 1975, as 
amended, 42 U.S.C. § 6102, section 202 of the Americans with Disabilities Act of 1990, 
42 U.S.C. § 12132, and Federal transit law at 49 U.S.C. § 5332, the Contractor shall not 
discriminate against any employee or applicant for employment because of race, color, 
creed, national origin, sex, age, or disability. In addition, the Contractor shall comply 
with applicable Federal implementing regulations and other implementing requirements 
FTA may issue. 
 
 (b) Equal Employment Opportunity.  The following equal employment 
opportunity requirements apply to the underlying Agreement: 
 

 (1) Race, Color, Creed, National Origin, Sex.  In accordance with Title 
VII of the Civil Rights Act, as amended, 42 U.S.C. § 2000e, and Federal transit 
laws at 49 U.S.C. § 5332, the Contractor shall comply with all applicable equal 
employment opportunity requirements of U.S. Department of Labor (U.S. DOL) 
regulations, "Office of Federal Contract Compliance Programs, Equal 
Employment Opportunity, Department of Labor," 41 C.F.R. Parts 60 et seq., 
(which implement Executive Order No. 11246, "Equal Employment Opportunity," 
as amended by Executive Order No. 11375, "Amending Executive Order 11246 
Relating to Equal Employment Opportunity," 42 U.S.C. § 2000e), and with any 
applicable Federal statutes, executive orders, regulations, and Federal policies 
that may in the future affect construction activities undertaken in the course of the 
Project. The Contractor shall take affirmative action to ensure that applicants are 
employed, and that employees are treated during employment, without regard to 
their race, color, creed, national origin, sex, or age. Such action shall include, but 
not be limited to, the following: employment, upgrading, demotion or transfer, 
recruitment or recruitment advertising, layoff or termination; rates of pay or other 
forms of compensation; and selection for training, including apprenticeship. In 
addition, the Contractor shall comply with any implementing requirements FTA 
may issue. 

 
 (2) Age.  In accordance with section 4 of the Age Discrimination in 
Employment Act of 1967, as amended, 29 U.S.C. § 623 and Federal transit law 
at 49 U.S.C. § 5332, the Contractor shall refrain from discrimination against 
present and prospective employees for reason of age. In addition, the Contractor 
shall comply with any implementing requirements FTA may issue. 

 
 (3) Disabilities.  In accordance with section 102 of the Americans with 
Disabilities Act, as amended, 42 U.S.C. § 12112, the Contractor shall comply 
with the requirements of the U.S. Equal Employment Opportunity Commission, 
"Regulations to Implement the Equal Employment Provisions of the Americans 
with Disabilities Act," 29 C.F.R. Part 1630, pertaining to employment of persons 
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with disabilities. In addition, the Contractor shall comply with any implementing 
requirements FTA may issue. 
 
 (4) Access for Individuals with Disabilities.  The Contractor shall 
comply with 49 U.S.C. § 5301(d), which states the Federal policy that elderly 
individuals and individuals with disabilities have the same right as other 
individuals to use public transportation services and facilities, and that special 
efforts shall be made in planning and designing those services and facilities to 
implement transportation accessibility rights for elderly individuals and individuals 
with disabilities. 
 

6.  Disadvantaged Business Enterprises (DBE) 
 
 (a) DBE Assurances. The Contractor and its subcontractors shall not 
discriminate on the basis of race, color, national origin, or sex in the performance of this 
Contract. The Contractor shall carry out applicable requirements of 49 C.F.R. Part 26 in 
the award and administration of U.S. DOT-assisted Agreements.  Failure by the 
Contractor to carry out these requirements is a material breach of this Agreement, 
which may result in termination of this Agreement or such other remedy, as Hawaiian 
Electric deems appropriate.   
 
The above paragraph shall be included in each subcontract the Contractor signs with a 
subcontractor. 
 
 (b) Prompt Payment. The Contractor shall pay all subcontractors (DBEs and 
non-DBEs) for satisfactory performance of their subcontracts no later than ten (10) days 
from receipt of payment by Hawaiian Electric.  Full and prompt payment by the 
Contractor to all subcontractors shall include retainage, if applicable.  
 
 (c) DBE Goal.  The Honolulu Authority for Rapid Transportation has 
established a race neutral overall DBE goal of 13.00% for the duration of this 
Agreement and a separate contract goal has not been established for this procurement.  
DBE firms and small businesses shall have an equal opportunity to participate in the 
Agreement.  The Contractor shall adhere to the following requirements: 
 

(1)     Take affirmative steps to use as many of the race-neutral means of 
achieving DBE participation identified at 49 C.F.R. § 26.51(b) as practicable to 
afford opportunities to DBEs to participate in the Agreement.  A race-neutral 
measure is one that is, or can be, used to assist all small businesses.  

(2) A DBE firm must perform a commercially useful function, i.e., must 
be responsible for the execution of a distinct element of the work and must carry 
out its responsibility by actually performing, managing and supervising the work; 
and 

(3) A DBE firm must be certified by the Hawai`i State Department of 
Transportation before its participation is reportable under paragraph (d) below; 
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 (d) Reports to Hawaiian Electric. The Contractor shall report its DBE 
participation obtained through race-neutral means throughout the period of 
performance.  The Contractor shall submit the “DBE PARTICIPATION REPORT” 
reflecting payments made by the Contractor to DBE subcontractors. Payments to the 
Contractor may not be processed if the DBE PARTICIPATION REPORT is not properly 
completed and attached.. 

 (e) Records. On request, the Contractor shall make available for inspection, 
and assure that its subcontractors make available for inspection: 
 

 (1) Records of prompt payments made in accordance with Section 
1.6(b), above; 
 
 (2) The names and addresses of DBE subcontractors, vendors, and 
suppliers under this Agreement; 
 
 (3) The dollar amount and nature of work of each DBE subcontractor; 
 
 (4) The social/economic disadvantaged category of the DBE firms, i.e. 
Black American, Hispanic American, Native American, Subcontinent Asian 
American, Asian Pacific American, Non-Minority Women, or Other; and 
 

  (5) Other related materials and information. 
 (f) The Contractor shall promptly notify Hawaiian Electric, whenever a DBE 
subcontractor performing work related to this Agreement is terminated or fails to 
complete its work.  The Contractor shall also promptly notify Hawaiian Electric of a DBE 
subcontractor’s inability or unwillingness to perform and provide reasonable 
documentation.   
  
7.  Government-Wide Debarment and Suspension (Nonprocurement) 
 
 (a) This Agreement is a covered transaction for purposes of 2 C.F.R. § 
180.220(b) and 2 C.F.R. § 1200.220.  As such, the Contractor is required to 
verify that none of the Contractor, its principals, as defined at 2 C.F.R. § 180.995, 
or affiliates, as defined at 2 C.F.R. § 180.905, are excluded or disqualified as 
defined at 2 C.F.R. § 180.940 and 2 C.F.R. § 180.935.   
 
 (b) The Contractor is required to comply with 2 C.F.R. § 180, Subpart C, as 
supplemented by 2 C.F.R. § 1200, Subpart C, and must include the requirement to 
comply with 2 C.F.R. § 180, Subpart C, as supplemented by 2 C.F.R. § 1200, Subpart 
C, in any lower tier covered transaction equal to or exceeding $25,000 it enters into.  By 
signing the Agreement, the Contractor certifies as follows: 
 

The certification in this clause is a material representation of fact relied 
upon by Hawaiian Electric.  If it is later determined that the Contractor 
knowingly rendered an erroneous certification, in addition to remedies 
available to Hawaiian Electric, the Federal Government may pursue 
available remedies, including but not limited to suspension and/or 
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debarment. The Contractor agrees to comply with the requirements of 2 
C.F.R. § 180, Subpart C, as supplemented by 2 C.F.R. § 1200, Subpart C, 
throughout the Agreement period. The Contractor further agrees to include  
a provision requiring such compliance in its lower tier covered transactions 
equal to or exceeding $25,000. 
 

8.  Lobbying 
 
The Contractor  and its subcontractors at every tier shall comply with U.S. DOT 
regulations, “New Restrictions on Lobbying,” 49 C.F.R. Part 20, modified as necessary 
by 31 U.S.C. § 1352, which requires that no Federal appropriated funds shall be used to 
pay any person or organization for influencing or attempting to influence an officer or 
employee of any agency, a member of Congress, an officer or employee of Congress, 
or an employee of a member of Congress in connection with obtaining any Federal 
Agreement, grant, or any other award covered by 31 U.S.C. § 1352.  Each tier shall also 
disclose the name of any registrant under the Lobbying Disclosure Act of 1995 who has 
made 1obbying contacts on its behalf with non-Federal funds with respect to that 
Federal contract, grant, or award covered by 31 U.S.C. § 1352. Such disclosures are 
forwarded from tier to tier up to Hawaiian Electric. 
 
9.  Clean Air Requirements 
 
 (a) The Contractor shall comply with all applicable standards, orders or 
regulations issued pursuant to the Clean Air Act, as amended, 42 U.S.C. §§ 7401 et 
seq. The Contractor shall report each violation to Hawaiian Electric and understands 
and agrees that Hawaiian Electric will, in turn, report each violation as required to FTA 
and the appropriate EPA Regional Office. 
 
 (b) The Contractor shall include the above clause in each subcontract 
exceeding $100,000. 
 
10.  Clean Water Requirements 
 
 (a) The Contractor shall comply with all applicable standards, orders or 
regulations issued pursuant to the Federal Water Pollution Control Act, as amended, 33 
U.S.C. §§ 1251 et seq. The Contractor shall report each violation to Hawaiian Electric 
and understands and agrees that Hawaiian Electric will, in turn, report each violation as 
required to FTA and the appropriate EPA Regional Office. 
 
 (b) The Contractor shall include the above clause in each subcontract 
exceeding $100,000. 
 
11.  Fly America Requirements 
 
 (a) The Contractor shall comply with 49 U.S.C. § 40118 (the “Fly America 
Act”) in accordance with the General Services Administration's regulations at 41 C.F.R. 
Parts 301-10, which provide that recipients of Federal funds and their consultants are 
required to use U.S. Flag air carriers for U.S. Government-financed international air 
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travel and transportation of their personal effects or property, to the extent such service 
is available, unless travel by foreign air carrier is a matter of necessity, as defined by the 
Fly America Act. The Contractor shall submit, if a foreign air carrier was used, an 
appropriate certification or memorandum adequately explaining why service by a U.S. 
flag air carrier was not available or why it was necessary to use a foreign air carrier and 
shall, in any event, provide a certificate of compliance with the Fly America 
requirements. 
 
 (b) The Contractor shall include the requirements of this section in all 
subcontracts that may involve international air transportation. 
 
12.  Buy America Requirements 
 
The Contractor shall comply with 49 U.S.C. § 5323(j) and 49 C.F.R. Part 661, which 
provide that Federal funds may not be obligated unless steel, iron, and manufactured 
products used in FTA-funded projects are produced in the U.S., unless a waiver has 
been granted by FTA or the product is subject to a general waiver. General waivers are 
listed in 49 C.F.R. § 661.7. 
 
13.  Cargo Preference Requirements 
 
 (a) The Contractor shall use privately owned U.S. flag commercial vessels to 
ship at least fifty percent (50%) of the gross tonnage (computed separately for dry bulk 
carriers, dry cargo liners, and tankers) involved, whenever shipping any equipment, 
material, or commodities pursuant to the underlying Agreement to the extent such 
vessels are available at fair and reasonable rates for U.S. flag commercial vessels. 
 
 (b) The Contractor shall furnish within twenty (20) working days following the 
date of loading for shipments originating within the U.S. or within thirty (30) working 
days following the date of loading for shipments originating outside the U.S., a legible 
copy of a rated, “on-board” commercial ocean bill-of –lading in English for each 
shipment of cargo described in the preceding paragraph to the Division of National 
Cargo, Office of Market Development, Maritime Administration, Washington, D.C. 20590 
and to Hawaiian Electric (through the Contractor in the case of a subcontractor’s bill-of-
lading). 
 
 (c)  The Contractor shall include these requirements in all subcontracts issued 
pursuant to this Agreement when the subcontract may involve the transport of 
equipment, material, or commodities by ocean vessel. 
 
14.  Energy Conservation Requirements 
 
 (a) The Contractor shall comply with mandatory standards and policies 
relating to energy efficiency which are contained in the state energy conservation plan 
issued in compliance with the Energy Policy and Conservation Act. 
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 (b) The Contractor shall include the above clause in each subcontract at 
every tier. It is further agreed that the clause shall not be modified, except to identify the 
subcontractor who will be subject to the provisions. 
 
15.  Recycled Products 
 
The Contractor agrees to comply with all the requirements of Section 6002 of the 
Resource Conservation and Recovery Act as amended (42 U.S.C. § 6962), including 
but not limited to the regulatory provisions of 40 C.F.R. Part 247, and Executive Order 
12873, as they apply to the procurement of the items designated in Subpart B of 40 
C.F.R. Part 247. 
 

16.  Davis-Bacon, Copeland Anti-Kickback Acts, and Hawaii Revised Statutes 
Chapter 104 

 
The following requirements of the Davis-Bacon, Copeland Anti-Kickback Acts, and 
Hawaii Revised Statutes Chapter 104, together with Exhibits 1-6 attached hereto, are 
provided as follows: 

 (1) Minimum wages. (i) All laborers and mechanics employed or working upon 
the site of the work, will be paid unconditionally and not less often than once a week, 
and without subsequent deduction or rebate on any account [except such payroll 
deductions as are permitted by regulations issued by the Secretary of Labor under the 
Copeland Act (29 CFR part 3) or the Director of the Hawaii Department of Labor and 
Industrial Relations (“Director DLIR”) under Hawaii Revised Statutes "HRS" Chapter 
104], the full amount of wages including overtime, accrued to not more than five working 
days prior to the time of payment, and bona fide fringe benefits (or cash equivalents 
thereof) due at time of payment computed at rates not less than those contained in the 
DLIR wage bulletin and the Department of Labor (“DOL”) wage determination which are 
attached hereto and made a part hereof, regardless of any contractual relationship 
which may be alleged to exist between the Contractor and such laborers and 
mechanics. Contributions made or costs reasonably anticipated for bona fide fringe 
benefits under section 1(b)(2) of the Davis-Bacon Act, 40 U.S.C. § 3141 et seq., and 
HRS Chapter 104 on behalf of laborers or mechanics are considered wages paid to 
such laborers or mechanics, also, regular contributions made or costs incurred for more 
than a weekly period (but not less often than quarterly) under plans, funds, or programs 
which cover the particular weekly period, are deemed to be constructively made or 
incurred during such weekly period. Such laborers and mechanics shall be paid the 
appropriate wage rate and fringe benefits on the wage determination for the 
classification of work actually performed, without regard to skill, except as provided 
herein with regard to treatment of apprentices and trainees. Laborers or mechanics 
performing work in more than one classification may be compensated at the rate 
specified for each classification for the time actually worked therein: Provided, that the 
Contractor's payroll records accurately set forth the time spent in each classification in 
which work is performed. The wage determination (including any additional 
classification and wage rates conformed under paragraph (a)(1)(ii) of this section) and 
the Davis-Bacon poster (WH-1321) and DLIR Notice to Workers HI04-1 shall be posted 
at all times by the Contractor and its subcontractors at the site of the work in a 
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prominent and easily accessible place at the job site where it can be easily seen by the 
workers.  A copy of the DLIR and DOL rates of wages required to be posted shall be 
given to each laborer and mechanic employed under the Agreement between Hawaiian 
Electric and Contractor ("contract" or "Agreement") by the Contractor at the time each 
laborer and mechanic is employed, except that where the covered individual employee’s 
wages, hours and other terms and conditions of employment are governed by a 
collective bargaining agreement the Contractor does not have to provide the employees 
the DLIR wage rate schedules. 

(ii)(A) The  Companies shall require that any class of laborers or mechanics, 
including helpers, which is not listed in the wage determination and which is to be 
employed under the Agreement shall be classified in conformance with the wage 
determination. The  Companies shall approve an additional classification and wage rate 
and fringe benefits therefore only when the following criteria have been met: 

(1) The work to be performed by the classification requested is not 
performed by a classification in the wage determination; and  

(2) The classification is utilized in the area by the construction industry; 
and 

(3) The proposed wage rate, including any bona fide fringe benefits, bears 
a reasonable relationship to the wage rates contained in the wage 
determination.  

(ii)(B) If the Contractor and the laborers and mechanics to be employed in the 
classification (if known), or their representatives, and the Companies agree on the 
classification and wage rate (including the amount designated for fringe benefits where 
appropriate), a report of the action taken shall be sent by the   Companies to the 
contracting officer on the Prime Contract, who shall in turn shall send a report of its 
consideration and action to the Director, DLIR and the Administrator of the Wage and 
Hour Division, Employment Standards Administration, U.S. Department of Labor, 
Washington, DC 20210. The Administrator, or the Director DLIR, or their authorized 
representatives, will approve, modify, or disapprove every additional classification action 
within 30 days of receipt and so advise the contracting officer on the Prime Contract, or 
will notify the contracting officer on the Prime Contract within the 30-day period that 
additional time is necessary.  

(ii)(C) In the event the Contractor, the laborers or mechanics to be employed in 
the classification or their representatives, and the  Companies' Designated 
Representative do not agree on the proposed classification and wage rate (including the 
amount designated for fringe benefits, where appropriate), the Companies' Designated 
Representative shall refer the questions, including the views of all interested parties and 
the recommendation of the Companies' Designated Representative, to the contracting 
officer on the Prime Contract  who in turn shall submit its recommendations to the 
Administrator and the Director DLIR for determination. The Administrator, or Director 
DLIR or their authorized representatives will issue a determination within 30 days of 
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receipt and so advise the contracting officer on the Prime Contractor or will notify the 
contracting officer on the Prime Contract within the 30-day period that additional time is 
necessary.  

(ii)(D) The wage rate (including fringe benefits where appropriate) determined 
pursuant to this section, shall be paid to all workers performing work in the classification 
under this Agreement from the first day on which work is performed in the classification. 

(iii) Whenever the minimum wage rate prescribed in the Agreement for a class of 
laborers or mechanics includes a fringe benefit which is not expressed as an hourly 
rate, the Contractor shall either pay the benefit as stated in the wage determination or 
shall pay another bona fide fringe benefit or an hourly cash equivalent thereof. 

(iv) If the Contractor does not make payments to a trustee or other third person, 
the Contractor may consider as part of the wages of any laborer or mechanic the 
amount of any costs reasonably anticipated in providing bona fide fringe benefits under 
a plan or program, Provided, That the Secretary of Labor or the Director DLIR has 
found, upon the written request of the Contractor, that the applicable standards of the 
Davis-Bacon Act and/or Chapter 104, HRS have been met. The Secretary of Labor may 
require the Contractor to set aside in a separate account, assets for the meeting of 
obligations under the plan or program.  

(2) Withholding.  

(i) Federal Requirements. The Honolulu Authority for Rapid Transportation 
(“HART”) shall upon its own action or upon written request of an authorized 
representative of the U.S. Department of Labor or Director DLIR, withhold or cause to 
be withheld from the Contractor under this Agreement or any other Federal, State or 
County contract with the same Contractor, or any other federally-assisted contract 
subject to Davis-Bacon prevailing wage requirements, which is held by the same 
Contractor, so much of the accrued payments or advances as may be considered 
necessary to pay laborers and mechanics, including apprentices, trainees, and helpers, 
employed by the Contractor or any subcontractor the full amount of wages required by 
the Agreement. In the event of failure to pay any laborer or mechanic, including any 
apprentice, trainee, or helper, employed or working on the site of the work, all or part of 
the wages required by the Agreement, the (Agency) may, after written notice to the 
Contractor, sponsor, applicant, or owner, take such action as may be necessary to 
cause the suspension of any further payment, advance, or guarantee of funds until such 
violations have ceased. 

(ii) State Requirements.  HART shall within sixty (60) days of a written request by 
the Director of the DLIR, either: 

(ii)(A) Pay or cause to be paid directly to laborers and mechanics or the Director 
any wages or overtime compensation found to be due, or any penalty assessed, under 
the terms of the State-assisted contract subject to HRS Chapter 104; 
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(ii)(B) Order any contractor to pay any wages or overtime compensation which 
the contractor or any subcontractor should have paid to any laborer or mechanic, or any 
penalty assessed and due to the Director, under any contract subject to HRS Chapter 
104.   

(3) Payrolls and basic records. (i)(A) Payrolls and basic records relating thereto 
shall be maintained by the Contractor during the course of the work and preserved for a 
period of three years thereafter for all laborers and mechanics working at the site of the 
work. Such records shall contain the name, address, and social security number of each 
such worker, his or her correct classification, hourly rates of wages paid (including rates 
of contributions or costs anticipated for bona fide fringe benefits or cash equivalents 
thereof of the types described in section 1(b)(2)(B) of the Davis-Bacon Act or HRS 
Chapter 104), daily and weekly number of hours worked, deductions made and actual 
wages paid. Whenever the Secretary of Labor or the Director DLIR has found under 29 
CFR 5.5(a)(1)(iv) or HRS Chapter 104 that the wages of any laborer or mechanic 
include the amount of any costs reasonably anticipated in providing benefits under a 
plan or program described in section 1(b)(2)(B) of the Davis-Bacon Act or HRS Chapter 
104, the Contractor shall maintain records which show that the commitment to provide 
such benefits is enforceable, that the plan or program is financially responsible, and that 
the plan or program has been communicated in writing to the laborers or mechanics 
affected, and records which show the costs anticipated or the actual cost incurred in 
providing such benefits. Contractors employing apprentices or trainees under approved 
programs shall maintain written evidence of the registration of apprenticeship programs 
and certification of trainee programs, the registration of the apprentices and trainees, 
and the ratios and wage rates prescribed in the applicable programs.  

(i)(B) The Contractor shall submit weekly for each week in which any work under 
the Agreement is performed, a copy of all payrolls to the Companies for transmission to 
HART. The payrolls submitted shall set out accurately and completely all of the 
information required to be maintained under 29 CFR 5.5(a)(3)(i) or HRS Chapter 104, 
except that full social security numbers and home addresses shall not be included on 
weekly transmittals. Instead the payrolls shall only need to include an individually 
identifying number for each employee (e.g., the last four digits of the employee's social 
security number). The required weekly payroll information may be submitted in any form 
desired but must include all information outlined herein and HRS § 104-3.  The Hawaii 
DAGS-ECP “Certification Payroll Report” is available at http://hawaii.gov or its 
successor site. The Companies is responsible for the submission of copies of payrolls 
by all subcontractors. Contractors and subcontractors shall maintain the full social 
security number and current address of each covered worker, and shall provide them 
upon request to HART, the Contractor, the  Department of Labor or the DLIR for 
purposes of an investigation or audit of compliance with prevailing wage requirements. 
It is not a violation of this section for the Companies to require a subcontractor to 
provide addresses and social security numbers to the Companies for its own records, 
without weekly submission to HART. 

(i)(C) Each payroll submitted shall be accompanied by a “Statement of 
Compliance,” signed by the Contractor or subcontractor or his or her agent who pays or 
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supervises the payment of the persons employed under the Agreement and shall certify 
the following: 

(1) That the payroll for the payroll period contains the information required 
to be provided under §5.5 (a)(3)(ii) of Regulations, 29 CFR part 5, and 
HRS § 104-3, the appropriate information is being maintained under §5.5 
(a)(3)(i) of Regulations, 29 CFR part 5 and HRS Chapter 104, and that 
such information is correct and complete; 

(2) That each laborer or mechanic (including each helper, apprentice, and 
trainee) employed on the Agreement during the payroll period has been 
paid the full weekly wages earned, without rebate, either directly or 
indirectly, and that no deductions have been made either directly or 
indirectly from the full wages earned, other than permissible deductions as 
set forth in Regulations, 29 CFR part 3 or HRS § 104-3; 

(3) That each laborer or mechanic has been paid not less than the 
applicable wage rates and fringe benefits or cash equivalents for the 
classification of work performed, as specified in the applicable wage 
determination incorporated into the Agreement. 

(i)(D) The weekly submission of a properly executed certification set forth on 
Hawaii DAGS-ECP “Certified Payroll Report” shall satisfy the requirement for 
submission of the “Statement of Compliance” required by this section.  

(i)(E) The falsification of any of the above certifications may subject the 
Contractor or subcontractor to civil or criminal prosecution under section 1001 of title 18 
and section 231 of title 31 of the United States Code and/or relevant provisions of 
Hawaii Revised Statutes. 

(ii)  Additional State Requirements. 

(ii)(A)  Payrolls and basic records relating thereto shall be maintained by the 
Contractor and all subcontractors during the course of the work and preserved for a 
period of three years thereafter for all laborers and mechanics working at the site of the 
work. In addition to the information required under this section, such records shall also 
contain total weekly straight-time earnings, total weekly overtime earnings, total weekly 
gross earnings, the amount and purpose of each deduction, total net wages paid and 
date paid, and the itemized fringe benefit reporting form.  Such records need not include 
the social security number of each worker.  

(ii)(B)  The Contractor shall submit weekly for each week in which any work 
under the Agreement is performed a certified copy of all payrolls and a certified copy of 
a fringe benefit reporting form supplied by the department or any certified form that 
contains all of the required fringe benefit information shall be submitted weekly to the 
governmental contracting agency for review.  Optional Form “Statement of Compliance 
& DAGS-ECP for Payroll Affidavits” is available for this purpose from the DAGS Web 
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site at http://hawaii.gov/pwd/Members/ib/forms/payrllaff.xls or its successor site.  The 
fringe benefit reporting form shall itemize the cost of fringe benefits paid by the 
Contractor or subcontractor for: 

(1) Health and welfare benefits; 
(2) Pension and annuity benefits; 
(3) Vacation benefits; 
(4) Continuing education and training benefits; and 
(5) Other fringe benefit costs paid by the Contractor or subcontractor. 
 

The Contractor shall be responsible for the submission of certified copies of the payrolls 
of all subcontractors.  The certification shall affirm that the payrolls are correct and 
complete, that the wage rates contained therein are not less than the applicable rates 
contained in the wage determination decision of the Director DLIR attached to the 
Agreement, and that the classifications set forth for each laborer or mechanic conform 
with the work the laborer or mechanic performed.  Any certification discrepancy found 
by shall be reported to the Contractor and the Director to effect compliance. 

(iii) The Contractor or subcontractor shall make the records required under this 
section available for inspection, copying, or transcription by authorized representatives 
of the HART, the Director DLIR, or the U.S. Department of Labor, and shall permit such 
representatives to interview employees during working hours on the job. If the 
Contractor or subcontractor fails to submit the required records or to make them 
available, HART, US DOL, or DLIR may, after written notice to the Contractor, take such 
action as may be necessary to cause the suspension of any further payment, advance, 
or guarantee of funds. Furthermore, failure to submit the required records upon request 
or to make such records available may be grounds for debarment action pursuant to 
relevant federal and/or Hawaii laws and rules.  The Contractor or subcontractor shall 
make any records requested by the HART, Director of the DLIR, or any of their 
authorized representatives available within ten (10) days of a written request. 

(4) Apprentices and trainees. (i) Apprentices. Apprentices will be permitted to 
work at less than the predetermined rate for the work they performed when they are 
employed pursuant to and individually registered in a bona fide apprenticeship program 
registered with the U.S. Department of Labor, Employment and Training Administration, 
Office of Apprenticeship Training, Employer and Labor Services, or with a State 
Apprenticeship Agency recognized by the Office, or if a person is employed in his or her 
first 90 days of probationary employment as an apprentice in such an apprenticeship 
program, who is not individually registered in the program, but who has been certified by 
the Office of Apprenticeship Training, Employer and Labor Services or a State 
Apprenticeship Agency (where appropriate) to be eligible for probationary employment 
as an apprentice. The allowable ratio of apprentices to journeymen on the job site in any 
craft classification shall not be greater than the ratio permitted to the Contractor as to 
the entire work force under the registered program. Any worker listed on a payroll at an 
apprentice wage rate, who is not registered or otherwise employed as stated above, 
shall be paid not less than the applicable wage rate on the wage determination for the 
classification of work actually performed. In addition, any apprentice performing work on 
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the job site in excess of the ratio permitted under the registered program shall be paid 
not less than the applicable wage rate on the wage determination for the work actually 
performed. Where a contractor is performing construction on a project in a locality other 
than that in which its program is registered, the ratios and wage rates (expressed in 
percentages of the journeyman's hourly rate) specified in the Contractor's or 
subcontractor's registered program shall be observed. Every apprentice must be paid at 
not less than the rate specified in the registered program for the apprentice's level of 
progress, expressed as a percentage of the journeymen hourly rate specified in the 
applicable wage determination. Apprentices shall be paid fringe benefits in accordance 
with the provisions of the apprenticeship program. If the apprenticeship program does 
not specify fringe benefits, apprentices must be paid the full amount of fringe benefits 
listed on the wage determination for the applicable classification. If the Administrator 
determines that a different practice prevails for the applicable apprentice classification, 
fringes shall be paid in accordance with that determination. In the event the Office of 
Apprenticeship Training, Employer and Labor Services, or a State Apprenticeship 
Agency recognized by the Office, withdraws approval of an apprenticeship program, the 
Contractor will no longer be permitted to utilize apprentices at less than the applicable 
predetermined rate for the work performed until an acceptable program is approved. 

(ii) Trainees. Except as provided in 29 CFR 5.16, trainees will not be permitted to 
work at less than the predetermined rate for the work performed unless they are 
employed pursuant to and individually registered in a program which has received prior 
approval, evidenced by formal certification by the U.S. Department of Labor, 
Employment and Training Administration. The ratio of trainees to journeymen on the job 
site shall not be greater than permitted under the plan approved by the Employment and 
Training Administration. Every trainee must be paid at not less than the rate specified in 
the approved program for the trainee's level of progress, expressed as a percentage of 
the journeyman hourly rate specified in the applicable wage determination. Trainees 
shall be paid fringe benefits in accordance with the provisions of the trainee program. If 
the trainee program does not mention fringe benefits, trainees shall be paid the full 
amount of fringe benefits listed on the wage determination unless the Administrator of 
the Wage and Hour Division determines that there is an apprenticeship program 
associated with the corresponding journeyman wage rate on the wage determination 
which provides for less than full fringe benefits for apprentices. Any employee listed on 
the payroll at a trainee rate who is not registered and participating in a training plan 
approved by the Employment and Training Administration shall be paid not less than the 
applicable wage rate on the wage determination for the classification of work actually 
performed. In addition, any trainee performing work on the job site in excess of the ratio 
permitted under the registered program shall be paid not less than the applicable wage 
rate on the wage determination for the work actually performed. In the event the 
Employment and Training Administration withdraws approval of a training program, the 
Contractor will no longer be permitted to utilize trainees at less than the applicable 
predetermined rate for the work performed until an acceptable program is approved. 

(iii) Equal employment opportunity. The utilization of apprentices, trainees and 
journeymen under this part shall be in conformity with the equal employment opportunity 
requirements of Executive Order 11246, as amended, and 29 CFR part 30. 
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(5) Compliance with Copeland Act requirements. The Contractor shall comply 
with the requirements of 29 CFR part 3, which are incorporated by reference in this 
Agreement. 

(6) Subcontracts. The Contractor or subcontractor shall insert in any 
subcontracts the clauses contained herein and such other clauses as HART may by 
appropriate instructions require, and also a clause requiring the subcontractors to 
include these clauses in any lower tier subcontracts. The Contractor shall be 
responsible for the compliance by any subcontractor or lower tier subcontractor with all 
the Agreement clauses herein. 

(7) Violation of State requirements and Federal Contract Termination: 
Debarment.  

(i) A breach of the Agreement clauses herein may be grounds for termination of 
this Agreement, and for debarment as a contractor and a subcontractor in accordance 
with federal and Hawaii state laws and rules.   

(ii) In addition, the DLIR may impose the following penalties for violations of HRS 
Chapter 104:  

(ii)(A)  Where the DLIR finds that a first violation of HRS Chapter 104 has been 
committed:  

(1) The DLIR shall order the person or firm in violation to pay a penalty 
equal to ten per cent (10%) of the amount of back wages found due or $25 
per offense, whichever is greater; and 
(2) The person or firm shall be immediately suspended from doing any 
work on any public work of a governmental contracting agency until all 
wages and penalties are paid in full; 
 

(ii)(B)  Where the DLIR finds that a second violation of HRS Chapter 104 has 
been committed, whether on the same contract or another, within two years of the first 
notification of violation: 

(1) The DLIR, after proper notice and opportunity for hearing, shall 
order the person or firm in violation to pay a penalty equal to the amount 
of back wages found due or $100 for each offense, whichever is greater; 
and 
(2) The person or firm shall be immediately suspended from doing any 
work on any public work of a governmental contracting agency until all 
wages and penalties are paid in full; 
 

(ii)(C)  Where the DLIR finds that a third violation of HRS Chapter 104 has been 
committed, whether on the same contract or another, within two years of the second 
notification of violation, the DLIR, after proper notice and opportunity for hearing, shall 
order the person or firm in violation: 
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(1) To pay a penalty equal to two times the amount of back wages 
found due or $200 for each offense, whichever is greater; and 
(2) To be suspended from doing any new work on any public work of a 
governmental contracting agency for a period of three years except as 
provided in HRS § 104-25(a)(2).  If after the three year suspension period 
the wages due or penalties assessed are still unpaid the suspension shall 
remain in force until payment is made in full.  "New work on any public 
work" includes any public works project in which the suspended person or 
firm has not begun work at the job site as of the date of the suspension 
order.   
 

(ii)(D) A first, second, or third violation refers to each project in which the 
department finds that Contractor has failed to comply with this chapter. 

(ii)(E) For purposes of this section, "offense" means each section of this chapter 
under which the Contractor is cited; provided that, with respect to prevailing wage and 
overtime citations under section 104-2, each employee and each project shall be 
considered a separate offense. 

(8) Compliance with Davis-Bacon and Related Act and HRS Chapter 104 
requirements. All rulings and interpretations of the Davis-Bacon and Related Acts 
contained in 29 CFR parts 1, 3, and 5 are herein incorporated by reference in this 
Agreement.  All rulings and interpretations of HRS Chapter 104 and HAR Title 12, 
Chapter 22 are also incorporated by reference in this Agreement. 

(9) Disputes concerning labor standards. Disputes arising out of the labor 
standards provisions of this Agreement shall not be subject to the general disputes 
clause of this Agreement. Such disputes shall be resolved in accordance with the 
procedures of the Department of Labor set forth in 29 CFR parts 5, 6, and 7, or HRS 
Chapter 104 and implementing rules. Disputes within the meaning of this clause include 
disputes between the Contractor (or any of its subcontractors) and HART, the U.S. 
Department of Labor, the DLIR, or the employees or their representatives. 

(10) Certification of eligibility. (i) By entering into this Agreement, the Contractor 
certifies that neither it (nor he or she) nor any person or firm who has an interest in the 
Contractor's firm, is a person or firm ineligible to be awarded Government contracts by 
virtue of any provision of federal or state laws. 

(ii) No part of this Agreement shall be subcontracted to any person or firm 
ineligible for award of a Government contract by virtue of federal or state laws. 

(iii) The penalty for making false statements is prescribed in the U.S. Criminal 
Code, 18 U.S.C. § 1001. 

(11) Hawaii State overtime requirements. No laborers or mechanics shall be 
required or permitted to work on Saturday, Sunday, legal holidays of the State of 
Hawaii, or in excess of eight hours a day, or in excess of forty hours per week unless 
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such laborer or mechanic receives compensation at a rate not less than not less than 
one and one-half times the basic rate of pay. 

In any contract subject only to the Contract Work Hours and Safety Standards 
Act and not to any of the other statutes cited in §5.1, the Agency Head shall cause or 
require the  Companies  to insert a clause requiring that the Contractor or subcontractor 
shall maintain payrolls and basic payroll records during the course of the work and shall 
preserve them for a period of three years from the completion of the Agreement for all 
laborers and mechanics, including guards and watchmen, working on the  Agreement. 
Such records shall contain the name and address of each such employee, social 
security number, correct classifications, hourly rates of wages paid, daily and weekly 
number of hours worked, deductions made, and actual wages paid. Further, the records 
to be maintained under this paragraph shall be made available by the Contractor or 
subcontractor for inspection, copying, or transcription by authorized representatives of 
HART, the DLIR and the Department of Labor, and the Contractor or subcontractor will 
permit such representatives to interview employees during working hours on the job.  

17.  Contract Work Hours and Safety Standards 
 (a) Overtime requirements – No Contractor or subcontractor contracting for 
any part of the Agreement work which may require or involve the employment of 
laborers or mechanics shall require or permit any such laborer or mechanic in any 
workweek in which he or she is employed on such work to work in excess of forty (40) 
hours in such workweek unless such laborer or mechanic receives compensation at a 
rate not less than one (1) and one-half (1/2) times the basic rate of pay for all hours 
worked in excess of forty (40) hours in such workweek. 
 
 (b) Violation; liability for unpaid wages; liquidated damages – In the event of 
any violation of the clause set forth in paragraph (a) of this section the Contractor and 
any subcontractor responsible therefor shall be liable for the unpaid wages.  In addition, 
such Contractor and subcontractor shall be liable to the United States for liquidated 
damages.  Such liquidated damages shall be computed with respect to each individual 
laborer or mechanic, including watchmen and guards, employed in violation of the 
clause set forth in paragraph (a) of this section, in the sum of ten dollars ($10.00) for 
each calendar day on which such individual was required or permitted to work in excess 
of the standard workweek of forty (40) hours without payment of the overtime wages 
required by the clause set forth in paragraph (a) of this section. 
 
 (c) Withholding for unpaid wages and liquidated damages – Hawaiian Electric 
shall upon its own action or upon written request of an authorized representative of the 
U.S. DOL withhold or cause to be withheld, from any moneys payable on account of 
work performed by the Contractor or subcontractor under any such contract or any other 
Federal contract with the Contractor, or any other federally-assisted contract subject to 
the Contract Work Hours and Safety Standards Act, which is held by the same 
Contractor, such sums as may be determined to be necessary to satisfy any liabilities of 
such Contractor or subcontractor for unpaid wages and liquidated damages as provided 
in the clause set forth in paragraph (b) of this section. 
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 (d) Subcontracts – The Contractor or subcontractor shall insert in any 
subcontracts the clauses set forth in paragraphs (a) through (d) of this section and also 
a clause requiring the subs to include these clauses in any lower tier subcontracts.  The 
Contractor shall be responsible for compliance by any subcontractor or lower tier 
subcontractor with the clauses set forth in paragraphs (1) through (4) of this section. 
 
18.  ADA Access 
 
The Contractor shall comply with the Americans with Disabilities Act of 1990 (ADA), as 
amended, 42 U.S.C. §§ 12101 et seq., which requires that accessible facilities and 
services be made available to individuals with disabilities; and with the Architectural 
Barriers Act of 1968, as amended, 42 U.S.C. §§ 4151 et seq., which requires that 
buildings and public accommodations be accessible to individuals with disabilities, and 
any subsequent amendments to these laws.  In addition, the Contractor agrees to 
comply with all applicable implementing Federal regulations and directives and any 
subsequent amendments thereto. 
 
19.  Text Messaging While Driving 
 
In accordance with Executive Order No. 13513, Federal Leadership on Reducing Text 
Messaging While Driving, October 1, 2009, 23 U.S.C.A. § 402 note, and DOT Order 
3902.10, Text Messaging While Driving, December 30, 2009, the Contractor is 
encouraged to comply with the terms of the following:  
   

(a) Definitions.  
(1)  "Driving" means operating a motor vehicle on a roadway, including 

while temporarily stationary because of traffic, a traffic light, stop sign, or 
otherwise.  "Driving" does not include being in your vehicle (with or without the 
motor running) in a location off the roadway where it is safe and legal to remain 
stationary. 

(2)  "Text Messaging" means reading from or entering data into any 
handheld or other electronic device, including for the purpose of short message 
service texting, e-mailing, instant messaging, obtaining navigational information, 
or engaging in any other form of electronic data retrieval or electronic data 
communication.  The term does not include the use of a cell phone or other 
electronic device for the limited purpose of entering a telephone number to make 
an outgoing call or answer an incoming call, unless the practice is prohibited by 
State or local law. 
(b) Safety. The Contractor is encouraged to: 

(1)  Adopt and enforce workplace safety policies to decrease crashes 
caused by distracted drivers including policies to ban text messaging while 
driving: 

(i)  Contractor -owned or Contractor -rented vehicles or 
Government-owned, leased or rented vehicles; 
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(ii)  Privately-owned vehicles when on official Project related 
business or when performing any work for or on behalf of the Project; or 

(iii)  Any vehicle, on or off duty, and using an employer supplied 
electronic device. 
(2)  Conduct workplace safety initiatives in a manner commensurate 

with the Contractor’s size, such as: 
(i)  Establishment of new rules and programs or re-evaluation 

of existing programs to prohibit text messaging while driving; and 
(ii)  Education, awareness, and other outreach to employees 

about the safety risks associated with text messaging while driving. 
(3) Include this Special Provision in its subagreements with its subrecipients and 

third party contracts and also encourage its subrecipients, lessees, and third 
party contractors to comply with the terms of this Special Provision and include 
this clause in each subagreement, lease, and subcontract at each tier financed 
with Federal assistance provided by the Federal Government. 
 

20.  Sensitive Security Information 
 
The Contractor, as a third party contractor must protect, and take measures to ensure 
that its subcontractors at each tier protect “sensitive security information” made 
available during the administration of a third party contract or subcontract to ensure 
compliance with 49 U.S.C. § 40119(b) and implementing DOT regulations, “Protection 
of Sensitive Security Information,” 49 C.F.R. Part 15, and with 49 U.S.C. § 114(r) and 
implementing Department of Homeland Security regulations, “Protection of Sensitive 
Security Information”, 49 C.F.R. Part 1520. 

 
21.  Incorporation of FTA Terms for the Honolulu Rail Transit Project. 

(a) This document includes, in part, certain Standard Terms and Conditions 
required by the U.S. DOT, whether or not expressly set forth in the preceding contract 
provisions. All contractual provisions required by the U.S. DOT, as set forth in FTA 
Circular 4220.1F are hereby incorporated by reference. Anything to the contrary herein 
notwithstanding, all FTA mandated terms shall be deemed to control in the event of a 
conflict with other provisions contained in this Agreement. The Contractor shall not 
perform any act, fail to perform any act, or refuse to comply with any Hawaiian Electric 
requests which would cause Hawaiian Electric or the City to be in violation of the FTA 
terms and conditions. 

(b) The Contractor shall include the above clause in each subcontract 
financed in whole or in part with Federal assistance provided by FTA, modified only if 
necessary to identify the affected parties. 
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Wage Rate Schedule Bulletin Issued Under Hawaii 
Revised Statutes Chap. 104 by the Director, Department of 

Labor and Industrial Relations, State of Hawaii 
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Wage Determination issued under the Construction Wage 
Rate Requirements statute by the Administrator, Wage and 

Hour Division, Employment Standards Administration, 
U.S. Department of Labor 
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Certified Payroll Forms 
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Davis-Bacon Poster (WH-1321) 
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DLIR Notice to Workers H1I04-1 
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DLIR 104 Guidelines- Publication # H104-2 
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Electricity Meters  
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SMART METERING  – THE FOUNDATION OF THE SMART GRID

The Silver Spring® Platform combines network infrastructure, software and services to enable a range of smart grid 

applications. Enabling two-way communications with modern electricity meters is fundamental to building the smart grid. 

The Silver Spring Communications Module integrates under glass inside partners’ electricity meters to provide 

wireless networking both back to utility OT/IT systems  and into the customer’s home. The module easily installs 

inside these meters and leverages Silver Spring network devices to form a highly resilient mesh network for the 

utility. The resulting two-way communications network gives utilities greater efficiency, more reliable service delivery,  

improved customer satisfaction, and a scalable platform for advanced smart grid applications.

The Communications Module accesses demand, consumption, time-of-use and interval data, alarms, and power-quality 

information from the meter. Its two-way wireless functionality supports remote data acquisition, meter program 

management, and real-time alerts for meter tampering and outages. 

WAN

IT SYSTEMS

OT SYSTEMS

OPEN STANDARDS-BASED INTEGRATION

GridScape
Network

Management

UtilityIQ
Unified

Software

ACCESS
POINT

ACCESS
POINT

RELAYRELAY

ZigBee

ETHERNET/ CELLULAR ETHERNET/ CELLULAR CELLULAR

GAS IMU WATER

BRIDGE MASTER

BRIDGE BRIDGE

LOAD
CONTROL FCI

MicroAP

Two-Way Wireless Communications For Meters

» Offers one-watt transmitter to provide full, 
two-way wireless NAN communications 
» Supports 2.4 GHz HAN communications 
» Integrates with Silver Spring UtilityIQ® 
application suite to support advanced metering 
and demand response 
» Enables over-the-air firmware upgrades to 
reduce operational cost
» Provides multi-layer security and military-grade 
encryption to meet rigorous industry standards

The Silver Spring Platform supports a range 

of smart grid applications on a single open 

standards-based network.

PRODUCT DATA SHEET

COMMUNICATIONS 
MODULE FOR 
ELECTRICITY METERS
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LEADING RELIABILITY AND PERFORMANCE

With its full, one-watt transmitter, the Communications Module provides broad reach and robust connectivity in 

the Neighborhood or Field Area Network (NAN or FAN). In addition to supporting a 900 MHz radio for the NAN, 

the Communications Module also features an optional 2.4 GHz radio for the Home Area Network (HAN). This radio 

supports the ZigBee Smart Energy Profile specification to communicate with a wide range of smart devices within 

the home. 

The Communications Module is available in a variety of models to support specific utility needs and 

geographic regions. 

FEATURES

» Full, two-way communications 

» One-watt transmitter 

» Frequency Hopping Spread Spectrum (FHSS) 

» Multi-layer security and encryption 

» Dynamic network discovery and self healing 

» Scheduled and on-demand meter reads 

» Alarm detection and clearing 

» Network time management 

» Continuous neighbor monitoring and route calculation 

» Over-the-air firmware upgrades and meter programming 

» Power outage and restoration notification 

» Support for a wide range of meters and form factors 
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COMMUNICATIONS MODULE SPECIFICATIONS

 Gen 3 Product Family – General
PLATFORM

NAN COMMUNICATIONS

HAN COMMUNICATIONS

PROTOCOLS / SECURITY

ENVIRONMENTAL

Processor: SoC-based ARM 7
RAM: 4 MB
Flash: 8 MB

Frequencies: 902 – 928 MHz, 865-880MHz
Protocol: IEEE 802.15.4g, Wi-SUN compliant
Data rates: 100 kbps
Spread spectrum: Frequency hopping
Transmitter output: up to 30 dBm (1 W)1

Receive sensitivity: -98 dBm for 10% PER

Frequency: 2400 – 2480 MHz
Protocols: IEEE 802.15.4, ZigBee Smart Energy Profile 1.1
Date rate: 250 kbps
Transmitter output: 20 to 23 dBm (100 to 200 mW)1

Receive sensitivity: -97 dBm for 1% PER

Addressing: IPv6
Encryption: Advanced Encryption Standard (AES-128 or AES-256)
Security: Secure Hash Algorithm 256-bit (SHA-256) and RSA1024 or ECC-256
Key storage: Secure NVRAM with tamper detection and key erasure

Operating temperature: -40°C to +85°C (-40°F to +185°F)
Humidity: 0% to 95%, non-condensing

1 Radio TX output power varies in accordance with local country regulations. Please contact 
Silver Spring Networks for more information.

 
 Gen 3 Product Family – North America

RADIO

INTERFACES

SUPPORTED METERS

Frequency: 902 – 928 MHz
Approvals: FCC 15.247, Industry Canada RSS-210

Meter: ANSI C12.18/C12.19, serial

GE I-210+2

GE I-210+c
GE kV2c
GE KV2ce
Elster A3 ALPHA
L+G E330 FOCUS AX
L+G E350 AX-SD Single Phase
L+G E330 FOCUS AX Polyphase
L+G E650 S4e

2 indicates Measurement Canada approval.

 
 Gen 3 Product Family – Australia and New Zealand

RADIO

INTERFACES

SUPPORTED METERS

Frequency: 915 – 928 MHz
Approvals: ANZ/NZ 4268

Meter: PACT, ANSI C12.18/C12.19, serial

Secure i-Credit 500
Secure Sprint 200
Secure Premier

L+G E350 – U1200
L+G E350 – U1300
L+G E350 – U3300
L+G E350 – U3350
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 Gen 3 Product Family – Brazil
RADIO

INTERFACES

SUPPORTED METERS

Frequencies: 902 – 907 MHz, 915 – 928 MHz
Approvals: ANATEL

Meter: ANSI C12.18/C12.19, serial

Nansen Spectrum K
Elster A3

 Gen 4 Product Family – General 
PLATFORM

NAN COMMUNICATIONS

HAN COMMUNICATIONS

PROTOCOLS / SECURITY

ENVIRONMENTAL

Processor: SoC-based ARM 7
RAM: 4 MB
Flash: 8 MB

Frequencies: 902 – 928 MHz, 865 – 880 MHz
Protocol: IEEE 802.15.4g, Wi-SUN compliant
Data rates: 50 – 300 kbps
Spread spectrum: Frequency hopping
Transmitter output: up to 30 dBm (1 W)1

Receive sensitivity: -101 dBm for 10% PER

Frequency: 2400 – 2480 MHz
Protocols: IEEE 802.15.4, ZigBee Smart Energy Profile 1.1
Data rates: 250 kbps
Transmitter output: 20 to 23 dBm (100 to 200 mW)
Receive sensitivity: -97 dBm for 1% PER

Addressing: IPv6
Encryption: Advanced Encryption Standard (AES-128 or AES-256)
Security: Secure Hash Algorithm 256-bit (SHA-256) and RSA-1024 or ECC-256
Key storage: Secure NVRAM with tamper detection and key erasure

Operating temperature: -40°C to +85°C (-40°F to +185°F)
Humidity: 0% to 95%, non-condensing

 Gen 4 Product Family – North America
RADIO

INTERFACES

SUPPORTED METERS

Frequency: 902 – 928 MHz
Approvals: FCC 15.247, Industry Canada RSS-210

Meter: ANSI C12.18/C12.19, serial

Elster A3 ALPHA
GE I-210+2

GE I-210+c2 
GE kV2c
GE kV2ce
Itron CENTRON II C12.19
L+G E330 FOCUS AX
L+G E350 AX-SD Single Phase
L+G E330 FOCUS AX Polyphase
Tatung ETA Series (ETA-21S, ETA-31S, ETA-32S)

2 indicates Measurement Canada approval.
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 Gen 4 Product Family – Australia and New Zealand
RADIO

INTERFACES

SUPPORTED METERS

Frequency: 915 – 928 MHz, 921 – 928 MHz
Approvals: ANZ/NZ 4268

Meter: ANSI C12.18/C12.19, serial

L+G E350 – U1200
L+G E350 – U1300
L+G E350 – U3300
L+G E350 – U3350

 Gen 4 Product Family – Brazil
RADIO

INTERFACES

SUPPORTED METERS

Frequencies: 902 – 907 MHz, 915 – 928 MHz
Approvals: ANATEL

Meter: Serial, DLMS-COSEM

Itron SL7000

RADIO

INTERFACES

FREQUENCY RANGES

SUPPORTED METERS

Frequency: 915 – 918 MHz, 917 – 920.8 MHz, 919 – 923 MHz, 920 – 925 MHz, 922 – 924 MHz, 
922 – 928 MHz
Approvals: ETSI EN 302 208, ETSI EN300 328, ETSI EN301 489, IEC 60950-1, IDA

Meter: ANSI C12.18/C12.19, serial, DLMS-COSEM

UMTS 800/850 Band VI/V, UMTS 900 Band VIII, UMTS 1800 Band III, UMTS 1900 Band II, 
UMTS 2100 Band I

Secure i-Credit 510
Secure Sprint 210
EDMI 7B
EDMI 10E WC
EDMI 10E CT LT
EDMI 10E CT HT
Mirai 3PH CT-HT
Mirai 3PH CT-LT
Mirai 3PH WC

 Accessories – Meter Patch Antenna Coupler
INTERFACES

ENVIRONMENTAL

APPROVALS

Antenna connector: N type, Female
Antenna types: various
Cable length: 15.24 cm (6")

Operating temperature: -40°C to +85°C (-40°F to +185°F)
Humidity: 0% to 95%, non-condensing

FCC: 15.247
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Attachment D: Technology and Cybersecurity Requirements

Vendor Name: 
Project: 

Date Questionnaire Released: 
Date Questionnaire Due: 

Date of Last Assessment Ratings Added by HE: 

Meets Will 3rd P Cust No Other

1 Data Object Model

Standard: System shall access data through a data object rather than directly from the 
DB.

Comment: Object models typically offer a higher level ‘name based’ form of access to 
data in a DB. When applications utilize a data object model, the data is normally better 
formulated and allows for easier name based data mapping (at the object model level 
vs. at the field level in the DB tables).

Preference: No products specifically preferred.

Desired Feedback: System providers should describe whether the application uses a 
data object model and whether the model provides an easy way to perform object mode
mapping. 

1 Logical Data Model

Standard: Logical data model(s) shall be available and aligned with project and 
enterprise requirements.

Comment: HE desires that systems provide a logical data model AND that the 
attributes of the model be capable of integration into a Data Modeler.

Preference: No products specifically preferred.

Desired Feedback: System providers shall indicate whether they have a logical data 
model and whether it can be provided or made available for review.

1 Physical Data Model

Standard: Physical data model(s) shall be available and aligned with project and 
enterprise requirements.

Comment: HE desires that systems provide a physical data model and that attributes of 
the modeled data to be capable of integration into a Data Modeler.

Meets Will 3rd P Cust No Other
1 Data Access Utility

Standard: System shall include a data access utility that can be used to directly 
manage the data (business) object.

Comment: The ability to perform basic data access/edits (e.g. data viewing, simple 
table editing) shall be provided through a data access utility included as part of the 
system/application. The utility shall access the data through the data object and shall 
also incorporate the business rules for data edits. (Note: This is not the same as use of 
a general third party SQL access tool. In general, data shall not be edited directly 
through use of such general DB tools. However a system provider provided utility which 
adheres to the system provider’s data edit rules is helpful for data repair such switching 
a flag in the DB directly.)

S
ys

te
m

 a
s 

pr
op

os
ed

 d
oe

s 
no

t 
m

ee
t s

ta
nd

ar
d

C
or

e

In
fo

rm
at

io
n 

O
nl

y
Id

ea
l  

C
or

e
M

an
da

to
ry

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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 Data Architecture (or Data Object Architecture) 
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Enter the numeric value "1" (not text) as 
the flag values in the yellow highlighted 
response options. Do not flag more than 1 
(one) box per row. Use Grouping controls 
on far left side of this spreadsheet to fully 
open all text and response options. Use 
beige areas in expanded rows to enter any 
desired hyperlinks or additional explanation 
text. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:

In
fo

rm
at

io
n 

O
nl

y

M
an

da
to

ry

Preference: No products specifically preferred.

S
ys

te
m

 c
an

 m
ee

t s
ta

nd
ar

d 
us

in
g 

3r
d 

P
ar

ty
 p

ro
du

ct
s

Hawaiian Electric Technology Standards

S
ys

te
m

 c
an

 m
ee

t s
ta

nd
ar

d 
w

ith
 c

us
to

m
iz

at
io

n

O
th

er

Hawaiian Electric Technology Assessment Questionnaire
Project name

Vendor Response Options

Data and Database Architecture

XYZ, Inc.

In
fo

rm
at

io
n 

O
nl

y
In

fo
rm

at
io

n 
O

nl
y

Vendors may add any hyperlink to right:

Desired Feedback: System providers shall describe their physical data structure and 
whether it is represented in a model, whether the model is available for use or review 
and what tools can be used with the physical data model.
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Attachment D: Technology and Cybersecurity Requirements

Preference: No products specifically preferred.

Desired Feedback: System providers shall provide description of capabilities.

1 Data Import/Export Support

Standard: System shall include built-in data import/export utilities.

Comment: Package applications shall provide out-of-the box data import/export 
capabilities. Such input might be accomplished via CSV, spreadsheet or other common 
formats. Import/export features shall use the data object (see above) to assist with 
proper data edits. This type of utility enables more flexible automated processes for 
performing data entry.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe the input/export support and 
indicate if its application uses a data object model. As a plus, the system provider shall 
provide a way to use object model mapping.

1 Extract/Transfer/Load (ETL) Capability

Standard: System shall support ETL capabilities directly or via close integration with 
other common ETL tools.

Comment: Extract/Transfer/Load (ETL) is a potentially important capability for enabling 
HE to share data across platforms and across different DBs for Data Warehouse 
(Business Intelligence (BI)) reporting and for the potential use of one application’s data 
by a different application.

Preference: MS SQL Server SSIS or SAP Data Services.

Desired Feedback: If system has incorporated ETL capabilities into its package, such 
capabilities shall be described by the system provider and shall be counted as a plus. 

1 Adherence to Data Labeling and Handling Requirements

Standard: System shall allow for designating levels of confidentiality to be associated 
with data fields such that data users can readily comply with the Data Labeling and 
Handling Requirements.

Comment: HE has specific data handling and labeling requirements associated with 
particular forms of confidential information. It is important that new systems or 
applications introduced into the HE environment allow for such confidential data to be 
identified and that printed reports be flagged and labeled when confidential information 
appears in the reports.

Preference:
Support the following data classifications: Public – information made readily available to 
the public;
Internal Use – information for internal use within the Company by all employees and 
authorized Third Parties;
Confidential – sensitive information for authorized employees and Third Parties who 
have a need-to-know;
Confidential – Restricted Distribution – highly sensitive information whose distribution 
must be carefully controlled.

Desired Feedback: System provider shall review the Data Labeling and Handling 
Requirements and assess whether data in system can be properly identified to meet the 
requirements.

Meets Will 3rd P Cust No Other
1 Web Data Management Utility

Standard: System dealing with web data shall either have or integrate with a utility to 
easily add, edit or remove data that are presented or collected on-line.

Comment: Well designed on-line web applications shall be data driven (rather than 
manually managing static pages). A built-in data management utility shall provide HE an 
interface to add, edit and remove data that will be presented online. Automation of that 
interface is important.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe out of box capabilities regarding 
data management services.

1 Web Content Management Utility
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

C
or

e

In
fo

rm
at

io
n 

O
nl

y

C
or

e

In
fo

rm
at

io
n 

O
nl

y
Id

ea
l  

C
or

e

In
fo

rm
at

io
n 

O
nl

y

Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Id
ea

l  
In

fo
rm

at
io

n 
O

nl
y

Id
ea

l  

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:

EXHIBIT E 
ATTACHMENT 2 
PAGE 147 OF 416



Attachment D: Technology and Cybersecurity Requirements

Standard: System dealing with web content shall either have or integrate with a utility to
easily manage or update the web content.

Comment: Web content includes images, style sheets, multimedia files, etc. that 
typically do not come from the DB but rather from other file systems. Applications 
involved in presenting such content on the web should have powerful utilities for 
organizing, versioning, changing and updating content.

Preference: Integration with Ingeniux externally, SharePoint 2013 internally.

Desired Feedback: System provider shall provide capabilities regarding out of box web 
content management tools or integration with other standard tools.

Meets Will 3rd P Cust No Other
1 ODBC Compliance

Standard: System Database shall be ODBC compliant.

Comment: The database shall be able to be registered as an ODBC data source, 
allowing custom applications to access the data through the ODBC layer.

Preference: No products specifically preferred.

Desired Feedback: System provider shall certify ODBC compliance.

1 JDBC Compliance

Standard: System Database shall be JDBC compliant.

Comment: JDBC compliance is somewhat less important in many situations, but may 
be required in certain situations and shall always be noted if it exists.

Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate whether data base is JDBC 
compliant.

1 OLEDB Compliance

Standard: System Database should be OLEDB compliant.

Comment: The database should provide an application programming interface 
employing the Common Object Model, according to OLEDB standards.

Preference: No products specifically preferred.

Desired Feedback: System provider should indicate whether data base is OLEDB 
compliant.

1 SQL Data Access Compliance

Standard: System database shall be able to accommodate and respond properly to 
standard SQL queries run against the database.

Comment: The database shall be accessible not only from the package application 
interface, but shall also allow data extraction via standard SQL. This would mean that 
data can be extracted via a standard SQL based tool directly from the database.

Preference: Oracle / MS SQL language compliance preferred. 

Desired Feedback: System provider shall verify that the database is SQL compliant.

1 Use of HE Standard Database 

Standard: System operates using MS SQL Server 2012 for non-enterprise scale 
systems or Oracle XI (or newer) for Enterprise-scale applications.

Comment: HE prefers to standardize its database technology around MS SQL or 
Oracle 64 bit versions.

Preference: MS SQL Server 2012 or Oracle XI (or newer).

Desired Feedback: System provider should certify that system operates on specified 
databases.

1 Use of Alternate Databases
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Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant
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vendors may add comments as desired. 
Responses to any of the other variations 
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attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant

In
fo

rm
at

io
n 

O
nl

y

C
or

e
M

an
da

to
ry

Vendors may add any hyperlink to right:

In
fo

rm
at

io
n 

O
nl

y

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Attachment D: Technology and Cybersecurity Requirements

Standard: Systems may support other types of non-SQL databases (Hana, Hadoop, 
other No SQL databases).

Comment: HE acknowledges that large-scale data may require alternate database 
types to address performance and volume.

Preference: No products specifically preferred.

Desired Feedback: System provider should provide information about the other types 
of supported databases. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials
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Attachment D: Technology and Cybersecurity Requirements

Meets Will 3rd P Cust No Other

1 Mainstream Integrated Development Environment

Standard: Systems developed or maintained within HE shall allow development or 
maintenance work to be performed using a mainstream Integrated Development 
Environment (IDE).

Comment: Many software packages can be customized using an industry mainstream 
IDE such as MS Visual Studio, Eclipse, WebSphere Visual Studio, etc. HE prefers 
applications that can be maintained using a mainstream, industry standard IDE with MS 
Visual Studio or Eclipse.

Preference: MS Visual Studio - .Net, Eclipse for Java, SAP Workbench for SAP ABAP 
Development. For Source repository, we prefer MS Team Foundation Server for .Net, 
and CA Harvest for non-.Net.

Desired Feedback: System provider shall indicate whether the system can be 
maintained using one of the industry standard development environments.

1 Programmatic Interface for Accessing/Modifying System 
Information.

Standard: System shall provide an organized, programmatic interface or system 
development kit (SDK) to perform any system configuration or to access/modify system 
information or accounts.

Comment: HE seeks to avoid systems that do not organize their configuration 
interfaces and make access to system information obtuse. Interfaces shall be 
documented and consolidated to logical screen groupings in order to make adjustments 
easy. 

Preference: Product shall provide a native SDK.

Desired Feedback: System provider shall indicate whether system can be configured 
and maintained using pre-packaged screens with modern interfaces.

1 Mainstream Development Language

Standard: Any user configurable or exposed development language used for product 
customization and maintenance shall be based on one of the following: .Net, Java, or 
ABAP.

Comment: HE seeks to avoid use of highly proprietary languages for which 
programming resources are rare and difficult to acquire. System shall use mainstream 
languages and technologies.

Preference: Preference is .Net, Java, ABAP.

Desired Feedback: System provider shall indicate whether system can be programmed
and maintained in one of the above designated mainstream languages.

1 Programming Model

Standard: System/application shall be based on a modern development technology 
framework such as .Net, ASP.Net, Java EE, or Java Server pages (JSP).

Comment: HE seeks to work within modern, web oriented frameworks that employ well 
established interoperability standards, are industry standard and support a Services 
Oriented Architecture approach.

Preference: Preference is .Net, Java, ABAP.

Desired Feedback: System provider shall indicate what, if any, programming model the 
system is based upon.

1 Use of Plain Text Configuration or GUI Configuration

Standard: System customization and other configuration files available to HE 
developers should make source content available as plain text or through a GUI 
interface.

Comment: Manipulation of configurable system data by HE programmers should not 
require that the HE programmers have to interpret the formatting of configuration files. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short but vendors

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Preference: No products specifically preferred.

Desired Feedback: System provider should indicate if system configuration information 
can be accessed and manipulated as plain text or thru GUI for review, development or 
customization purposes.

1 Preservation of Customization

Standard: System shall allow for the preservation of prior customizations during product
upgrades.

Comment: When software packages are upgraded, the ability (or inability) to preserve 
customizations created within older versions can dramatically impact the feasibility and 
the cost of the upgrade. Applications that provide specific provisions for creating 
customizations that are upgradeable can help bridge this issue. Typically, these 
applications may require that customizations be performed using a specific toolset 
provided by vendor.

Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate if system has provisions for 
preserving customizations against breakage during upgrades, what approach is used 
and how extensive the protection may be.

Meets Will 3rd P Cust No Other
1 Testing Cycles

Standard: System (under its proposed licensing provisions) shall allow for all of the 
following testing cycles to be performed: Unit Testing, Integration Testing, 
System/Functional Testing, End-to-End Testing, Performance Testing and Operational 
Readiness Testing.

Comment: The choice of what testing cycles shall be performed is essentially an 
implementation issue, but the system itself shall not preclude any of the cycles from 
being exercised. The current standard only requires that the system be capable of being 
tested via each stage.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe any testing cycle provisions and 
shall further address whether those provisions can be supported by the product.

1 Developer Testing Framework

Standard: System shall allow for the use of a Testing tool for development and defect 
fix test management.

Comment: Testing development or customization changes as well as defect fixes must 
be managed to assure the proper migration of changes from the test to the production 
environment. HE requires that such changes be managed to assure that changes are 
fully tested, accepted and properly released for larger testing.  

Preference: Preference is to leverage IDE identified above.

Desired Feedback: System provider shall describe Unit Testing provisions and shall 
further address whether those provisions can be managed by the preferred IDE.

1 User & Performance Testing Framework

Standard: System shall allow for the use of a Testing tool for test case development, 
automation, and tie to defect management software. Also, this shall include 
performance testing capabilities.

Comment: Testing development or customization changes as well as defect fixes must 
be managed to assure the proper migration of changes from the test to the production 
environment. HE requires that such changes be managed to assure that changes are 
fully tested, accepted and properly placed into production.  

Preference: Preference is HPQC/Loadrunner.

Desired Feedback: System provider shall describe Unit Testing provisions and shall 
further address whether those provisions can be managed by HPQC/Loadrunner.

1 Change and Defect Management
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Standard: System shall allow for the use of automated change management and defect
tracking.

Comment: The tracking of custom changes and defect fixes are important and systems 
within HE shall allow those issues to be tracked from the time that an issue is defined 
until the subsequent adjustment is designed, developed, tested, accepted, placed into 
production and successfully used for a period of time. 

Preference: 
End User Discovered Post-go-live bugs: Service Now
Developers & Release testing: SAP - Solution Mgr, Visual Studio Team Foundation 
Server, HPQC

Desired Feedback: System provider shall indicate if a change and defect management 
system is used.

1 Enablement and Use of Event Logs for Error Tracking and 
Debugging

Standard: System shall provide for easy use of log files to track events during testing or
debugging operations.

Comment: The support for the system testing shall include generous use of event logs 
to record system conditions, messages, logical status and events during testing or 
debugging. Logs shall allow for optional, progressive disablement during normal 
operations.

Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate the extent and use of system log 
capabilities.

1 Multiple Separate but Consistent Environments

Standard: System (under its proposed licensing provisions) can be configured and 
sized to support multiple environments (including development, staging, and training) 
that fully emulate the production environment including connectivity to other key 
systems.

Comment: The separate environments shall be configurable to have the same 
functionality as the production environment to assure that processes created in these 
non-production environments will operate in the production environment as originally 
developed.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe provisions for establishing separate 
environments and its configuration and deployment alignment with the production 
environment.

1 Use of Virtual Server Environment for Multiple Environments

Standard: System (under its proposed licensing provisions) should allow for the hosting 
of development, staging, or training versions/implementations of the system on Virtual 
Server.

Implementations of the system should be capable of being loaded on an instance a 
virtual server for fundamental development, testing or training purposes and should 
behave on a virtual server consistent with behavior on a dedicated server.

Preference: VMWare or AIX-based virtualization (LPAR).

Desired Feedback: System provider should indicate if systems support virtualization.

1 Straightforward Production Deployment

Standard: System can be deployed from a Test to Production environment by 
straightforward alteration of path names and connections using executable or msi 
and/or batch files.

Comment: The system shall not require any fundamental re-configuration to deploy 
from test to production. The movement of code or the updating of connections and the 
loading of current data shall be the only major technical elements of final production 
deployment. These shall be accomplished via the use of HEs Operational Team Deploy 
with no required intervention from the system provider.
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Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate if deployment can be accomplished 
with no fundamental reconfiguration other than connectivity and data updates or 
movement of tested code to the production system.

1 Version Consistency among Environments

Standard: New system releases can be managed in way that allows for easy and 
straight forward version control to be maintained consistently among all environments.

Comment: Patch and upgrade procedures shall allow for the consistent application of 
system updates to all environments without undue difficulty.

Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate how updates are applied to include 
all relevant environments including a description of tools and processes required.

Meets Will 3rd P Cust No Other
1 N-Tier Application Architecture

Standard: System shall employ use of application development tiers to separate major 
functions or layers.  Systems must use at least 3-tiers (database, application, client), but
may use more than that.

Comment: Beyond the simple separation of application from data, the system uses a 
well defined tier approach to separating major services including separation of the 
presentation layer from the application layer, separation of web server components from
application components as well as providing separate security administration, separate 
report and print services, etc. See these requirements for related information: Network 
Security Zones; Data Tier Separation; Segregation of Reporting Services; and 
Substantial to Full Separation of the Presentation Layer.  Each Tier will be in its own 
security zone.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe the tier architecture of the system 
and describe the separation and integration methods for defining tiers.

1 Data Tier Separation

Standard: Data shall be stored in a separate tier distinct from other aspects of the 
application architecture.

Comment: 3-tier to ‘n’ tier technologies allow more flexible solutions and allow the 
application to be scaled up to meet higher load levels. At a 3-tier minimum, a separated 
data tier compliant with the Modeling View Controller (MVC) design pattern is a widely 
accepted implementation of the standard. If the data is not stored to meet this guideline, 
the integration, maintenance and reporting functions associated with the application can 
be problematic.

Preference: Data to be stored in a database.

Desired Feedback: If system does not meet this standard, what type of data storage 
approach is used? 

1 No Storage/ Maintenance of Data on Web Servers

Standard: Beyond the separation of data from the application, the system shall 
specifically avoid storing (other than very short term caching) of any ‘content’ 
information on web servers.

Comment: No application or system content information shall ever be stored on a web 
server as part of an on-going data storage arrangement or strategy. Any temporary 
cache data must also meet HE standards regarding encryption of data outside a HE 
firewall.

Preference: Data to be stored in SQL DB behind Firewall.

Desired Feedback: If system does not meet this standard, describe what type of data 
storage is maintained at the web server level.

1 Segregation of Reporting Services

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:
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Standard: System shall support the segregation of reporting functionality so as to allow 
use of mainstream external tools for generating reports from the data.

Comment: Consistent with the n-tier architecture approach, HE prefers systems or 
applications architected to allow third party reporting tools such as SAP Business 
Objects to be used in developing reports from the data.

Preference: Preference for SAP Business Objects.

Desired Feedback: If system does not meet this standard, what type of data reporting 
approach is used? If compliant version is planned, provide any information on release 
date and form of compliance.

1 Substantial to Full Separation of the Presentation Layer

Standard: System shall employ substantial to full separation of the presentation layer 
from the application layer.

Comment: Consistent with the n-tier architecture approach, HE prefers systems or 
applications architected to allow alternative presentation options such as fat vs. thin 
client options without affecting fundamental system functionality.

Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate whether the system has multiple 
presentation modes or whether it allows the presentation mode to be upgraded 
separately from the application logic. If system does not meet this standard, what 
options for altering the presentation mode/layer exist? Is the system tied to a particular 
presentation mode?

1 Application Function Componentization

Standard: Individual system functions should be modular, thereby providing individual 
business functions in a componentized fashion.

Comment: Separated program modules should allow the individual modules to be 
‘called’ from one another or from a main program in order to ‘re-use’ functionality across 
the system.

Preference: No products specifically preferred.

Desired Feedback: System provider should describe degree of componentization and 
whether the system is more fully based on principles of SOA.

1 WSDL or WADL Enabled

Standard: System should allow business functions/processes to be defined in WSDL or 
WADL.

Comment: Web Services Description Language (WSDL) is used to define a service 
within an SOA environment. Applications which are truly Web Services enabled will use 
this utility. Similarly, Web Application Description Language (WADL) is used to fine 
services usually within a REST web service.

Preference: No products specifically preferred.

Desired Feedback: System provider should indicate if and where WSDL/WADL is used 
to define common services. 

1 WSFL Enabled

Standard: When applicable, system should allow workflow attributes to be described in 
WSFL.

Comment: Web Services Flow Language (WSFL) may be used to describe workflow 
activities within an SOA environment. Applications with workflow attributes may use this 
utility.

Preference: No products specifically preferred.

Desired Feedback: System provider should indicate if and where WSFL is used to 
define common services.

1 SOAP or REST Enabled

Standard: Important system functions shall be callable via SOAP or REST protocol.
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Comment: Application functions that can be evoked via SOAP or REST protocol can be
leveraged by other applications as a service. In some cases, functions within legacy 
applications can be wrapped to become “callable” and may use this technique to into a 
future HE architecture more smoothly.

Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate what functions, if any, are available 
to be called via SOAP or REST consistent procedures.

1 UDDI Enabled

Standard: Important system functions can be described using UDDI publishing.

Comment: Important application functions may, under certain conditions, be described 
and published using Universal Discovery, Description and Integration (UDDI) 
techniques. When used appropriately, these techniques can allow system functions to 
be more fully exposed and available to other system uses. Appropriate judgment should 
be used in requiring this standard.

Preference: No products specifically preferred.

Desired Feedback: System providers should indicate what functions, if any, are 
described and/or published using UDDI.

1 Service Choreography

Standard: System should be componentized to the point of allowing process functions 
to be rearranged in order to form a new process flow with different characteristics (i.e., 
choreographed).

Comment: Service Choreography refers to the ability to re-configure business 
processes using utilities that rearrange the manner and sequence in which SOA 
enabled program modules (containing business logic) are executed.

Preference: No products specifically preferred.

Desired Feedback: System provider should indicate whether choreography 
management functions have been built into system and how extensive they may be.
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Meets Will 3rd P Cust No Other
1 API Extensiveness/Flexibility

Standard: All user accessible data in the system shall be capable of being accessed 
via documented APIs (with the preferred method of access being a data access model).

Comment: Data transfer in and out of applications is a critical component for 
evaluation. At a minimum, HE expects applications to have a robust level of Application 
Program Interfaces (API) or more preferably a data object model that provides flexibility 
to access the full range of functional data. Testing Excel insertion with paste link to 
word.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe API extensiveness including 
whether edit controls are applied to APIs and whether a data model is used for outside 
access to system data. More extensive feedback would include lists of documented 
APIs or documentation for the data access model. 

1 Integration with Websphere MQ and Message Broker

Standard: System should support integration with IBM’s Websphere MQ and Message 
Broker.
Comment: For applications that communicate with other applications via a messaging 
process, HE seeks to accommodate such communication within its selected enterprise 
messaging system which is Wesphere MQ.
For application to application communication, especially if communication is in real time,
HE seeks to perform Enterprise Architecture Integration (EAI) functions using IBM 
Message Broker.  

Preference: Websphere MQ and Message Broker

Desired Feedback: System provider should indicate if the system support integration 
with WebSphere MQ and Message Broker.

1 Native XML Support

Standard: System should support use of XML natively to present data or to transfer 
information in and out of the system.

Comment: XML is widely accepted by today’s IT industry, and it is the fundamental 
standard for SOA. Both WSDL/WADL and SOAP/REST are all defined in XML format. 
Native application support for XML is considered ideal with XML compatibility via 
additional utilities established as a next best alternative.

Preference: No products specifically preferred.

Desired Feedback: System provider should describe native provisions for presenting 
data and whether that includes converting data to an XML format for inter system 
communication.

1 XML Compatibility

Standard: Even if the system does not natively support XML, the system shall be 
architected to extensively support XML processing through 3rd party XML utilities.

Comment: Irrespective of whether the system natively supports XML interchange, does 
the system interface tightly with third party XML utilities that can be used to either 
convert system data to XML or take system provided XML data and process it further?

Preference: No products specifically preferred.

Desired Feedback: System provider shall explain systems compatibility with 3rd party 
XML utilities and name its preferred utility if one exists.

1 Integration at the Web Services Layer

Standard: System should support integration flexibility at the web services layer such 
as allowing XML/WSDL/WADL calls or the interactive use of portlets.

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
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Explanations should be short, but vendors 
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Comment: HE seeks functional flexibility among its applications that allow applications 
to make calls for web services and to receive calls for web services.

Preference: No products specifically preferred.

Desired Feedback: System provider should explain the degree to which the system 
utilizes web services for calling services and for defining services that can be called.

1 Integration with OData

Standard: System should support integration with Microsoft’s Open Data Protocol 
(OData).

Comment: OData allows for integration of the application data with other applications.

Preference: No products specifically preferred

Desired Feedback: System provider should explain whether system can be configured 
to support OData.

1 Integration ETL Tools

Standard: For direct DB to DB data consolidation, integration or Extract/Transfer/Load 
(ETL) functions, the system shall support integration with MS SQL Server Integration 
Services (SSIS) or SAP Data Services.

Comment: When the direct integration of data environments is performed between two 
MS SQL compliant data bases, HE supports the use of SSIS for performing and 
monitoring the full Extract/Transfer/Load (ETL) of data from one database to the other. 
For other system-to-system transfers, SAP Data Services is the desired tool.

Preference: Integration with MS SSIS and SAP Data Services.

Desired Feedback: For relevant functions, system provider shall describe data 
integration capabilities and the ability of the system to leverage SSIS or SAP Data 
Services.

Meets Will 3rd P Cust No Other
1 Interoperability with MS Exchange

Standard: For e-mail related functions, system interfaces with or interoperates with MS 
Exchange 2010 or higher.

Comment: For systems or applications that shall interoperate with e-mail to facilitate 
workflow notifications or other human messaging services, HE expects that such 
systems will interface with its current implementation of MS Exchange.

Preference: Integrate with MS Exchange 2010 & 2012.

Desired Feedback: System provider shall indicate the functions and the degree of 
integration, if any, with MS Exchange.

1 Interoperability with MS Office SharePoint 

Standard: For relevant services, system shall interface with MS Office SharePoint.

Comment: For systems or applications that shall integrate with group collaboration or 
group office productivity software, HE expects that such systems will interface with its 
current implementation of SharePoint.

Preference: Integrate with SharePoint 2013.

Desired Feedback: System provider shall outline functions and levels of interoperation 
with HE currently supported version of SharePoint.

1 Interoperability with MS Office desktop productivity suite

Standard: For relevant office productivity integrations at the desktop, system shall 
interface with MS Office 2010 or higher.

Comment: For systems or applications that should interoperate with desktop 
productivity tools, HE expects that such systems will interface with its current 
implementation of MS Office 2010 and will migrate with HE to a newer MS Office at an 
appropriate later date.
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in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
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attention to the Desired Feedback text as it 
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Explanations should be short, but vendors 
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in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short but vendors

Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials
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Preference: Integration with MS Office 2010 or Higher.

Desired Feedback: System provider should outline functions and levels of 
interoperation with MS Office 2010 or Higher.

1 Interoperability with SAP Business Objects

Standard: For selected enterprise reporting services, the system should support use of 
SAP Business Objects.

Comment: This is a stated direction for the future as HE focuses on Business Objects 
for enterprise reporting.

Preference: SAP Business Objects preferred.

Desired Feedback: For relevant functions, system provider should describe data 
reporting compatibility with Business Objects.

Meets Will 3rd P Cust No Other
1 Native EDI Support

Standard: When Electronic Data Interchange (EDI) support is required, 
system/application should provide native EDI support consistent with industry standard 
EDI file formats when such formats are applicable.

Comment: Because some HE business partners require EDI based file transfer 
communication, native support of EDI in relevant applications is preferred. EDI is 
relevant for a small minority of business functions, but for those limited functions, it may 
be quite important. 

Preference: No products specifically preferred.

Desired Feedback: System provider should describe EDI features and compliance with 
relevant industry protocols for standard file formats.

1 EDI Support

Standard: When Electronic Data Interchange (EDI) support is required and application 
does not natively support EDI communication, the system should easily allow for EDI 
support to be applied through integration with 3rd party tools.

Comment: If the preferred standard of native EDI support is not included in the 
system/application, the system should be compatible with use of third party EDI tools by 
providing convenient file export functions that can be linked fairly seamlessly to third 
party EDI file management tools.

Preference: No products specifically preferred.

Desired Feedback: System provider should describe the form of integration between 
system and third party tools including the name of recommended tools.

Meets Will 3rd P Cust No Other
1 Windows based Web Browser Compatibility – Internal Use

Standard: Browser based potions of system shall work with MS Explorer 10.0.

Comment: Applications that deliver UI over browser technology shall be compatible 
with the currently stated HE standard for internal browser compatibility.

Preference: Vendor can certify Microsoft Internet Explorer.

Desired Feedback: System provider shall state clearly what their browser 
compatibilities include and/or what their requirements are.

1 Extended Web Browser Compatibility – Internal Use

Standard: Browser based potions of system shall work with MS Explorer 10.0 to be 
inclusive of all internal users.

Comment: Applications that deliver UI over browser technology shall be compatible 
with the currently stated HE standard for internal browser compatibility.

Preference: Vendor can certify Microsoft Internet Explorer.

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
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Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials

Explanations should be short, but vendors 
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
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Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
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attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
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Desired Feedback: System provider shall state clearly what their browser 
compatibilities include and/or what their requirements are.

1 General Web Browser Compatibility – External Use

Standard: Browser based potions of system exposed to public facing internet shall work
with MS Explorer 10.0 & higher, Firefox 32.0 & higher and Safari 7.0 and higher to be 
inclusive of all external users.

Comment: Applications that deliver UI over browser technology shall be compatible 
with the currently stated HE standard for external browser (public facing) technology 
and the separate standard for external browser technology. 

Preference: Certify Explorer, Firefox & Safari, Chrome.

Desired Feedback: System provider shall state clearly what their browser 
compatibilities include and/or what their requirements are.

1 Full Enablement of UI via Browser (without Terminal Services)

Standard: When required, web browser can be used as the sole client side access for 
the application. Native browser support is generally preferred while self-updating plug-
ins may be accepted.

Comment: The software should have web browser enabled UI (HTML over HTTP) that 
conducts the user interaction from either an unaided browser, or at minimum, a browser 
with plug-ins that update automatically. The objective of this standard is to support the 
application via “thin client” technologies which should not require HE to install any 
interface application on the user’s desktop PC or require use of Terminal Services.

Preference: Compatibility on all HE Browsers.

Desired Feedback: System provider should indicate level of compliance with all 
browsers listed in current HE General Web Browser Compatibility standard.

1 Web Portal Enablement for External Use

Standard: Information and functionality in the system UI can be segmented and 
presented as components within a web portal.

Comment: The ability to have meaningful chunks of software application functionality 
and information displayed within a Web Portal is consistent with HE direction and is 
desired in any application in as much as it is reasonable and meaningful. Allowing 
flexible data exchange among portal segments is also desired.

Preference: Integration with Ingeniux.

Desired Feedback: System provider should outline the system capabilities for 
expressing its parts as portal components.

Meets Will 3rd P Cust No Other
1 Use of Windows 7 Browsers for Presentation

Standard: For internally-accessed components, if system will not install as a native 
client on Windows 7 devices, system can use MS Explorer browser for full presentation 
and interaction.

Comment: At a minimum, systems that must be accessed via Windows PCs must be 
able to present information and appropriate functionality via the native browser (MS 
Explorer) features of Windows 7.

Preference: MS Explorer 10.

Desired Feedback: System provider should indicate how system can be assessed and 
utilized via Windows 7 workstations.

may also use hyperlinks above or references 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Meets Will 3rd P Cust No Other
1 Application Server Platform

Standard: System should operate on current HE Application Server Platform Standard 
which is defined as Windows Server or AIX.

Comment: HE mandates that any new software packages run on the current HE 
standard.

Preference: Preference for Windows Server 2012 and AIX. Lesser preference for 
Redhat.

Desired Feedback: System provider should specify supported application server 
platforms.

1 Use of MS IIS as Web Server Platform

Standard: Web related system services should operate using a currently supported 
version of Microsoft Internet Information Server (IIS).

Comment: Software requiring a web server platform should operate from the most 
recent version of MS IIS.  Limited use of Unix Webservers may be allowed on a case-by
case basis.

Preference: Preference for most recent version of MS IIS.

Desired Feedback: System provider should specify supported web server platforms.

Meets Will 3rd P Cust No Other
1 Vertical Scalability

Standard: System can be scaled vertically by adding CPU power and/or memory.

Comment: This is both application architecture standard and hardware standard. A 
system shall be able to scale by adding memory and/or CPU power. Horizontal 
scalability is addressed by a separate standard.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe ability to scale by adding resources 
to a single server and shall further describe any impact on licensing and fees.

1 Horizontal Scalability

Standard: System can be scaled horizontally by adding servers.

Comment: Horizontal Scaling means applications can be run on a cluster of servers 
(with balancing), thus enabling HE to add more servers when the work load expands. 
Not all software allows horizontal scaling.

Preference: F5 load balancing preferred.

Desired Feedback: System provider should describe ability to scale by adding 
additional servers.

1 Cluster Awareness

Standard: System is ‘cluster aware’ at the application layer and can fully leverage 
server based clustering techniques.

Comment: To fully leverage clustering features, the application layer must be designed 
to work with server functionality to engage clustering options. System provides such 
integration. 

Preference: Preference is Power HA for AIX, MS clustering for Windows, and Service 
Guard for Linux.

Desired Feedback: System provider should provide information and architectural 
specifications dealing with how the system leverages clustering capabilities.

1 Manual Failover Procedures
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Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:

Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Scalability and Performance

C
or

e
M

an
da

to
ry

In
fo

rm
at

io
n 

O
nl

y

M
an

da
to

ry

In
fo

rm
at

io
n 

O
nl

y
Id

ea
l  

C
or

e
C

or
e

C
or

e
M

an
da

to
ry

M
an

da
to

ry

Vendors may add any hyperlink to right:

In
fo

rm
at

io
n 

O
nl

y
Id

ea
l  
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials
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Standard: System can be recreated and brought back to prior state through manual 
restoration processes while also using system logs or other outside messaging / broker 
services to understand which transactions may have failed.

Comment: This standard for failover protection is not intended to cover instant or semi-
automatic failover services but instead represents a base line standard to validate that 
the system can at least be restored to a specific ‘before failure’ state using manual 
system restore techniques.

Preference: No products specifically preferred.

Desired Feedback: If system is not being protected via other semi automated or fully 
automated fail over techniques, system provider should describe the steps necessary to 
restore the system and potentially recover transactions in progress at the point of 
failure.

1 Semi Automated Failover Protection

Standard: System supports semi automated failover protection that allows a 
replacement platform to be brought up within 15 minutes of failure complete with an 
audit log of failed transactions.

Comment: This standard for failover protection is not intended to cover instant failover 
involving full transaction recovery and seamless, automated re-processing of 
transactions. This standard assumes some operator intervention to bring up 
replacement system and to find, account for and re-process failed transactions.

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify the steps necessary to provide for 
system restoration (even if manual) including the steps necessary to identify (and 
restore) transactions in progress at the time of failure.

1 Unattended High Availability Failover Protection

Standard: System supports High Availability failover protection that provides for 
unattended within 1 second with complete transaction recovery and seamless re-
processing of failed transactions in progress.

Comment: This standard for failover protection assumes near instant failover involving 
full transaction recovery and seamless, automated re-processing of transactions. This 
standard assumes no significant operator intervention to bring up replacement system 
and to find, account for and re-process failed transactions.

Preference: Preference is Power HA for AIX, MS clustering for Windows, and Service 
Guard for Linux.

Desired Feedback: System provider shall detail high availability failover protection 
options.

1 Response Time Performance – Internal Network

Standard: Overall Response time for a simple transaction should be consistent with the 
needs of the application. Internal Client based systems should generally return a query 
within 1.0 seconds on networks if one assumes a baseline of 50 mbps effective 
throughput.

Comment: Response is difficult to estimate, but in general, response time performance 
for internally deployed systems operating at an average of 50 mbps should generally fall 
within 1.0 seconds for simple transactions. HE understands that ultimate 
responsiveness is heavily influenced by our underlying network and data stores, and HE
expects that its systems can support such responsiveness if the application is well 
constructed.

Preference: No products specifically preferred.

Desired Feedback: System provider should estimate system architecture requirements 
to achieve HE response standards. Provider should also indicate estimated response 
time.

1 Response Time Performance – External Facing

Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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should be explained. Also, please pay 
attention to the Desired Feedback text as it 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
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Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
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Standard: Overall Response time for a simple query should be consistent with the 
needs of the application. Response to a well powered web client assuming a base 
overall through put speed of 8 mbps on the network should be within 1.5 seconds. HE 
understands that ultimate responsiveness is also heavily influenced by our underlying 
network and data stores, and HE expects that its systems can support such 
responsiveness if the application is well constructed.

Comment: Response is difficult to estimate, but in general, response time performance 
for web systems that provide external interactions to HE constituents and community 
members should provide return pages within 1.5 seconds assuming a typical 
workstation and an 8 mbps download speed to a major ISP.

Preference: No products specifically preferred.

Desired Feedback: System provider should estimate system architecture requirements 
to achieve HE response as stated.

Meets Will 3rd P Cust No Other
1 TCP/IP Network Transport Protocol

Standard: TCP/IP is the standard HE business network transport protocol.

Comment: HE does not support Novell NCP, IPX or other proprietary protocols other 
than VPN encryptions that continue to use TCP/IP. NetBIOS is not supported as a 
transport protocol even if it is recognized.

Preference: IPv4 required.

Desired Feedback: System provider shall describe its network transport protocols.

1 HTTP and HTTPS Data Transport Protocols

Standard: HTTP and HTTPS are the standard HE web data transport protocols.

Comment: HTTP is the dominant data transport protocol today and it is a HE mandate 
for on-line applications. HTTPS is, at a minimum, required for secure data transport but 
can be replaced by more secure forms of connectivity as needed.  See the 
"Cryptographic System" requirement for additional information.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe its data transport protocols.

Vendors may add any hyperlink to right:
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Network/Communication Architecture 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials
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Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Meets Will 3rd P Cust No Other
1 Capability to Run in Virtual Environment

Standard: System is capable of effective operation in a virtual server environment.

Comment: System will operate in a virtual server environment such as VMware or IBM 
LPARS. System functionality in the virtual server environment shall be equal to 
functionality on a dedicated server.

Preference: VMware or AIX LPAR preferred.

Desired Feedback: System provider shall indicate in what virtual environments, if any, 
the system will operate.

1 Compatibility with Storage Area Network (SAN)

Standard: System implementer shall deploy storage services within HE Storage Area 
Network (SAN) based on 3PAR. 

Comment: System shall be deployed to operate using a SAN for all system data 
storage needs other than server based logs or configuration files. 

Preference: 3PAR preferred.

Desired Feedback: System implementer shall be familiar with SAN technologies in 
order to ensure that the product being implemented is configured correctly to function in 
a SAN environment.

1 Compatibility with Native Fiber Channel for SAN Management

Standard: System is compatible with the native fiber channel used with Storage Area 
Network (SAN) management.

Comment: System will operate using native fiber channel standards for transmitting 
hardware commands used to manage remote services on SAN servers and devices. 

Preference: EMC SAN services using native fiber channel
Desired Feedback: System provider shall indicate compatibility with native fiber 
channel.

1 Compatibility with On-Line Back-up and Restore Functions

Standard: System is capable of effective operation in concert with On-Line data back 
up procedures including awareness of open transactions and files.

Comment: System shall allow data and applications to be backed up using on-line back 
up and restore services. Back-ups shall work from a schedule and the restore functions 
shall not first require conventional loading of the OS and relevant applications. HE 
currently uses CommVault software systems to manage its storage management and 
back-up services.

Preference: Preference is eVault i365.

Desired Feedback: System provider shall indicate compatibility with eVault i365 and 
related procedures.

1 Compatibility with System Configuration Management software

Standard: System is capable of effective operation in conjunction with system 
configuration software.

Comment: System software change and configuration management services can be 
managed using SCCM (for windows) and Uptime (for AIX and Linux).

Preference: SCCM management services for Windows, Uptime for AIX & Redhat.

Desired Feedback: System provider shall indicate compatibility configuration software.

 1 Patch Level Compatibility

Standard: Applications must be consistent with current HE upgrade and fixpack levels 
for the HE Operating Environment.
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Typically, a positive response above to the 
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Explanations should be short, but vendors 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Comment: Most software packages are designed and implemented based on certain 
patch and upgrade levels within the IT environment. (e.g., .Net, J2EE or JVM level, 
Operating system version and fix pack level, etc.) Quite often, when people purchase 
different packages (even from the same system provider), there is a 
version/specification level conflict. It is important to resolve compatibility issues before 
packages are purchased or deployed.

Preference: Product must maintain compatibility with current platform versions.

Desired Feedback: System provider shall state policy to maintain software compatibility
with underlying system patches.

1 System Management Utilities

Standard: Systems and applications shall be supported by system management utilities
commensurate with the management needs of the product.

Comment: Systems management requirements must be established to meet the 
specific needs of the application and its environment. Major categories of requirements 
will include: (1) system utilities, (2) backup/recovery and (3) routine system 
management/operational procedures.

Preference: Preferences are MS System Center Operations Manager and AIX (native 
tool).

Desired Feedback: System provider shall state compatibility with stated system 
management utilities.

1 Compatibility with Application Performance Management (APM)

Standard: System supports and is tolerant of Application Performance Management 
(APM) monitoring.

Comment: System should not show ill effects, slow or otherwise be intolerant of APM 
modules running on the network to provide information on the performance of systems 
operating from network servers.

Preference: SCOM management services.

Desired Feedback: System provider should indicate compatibility with SCOM 
capabilities.

1 Low Intervention Maintenance Requirements

Standard: System shall have no to low system intervention needs requiring operator 
initiated or assisted maintenance activities such as purging of log files, data integrity 
checks, indexing or similar activities.

Comment: System management requirements shall be capable of being automated 
where reasonable and the number of manual or operator initiated interventions shall be 
small to non-existent.

Preference: No products specifically preferred.

Desired Feedback: System provider shall outline all maintenance functions requiring 
regular intervention by system operators.

1 Service Lifecycle and Upgrade Schedules

Standard: Software product service lifecycle and upgrade schedules should be 
consistent with HE expectations for system life (upgrades on the average of four years, 
with expected product life on the order of ten to twelve years).

Comment: This standard is highly discretionary and is included for fundamental data 
gathering and overall assessment as opposed to strict quantitative evaluation.

Preference: No products specifically preferred.

Desired Feedback: System provider should describe and service lifecycle and upgrade 
schedules. 

Meets Will 3rd P Cust No Other
1 Remote Support Capability and Access

Standard: Remote support access for systems or applications is to be granted on a 
very judicious basis and shall conform to ITS Remote Access policies.

System Support

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
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may suggest a helpful response comment. 
Explanations should be short, but vendors 
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in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 

vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Comment: In many cases, direct system provider management and/or support the 
system via remote access (VPN) can greatly improve the service availability and cut 
down the cost of IT operation. Allowance of direct access to the application layer or 
beyond is not to be granted lightly.

Preference: TLS (formerly known as SSL) and IPsec VPN.

Desired Feedback: System provider should indicate whether system provides a remote 
administration console or a console application. If so, what is the preferred manner of 
access by the system provider and does that conform to the HE Standard? What 
controls are in place on the system provider side to prevent unauthorized access from 
their location.

1 Service Level Agreements

Standard: In order to support the Performance and Availability standards and 
requirements, external system providers will need to comply with HE developed Service 
Level Agreements (SLAs).

Comment: Basic expectations include: 
(1) Back-end system should be available 24x7 (e.g.,8x5,10x6,24x7) with allowable down
time via a reserved maintenance window scheduled for Wednesday nights between 
7:30pm – 12:00am. (In some e-business application outages, service may be 
maintained via appropriate caching techniques). 
(2) Back-end systems should provide appropriate transaction logging and tracking 
mechanisms to perform audits and establish controls.

Preference: No products specifically preferred.

Desired Feedback: System provider should indicate its ability to comply with HE SLAs.
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Meets Will 3rd P Cust No Other
1 Authentication and Identification

Standard: System shall provide or allow for user authentication and identification.

Comment: System integrated into the HE environment must provide user ID 
management and logon functions as well as provide or interface with measures 
designed to guard against fraudulent transmission and imitative communication 
deception by establishing the validity of the transmission, message, station or individual.
System shall provide authentication and identification for employees and customers.

Preference: MS Active Directory preferred.

Desired Feedback: System provider shall describe authentication and ID capabilities.

1 Use of Integrated Windows Authentication for Web Services

Standard: If system uses web based components, system shall interface with 
Integrated Windows Authentication (IWA) to provide for user authentication and 
identification.

Comment: Any new software package must provide user ID management and logon 
functions and HE desires that its systems use in as much as appropriate, the features of
MS Integrated Windows Authentication.

Preference: MS Active Directory preferred.

Desired Feedback: System provider shall describe the extent of IWA capabilities.

1 LDAP Integration

Standard: The system operates in conjunction with standard LDAP services.

Comment: LDAP is the most widely accepted protocol for maintaining a directory of 
authenticated users and while a software package may provide its own authentication 
service, the capability of using 3rd party authentication using LDAP information is critical
for raising security services to an enterprise level and using services such as single 
sign-on (SSO).

Preference: MS Active Directory preferred. LDAP where Active Directory not 
supported.

Desired Feedback: System provider shall describe the extent of LDAP integration.

1 Internal and External Password Management

Standard: System must be capable of enforcing strong password handling for all 
external customer users and for HE users (employees or contractors), and the ability to 
enforce different rules based on account type (e.g. internal, customer, supervisor, 
administrator).

Comment: Vendor system must support the following:
- Must have capability to have passwords expire on a configurable timeline based on 
account/user role, with 90-days being the default for internal system users and no 
expiration date for customers.
- Must have configurable complexity requirements based on account/user role, including
the ability to require:
- passwords for internal system accounts must contain three or more of the following 
groups: 
--- Upper case letters; 
--- Lower case letters; 
--- Numbers; 
--- Special characters (ex: $, @, #, %, etc.);  
- At least eight (8) characters long; 
- Must not be common words or combinations of common words; 
- Must not be the same as the user ID, nor an anagram or variation of the user ID.
- Cannot reuse the last (configurable number) passwords by user type, with 10 being 
the default for internal system users and no re-use restriction for customers.

Preference: No products specifically preferred.
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
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attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
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in text at right to highlight other relevant 
sections of proposal materials. 
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in text at right to highlight other relevant 
sections of proposal materials. 
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Desired Feedback: System provider must verify that password strength and reset 
requirements can be configured and enforced. 

1 Customer Privacy Settings- Web

Standard: System must not store cookies containing personally identifiable information 
and use the standard privacy settings of the browser.

Comment: The system must also not employ SuperCookies, EverCookies, 
PermaCookies or any other mechanism that circumvents a user’s browser privacy 
settings.

Preference: No products specifically preferred.

Desired Feedback: System provider must verify that cookies containing customer 
privacy information are not stored. System provider must verify that browser privacy 
settings are not overridden.

1 Customer Privacy Settings-Mobile

Standard: System must not override a customer’s mobile privacy settings.

Comment: If the solution contains a mobile application (smart phone, tablet, etc.) The 
mobile application must obey the customer’s mobile privacy settings for sharing or 
collection of customer data, such as contacts, geo-location data, or any other 
information not explicitly entered by the customer into the application.

Preference: No products specifically preferred.

Desired Feedback: System provider must verify that mobile application privacy settings 
are not overridden.

1 Confirmation of Customer Privacy Settings-Mobile

Standard: System shall prompt for permission to access customer data.

Comment: If the solution contains a mobile application (smart phone, tablet, etc.) The 
mobile application must prompt before accessing customer data, such as contacts, geo-
location data, or any other information not explicitly entered by the customer into the 
application.

Preference: No products specifically preferred.

Desired Feedback: System provider must verify that mobile application requires 
customer action to approve.

1 Single Sign-On (SSO) Enabled

Standard: Product supports Single Sign-On (SSO).

Comment: SSO can make security management easier, and provides an improved 
user experience. In the real world, when users have too many IDs and passwords to 
remember, the system may be less secure.

Preference: MS Active Directory preferred for internal and SAML for external.

Desired Feedback: System provider shall verify that system is compatible with SSO.

1 Removal of Generic Accounts

Standard: At the time of install all generic accounts and default logins shall be 
removed.

Comment: Default accounts and passwords may make the system vulnerable to 
unauthorized access. Unnecessary accounts shall be removed. For accounts that are 
required for proper system operation, the system provider shall document all accounts 
that are required and enable HE to modify them from the default setting.

Preference: No products specifically preferred.

Desired Feedback: System provider shall confirm that generic accounts and default 
logins will be removed/modified during installation.

1 Multi-level Access Control
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Standard: Product provides multiple levels of access control based on user profiles.

Comment: Product security shall allow access control to be imposed at multiple levels 
and shall generally extend to the data field level. For example multi-level denotes the 
ability to control at the field, page, function and/or module.

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify extent of multi-level access control 
capabilities.

1 Task or Role Based Access Control

Standard: Product provides task or role based access control tied to user profiles and 
group definitions.

Comment: Product security shall allow access control to be defined according to tasks 
or roles that are in turn related to ‘groups’ defined as part of the user profile 
administration.

Preference: No products specifically preferred.

Desired Feedback: System provider shall explain task and role based security controls 
for function access and data access as well as the manner in which groups are defined 
to represent these roles.

1 Task or Role Based Data Import/Export Control

Standard: Product provides task or role based data import/export control tied to user 
profiles and group definitions.

Comment: Product security shall allow data import and export control to be defined 
according to tasks or roles that are in turn related to ‘groups’ defined as part of the user 
profile administration.

Preference: No products specifically preferred.

Desired Feedback: System provider shall explain task and role based security controls 
for data import/export and the manner in which groups are defined to represent these 
roles.

Meets Will 3rd P Cust No Other
1 Removal of Unnecessary Software

Standard: All software components that are not required for the operation and/or 
maintenance of the procured product shall be removed. If removal is not technically 
feasible, then software features that are not required for the operation and/or 
maintenance of the procured product shall be disabled.

Comment: Unnecessary software and features (e.g., messaging services, unused 
drivers, etc.) that are left enabled may make it easier for unauthorized access to occur 
and remain undetected. All items retained shall be documented.

Preference: No products specifically preferred.

Desired Feedback: System provider shall confirm that it will remove/disable all 
unnecessary software/features and - for features that cannot be disabled - that it will 
provide risk mitigation support.

1 Disable non-required services and ports

Standard: Services and ports not required for operation of the system may provide 
vulnerability and shall be removed and disabled.

Comment: System shall be able to function without the disabled ports and services. All 
such actions shall be documented by the system provider.

Preference: No products specifically preferred.

Desired Feedback: System provider shall indicate what ports and services are not 
required.

1 Version/Patch utility

Standard: All versions for software, configurations, firmware, scripts, macros and 
enabled ports and services shall be accessible and reported through a utility.

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
R t f th th i ti

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Software and Services

In
fo

rm
at

io
n 

O
nl

y
Id

ea
l  

C
or

e
M

an
da

to
ry

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Comment: Application utility needs to aggregate and report on existing 
versions/patches by module or executable file.

The Supplier shall provide documentation of software/firmware that supports the 
procured product, including scripts and/or macros, run time configuration files and 
interpreters, databases and tables, and all other included software (identifying versions, 
revisions, and/or patch levels, as delivered). The listing shall include all ports and 
authorized services required for normal operation, emergency operation, or 
troubleshooting. This documentation must include user guide(s); system installation and 
maintenance documentation; application flow diagrams and descriptions; data file 
schema; back-up procedures; and recommended security and user test procedures.

Preference: Native to the product (no third party).

Desired Feedback: System provider shall confirm that it can provide a full inventory of 
software, firmware, scripts, ports, etc. supporting procured product and that 
unnecessary items will be removed or disabled during implementation.

Meets Will 3rd P Cust No Other
1 Web browser session protection

Standard: For web based components, the system supports the Transport Layer 
Security (TLS) protocol for internet session security. 

Comment: 
1) For web browser based components, the system must support the Transport Layer 
Security (TLS) protocol for internet browser session security, but the vendor is free to 
recommend alternative encryption methods as well.

2) Unless otherwise agreed to during system implementation, set a default of using TLS 
for all web browser pages handling non-public data.

3) Use HTTP Strict Transport Security (HSTS) and the Secure Cookie flag for all 
browser sessions handling non-public data.

4) Do not include Hawaiian Electric Company non-public data as part of any URL.

Preference: TLS v1.2.

Desired Feedback: System provider shall verify that system uses TLS where 
appropriate.

1 SSH File Transfer Protocol

Standard: System shall support large file transfer utilizing a SSH (Secure Shell) File 
Transfer Protocol (SFTP) Server.

Comment: SFTP is the current industry standard for secure file transfer and is a HE 
mandate for open transfer of HE information.

Preference: See "Cryptographic System" requirement for algorithm.

Desired Feedback: System provider shall verify system uses SFTP where appropriate.

1 Inter-process Communication

Standard: The system shall enforce security policies from the critical side when 
interprocess communication is initiated from a less privileged application.

Comment: Separation of privileges between different applications is critical for 
minimizing the extent of system vulnerability if a particular application is compromised.

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify its ability to configure interprocess 
communication and privilege separation.

1 Secure Transport of Company non-Public Data

Standard: System shall support secure transmission of all non-public data.

Comment: All non-public data must be encrypted in accordance with the standard 
depicted in the "Cryptographic System" requirement .

Preference: See "Cryptographic System" requirement for algorithm.
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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In
fo

rm
at

io
n 

O
nl

y

Connection and Data Transport Security

Vendors may add any hyperlink to right:

Id
ea

l  
In

fo
rm

at
io

n 
O

nl
y

Id
ea

l  

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Desired Feedback: System provider shall specify the algorithms used for secure 
transports.

1 Network Security Zones

Standard: Vendor must document all data flows required to traverse any electronic 
security perimeter (ESP), whether between multiple internal ESPs or between internal 
and external ESPs. Requirements for Medium Impact BES Cyber Systems found in 
NERC CIP-005-5 Electronic Security Perimeters shall be followed.

Comment: The network shall be segmented into multiple network security zones, and 
methods shall be in place to restrict communication between zones. Also see the 
"System Interfaces" requirement.
Preference: No products specifically preferred.

Desired Feedback: System provider shall describe its proposed network architecture 
and methods for controlling communication between network security zones. Vendor 
must provide this information regardless of whether the security zone interface devices 
are provided or maintained by the vendor.

1 Wireless Technology

Standard: Where wireless links are used in the implemented system, the system shall 
support wireless technologies while remaining compliant with security standards. 
System shall support link or end-to-end encryption independent of data transmission 
carrier.

Comment: The system shall be compatible with other wireless equipment and shall 
minimize the potential for signal interception. The system shall be resilient to high-level 
threats including denial of service, eavesdropping, man-in-the-middle, masquerading, 
message modification, message replay, and traffic analysis. The system provider shall 
provide documentation regarding capabilities, requirements, limitations, and security of 
the system's wireless communication devices.

Preference: See "Cryptographic System" requirement for algorithm. WPA-2 Enterprise 
for 802.11 for authentication.

Desired Feedback: System provider shall describe the wireless protocols that are 
compatible with the provider's devices and demonstrate that known attacks do not 
compromise receiving devices. Describe their link or end-to-end encryption method and 
how it is independent of a data provider encryption (e.g. cellular data or microwave).

1 Network Intrusion Detection

Standard: The system shall allow for means to document that network traffic is 
monitored, filtered, and alarmed (e.g., alarms for unexpected traffic through network 
security zones) and provide filtering and monitoring rules on a 24x7x365 basis.

Comment: The system shall be configured with an intrusion detection system (IDS), 
which may be either host-based or network-based. The system provider shall provide 
recommendations for optimal IDS configuration which will enable HE to monitor traffic.

Preference: Supports integration with HE network IDS.

Desired Feedback: System provider shall describe its proposed network intrusion 
detection system architecture and monitoring conditions.

Meets Will 3rd P Cust No Other
1 Elimination of ‘Cached’ Data

Standard: If caching is used with non-public HE data, the cached data shall be 
encrypted and eliminated when no longer needed.

Comment: If confidential data is processed on the system, the system shall provide for 
the encryption of the cached data and elimination the cached data to assure that 
residual data is not left in caches or on local hard drives.

Preference: No products specifically preferred.

Desired Feedback: System provider shall fully explain to what extent confidential 
information can be targeted and encrypted.

1 Secure Storage of Company “Confidential-Restricted” Data At 
Rest.
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
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Standard: Regulated data, such as SSNs, financial account numbers, driver’s license, 
and PHI shall be encrypted at rest. PINS and passwords shall be stored hashed and 
never in clear text.

Comment: If confidential restricted data is stored via the system, the data shall be 
protected against unauthorized access or other exposure via encryption. The encryption 
(cipher) can be provided via a 3rd Party tool, but shall seamlessly integrate with the 
system. 

Preference: See "Cryptographic System" requirement for specifics on algorithms. HE 
currently uses Vormetric software to encrypt data at rest.

Desired Feedback: System provider shall confirm compliance.

Meets Will 3rd P Cust No Other
1 Session Termination for Inactivity

Standard: The system shall provide for automated session terminations after 
configurable periods of inactivity.

Comment: System shall monitor the activity level of a session and after a designated 
number of minutes of inactivity, system shall automatically close out the session and 
require re-logging of at least the password to continue.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe how this functionality is 
implemented and what level of granularity exists for HE to configure settings.

1 Limit Concurrent Sessions for Same User

Standard: The system shall be able to set configurable limits on the number of 
concurrent sessions allowed for any user.

Comment: System shall provide a configurable parameter to set the number of 
concurrent sessions allowed for any user. If the number is ‘1’, then system would 
prevent a second log-on by the same user at the same time.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe how this functionality is 
implemented and what level of granularity exists for HE to configure settings.

1 Lock Out after Unsuccessful Log-On Attempts

Standard: The system shall be able to lock out users after a configurable number of 
unsuccessful log-on attempts.

Comment: System shall provide a configurable parameter to set the number of 
unsuccessful log-in attempts before user is locked out and requires a reset to log-in 
again.

Preference: No products specifically preferred.

Desired Feedback: System provider shall confirm its ability to provide and customize a 
lock-out system for failed log-in attempts.

Meets Will 3rd P Cust No Other
1 Real-Time Inventory of Users

Standard: The system shall be able to report real time on all active users outlining all of 
their permissions and roles.

Comment: The system shall understand who is accessing the system at all times and 
be able to provide an immediate and on-going report of those users complete with all 
permissions granted, permissions being used, task roles granted and task roles being 
used. 

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify and explain provisions for tracking and 
understanding the actions of active users.

1 Audit History of Access and Changes

Standard: The system shall support tracking of new access, modification of access and 
security permissions for a configurable period.

Audit, Alert and Reporting Safeguards

Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Comment: The system shall enable HE to define specific permissions for individual 
users, modify permissions over configurable period, and track access by new users.

Preference: No products specifically preferred.

Desired Feedback: The system provider shall describe options for defining permissions
and verify the ability to modify these permissions.

1 Customizable Audit Logging and Reports

Standard: The system shall provide customizable audit logs and produce customizable 
reports detailing user and administrator activities and security events. Event logging 
must be enabled.

Comment: Administrative and user activities can be flagged for logging (and 
subsequent reporting) based on preferences set by HE.  Bidder shall provide 
information on audit logging sufficient for regulatory requirements such as Sarbanes 
Oxley (SOX), as well as NERC CIP compliance, normal malware/attack indicators, and 
for analysis toward detection of Advanced Persistent Threats (APT). While NERC CIP 
compliance is not a regulatory requirement, its provisions are good practice and are 
used as guidance at HE. 

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe audit capabilities and associated 
report capabilities. In particular, provide information on their recommended logging for 
user/administrator activity, detection of standard malware/attack activity as well as APT.

1 User Alert Regarding Prior Log-On

Standard: The system shall be able to alert user as to the time and location of previous 
Log-on(s).

Comment: Upon any log-in to the system, a notification shall appear showing the user 
the last date, time and source IP of the prior log-in(s).

Preference: No products specifically preferred.

Desired Feedback: System provider should describe what information the system 
provides to users regarding prior log-in(s).

Meets Will 3rd P Cust No Other
1 Resistance to Denial of Service

Standard: The system and or its infrastructure should be designed to resist ‘Denial of 
Service’ attacks.

Comment: System should employ methods that minimize the impact and risks from 
‘Denial-of-Service’ attacks (e.g., load balancing, packet filtering, connection throttling, 
etc.).

Preference: Application should be configured to limit session.
Desired Feedback: System provider should describe architecture components that 
help mitigate the risks from ‘Denial of Service’ attempts.

1 Protection via Security Devices

Standard: The system and or its infrastructure shall be adequately protected via 
external and internal security devices on a 24x7x365 basis.

Comment: System shall be compatible with and interoperate with host- (HIDS) and 
network-based (NIDS) security protection devices.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe any recommended host and 
network security devices that provide these functions without impacting performance or 
functionality of the proposed system.

1 Malware and Virus Protection

Standard: The system shall monitor health of the environment such as memory, CPU 
usage, network activity, hard disk space and other critical items and alert the support 
staff.
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

Vendors may add any hyperlink to right:
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Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials.
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Comment: For systems hosted/maintained by Hawaiian Electric, integrating with 
Hawaiian Electric Anti-Virus tools is important for a system maintenance staff and 
cost/licensing perspective.

For systems hosted/maintained by third parties, clarify requirements regarding keeping 
AV/malware signatures updated and notifying Hawaiian Electric whenever malware is 
detected on systems containing Hawaiian Electric data.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe its capabilities for preventing 
system infection by malware. Provider shall verify that cybersecurity services are 
compatible malware detection services. If malware detection is not included, service 
provider shall indicate compatible products.

1 System Heartbeat Monitoring

Standard: Signals from system hardware, software, and firmware shall be monitored to 
detect abnormalities.

Comment: The system shall preferably include regular heartbeat signals, but a last 
gasp from a failing component may also be used.

Preference: No products specifically preferred.

Desired Feedback: System provider shall identify viable heartbeat signals for network 
monitoring and examples of their application.

Meets Will 3rd P Cust No Other
1 Customer Data Purging

Standard: The system must allow for the purging or archiving of individual customers' 
data after a period of time as defined by HE.

Comment: In particular, the system shall allow for configuration and rule definition of 
either the period of time after which purging or archiving is desired or the definition of 
individual customers or groups of customers for purging or archiving. 

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify that the system has the capabilities to 
allow for this flexibility. 

1 Customer Communications Preference

Standard: System shall allow customers to define their preferred means of 
communications with HE.

Comment: Customers shall be able to configure methods of communication including 
telephone, email, or text.

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify that multiple communications channels 
are enabled throughout he system and that customers can be afforded the option as to 
which communication channel is preferred. 

1 Customer Opt-out

Standard: The system shall manage and track customer Opt-outs. (Applies only to 
systems with which customers directly interact.)

Comment: In particular, customer Opt-Out shall store an effective date to provide an 
audit trail and clarity of the customer’s choice at any given period of time.

Preference: No products specifically preferred.

Desired Feedback: The system provider shall verify that customer opt-out, at a 
minimum, stores an effective date of opt-out. The system provider shall describe how 
the opt-out works.

1 Customer Data Control

Standard: The system shall allow for customers to exercise meaningful control over 
their data.  (Applies only to systems with which customers directly interact.)

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
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Typically, a positive response above to the 
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vendors may add comments as desired. 
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should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials

Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Comment: Specifically, customers shall be permitted to opt-out of providing secondary 
data use; and, customers shall be permitted to retrieve and update their data as desired.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe how the system provides for ad hoc 
data retrieval and updating as well as use of secondary data opt-out.

1 Customer Authentication

Standard: The system should allow flexibility and choice with respect to customer 
authentication.

Comment: Customers should be able to use 2 factor authentication for their accounts if 
they desire. 

Preference: SAML support.

Desired Feedback: System provider should describe how the system affords multiple 
authentication optionality for customers. 

Meets Will 3rd P Cust No Other
1 System Backup

Standard: The system shall implement a rigorous data backup practice.

Comment: For systems to be hosted at or managed by Hawaiian Electric, vendor 
system must be compliant with and integrated into the existing Hawaiian Electronic data 
backup systems and procedures. For systems hosted at external sites managed by the 
vendor or vendor’s agent, vendor must ensure proper ongoing backup and storage of 
electronic data records.

Preference: No products specifically preferred.

Desired Feedback: System providers shall Describe how they have a defined a 
standard and enforced practice for system backup.

1 Encryption Key Exchange

Standard: The system should employ Ephemeral Key Exchange.

Comment: Describe how your system can be used with ephemeral key exchanges for 
all key exchanges protecting transmission of highly sensitive data (Hawaiian Electric 
Confidential, Confidential-Restricted data, and control data) which traverses both an 
electronic and a physical security perimeter. Describe any performance or support 
implications of the use of Ephemeral Key Exchanges for your implementation.

Preference: No products specifically preferred.

Desired Feedback: System provider should describe its cryptographic methods, how 
these support ephemeral key exchange.

1 Cryptographic System

Standard: The system shall employ cryptographic system with Validated and 
Acceptable encryption and key management features.

Comment: 
1. Encryption must be “Validated” per FIPS 140-2 and currently “Acceptable” per NIST 
SP800-131(series). 
2. Product must provide a method to remotely update encryption certificates on an 
acquirer-defined and configurable frequency without disrupting normal system 
operation.
3. Product must provide a method of updating the encryption method 
(algorithm/primitive) to maintain a NIST SP800-131(series) “Acceptable” encryption 
method throughout the service life of the device, without replacing the entire device. 
Vendor support must include provision for delivering these updates when needed. 

Preference: No products specifically preferred.
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may also use hyperlinks above or references 
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sections of proposal materials
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Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
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Responses to any of the other variations 
should be explained. Also, please pay 
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may suggest a helpful response comment. 
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may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
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may also use hyperlinks above or references 
in text at right to highlight other relevant 
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Desired Feedback: Vendor shall describe its cryptographic methods, how these 
support the availability, integrity, confidentiality, authentication and non-repudiation of 
information processed by their system, and describe the process for key management 
throughout the system life cycle.

Vendor shall provide information on commercial Cryptographic Key Management 
Systems (CKMS) their product is already integrated with, and provide information about 
their recommended CKMS.

1 Interactive Remote Access

Standard: The system must adhere to remote access standards found in NERC 
"Guidance for Secure Interactive Remote Access" and NERC CIP-005-5 R2 as if these 
systems were Medium Impact BES Cyber Systems.

Comment: System shall comply with HE remote access policies and NERC 
recommendations. While NERC CIP compliance is not a regulatory requirement, its 
provisions are good practice and are used as guidance at HE.

Preference: No products specifically preferred.

Desired Feedback: System provider must describe how remote access standards are 
defined and followed.

1 OWASP Top Ten

Standard: Vendor must document its design and testing regimen with respect to how 
each of the issues on the current version of the Open Web Application Security Project 
(OWASP) Top Ten vulnerabilities are addressed.

Comment: OWASP Top Ten is a known and respected level of testing to ensure 
applications and application implementations are free from well known vulnerabilities. In 
addition, OWASP provides many configuration guides and 'cheat sheets' for various 
implementations. Vendor shall describe its utilization of these tools.

Preference: No products specifically preferred.

Desired Feedback: System provider must verify that OWASP Top Ten vulnerabilities 
are tested for and designed out of their systems and system implementations.

1 Cyber Asset Reuse and Disposal

Standard: Vendor shall ensure that any cyber asset containing HE information which is 
re-used or disposed of during or at the end of the project shall ensure compliance with 
NERC CIP-011-5 R2.

Comment: Cyber assets containing HE non-public information shall be protected and 
information deleted by strong methods before being disposed of or re-used. While 
NERC CIP compliance is not a regulatory requirement, its provisions are good practice 
and are used as guidance at HE. 

Preference: No products specifically preferred.

Desired Feedback: Describe how vendor systems and processes ensure compliance 
with NERC CIP-011-5 R2.

1 Configuration Change Management

Standard: Vendor shall ensure that change management processes are in place and 
utilized which adhere to NERC CIP-010-1 R1 and R2 requirements of Medium-Impact 
BES Cyber Assets.

Comment: Cyber assets shall be assumed by the vendor to require compliance with 
NERC CIP-010-1 R2 & R2 requirements for Medium-impact BES Cyber Systems. While 
NERC CIP compliance is not a regulatory requirement, its provisions are good practice 
and are used as guidance at HE. 

Preference: No products specifically preferred.

Desired Feedback: Describe how vendor systems and processes ensure compliance 
with NERC CIP-011-5 R1 and R2.

1 Vulnerability Assessments

Standard: Vendor shall ensure their development, test and product delivery 
environments and systems provide for vulnerability assessments consistent with NERC 
CIP-010-1 R3 requirements of Medium-Impact BES Cyber Systems.
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Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
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Comment: Vendor lifecycle management must ensure products and services are 
managed in an environment which provides appropriate assurance of product integrity. 
This is shown by doing vulnerability assessments consistent with NERC CIP-010-1 R3 
requirements of Medium-Impact BES Cyber Assets. While NERC CIP compliance is not 
a regulatory requirement, its provisions are good practice and are used as guidance at 
HE. 

Preference: No products specifically preferred.

Desired Feedback: Describe how vendor conducts vulnerability assessments within its 
own environment, and mitigates identified risks, in a manner consistent with NERC CIP-
010-1 R3.

1 Systems Security Management

Standard: Vendor shall ensure their systems and system implementation provide for 
compliance with all requirements of NERC CIP-007-5.  

Comment: While NERC CIP compliance is not a regulatory requirement, its provisions 
are good practice and are used as guidance at HE. CIP-007-5 provides guidelines for 
vendor products and their implementations.

Preference: No products specifically preferred.

Desired Feedback: Vendor shall describe how their system and its implementation 
provides sufficient security controls to ensure NERC CIP-007-5 compliance at the level 
required for Medium-Impact BES Cyber Systems. 

1 Employee Mobile Device Applications

Standard: Any applications intended for use by employees on mobile devices must be 
compatible with Hawaiian Electric’s mobile device management suite. 

Comment: Testing must be done by selected vendor to confirm compatibility.

Preference: Afaria for applications used by HE employees.

Desired Feedback: System provider must describe how the mobile applications are 
compatible with HE security suite.

1 Masking of Sensitive Data

Standard: Regulated data, such as SSNs, financial account numbers, driver’s license, 
and PHI shall be masked when presented on user screens and reports. Masking rules 
shall be configurable by user type. PINS and passwords should be stored hashed and 
never in clear text.

Comment: Sensitive data such as, but not limited to, Social Security Numbers, 
Financial Account Numbers, drivers license numbers, Protected Health Information, etc.

Preference: No products specifically preferred.

Desired Feedback: System provider must  describe how sensitive data will be masked, 
and how that masking varies by user type.

Meets Will 3rd P Cust No Other
1 Vendor Support Access

Standard: The vendor shall ensure support personnel working on HE systems or 
handling HE information have had background checks and been trained in cyber 
security guidelines & policies. 

Comment: Proper cybersecurity training, background checks, and staffing updates are 
necessary to avoid compromising any sensitive information. The background checks 
and cyber security training shall be consistent with High & Medium BES Cyber System 
requirements in NERC CIP-004-5.1. While NERC CIP compliance is not a regulatory 
requirement, its provisions are good practice and are used as guidance at HE. 

Preference: No products specifically preferred.

Desired Feedback: The system provider shall describe its cybersecurity training and 
awareness procedures and frequency, and the provider shall agree to perform 
appropriate background checks on employees involved in the development, deployment 
and support of the proposed product.

1 Patches and Updates
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Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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vendors may add comments as desired. 
Responses to any of the other variations 
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Standard: All software components shall be updated in a timely manner with proof of 
adequate testing and documentation to install the updates and patches. See NERC CIP-
007-5 R2 for standard.

Comment: The system provider shall continue, on an ongoing basis, to identify and 
address any system vulnerabilities or other required fixes. These updates shall be 
tested and then shared with HE in a timely manner. While NERC CIP compliance is not 
a regulatory requirement, its provisions are good practice and are used as guidance at 
HE. 

Preference: No products specifically preferred.

Desired Feedback: System provider shall explain the process by which updates and 
patches will be developed, tested, and deployed.

1 Protection of Audit Logs

Standard: The system shall allow for the protection of audit logs via back-up and 
provisions to prevent and detect tampering with logs.

Comment: The system shall safeguard audit logs against tampering and shall further 
record the administrator identify, time and impact of any modification to the logs or their 
settings. Log server shall reside on an isolated network segment.

Preference: No products specifically preferred.

Desired Feedback: System provider shall describe provisions for protection of audit 
logs.

1 Incident Response Policy

Standard: The system provider must provide Hawaiian Electric a copy of its cyber-
security incident response plan which address issues in a rapid, thorough manner and 
ensures compliance with relevant US Federal and state regulations, and coordination of 
response with Hawaiian Electric and other business partners as needed.”

Comment: Processes must be in place to ensure that any security breach is handled in 
a manner that complies with relevant US Federal and state regulations.  These include 
Hawaii Revised Statute 487N (Security Breach of Personal Information), which requires 
customer notification.  Any breach of the system provider's system which may 
compromise HE data, any unauthorized disclosure of HE data, must be reported to HE 
within 24 hours of incident discovery.

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify that it will comply with relevant 
regulations in the case of a cyber-security incident that may compromise HE data. 
Additionally, the provider shall describe its incident response plan, how frequently the 
plan is tested and revised, the core response team, processes and timeline for 
informing customers, any associated service level agreements (SLAs), and any 
financial or legal commitments to HE in the case of a data breach.

1 Security Built into Life Cycle QA

Standard: Vendor must describe how security QA is built into the system development 
lifecycle (SDLC) and is tested as part of the overall QA process.

Comment: Effective security testing requires that appropriate assessments and tests 
be performed through out the SDLC before security flaws in early stage development 
are built into system foundations. 

Preference: No products specifically preferred.

Desired Feedback: System provider should verify that potential security flaws are 
identified and security testing is performed during the SDLC process. Description should
include what stages of SDLC include security testing and what types of assessments 
are performed (e.g., source code review, static assessment, dynamic testing, fuzz 
testing, scanning for malware, etc.).

1 Data Return Compliance

Standard: In compliance with HI state law, the system provider either returns or 
destroys all HE data at the end of its contract.
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Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 

In
fo

rm
at

io
n 

O
nl

y
Id

ea
l  

C
or

e
M

an
da

to
ry

At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Comment: Destruction or return of HE data at the end of the service contract is 
required by HI state law. See Hawaii Revised Statute 487J (Personal Information 
Protection), 487N (Security Breach of Personal Information), and 487R (Destruction of 
Personal Information Records).

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify that it will return or destroy all HE data 
at the end of its contract.

1 Data Confidentiality and Company Privacy Policy

Standard: Vendor must provide and describe their privacy policies in place that govern 
data collection, sharing, and sale and will not collect, share, or sell any HE data without 
prior written consent.

Comment: All HE data shall be considered confidential. If the system provider wishes to
collect, share, or sell any HE data, it may only do so after receiving expressed consent 
through the appropriate, authorized HE personnel.

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify that it will not collect, share, or sell any 
HE with prior written consent from authorized HE personnel. The provider shall also 
describe its company's privacy policy, particularly regarding data collection, storage, 
and sale.

1 Company Compliance Program

Standard: The system provider has programs in place to ensure that its systems are 
compliant with all relevant US Federal and state privacy laws.

Comment: In addition to other privacy laws explicitly addressed in these requirements, 
the system provider must ensure that its systems are compliant with all other applicable 
US Federal and state laws.

Preference: No products specifically preferred.

Desired Feedback: System provider shall verify that it is compliant with US Federal 
and state privacy laws. In addition, the provider shall describe the internal policies and 
programs that it has in place to ensure that it identifies and complies with all relevant 
privacy regulations.

1 Internet Domain Name Registration

Standard: All Internet Domain Name Registrations are purchased and registered by 
Hawaiian Electric’s ITS department.

Comment: If new Internet domain name registrations are required these must be 
procured through HE, not by the vendor directly. If not applicable, bidder shall note that 
and describe why it is not applicable.

Preference: No products specifically preferred.

Desired Feedback: System provider must verify that they comply with Internet Domain 
name registration best practices.

1 System Interfaces

Standard: System Interfaces must be fully documented.

Comment: For all functions requiring integration of data between systems, provide 
interface details including packets types/protocols, packet sizes, expected data flow 
frequency and volume, source & destination systems, latency requirements, and a 
description of the information being transferred (payload). Also document whether data 
flows are unidirectional out from system being proposed, unidirectional into the system 
being proposed, bidirectional initiated by the system being proposed, or bidirectional 
initiated by systems other than the system being proposed.

Preference: No products specifically preferred for documentation.

Desired Feedback: Provide required interface documentation, regardless of whether 
the integrated systems are within the same security zone or in different security zones.

Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendors may add any hyperlink to right:
At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
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may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
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sections of proposal materials. 

In
fo

rm
at

io
n 

O
nl

y
Id

ea
l  

C
or

e
M

an
da

to
ry

EXHIBIT E 
ATTACHMENT 2 
PAGE 178 OF 416



Attachment D: Technology and Cybersecurity Requirements

Meets Will 3rd P Cust No Other
1 Determination of Security Trust Level

Standard: The remote host or ASP system shall be covered by a Type II SAS70 
SysTrust/WebTrust or else the host/ASP can provide an independent security 
assessment (attestation) report by a reputable reporting agency (e.g., PCI) that covers 
the ASP’s application and infrastructure.

Comment: Some independent evidence or report shall be provided to HE showing that 
the provider’s security meets professional standards or has otherwise been evaluated. 
Attestation reports by a qualified professional assessment firm are preferred.

Preference: No products specifically preferred.

Desired Feedback: System provider shall provide copies or links to attestation reports 
if available.

1 Data Preservation Provisions

Standard: The remote host or ASP shall provide Service Level Agreements (SLAs) 
regarding the frequency and assuredness of data back-ups along with the provisions 
and timeliness of restoration/recovery procedures.

Comment: Documentation of service levels pertaining to data preservation shall be built
into the contract or other agreement documents such as SLAs.

Preference: No products specifically preferred.

Desired Feedback: System provider shall provide detailed descriptions of data 
protection and preservation procedures.

1 System Access & Performance Requirements

Standard: The remote host or ASP shall provide Service Level Agreements (SLAs) 
regarding the availability of the system and the required performance of the system 
when it is available.

Comment: Documentation of service levels pertaining to up-time and performance 
requirements shall be built into the contract or other agreement documents such as 
SLAs.

Preference: No products specifically preferred.

Desired Feedback: System provider shall provide detailed commitments to mutually 
agreeable up-time and performance standards.

Remote Host and Application Service Provider (ASP) Architecture ( IF APPLICABLE )
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At right, enter any expanded explanation. 
Typically, a positive response above to the 
'Proposal Meets Standard' is sufficient, but 
vendors may add comments as desired. 
Responses to any of the other variations 
should be explained. Also, please pay 
attention to the Desired Feedback text as it 
may suggest a helpful response comment. 
Explanations should be short, but vendors 
may also use hyperlinks above or references 
in text at right to highlight other relevant 
sections of proposal materials. 
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Vendor Name: 
Project: 

Date Questionnaire Released: 
Date Questionnaire Due: 

Date of Last Assessment Ratings Added by HE: 

General Installation Requirements

Meets Will 3rd P Cust No Other

1

1.01.01 Scheduling customer visits:
Bidder must manage scheduling/rescheduling customer visits and will 
ensure avoidance of conflicts with scheduled meter readings, outages, 
maintenance, etc.

1

1.01.02 Deployment schedule:
Bidder must meet The Companies' meter installation schedule: 24 mo 
for Maui (72,000 meters; 3,000/mo) and Hawai'i (86,000 meters; 
3,600/mo); 36 mo for Oahu (307,000 meters; 8,600/mo).

1

1.01.03 Meter testing:
Bidder must be able to perform post-installation testing and provide 
recommendations for The Companies meter testing procedures.

Residential meters may be sampled.  Testing data should be provided 
to HE.

1

1.01.04 Background checks:
Bidder must consent to background checks for each installer and 
provide a resume of each installer's training and experience.

Installers must, at a minimum, be a journeyman electrician working 
under the supervision of a licensed electrical contractor.  Installer 
licensed in Hawaii are preferred.

1
1.01.05 Supervision:

Bidder must provide sufficient supervision of its installer to ensure 
quality installation processes.

1

1.01.06 Inventory management:
Bidder must securely host and manage the meter inventory in their 
own warehouse in a manner compliant with SOX requirements.  
Meters shall be stored in a locked facility with a security guard and 
cameras.  Meters shall not stored in vehicles.  Installer is responsible 
for meter seal integrity and the return of unused meters.

1
1.01.07 Meter assignment:

Bidder must assign meters and seals to individuals and require that 
installers sign out the meters to keep track of inventory.

1

1.01.08 Used meters:
Bidder must track old meters, which must be signed in by installers.  
Sign-in information must be sent to HE. Meters must be sorted by 
type, then number, and match to the appropriate work order number.

1

1.01.09 Installation tracking:
Bidder must track installation progress and maintain this information in 
a database; reports are to be shared with The Companies as 
requested.

1
1.01.10 Outage prevention:

Bidder must be able to perform a bypass during installation of 
commercial meters to ensure that outages are avoided.

1
1.01.11 Meter programming:

Bidder must be able program meters, as necessary, according to the 
meter specification.

1 1.01.12 Post-installation meter testing:
Bidder must perform post-installation testing on all slow meters.

1 1.01.13 Clock setting:
Bidder must set meter clock after installation to ensure accuracy.

 
 1.0 as of 09/23/2014

Hawaiian Electric Functional Requirements Questionnaire Vendor Response Options
Smart Grid Meter Installation XYZ, Inc.

XYZ, Inc.
Smart Grid Meter Installation Spreadsheet Template Version is:

Enter the numeric value "1" (not text) as 
the flag values in the yellow highlighted 
response options. Do not flag more than 1 
(one) box per row.  Use Grouping controls 
on far left side of this spreadsheet to fully 
open all text and response options.  Use 
beige areas in expanded rows to enter any 
desired hyperlinks or additional 
explanation text. Sy
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Hawaiian Electric
 Smart Grid Meter Installation Requirements

The requirements below describe the installer's general responsibilities for managing and performing meter installations, as well as managing meter inventory.
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1

1.01.14 Tamper reporting:
Bidder must document any signs of tampering on existing meters, hold 
and label tampered meters,  and report suspected tampering to 
designated personnel from The Companies, and transport the meters 
to The Companies' warehouse.

1

1.01.15 Customer retries:
Bidder must retry customer contact and scheduling at least 3 times 
spread over specified number of weeks by The Companies, before 
assigning the customer back to The Companies for reassignment or 
The Companies follow-up. 

1

1.01.16 Project management:
Bidder must provide project manager for meter installation for each 
island set for which the bidder is contracted.  The project manager 
must manage meters between labor resources, including contracted 
labor.

1
1.01.17 Installation completion:

Bidder must manage the workforce and installation process for all 
assigned meters until installation is complete.

1
1.01.18 Sequential installation:

Bidder's workforce management system must be constrained to 
sequential installation, rather than grouping.

1 1.01.19 Battery installation:
Bidder must be able to install batteries on meters.

1
1.01.20 Testing equipment:

Bidder must be able to provide its own equipment for post-installation 
testing.  Equipment must meet relevant certifications.

1

1.01.21 Installation equipment:
Bidder must be able to provide all the tools and equipment necessary 
for the installation process including meter pullers, personal protective 
equipment, pallet trucks, forklifts, mobile work management devices, 
etc.

1
1.01.22 Dry run installations:

Bidder's installers must complete and pass a full day of HE-led dry run 
installations.

1 1.01.23 Field visit training:
Bidder's installers must complete HE-led field visit training.

1
1.01.24 Testing procedures:

Bidder's meter  testing  procedure must comply with ANSI C12.20 
standards.

1

1.01.25 NIST traceability:
Bidder should indicate whether its test equipment is traceable to the 
National Institute of Standards and Technology (N.I.S.T.) for popular 
testing wavelengths.

1

1.01.26 Vehicle identification:
Installers’ vehicles must have a printed sticker indicating they are an 
approved contractor of The Companies.  The Companies will provide 
this decal

1 1.01.27 Installer badges:
Installers must wear badges that are visible during the installation.

1
1.01.28 Company logos:

Installers must wear clothing with their company logo visible during 
installation.

1
1.01.29 Personal protection:

Installers must comply with personal protection requirements in The 
Companies' safety manual.

1
1.01.30 Installation process:

Installers must comply with the installation process defined by HE.

1

1.01.31 Quality control:
Bidder must comply with The Companies' quality control processes, 
which may be performed by an external contractor and may occur 
during or after installation.

1

1.01.32 Meter disposal:
Bidder shall ensure digital meter's metrology board is destroyed during 
disposal and electromechanical meters are rendered useless (meter 
cannot be inserted into a socket safely and be operational). 

1

1.01.33 Check-in and check-out:
Bidder shall record the following information when checking meters in 
and out: meter type, meter number, origin code, date, and personnel 
name.  Check-in form should also include nameplate information and 
register readings.  Check-in and check-out forms must be submitted to 
The Companies' P. O. C. as specified during onboarding. 
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1

1.01.34 Emergency repairs:
Bidder shall handle any emergency repairs encountered during the 
installation process and assume responsibility for retroactive 
permitting.

1
1.01.35 Safety training:

Installers shall complete a half-day HE-led training session on safety 
prior to performing field installations.

1
1.01.36 Tamper detection training:

Installers shall complete a half-day HE-led training session on tamper 
detection to performing field installations.

1
1.01.37 Route updates:

Bidder shall update its daily deployment route  based on updated 
information received from CIS.

1
1.01.38 Financial Viability:

Company shall be financially stable as shown through sustained 
operation for several economic cycles. 

1

1.01.39 Reliability and quality of production plant(s):
Smart meter production plants shall exhibit a program of operational 
excellence as shown through a track record of performance metrics 
based on delivery, quality and safety.

1
1.01.40 Union association:

Contractors brought in to supplement resources and perform meter 
installations should belong to the same union organization.

Customer Support

Meets Will 3rd P Cust No Other

1

2.01.01 Customer service resources:
Bidder must provide customer service resources for The Companies' 
customers in order to respond to questions about scheduling.

1

2.01.02 Call center:
Bidder must provide a call center that operates during normal 
business hours: Hawaii  Standard Time (HST) M-F 7AM -6PM 
excluding holidays.

1
2.01.03 Customer service calls :

Bidder must be able to hot-swap calls to AMI hotline and enable AMI 
hotline to forward calls to bidder's customer service line.

1

2.01.04 Customer database management:
Bidder shall manage their own customer database. At a minimum, the 
following fields must be provided
1. Replacement Date
2. Old Meter Number
3. Old Meter Read (Out Reads/Removal Reads)
4. New Meter Number
5. New Meter Read (In Reads/Install Read)
6. Latitude GPS Coordinates (WGS84 format)
7. Longitude GPS Coordinates (WGS84 format) 
8. Other/Comments

1

2.01.05 Customer notification:
HE will notify customers about meter replacements at outset of 
project; bidder shall provide customer notifications via letter or 
postcard to service address at least 2 weeks prior to going into the 
neighborhood.  Postcard must contain phone number to resolve 
scheduling issues.

1
2.01.06 Outreach materials to The Companies' call center:

Bidder shall provide the The Companies' call center  with copies of all 
outreach materials sent to customers.

1
2.01.07 Implementation reporting:

Bidder shall deliver weekly summary reports from its customer 
database.

1

2.01.08 Flagging problems:
Bidder shall flag all pre-replacement functional or operational 
anomalies prior to pulling meters and inform The Companies' as part 
of the daily replacement report.

1

2.01.09 Outage repairs:
Bidder shall perform repairs and install new meter when meter pull 
causes an outage. Meter Insatller needs to notify The Companies' 
Meter Install PM of the outage before proceeding with the emergency 
repairs. The Companies' will assume the T&M burden.

1
2.01.10 Customer service  training:

Bidders' customer service representatives must complete a half-day 
HE-led training session on customer service.

The requirements below describe the installer's responsibilities for providing support to The Companies' customers and the The Companies' call center during the installation 
process
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1
2.01.11 Outreach material approval:

All customer outreach materials developed by installer must be 
approved by The Companies prior to distribution.

IT Systems & Reporting

Meets Will 3rd P Cust No Other

1
3.01.01 Customer information and work force management:

Bidder must operate its own customer information system (CIS) and 
work management software.

1

3.01.02 Meter installation reporting:
Bidder must provide information on meter installations on a daily 
basis, which shall - at a minimum - include the following:
- Installation date
- Old meter number
- Old meter read
- New meter number
- New meter read
- Flags/errors
- Latitude (WGS84)
- Longitude (WGS84)

1
3.01.03 Meter Integration Status &  Reporting:

Bidder shall provide meter integration status with location information 
on a daily basis.

1
3.01.04 CIS data import:

Bidder's CIS must have the ability to import batch The Companies' 
customer data on a weekly basis.

1
3.01.05 HE computers:

Computers provided by HE, if any, must be properly locked, secured, 
and controlled.

1

3.01.06 Data transfer/integration with existing The Companies enterprise 
information systems:
Bidder must be able to provide at the appropriate frequency high-level 
data objects for data transfer/integration into Hawaiian Electric’s 
existing allocation systems, including but not limited to:
1 – Customer Object (from The Companies to installer)
2 – Location Object (from The Companies to installer)
3 – Meter Object (from installer to The Companies )
4 – Work Order Object (from installer to The Companies )

1 3.01.07 Test results file format:
Bidder must supply meter test results in SAP-compatible format.

1

3.01.08 Installer work flow supporting data:
Bidder must agree to provide each installer with only the customer 
data associated with a single day's work for that installer, and to 
ensure that customer data is not retained by the installer after the end 
of that work day.

1

3.01.09 Data fields provided to installer:
Bidder must agree to receive approval for all customer data fields from 
The Companies' customers from the Director of Privacy Programs 
prior to receiving The Companies data.

1

3.01.10 Cyber security & privacy architecture:
Bidder agree to ensure its data protection systems and procedures 
comply with The Companies'  Security & Privacy Architecture 
requirements. 

1

3.01.11 Physical security of meters in transit and storage:
Bidder must agree to and its methods for ensuring compliance with 
NERC CIP-006-5 (physical security controls) of facilities storing meters
as if the meters were part of a "Medium Impact BES Cyber Systems 
with External Routable Connectivity."

1

3.01.12 Work order management system (WOMS) SAP-CIS Integration:
Bidder should management inventory with a work order management 
system that must integrate with The Companies' 's SAP-CIS to 
facilitate The Companies'  monitoring of inventory tracking, 
installations, meter exchanges, route updates, meter information 
updates, etc.  Also, integration will facilitate import of required 
customer data from The Companies  for installer's inventory 
management.

The requirements below describe the installer's responsibilities for managing customer, meter, and installation data, including the ability to report progress to The Companies' 
through integration with The Companies' systems.
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Appendix F: Detailed Pricing Sheet

Per Unit Quantity Extended 
Price

Mobilization Fee (includes management labor and limited 
IT modification costs for start-up period) -$            

Residential Meters -$            

C&I Self-Contained Meters -$            

Pickup, Preparation, Testing, and Storage -$            

Tracking and Inventory Management

Meter Disposal -$            

Management of Work Order Management Data -$            

Customer Support -$            

Start-up Travel and Lodging (estimated) Rate Quantity Extended

Airfare Roundtrip -$            

Car Rental and Fuel per Day -$            

Lodging per Day -$            

Total Startup Travel -$            -$            

Ongoing Travel and Lodging (estimated) Rate Quantity Extended

Airfare Roundtrip -$            

Car Rental and Fuel per Day -$            

Lodging per Day -$            

Total Ongoing Travel -$            -$            

Labor (estimated) Rate Quantity Extended

Union Labor Pricing, Hawaii-Based -$            

Union Labor Pricing, Non-Hawaii-Based -$            

Non-Union Labor Pricing, Hawaii-Based -$            

Non-Union Labor Pricing, Non-Hawaii-Based -$            

Union Labor pricing, Hawaii Licensed Electrician

Non- Union Labor pricing, Hawaii Licensed 
Electrician

Total Labor -$            -$            

Installer Training Rate (one week) -$            

Subtotal before Hawaii General Excise Tax (if 
applicable) -$            

Hawaii General Excise Tax (if applicable)

TOTAL -$            

1 This pricing is offered contingent upont he mutual agreement and execution of a Master Service Agreement by the parties.

2 Estimated costs should be itemized and include all labor and non-labor costs deemed necessary to successfully complete th eproject and its deliverables as stated in Section 2.5 of the request for proposal.

3 Include costs for all meter receipt, preparation, tracking, inventory management, and the safe disposal of all replaced meters. 

4 These costs should include all management and delivery of work order management data as well as customer support and the mailing of installation informational materials.

5 Bidder shall perform repairs and install new meter when meter pull causes an outage. The Companies will assume the T&M burden.

6 Labor pricing should be provided for union and non-union labor, with designation as to Hawaii-based resources and non-Hawaii-based resources.

7 The cost proposal shall also include a fee associated with mandatory training, provided by The Companies.

8 All labor hourly rates for each job classification will remain valid for one year after the execution of the Contract.

9 The estimated labor and non-labor costs can be summarized in tables similar to the template provided in Attachment G

10 Estimated costs should include travel expenses. 

11 Travel expenses for this project should be based upon the most economical, direct, coach air travel from the point of origin to Honolulu and utilize moderate-level hotel accommodations whenever possible. 

12 The estimated travel expenses shall not exceed 15 percent of the total project cost.

13 The Companies’ Standard Business Travel and Expense Terms are included in Attachment K.

14 Hawaii General Excise Tax, if applicable, shall be listed as a separate line item. 

Notes to Pricing

Description
Price
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Attachment G: Monthly Invoice Template 
 

Attachment G - 
Monthly Invoice Temp 
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Appendix G: Monthly Invoice Template 

Page 1 

Date 
Invoice No:   xxxxxxxxxxx 

Project Manager:  xxxxxxxxxx 
Attn: Hawaiian Electric Representative: xxxxxxxxxxx 

 
 

Hawaiian Electric Company 
Attn:  Accounts Payable (CP11-AD) 
P.O. Box 2750 
Honolulu, HI  96840-0001 
 
Project xxxxxxxxxxxx 
Purchase Order No.:  xxxxxxxxxxxxx 
Smart Meter Installation Project 
General Services Master Contract No.: xxxxxxxxxxxxxxxx 
Services for the period:  xx/xx/xxxx – xx/xx/xxxxx  
 
 
 

Total G.E.T. Tax 
(4.712% of 

Total) 

Gross Amount Retention (10% 
of hourly work) 

Invoice 
Amount 

4,000.00 188.48 4,188.48 (200.00) 3,988.48 
 
 
 
Retainage Tracking: 

Retention this Invoice Prior Retention Retention-To-Date 
0.00 0.00 0.00
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Appendix G: Monthly Invoice Template 

Page 2 

Breakdown by Task 

 
 
Task 1:  xxxxxxxxxxxxxxxx (description of Task 1)  
 
Personnel  Hours  Rate        Amount 
 
Project Manager   40.00  $25/hr  $1,000.00 
 (name)  
Senior Engineer 

(name) 
Engineer 
 (name) 
Administrative Assistant 
 (name) 
Etc. 
  Totals   40.00    $1,000.00 
  Total Labor        $1,000.00 
 
Reimbursable Expenses 
 
Airfare         $1,000.00 
Lodging        $   600.00 
Auto Rental 
Etc. 

Total Reimbursables     $1,600.00 $1,600.00 
 
      Total this Task  $2,600.00  
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Appendix G: Monthly Invoice Template 

Page 3 

Task 2:  xxxxxxxxxxxxxxxx (description of Task 2)  
 
Personnel  Hours  Rate        Amount 
 
Project Manager   40.00  $25/hr  $1,000.00  
 (name) 
Senior Engineer 
 (name) 
Engineer 
 (name) 
Administrative Assistant 
 (name) 
Etc. 
  Totals   40.00    $1,000.00 
  Total Labor        $1,000.00 
 
 
Reimbursable Expenses 
 
Airfare          
Lodging        $   400.00 
Auto Rental 
Etc. 

Total Reimbursables     $  400.00 $  400.00 
 
      Total this Task  $1,400.00  

 
================================================================== 
 
Total All Tasks         $4,000.00 
 
Hawaii G.E.T. Tax (4.712% of total)        $  188.48 
Gross Amount         $4,188.48 
Retention (10% of hourly work)          (200.00) 
 
 
Invoice Amount         $3,988.48 
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Attachment H: Monthly Progress Report Template 
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Appendix H: Monthly Progress Report

To: HECO From: Contractor Program: HECO AMI Phase 0 
Date: 3-Oct-14 Week Ending: 5-Oct-14

    

Production
Type

Installs Plan Variance
Residential #REF! 4,308 #REF!
Commercial #REF! 504 #REF!

Quality Checks
Audit Type

Actual Plan Variance Pass Rate Actual Plan Variance Pass Rate
Field QCs 30 #REF! #REF! 100% 377 215 162 100%
PWC

Tested ANSI
Tested Meter 4,460 34

Significant Events & Priority Issues:

PTD

Weekly PTD

0
500

1,000
1,500
2,000
2,500
3,000
3,500
4,000
4,500
5,000

Residential  Installations

GOAL ACTUAL

0

100

200

300

400

500

600

Commercial Installations

GOAL ACTUAL

Commercial Installs only if applicable 
(if vendor is contracted to install 
C&I)
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Attachment I:  Standard Business Travel and Expense Terms 
 

Attachment I - 
Standard Business Tra     
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Hawaiian Electric Company 

Hawaii Electric Light Company 

Maui Electric Company 

Standard Business Travel and Expense Terms 

August 2013 

 

1. Approved Class of Travel 

 

a. Air Travel – Coach 
b. Lodging – Budget (e.g. Best Western) or Moderate (e.g. Embassy Suites) 
c. Transportation – Shuttle service, taxi or rental car.  For rental cars, use compact size cars (full-

size acceptable for 3 or more occupants) 
 

2. Eligible Charges For Reimbursement 

 

a. Company will not reimburse or compensate the consultant for using personal mileage for airfare 
for Company-related business.1 

b. Company will only pay for the consultant’s round trip airfare to the designated Company 
location, and will not pay for consultant’s personal travel. 

c. Company will not be responsible for consultant’s airfare ticket change fees or penalties unless the 
changes were made at the request of the Company. 

d. Company will not reimburse consultant for alcoholic beverages. 
e. All consultant meals should be in connection with Company-related work and Company will 

reimburse for food and non-alcoholic beverages only. 
f. Allowable Company-related work incidentals (e.g. parking, internet connection, etc.) are 

reimbursable to the consultant at cost. 
g. Reasonable gratuities incurred in connection with Company-related work will be reimbursed to 

the consultant.  Tips for restaurant services should be reported as part of the cost of the meal. 
h. All charges submitted for reimbursement by the consultant must be supported by the actual 

invoice or original itemized receipt. 
i. Company will reimburse the consultant for only those expenses that are reasonable, required, and 

approved. 
j. Expenses that are optional (e.g. magazines, movies, etc.) or of a personal nature (e.g. over-the-

counter drugs and toiletries) are not reimbursable to the consultant. 
 

3. Non-Business Day Costs 

Company will not reimburse the consultant for costs incurred on non-business days.  Non-
business days are days without a business purpose.  However, days used in traveling or layovers because 
of no available flights and weekends or legal holidays between business days are generally considered 
business days for purposes of these terms, if Company-related work was conducted on the day before the 
weekend or holiday and additional Company-related work will be conducted on the day following the 
weekend or holiday. 

                                                 
1
 “Company” means Hawaiian Electric Company, Hawaii Electric Light Company or Maui Electric Company, as the 

case may be.  “Consultant” means any consultant, contractor, vendor or other person or entity hired by a Company.  
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Attachment J:  Safety and Health Manual 
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MECO’s safety 
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·

z + r . - m 5 . + k : r 3 / 8 9 7 8 < 8 7 q + k : i * 3 : q l l . : : r q k k m 8 k k q : - / + - . , 3 : 8 - 8 < . } : + r . ~ i 3 / xu . * + < 8 3 / : n + 9 7
·

t . + 5 + i + / 7 : r 3 / 5 8 k . : - 3 9 . + l l 3 5 , k 8 : * 5 . 9 - : s0 s g s g ¥ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � H C ^ F E K c F [ O P T S E S O T N G O P G C J n + < + 8 k + u k .3 9 - * . � 9 - / + 9 . - s
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– º » ¼ · ½ ¾ º · ½ µ » ¿ ½ À Á À ¼ À ¶ À · ½ º · Â À ½ À » ¿ Ã Ä ¹ Å Æ Å Ä ¹ Ç ´ È · Ä
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g h i j k l m n o p p i m qg h i j k l m r s t u u v w l x k y m l z l x k v { x | } l j { m k v x ~ \ Q a Tr � � � � � l u k v z l dr � � y o m j { � l dr � � } l j { m k v x ~ � x u v w l x k � dr � r � x � o m q k { � p j � { q l l dr � � � x � o m q k { � { x s l p j � { q l l Vr � � � l h v u � l t u u v w l x k � i x w � i p i ~ l Vr � � y m { j l m k q � i p i ~ l � � v m l i x w � h l � k �r � � � l i m � v � � } l j { m k v x ~ �r � � } l j { m k v x ~ � i � i m w { o � g { x w v k v { x � �r � � } l j { m k v x ~ � l h v u � l � i p i ~ l � { o x w � o m v x ~ y m l � y { � k s � m v j � x � j l u k v { x � �r � � � � � l u k v z l� Q � Q Y Y Q [ �   T X S U Y X O ^ ¡ R Q [ ¢ £ � Q � Q Y Y �   T X S U Y X ¤ Y a P S O ^ ¡ R Q [ ¢ £ Q [ Z ¥ Q ¦ Y �   T X S U Y X O ^ ¡ R Q [ ¢ � Y    Z T ] T   ^ R £ ¡ Q Y [ S Q Y [ £ Q [ Z Q Z ¡ Y [ Y b S T U £ Q X ^ ¡ R U T P T [ b Y ] T b Q § T S ¢ Q [ Z P T Q   S P R U ^ a U Q ¡ ¨ © [ S P T T ] T [ S ^ §Q [ Q X X Y Z T [ S £ Z Y b X ^ ] T U ¢ ^ § Q P Q ª Q U Z ^ ¦ b X ^ [ Z Y S Y ^ [ £ ^ U Q [ T Q U ¡ Y b b Y [ X Y Z T [ S £ S P T O ^ ¡ R Q [ ¢ � Y    R T U § ^ U ¡ Q S P ^ U ^ ¦ a P Y [ ] T b S Y a Q S Y ^ [ S ^ Z T S T U ¡ Y [ T Q [ Z X ^ U U T X S ^ U T   Y ¡ Y [ Q S T S P T U ^ ^ S X Q ¦ b T b £ S ^R U T ] T [ S Q [ Q X X Y Z T [ S § U ^ ¡ ^ X X ¦ U U Y [ a Y [ S P T § ¦ S ¦ U T ¨r � � y o m j { � l« P T R ¦ U R ^ b T ^ § S P Y b X P Q R S T U Y b S ^ R U ^ ] Y Z T Q ¡ T X P Q [ Y b ¡ § ^ U R U ^ ¡ R S U T R ^ U S Y [ a £ Y [ ] T b S Y a Q S Y ^ [ £Z ^ X ¦ ¡ T [ S Q S Y ^ [ £ U ^ ^ S X Q ¦ b T Q [ Q   ¢ b Y b Q [ Z Y Z T [ S Y § Y X Q S Y ^ [ S ^ R U T ] T [ S § ¦ S ¦ U T U T ^ X X ¦ U U T [ X T ¨r � � } l j { m k v x ~ � x u v w l x k �V ¨ e ¨ d W     T ¡ R   ^ ¢ T T b b P Q     R U ^ ¡ R S   ¢ U T R ^ U S Q     Y [ X Y Z T [ S b U T b ¦   S Y [ a Y [ Y [ ¬ ¦ U ¢ ^ U R U ^ R T U S ¢ Z Q ¡ Q a T S ^S P T Y U b ¦ R T U ] Y b ^ U Q [ Z S P T  Q § T S ¢ ® Y ] Y b Y ^ [ � Y S P Y [ S � ^ P ^ ¦ U b ^ § ^ X X ¦ U U T [ X T ¨V ¨ e ¨ e W X X Y Z T [ S b b P Q     ¯ T U T R ^ U S T Z ¯ ¢ R P ^ [ T ^ U U Q Z Y ^ S P U ^ ¦ a P « U ^ ¦ ¯   T f ¤ ^ Q Z ® Y b R Q S X P ¨r � r � x � o m q k { � p j � { q l lV ¨ V ¨ d � ¡ R   ^ ¢ T T b ¡ ¦ b S Y ¡ ¡ T Z Y Q S T   ¢ U T R ^ U S Q     Y [ ¬ ¦ U Y T b S ^ S P T b ¦ R T U ] Y b ^ U Y [ X P Q U a T � Y S P Y [ S � ^P ^ ¦ U b ^ § ^ X X ¦ U U T [ X T ¨V ¨ V ¨ e W § S T U U T X T Y ] Y [ a S U T Q S ¡ T [ S § ^ U S P T Y U Y [ ¬ ¦ U Y T b £ S P T T ¡ R   ^ ¢ T T b P Q     § Y     ^ ¦ S Q [ © [ Z ¦ b S U Y Q  © [ X Y Z T [ S ` T R ^ U S ° ^ U ¡ � � V ± � Q b b ^ ^ [ Q b R ^ b b Y ¯   T Q [ Z b ¦ ¯ ¡ Y S Y S S ^ S P T Y U b ¦ R T U ] Y b ^ U ¨V ¨ V ¨ V « P T � � V ± � ¡ ¦ b S ¯ T X ^ ¡ R   T S T Z ¯ ¢ ¡ Q [ Q a T ¡ T [ S Q [ Z X ^ R Y T b b T [ S S ^  Q § T S ¢ ® Y ] Y b Y ^ [ Q [ Z² ^ U ³ T U b O ^ ¡ R T [ b Q S Y ^ [ � Y S P Y [ V � ^ U ³ Y [ a Z Q ¢ b ^ § S P T Y [ ¬ ¦ U ¢ ¨

t j j m { z l w � q ´` O ` t u u v w l x k y m l z l x k v { x | } l j { m k v x ~ n i � l k q | � l i � k h� i x o i �� i k l } l z v � l w ´d e f V f d e g h i j k l m ´V
EXHIBIT E 
ATTACHMENT 2 
PAGE 208 OF 416



O P Q R S T U V
– W X X Y Z T [ S \ U T ] T [ S Y ^ [ _ ` T R ^ U S Y [ a ` T ] Y b Y ^ [ c d e f V f d e \ Q a T e

V ¨ V ¨ � ° ^     ^ � Y [ a ¡ T Z Y X Q   Q S S T [ S Y ^ [ ¯ ¢ Q Z ^ X S ^ U £ S P T Y [ ¬ ¦ U T Z ¡ ¦ b S R U T b T [ S S ^ S P T Y U b ¦ R T U ] Y b ^ U Q� U Y S S T [ U T   T Q b T § U ^ ¡ S P T S U T Q S Y [ a R P ¢ b Y X Y Q [ ¯ T § ^ U T S P T ¢ Q U T R T U ¡ Y S S T Z S ^ U T S ¦ U [ S ^ � ^ U ³ ¨V ¨ V ¨ � W   Y a P S Z ¦ S ¢ U T   T Q b T ¡ ¦ b S ¯ T § ^     ^ � T Z ¦ R ¯ ¢ Q § ¦     U T   T Q b T � P T [ U T S ¦ U [ Y [ a S ^ � ^ U ³ § ^ U § ¦    Z ¦ S ¢ ¨V ¨ V ¨ µ  T U Y ^ ¦ b ¶ �   T X S U Y X Q   · � ¡ T U a T [ X ¢ \ U ^ X T Z ¦ U T bV ¨ V ¨ µ ¨ Q ² P T [ Q b T U Y ^ ¦ b T   T X S U Y X Q   Q X X Y Z T [ S ^ X X ¦ U b £ R U ^ ¡ R S Q [ Z T § § T X S Y ] T U T b R ^ [ b T Y b[ T T Z T Z ¨ « P T § ^     ^ � Y [ a b P Q     b T U ] T Q b Q a ¦ Y Z T S ^ R U ^ ] Y Z Y [ a S P Y b X Q U T c\ U ^ ¡ R S   ¢ R T U § ^ U ¡ U T b X ¦ T` Q Z Y ^ « U ^ ¦ ¯   T f ¤ ^ Q Z ® Y b R Q S X P
o “May day, May day, I’m declaring a radio emergency!”

o
` T ¸ ¦ T b S ° Y U T ® T R Q U S ¡ T [ S Q [ Z W ¡ ¯ ¦   Q [ X T Q b b Y b S Q [ X T ¨W Z ¡ Y [ Y b S T U T ¡ T U a T [ X ¢ S U T Q S ¡ T [ S Q S b X T [ T

o
O \ ` f W � ®

o
° Y U b S W Y Z

o
² Q S T U ¹ º T   ¯   Q [ ³ T S § ^ U T   T X S U Y X Q   ¯ ¦ U [ b

o
« U T Q S § ^ U S U Q ¦ ¡ Q S Y X b P ^ X ³W ¡ ¯ ¦   Q [ X T Q S b X T [ T c

o
® Y U T X S S ^  S U Q ¦ ¯ O   Y [ Y X £ » ¦ U [ O T [ S T U ^ § S P T \ Q X Y § Y X

o
O ^ ¹ � ^ U ³ T U Q X X ^ ¡ R Q [ Y T b Y [ ¬ ¦ U T Z Y [ Q ¡ ¯ ¦   Q [ X T« U ^ ¦ ¯   T f ¤ ^ Q Z ® Y b R Q S X P [ ^ S Y § Y T b c

o
 Q § T S ¢ ® Y ] Y b Y ^ [

o
O ^ U R ^ U Q S T � T Q   S P _ ² T     [ T b b ® Y U T X S ^ U £ Y § Q R R   Y X Q ¯   T

o
 ¦ R T U Y [ S T [ Z T [ S ¶ S ^ Q Z ] Y b T ¥ Q [ Q a T U Q [ Z ¼ Y X T \ U T b Y Z T [ S ·

o
O ^ U R ^ U Q S T O ^ ¡ ¡ ¦ [ Y X Q S Y ^ [ b

o
 T X ¦ U Y S ¢ O ^ ¡ ¡ Q [ Z O T [ S T U Q § T S ¢ ` T R U T b T [ S Q S Y ] T Q [ Z O ^ U R ^ U Q S T � T Q   S P _ ² T     [ T b b ® Y U T X S ^ U £ Y §Q R R   Y X Q ¯   T £ Q U U Y ] T b Q S P ^ b R Y S Q   c

o
� [ b ¦ U T R U ^ R T U X Q U T

o W Y Z ¡ T Z Y Q £ � \ ®
o W b b Y b S T ¡ R   ^ ¢ T T Q [ Z § Q ¡ Y   ¢ � Y S P R U ^ X T b b
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V ¨ � ¨ µ © § Q [ ¦ [ Q S S T [ Z T Z ] T P Y X   T ^ U § Y ¿ T Z ^ ¯ ¬ T X S Y b Y [ ] ^   ] T Z £ Q     U T Q b ^ [ Q ¯   T b S T R b S ^   ^ X Q S T Q [ Z[ ^ S Y § ¢ S P T ^ � [ T U b P Q     ¯ T S Q ³ T [ ¨V ¨ � ¨ µ ¨ Q © § S P T ^ � [ T U X Q [ [ ^ S ¯ T   ^ X Q S T Z £ Q [ ^ S T b P Q     ¯ T   T § S Q S S P T b X T [ T Y [ Z Y X Q S Y [ a � P Q SP Q R R T [ T Z Q [ Z P ^ � X ^ [ S Q X S X Q [ ¯ T ¡ Q Z T � Y S P S P T O ^ ¡ R Q [ ¢ ¨V ¨ � ¨ Â ® U Y ] T U b b P Q     U T R ^ U S Q     X Y S Q S Y ^ [ b U T X T Y ] T Z � P Y   T ^ R T U Q S Y [ a Q [ ¢ O ^ ¡ R Q [ ¢ ^ � [ T Z £   T Q b T ZQ [ Z f ^ U U T [ S T Z ¡ ^ S ^ U ] T P Y X   T ^ U R T U b ^ [ Q     ¢ ^ � [ T Z ] T P Y X   T ^ R T U Q S T Z ^ [ O ^ ¡ R Q [ ¢¯ ¦ b Y [ T b b £ Q b b ^ ^ [ Q b R ^ b b Y ¯   T S ^ S P T Y U  ¦ R T U ] Y b ^ U £  ¦ R T U Y [ S T [ Z T [ S £ ^ U ® T R Q U S ¡ T [ S¥ Q [ Q a T U ¨V ¨ � ¨ ± ® U Y ] T U b � P ^ Z Y b X ^ ] T U Z Q ¡ Q a T S ^ S P T Y U ] T P Y X   T � P Y   T ^ R T U Q S Y [ a S P T ] T P Y X   T b P Q     R Q U ³ S P T] T P Y X   T � P T [ Y S Y b b Q § T S ^ Z ^ b ^ S ^ Q b b T b b S P T Z Q ¡ Q a T ¨V ¨ � ¨ ± ¨ Q ¾ ^ S Y § Y X Q S Y ^ [ b P Q     ¯ T ¡ Q Z T S ^ S P T W ¦ S ^ ¡ ^ S Y ] T ® Y ] Y b Y ^ [ § ^ U R U ^ R T U P Q [ Z   Y [ a ¨r � � y m { j l m k q � i p i ~ l � � v m l i x w � h l � k Ä � i x w i � v � p ÅV ¨ µ ¨ d « P T O ^ ¡ R Q [ ¢ T ¡ R   ^ ¢ T T � Y S [ T b b Y [ a ^ U U T X T Y ] Y [ a Y [ § ^ U ¡ Q S Y ^ [ ^ § Q ¡ Y b X T     Q [ T ^ ¦ b Q X X Y Z T [ S^ U Y [ X Y Z T [ S Y [ ] ^   ] Y [ a O ^ ¡ R Q [ ¢ ^ U a T [ T U Q   R ¦ ¯   Y X R U ^ R T U S ¢ £ Y [ � P Y X P S P T O ^ ¡ R Q [ ¢ ¡ Q ¢¯ T X ^ ¡ T Y [ ] ^   ] T Z £ b P Q     ] T U ¯ Q     ¢ U T R ^ U S S P Y b Y [ § ^ U ¡ Q S Y ^ [ Q b b ^ ^ [ Q b R ^ b b Y ¯   T S ^ S P T Y U ¦ R T U ] Y b ^ U £  ¦ R T U Y [ S T [ Z T [ S £ ^ U ® T R Q U S ¡ T [ S ¥ Q [ Q a T U ¨V ¨ µ ¨ e W Æ ¦ Q   Y § Y T Z O ^ ¡ R Q [ ¢ U T R U T b T [ S Q S Y ] T b P Q     ¯ T b T [ S S ^ Y [ ] T b S Y a Q S T Q [ Z b P Q     T [ b ¦ U T S P Q SS P T T ¸ ¦ Y R ¡ T [ S Y [ ¸ ¦ T b S Y ^ [ Y b b Q § T § ^ U T ] T U ¢ ^ [ T ¨V ¨ µ ¨ V © ¡ ¡ T Z Y Q S T [ ^ S Y § Y X Q S Y ^ [ b P Q     ¯ T a Y ] T [ S ^ S P T  Q § T S ¢ ® Y ] Y b Y ^ [ Y § S P T X ^ [ Z Y S Y ^ [ b � Q U U Q [ SY [ ] T b S Y a Q S Y ^ [ ¨V ¨ µ ¨ � ° Y   T Q � U Y S S T [ U T R ^ U S ^ § Y [ X Y Z T [ S ¦ b Y [ a § ^ U ¡ � � µ ± £ ` T R ^ U S ^ § ¥ Y b X T     Q [ T ^ ¦ b W X X Y Z T [ S ^ U© [ X Y Z T [ S £ S ^ S P T Y U b ¦ R T U ] Y b ^ U ¨V ¨ µ ¨ � « P T § S b Q [ Z b Y ¡ Y   Q U X U Y ¡ Y [ Q   Q X S Y ] Y S Y T b b P Q     ¯ T U T R ^ U S T Z S ^ S P T  T X ¦ U Y S ¢ ¨r � � � l i m � v � � } l j { m k v x ~V ¨ Â ¨ d � ¡ R   ^ ¢ T T b b P Q     U T R ^ U S Q     [ T Q U ¡ Y b b Y [ X Y Z T [ S b � P T U T Q [ T ¡ R   ^ ¢ T T X ^ ¦   Z P Q ] T ¯ T T [Y [ ¬ ¦ U T Z £ S ^ S P T b ¦ R T U ] Y b ^ U Y [ X P Q U a T ^ § S P T � ^ U ³ ¨V ¨ Â ¨ e
Employees involved in the “Near Miss” shall cooperate in

S P T Y [ ] T b S Y a Q S Y ^ [ ¨V ¨ Â ¨ e ¨ Q � ¡ R   ^ ¢ T T b � P ^ U T R ^ U S [ T Q U ¡ Y b b T b b P Q     [ ^ S ¯ T U T R U Y ¡ Q [ Z T Z § ^ U S P T Y UY [ ] ^   ] T ¡ T [ S ¨
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V ¨ Â ¨ V
“Supervisor in charge of the work” shal

  b ¦ ¯ ¡ Y S Q � U Y S S T [ U T R ^ U S S ^ S P T Y U Z T R Q U S ¡ T [ S £ � Y S PQ X ^ R ¢ ^ § S P T U T R ^ U S S ^ S P T  Q § T S ¢ ® Y ] Y b Y ^ [ £ Z T b X U Y ¯ Y [ a S P T Y [ X Y Z T [ S Q [ Z b ¦ a a T b S T ZR U T ] T [ S Y ] T ¡ T Q b ¦ U T b ¨V ¨ Â ¨ �
Division Superintendent and Safety Division are to review all “Near Misses”, evaluate R ^ S T [ S Y Q   b T U Y ^ ¦ b [ T b b £ Y ¡ R Q X S S ^ S P T O ^ ¡ R Q [ ¢ £ Y Z T [ S Y § ¢ S U T [ Z b £ Q [ Z T [ b ¦ U T ^ S P T U b Y ¡ Y   Q U� ^ U ³ a U ^ ¦ R b Q U T Q � Q U T ^ § S P T Y [ X Y Z T [ S ¨V ¨ Â ¨ � © § Q R R U ^ R U Y Q S T £ Q º ^ ¯ � Q ª Q U Z W [ Q   ¢ b Y b b P Q     ¯ T ¦ b T Z S ^ Z T ] T   ^ R Q b Q § T � ^ U ³ R U Q X S Y X T S ^ ¯ Tb P Q U T Z � Y S P b Y ¡ Y   Q U � ^ U ³ a U ^ ¦ R b S P U ^ ¦ a P ^ ¦ S S P T O ^ ¡ R Q [ ¢ ¨V ¨ Â ¨ µ ° ^ U ¡ ^ U T Z T S Q Y   £ U T § T U S ^ S P T ¾ T Q U ¥ Y b b \ U ^ a U Q ¡   ^ X Q S T Z ^ [ S P T © [ S U Q [ T S ¨r � � } l j { m k v x ~ � i � i m w { o � g { x w v k v { x �V ¨ ± ¨ d W     T ¡ R   ^ ¢ T T b P Q ] T S P T U T b R ^ [ b Y ¯ Y   Y S ¢ S ^ U T R ^ U S P Q ª Q U Z ^ ¦ b X ^ [ Z Y S Y ^ [ b S P Q S X ^ ¦   Z X Q ¦ b T Q [Q X X Y Z T [ S U T b ¦   S Y [ a Y [ Y [ ¬ ¦ U ¢ ^ U R U ^ R T U S ¢ Z Q ¡ Q a T S ^ S P T Y U b ¦ R T U ] Y b ^ U b Y ¡ ¡ T Z Y Q S T   ¢ ¨V ¨ ± ¨ e � ¡ R   ^ ¢ T T b � P ^ U T R ^ U S P Q ª Q U Z ^ ¦ b X ^ [ Z Y S Y ^ [ b b P Q     [ ^ S ¯ T U T R U Y ¡ Q [ Z T Z § ^ U S P T U T R ^ U S Y [ a^ § S P T X ^ [ Z Y S Y ^ [ ¨V ¨ ± ¨ V � ¡ R   ^ ¢ T T b � P ^ Z Y b X ^ ] T U Q P Q ª Q U Z ^ ¦ b X ^ [ Z Y S Y ^ [ b P Q     T [ b ¦ U T S P Q S S P T X ^ [ Z Y S Y ^ [ Z ^ T b [ ^ SX Q ¦ b T Q [ Q X X Y Z T [ S § ^ U S P T ¡ b T   ] T b ^ U ^ S P T U T ¡ R   ^ ¢ T T b Y [ S P T Q U T Q ¨ Ç b T X ^ [ T b £ R ^ U S Q ¯   T� Q U [ Y [ a b Y a [ Q a T £ X Q ¦ S Y ^ [ S Q R T £ ^ U ^ S P T U b ¦ Y S Q ¯   T ¡ Q S T U Y Q   S ^ � Q U [ T ¡ R   ^ ¢ T T b ^ § S P TP Q ª Q U Z ¨V ¨ ± ¨ � W      ¦ R T U ] Y b ^ U b b P Q     S Q ³ T b S T R b S ^ Y Z T [ S Y § ¢ S P T P Q ª Q U Z ^ ¦ b X ^ [ Z Y S Y ^ [ Q [ Z b P Q     Y ¡ R   T ¡ T [ SX ^ U U T X S Y ] T Q X S Y ^ [ Q b [ T T Z T Z £ S ^ R U T ] T [ S Q [ Q X X Y Z T [ S § U ^ ¡ ^ X X ¦ U U Y [ a ¨r � � } l j { m k v x ~ � l h v u � l � i p i ~ l � � { o x w � o m v x ~ y m l � y { � k s � m v j � x � j l u k v { x �V ¨ Á ¨ d ¼ T P Y X   T Z Q ¡ Q a T b § ^ ¦ [ Z Z ¦ U Y [ a R U T Q [ Z R ^ b S S U Y R Y [ b R T X S Y ^ [ b b P Q     ¯ T U T R ^ U S T Z S ^ S P T
employee’s supervisor as soon as possible.V ¨ Á ¨ e « P T T ¡ R   ^ ¢ T T b P Q     Q   b ^ X ^ ¡ R   T S T § ^ U ¡ � � d Á Â

, “Vehicle Incident Report” ¨
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Þ ß à á â ã ä å æ ç ç à ä èÞ ß à á â ã ä é ê ë ä à ì í ì í î Ý Ê Ô Íé ï ð ñ ò ó ã ô â ì õ ã Ùé ï ö ÷ æ ä á ø ù ã Ùé ï ú û ã ù á ø í ù ì ò ì ü ì â è ý ø ä ë ä à ì í ì í î Ùé ï þ ÿ ç á ü ø è ã ã ë ä à ì í ì í î ê � ã � ÿ ç á ü ø è ã ã å à ý ã â è ë ä à ì í ì í î Ùé ï é ÿ ü ã ô â ä ì ô à ü ü è � æ à ü ì ý ì ã � ÿ ç á ü ø è ã ã ë ä à ì í ì í î Úé ï � � � � ì â ì ø í à ü ë ä à ì í ì í î à í � û ã â ä à ì í ì í î Úé ï � ÿ ç ã ä î ã í ô è ë ä à ì í ì í î � � ì ä ù â � ì � � Þ ÷ û 	 � ÿ 
 � û ã ù ô æ ã Úé ï � � ù ù ì ù â à í ô ã â ø ÷ æ ò ü ì ô 	 � ø ø � å à ç à ä ì â à í é ï � � ø í ê � ì ã ü � ÿ ç á ü ø è ã ã ë ä à ì í ì í î ý ø ä ÿ í ô ä ø à ô ß ç ã í â ø ý â ß ã ö ð � ø ø â û æ ü ã �é ï � Þ ø í â ä à ô â ÿ ç á ü ø è ã ã ù 	 Þ ø í â ä à ô â � ø ä � ã ä ù �é ï ð ñ ò ó ã ô â ì õ ã� Ê � Ê Ò Ò Ê Ó � � Í � Ì Î Ò � È Ø � Ë Ê Ó � � � Ê � Ê Ò Ò � � Í � Ì Î Ò � � Ò Ô É Ì È Ø � Ë Ê Ó � � Ê Ó � � Ê � Ò � � Í � Ì Î Ò � È Ø � Ë Ê Ó �Í � Ë � Ø � Í Í × � Ò � � � Í Ì Î Ê Ò Ó Í � Ì Ø Î Í � Ø Ô Ó Ò  Í Ê Ó � Ë Î Ø Ì Í � Ì Ì É Í � × Í � Ö Í × ! Î Ø � É Ê  Ê Î � Ø � × × � � × Ì Ê Ó � Í × �Ì Ê × " × � Ê Ó � Í Ó Ö Ò Î Ø Ó � Í Ó Ì Ê � � Ø Ó � Ò Ì Ò Ø Ó × Ì Ø � É Ò � É Ì É Í � Ê Î Í Í # Ë Ø × Í � $ % ! Í � Ë � Ø � Í Í × � Ê � " Ì É Í Î Í & � Ò Î Í �Ì Î Ê Ò Ó Ò Ó Ô � Ì É Í Ó Ì É Í È Ø � Ë Ê Ó � � Ò � � Ë Î Ø Ö Ò � Í Ì É Í Ó Í � Í × × Ê Î � Ì Î Ê Ò Ó Ò Ó Ô $é ï ö ÷ æ ä á ø ù ãÑ É Í Ë � Î Ë Ø × Í Ø ! Ì É Ò × � É Ê Ë Ì Í Î Ò × Ì Ø Ê � � Î Í × × Ê � � × Ê ! Í Ì � Ì Î Ê Ò Ó Ò Ó Ô Î Í & � Ò Î Í � Í Ó Ì × ! Ø Î Ê � � È Ø � Ë Ê Ó �Í � Ë � Ø � Í Í × $ % Ì Ê � � Î Í × × Í × Ì É Í Ì Î Ê Ò Ó Ò Ó Ô Î Í & � Ò Î Í � Í Ó Ì × � Í Ì Ê Ò � Í � Ò Ó ' ( � ) Ú * È + Õ Ù * Ù , $ Ú  * �
“Electric Power Generation, Transmission, and Distribution”

� Ê Ó � Ê � � Ê Ë Ë � Ò � Ê � � Í - Ó Ò Ì Í � ( Ì Ê Ì Í ×' � � � Ë Ê Ì Ò Ø Ó Ê � ( Ê ! Í Ì � . � Í Ê � Ì É ) � � Ò Ó Ò × Ì Î Ê Ì Ò Ø Ó / ' ( � ) 0 � Ê � × Ê Ó � Î Í Ô � � Ê Ì Ò Ø Ó × × Í Ì ! Ø Î Ì É Ò Ó Ú * È + ÕÙ * Ù , Ê Ó � Ú * È + Õ Ù * Ú  Ê × � Í � � Ê × Ê � � Ê Ë Ë � Ò � Ê � � Í Î � � Í × Ê Ó � Î Í Ô � � Ê Ì Ò Ø Ó × $é ï ú û ã ù á ø í ù ì ò ì ü ì â è ý ø ä ë ä à ì í ì í îÏ $ Ú $ Ù Ñ É Í × � Ë Í Î Ö Ò × Ø Î Ò × Î Í × Ë Ø Ó × Ò � � Í Ì Ø � Í Ì Í Î � Ò Ó Í Ì É Í Ì Î Ê Ò Ó Ò Ó Ô Î Í & � Ò Î Í � Í Ó Ì × Ø ! Ê Ì Ê × " Ê Ó �Í Ó × � Î Í Ì É Ê Ì Ê � � Í � Ë � Ø � Í Í × É Ê Ö Í Ì É Í Ó Í � Í × × Ê Î � Ì Î Ê Ò Ó Ò Ó Ô Ó Í Í � Í � Ì Ø � Ø � Ë � Í Ì Í Ì É Í Ì Ê × "× Ê ! Í � � $ ( Ê ! Í Ì � 1 Ò Ö Ò × Ò Ø Ó � Ò � � Ê × × Ò × Ì � Ò Ì É Ì É Ò × � Í Ì Í Î � Ò Ó Ê Ì Ò Ø Ó $Ï $ Ú $ Ú ( � Ë Í Î Ö Ò × Ø Î × × É Ê � � Í Ó × � Î Í Ì É Ê Ì Ê � � Ó Í � Í � Ë � Ø � Í Í × Ê Î Í Í Ó Î Ø � � Í � Ò Ó Ê 2 Í � � � Ë � Ø � Í Í ( Ê ! Í Ì �' Î Ò Í Ó Ì Ê Ì Ò Ø Ó � Ò Ì É Ò Ó * , � Ê � × Ø ! Ì É Í Ò Î É Ò Î Í � Ê Ì Í $é ï þ ÿ ç á ü ø è ã ã ë ä à ì í ì í îÏ $ Ü $ Ù � � Ë � Ø � Í Í × × É Ê � � � Í Ì Î Ê Ò Ó Í � Ò Ó Ê Ó � ! Ê � Ò � Ò Ê Î � Ò Ì É Ê � � × Ê ! Í Ì � 3 Î Í � Ê Ì Í � � Ø Î " Ë Î Ê � Ì Ò � Í × Ê Ó �Ë Î Ø � Í � � Î Í × Ì É Ê Ì Ë Í Î Ì Ê Ò Ó Ì Ø Ì É Í Ò Î Î Í × Ë Í � Ì Ò Ö Í 4 Ø � Ê × × Ò Ô Ó � Í Ó Ì × $

� á á ä ø õ ã � ò è 5Õ È Õ ë ä à ì í ì í î å à ý ã â è 6 7 ã à ü â ß8 à í æ à ü
 à â ã û ã õ ì ù ã � 5Ù Ú Û Ü Û Ù Ú Þ ß à á â ã ä 5Ï
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Ï $ Ü $ Ú ) � � Ó Í � Í � Ë � Ø � Í Í × × É Ê � � Ê Ì Ì Í Ó � Ê 2 Í � � � Ë � Ø � Í Í ( Ê ! Í Ì � Ñ Î Ê Ò Ó Ò Ó Ô � Ò Ì É Ò Ó Ì É Í ! Ò Î × Ì * , � Ê � ×Ø ! Ì É Í Ò Î Í � Ë � Ø � � Í Ó Ì $Ï $ Ü $ Ü � � Ë � Ø � Í Í × × É Ê � � Ê � × Ø � Í Ì Î Ê Ò Ó Í � Ò Ó Ê Ó � ! Ê � Ò � Ò Ê Î � Ò Ì É Ê � � Ø Ì É Í Î × Ê ! Í Ì � Ë Î Ø � Í � � Î Í × � Ò Ó � � � � Ò Ó ÔÊ Ë Ë � Ò � Ê � � Í Í � Í Î Ô Í Ó � � Ë Î Ø � Í � � Î Í × Ì É Ê Ì Ê Î Í Ó Ø Ì × Ë Í � Ò ! Ò � Ê � � � � Í Ó Ì Ò Ø Ó Í � Ò Ó Ì É Ò × × Í � Ì Ò Ø Ó � � ÌÊ Î Í Î Í � Ê Ì Í � Ì Ø Ì É Í Ò Î � Ø Î " Ê Ó � Ó Í � Í × × Ê Î � ! Ø Î Ì É Í Ò Î × Ê ! Í Ì � $é ï é ÿ ü ã ô â ä ì ô à ü ü è � æ à ü ì ý ì ã � ÿ ç á ü ø è ã ã ë ä à ì í ì í îÏ $ Ï $ Ù � � Í � Ì Î Ò � Ê � � � & � Ê � Ò ! Ò Í � Í � Ë � Ø � Í Í × × É Ê � � � Í Ì Î Ê Ò Ó Í � � × � � É Ê × Ê Ó Ê Ë Ë Î Í Ó Ì Ò � Í × É Ò Ë Ë Î Ø Ô Î Ê � �� Ø � Ë Í Ì Í Ó Ì Ò Ó Ì É Í × " Ò � � × � Ê Ó � Ì Í � É Ó Ò & � Í × Ó Í � Í × × Ê Î � Ì Ø Ð1 Ò × Ì Ò Ó Ô � Ò × É Í # Ë Ø × Í � Í Ó Í Î Ô Ò  Í � Ë Ê Î Ì × ! Î Ø � Ø Ì É Í Î Ë Ê Î Ì × Ø ! Í � Í � Ì Î Ò � Ê � Í & � Ò Ë � Í Ó Ì $1 Í Ì Í Î � Ò Ó Í Ì É Í Ó Ø � Ò Ó Ê � Ö Ø � Ì Ê Ô Í Ø ! Í # Ë Ø × Í � Í Ó Í Î Ô Ò  Í � Ë Ê Î Ì × $1 Í Ì Í Î � Ò Ó Í � Ò Ó Ò � � � Ê Ë Ë Î Ø Ê � É � Ò × Ì Ê Ó � Í × Î Í � Ê Ì Í � Ì Ø Ì É Í Ö Ø � Ì Ê Ô Í × Ì É Í � Ê Î Í Í # Ë Ø × Í � Ì ØÝ Î Ø Ë Í Î � � � × Í Ý Ý � � Ò Ó × � � Ê Ì Ò Ó Ô Ê Ó � × É Ò Í � � Ò Ó Ô � Ê Ì Í Î Ò Ê � × Ê Ó � Ò Ó × � � Ê Ì Í � Ì Ø Ø � × � Ê Ó � × Ë Í � Ò Ê �Ë Î Í � Ê � Ì Ò Ø Ó Ê Î � Ì Í � É Ó Ò & � Í × ! Ø Î � Ø Î " Ò Ó Ô Ø Ó Ø Î Ó Í Ê Î Í # Ë Ø × Í � Í Ó Í Î Ô Ò  Í � Ë Ê Î Ì × Ø !Í � Í � Ì Î Ò � Ê � Í & � Ò Ë � Í Ó Ì $Ï $ Ï $ Ú Ñ Î Ê Ò Ó Ò Ó Ô × É Ê � � � Í Ê � Ø � � Ò Ó Ê Ì Ò Ø Ó Ø ! � � Ê × × Î Ø Ø � Ê Ó � Ø Ó 3 Ì É Í 3 4 Ø � Ê Ó � Ì É Í Í � Ë � Ø � Í Í × É Ê � �× É Ø � Ë Î Ø ! Ò � Ò Í Ó � � Ò Ó Ê � � Ì É Í � Ø Î " Ë Î Ê � Ì Ò � Í × Î Í & � Ò Î Í � Ì Ø � Ø � Ë � Í Ì Í Ì É Í 4 Ø � × Ê ! Í � � $é ï � � � � ì â ì ø í à ü ë ä à ì í ì í î à í � û ã â ä à ì í ì í îÏ $ 9 $ Ù ) � � Í � Ë � Ø � Í Í × × É Ê � � Î Í � Í Ò Ö Í Ê � � Ò Ì Ò Ø Ó Ê � Ì Î Ê Ò Ó Ò Ó Ô Ø Î Î Í Ì Î Ê Ò Ó Ò Ó Ô � Ó � Í Î Ì É Í ! Ø � � Ø � Ò Ó Ô� Ø Ó � Ò Ì Ò Ø Ó × ÐÏ $ 9 $ Ù $ Ê Ñ É Í × � Ë Í Î Ö Ò × Ø Î Ê Ó � Û Ø Î Ê Ó Ó � Ê � Ò Ó × Ë Í � Ì Ò Ø Ó Ò Ó � Ò � Ê Ì Í Ì É Í Ó Í Í � ! Ø Î Ê � � Ò Ì Ò Ø Ó Ê � Ì Î Ê Ò Ó Ò Ó ÔØ Î Î Í Ì Î Ê Ò Ó Ò Ó Ô $Ï $ 9 $ Ù $ � 2 Í � Ì Í � É Ó Ø � Ø Ô � � Ó Í � Ë Î Ø � Í � � Î Í × � Ø Î � É Ê Ó Ô Í × Ò Ó × Ê ! Í Ì � Î Í � Ê Ì Í � � Ø Î " Ë Î Ê � Ì Ò � Í × �Î Í & � Ò Î Í � Ø Î Í Ì Î Ê Ò Ó Ò Ó Ô $Ï $ 9 $ Ù $ � Ñ É Í Í � Ë � Ø � Í Í � � × Ì � × Í Ê � Ø Î " Ë Î Ê � Ì Ò � Í Ì É Ê Ì Ì É Í � É Ê Ö Í Ó Ø Ì � Ì Ò � Ò  Í � � Ò Ì É Ò Ó Ê � Í Ê ÎÊ Ó � Ì É Í � Ê Î Í � Ó × � Î Í Ø ! Ì É Í Ò Î Ê � Ò � Ò Ì � Ì Ø × Ê ! Í � � Ë Í Î ! Ø Î � Ì É Í � Ø Î " Ë Î Ê � Ì Ò � Í Ò Ó Ø Î � Í Î Ì Ø� Ø � Ë � Í Ì Í Ì É Í 4 Ø � Ì Ê × " $ Ñ É Í Í � Ë � Ø � Í Í É Ê × Ì É Í Î Í × Ë Ø Ó × Ò � Ò � Ò Ì � Û Î Ò Ô É Ì Ì Ø Ò Ó ! Ø Î � Ì É Í Ò Î× � Ë Í Î Ö Ò × Ø Î Ò ! Ì É Í � ! Í Í � Ì É Í � Ó Í Í � � Ø Î Í Ì Î Ê Ò Ó Ò Ó Ô ! Ø Î Ê Ë Ê Î Ì Ò � � � Ê Î 4 Ø � Ì Ê × " $é ï � ÿ ç ã ä î ã í ô è ë ä à ì í ì í î � � ì ä ù â � ì � � Þ ÷ û 	 � ÿ 
 	 û ã ù ô æ ãÏ $  $ Ù ) � � Í � Ë � Ø � Í Í × Í Ó Ô Ê Ô Í � Ò Ó Í � Í � Ì Î Ò � Ê � � Ø Î " × É Ê � � Î Í � Í Ò Ö Í Ì Î Ê Ò Ó Ò Ó Ô Ò Ó È Ê Î � Ò Ø Ë � � � Ø Ó Ê Î �Õ Í × � × � Ò Ì Ê Ì Ò Ø Ó / È Ý Õ 0 � ) � Ì Ø � Ê Ì Í � � # Ì Í Î Ó Ê � 1 Í ! Ò � Î Ò � � Ê Ì Ø Î / ) � 1 0 � + Ò Î × Ì ) Ò � � Ê Ó � Ò Ó Î Í × � � ÍÌ Í � É Ó Ò & � Í × Ê × × Ø � Ò Ê Ì Í � � Ò Ì É � Ø Î " Ò Ó Ô Ø Ó Ë Ø � Í × Ê Ó � × Ì Î � � Ì � Î Í × � Ò Ó � Ê Ó É Ø � Í × � � Ø Ò � Í Î × � Ê Í Î Ò Ê �� � � " Í Ì × � Í Ó � � Ø × Í � × Ë Ê � Í × � Í Ì � $Ï $  $ Ù $ Ê È Ý Õ Û ) � 1 Ê Ó � Ê � � Î Í × � � Í Ì Î Ê Ò Ó Ò Ó Ô × É Ê � � � Í � Ø � Ë � Í Ì Í � Ê Ó Ó � Ê � � � � Ê Ó � Ò Ó � � � � ÍË Î Ø ! Ò � Ò Í Ó � � Ì Í × Ì Ò Ó Ô ! Ø Î Í Ê � É $
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Ï $  $ Ù $ � + Ò Î × Ì ) Ò � Ì Î Ê Ò Ó Ò Ó Ô × É Ê � � � Í Ë Î Ø Ö Ò � Í � Ê Ì � Í Ê × Ì Í Ö Í Î � Ì É Î Í Í � Í Ê Î × Ø Î Ê × × Ë Í � Ò ! Ò Í � � �Í Ê � É È Ø � Ë Ê Ó � : × Ì Î Ê Ò Ó Ò Ó Ô Ë Î Ø Ô Î Ê � $Ï $  $ Ú Õ Í × Ë Ø Ó × Í Ì Ø Ê Ó Í � Í Î Ô Í Ó � � × É Ê � � Ò Ó � � � � Í � � Ì Ò × Ó Ø Ì � Ò � Ò Ì Í � Ì Ø Ì É Í ! Ø � � Ø � Ò Ó Ô ÐÏ $  $ Ú $ Ê ; É Í Ó Ì É Í × � Í Ó Í � Í � Ø � Í × × Ê ! Í � Ê � � Ò Ó Ò × Ì Í Î È Ý Õ Û ) � 1 Ê Ó � ! Ò Î × Ì Ê Ò � � � Ê � � * Ù Ù Ê ×Ó Í Í � Í � $Ï $  $ Ú $ � ; Ê Ì Í Î 3 < Í � Ø Î = � Î Ó < Í � × É Ê � � � Í � × Í � ! Ø Î Ì É Í Ò � � Í � Ò Ê Ì Í � Ê Î Í Ø ! Ê � � Ì É Í Î � Ê � � � Î Ó ×Ò Ó � � � � Ò Ó Ô Í � Í � Ì Î Ò � Ê � � Ø Ó Ì Ê � Ì � � Î Ó × $Ï $  $ Ú $ � Ñ É Í Ò Ó 4 � Î Í � × É Ê � � � Í Ì Ê " Í Ó Ì Ø Ì É Í É Ø × Ë Ò Ì Ê � Í � Í Î Ô Í Ó � � Î Ø Ø � ! Ø Î Ê � � Ò Ó 4 � Î Ò Í × Î Í & � Ò Î Ò Ó ÔÍ � Í Î Ô Í Ó � � � Í � Ò � Ê � � Ê Î Í $Ï $  $ Ü Ñ Î Ê Ó × Ë Ø Î Ì Ê Ì Ò Ø Ó � � Ê � � � � Ê Ó � Í Ò × Î Í & � Ò Î Í � ! Ø Î Ì É Í ! Ø � � Ø � Ò Ó Ô Ò Ó 4 � Î Ò Í × Ð� � Í � Ì Î Ò � × É Ø � " Ê Ó � Û Ø Î � � Î Ó / É Ò Ô É Ø Î � Ø � Ö Ø � Ì Ê Ô Í 0È É Í � Ò � Ê � Ê Ó � Û Ø Î Ì É Í Î � Ê � � � Î Ó × Ì Ø Ì É Í ! Ê � Í( Í Ö Í Î Í � � Í Í � Ò Ó Ô� Ê 4 Ø Î � Ò � � ! Î Ê � Ì � Î Í �+ Ê � � ! Î Ø � Í � Í Ö Ê Ì Ò Ø Ó- Ó � Ø Ó × � Ò Ø � × Ó Í × ×( Í Ö Í Î Í Ó Ê � × Í Ê � � É Í × Ì Ë Ê Ò Ó � × Í Ö Í Î Í É Í Ê � Ê � É Í � � Ò × Ø Î Ò Í Ó Ì Ê Ì Ò Ø ÓÏ $  $ Ï + Ø Î Ë Í Î × Ø Ó Ê � Ò � � Ó Í × × � É Í Î Í Í � Ë � Ø � Í Í Î Í ! � × Í × Ì Ø � Í Ì Î Ê Ó × Ë Ø Î Ì Í � � � Ê � � � � Ê Ó � Í �Ò � � Í � Ò Ê Ì Í � � Ó Ø Ì Ò ! � ÐÈ Ø Î Ë Ø Î Ê Ì Í � Í Ê � Ì É . ; Í � � Ó Í × × 1 Ò Î Í � Ì Ø Î � Ò ! Ê Ë Ë � Ò � Ê � � Í( Ê ! Í Ì � Õ Í Ë Î Í × Í Ó Ì Ê Ì Ò Ö Í( � Ë Í Î Ö Ò × Ø ÎÏ $  $ 9 - × Í Ø ! Ý Í Î × Ø Ó Ê � Ý Î Ø Ì Í � Ì Ò Ö Í � & � Ò Ë � Í Ó Ì / Ý Ý � 0 Ò × É Ò Ô É � � Î Í � Ø � � Í Ó � Í � � É Í ÓÊ � � Ò Ó Ò × Ì Í Î Ò Ó Ô ! Ò Î × Ì Ê Ò � Ê Ó � Û Ø Î È Ý Õ Û ) � 1 � Ê Î Í Ì Ø Ê Ö Ò � Ì Ò � $ Õ Í � Ø � � Í Ó � Í � Ý Ý � × É Ê � �Ò Ó � � � � Í Ô � Ø Ö Í × � Ø Ó Í � Ê � � Î Í Ê Ì É Í Î Ö Ê � Ö Í × � Ê Ó � × Ê ! Í Ì � Ô � Ê × × Í × Ø Î Ô Ø Ô Ô � Í × $Ï $  $ 9 $ Ê � � Ë � Ø � Í Í × × É Ê � � � Ê × É É Ê Ó � × Ê Ó � Ø Ì É Í Î Ë Ø Ì Í Ó Ì Ò Ê � � � � Ø Ó Ì Ê � Ò Ó Ê Ì Í � � Ø � � Ë Ê Î Ì × Ê ! Ì Í ÎÊ Ò � Ò × Ë Î Ø Ö Ò � Í � $Ï $  $ 9 $ � � � Ë � Ø � Í Í × × É Ê � � Î Í Ë Ø Î Ì Ê � � Í # Ë Ø × � Î Í × Ì Ø � � Ø Ø � Ê Ó � � Ø � � ! � � Ò � × Ì Ø Ì É Í Ò Î ( � Ë Í Î Ö Ò × Ø ÎÊ Ó � È Ø Î Ë Ø Î Ê Ì Í � Í Ê � Ì É . ; Í � � Ó Í × × 1 Ò Î Í � Ì Ø Î � Ò ! Ê Ë Ë � Ò � Ê � � Í � ! Ø Î Ë Ø × Ì Í # Ë Ø × � Î Í � Ê Î Í Ê ×Ó Í Í � Í � $Ï $  $  Ý Î Í Ë � Ê Ó Ó Ò Ó Ô ! Ø Î Ë Ø Ì Í Ó Ì Ò Ê � Í � Í Î Ô Í Ó � Ò Í × Ò × É Ò Ô É � � Î Í � Ø � � Í Ó � Í � $Ï $  $ � Ý Î Ø Ë Í Î � � Í & � Ò Ë Ë Í � ! Ò Î × Ì Ê Ò � " Ò Ì × × É Ê � � � Í Ë Î Ø Ö Ò � Í � Ê Ó � � Ê Ò Ó Ì Ê Ò Ó Í � Ê Ì Ö Ê Î Ò Ø � × � Ø � Ê Ì Ò Ø Ó ×Ì É Î Ø � Ô É Ø � Ì Ì É Í È Ø � Ë Ê Ó � Ì Ø Ê � � Ø � ! Ø Î Ë Î Ø � Ë Ì Î Í × Ë Ø Ó × Í Ì Ø Í � Í Î Ô Í Ó � � × Ò Ì � Ê Ì Ò Ø Ó × $
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Ï $  $ � $ Ê ) � � ! Ò Î × Ì Ê Ò � " Ò Ì × × É Ê � � � Í Î Í Ë � Í Ó Ò × É Í � ! Î Í & � Í Ó Ì � � Ì Ø Í Ó × � Î Í Í � Í Î Ô Í Ó � � × � Ë Ë � Ò Í × Ê Î ÍË Î Ø Ö Ò � Í � � É Í Ó Ê Ó Í � Í Î Ô Í Ó � � Ø � � � Î × $Ï $  $ � $ � ) � � Í � Ë � Ø � Í Í × × É Ê � � � Í Ê Î Ó É Ø � Ì Ø � × Í Ì É Í × � Ë Ë � Ò Í × Ë Î Ø Ö Ò � Í � Ò Ó Ì É Í ! Ò Î × Ì Ê Ò � " Ò Ì × $Ï $  $ � $ � ) � � ! Ò Î × Ì Ê Ò � " Ò Ì × � Ø � Ê Ì Í � Ò Ó È Ø � Ë Ê Ó � Ö Í É Ò � � Í × × É Ê � � � Í Ê Ì � Í Ê × Ì Ê × Ò # Ì Í Í Ó / Ù  0 � Ó Ò Ì " Ò ÌÊ Ó � × É Ê � � � Í � Ê Ò Ó Ì Ê Ò Ó Í � � � Ì É Í � Î Ò Ö Í Î Ø ! Ì É Í Ö Í É Ò � � Í $Ï $  $ � $ � � � Í Î Ô Í Ó � � � Ø Ó Ì Ê Ò Ó Í Î × ! Ø Î Î Í � Ø Ì Í � Ø Î " × Ò Ì Í × × É Ê � � � Í Ë Î Ø Ö Ò � Í � ! Ø Î Ê � � � Ø � Ó Ì Ê Ò Ó Ê Ó �Î Ò � Ô Í � Ø Î " � É Í Î Í Ê � � Í × × � � Ö Í É Ò � � Í Ò × Ó Ø Ì Ë Ø × × Ò � � Í $� Ê � É � Ø Ó Ì Ê Ò Ó Í Î × É Ê � � Ò Ó � � � � Í � � Ì Ò × Ó Ø Ì � Ò � Ò Ì Í � Ì Ø Ì É Í ! Ø � � Ø � Ò Ó Ô Ò Ì Í � × Ð/ Ú 0
10’ x 12’ vinyl tarps/ Ü  0 Ì Î Ê ! ! Ò � Î Ø Ê � ! � Ê Î Í ×/  0 É Ê Î � É Ê Ì � Ò Ô É Ì ×/ Ï 0 Ù 3 Ô Ê � � Ø Ó � Ê Ì Í Î � Ø Ø � Í Î/ Ù , 0 � Ò × Ë Ø × Ê � � Í � � Ê Ó " Í Ì ×/ Ù 0 Ë Î Ø Ë Ê Ó Í × Ì Ø Ö Í � Û Ú � � Î Ó Í Î × Ê Ó � É Ø × Í Ê × × Í � � � Ò Í ×/ Ù 0 Ü Ô Ê � � Ø Ó Ë Î Ø Ë Ê Ó Í Ì Ê Ó "/ Ú 0 � Ê Î Ë Í Ó Ì Í Î � Ò Ô É Ì ×/ Ù 0 Ù  � Ó Ò Ì ! Ò Î × Ì Ê Ò � " Ò Ì/ Ù 0 ) � 1Ï $  $ > � � Í Î Ô Í Ó � � Õ Í × � � Í ? � Ò � Í � Ò Ó Í ×Ï $  $ > $ Ê ) Í Î Ò Ê � = � � " Í Ì Õ Í × � � Í% Ó Ì É Í Í Ö Í Ó Ì Ê Ó Í � Ë � Ø � Í Í � � Ø Î " Ò Ó Ô ! Î Ø � Ê Ó Ê Í Î Ò Ê � � Í Ö Ò � Í Ò × Ò Ó 4 � Î Í � Ø Î � Í � Ø � Í ×Ò Ó � Ê Ë Ê � Ò Ì Ê Ì Í � � Ì É Í Ô Î Ø � Ó � � Î Í � × É Ê � � Ì Ê " Í Ë Î Ø � Ë Ì Î Í × Ë Ø Ó × Í $= Í ! Ê � Ò � Ò Ê Î � Ò Ì É Ì É Í Ö Í É Ò � � Í � Ø Ó Ì Î Ø � × $� Ó × � Î Í Ì É Í Ì Î � � " � Ø � � Ò × Ó Ø Ì Í Ó Í Î Ô Ò  Í � $

o
% ! Ì É Í Ö Í É Ò � � Í Ò × Í Ó Í Î Ô Ò  Í � � Ë Î Ø Ì Í � Ì � Ø � Î × Í � ! ! Î Ø � Í � Í � Ì Î Ò � × É Ø � " � Ë Î Ò Ø Î Ì ØØ Ë Í Î Ê Ì Ò Ó Ô Ê Ó � � Ø Ó Ì Î Ø � × Ø Î Ô Í Ì Ì Ò Ó Ô Ø Ó Ì Ø Ì É Í Ì Î � � " $Ý � Ê Ó Ì É Í Ë Ê Ì É Ø ! � Í � Í Ó Ì $

o @ Ó Ø � � É Í Î Í � Ø � Ê Î Í Ô Ø Ò Ó Ô Ì Ø Ë � Ê � Í Ì É Í � � � " Í Ì Ê Ó � Ì É Í Ø � × Ì Î � � Ì Ò Ø Ó × Ì É Ê Ì� Ø � � Ò � � Í Ó � Ø � Ó Ì Í Î � � Î Ò Ó Ô � Ø � Í Î Ò Ó Ô $
o

Ñ É Ò × × É Ø � � � � Í Ê Ó Ê Î Í Ê ! Î Í Í Ø ! � Ê Ó Ô Í Î Ê Ó � � Ò Ì É Í Ó Ø � Ô É Î Ø Ø � Ì Ø � Ø Î " Ø ÓÌ É Í Ò Ó 4 � Î Í � $
o

; É Í Ó Ì É Í � � � " Í Ì Ò × Ò Ó Ë Ø × Ò Ì Ò Ø Ó Ì Ø � Ø Î " Ø Ó Ì É Í Ò Ó 4 � Î Í � � � Ò × � Ø Ó Ó Í � Ì Ø Î � � ÌÊ � Ê � Ì É Í Ò Î � Ê Ó � Ê Î � Ê Ì Ì É Í � Ø Ø � Í Ó � $Õ Í � Ø Ö Í Ò Ó 4 � Î Í � ! Î Ø � � � � " Í Ì
o

Ý � � � Ì É Í Ò Ó 4 � Î Í � � Ë Ê Ó � Ë � Ê � Í Ì É Í Ò Î Ê Î � × ! Ø Î � Ê Î � Ø Ó Ì É Í � Ò Ë Ø ! Ì É Í � � � " Í Ì $
o

È � Ò � � Ø Ó Ì Ø � � � " Í Ì � Ò Ë � � Í É Ò Ó � Ì É Í Ò Ó 4 � Î Í � Ê Ó � � Ò ! Ì Ì É Í Ò Ó 4 � Î Í � Ø � Ì � � Ë � � � Ò Ó ÔÒ Ó Ì É Í Ò Î � Ê Ó � Ê Î � $
o

Õ Í × Ì Ì É Í Ò Ó 4 � Î Í � Ø Ö Í Î Ì É Í � Ò Ë Ø ! Ì É Í � � � " Í Ì $
o

+ Î Ø � Ì É Í Ô Î Ø � Ó � � Í � Í Ö Ê Ì Í Ì É Í ! Í Í Ì Ø ! Ì É Í Ò Ó 4 � Î Í � Ì Ø Ì É Í � Ê � " � Ò Ë Ø ! � � � " Í Ì $
o

Õ Í � Ø Ö Í � Ê Ó � Ê Î � ! Î Ø � 1 3 Î Ò Ó Ô $
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o
Õ Í � Ø Ö Í Ò Ó 4 � Î Í � ! Î Ø � � � � " Í Ì � � Ë � Ê � Ò Ó Ô Ø Ó Í Ê Î � Ò Ó Ì É Í � Î Ø Ì � É Ø ! Ì É Í Ò Ó 4 � Î Í �Ê Ó � Ì É Í Ø Ì É Í Î Ê Î � Ø Ö Í Î Ì É Í Ò Î ! Ê Î Ì É Í × Ì × É Ø � � � Í Î $

o
� Ò ! Ì � Ë Ê Ó � � Ø � Í Î Ò Ó 4 � Î Í � Ì Ø Ì É Í Ô Î Ø � Ó � $) � � Ò Ó Ò × Ì Í Î È Ý Õ Û ) � 1 Ø Î Ø Ì É Í Î ! Ò Î × Ì Ê Ò � Ê × Ó Í Í � Í �' Ë Ì Ò Ø Ó Ê � � Í Ì É Ø � Ù Ð

o
Õ Í � Ø Ö Í � Ê Ó � Ê Î � ! Î Ø � Ì É Í Ò Ó 4 � Î Í � $

o
� Ø Ö Í � Ø Ø � × Ì Î Ê Ë Ê × ! Ê Î � Ë Ê × Ë Ø × × Ò � � Í $

o
È Ø Ó Ó Í � Ì × Í Î Ö Ò � Í � � Ø � " Ì Ø � Ø Ø � × Ì Î Ê Ë $

o
È Ø Ó Ó Í � Ì Í Ó � Ø ! Ì É Í × Í Î Ö Ò � Í � � Ø � " Ì Ø Ì É Í � Ê � " 1 3 Î Ò Ó Ô Ø Ó ! � � � � Ø � � É Ê Î Ó Í × × Ø !Ì É Í Ò Ó 4 � Î Í � $

o
Õ Ê Ò × Í Ò Ó 4 � Î Í � � Ó Ì Ò � Ì É Í Ò Î × Í Ê Ì / � � Ì Ì Ø � " × 0 � Ò × Ê � Ø Ö Í Ì É Í � Ò Ë Ø ! Ì É Í � � � " Í Ì $

o
= Î Ò Ó Ô Ì É Í � Í Ô × Ø ! Ì É Í Ò Ó 4 � Î Í � Ø � Ì Ø ! Ì É Í � � � " Í Ì Ê Ó � � Ø � Í Î Ì Ø Ì É Í Ô Î Ø � Ó � Ø ÎØ Ó Ì Ø Ì É Í Ì Ø Ø � � Ê � Ò Ó Í Ì Ø ! Ì É Í � � � " Í Ì $

o
) � � Ò Ó Ò × Ì Í Î È Ý Õ Û ) � 1 Ø Î Ø Ì É Í Î ! Ò Î × Ì Ê Ò � Ê × Ó Í Í � Í � $' Ë Ì Ò Ø Ó Ê � � Í Ì É Ø � Ú Ð

o
- × Í Ê � Ø Ø � Î Í × � � Í � Ó Ò Ì
§

= Ø Ø � Î Í × � � Í � Í Ö Ò � Í × É Ø � � � Ê � Î Í Ê � � � Í Ò Ó × Ì Ê � � Í � Ø Ó Ì Ø Ì É Í � Ø Ø � $
o

Ý Ø × Ò Ì Ò Ø Ó Ì É Í � � � " Í Ì Ì É Í Ó Ë � � � � Ø � Ó � Ê Î � Ø Ó Ì É Í × Ì Í Í � Î Ò Ó Ô Ì Ø Ø Ë Í Ó Ì É Í � Ê Ô $
§

+ Ê � � � Ò Ó Í � � � Ø � " Û Ì Ê � " � Í Ê Ó � × Ó Ê Ë 3 É Ø Ø " × É Ø � � � Î Í � Í Ê × Í ! Î Ø � Ì É Í � Ê Ô $
o

È Ø Ó Ó Í � Ì × Ó Ê Ë É Ø Ø " Ì Ø Ì É Í � Ê � " 1 3 Î Ò Ó Ô Ø Ó ! � � � � Ø � � É Ê Î Ó Í × × Ø ! Ì É Í Ò Ó 4 � Î Í � $
o

� Ø Ò × Ì Ì É Í Ò Ó 4 � Î Í � Ì Ø Ì É Í Ô Î Ø � Ó � � � Ê Ò Ó Ì Ê Ò Ó Ò Ó Ô � Ø Ó Ì Î Ø � Ø ! � Í × � Í Ó Ì $
o

) � � Ò Ó Ò × Ì Í Î È Ý Õ Û ) � 1 Ø Î Ø Ì É Í Î ! Ò Î × Ì Ê Ò � Ê × Ó Í Í � Í � $Ï $  $ > $ � È Ø � � � Ó Ò � Ê Ì Ò Ø Ó × Ñ Ø � Í Î Ø Î ( Ì Î � � Ì � Î Í Õ Í × � � ÍÙ , , A ! Ê � � Ë Î Ø Ì Í � Ì Ò Ø Ó × É Ê � � � Í � × Í � � É Ò � Í Í # Í � � Ì Ò Ó Ô Ê Ó � Ì Ø � Í Î Î Í × � � Í $È � Ò � � � Ê � � Í Î Ê Ó � Í Ó × � Î Í � Ø Î Î Í � Ì Ë Ø × Ò Ì Ò Ø Ó Ò Ó Ô � É Í Ó � Í � Ì Ò Ó Ô Ò Ó Ê � Ø Ö Í Ì É Í Ò Ó 4 � Î Í � $
Using ½” hand line, wrap around nearest beam or other object. ; Î Ê Ë � Ò Ó Í Ê Î Ø � Ó � Ò Ó 4 � Î Í � � É Ò Ô É Ê � Ø Ö Í � É Í × Ì Ê Ó � × Í � � Î Í � � Ò Ì É Ì É Î Í Í É Ê � !É Ò Ì � É Í × $Ý Ò � " � Ë × � Ê � " Ø Ó Ì É Í É Ê Ó � � Ò Ó Í $Ñ � Ò × Ì � Ø Ê � Ê Ó � ! Ê � � � Ò Ó Í × � É Ø � � Ò Ó Ô Ò Ó Ø Ó Í É Ê Ó � Ê � Ø Ó Ô � Ò Ì É Ì É Í Ò Ó 4 � Î Í � Ë Í Î × Ø Ó ×Ë Ø × Ò Ì Ò Ø Ó Ò Ó Ô � Í � Ì $È � Ì Ë Ø × Ò Ì Ò Ø Ó Ò Ó Ô � Í � Ì Ê Ó � � Ø � Í Î Ì Ø Ì É Í Ô Î Ø � Ó � � � Ê Ò Ó Ì Ê Ò Ó Ò Ó Ô � Ø Ó Ì Î Ø � Ø ! � Í × � Í Ó Ì $) � � Ò Ó Ò × Ì Í Î È Ý Õ Û ) � 1 Ø Î Ø Ì É Í Î ! Ò Î × Ì Ê Ò � Ê × Ó Í Í � Í � $' Ë Ì Ò Ø Ó Ê � � Í Ì É Ø � Ð 1 Í × � Í Ó Ì 1 Í Ö Ò � Í
o

) Ì Ì Ê � É � Í × � Í Ó Ì � Í Ö Ò � Í
o

� Ó × � Î Í � Ø Ó Ì Î Ø � Ø ! � Í × � Í Ó Ì � Í Ö Ò � Í � � × Ò Ó Ô Ì É Í ! Ø � � Ø � Ò Ó Ô Ê × Ê Ô � Ò � Í � Ò Ó Í Ð
§

( � Ø � � Í × � Í Ó Ì 3 / Ü 0 Ì � Î Ó × Ø ! É Ê Ó � � Ò Ó Í Ð Ù 9 ,
–

Ú , , � � × $ Ë Í Î × Ø Ó
§

) � � B Ì � Î Ó ! Ø Î Í Ê � É Ê � � Ò Ì Ò Ø Ó Ê � � 9 � � × $
§

� Í � Ò � � � Í × � Í Ó Ì
–

/ Ú 3 B 0 Ì � Î Ó × Ø ! É Ê Ó � � Ò Ó Í Ð Ù 9 ,
–

Ú , , � � × $ Ë Í Î × Ø Ó
§

) � � B Ì � Î Ó ! Ø Î Í Ê � É Ê � � Ò Ì Ò Ø Ó Ê � � 9 � � × $
o

Õ � Ó Ê É Ê Ó � � Ò Ó Í ! Î Ø � Ì É Í � Í × � Í Ó Ì � Í Ö Ò � Í Ì Ø Ì É Í Ò Ó 4 � Î Í � Ê Ó � � Ø Ó Ó Í � Ì � × Ò Ó ÔÊ � Ê Î Ê � Ò Ó Í Í Î Ì Ø Ì É Í � Ê � " 1 3 Î Ò Ó Ô Ø ! Ì É Í ! � � � � Ø � � É Ê Î Ó Í × × $
o

( � Ø � � � � Ø � Í Î Ì É Í Ò Ó 4 � Î Í � Ì Ø Ì É Í Ô Î Ø � Ó � � � Ê Ò Ó Ì Ê Ò Ó Ò Ó Ô � Ø Ó Ì Î Ø � Ø ! � Í × � Í Ó Ì $
o

) � � Ò Ó Ò × Ì Í Î È Ý Õ Û ) � 1 Ø Î Ø Ì É Í Î ! Ò Î × Ì Ê Ò � Ê × Ó Í Í � Í � $
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Ï $  $ > $ � Ý Ø � Í Ñ Ø Ë Õ Í × � � ÍÙ , , A ! Ê � � Ë Î Ø Ì Í � Ì Ò Ø Ó × É Ê � � � Í � × Í � � É Ò � Í Í # Í � � Ì Ò Ó Ô Ê Ó � Ë Ø � Í Ì Ø Ë Î Í × � � Í $
Climb pole with ½” hand line and wrap around nearest cross arm or other Ø � 4 Í � Ì $; Î Ê Ë � Ò Ó Í Ê Î Ø � Ó � Ò Ó 4 � Î Í � � É Ò Ô É Ê � Ø Ö Í � É Í × Ì Ê Ó � × Í � � Î Í � � Ò Ì É Ì É Î Í Í É Ê � !É Ò Ì � É Í × $Ý Ò � " � Ë × � Ê � " Ø Ó Ì É Í É Ê Ó � � Ò Ó Í $Ñ � Ò × Ì � Ø Ê � Ê Ó � ! Ê � � � Ò Ó Í × � É Ø � � Ò Ó Ô Ò Ó Ø Ó Í É Ê Ó � Ê � Ø Ó Ô � Ò Ì É Ì É Í Ò Ó 4 � Î Í � Ë Í Î × Ø Ó ×Ë Ø × Ò Ì Ò Ø Ó Ò Ó Ô � Í � Ì $È � Ì Ë Ø × Ò Ì Ò Ø Ó Ò Ó Ô � Í � Ì Ê Ó � � Ø � Í Î Ì Ø Ì É Í Ô Î Ø � Ó � � � Ê Ò Ó Ì Ê Ò Ó Ò Ó Ô � Ø Ó Ì Î Ø � Ø ! � Í × � Í Ó Ì $) � � Ò Ó Ò × Ì Í Î È Ý Õ Û ) � 1 Ø Î Ø Ì É Í Î ! Ò Î × Ì Ê Ò � Ê × Ó Í Í � Í � $Ï $  $ > $ � � Ê Ó É Ø � Í Õ Í × � � Í) × × Í × × É Ø � Í ! Ø Î É Ê  Ê Î � × � Ê Ò Î � Ø Ó Ò Ì Ø Î $
Descend ladder with ½” hand line.; Î Ê Ë � Ò Ó Í Ê Î Ø � Ó � Ò Ó 4 � Î Í � � É Ò Ô É Ê � Ø Ö Í � É Í × Ì Ê Ó � × Í � � Î Í � � Ò Ì É Ì É Î Í Í É Ê � !É Ò Ì � É Í × $) Ì Ì Ê � É � Ø � " Ò Ó Ô É Ø Ø " ! Î Ø � Î Í Ì Î Ò Í Ö Ê � × � × Ì Í � Ì Ø É Ê Ó � � Ò Ó Í $Õ Ê Ò × Í Ò Ó 4 � Î Í � � Ó Ì Ò � Ì É Í Ò Î × Í Ê Ì � � � Ì Ì Ø � " × � � Í Ê Î × Ì É Í � Ê Ó É Ø � Í $) � � Ò Ó Ò × Ì Í Î È Ý Õ Û ) � 1 Ø Î Ø Ì É Í Î ! Ò Î × Ì Ê Ò � Ê × Ó Í Í � Í � $Ï $  $ * ; Ø Î " × É Ê � � � Í � Ò × � Ø Ó Ì Ò Ó � Í � � É Í Ó Ê � Ö Í Î × Í � Í Ê Ì É Í Î � Ø Ó � Ò Ì Ò Ø Ó × � Ê " Í Ì É Í � Ø Î " É Ê  Ê Î � Ø � × �Ò Ó × Ë Ò Ì Í Ø ! Ì É Í � Ø Î " Ë Î Ê � Ì Ò � Í × Î Í & � Ò Î Í � $Ï $  $ * $ Ê Ñ É � Ó � Í Î × Ì Ø Î � × Ò Ó Ì É Í Ò � � Í � Ò Ê Ì Í Ö Ò � Ò Ó Ò Ì � � É Ò Ô É � Ò Ó � × � × Ó Ø � × Ì Ø Î � × � Ê Ó � Ò � Í× Ì Ø Î � × � Ê Î Í Í # Ê � Ë � Í × Ø ! Ê � Ö Í Î × Í � Í Ê Ì É Í Î � Ø Ó � Ò Ì Ò Ø Ó × Ì É Ê Ì Ê Î Í Ë Î Í × � � Í � Ì Ø ØÉ Ê  Ê Î � Ø � × Ì Ø Ë Í Î ! Ø Î � � Ø Î " × Ê ! Í � � $Ï $  $ * $ � ; É Í Ó Í � Í Î Ô Í Ó � � × Ò Ì � Ê Ì Ò Ø Ó × Î Í & � Ò Î Í Ò � � Í � Ò Ê Ì Í Ê � Ì Ò Ø Ó Ì Ø � Í Ì Ê " Í Ó Ò Ó Ø Î � Í Î Ì ØÍ Ó × � Î Í Ì É Í × Ê ! Í Ì � Ø ! Ì É Í Ë � � � Ò � � � Ì � Ø × Ì � Ê Î Í × É Ê � � � Í Í # Í Î � Ò × Í � � � Ì É Í Î Í × Ë Ø Ó � Ò Ó Ô� Î Í � / × 0 Ì Ø Î Í � Í � � Ì É Í Í � Í Î Ô Í Ó � � � Ø Ó � Ò Ì Ò Ø Ó $ ' Ó � Í Ì É Í Í � Í Î Ô Í Ó � � � Ø Ó � Ò Ì Ò Ø Ó É Ê ×� Í Í Ó Ê � � Î Í × × Í � � � Î Í � × × É Ê � � × Ì Ê Ó � � Ø � Ó � Ó Ì Ò � � Í Ê Ì É Í Î Ë Í Î � Ò Ì × � Ø Î " Ì Ø � Ø Ó Ì Ò Ó � Í $Ï $  $ * $ � ( Ë Í � Ò ! Ò � È Ø � Ë Ê Ó � Ê Ó � 1 Í Ë Ê Î Ì � Í Ó Ì Ê � ; Ø Î " Ý Î Ê � Ì Ò � Í × � � É Í Î Í Ê � Ø Ë Ì Í � � Ê Î Í Ê � × ØÊ Ë Ë � Ò � Ê � � Í $é ï � � ù ù ì ù â à í ô ã â ø ÷ æ ò ü ì ô 	 � ø ø � å à ç à ä ì â à íÏ $ � $ Ù ) × È Ø � Ë Ê Ó � Î Í Ë Î Í × Í Ó Ì Ê Ì Ò Ö Í × Ê Ó � Ê � Ì Ò Ö Í � Í � � Í Î × Ø ! Ø � Î � Ø � � � Ó Ò Ì Ò Í × � Ò Ì Ò × É Ò Ô É � �Î Í � Ø � � Í Ó � Í � Ì É Ê Ì Í Ê � É Í � Ë � Ø � Í Í Î Í Ó � Í Î Ê Ò � Ì Ø Ø � Î ! Í � � Ø � Í � Ë � Ø � Í Í × Ê Ó � Ì Ø Ì É Í Ë � � � Ò �� É Í Ó Í Ö Í Î Ê Ò � Ò × Ó Í � Í × × Ê Î � Ò Ó Ê Ó Í � Í Î Ô Í Ó � � × Ò Ì � Ê Ì Ò Ø Ó $
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é ï � � ø í ê � ì ã ü � ÿ ç á ü ø è ã ã ë ä à ì í ì í î ý ø ä ÿ í ô ä ø à ô ß ç ã í â ø ý â ß ã ö ð � ø ø â û æ ü ãÏ $ > $ Ù Ñ É Í Î Í � Ê � � Í Ø � � Ê × Ò Ø Ó × � É Í Î Í Ó Ø Ó 3 & � Ê � Ò ! Ò Í � Í � Ë � Ø � Í Í × Ø Î � Ø Ó Ì Î Ê � Ì Ø Î × Ó Í Í � Ì Ø � Ø � ÍÒ Ó Ì Ø � � Ø × Í Ë Î Ø # Ò � Ò Ì � Ø ! Í # Ë Ø × Í � Í Ó Í Î Ô Ò  Í � Í � Í � Ì Î Ò � Ê � Í & � Ò Ë � Í Ó Ì Ø Î � Ò Ó Í × ! Ø Î Ò Ó × Ë Í � Ì Ò Ø Ó Ø ÎÍ # Ê � Ò Ó Ê Ì Ò Ø Ó Ø ! Ì É Í Í # Ë Ø × Í � Í Ó Í Î Ô Ò  Í � Ë Ê Î Ì × $ Ñ É Í × Í Ó Ø Ó 3 & � Ê � Ò ! Ò Í � � Ø Î " Í Î × � Ê � Î Í � Í Ò Ö ÍÌ Í � Ë Ø Î Ê Î � & � Ê � Ò ! Ò � Ê Ì Ò Ø Ó Ê × Ê � Ø Î " Í Î Ò Ó Ì Î Ê Ò Ó Ò Ó Ô � Ò Ó Ê � � Ø Î � Ê Ó � Í � Ò Ì É ' ( � ) Ú * È + ÕÙ * Ù , $ Ú  * C ) � � Í × × � � � Ó & � Ê � Ò ! Ò Í � Ë Í Î × Ø Ó × Ì Ø Ê Î Í Ê × � Ø Ó Ì Ê Ò Ó Ò Ó Ô � Ó Ô � Ê Î � Í � Í Ó Í Î Ô Ò  Í �Ë Ê Î Ì × $ CÏ $ > $ Ú % Ó Ø Î � Í Î Ì Ø Ø � Ì Ê Ò Ó Ì É Ò × � Ò � Ò Ì Í � & � Ê � Ò ! Ò � Ê Ì Ò Ø Ó Ø Ó Í � � × Ì Ð@ Ó Ø � � É Ê Ì Ò × × Ê ! Í Ì Ø Ì Ø � � É Ê Ó � � É Ê Ì Ò × Ó Ø Ì × Ê ! Í Ì Ø Ì Ø � � É Ò Ó Ì É Í Ê Î Í Ê Ì É Í � � Ò � � � ÍÍ Ó Ì Í Î Ò Ó Ô D@ Ó Ø � � É Ê Ì Ì É Í � Ê # Ò � � � Ö Ø � Ì Ê Ô Í Ø ! Ì É Í Ê Î Í Ê Ò × D@ Ó Ø � Ì É Í � Ò Ó Ò � � � Ê Ë Ë Î Ø Ê � É � Ò × Ì Ê Ó � Í × ! Ø Î Ì É Í � Ê # Ò � � � Ö Ø � Ì Ê Ô Í � Ò Ì É Ò Ó Ì É Í Ê Î Í Ê D/ × Í Í Ì Ê � � Í Õ  Ò Ó � É Ê Ë Ì Í Î Ù Ú 0 D= Í Ì Î Ê Ò Ó Í � Ò Ó Ì É Í Î Í � Ø Ô Ó Ò Ì Ò Ø Ó Ê Ó � Ë Î Ø Ë Í Î � × Í Ø ! Ë Î Ø Ì Í � Ì Ò Ö Í Í & � Ò Ë � Í Ó Ì Ì É Ê Ì � Ò � � � Í� × Í � D Ê Ó �- Ó Ì Ò � Ë Î Ø ! Ò � Ò Í Ó � � Ò × � Í � Ø Ó × Ì Î Ê Ì Í � � Ì É Í � � Ò � � � Í � Ø Ó × Ò � Í Î Í � Ì Ø � Í Í � Ë � Ø � Í Í ×� Ó � Í Î Ô Ø Ò Ó Ô Ø Ó 3 Ì É Í 3 4 Ø � Ì Î Ê Ò Ó Ò Ó Ô Ê Ó � � � × Ì � Í � Ó � Í Î Ì É Í � Ò Î Í � Ì × � Ë Í Î Ö Ò × Ò Ø Ó Ø ! Ê & � Ê � Ò ! Ò Í �Í � Ë � Ø � Í Í Ê Ì Ê � � Ì Ò � Í × $Ï $ > $ Ü % ! Í Ó Ì Î � Ò Ó Ì Ø × � � × Ì Ê Ì Ò Ø Ó ! Ê � Ò � Ò Ì Ò Í × Ò × Ó Í � Í × × Ê Î � � Ì É Í Í � Ë � Ø � Í Í Ø Î � Ø Ó Ì Î Ê � Ì Ø Î × É Ê � � Ê Ì Ì Í Ó � Ê( � � × Ì Ê Ì Ò Ø Ó ( Ê ! Í Ì � ' Î Ò Í Ó Ì Ê Ì Ò Ø Ó Ë Î Ò Ø Î Ì Ø Í Ó Ì Í Î Ò Ó Ô Ê × � � × Ì Ê Ì Ò Ø Ó $é ï � Þ ø í â ä à ô â ÿ ç á ü ø è ã ã ù 	 Þ ø í â ä à ô â � ø ä � ã ä ùÏ $ * $ Ù ) � � � Ø Ó Ì Î Ê � Ì Í � Ë � Ø � Í Í × Û � Ø Ó Ì Î Ê � Ì � Ø Î " Í Î × × É Ê � � Ê Ì Ì Í Ó � Ê È Ø Ó Ì Î Ê � Ì Ø Î ( Ê ! Í Ì � ' Î Ò Í Ó Ì Ê Ì Ò Ø Ó $Ï $ * $ Ú ) � � � Ø Î " Ë Í Î ! Ø Î � Í � ! Ø Î Ì É Í È Ø � Ë Ê Ó � � � Ø � Ì × Ò � Í � Ø Ó Ì Î Ê � Ì Ø Î × × É Ê � � É Ê Ö Í Ê È Ø � Ë Ê Ó �� Ø Ó Ì Ê � Ì Ë Í Î × Ø Ó � Ø Ø Î � Ò Ó Ê Ì Ò Ó Ô Ê Ó � Ø Ö Í Î 3 × Í Í Ò Ó Ô Ì É Í � Ø Î " Ø Î Ë Î Ø 4 Í � Ì $Ï $ * $ Ú $ Ê Ñ É Í È Ø � Ë Ê Ó � � Ø Ó Ì Ê � Ì Ë Í Î × Ø Ó Ò × Î Í × Ë Ø Ó × Ò � � Í ! Ø Î Ì É Í � Ø Ó Ì Î Ê � Ì Ø Î × Ê Ó � × É Ê � � � Ø Ó Ò Ì Ø ÎÌ É Í Ë Î Ø Ô Î Í × × Ø ! Ì É Í � Ø Î " � Ê Ò � � $Ï $ * $ Ú $ � Ñ É Í � Ø Ó Ì Ê � Ì Ë Í Î × Ø Ó × É Ê � � Í Ó × � Î Í Ì É Ê Ì Ê � � � Ø Ó Ì Î Ê � Ì Í � Ë � Ø � Í Í × Ê Î Í & � Ê � Ò ! Ò Í � Û� Í Î Ì Ò ! Ò Í � Ò ! × Ë Í � Ò ! Ò � Ì Î Ê Ò Ó Ò Ó Ô Î Í & � Ò Î Í � Í Ó Ì × Ê Î Í Ó Í � Í × × Ê Î � ! Ø Î Ì É Í Ë Ê Î Ì Ò � � � Ê Î Ë Î Ø 4 Í � Ì $Ï $ * $ Ú $ � Ñ É Í � Ø Ó Ì Ê � Ì Ë Í Î × Ø Ó × É Ê � � Í Ó × � Î Í Ì É Ê Ì Ê � � � Ø Ó Ì Î Ê � Ì Í � Ë � Ø � Í Í × � Ø � Ë � � � Ò Ì É Ì É ÍÈ Ø � Ë Ê Ó � × Ê ! Í Ì � Ë Ø � Ò � Ò Í × Ê Ó � Ë Î Ø � Í � � Î Í × Ê × Ø � Ì � Ò Ó Í � Ò Ó Ì É Ò × � Ê Ó � Ê � $ + Ê Ò � � Î Í Ì Ø� Ø � Ë � � � Ò Ì É È Ø � Ë Ê Ó � Ë Ø � Ò � Ò Í × Ê Ó � Ë Î Ø � Í � � Î Í × � Ø � � � Î Í × � � Ì Ò Ó Ò � � Í � Ò Ê Ì ÍÌ Í Î � Ò Ó Ê Ì Ò Ø Ó Ø ! Ì É Í � Ø Î " Ø Î Ë Î Ø 4 Í � Ì $Ï $ * $ Ú $ � % Ó É Ò Ô É Î Ò × " Ê Î Í Ê × × � � É Ê × × � � × Ì Ê Ì Ò Ø Ó × � × � Ò Ì � É � Ê Î � × � � Ò � Î Ø � Ê Ö Í × Ì Ê Ì Ò Ø Ó × � Í Ì � $ � Ì É ÍÈ Ø � Ë Ê Ó � � Ø Ó Ì Ê � Ì Ë Í Î × Ø Ó × É Ê � � Í Ó × � Î Í Ê & � Ê � Ò ! Ò Í � Í � Ë � Ø � Í Í Ê � � Ø � Ë Ê Ó Ò Í × Ì É Í� Ø Ó Ì Î Ê � Ì Ø Î ! Ø Î Ì É Í � � Î Ê Ì Ò Ø Ó Ø ! Ì É Í � Ø Î " Ø Î Ë Î Ø 4 Í � Ì $
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� » ¿ É ¿ » Ä Å Æ ¿ Ç » ¼ Æ Æ » ¼ É ¿ ¾ » ¿ 	 Ä Ë Ä 	 � 	 Æ Ä ¼ � Ä Æ Ä ¾ 
 Ä Ë Ç � À ¼ Ë Å ¿ À ¿ � � Ä À ¿  � 
 Æ ¼ � �Á � Î � Î 9 Æ Æ ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç  À Ä É Ä Ë Ò É ¿ » Ä Å Æ ¿ Ç À ¿ � � Ä À Ä Ë Ò ¼ : Ê ¼ À  Ê � � Ê ¾ Ê À º ¼ À À Ä ¿ À Ç 6 : � º 7 � ¿  Ä Å ¼ Æ� ; ¼ 	 Ä Ë ¿ À Ç º ¿ À ¾ Ä � Ä Å ¼ ¾ ¿ Ç » ¼ Æ Æ » ¼ É ¿ ¼ Å Ê ½ 
 Ê � ¾ » ¿ Ä À Å � À À ¿ Ë ¾ Å ¿ À ¾ Ä � Ä Å ¼ ¾ ¿ � Ä ¾ » ¾ » ¿ 	 � » ¿ Ë ¿ É ¿ À¾ » ¿ 
 ¼ À ¿ Ê ½ ¿ À ¼ ¾ Ä Ë Ò ¾ » ¿ É ¿ » Ä Å Æ ¿ �Á � Î � Ð < Ç ¿ ¼ Ë  ½ Ê Ç Ç ¿ Ç Ç Ä Ê Ë Ê � ¼ Æ Å Ê » Ê Æ � Ä ¾ » Ä Ë ¼ Å Ê 	 ½ ¼ Ë 
 É ¿ » Ä Å Æ ¿ Ä Ç ½ À Ê » Ä � Ä ¾ ¿  �
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Á � Î � @ 9 Æ Æ ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç � Ç Ä Ë Ò º Ê 	 ½ ¼ Ë 
 É ¿ » Ä Å Æ ¿ Ç Ç » ¼ Æ Æ Ë Ê ¾ Ä � 
 ¾ » ¿ Ä À � � ½ ¿ À É Ä Ç Ê À ¼ Ë  ¾ » ¿ � ¼ � ¿ ¾ 
5 Ä É Ä Ç Ä Ê Ë Ê � ¼ Ë 
 ¾ À ¼ � � Ä Å Å Ä ¾ ¼ ¾ Ä Ê Ë Ä Ç Ç � ¿  � � » Ä Æ ¿  À Ä É Ä Ë Ò ¾ » ¿ º Ê 	 ½ ¼ Ë 
 É ¿ » Ä Å Æ ¿ � ¼ Ç Ç Ê Ê Ë ¼ Ç½ À ¼ Å ¾ Ä Å ¼ Æ � � � ¾ Ë Ê Æ ¼ ¾ ¿ À ¾ » ¼ Ë Î @ � » Ê � À Ç ¼ � ¾ ¿ À ¾ » ¿ Å Ä ¾ ¼ ¾ Ä Ê Ë Ä Ç Ä Ç Ç � ¿  �
·

� » ¿  À Ä É ¿ À Ä Ç À ¿ Ç ½ Ê Ë Ç Ä � Æ ¿ � Ê À ¾ » ¿ ½ ¼ 
 	 ¿ Ë ¾ Ê � ¼ Ë 
 Å Ä ¾ ¼ ¾ Ä Ê Ë Ç À ¿ Å ¿ Ä É ¿  � » Ä Æ ¿ ¾ » ¿ 
 ¼ À ¿� Ç Ä Ë Ò ¼ º Ê 	 ½ ¼ Ë 
 É ¿ » Ä Å Æ ¿ �
·

º Ä ¾ ¼ ¾ Ä Ê Ë Ç À ¿ Å ¿ Ä É ¿  Ä Ë À ¿ Ç ½ Ê Ë Ç ¿ ¾ Ê ¼ Å Ê 	 ½ ¼ Ë 
 ¿ 	 ¿ À Ò ¿ Ë Å 
 � Ä Æ Æ � ¿ » ¼ Ë  Æ ¿  � 
 ¾ » ¿5 ¿ ½ ¼ À ¾ 	 ¿ Ë ¾ Ê Ë ¼ Å ¼ Ç ¿ � � 
 � Å ¼ Ç ¿ � ¼ Ç Ä Ç �Á � Î � õ � 	 ½ Æ Ê 
 ¿ ¿ Ç Ç » ¼ Æ Æ ¼ Æ Ç Ê Ë Ê ¾ Ä � 
 ¾ » ¿ Ä À � A ' � * + � ! % * #  B . 1 � C # 3 � . ( ) � + � ! � %  � 3 . 1 � � * B * � + � * , !Æ Ä Å ¿ Ë Ç ¿ Ä Ç À ¿ É Ê � ¿  Ê À Ç � Ç ½ ¿ Ë  ¿  ¼ Ç Ç Ê Ê Ë ¼ Ç ½ À ¼ Å ¾ Ä Å ¼ Æ � � � ¾ Ë Ê Æ ¼ ¾ ¿ À ¾ » ¼ Ë Î @ » Ê � À Ç ¼ � ¾ ¿ À¾ » ¿ À ¿ É Ê Å ¼ ¾ Ä Ê Ë Ê À Ç � Ç ½ ¿ Ë Ç Ä Ê Ë Ê Å Å � À Ç �Á � Î � õ � ¼ � 	 ½ Æ Ê 
 ¿ ¿ Ç 	 � Ç ¾ Ë Ê ¾ B * � + � # $ % & ' #  ( + � 1 � � � � # . #  ( . � & � � 3 . 1 � � * B * � + � * , ! � � � �  ! �» ¼ Ç � ¿ ¿ Ë À ¿ É Ê � ¿  Ê À Ç � Ç ½ ¿ Ë  ¿  �Á � Î � Á Ñ À ¿ � � À Ä ½ ¼ Ë  Ñ Ê Ç ¾ � � À Ä ½ D Ë Ç ½ ¿ Å ¾ Ä Ê Ë ÇÁ � Î � Á � ¼ 9 Æ Æ  À Ä É ¿ À Ç Ç » ¼ Æ Æ Å Ê 	 ½ Æ ¿ ¾ ¿ ¼ É Ä Ç � ¼ Æ � ¼ Æ � ¼ À Ê � Ë  Ä Ë Ç ½ ¿ Å ¾ Ä Ê Ë ½ À Ä Ê À ¾ Ê � Ç ¿ � � » Ä Ç É Ä Ç � ¼ ÆÄ Ë Ç ½ ¿ Å ¾ Ä Ê Ë Ç » ¼ Æ Æ ¼ Æ Ç Ê � ¿ Å Ê 	 ½ Æ ¿ ¾ ¿  Ê Ë Å ¿ ¾ » ¿  À Ä É ¿ À ½ ¼ À � Ç ¾ » ¿ É ¿ » Ä Å Æ ¿ ¼ Ë  � ¿ � Ê À ¿¾ » ¿ � ¿ 
 Ç ¼ À ¿ À ¿ ¾ � À Ë ¿  ¾ Ê ¾ » ¿ Å ¼ À ½ Ê Ê Æ ¼ ¾ ¾ ¿ Ë  ¼ Ë ¾ Ê À  À Ê ½ � Ê ; �
·

5 ¼ 	 ¼ Ò ¿ Ç » ¼ Æ Æ � ¿ À ¿ ½ Ê À ¾ ¿  ¼ Ç Ë Ê ¾ ¿  Ä Ë º » ¼ ½ ¾ ¿ À Ð � � ¿ Å ¾ Ä Ê Ë Ð � õÁ � Î � Á � � � 	 ½ Æ Ê 
 ¿ ¿ Ç Ê ½ ¿ À ¼ ¾ Ä Ë Ò ¼ º 5 � É ¿ » Ä Å Æ ¿ Ç » ¼ Æ Æ Å Ê 	 ½ Æ ¿ ¾ ¿ ¼ Æ Æ ½ À ¿ � ¾ À Ä ½ ¼ Ë  ½ Ê Ç ¾ � ¾ À Ä ½ À ¿ ½ Ê À ¾� Ê À 	 Ç À ¿ � � Ä À ¿  � 
 ¾ » ¿ 5 ¿ ½ ¼ À ¾ 	 ¿ Ë ¾ Ê � � À ¼ Ë Ç ½ Ê À ¾ ¼ ¾ Ä Ê Ë 6 5 � � 7 �Á � Î � E 9 Æ Æ  À Ä É ¿ À Ç Ç » ¼ Æ Æ � Ë Ê � ¼ Ë  Ê � ¿ 
 ¼ Æ Æ Ç ¾ ¼ ¾ ¿ ¼ Ë  Æ Ê Å ¼ Æ 	 Ê ¾ Ê À É ¿ » Ä Å Æ ¿ Æ ¼ � Ç ¼ ½ ½ Æ Ä Å ¼ � Æ ¿ ¾ Ê ¾ » ¿Ç ¼ � ¿ Ê ½ ¿ À ¼ ¾ Ä Ê Ë Ê � ¾ » ¿ Ä À É ¿ » Ä Å Æ ¿ �Á � Î � � 9 Æ Æ  À Ä É ¿ À Ç Ç » ¼ Æ Æ  À Ä É ¿ ¼ ¾ Ç ¼ � ¿ Ç ½ ¿ ¿  Ç Ë Ê Ò À ¿ ¼ ¾ ¿ À ¾ » ¼ Ë ¾ » ¼ ¾ ½ ¿ À 	 Ä ¾ ¾ ¿  � 
 Æ ¼ � � � À ¼ � � Ä Å � À Ê ¼  �¼ Ë  � ¿ ¼ ¾ » ¿ À Å Ê Ë  Ä ¾ Ä Ê Ë Ç � Ç » ¼ Æ Æ � ¿ Ò Ä É ¿ Ë Å Ê Ë Ç Ä  ¿ À ¼ ¾ Ä Ê Ë � 
 ¾ » ¿  À Ä É ¿ À Ä Ë  ¿ ¾ ¿ À 	 Ä Ë Ä Ë Ò � » ¼ ¾Ç ½ ¿ ¿  Ä Ç Ç ¼ � ¿ �Á � Î � þ � ½ ¿ ¿  Æ Ä 	 Ä ¾ Ê Ë ¼ Æ Æ º Ê 	 ½ ¼ Ë 
 � ¼ Å Ä Æ Ä ¾ Ä ¿ Ç Ä Ç õ � Ñ � � º ¼ � ¾ Ä Ê Ë Ç » ¼ Æ Æ � ¿ ¿ ; ¿ À Å Ä Ç ¿  � » Ä Æ ¿Ê ½ ¿ À ¼ ¾ Ä Ë Ò É ¿ » Ä Å Æ ¿ ¼ Ë  ¿ � � Ä ½ 	 ¿ Ë ¾ Ê Ë º Ê 	 ½ ¼ Ë 
 ½ À Ê ½ ¿ À ¾ 
 �Á � Î � Í F 9 Æ Æ ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç ¼ À ¿ À ¿ Ç ½ Ê Ë Ç Ä � Æ ¿ � Ê À ¾ » ¿ Ä À Ê � Ë Ç ¼ � ¿ ¾ 
 ¼ Ë  ¾ » ¿ Ç ¼ � ¿ ¾ 
 Ê � ¾ » ¿ ½ ¼ Ç Ç ¿ Ë Ò ¿ À Ç � » ÊÀ Ä  ¿ � Ä ¾ » ¾ » ¿ 	 �Á � Î � Í Í � ¿ ¼ ¾ � ¿ Æ ¾ Ç ¼ À ¿ ¾ Ê � ¿ � Ç ¿  ¼ Ç À ¿ � � Ä À ¿  � 
 Æ ¼ � �Á � Î � Í Î G Ê Ê Ë ¿ Ç » ¼ Æ Æ � ¿ ¼ Æ Æ Ê � ¿  ¾ Ê À Ä  ¿ Ê Ë À � Ë Ë Ä Ë Ò � Ê ¼ À  Ç � � ¿ Ë  ¿ À Ç � Ê À ¼ Ë 
 ½ ¼ À ¾ Ê � ¼ É ¿ » Ä Å Æ ¿ �� Ë Æ ¿ Ç Ç ¾ » ¿ É ¿ » Ä Å Æ ¿ ½ ¼ À ¾ Ä Ç  ¿ Ç Ä Ò Ë ¿  � Ê À ¾ » ¼ ¾ ½ � À ½ Ê Ç ¿ �Á � Î � Í Ð G Ê Ê Ë ¿ Ç » ¼ Æ Æ � ¿ ¼ Æ Æ Ê � ¿  ¾ Ê Ç ¾ ¼ Ë  Ä Ë ¼ 	 Ê É Ä Ë Ò É ¿ » Ä Å Æ ¿ � Ë Æ ¿ Ç Ç ¾ » ¿ É ¿ » Ä Å Æ ¿ Ä Ç  ¿ Ç Ä Ò Ë ¿  ¾ Ê½ ¿ À 	 Ä ¾ Ç ¼ � ¿ Ç ¾ ¼ Ë  Ä Ë Ò � » Ä Æ ¿ É ¿ » Ä Å Æ ¿ Ä Ç 	 Ê É Ä Ë Ò �
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Á � Î � Í @ G Ê Ê Ë ¿ Ç » ¼ Æ Æ � ¿ ¼ Æ Æ Ê � ¿  ¾ Ê � � 	 ½ Ê Ë Ê À Ê � � ¼ 	 Ê É Ä Ë Ò É ¿ » Ä Å Æ ¿ � H � 	 ½ Ä Ë Ò Ê � � ¼ ½ ¼ À � ¿ É ¿ » Ä Å Æ ¿ Ç » ¼ Æ Æ � ¿ ¼ É Ê Ä  ¿  �Á � Î � Í õ 9 Æ Æ É ¿ » Ä Å Æ ¿  Ê Ê À Ç Ç » ¼ Æ Æ � ¿ Å Æ Ê Ç ¿  � » ¿ Ë ¿ É ¿ À ¾ » ¿ É ¿ » Ä Å Æ ¿ Ä Ç Ä Ë 	 Ê ¾ Ä Ê Ë �Á � Î � Í Á 5 À Ä É ¿ À Ç Ç » ¼ Æ Æ � ¿ ½ À ¿ ½ ¼ À ¿  ¾ Ê Ç ¾ Ê ½ ¼ Ë  
 Ä ¿ Æ  ¾ » ¿ À Ä Ò » ¾ � Ê � � � ¼ 
 Ä Ë ¼ Æ Æ Ä Ë Ç ¾ ¼ Ë Å ¿ Ç ¾ Ê ¼ É Ê Ä  ¼ Ë¼ Å Å Ä  ¿ Ë ¾ �Á � Î � Í E 5 ¿ � ¿ Ë Ç Ä É ¿  À Ä É Ä Ë Ò ¾ ¿ Å » Ë Ä � � ¿ Ç Ç » ¼ Æ Æ � ¿ � ¾ Ä Æ Ä � ¿  ¼ ¾ ¼ Æ Æ ¾ Ä 	 ¿ Ç �Á � Î � Í � 5 À Ä É ¿ À Ç Ç » ¼ Æ Æ Å Æ ¿ ¼ À Æ 
 Ç Ä Ò Ë ¼ Æ Ä Ë ¾ ¿ Ë ¾ Ä Ê Ë ¾ Ê ¾ � À Ë ¼ Ë  Å » ¼ Ë Ò ¿ Æ ¼ Ë ¿ Ç �Á � Î � Í þ 5 À Ä É ¿ À Ç Ç » ¼ Æ Æ � ¿ Å Ê � À ¾ ¿ Ê � Ç ¾ Ê Ê ¾ » ¿ À  À Ä É ¿ À Ç ¼ Ë  ½ ¿  ¿ Ç ¾ À Ä ¼ Ë Ç �Á � Î � Î F < Ç ¿ Ê � Å ¿ Æ Æ ½ » Ê Ë ¿ Ç Ê À Ê ¾ » ¿ À ¿ Æ ¿ Å ¾ À Ê Ë Ä Å  ¿ É Ä Å ¿ Ç Ä Ç ½ À Ê » Ä � Ä ¾ ¿  � » Ä Æ ¿  À Ä É Ä Ë Ò ¼ É ¿ » Ä Å Æ ¿ �Á � Î � Î F � ¼ D � Å Ê 	 	 � Ë Ä Å ¼ ¾ Ä Ê Ë Ä Ç ¼ � Ç Ê Æ � ¾ ¿ Æ 
 Ë ¿ Å ¿ Ç Ç ¼ À 
 � » Ä Æ ¿  À Ä É Ä Ë Ò � » ¼ Ë  Ç � À ¿ ¿  ¿ É Ä Å ¿ Ç 	 ¼ 
� ¿ � Ç ¿  Ä Ë ¼ É ¿ À 
 Æ Ä 	 Ä ¾ ¿  Å ¼ ½ ¼ Å Ä ¾ 
 �Á � Î � Î F � � 5 À Ä É ¿ À Ç Ç » ¼ Æ Æ � ¼ Ä ¾ � Ë ¾ Ä Æ ¾ » ¿ 
 Å ¼ Ë Ç ¼ � ¿ Æ 
 ½ ¼ À � ¾ » ¿ Ä À É ¿ » Ä Å Æ ¿ � ¿ � Ê À ¿ � Ç Ä Ë Ò ¼ Å ¿ Æ Æ ½ » Ê Ë ¿Ê À ¿ Æ ¿ Å ¾ À Ê Ë Ä Å  ¿ É Ä Å ¿ �Á � Î � Î F � Å � � Ê � ¼ 
 À ¼  Ä Ê Ç Ä Ë º Ê 	 ½ ¼ Ë 
 É ¿ » Ä Å Æ ¿ Ç ¼ À ¿ ¿ ; ¿ 	 ½ ¾ � À Ê 	 ¾ » ¿ Ç ¿ À ¿ � � Ä À ¿ 	 ¿ Ë ¾ Ç �Á � Î � Î Í 5 À Ä É ¿ À Ç Ç » ¼ Æ Æ 	 ¼ Ä Ë ¾ ¼ Ä Ë Ç � � � Ä Å Ä ¿ Ë ¾  Ä Ç ¾ ¼ Ë Å ¿ 6 ¼ ¾ Æ ¿ ¼ Ç ¾ ¾ » ¿ @ Ç ¿ Å Ê Ë  À � Æ ¿ 7 � ¿ ¾ � ¿ ¿ Ë Ê ¾ » ¿ ÀÉ ¿ » Ä Å Æ ¿ Ç � � Ä ; ¿  Ê � � ¿ Å ¾ Ç � ¼ Ë  ½ ¿  ¿ Ç ¾ À Ä ¼ Ë Ç ¾ Ê ¿ Ë Ç � À ¿ ¾ » ¼ ¾ ¾ » ¿ Ä À É ¿ » Ä Å Æ ¿ Å ¼ Ë � ¿ Ç ¼ � ¿ Æ 
	 ¼ Ë ¿ � É ¿ À ¿  Ê À Ç ¾ Ê ½ ½ ¿  ¾ Ê ½ À ¿ É ¿ Ë ¾ ¼ Ë ¼ Å Å Ä  ¿ Ë ¾ Ê À Ä Ë � � À 
 � À Ê 	 Ê Å Å � À À Ä Ë Ò �Á � Î � Î Î 9   ¿  Å ¼ � ¾ Ä Ê Ë Ä Ç Ë ¿ Å ¿ Ç Ç ¼ À 
 � » ¿ Ë  À Ä É Ä Ë Ò Ä Ë Ê À Ë ¿ ¼ À ¾ » ¿ � Ê Æ Æ Ê � Ä Ë Ò ¼ À ¿ ¼ Ç Ê À � Ê Ë ¿ Ç Ì
·

È ¿ Ç Ä  ¿ Ë ¾ Ä ¼ Æ
·

� Å » Ê Ê Æ Ç
·

º Ê Ë Ç ¾ À � Å ¾ Ä Ê Ë Ç Ä ¾ ¿ Ç
·

9 À ¿ ¼ Ç � Ä ¾ » Ê � Ç ¾ À � Å ¾ ¿  É Ä ¿ � Ç
·

Ñ À Ä É ¼ ¾ ¿ ½ À Ê ½ ¿ À ¾ 
 Ì  À Ä É ¿ À Ç » ¼ Æ Æ ½ ¼ 
 ¼   ¿  ¼ ¾ ¾ ¿ Ë ¾ Ä Ê Ë ¾ Ê ¼ À ¿ ¼ Ç ¾ » ¼ ¾ Å Ê � Æ  Ò ¿ ¾  ¼ 	 ¼ Ò ¿ � 
 ¾ » ¿ � ¿ Ä Ò » ¾ Ê � ¾ » ¿ É ¿ » Ä Å Æ ¿ ¾ » ¿ 
 ¼ À ¿  À Ä É Ä Ë Ò �Á � Î � Î Ð È ¿ É ¿ À Ç Ä Ë ÒÁ � Î � Î Ð � ¼ 5 À Ä É ¿ À Ç Ç » ¼ Æ Æ ¿ Ë Ç � À ¿ ¾ » ¼ ¾ ¾ » ¿ Ä À É ¿ » Ä Å Æ ¿ Ä Ç Å Æ ¿ ¼ À Ê � Ê � Ç ¾ À � Å ¾ Ä Ê Ë Ç � ¿ � Ê À ¿ À ¿ É ¿ À Ç Ä Ë Ò¾ » ¿ Ä À É ¿ » Ä Å Æ ¿ � È ¿ É ¿ À Ç Ä Ë Ò Ê � ¼ Ë 
 É ¿ » Ä Å Æ ¿ Ç » ¼ Æ Æ � ¿ Ç Æ Ê � � » Ä Æ ¿ � ¾ Ä Æ Ä � Ä Ë Ò ¼   ¿  Å ¼ � ¾ Ä Ê Ë �Á � Î � Î Ð � � 8 » ¿ Ë ¼  À Ä É ¿ À Ä Ç � ¼ Å ¿  � Ä ¾ » ¼  Ä � � Ä Å � Æ ¾ � ¼ Å � Ä Ë Ò Ç Ä ¾ � ¼ ¾ Ä Ê Ë � ¾ » ¿ 
 Ç » ¼ Æ Æ � Ç ¿ ¼ Ë Ê ¾ » ¿ À¿ 	 ½ Æ Ê 
 ¿ ¿ ¼ Ç ¼ Ò � Ä  ¿ �
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Á � Î � Î Ð � Å D ¾ Ä Ç ¾ » ¿  À Ä É ¿ À � Ç À ¿ Ç ½ Ê Ë Ç Ä � Ä Æ Ä ¾ 
 ¾ Ê ¿ Ë Ç � À ¿ ¾ » ¼ ¾ ¾ » ¿ Ò � Ä  ¿ � Ë Ê � Ç ¾ » ¿ ½ À Ê ½ ¿ À » ¼ Ë Ç Ä Ò Ë ¼ Æ Ç �Á � Î � Î Ð �  8 » ¿ Ë ¼ Ë Ê ¾ » ¿ À ¿ 	 ½ Æ Ê 
 ¿ ¿ Ä Ç � Ë ¼ É ¼ Ä Æ ¼ � Æ ¿ � ¾ » ¿  À Ä É ¿ À Ç » ¼ Æ Æ ¿ ; Ä ¾ ¾ » ¿ É ¿ » Ä Å Æ ¿ ¼ Ë É Ä Ç � ¼ Æ Æ 
 Å » ¿ Å � ¾ » ¿ ¼ À ¿ ¼ ¾ » ¼ ¾ » ¿ Ï Ç » ¿ � Ä Æ Æ � ¿ 	 Ê É Ä Ë Ò Ä Ë ¾ Ê � ¿ � Ê À ¿ À ¿ É ¿ À Ç Ä Ë Ò » Ä Ç Ï » ¿ ÀÉ ¿ » Ä Å Æ ¿ �Á � Î � Î Ð � ¿ � » ¿ � Ç ¿ Ê � À ¿ ¼ À É Ä ¿ � É Ä  ¿ Ê  ¿ É Ä Å ¿ Ç � ½ À Ê ; Ä 	 Ä ¾ 
 ¼ Æ ¿ À ¾ Ç � ¼ Ë  Ê ¾ » ¿ À ¿ Æ ¿ Å ¾ À Ê Ë Ä Å  ¿ É Ä Å ¿ Ç¾ » ¼ ¾ ¼ Ç Ç Ä Ç ¾ � Ä ¾ » À ¿ É ¿ À Ç Ä Ë Ò � Ä Ç » Ä Ò » Æ 
 À ¿ Å Ê 	 	 ¿ Ë  ¿  �
·

� » ¿  À Ä É ¿ À Ë ¿ ¿  Ç ¾ Ê � ¿ ¿ ½ Ä Ë 	 Ä Ë  ¾ » ¼ ¾ ¾ » ¿ Ç ¿  ¿ É Ä Å ¿ Ç ¼ À ¿ Ë Ê ¾ Í F F I À ¿ Æ Ä ¼ � Æ ¿ ¼ Ë Å ¼ � ¾ Ä Ê Ë Ë ¿ ¿  Ç ¾ Ê � ¿ ¿ ; ¿ À Å Ä Ç ¿  � » ¿ Ë ¿ É ¿ À 
 Ê � À ¿ É ¿ À Ç ¿ ¼ É ¿ » Ä Å Æ ¿ �
·

D ¾ Ä Ç ¾ » ¿  À Ä É ¿ À � Ç À ¿ Ç ½ Ê Ë Ç Ä � Ä Æ Ä ¾ 
 Ä � ¼ Ë ¼ Å Å Ä  ¿ Ë ¾ Ê Å Å � À Ç � » Ä Æ ¿ À ¿ É ¿ À Ç Ä Ë Ò � ¿ É ¿ Ë � » ¿ Ë¾ » ¿ É ¿ » Ä Å Æ ¿ Ä Ç ¿ � � Ä ½ ½ ¿  � Ä ¾ » ¾ » ¿ Ç ¿  ¿ É Ä Å ¿ Ç �Á � Î � Î @ Ñ ¼ À � Ä Ë ÒÁ � Î � Î @ � ¼ 8 » ¿ Ë ¼ É ¿ » Ä Å Æ ¿ Ë ¿ ¿  Ç ¾ Ê � ¿ ½ ¼ À � ¿  Ê Ë ¾ » ¿ Ç Ä  ¿ Ê � ¾ » ¿ À Ê ¼  � ¼ 
 ¾ » ¿  À Ä É ¿ À Ç » ¼ Æ Æ¿ Ë Ç � À ¿ Ì
·

� » ¿ É ¿ » Ä Å Æ ¿ Ä Ç ½ ¼ À � ¿  Ä Ë ¾ » ¿ Ç ¼ 	 ¿  Ä À ¿ Å ¾ Ä Ê Ë Ê � ¾ À ¼ É ¿ Æ � Ä ¾ » ¾ » ¿ � Æ Ê � Ê � ¾ À ¼ � � Ä Å �
·

� » ¿ É ¿ » Ä Å Æ ¿ Ä Ç ½ ¼ À � ¿  Ê � � ¾ » ¿ ¾ À ¼ É ¿ Æ ¿  À Ê ¼  � ¼ 
 �
·

9 ½ ½ À Ê ½ À Ä ¼ ¾ ¿ � ¼ À Ë Ä Ë Ò  ¿ É Ä Å ¿ Ç ¼ À ¿ � Ç ¿  � » ¿ Ë ¾ » ¿ É ¿ » Ä Å Æ ¿ 	 � Ç ¾ � ¿ ½ ¼ À � ¿  Å Æ Ê Ç ¿ À¾ » ¼ Ë Í F � � ¿ ¿ ¾ � À Ê 	 ¾ » ¿ À Ê ¼  � ¼ 
 � Ê À ¼ Ç À ¿ � � Ä À ¿  � 
 Ç ¾ ¼ ¾ ¿ ¼ Ë  Ê À Æ Ê Å ¼ Æ Æ ¼ � Ç ¼ Ë À ¿ Ò � Æ ¼ ¾ Ä Ê Ë Ç � 8 ¼ À Ë Ä Ë Ò  ¿ É Ä Å ¿ Ç ¾ Ê Ò Ä É ¿ ¼  ¿ � � ¼ ¾ ¿ ¼  É ¼ Ë Å ¿  � ¼ À Ë Ä Ë Ò Ä Ë Å Æ �  ¿ ÌJ È Ê ¾ ¼ ¾ Ä Ë Ò � ¿ ¼ Å Ê Ë ¼ Ë  Ï Ê À Ç ¾ À Ê � ¿ Æ Ä Ò » ¾ ÇJ � ¼ Ä Æ Æ Ä Ò » ¾ Ç Ï ¿ 	 ¿ À Ò ¿ Ë Å 
 � Æ ¼ Ç » ¿ À ÇJ K Æ ¼ À ¿ Ç Ê À À ¿ � Æ ¿ Å ¾ Ê À ÇÁ � Î � Î @ � � D � � Ê À � Ä Ç Ä Ë ½ À Ê Ò À ¿ Ç Ç � ¾ À ¼ � � Ä Å Å Ê Ë ¾ À Ê Æ  ¿ É Ä Å ¿ Ç 6 ¾ Ê Ò ¿ ¾ » ¿ À � Ä ¾ » � Æ ¼ Ò Ò ¿ À Ç � � » ¿ À ¿Ë ¿ Å ¿ Ç Ç ¼ À 
 7 Ç » ¼ Æ Æ � ¿ � Ç ¿  Ä Ë ¼ Å Å Ê À  ¼ Ë Å ¿ � Ä ¾ » ¾ » ¿ 	 ¼ Ë � ¼ Æ Ê Ë < Ë Ä � Ê À 	 � À ¼ � � Ä Å º Ê  ¿ �� ¾ ¼ ¾ ¿ Ê � � ¼ � ¼ Ä Ä ¼ Ë  Ï Ê À º Ä ¾ 
 ¼ Ë  º Ê � Ë ¾ 
 ½ ¼ À � Ä Ë Ò ½ ¿ À 	 Ä ¾ Ç Ç » ¼ Æ Æ � ¿ Ê � ¾ ¼ Ä Ë ¿  ¼ Ë ½ Ê Ç ¾ ¿  ½ ¿ À ¾ » ¿ � ¾ ¼ ¾ ¿ Ï º Ê � Ë ¾ 
 À ¿ Ò � Æ ¼ ¾ Ä Ê Ë Ç �Á � Î � Î @ � Å Ã ¿ » Ä Å Æ ¿ Ç Ç » ¼ Æ Æ Ë Ê ¾ � ¿ ½ ¼ À � ¿  Ê Ë � À Ä  Ò ¿ Ç Ê À Ê É ¿ À Å � Æ É ¿ À ¾ Ç � ¿ ; Å ¿ ½ ¾ � » ¿ Ë Ë ¿ Å ¿ Ç Ç ¼ À 
¾ Ê Ç ¼ � ¿ Æ 
 Å Ê 	 ½ Æ ¿ ¾ ¿ ¼ � Ê � �Á � Î � Î @ �  8 » ¿ Ë Ä ¾ Ä Ç Ë ¿ Å ¿ Ç Ç ¼ À 
 ¾ Ê ½ ¼ À � Ê Ë ¼ Ë Ä Ë Å Æ Ä Ë ¿ � ¾ » ¿  À Ä É ¿ À Ç » ¼ Æ Æ Ì
·

� Ë Ç � À ¿ ¾ » ¼ ¾ ¾ » ¿ É ¿ » Ä Å Æ ¿ Ä Ç Æ ¿ � ¾ Ä Ë ¼ Ç ¼ � ¿ ½ Ê Ç Ä ¾ Ä Ê Ë �
·

� � À Ë ¾ » ¿ ¿ Ë Ò Ä Ë ¿ Ê � � � Ë Æ ¿ Ç Ç Ë ¿ ¿  ¿  � Ê À � Ê Ê 	 Ê ½ ¿ À ¼ ¾ Ä Ê Ë �
·

Ñ Æ ¼ Å ¿ ¾ » ¿ É ¿ » Ä Å Æ ¿ Ä Ë ¾ » ¿ Ë ¿ � ¾ À ¼ Æ Ê À ½ ¼ À � ¿  ½ Ê Ç Ä ¾ Ä Ê Ë ¼ Ë  Ç ¿ ¾ ¾ » ¿ ½ ¼ À � Ä Ë Ò � À ¼ � ¿ �
·

� � À Ë ¾ » ¿ � À Ê Ë ¾ � » ¿ ¿ Æ Ç Ä Ë ¾ Ê ¾ » ¿ Å � À � ¼ Ë  ¿ Ë Ç � À ¿ ¾ » ¼ ¾ ¾ » ¿ � » ¿ ¿ Æ Ç ¼ À ¿ Å » Ê Å � ¿  �
·

� Ë Ç � À ¿ ¾ » ¼ ¾ À Ê Æ Æ ¼ � ¼ 
 Ä Ç ½ À ¿ É ¿ Ë ¾ ¿  �Á � Î � Î @ � ¿ Ñ ¼ À � Ä Ë Ò Ä Ë ¼ À ¿ ¼ Ç ¾ » ¼ ¾ » ¼ É ¿ Æ Ê Ë Ò Ò À ¼ Ç Ç Ê À É ¿ Ò ¿ ¾ ¼ ¾ Ä Ê Ë � � » ¿ À ¿ � Ä ; ¿  Ê � � ¿ Å ¾ Ç 	 ¼ 
 Ë Ê ¾� ¿ É Ä Ç Ä � Æ ¿  � ¿ ¾ Ê ¾ » ¿ Ê É ¿ À Ò À Ê � ¾ » � Ç » ¼ Æ Æ � ¿ ¼ É Ê Ä  ¿  �
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Á � Î � Î @ � � 9 Æ Æ ½ ¼ À � ¿  ¼ Ë  � Ë ¼ ¾ ¾ ¿ Ë  ¿  É ¿ » Ä Å Æ ¿ Ç Ç » ¼ Æ Æ � ¿ Æ ¿ � ¾ Ä Ë ¼ Ç ¼ � ¿ Å Ê Ë  Ä ¾ Ä Ê Ë � Ä ¾ » ¾ » ¿½ ¼ À � Ä Ë Ò � À ¼ � ¿ ¿ Ë Ò ¼ Ò ¿  ¼ Ë  ¾ » ¿ ¿ Ë Ò Ä Ë ¿ ¾ � À Ë ¿  Ê � � �Á � Î � Î õ È ¿ � � ¿ Æ Ä Ë Ò Ê � Ã ¿ » Ä Å Æ ¿ ÇÁ � Î � Î õ � ¼ È ¿ � � ¿ Æ Ä Ë Ò Ê � É ¿ » Ä Å Æ ¿ Ç � » Ä Æ ¿ ¾ » ¿ ¿ Ë Ò Ä Ë ¿ Ä Ç À � Ë Ë Ä Ë Ò Ä Ç Ç ¾ À Ä Å ¾ Æ 
 ½ À Ê » Ä � Ä ¾ ¿  �Á � Î � Î õ � � 9 Æ Æ ½ Ê Ç Ç Ä � Æ ¿ Ä Ò Ë Ä ¾ Ä Ê Ë Ç Ê � À Å ¿ Ç ¼ À ¿ Ç ¾ À Ä Å ¾ Æ 
 ½ À Ê » Ä � Ä ¾ ¿  � » Ä Æ ¿ � � ¿ Æ Ä Ë Ò Ê � É ¿ » Ä Å Æ ¿ Ç Ê ÀÇ ¾ Ê À ¼ Ò ¿ Å Ê Ë ¾ ¼ Ä Ë ¿ À Ç 6 Ò ¼ Ç Å ¼ Ë Ç 7 Ä Ç � ¿ Ä Ë Ò ½ ¿ À � Ê À 	 ¿  �
· L ¼ Ç Å ¼ Ë Ç Ç » ¼ Æ Æ � ¿ À ¿ 	 Ê É ¿  � À Ê 	 ¾ » ¿ É ¿ » Ä Å Æ ¿ ¼ Ë  ½ Æ ¼ Å ¿  Ê Ë ¾ » ¿ Ò À Ê � Ë  � ¿ � Ê À ¿� Ä Æ Æ Ä Ë Ò � ¿ Ò Ä Ë Ç �Þ ç ò ó Ù Û â ô äÁ � Ð � Í 9 Æ Æ ¾ À � Å � Ç Ç » ¼ Æ Æ � ¿ Ê ½ ¿ À ¼ ¾ ¿  Ä Ë ¼ Ç ¼ � ¿ 	 ¼ Ë Ë ¿ À ¼ Å Å Ê À  Ä Ë Ò ¾ Ê ¾ » ¿ 	 ¼ Ë � � ¼ Å ¾ � À ¿ À Ç Ç ¼ � ¿Ê ½ ¿ À ¼ ¾ Ä Ë Ò ½ À Ê Å ¿  � À ¿ Ç ¼ Ë  ¾ » ¿ ¾ À ¼ Ä Ë Ä Ë Ò ½ À Ê É Ä  ¿  ¾ Ê ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç � ½ À Ä Ê À ¾ Ê Ê ½ ¿ À ¼ ¾ Ä Ë Ò ¼ ¾ À � Å � �Á � Ð � Î 9 Æ Æ Ê ½ ¿ À ¼ ¾ Ê À Ç Ç » ¼ Æ Æ Å Ê Ë  � Å ¾ ½ À ¿ � ¾ À Ä ½ ¼ Ë  ½ Ê Ç ¾ � ¾ À Ä ½ Ä Ë Ç ½ ¿ Å ¾ Ä Ê Ë Ç ¼ Ç À ¿ � � Ä À ¿  � 
 Æ ¼ � �Á � Ð � Î � ¼ � ¿ ¿ M Õ ã ô ÷ Ù î Û ñ ü û ñ ä Ö Ø â × á î ñ å Ù î â Ø ü Û Ù Ø ä ù î Ù Ú á ñ æ ã Ø ó Ù Õ á ã Ø Ù ä > Ú × Ù Õ á æ Ô ×ó Ù Û â ô ä � Ê À 	 Ê À ¿ D Ë � Ê À 	 ¼ ¾ Ä Ê Ë �Á � Ð � Ð : ¿ � Ê À ¿ 	 Ê É Ä Ë Ò  ¿ À À Ä Å � Ê À � Ê Ê 	 ¾ À � Å � Ç ¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À Ç » ¼ Æ Æ ¿ Ë Ç � À ¿ Ì

·
� � ¾ À Ä Ò Ò ¿ À Ç ¼ À ¿ � � Æ Æ 
 À ¿ ¾ À ¼ Å ¾ ¿  �

·
5 ¿ À À Ä Å � Ê À � Ê Ê 	 Ä Ç ½ À Ê ½ ¿ À Æ 
 Ç ¾ Ê � ¿  �

·
Ñ Ê � ¿ À ¾ ¼ � ¿ � Ê � � Ä Ç  Ä Ç ¿ Ë Ò ¼ Ò ¿  �

·
� Ê ¼  Ç ¼ À ¿ Ç ¿ Å � À ¿ �Á � Ð � Ð � ¼ � À � Å � Ç � Ä ¾ »  ¿ À À Ä Å � Ç Ê À � Ê Ê 	 Ç Ä Ë ¾ » ¿ ¼ Ä À ¼ � Ê É ¿ ¾ À ¼ É ¿ Æ Ä Ë Ò » ¿ Ä Ò » ¾ � Ç » ¼ Æ Æ Ë Ê ¾ � ¿	 Ê É ¿  � Ë Æ ¿ Ç Ç Ì

·
� » ¿ ¾ À � Å � Ä Ç  ¿ Ç Ä Ò Ë ¿  ¾ Ê � ¿ 	 Ê É ¿  � Ä ¾ » ¾ » ¿ � Ê Ê 	 Ê À  ¿ À À Ä Å � Ä Ë ¾ » ¿ ¿ Æ ¿ É ¼ ¾ ¿ ½ Ê Ç Ä ¾ Ä Ê Ë �

·
� » ¿ � Ê Ê 	 Ä Ç � ¿ Ä Ë Ò À ¿ ½ ¼ Ä À ¿   � ¿ ¾ Ê � Ê Ê 	 	 ¼ Æ � � Ë Å ¾ Ä Ê Ë �

·
� Ê É ¿ 	 ¿ Ë ¾ Ê � ¾ » ¿ ¾ À � Å � Ä Ç Æ Ä 	 Ä ¾ ¿  ¾ Ê ¾ » ¿ Ç » Ê À ¾ ¿ Ç ¾  Ä Ç ¾ ¼ Ë Å ¿ ½ Ê Ç Ç Ä � Æ ¿ ¾ Ê ¿ Ë Ç � À ¿Å Ê Ë ¾ ¼ Å ¾ � � Ä ¾ » ¿ ; ½ Ê Ç ¿  ¿ Ë ¿ À Ò Ä � ¿  Å Ê Ë  � Å ¾ Ê À Ç Ê À Ê � � ¿ Å ¾ Ç � Ä Ç ½ À ¿ É ¿ Ë ¾ ¿  �Á � Ð � Ð � � 8 » ¿ Ë ¾ À ¼ É ¿ Æ Ä Ë Ò  Ê � Ë Ò À ¼  ¿ � Ä ¾ » ¼ ¾ À � Å � � ¾ » ¿ � Ê Æ Æ Ê � Ä Ë Ò ½ À ¿ Å ¼ � ¾ Ä Ê Ë Ç Ë ¿ ¿  ¾ Ê � ¿¼  » ¿ À ¿  ¾ Ê Ì

·
� » ¿ Å Æ � ¾ Å » Ç » ¼ Æ Æ Ë Ê ¾ � ¿  Ä Ç ¿ Ë Ò ¼ Ò ¿  �

·
� ¿ ¼ É Ä Æ 
 Æ Ê ¼  ¿  ¾ À � Å � Ç Ç » ¼ Æ Æ � ¿ Ä Ë ¼ Æ Ê � ¿ À Ò ¿ ¼ À ½ À Ä Ê À ¾ Ê ¿ Ë Å Ê � Ë ¾ ¿ À Ä Ë Ò ¼ Ç ¾ ¿ ¿ ½Ò À ¼  ¿ �

· L ¿ ¼ À Å » Ê Ä Å ¿ Ä Ç � Ç � ¼ Æ Æ 
 Ê Ë ¿ Æ Ê � ¿ À ¾ » ¼ Ë ¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À � Ç ¿  � » Ä Æ ¿ ¼ Ç Å ¿ Ë  Ä Ë Ò ¾ » ¿Ç ¾ ¿ ¿ ½ Ò À ¼  ¿ �
·

5 Ê � Ë Ç » Ä � ¾ Ä Ë Ò 	 � Ç ¾ Ë Ê ¾ � ¿  Ê Ë ¿ � » Ä Æ ¿  ¿ Ç Å ¿ Ë  Ä Ë Ò �
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Þ ç ö ÷ Ø Ù á Õ ã ø á ù × à Ø Ô á â ã Ø ä� » ¿ ¾ ¿ À 	 9 ¿ À Ä ¼ Æ � Ä � ¾ Ã ¿ » Ä Å Æ ¿ Ç À ¿ � ¿ À Ç ¾ Ê ¿ Æ ¿ Å ¾ À Ä Å Æ Ä Ë ¿ ¾ À � Å � Ç � Ä ¾ » � Ê Ê 	 Ç � Ê À  ¿ À À Ä Å � ¾ À � Å � Ç¾ » ¼ ¾ ¼ À ¿ Ë Ê ¾ ¼ ½ ½ À Ê É ¿  ¼ Ç D Ë Ç � Æ ¼ ¾ ¿  9 ¿ À Ä ¼ Æ 5 ¿ É Ä Å ¿ Ç �Á � @ � Í 8 » ¿ Ë � Ê À � Ä Ë Ò Ë ¿ ¼ À ¿ Ë ¿ À Ò Ä � ¿  Æ Ä Ë ¿ Ç Ê À ¿ � � Ä ½ 	 ¿ Ë ¾ � ¾ » ¿ ¾ À � Å � Ç » ¼ Æ Æ � ¿ ½ À ¿ � ¿ À ¼ � Æ 
� ¼ À À Ä Å ¼  ¿  ¼ Ë  Å Ê Ë Ç Ä  ¿ À ¿  ¿ Ë ¿ À Ò Ä � ¿  Ê À ¿ � � ¿ Å ¾ Ä É ¿ Æ 
 Ò À Ê � Ë  ¿  �Á � @ � Í � ¼ � � ¾ À Ä Ò Ò ¿ À Ç ¼ À ¿ Ë Ê ¾ ¼ Å Å ¿ ½ ¾ ¼ � Æ ¿ ¼ Ç Ò À Ê � Ë  Ç �Á � @ � Í � � � ¿ ¿ º » ¼ ½ ¾ ¿ À Í Î � � ¿ Å ¾ Ä Ê Ë Í Î � ¿ 	 ½ Ê À ¼ À 
 Ñ À Ê ¾ ¿ Å ¾ Ä É ¿ L À Ê � Ë  Ä Ë Ò �Á � @ � Î � » ¿ É ¿ » Ä Å Æ ¿ Ê À Ä ¾ Ç À ¿ Æ ¼ ¾ ¿  ¿ � � Ä ½ 	 ¿ Ë ¾ Ç » ¼ Æ Æ Ë Ê ¾ � ¿ Ê ½ ¿ À ¼ ¾ ¿  Å Æ Ê Ç ¿ À ¾ Ê ¼ Ë 
 ¿ Ë ¿ À Ò Ä � ¿  Æ Ä Ë ¿ Ê À¿ � � Ä ½ 	 ¿ Ë ¾ � ¾ » ¼ Ë Ä Ë ¾ » ¿ Å Æ ¿ ¼ À ¼ Ë Å ¿ Ç ¼ Ë  Å Ê Ë  Ä ¾ Ä Ê Ë Ç Ç ¿ ¾ � Ê À ¾ » Ä Ë º » ¼ ½ ¾ ¿ À Í Î � � ¿ Å ¾ Ä Ê Ë @ �8 Ê À � Ä Ë Ò 5 Ä Ç ¾ ¼ Ë Å ¿ � � Ë ¿ À Ò Ä � ¿  Ñ À Ä 	 ¼ À 
 Ã Ê Æ ¾ ¼ Ò ¿ �Á � @ � Ð L À Ê � Ë  ½ ¿ À Ç Ê Ë Ë ¿ Æ Ç » ¼ Æ Æ Ë Ê ¾ Å Ê Ë ¾ ¼ Å ¾ É ¿ » Ä Å Æ ¿ Å » ¼ Ç Ç Ä Ç Ê À Ò À Ê � Ë  Ç � À Ê 	 É ¿ » Ä Å Æ ¿ ¾ Ê ¿ ¼ À ¾ » �� » ¿ Ë É ¿ » Ä Å Æ ¿ Ä Ç Å Æ Ê Ç ¿ ¾ Ê ¿ Ë ¿ À Ò Ä � ¿  Æ Ä Ë ¿ Ç Ê À ¿ � � Ä ½ 	 ¿ Ë ¾ �Á � @ � @ 9 Ë Ë � ¼ Æ Ä Ë Ç ½ ¿ Å ¾ Ä Ê Ë Ê � ¾ » ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ Ä Ç À ¿ � � Ä À ¿  �Á � @ � @ � ¼ 9 ½ Ê Ç ¾ ¿  ½ Æ ¼ Å ¼ À  Ä Ë  Ä Å ¼ ¾ Ä Ë Ò Ä Ë Ç ½ ¿ Å ¾ Ä Ê Ë  ¼ ¾ ¿ Ç Ç » ¼ Æ Æ � ¿ ½ Ê Ç ¾ ¿  Ê Ë ¾ » ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ Ä Ë¼ Æ Ê Å ¼ ¾ Ä Ê Ë ¿ ¼ Ç Ä Æ 
 É Ä Ç Ä � Æ ¿ � 
 ¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À �Þ ç ú û ñ ä Û ã Õ × Ø ü ÷ Ø Ù á Õ ã ø á ù × à Ø Ô á â ã Ø ä� » ¿ ¾ ¿ À 	 D Ë Ç � Æ ¼ ¾ ¿  9 ¿ À Ä ¼ Æ 5 ¿ É Ä Å ¿ Ç À ¿ � ¿ À Ç ¾ Ê ¿ � � Ä ½ 	 ¿ Ë ¾ Å Ê 	 	 Ê Ë Æ 
 � Ë Ê � Ë ¼ Ç ¼ � � Å � ¿ ¾¾ À � Å � Ê À � ¼ Ç � ¿ ¾ ¾ À � Å � � » Ä Å » Ä Ë Å Æ �  ¿ Ç ¼ Æ Æ Æ Ä Ë ¿ ¾ À � Å � Ç ¿ � � Ä ½ ½ ¿  � Ä ¾ » ¼ Ë ¼ ½ ½ À Ê É ¿  Ä Ë Ç � Æ ¼ ¾ ¿ � Ä � ¿ À Ò Æ ¼ Ç Ç � Ê Ê 	 � ½ Ê À ¾ ¼ � Æ ¿ � ¼ Ç � ¿ ¾ � Ê À Ä Ë Ç � Æ ¼ ¾ ¿  Æ ¼   ¿ À ½ Æ ¼ ¾ � Ê À 	 � � » ¿ Å Ê 	 ½ Æ ¿ ¾ ¿ É ¿ » Ä Å Æ ¿ �¼ � ; Ä Æ Ä ¼ À 
 ½ Ê � ¿ À Ç � ½ ½ Æ 
 � � ½ ½ ¿ À ¼ Ë  Æ Ê � ¿ À � Ê Ê 	 Ç � � ¼ Ç � ¿ ¾ Ç � Å Ê Ë ¾ À Ê Æ Ç � ¿ ¾ Å � � Ç » ¼ Æ Æ � ¿Å Ê Ë Ç Ä  ¿ À ¿  ¼ Ç ¼ Ë D Ë Ç � Æ ¼ ¾ ¿  9 ¿ À Ä ¼ Æ 5 ¿ É Ä Å ¿ �Á � õ � Í < Ë Æ ¿ Ç Ç ¾ » ¿ É ¿ » Ä Å Æ ¿ Ä Ç ¿ � � Ä ½ ½ ¿  � Ä ¾ » Æ Ê � ¿ À � Ê Ê 	 ¼ Ë  ½ ¿  ¿ Ç ¾ ¼ Æ Ä Ë Ç � Æ ¼ ¾ Ä Ê Ë À ¼ ¾ ¿  � Ê À ¾ » ¿É Ê Æ ¾ ¼ Ò ¿ � ¿ Ä Ë Ò � Ê À � ¿  � ¼ ¿ À Ä ¼ Æ � ¼ Ç � ¿ ¾ É ¿ » Ä Å Æ ¿ Ç � Ê À � Ä Ë Ò ¼  � ¼ Å ¿ Ë ¾ ¾ Ê ¿ Ë ¿ À Ò Ä � ¿  ½ À Ä 	 ¼ À 
 Ç » ¼ Æ Æ� ¿ ½ À Ê ½ ¿ À Æ 
 Ò À Ê � Ë  ¿  Ê À � ¼ À À Ä Å ¼  ¿  ¼ Ë  ¾ À ¿ ¼ ¾ ¿  ¼ Ç ¿ Ë ¿ À Ò Ä � ¿  �Á � õ � Î � Æ ¿ Å ¾ À Ä Å ¼ Æ � 	 ¿ Å » ¼ Ë Ä Å ¼ Æ � ¼ Ë  Ç ¾ À � Å ¾ � À ¼ Æ ¾ ¿ Ç ¾ Ç ¼ Ë  Ä Ë Ç ½ ¿ Å ¾ Ä Ê Ë Ç Ç » ¼ Æ Æ � ¿ Å Ê Ë  � Å ¾ ¿  Ç ¿ 	 Ä �¼ Ë Ë � ¼ Æ Æ 
 �Á � õ � Ð � Ë Æ 
 ¼ � ¾ » Ê À Ä � ¿  ½ ¿ À Ç Ê Ë Ç � » Ê ¼ À ¿ ½ À Ê ½ ¿ À Æ 
 ¾ À ¼ Ä Ë ¿  ¼ Ë  � � ¼ Æ Ä � Ä ¿  Ç » ¼ Æ Æ � Ç ¿ Ê À Ê ½ ¿ À ¼ ¾ ¿¼ ¿ À Ä ¼ Æ  ¿ É Ä Å ¿ Ç �Á � õ � Ð � ¼ � ½ ¿ À ¼ ¾ Ä Ë Ò Å À ¿ � Ç » ¼ Æ Æ Ì
·

º Æ ¿ ¼ Ë � Ê Ê 	 � Ç Ä Ë Ò  ¼ Ä Æ 
 Å » ¿ Å � Ê � � Æ Ä Ç ¾ �
·

8 ¼ À  � ½ ¾ » ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ � ¿ � Ê À ¿ � Ç ¿ �
·

� ¿ Ç ¾ » 
  À ¼ � Æ Ä Å Ç 
 Ç ¾ ¿ 	 ¼ Ë  Æ Ä � ¾ Å Ê Ë ¾ À Ê Æ Ç ½ À Ä Ê À ¾ Ê � Ç ¿ �
·

È ¿ ½ Ê À ¾ ¼ Ë 
 	 ¼ Æ � � Ë Å ¾ Ä Ê Ë Ç Ê À � Ë Ç ¼ � ¿ Ê ½ ¿ À ¼ ¾ Ä Ê Ë ¼ Æ Å Ê Ë  Ä ¾ Ä Ê Ë Ç Ä 	 	 ¿  Ä ¼ ¾ ¿ Æ 
 �J < Ë Ç ¼ � ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ Ç » ¼ Æ Æ Ë Ê ¾ � ¿ � Ç ¿  �
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·
º » ¿ Å � Ò À ¿ ¼ Ç ¿ � Ä ¾ ¾ Ä Ë Ò Ç Ê Ë � Ê Ê 	 ¼ Ë  Ê Ä Æ Æ Ä Ë ¿ Ç � ¿ ¿ � Æ 
 �

·
D Ë Ç ½ ¿ Å ¾ ¼ Ë  Å » ¿ Å � ¾ » ¿ È ¿ Ç Å � ¿ 5 � 	 ½ � 
 Ç ¾ ¿ 	 ¼ Ë  Ä ¾ Ç Ç ¼ � ¿ ¾ 
 ½ Ä Ë Ç � � ¿ ¿ � Æ 
 �

·
� ¿ Å � À ¿ � � Å � ¿ ¾ Å Ê É ¿ À � » Ä Æ ¿  À Ä É Ä Ë Ò �Á � õ � @ � » ¿ Ê ½ ¿ À ¼ ¾ Ä Ë Ò ¼ Ë  	 ¼ Ä Ë ¾ ¿ Ë ¼ Ë Å ¿ Ä Ë Ç ¾ À � Å ¾ Ä Ê Ë 	 ¼ Ë � ¼ Æ Ç � Ä Ç Ç � ¿  � 
 ¾ » ¿ 	 ¼ Ë � � ¼ Å ¾ � À ¿ À � Ç » ¼ Æ Æ� ¿ � Ê Æ Æ Ê � ¿  �Á � õ � õ � » ¿ ½ Ê Ç Ä ¾ Ä Ê Ë Ä Ë Ò Ê � ¾ » ¿ � ¼ Ç � ¿ ¾ Ç » ¼ Æ Æ � ¿ ½ ¿ À � Ê À 	 ¿  Ê À  Ä À ¿ Å ¾ ¿  � 
 ¾ » ¿ � Ê À � ¿ À 6 Ç 7 Ä Ë ¾ » ¿� ¼ Ç � ¿ ¾ � ¿ ; Å ¿ ½ ¾ Ä Ë Å ¼ Ç ¿ Ê � ¿ 	 ¿ À Ò ¿ Ë Å 
 � 8 » ¿ Ë ¼ � Ê Ê 	 	 � Ç ¾ � ¿ 	 ¼ Ë ¿ � É ¿ À ¿  Ê É ¿ À ¼ Ç ¾ À ¿ ¿ ¾Ê À » Ä Ò » � ¼ 
 � Ë ¿ Å ¿ Ç Ç ¼ À 
 ½ À ¿ Å ¼ � ¾ Ä Ê Ë Ç Ç » ¼ Æ Æ � ¿ ¾ ¼ � ¿ Ë ¾ Ê ¼ É Ê Ä  ¼ Å Å Ä  ¿ Ë ¾ Ç � Ä ¾ » ¾ À ¼ � � Ä Å ¼ Ë ½ ¿  ¿ Ç ¾ À Ä ¼ Ë Ç �Á � õ � Á � » ¿ Ê ½ ¿ À ¼ ¾ Ê À Ç » ¼ Æ Æ ¼ Æ � ¼ 
 Ç � ¼ Å ¿ Ä Ë ¾ » ¿  Ä À ¿ Å ¾ Ä Ê Ë Ä Ë � » Ä Å » ¾ » ¿ � ¼ Ç � ¿ ¾ Ä Ç 	 Ê É Ä Ë Ò ¼ Ë  Ç » ¼ Æ ÆÇ ¿ ¿ ¾ » ¼ ¾ ¾ » ¿ ½ ¼ ¾ » Ê � ¾ » ¿ � Ê Ê 	 Ê À � ¼ Ç � ¿ ¾ Ä Ç Å Æ ¿ ¼ À � » ¿ Ë Ä ¾ Ä Ç � ¿ Ä Ë Ò 	 Ê É ¿  �Á � õ � E 8 » ¿ Ë ¾ � Ê ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç ¼ À ¿ Ä Ë ¾ » ¿ � ¼ Ç � ¿ ¾ Ê À � ¼ Ç � ¿ ¾ Ç � Ê Ë ¿ Ê � ¾ » ¿ 	 Ç » ¼ Æ Æ � ¿  ¿ Ç Ä Ò Ë ¼ ¾ ¿  ¾ ÊÊ ½ ¿ À ¼ ¾ ¿ ¾ » ¿ Å Ê Ë ¾ À Ê Æ Ç � � Ë ¿ ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç » ¼ Æ Æ Ò Ä É ¿ ¼ Æ Æ Ç Ä Ò Ë ¼ Æ Ç � � » Ä Å » Ç » ¼ Æ Æ � ¿ ¾ » Ê À Ê � Ò » Æ 
� Ë  ¿ À Ç ¾ Ê Ê  � 
 ¼ Æ Æ ½ ¿ À Ç Ê Ë Ç Å Ê Ë Å ¿ À Ë ¿  �Á � õ � � 8 » ¿ Ë ¾ � Ê ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç ¼ À ¿ � Ê À � Ä Ë Ò � À Ê 	 ¾ » ¿ � ¼ Ç � ¿ ¾ � ¿ ; ¾ À ¿ 	 ¿ Å ¼ À ¿ Ç » ¼ Æ Æ � ¿ ¾ ¼ � ¿ Ë ¾ Ê ¼ É Ê Ä Ê Ë ¿ ¿ 	 ½ Æ Ê 
 ¿ ¿ � À Ê 	 Å Ê Ë ¾ ¼ Å ¾ Ä Ë Ò ½ Ê Æ ¿ Ç � Å À Ê Ç Ç ¼ À 	 Ç � Ê À Ê ¾ » ¿ À Ò À Ê � Ë  ¿  Ê À Æ Ä É ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ �� » Ä Æ ¿ ¾ » ¿ Ç ¿ Å Ê Ë  ¿ 	 ½ Æ Ê 
 ¿ ¿ Ä Ç � Ê À � Ä Ë Ò Ê Ë ¿ � � Ä ½ 	 ¿ Ë ¾ ¼ ¾ ¼  Ä � � ¿ À ¿ Ë ¾ ½ Ê ¾ ¿ Ë ¾ Ä ¼ Æ �Á � õ � þ G Ê Å Ê 	 ½ Ê Ë ¿ Ë ¾ Ê � ¾ » ¿ ¼ ¿ À Ä ¼ Æ  ¿ É Ä Å ¿ � Ä Æ Æ � ¿ Ê ½ ¿ À ¼ ¾ ¿  � À Ê 	 ¾ » ¿ Ò À Ê � Ë  � Ä ¾ » Ê � ¾ ½ ¿ À 	 Ä Ç Ç Ä Ê Ë� À Ê 	 ¾ » ¿ � Ê À � ¿ À Ê À � Ê À � ¿ À Ç Ä Ë ¾ » ¿ � ¼ Ç � ¿ ¾ � ¿ ; Å ¿ ½ ¾ Ä Ë Å ¼ Ç ¿ Ê � ¿ 	 ¿ À Ò ¿ Ë Å 
 �Á � õ � Í F � » ¿ � Ê À � ¿ À � Ä Æ Æ » ¼ É ¿ � Ê ¾ » � ¿ ¿ ¾ � Ä À 	 Æ 
 ½ Æ ¼ Å ¿  Ê Ë ¾ » ¿ � Æ Ê Ê À Ê � ¾ » ¿ � ¼ Ç � ¿ ¾ ¼ ¾ ¼ Æ Æ ¾ Ä 	 ¿ Ç � » Ä Æ ¿¼ Æ Ê � ¾ � � 	 ½ Æ Ê 
 ¿ ¿ Ç Ç » ¼ Æ Æ Ë Ê ¾ Ç ¾ ¼ Ë  Ê À Ç Ä ¾ Ê Ë ¾ Ê ½ Ê À ¿  Ò ¿ Ê � ¾ » ¿ � ¼ Ç � ¿ ¾ Ë Ê À Ç » ¼ Æ Æ Æ ¼   ¿ À Ç � ¿½ Æ ¼ Å ¿  Ä Ë ¾ » ¿ � ¼ Ç � ¿ ¾ �Á � õ � Í Í � 	 ½ Æ Ê 
 ¿ ¿ Ç Ç » ¼ Æ Æ Ë Ê ¾ � ¿ Æ ¾ ¾ Ê ¼ Ë ¼  � ¼ Å ¿ Ë ¾ ½ Ê Æ ¿ Ê À Ç ¾ À � Å ¾ � À ¿ �Á � õ � Í Î � » ¿ � Ê À � ¿ À Ç Ç » ¼ Æ Æ � ¿ Ç ¾ À ¼ ½ ½ ¿  ¾ Ê ¾ » ¿ � ½ ½ ¿ À Ä Ë Ç � Æ ¼ ¾ ¿  ½ Ê À ¾ Ä Ê Ë Ê � ¾ » ¿  ¿ À À Ä Å � 6 � Ê Ê 	 7 � � Ç Ä Ë Ò¼ ½ ½ À Ê É ¿  ¿ � � Ä ½ 	 ¿ Ë ¾ 6 � � Æ Æ � Ê  
 » ¼ À Ë ¿ Ç Ç � Ä ¾ » Ç ¼ � ¿ ¾ 
 Æ ¼ Ë 
 ¼ À  7 � � » Ä Æ ¿ ¾ » ¿ � ¼ Ç � ¿ ¾ Ä Ç ¼ Æ Ê � ¾ �Á � õ � Í Ð G Ê ¾ Ê Ê Æ Ç Ê À ¿ � � Ä ½ 	 ¿ Ë ¾ � Ä Æ Æ � ¿ À Ä Ò Ò ¿  ¾ Ê ¾ » ¿ � ¼ Ç � ¿ ¾ Ä Ë ¼ 	 ¼ Ë Ë ¿ À ¾ » ¼ ¾ Å Ê � Æ  Å ¼ � Ç ¿ � ¼ Ç � ¿ ¾¾ Ê � ¿ Å Ê 	 ¿ � Ë Ç ¾ ¼ � Æ ¿ �Á � õ � Í @ º Æ Ä 	 � Ä Ë Ò Ä À Ê Ë Ç ¼ À ¿ ½ À Ê » Ä � Ä ¾ ¿  Ä Ë ¾ » ¿ � ¼ Ç � ¿ ¾ �Á � õ � Í õ : ¼ Ç � ¿ ¾ Ê ½ ¿ À ¼ ¾ Ä Ë Ò Æ ¿ É ¿ À Ç Ç » ¼ Æ Æ � ¿ Ò � ¼ À  ¿  ¼ Ë  � ¿ ½ ¾ Å Æ ¿ ¼ À Ê � ¼ Æ Æ Ê � Ç ¾ À � Å ¾ Ä Ê Ë Ç �Á � õ � Í Á G ¿ Ä ¾ » ¿ À ¾ » ¿ � ¼ Ç � ¿ ¾ Ë Ê À ¾ » ¿ Ä Ë Ç � Æ ¼ ¾ ¿  ½ Ê À ¾ Ä Ê Ë Ê � ¾ » ¿  ¿ À À Ä Å � Ç » ¼ Æ Æ � ¿ ¼ Æ Æ Ê � ¿  ¾ Ê Å Ê Ë ¾ ¼ Å ¾¿ Ë ¿ À Ò Ä � ¿  Ê À Ò À Ê � Ë  ¿  Å Ê Ë  � Å ¾ Ê À Ç Ê À ¿ � � Ä ½ 	 ¿ Ë ¾ �Á � õ � Í E � Ê ¼  Æ Ä 	 Ä ¾ Ç Ê � ¾ » ¿ � Ê Ê 	 ¼ Ë  � ¼ Ç � ¿ ¾ Ç » ¼ Æ Æ Ë Ê ¾ � ¿ ¿ ; Å ¿ ¿  ¿  �
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Á � õ � Í � � » Ê Å � Æ Ê ¼  Ä Ë Ò 6 Ç �   ¿ Ë Ç ¾ Ê ½ Ç Ê À Ç ¾ ¼ À ¾ Ç 7 Ê � ¾ » ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ Ç » ¼ Æ Æ � ¿ ¼ É Ê Ä  ¿  �Á � õ � Í þ N � * � # � B � + � � � ! ! 1 # � �  % . 2 � O 3 � � � B & % B � 3 � � B P A  � � ! ! ! A � 1 & % B � 3 � � # . � %  � ! � � * . � 3 � � B 2 ( . 1 �	 ¼ Ë � � ¼ Å ¾ � À ¿ À �Á � õ � Î F � » ¿ Ä Ë Ç � Æ ¼ ¾ ¿  ½ Ê À ¾ Ä Ê Ë Ç » ¼ Æ Æ Ë Ê ¾ � ¿ ¼ Æ ¾ ¿ À ¿  Ä Ë ¼ Ë 
 	 ¼ Ë Ë ¿ À ¾ » ¼ ¾ 	 Ä Ò » ¾ À ¿  � Å ¿ Ä ¾ Ç , Ä Ë Ç � Æ ¼ ¾ Ä Ë ÒÉ ¼ Æ � ¿ �Á � õ � Î Í º Æ ¿ ¼ À ¼ Ë Å ¿ ÌÁ � õ � Î Í � ¼ � » ¿ ¼ ¿ À Ä ¼ Æ Æ Ä � ¾ � ¾ Ê Ò ¿ ¾ » ¿ À � Ä ¾ » ¾ » ¿ ¿ 	 ½ Æ Ê 
 ¿ ¿ Ä Ë ¾ » ¿ � ¼ Ç � ¿ ¾ ¼ Ë  ¼ Æ Æ ¾ Ê Ê Æ Ç ¼ Ë ¿ � � Ä ½ 	 ¿ Ë ¾ � Ç » ¼ Æ Æ 	 ¼ Ä Ë ¾ ¼ Ä Ë ½ À Ê ½ ¿ À Å Æ ¿ ¼ À ¼ Ë Å ¿ Ç � À Ê 	 � Ë ½ À Ê ¾ ¿ Å ¾ ¿  ¿ Ë ¿ À Ò Ä � ¿ Å Ê Ë  � Å ¾ Ê À Ç �Á � õ � Î Í � � D � Ä ¾ Ä Ç  Ä � � Ä Å � Æ ¾ � Ê À ¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À ¾ Ê  ¿ ¾ ¿ À 	 Ä Ë ¿ ¾ » ¿  Ä Ç ¾ ¼ Ë Å ¿ � ¿ ¾ � ¿ ¿ Ë ¾ » ¿ ¿ � � Ä ½ 	 ¿ Ë ¾¼ Ë  ¾ » ¿ ¿ Ë ¿ À Ò Ä � ¿  ½ ¼ À ¾ Ç ¼ Å Å � À ¼ ¾ ¿ Æ 
 � ¼ Ë Ê ¾ » ¿ À ½ ¿ À Ç Ê Ë Ç » ¼ Æ Æ Ê � Ç ¿ À É ¿ ¾ » ¿ Å Æ ¿ ¼ À ¼ Ë Å ¿¼ Ë  Ò Ä É ¿ ¾ Ä 	 ¿ Æ 
 � ¼ À Ë Ä Ë Ò Ç � » ¿ Ë 	 Ä Ë Ä 	 � 	 Å Æ ¿ ¼ À ¼ Ë Å ¿  Ä Ç ¾ ¼ Ë Å ¿ Ä Ç ¼ ½ ½ À Ê ¼ Å » ¿  �Á � õ � Î Î � � » ¿ � Ê À � ¿ À 6 Ç 7 Ç » ¼ Æ Æ Ë Ê ¾ Å Ê Ë ¾ ¼ Å ¾ 	 Ê À ¿ ¾ » ¼ Ë Ê Ë ¿ Å Ê Ë  � Å ¾ Ê À Ê À ½ Ä ¿ Å ¿ Ê � ¿ � � Ä ½ 	 ¿ Ë ¾ ¼ ¾ ¼¾ Ä 	 ¿ �Á � õ � Î Î � ¼ � » ¿ 
 	 ¼ 
 Å Ê 	 ¿ Å Æ Ê Ç ¿ À ¾ » ¼ Ë ½ ¿ À 	 Ä ¾ ¾ ¿  � 
 º » ¼ ½ ¾ ¿ À Í Î � � ¿ Å ¾ Ä Ê Ë @ � � � ¾ Ä � ¾ » ¿ 
 ¼ À ¿� Ä ¾ » Ä Ë À ¿ ¼ Å » Ê � Å Ê Ë  � Å ¾ Ê À Ç Ê À ¼ Ë 
 Ê � � ¿ Å ¾ ¼ ¾ ¼  Ä � � ¿ À ¿ Ë ¾ ½ Ê ¾ ¿ Ë ¾ Ä ¼ Æ � ¾ » ¿ Å Ê Ë  � Å ¾ Ê À Ê ÀÊ � � ¿ Å ¾ Ç » ¼ Æ Æ � ¿ Å Ê É ¿ À ¿  � Ä ¾ » ½ À Ê ¾ ¿ Å ¾ Ä É ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ �Á � õ � Î Ð � � � Ä ½ 	 ¿ Ë ¾ Ê À 	 ¼ ¾ ¿ À Ä ¼ Æ Ç » ¼ Æ Æ Ë Ê ¾ � ¿ ½ ¼ Ç Ç ¿  � ¿ ¾ � ¿ ¿ Ë ¼ ½ Ê Æ ¿ Ê À Ç ¾ À � Å ¾ � À ¿ ¼ Ë  � Ê À � ¿ À 6 Ç 7 Ä Ë¼ � ¼ Ç � ¿ ¾ � � » ¿ Ë � Ä ¾ » Ä Ë À ¿ ¼ Å » Ä Ë Ò  Ä Ç ¾ ¼ Ë Å ¿ Ê � ¿ ; ½ Ê Ç ¿  ¿ Ë ¿ À Ò Ä � ¿  Å Ê Ë  � Å ¾ Ê À Ç Ê À ¿ � � Ä ½ 	 ¿ Ë ¾ �Á � õ � Î @ È Ä  Ä Ë Ò Ä Ë ¾ » ¿ � ¼ Ç � ¿ ¾ Ç » ¼ Æ Æ Ë Ê ¾ � ¿ ½ ¿ À 	 Ä ¾ ¾ ¿  � ¿ ; Å ¿ ½ ¾ Ä Ë Å ¿ À ¾ ¼ Ä Ë  ¿ Ç Ä Ò Ë ¼ ¾ ¿  Ê ½ ¿ À ¼ ¾ Ä Ê Ë Ç � » ¿ Ë¾ À � Å � Ç ¾ ¼ � Ä Æ Ä ¾ 
 Ä Ç Ë Ê ¾ ¼ � ¼ Å ¾ Ê À � 9 Æ Æ ¿ ; Å ¿ ½ ¾ Ä Ê Ë Ç ¼ À ¿ ¾ » ¿ � � Æ Æ À ¿ Ç ½ Ê Ë Ç Ä � Ä Æ Ä ¾ 
 Ê � ¾ » ¿� � ½ ¿ À É Ä Ç Ê À Ï º À ¿ � � ¿ ¼  ¿ À �Á � õ � Î õ 8 » ¿ Ë ¾ » ¿ � ¼ Ç � ¿ ¾ Ä Ç Ä Ë Ê ½ ¿ À ¼ ¾ Ä Ê Ë � ¼ � � ¼ Æ Ä � Ä ¿  ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç » ¼ Æ Æ � ¿ ½ À ¿ Ç ¿ Ë ¾ ¾ Ê Ê ½ ¿ À ¼ ¾ ¿ ¾ » ¿Ò À Ê � Ë  Å Ê Ë ¾ À Ê Æ Ç Ä � ¾ » ¿ Ë ¿ ¿  ¼ À Ä Ç ¿ Ç �Á � õ � Î Á � À Ê � � Æ ¿ 	 ¼ Ë ¾ À � Å � Ç ¿ � � Ä ½ ½ ¿  � Ä ¾ » ¼ Ë Ä Ë Ç � Æ ¼ ¾ ¿  ¼ ¿ À Ä ¼ Æ � � Å � ¿ ¾ Å ¼ Ë � ¿ Ê ½ ¿ À ¼ ¾ ¿  � Ä ¾ » Ê � ¾ ¾ » ¿½ À ¿ Ç ¿ Ë Å ¿ Ê � ¾ » ¿ Ç ¿ Å Ê Ë  � � ¼ Æ Ä � Ä ¿  ¿ 	 ½ Æ Ê 
 ¿ ¿ � � Ê À Ç ¿ Å Ê Ë  ¼ À 
 � Ê À � Ê Ë Æ 
 �Á � õ � Î E � ¼ � ¿ ¾ 
 À � Æ ¿ Ç Ò Ê É ¿ À Ë Ä Ë Ò ¾ » ¿ � Ç ¿ Ê � » Ê ¾ � Æ Ä Ë ¿ ¾ Ê Ê Æ Ç � À � � � ¿ À Ò Ê Ê  Ç � ½ ¿ À Ç Ê Ë ¼ Æ ½ À Ê ¾ ¿ Å ¾ Ä É ¿¿ � � Ä ½ 	 ¿ Ë ¾ � ¼ Ë  Ò ¿ Ë ¿ À ¼ Æ Ç ¼ � ¿ ½ À ¼ Å ¾ Ä Å ¿ Ç � Ç » ¼ Æ Æ ¼ Æ Ç Ê ¼ ½ ½ Æ 
 ¾ Ê � Ê À �  Ê Ë ¿ � À Ê 	 ¼ ¿ À Ä ¼ Æ� ¼ Ç � ¿ ¾ Ç �Á � õ � Î � 8 » ¿ Ë � Ç Ä Ë Ò ½ Ë ¿ � 	 ¼ ¾ Ä Å Ê À » 
  À ¼ � Æ Ä Å ¾ Ê Ê Æ Ç Ä Ë ¼ � � Å � ¿ ¾ � ¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À Ç » ¼ Æ Æ � ¿ Ç � À ¿ ¾ » ¼ ¾» Ê Ç ¿ Ç Ê À Æ Ä Ë ¿ Ç  Ê Ë Ê ¾ � ¿ Å Ê 	 ¿ ¿ Ë ¾ ¼ Ë Ò Æ ¿  Ä Ë ¾ » ¿ Ê ½ ¿ À ¼ ¾ Ä Ê Ë ¼ Æ Å Ê Ë ¾ À Ê Æ Ç �
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Á � õ � Î þ 8 » ¿ Ë ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç ¼ À ¿ Ä Ë ¾ » ¿ � � Å � ¿ ¾ Ê � ¼ Ë ¼ ¿ À Ä ¼ Æ Æ Ä � ¾ Ì
·

� » ¿ ¿ 	 ¿ À Ò ¿ Ë Å 
 ½ ¼ À � Ä Ë Ò � À ¼ � ¿ Ê � ¾ » ¿ É ¿ » Ä Å Æ ¿ Ç » ¼ Æ Æ � ¿ Ç ¿ ¾ �
·

8 » ¿ ¿ Æ Å » Ê Å � Ç Ê À Ê � ¾ À Ä Ò Ò ¿ À Ç Ç » ¼ Æ Æ � ¿ � Ç ¿  ¾ Ê ½ À Ê É Ä  ¿ ¼   ¿  Ç ¾ ¼ � Ä Æ Ä ¾ 
 �Á � õ � Ð F 8 » ¿ Ë ¾ » ¿ É ¿ » Ä Å Æ ¿ Ä Ç Ê Ë ¼ Ë Ä Ë Å Æ Ä Ë ¿ � � » ¿ ¿ Æ Å » Ê Å � Ç Ç » ¼ Æ Æ � ¿ � Ç ¿  À ¿ Ò ¼ À  Æ ¿ Ç Ç Ê � � » ¿ ¾ » ¿ ÀÊ � ¾ À Ä Ò Ò ¿ À Ç ¼ À ¿ � Ç ¿  �Á � õ � Ð Í 8 » ¿ Ë Ê � ¾ À Ä Ò Ò ¿ À Ç ¼ À ¿ � Ç ¿  � ¾ » ¿ 
 Ç » ¼ Æ Æ � ¿ Ç ¿ ¾ Ê Ë ½ ¼  Ç Ê À ¼ Ç Ê Æ Ä  Ç � À � ¼ Å ¿ � � � ¾ À Ä Ò Ò ¿ À Ç Ç » ¼ Æ ÆË Ê ¾ � ¿ ¿ ; ¾ ¿ Ë  ¿  Ê À À ¿ ¾ À ¼ Å ¾ ¿  Ê � ¾ Ç Ä  ¿ Ê � Å Æ ¿ ¼ À É Ä ¿ � Ê � ¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À � � Ë Æ ¿ Ç Ç ¼ Æ Æ ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç¼ À ¿ Ê � ¾ Ç Ä  ¿ ¾ » ¿ À ¼ Ë Ò ¿ Ê � ½ Ê Ç Ç Ä � Æ ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ 	 Ê ¾ Ä Ê Ë �Á � õ � Ð Í � ¼ � » ¿ ¾ À � Å � Ç » Ê � Æ  Ç Ä ¾ ¼ ½ ½ À Ê ; Ä 	 ¼ ¾ ¿ Æ 
 Æ ¿ É ¿ Æ � » ¿ Ë É Ä ¿ � ¿  � À Ê 	 ¾ » ¿ À ¿ ¼ À Ê À � Ä � ¿ � � Ä ½ ½ ¿ � Ä ¾ » Æ ¿ É ¿ Æ Ä Ë  Ä Å ¼ ¾ Ê À Ç � ¾ » ¿ ¾ À � Å � Ç » ¼ Æ Æ � ¿ Ë Ê 	 Ê À ¿ ¾ » ¼ Ë � Ä É ¿  ¿ Ò À ¿ ¿ Ç � À Ê 	 Æ ¿ É ¿ Æ � Æ ¿ � ¾ ¾ ÊÀ Ä Ò » ¾ �Á � õ � Ð Î K Ê À ¼   Ä ¾ Ä Ê Ë ¼ Æ Ä Ë � Ê À 	 ¼ ¾ Ä Ê Ë Å Ê Ë Å ¿ À Ë Ä Ë Ò ¼ ¿ À Ä ¼ Æ Æ Ä � ¾ Ç � À ¿ � ¿ À ¾ Ê Ì
·

� � � 9 Í þ Í F � Á E
·

� � � 9 Í þ Í F � Î Á þÁ � õ � Ð Î � » ¿ � Ê Æ Æ Ê � Ä Ë Ò  ¼ ¾ ¼ ½ ¼ Ò ¿ Ç ¼ À ¿ ¼ É ¼ Ä Æ ¼ � Æ ¿ � Ê À 	 Ê À ¿ Ä Ë � Ê À 	 ¼ ¾ Ä Ê Ë Ì
·

? Ù á ì Ø Ù Q ä ø á â Ø ñ ä Ø û ñ ù î Ù Ü Õ × á î ñ R Ó ? ø S
·

? Õ á ã Ý ÷ Ø Ù á Õ ã Ó Ô Ø â ô ã á ä ×
·

? Õ á ã Ý ? Ø Ù Ù á â ô Ó Ô Ø â ô ã á ä ×Þ ç Þ ý î Ù ô ã á ù × ä T û ñ ü Û ä × Ù á Õ ã ó Ù Û â ô äÁ � Á � Í � Ë Æ 
 Å Ê 	 ½ ¼ Ë 
 ¼ � ¾ » Ê À Ä � ¿  ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç Ç » ¼ Æ Æ Ê ½ ¿ À ¼ ¾ ¿ ¼ � Ê À � Æ Ä � ¾ �Á � Á � Î º Ê 	 ½ ¼ Ë 
 ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç Ç » ¼ Æ Æ Ë Ê ¾ Ê ½ ¿ À ¼ ¾ ¿ Å � Ç ¾ Ê 	 ¿ À Ê � Ë ¿  � Ê À � Æ Ä � ¾ Ê À ¿ � � Ä ½ 	 ¿ Ë ¾ �Á � Á � Ð 9 Æ Æ À ¿ Ë ¾ ¼ Æ � Ê À � Æ Ä � ¾ Ç ¼ Ë  ¿ � � Ä ½ 	 ¿ Ë ¾ Ç » ¼ Æ Æ 	 ¿ ¿ ¾ Ê À ¿ ; Å ¿ ¿  º Ê 	 ½ ¼ Ë 
 � Ê À � Æ Ä � ¾ Ï ¿ � � Ä ½ 	 ¿ Ë ¾Ç ¾ ¼ Ë  ¼ À  Ç �Á � Á � @ � À ¼ Ä Ë Ä Ë ÒÁ � Á � @ � ¼ 9 Æ Æ ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç Ç » ¼ Æ Æ À ¿ Å ¿ Ä É ¿ � Ê À � Æ Ä � ¾ Ê ½ ¿ À ¼ ¾ Ä Ê Ë ¾ À ¼ Ä Ë Ä Ë Ò � ¿ � Ê À ¿ Ê ½ ¿ À ¼ ¾ Ä Ë Ò ¼ � Ê À � Æ Ä � ¾ �Á � Á � @ � � � À ¼ Ä Ë Ä Ë Ò Ç » ¼ Æ Æ Ä Ë Å Æ �  ¿ ¼ Å Ê 	 � Ä Ë ¼ ¾ Ä Ê Ë Ê � Å Æ ¼ Ç Ç À Ê Ê 	 ¼ Ë  » ¼ Ë  Ç � Ê Ë ¿ É ¼ Æ � ¼ ¾ Ä Ê Ë Ê �¿ ¼ Å » � Ê À � Æ Ä � ¾ ¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À Ä Ç ¿ ; ½ ¿ Å ¾ ¿  ¾ Ê Ê ½ ¿ À ¼ ¾ ¿ �Á � Á � @ � Å 9 Æ Æ � Ê À � Æ Ä � ¾ Ê ½ ¿ À ¼ ¾ Ê À Ç Ç » ¼ Æ Æ � ¿ À ¿ � ¿ É ¼ Æ � ¼ ¾ ¿  � Ê À Ç ¼ � ¿ Ê ½ ¿ À ¼ ¾ Ä Ê Ë Ê � ¿ ¼ Å » � Ê À � Æ Ä � ¾ ¾ » ¿ 
Ê ½ ¿ À ¼ ¾ ¿ ¿ É ¿ À 
 ¾ » À ¿ ¿ 6 Ð 7 
 ¿ ¼ À �Á � Á � @ �  � É ¼ Æ � ¼ ¾ Ä Ê Ë Ç » ¿ ¿ ¾ Ç Ç » ¼ Æ Æ � ¿ Å Ê 	 ½ Æ ¿ ¾ ¿  � Ê À ¿ ¼ Å » Ê ½ ¿ À ¼ ¾ Ê À ¼ Ë  � Ä Æ ¿  Ä Ë ¾ » ¿¿ 	 ½ Æ Ê 
 ¿ ¿ � Ç Ç ¼ � ¿ ¾ 
 � Ä Æ ¿ � º Ê À ½ Ê À ¼ ¾ ¿ � ¼ � ¿ ¾ 
 � Ä Æ Æ 	 ¼ Ä Ë ¾ ¼ Ä Ë ¾ » Ä Ç � Ä Æ ¿ �
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Á � Á � õ Ñ À ¿ � Ç » Ä � ¾ D Ë Ç ½ ¿ Å ¾ Ä Ê Ë ÇÁ � Á � õ � ¼ 9 Æ Æ � Ê À � Æ Ä � ¾ Ç Ç » ¼ Æ Æ � ¿ Ä Ë Ç ½ ¿ Å ¾ ¿  ½ À Ä Ê À ¾ Ê ¿ ¼ Å » Ç » Ä � ¾ � Ç � Ç ¿ Ê � ¾ » ¿ � Ê À � Æ Ä � ¾ �Á � Á � õ � � 9 Æ Æ � Ê À � Æ Ä � ¾ Ä Ë Ç ½ ¿ Å ¾ Ä Ê Ë Å » ¿ Å � Æ Ä Ç ¾ Ç Ç » ¼ Æ Æ � ¿ Å Ê 	 ½ Æ ¿ ¾ ¿  ¼ Ë  Ç ¾ Ê À ¿  � Ä ¾ » ¾ » ¿ � Ê À � Æ Ä � ¾ ¼ ¾ ¼ Æ Æ¾ Ä 	 ¿ Ç �Á � Á � õ � Å 5 ¿ � Ä Å Ä ¿ Ë ¾ Ä ¾ ¿ 	 Ç � Ê � Ë   � À Ä Ë Ò ¾ » ¿ ½ À ¿ � Ç » Ä � ¾ Ä Ë Ç ½ ¿ Å ¾ Ä Ê Ë Ç » ¼ Æ Æ � ¿ À ¿ ½ Ê À ¾ ¿  ¼ Ë À ¿ ½ ¼ Ä À ¿  ¼ Ç Ç Ê Ê Ë ¼ Ç ½ Ê Ç Ç Ä � Æ ¿ �Á � Á � õ �  K Ê À � Æ Ä � ¾  ¿ � Ä Å Ä ¿ Ë Å Ä ¿ Ç � Ê � Ë  ¾ » ¼ ¾ Å Ê 	 ½ À Ê 	 Ä Ç ¿ ¾ » ¿ Ç ¼ � ¿ Ê ½ ¿ À ¼ ¾ Ä Ê Ë Ê � ¾ » ¿ Æ Ä � ¾ Ç » ¼ Æ Æ � ¿À ¿ ½ ¼ Ä À ¿  � ¿ � Ê À ¿ ¾ » ¿ Æ Ä � ¾ Å ¼ Ë � ¿ Ê ½ ¿ À ¼ ¾ ¿  � K Ê À � Æ Ä � ¾ Ç Ä Ë ¾ » Ä Ç Å Ê Ë  Ä ¾ Ä Ê Ë Ç » ¼ Æ Æ � ¿ ¾ ¼ Ò Ò ¿ Ê � ¾ ¼ Ë  Ç » ¼ Æ Æ Ë Ê ¾ � ¿ � Ç ¿  � Ë ¾ Ä Æ ¾ » ¿ À ¿ ½ ¼ Ä À Ç ¼ À ¿ Å Ê 	 ½ Æ ¿ ¾ ¿  �Á � Á � Á � ¼ � ¿ � ½ ¿ À ¼ ¾ Ä Ê ËÁ � Á � Á � ¼ 9 Æ Æ � Ê À � Æ Ä � ¾ Ê ½ ¿ À ¼ ¾ Ê À Ç Ç » ¼ Æ Æ ¿ Ë Ç � À ¿ ¾ » ¼ ¾ ¾ » ¿ ½ À Ê ½ ¿ À Ñ ¿ À Ç Ê Ë ¼ Æ Ñ À Ê ¾ ¿ Å ¾ Ä É ¿ � � � Ä ½ 	 ¿ Ë ¾6 Ñ Ñ � 7 Ä Ç � Ç ¿  � » Ä Æ ¿ ¾ » ¿ 
 ¼ À ¿ Ê ½ ¿ À ¼ ¾ Ä Ë Ò ¾ » ¿ � Ê À � Æ Ä � ¾ �
·

� ¼ � ¿ ¾ 
 Ò Æ ¼ Ç Ç ¿ Ç Ç » ¼ Æ Æ � ¿ � Ê À Ë � � Ë Æ ¿ Ç Ç ¾ » ¿ Æ Ä � ¾ Ä Ç ¿ � � Ä ½ ½ ¿  � Ä ¾ » ¼ Ç » Ä ¿ Æ  ¾ Ê ½ À Ê ¾ ¿ Å ¾¾ » ¿ ¿ 
 ¿ Ç ¼ Ë  � ¼ Å ¿ �
·

� ¼ À  » ¼ ¾ Ç Ç » ¼ Æ Æ � ¿ � Ê À Ë � » ¿ Ë À ¿ � � Ä À ¿  � 
 ¾ » ¿ � Ê � Ç Ä ¾ ¿ �
·

� ¿ ¼ ¾ � ¿ Æ ¾ Ç Ç » ¼ Æ Æ � ¿ � Ê À Ë ¼ ¾ ¼ Æ Æ ¾ Ä 	 ¿ Ç �Á � Á � Á � � � ½ ¿ À ¼ ¾ Ê À Ç Ç » Ê � Æ  Å » ¿ Å � � À ¼ � ¿ Ç ¼ Ë  Å Ê Ë ¾ À Ê Æ Ç ½ À Ä Ê À ¾ Ê ¿ ¼ Å » � Ç ¿ Ê � ¼ � Ê À � Æ Ä � ¾ �Á � Á � Á � Å : ¿ � Ê À ¿ 	 Ê É Ä Ë Ò ¾ » ¿ � Ê À � Æ Ä � ¾ � ¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À Ç » ¼ Æ Æ ¿ Ë Ç � À ¿ ¾ » ¼ ¾ Ë Ê Ê � � ¿ Å ¾ Ê À ½ ¿ À Ç Ê Ë Ä Ç Ä Ë¾ » ¿ ½ ¼ ¾ » Ê � ¾ » ¿ Æ Ä � ¾ �Á � Á � Á �  9 Æ Æ � Ê À � Æ Ä � ¾ Ç Ç » ¼ Æ Æ � ¿ Ê ½ ¿ À ¼ ¾ ¿  ¼ ¾ Ç ¼ � ¿ Ç ½ ¿ ¿  Ç ¼ ¾ ¼ Æ Æ ¾ Ä 	 ¿ Ç �Á � Á � Á � ¿ � ½ ¿ À ¼ ¾ Ê À Ç Ç » ¼ Æ Æ ¼  » ¿ À ¿ ¾ Ê ¾ » ¿ � Ê Æ Æ Ê � Ä Ë Ò � » ¿ Ë Æ Ê ¼  Ä Ë Ò ¼ Ë  � Ë Æ Ê ¼  Ä Ë Ò Ì
·

K Ê À � Ç Ê � ¾ » ¿ Æ Ä � ¾ Ç » ¼ Æ Æ � ¿ Ç ¿ ¾ ¼ Ç � ¼ À ¼ ½ ¼ À ¾ ¼ Ç ½ Ê Ç Ç Ä � Æ ¿ ¾ Ê ¿ Ë Ç � À ¿ Ç ¾ ¼ � Ä Æ Ä ¾ 
 � Ë  ¿ À¿ ¼ Å » Æ Ê ¼  �
·

� » ¿ Ê ½ ¿ À ¼ ¾ Ê À Ç » ¼ Æ Æ ¿ Ë Ç � À ¿ ¾ » ¼ ¾ ¾ » ¿ � Ê À � Ç ¼ À ¿ � Ä À 	 Æ 
 Ä Ë ½ Æ ¼ Å ¿ ¼ Ë  ½ À Ê ½ ¿ À Æ 
Ç ¿ Å � À ¿  �
·

K Ê À � Ç Ê � ¼ Æ Ä � ¾ Ç » ¼ Æ Æ � ¿ � ¿ ½ ¾ ¼ Ç Æ Ê � ¼ Ç ½ Ê Ç Ç Ä � Æ ¿ ¾ Ê ¾ » ¿ Ò À Ê � Ë  � � » Ä Æ ¿ ¾ » ¿ � Ê À � Æ Ä � ¾ Ä Ç	 Ê É Ä Ë Ò � Ê À � ¼ À  Ê À � ¼ Å � � ¼ À  � ¼ ¾ ¼ Æ Æ ¾ Ä 	 ¿ Ç �
·

� Ê ¼  Ç Ç » ¼ Æ Æ Ë Ê ¾ � ¿ Ç � Ç ½ ¿ Ë  ¿  Ê À Ç � � Ë Ò Ê É ¿ À ¼ Ë 
 Ê Ë ¿ �
·

� ½ ¿ À ¼ ¾ Ê À Ç Ç » ¼ Æ Æ Ë Ê ¾ ¼ Æ Æ Ê � ¼ Ë 
 Ê Ë ¿ ¾ Ê Ç ¾ ¼ Ë  � � ¼ Æ � � Ê À � Ê À � � Ë  ¿ À ¾ » ¿ Ä À Æ Ê ¼  ¼ ¾¼ Ë 
 ¾ Ä 	 ¿ �Á � Á � Á � � � » ¿ � ½ ¿ À ¼ ¾ Ê À Ç » ¼ Æ Æ ¼ Æ � ¼ 
 Ç � ¼ Å ¿ ¾ » ¿  Ä À ¿ Å ¾ Ä Ê Ë ¾ » ¿ � Ê À � Æ Ä � ¾ Ä Ç ¾ À ¼ É ¿ Æ Ä Ë Ò �Á � Á � Á � Ò � �   ¿ Ë Ç ¾ Ê ½ Ç Ç » ¼ Æ Æ � ¿ ¼ É Ê Ä  ¿  �Á � Á � Á � » � ½ ¿ À ¼ ¾ Ê À Ç Ç » ¼ Æ Æ Ë Ê ¾ À ¿ � � ¿ Æ ¼ � Ê À � Æ Ä � ¾ � » ¿ Ë ¾ » ¿ ¿ Ë Ò Ä Ë ¿ Ä Ç À � Ë Ë Ä Ë Ò �
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Á � Á � Á � Ä � » ¿ Ê ½ ¿ À ¼ ¾ Ê À Ç » ¼ Æ Æ Ë Ê ¾ ¼ Æ Æ Ê � ¼ Ë 
 Ê Ë ¿ ¾ Ê À Ä  ¿ Ê Ë ¼ Ë 
 ½ ¼ À ¾ Ê � ¾ » ¿ � Ê À � Æ Ä � ¾ � � Ë Æ ¿ Ç Ç ¼Ç ¿ ¼ ¾ Ä Ç ½ À Ê É Ä  ¿  � Ê À ¾ » ¼ ¾ ½ � À ½ Ê Ç ¿ �Á � Á � Á � � � ½ ¿ À ¼ ¾ Ê À Ç Ç » ¼ Æ Æ ¿ Ë Ç � À ¿ ¾ » ¼ ¾  Ê Å � � Ê ¼ À  Ç ¼ À ¿ ½ À Ê ½ ¿ À Æ 
 Ç ¿ Å � À ¿ � ¿ � Ê À ¿ Æ Ê ¼  Ä Ë Ò ¼ Ë � Ë Æ Ê ¼  Ä Ë Ò É ¿ » Ä Å Æ ¿ Ç � � » ¿ � » ¿ ¿ Æ Ç Ê � ½ ¼ À � ¿  É ¿ » Ä Å Æ ¿ Ç Ç » ¼ Æ Æ ¼ Æ Ç Ê � ¿ Å » Ê Å � ¿  Ê À� Æ Ê Å � ¿  �Á � Á � Á � � 8 » ¿ Ë ¾ À ¼ É ¿ Æ Ä Ë Ò  Ê � Ë » Ä Æ Æ � Ä ¾ » ¼ Æ Ê ¼  � ¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À Ç » ¼ Æ Æ ¼ Æ � ¼ 
 Ç À ¿ É ¿ À Ç ¿  Ê � Ë » Ä Æ Æ �Á � Á � Á � Æ D Ë ¾ ¿ À Ë ¼ Æ Å Ê 	 � � Ç ¾ Ä Ê Ë ¿ Ë Ò Ä Ë ¿ Æ Ä � ¾ Ç Ç » ¼ Æ Æ Ë Ê ¾ � ¿ Ê ½ ¿ À ¼ ¾ ¿  Ä Ë Å Ê Ë � Ä Ë ¿  Ç ½ ¼ Å ¿ Ç � Ê À¿ ; ¾ ¿ Ë  ¿  ½ ¿ À Ä Ê  Ç Ê � ¾ Ä 	 ¿ �Á � Á � E K Ê À � Æ Ä � ¾ 9 ¾ ¾ ¼ Å » 	 ¿ Ë ¾ ÇÁ � Á � E � ¼ � Ë Æ 
 ¼ ¾ ¾ ¼ Å » 	 ¿ Ë ¾ Ç ½ À Ê É Ä  ¿  � 
 Ê À ¼ ½ ½ À Ê É ¿  � 
 ¾ » ¿ 	 ¼ Ë � � ¼ Å ¾ � À ¿ À Å ¼ Ë � ¿ � Ç ¿  �Á � Á � E � � 9 Æ Æ ¼ ¾ ¾ ¼ Å » 	 ¿ Ë ¾ Ç Ë ¿ ¿  ¾ Ê � ¿ ½ À Ê ½ ¿ À Æ 
 Ç ¿ Å � À ¿  ¾ Ê ¾ » ¿ 	 ¼ Ç ¾ �Á � Á � E � Å < Ç ¿ Ê � ½ À Ê ½ ¿ À Æ 
  ¿ Ç Ä Ò Ë ¿  ¼ Ë  Å Ê Ë Ç ¾ À � Å ¾ ¿  � Ê À � ½ Æ ¼ ¾ � Ê À 	 Ç Å ¼ Ë � ¿ � Ç ¿  � ¼ Ç Æ Ê Ë Ò ¼ ÇÒ � ¼ À  À ¼ Ä Æ Ç ¼ Ë  ¾ Ê ¿ � Ê ¼ À  Ç ¼ À ¿ ½ À Ê É Ä  ¿  � ¼ Ë  ¾ » ¿ ½ Æ ¼ ¾ � Ê À 	 Ä Ç ½ À Ê ½ ¿ À Æ 
 Ç ¿ Å � À ¿  ¾ Ê¾ » ¿ 	 ¼ Ç ¾ �Á � Á � E �  H � À 
 À Ä Ò Ò Ä Ë Ò Ê À Ä 	 ½ À Ê É Ä Ç Ä Ë Ò 	 ¿ ¾ » Ê  Ç Ê � Æ Ê ¼  Ä Ë Ò ¼ Ë  � Ë Æ Ê ¼  Ä Ë Ò Ä Ç ½ À Ê » Ä � Ä ¾ ¿  �Á � Á � � Ñ ¼ À � Ä Ë Ò K Ê À � Æ Ä � ¾ ÇÁ � Á � � � ¼ Ñ ¼ À � Ä Ë Ò ¼ � Ê À � Æ Ä � ¾ Ê Ë ¼ Ë Ä Ë Å Æ Ä Ë ¿ Ç » ¼ Æ Æ � ¿ ¼ É Ê Ä  ¿  Ä � ½ Ê Ç Ç Ä � Æ ¿ �Á � Á � � � � 8 » ¿ Ë ¼ � Ê À � Æ Ä � ¾ Ä Ç Æ ¿ � ¾ � Ë ¼ ¾ ¾ ¿ Ë  ¿  6 Î õ � � ¿ ¿ ¾ ¼ � ¼ 
 Ê À Ë Ê ¾ Ä Ë É Ä ¿ � 7 Ê À Ä Ç ¾ Ê � ¿ ½ ¼ À � ¿  �¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À Ç » ¼ Æ Æ ¿ Ë Ç � À ¿ ¾ » ¼ ¾ Ì
·

� » ¿ � Ê À � Ç ¼ À ¿ � � Æ Æ 
 Æ Ê � ¿ À ¿  ¾ Ê ¾ » ¿ Ò À Ê � Ë  �
·

� » ¿ Å Ê Ë ¾ À Ê Æ Ç ¼ À ¿ Æ ¿ � ¾ Ä Ë Ë ¿ � ¾ À ¼ Æ �
·

� » ¿ Ä Ò Ë Ä ¾ Ä Ê Ë Ä Ç Ç » � ¾ Ê � � �
·

� » ¿ � À ¼ � ¿ Ä Ç Ç ¿ ¾ �
·

� » ¿ � » ¿ ¿ Æ Ç ¼ À ¿ Å » Ê Å � ¿  Ä � Ê Ë ¼ Ë Ä Ë Å Æ Ä Ë ¿ �Þ ç ÿ ø î Õ ü Ú Õ ù Ø × ÝÁ � E � Í � » ¿  À Ä É ¿ À Ç » ¼ Æ Æ 	 ¼ � ¿ Å ¿ À ¾ ¼ Ä Ë ¾ » ¼ ¾ ¼ Æ Æ Æ Ê ¼  Ç ¼ À ¿ � Ä ¾ » Ä Ë ¾ » ¿ À ¼ ¾ ¿  Æ Ê ¼  Æ Ä 	 Ä ¾ Ç � Ê À ¾ » ¿ É ¿ » Ä Å Æ ¿Ê À ¿ � � Ä ½ 	 ¿ Ë ¾ � Ç ¿  Ä Ë ¾ » ¿ ¾ À ¼ Ë Ç ½ Ê À ¾ ¼ ¾ Ä Ê Ë Ê � ¾ » ¼ ¾ Æ Ê ¼  �Á � E � Í � ¼ 9 Æ Æ Æ Ê ¼  Ç Ç » ¼ Æ Æ � ¿ ½ À Ê ½ ¿ À Æ 
 Ç ¿ Å � À ¿  � ¾ Ä ¿  � ¼ Ë  Å Ê É ¿ À ¿  � ¾ Ê ¿ Ë Ç � À ¿ ¾ » ¼ ¾ ¾ » ¿ Æ Ê ¼  � Ä Æ ÆË Ê ¾ Æ ¿ ¼ É ¿ ¾ » ¿ É ¿ » Ä Å Æ ¿ � » ¿ Ë ¾ » ¿ É ¿ » Ä Å Æ ¿ Ä Ç Ä Ë 	 Ê ¾ Ä Ê Ë �
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Á � E � Í � � º ¼ À Ò Ê 	 � Ç ¾ � ¿ Ç ¿ Å � À ¿  � Ä ¾ » ¼  Ê � Ë � ¼ À  � Ê À Å ¿ Ê � ¼ ¾ Æ ¿ ¼ Ç ¾ Î F I Ê � ¾ » ¿ Å ¼ À Ò Ê � ¿ Ä Ò » ¾Ä � Ä ¾ Ä Ç Ë Ê ¾ � � Æ Æ 
 Å Ê Ë ¾ ¼ Ä Ë ¿  � 
 ¾ » ¿ É ¿ » Ä Å Æ ¿ �Á � E � Í � Å 9 Æ Æ ¾ Ä ¿  Ê � Ë Ç Ç » ¼ Æ Æ Ë Ê ¾ » ¼ É ¿ � Ë Ê ¾ Ç �Á � E � Í �  D � ¼ ¾ Ä ¿  Ê � Ë  ¿ É Ä Å ¿ Ä Ç ¾ Ê � ¿ À ¿ ½ ¼ Ä À ¿  � Ä ¾ 	 � Ç ¾ � ¿ 	 ¼  ¿ ½ ¿ À 	 ¼ Ë � � ¼ Å ¾ � À ¿ À , ÇÇ ¾ ¼ Ë  ¼ À  Ç �Á � E � Í � ¿ �  Ò ¿ ½ À Ê ¾ ¿ Å ¾ Ä Ê Ë 	 � Ç ¾ � ¿ � Ç ¿  Ä � ¾ » ¿ ¾ Ä ¿  Ê � Ë Ä Ç Ç � � � ¿ Å ¾ ¾ Ê Ç » ¼ À ½ ¿  Ò ¿ Ç �Á � E � Í � � 9 	 Ä Ë Ä 	 � 	 Ê � Ê Ë ¿ ¾ Ä ¿  Ê � Ë Ä Ç À ¿ � � Ä À ¿  � Ê À ¼ À ¾ Ä Å Æ ¿ Ç õ � ¿ ¿ ¾ Ê À Æ ¿ Ç Ç ¼ Ë  Æ ¿ Ç Ç ¾ » ¼ ËÍ � Í F F ½ Ê � Ë  Ç �Á � E � Í � Ò 9 	 Ä Ë Ä 	 � 	 Ê � ¾ � Ê 6 Î 7 ¾ Ä ¿  Ê � Ë Ç Ä Ç À ¿ � � Ä À ¿  � Ê À ¼ À ¾ Ä Å Æ ¿ Ç � ¿ ¾ � ¿ ¿ Ë õ ¼ Ë  Í F � ¿ ¿ ¾ Ä ËÆ ¿ Ë Ò ¾ » � Ä ¾ » ¼ � ¿ Ä Ò » ¾ Ò À ¿ ¼ ¾ ¿ À ¾ » ¼ Ë Í � Í F F ½ Ê � Ë  Ç �Á � E � Í � » 9 Ë ¼   Ä ¾ Ä Ê Ë ¼ Æ ¾ Ä ¿  Ê � Ë Ä Ç À ¿ � � Ä À ¿  � Ê À ¿ ¼ Å » ¼   Ä ¾ Ä Ê Ë ¼ Æ Í F � Ê Ê ¾ Æ ¿ Ë Ò ¾ » �Á � E � Î 9 Æ Æ ¾ À ¼ Ä Æ ¿ À Ç Ç » ¼ Æ Æ � ¿ Å Ê � ½ Æ ¿  � Ä ¾ » Ç ¼ � ¿ ¾ 
 Å » ¼ Ä Ë Ç �Á � E � Ð 8 » ¿ Ë Æ Ê ¼  Ä Ë Ò ¼ Ë  � Ë Æ Ê ¼  Ä Ë Ò � ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç Ç » ¼ Æ Æ ¿ Ë Ç � À ¿ ¾ » ¼ ¾ ¼ Æ Æ Æ Ê ¼  Ç ¼ À ¿ ½ Ê Ç Ä ¾ Ä Ê Ë ¿  Ç � Å »¾ » ¼ ¾ ¾ » ¿ Æ Ê ¼  � Ä Æ Æ Ë Ê ¾ Å ¼ � Ç ¿ Ä Ë � � À 
 ¾ Ê ¼ Ë 
 Ê Ë ¿ Ê À  ¼ 	 ¼ Ò ¿ ¾ Ê ¼ Ë 
 ¾ » Ä Ë Ò  � À Ä Ë Ò ¼ Ë 
 ½ ¼ À ¾ Ê � ¾ » ¿Æ Ê ¼  Ä Ë Ò ¼ Ë  � Ë Æ Ê ¼  Ä Ë Ò ½ À Ê Å ¿ Ç Ç �Á � E � @ 8 » ¿ Ë ¿ É ¿ À ½ Ê Ç Ç Ä � Æ ¿ � Æ Ê ¼  Ç Ç » ¼ Æ Æ Ë Ê ¾ � ¿ » ¼ Ë  Æ ¿  � À Ê 	 ¾ » ¿ Ç ¾ À ¿ ¿ ¾ Ç Ä  ¿ Ê � ¼ É ¿ » Ä Å Æ ¿ �Á � E � õ º ¼ À Ò Ê Ç ¿ Å � À ¿ 	 ¿ Ë ¾  ¿ É Ä Å ¿ Ç 	 � Ç ¾ � ¿ ¼ � Æ ¿ ¾ Ê � Ä ¾ » Ç ¾ ¼ Ë  ¾ » ¿ � Ê Æ Æ Ê � Ä Ë Ò ¾ » À ¿ ¿ 6 Ð 7 � Ê À Å ¿ Ç Ì
·

K Ê À � ¼ À   Ä À ¿ Å ¾ Ä Ê Ë
·

È ¿ ¼ À � ¼ À   Ä À ¿ Å ¾ Ä Ê Ë
·

� ¼ ¾ ¿ À ¼ Æ  Ä À ¿ Å ¾ Ä Ê ËÁ � E � õ � ¼ � Ä Ë Ä 	 � 	 � Ê À � Ä Ë Ò Æ Ê ¼  Æ Ä 	 Ä ¾ � Ê À Å ¼ À Ò Ê Ç ¿ Å � À ¿ 	 ¿ Ë ¾ Ç 
 Ç ¾ ¿ 	 Ç Ç » ¼ Æ Æ � ¿ ¼ ¾ Æ ¿ ¼ Ç ¾ Ê Ë ¿ �» ¼ Æ � 6 Í Ï Î 7 ¾ » ¿ � ¿ Ä Ò » ¾ Ê � ¾ » ¿ Å ¼ À Ò Ê �Á � E � õ � � � ½ ¿ Å Ä ¼ Æ ¾ 
 Ç ¿ Å � À ¿ 	 ¿ Ë ¾  ¿ É Ä Å ¿ Ç Ç » ¼ Æ Æ » ¼ É ¿ 	 ¼ À � Ä Ë Ò Ç Ä Ë  Ä Å ¼ ¾ Ä Ë Ò � Ê À � Ä Ë Ò Æ Ê ¼  Æ Ä 	 Ä ¾ �Á � E � õ � Å 8 Ê À � Æ Ê ¼  Æ Ä 	 Ä ¾ Ç � Ê À À Ê ½ ¿ Ç � Ç ¾ ¿ ¿ Æ Ç ¾ À ¼ ½ Ç � Ç 
 Ë ¾ » ¿ ¾ Ä Å Ç ¾ À ¼ ½ Ç � ¼ Ë  Å » ¼ Ä Ë Ç ¾ » ¼ ¾ ¼ À ¿� Ë 	 ¼ À � ¿  � Å ¼ Ë � ¿ � Ê � Ë  Ä Ë ¾ » ¿ 5 � � ¾ ¼ � Æ ¿ Ê � � Ê À � Ä Ë Ò Æ Ê ¼  Æ Ä 	 Ä ¾ Ç Ð þ Ð � Í F � � 9 Æ Æ Æ Ä 	 Ä ¾ ÇÇ » ¼ Æ Æ � ¿ ¼  » ¿ À ¿  ¾ Ê ¼ Å Å Ê À  Ä Ë Ò ¾ Ê ¾ » ¿ ¾ ¼ � Æ ¿ � � Ä ¾ » Ë Ê ¿ ; Å ¿ ½ ¾ Ä Ê Ë Ç �Á � E � Á � ¿ Å � À Ä Ë Ò » ¿ ¼ É 
 É ¿ » Ä Å Æ ¿ Ç � Ê À ¾ À ¼ Ë Ç ½ Ê À ¾ 6 Æ Ê � � Ê 
 Ç 7Á � E � Á � ¼ 9 Å Å ¿ Ç Ç Ê À 
 ¿ � � Ä ½ 	 ¿ Ë ¾ Ç � Å » ¼ Ç » 
  À ¼ � Æ Ä Å Ç » Ê É ¿ Æ Ç 	 � Ç ¾ � ¿ Å Ê 	 ½ Æ ¿ ¾ ¿ Æ 
 Æ Ê � ¿ À ¿  ¼ Ë Ç ¿ Å � À ¿  �Á � E � Á � � 9 À ¾ Ä Å � Æ ¼ ¾ Ä Ë Ò É ¿ » Ä Å Æ ¿ Ç 	 � Ç ¾ � ¿ Ç ¿ Å � À ¿  ¾ Ê ½ À ¿ É ¿ Ë ¾ ¼ À ¾ Ä Å � Æ ¼ ¾ Ä Ê Ë � À Ê 	 Ê Å Å � À À Ä Ë Ò �
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Á � E � Á � Å 9 	 Ä Ë Ä 	 � 	 Ê � @ ¾ Ä ¿  Ê � Ë Ç Ç » ¼ Æ Æ � ¿ � Ç ¿  �Á � E � Á �  � ¼ Å » ¾ Ä ¿  Ê � Ë 	 � Ç ¾ � ¿ Ç ¿ Å � À ¿  ¼ Ç Å Æ Ê Ç ¿ ¼ Ç ½ Ê Ç Ç Ä � Æ ¿ ¾ Ê ¾ » ¿ 	 Ê � Ë ¾ Ä Ë Ò ½ Ê Ä Ë ¾ Ç �Á � E � Á � ¿ � Ê � Ë ¾ Ä Ë Ò ½ Ê Ä Ë ¾ Ç 	 � Ç ¾ � ¿ Ç ½ ¿ Å Ä � Ä Å ¼ Æ Æ 
  ¿ Ç Ä Ò Ë ¿  � Ê À ¾ » ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ � ¿ Ä Ë Ò¾ À ¼ Ë Ç ½ Ê À ¾ ¿  �Á � E � E � ¼ � Æ Ä Ë Ò Ñ Ê Æ ¿ Ç � � ¼   ¿ À Ç � � Ä Ç Å ¿ Æ Æ ¼ Ë ¿ Ê � Ç � ¿ ¼ É 
 � � � Ä ½ 	 ¿ Ë ¾Á � E � E � ¼ D ¾ ¿ 	 Ç � Ä ¾ » Æ ¿ Ë Ò ¾ » Ç » ¼ Æ Æ � ¿ Æ Ê ¼  ¿  ½ ¼ À ¼ Æ Æ ¿ Æ � Ä ¾ » ¾ » ¿ É ¿ » Ä Å Æ ¿ ¼ Ë  Ç » ¼ Æ Æ Ë Ê ¾ ¿ ; ¾ ¿ Ë � ¿ 
 Ê Ë  ¾ » ¿ Ç Ä  ¿ Ç Ê � ¾ » ¿ É ¿ » Ä Å Æ ¿ �Á � E � E � � � ¼ ¾ ¿ À Ä ¼ Æ Ç ¾ » ¼ ¾ ¿ ; ¾ ¿ Ë  	 Ê À ¿ ¾ » ¼ Ë Ð � � ¿ ¿ ¾ � ¿ 
 Ê Ë  ¾ » ¿ � À Ê Ë ¾ Ê À � ¼ Å � Ê � ¾ » ¿ » ¼ � Æ Ä Ë ÒÉ ¿ » Ä Å Æ ¿ Ê À ¾ À ¼ Ä Æ ¿ À Ç » ¼ Æ Æ » ¼ É ¿ ½ À Ê ½ ¿ À � ¼ À Ë Ä Ë Ò  ¿ É Ä Å ¿ Ç �
·

È ¿  � Æ ¼ Ò Ç ¼ ¾ ¾ ¼ Å » ¿  ¾ Ê ¾ » ¿ ¿ Ë  Ê � ¾ » ¿ Æ Ê ¼  Ç » ¼ Æ Æ � ¿ � Ç ¿  �
·

È ¿  Æ Ä Ò » ¾ Ç Ç » ¼ Æ Æ � ¿ � Ç ¿  ¼ ¾ Ë Ä Ò » ¾ �
·

� Ç Å Ê À ¾ É ¿ » Ä Å Æ ¿ Ç Ç » ¼ Æ Æ � ¿ � Ç ¿  � » ¿ Ë À ¿ � � Ä À ¿  �
·

9 Ë ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç » ¼ Æ Æ � ¿ � Ç ¿  � Ê À � Æ ¼ Ò Ò Ä Ë Ò � » ¿ Ë Ë ¿ Å ¿ Ç Ç ¼ À 
 �Á � E � E � Å Ñ À Ä Ê À ¾ Ê À ¿ Æ ¿ ¼ Ç Ä Ë Ò ¾ Ä ¿  Ê � Ë Ç Ê � ¼ Ë 
 » ¿ ¼ É 
 Æ Ê ¼  � ¾ » ¿ Æ Ê ¼  Ç » ¼ Æ Æ � ¿ ¾ » Ê À Ê � Ò » Æ 
Å » ¿ Å � ¿  ¾ Ê ¿ Ë Ç � À ¿ ¾ » ¼ ¾ Ä ¾ » ¼ Ç Ë Ê ¾ Ç » Ä � ¾ ¿  Ä Ë ¾ Ê ¼ » ¼ � ¼ À  Ê � Ç ½ Ê Ç Ä ¾ Ä Ê Ë Ê Ë ¾ » ¿ É ¿ » Ä Å Æ ¿ �Á � E � E �  8 » ¿ Ë ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç ¼ À ¿ À ¿ � � Ä À ¿  ¾ Ê À Ä  ¿ Ê Ë ¾ Ê ½ Ê � ¼ Æ Ê ¼   � À Ä Ë Ò » ¼ � Æ Ä Ë Ò Ê ½ ¿ À ¼ ¾ Ä Ê Ë Ç ¾ ÊÅ Æ ¿ ¼ À Æ Ä Ë ¿ Ç � ¾ » ¿ 
 Ç » ¼ Æ Æ Ì
·

È Ä  ¿ ¾ » ¿ Æ Ê ¼  � Ä ¾ » ¼ ¾ Æ ¿ ¼ Ç ¾ Ê Ë ¿ Ê ¾ » ¿ À ¿ 	 ½ Æ Ê 
 ¿ ¿ 6 � �   
 Ç 
 Ç ¾ ¿ 	 7 �
·

: ¿ Ä Ë Å Ê Ë Ç ¾ ¼ Ë ¾ Å Ê Ë ¾ ¼ Å ¾ � Ä ¾ » ¿ ¼ Å » À Ä  ¿ À ¼ Ë  ¾ » ¿  À Ä É ¿ À �
·

9 Æ Æ À Ä  ¿ À Ç Ç » ¼ Æ Æ � ¿ Ç ¿ Å � À ¿  � Ç Ä Ë Ò Ç Ê 	 ¿ ¾ 
 ½ ¿ Ê � � ¼ Æ Æ À ¿ Ç ¾ À ¼ Ä Ë ¾ Ç 
 Ç ¾ ¿ 	 �Á � E � E � ¿ � À ¼ Ë Ç ½ Ê À ¾ Ä Ë Ò Ê � Æ ¿ ¼ � Ä Ë Ò Ê À Ç � ¿ ¼ ¾ Ä Ë Ò ¾ À ¼ Ë Ç � Ê À 	 ¿ À Ç Ê À Ê ¾ » ¿ À Ê Ä Æ � Ä Æ Æ ¿  Å Ê Ë ¾ ¼ Ä Ë ¿ À Ç �À ¿ � � Ä À ¿ Ç ¾ » ¿  À Ä É ¿ À ¾ Ê ½ Æ ¼ Å ¿ ¾ » ¿ Æ ¿ ¼ � Ä Ë Ò ¿ � � Ä ½ 	 ¿ Ë ¾ Ä Ë ¾ Ê ¼ Ç ½ Ä Æ Æ ½ ¼ Ë ¼ Ë  ¿ Ë Ç � À ¿ ¾ » ¼ ¾Ä ¾ Ä Ç ½ À Ê ½ ¿ À Æ 
 Ç ¿ Å � À ¿  ¾ Ê ½ À ¿ É ¿ Ë ¾ 	 Ê É ¿ 	 ¿ Ë ¾ Ê � ¾ » ¿ Æ Ê ¼  � » Ä Æ ¿ ¾ » ¿ É ¿ » Ä Å Æ ¿ Ä Ç Ä Ë	 Ê ¾ Ä Ê Ë ¼ Ë  Ç » Ê � Æ  � ¿ ½ À Ê ½ ¿ À Æ 
 Å Ê Ë ¾ ¼ Ä Ë ¿  ¾ Ê ½ À ¿ É ¿ Ë ¾ ¼ À ¿ Æ ¿ ¼ Ç ¿ Ï Ç ½ Ä Æ Æ �Þ ç � � á æ æ á ñ æÁ � � � Í È Ä Ò Ò Ä Ë Ò ¿ � � Ä ½ 	 ¿ Ë ¾ Ç » ¼ Æ Æ � ¿ Ä Ë Ç ½ ¿ Å ¾ ¿  ½ À Ä Ê À ¾ Ê � Ç ¿ ¾ Ê ¿ Ë Ç � À ¿ ¾ » ¼ ¾ Ä ¾ Ä Ç Ä Ë Ò Ê Ê  Ê ½ ¿ À ¼ ¾ Ä Ë ÒÅ Ê Ë  Ä ¾ Ä Ê Ë �Á � � � Î � � � Ä ½ 	 ¿ Ë ¾ � Ê � Ë  ¾ Ê � ¿  ¿ � ¿ Å ¾ Ä É ¿ Ç » ¼ Æ Æ � ¿ À ¿ 	 Ê É ¿  � À Ê 	 Ç ¿ À É Ä Å ¿ Ä 	 	 ¿  Ä ¼ ¾ ¿ Æ 
 ¼ Ë À ¿ ½ ¼ Ä À ¿  � ¿ � Ê À ¿ Ä ¾ Å ¼ Ë � ¿ � Ç ¿  �Á � � � Ð È ¿ Å Ê 	 	 ¿ Ë  ¿  Ç ¼ � ¿ � Ê À � Ä Ë Ò Æ Ê ¼  Æ Ä 	 Ä ¾ Ç Ç » ¼ Æ Æ � ¿ ¼  » ¿ À ¿  ¾ Ê � 
 ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç ¼ Ë  Ç » ¼ Æ Æ Ë Ê ¾� ¿ ¿ ; Å ¿ ¿  ¿  � Ê À ¼ Ë 
 À ¿ ¼ Ç Ê Ë �Á � � � @ º � Ç ¾ Ê 	  ¿ Ç Ä Ò Ë ¿  ¿ � � Ä ½ 	 ¿ Ë ¾ Ç » ¼ Æ Æ � ¿ Å Æ ¿ ¼ À Æ 
 	 ¼ À � ¿  � Ä ¾ » ¾ » ¿ Ç ¼ � ¿ � Ê À � Ä Ë Ò Æ Ê ¼  Æ Ä 	 Ä ¾ �
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Á � � � õ � Ë Æ 
 Ç ½ ¿ Å Ä � Ä Å ¼ Æ Æ 
  ¿ Ç Ä Ò Ë ¿  À Ä Ò Ò Ä Ë Ò ¿ � � Ä ½ 	 ¿ Ë ¾ Ç » ¼ Æ Æ � ¿ � Ç ¿  � � � � Ä ½ 	 ¿ Ë ¾ Ç » ¼ Æ Æ Ë Ê ¾ � ¿	 Ê  Ä � Ä ¿  � Ë Æ ¿ Ç Ç ¾ » ¿  ¿ Ç Ä Ò Ë ¼ Æ Æ Ê � Ç � Ê À 	 Ê  Ä � Ä Å ¼ ¾ Ä Ê Ë Ç �Á � � � õ � ¼ < Ç ¿ Ê � 	 ¼ � ¿ Ç » Ä � ¾ Ê À Ë Ê Ë � À Ä Ò Ò Ä Ë Ò  ¿ É Ä Å ¿ Ç Ä Ç Ç ¾ À Ä Å ¾ Æ 
 ½ À Ê » Ä � Ä ¾ ¿  �Á � � � Á 8 Ä À ¿ È Ê ½ ¿ ÇÁ � � � Á � ¼ 9 Æ Æ � Ä À ¿ À Ê ½ ¿ Ç � Ç ¿  � Ê À À Ä Ò Ò Ä Ë Ò ½ � À ½ Ê Ç ¿ Ç Ç » ¼ Æ Æ � ¿ Ä Ë Ç ½ ¿ Å ¾ ¿  ¾ Ê ¿ Ë Ç � À ¿ Ì
·

Ñ À Ê ¾ À �  Ä Ë Ò � Ä À ¿ Ç ¾ À ¼ Ë  Ç ¼ À ¿ Å Ê É ¿ À ¿  �
·

9 Ë ¿ 
 ¿ � Ä ¾ » ¼ ¾ � Å � Ç ½ Æ Ä Å ¿ » ¼ Ç Ë Ê ¾ Æ ¿ Ç Ç ¾ » ¼ Ë ¾ » À ¿ ¿ 6 Ð 7 � � Æ Æ ¾ � Å � Ç �
·

� » ¿ À ¿ ¼ À ¿ Ë Ê � Ë Ê ¾ Ç Ä Ë ¾ » ¿ � Ä À ¿ �
·

� Ê ¼  Ä Ç Ë Ê ¾ ¼ ½ ½ Æ Ä ¿  ¾ Ê ¼ � Ä Ë � ¿  � Ä À ¿ À Ê ½ ¿ �
·

� » ¿ À ¿ Ä Ç Ë Ê ¿ ; Å ¿ Ç Ç Ä É ¿ � Ä Ë � Ä Ë Ò Ê À � Ë ¾ � Ä Ç ¾ Ä Ë Ò Ê � ¾ » ¿ � Ä À ¿ Ç �
·

9 Æ Æ � Ä À ¿ À Ê ½ ¿ Ç � Ê À » Ê Ä Ç ¾ Ä Ë Ò Å Ê Ë Ç Ä Ç ¾ Ê � Ê Ë ¿ 6 Í 7 Å Ê Ë ¾ Ä Ë � Ê � Ç ½ Ä ¿ Å ¿ Ê � � Ä À ¿ � Ä ¾ » Ê � ¾ ¼Ç ½ Æ Ä Å ¿ �
·

� 
 ¿ Ç Ä Ë � À Ä  Æ ¿ Ç � Ç Æ Ä Ë Ò Ç � Ê À � � Æ Æ � Ä À ¿ Ç � ¼ À ¿ Ë Ê ¾ � Ê À 	 ¿  � 
 Å Æ Ä ½ Ç Ê À � Ë Ê ¾ Ç �Á � � � Á � � 8 » ¿ Ë < � � Ê Æ ¾ Å Æ Ä ½ Ç ¼ À ¿ � Ç ¿  ¾ Ê � Ê À 	 Ç ½ Æ Ä Å ¿ Ç � ¾ » ¿ Å Æ Ê Ç ¿  Ê À Å � À É ¿  ¿ Ë  Ê � ¾ » ¿ <Ç » ¼ Æ Æ ¼ Æ � ¼ 
 Ç � ¿ ½ Æ ¼ Å ¿  Ä Ë Å Ê Ë ¾ ¼ Å ¾ � Ä ¾ » ¾ » ¿ Ç » Ê À ¾ Ê À  ¿ ¼  ¿ Ë  Ê � ¾ » ¿ Å ¼ � Æ ¿ � ¼ Ë ¾ » Ä 	 � Æ ¿ Ç Ç » ¼ Æ Æ � ¿ � Ç ¿  � » ¿ Ë ¿ É ¿ À ½ Ê Ç Ç Ä � Æ ¿ Ä Ë ¼ Æ Æ Å ¼ � Æ ¿ ¿ 
 ¿ Ç �Á � � � Á � Å 9 Æ Æ Ë � ¾ Ç ¼ Ë  < Å Æ ¼ 	 ½ Ç Ç » ¼ Æ Æ � ¿ Ä Ë Ç ½ ¿ Å ¾ ¿  ¼ Ë  ¾ Ä Ò » ¾ ¿ Ë ¿  � À ¿ � � ¿ Ë ¾ Æ 
 �Á � � � Á �  8 Ä À ¿ À Ê ½ ¿  À � 	 Ç Ç » ¼ Æ Æ » ¼ É ¿ ¼ ¾ Æ ¿ ¼ Ç ¾ ¾ � Ê 6 Î 7 � � Æ Æ ¾ � À Ë Ç Ê � À Ê ½ ¿ Ê Ë ¾ » ¿ � Ä Ë  Ä Ë Ò  À � 	¼ ¾ ¼ Æ Æ ¾ Ä 	 ¿ Ç �Á � � � Á � ¿ 9 Æ Æ À Ê ½ ¿ Ç » ¼ Æ Æ � ¿ � Ê � Ë  ¿ É ¿ Ë Æ 
 Ê Ë ¾ » ¿  À � 	 ¼ Ë  Ë Ê ¾ ¼ Æ Æ Ê � ¿  ¾ Ê Ê É ¿ À Æ ¼ ½ Ä Ë ¼ ËÄ À À ¿ Ò � Æ ¼ À � ¼ Ç » Ä Ê Ë �Á � � � Á � � 8 » ¿ À ¿ � ¿ ¼ Ç Ä � Æ ¿ � ¼ Ò � Ä  ¿ ½ � Æ Æ ¿ 
 Ç » ¼ Æ Æ � ¿ � Ç ¿  ¾ Ê Ò � Ä  ¿ ¾ » ¿ À Ê ½ ¿ ½ À Ê ½ ¿ À Æ 
 Ê Ë ¾ » ¿ À � 	 �Á � � � E G ¼ ¾ � À ¼ Æ ¼ Ë  � 
 Ë ¾ » ¿ ¾ Ä Å È Ê ½ ¿ ÇÁ � � � E � ¼ G ¼ ¾ � À ¼ Æ ¼ Ë  Ç 
 Ë ¾ » ¿ ¾ Ä Å À Ê ½ ¿ Ç Ç » ¼ Æ Æ � ¿ Ä Ë Ç ½ ¿ Å ¾ ¿  � ¿ � Ê À ¿ � Ç ¿ �Á � � � E � � � ¼ Ë  Æ Ä Ë ¿ Ç ¼ Ë  ¾ ¼ Ò Æ Ä Ë ¿ Ç Ç » ¼ Æ Æ Ë Ê ¾ � ¿ Æ ¿ Ç Ç ¾ » ¼ Ë U � Ä Ë Å » Ä Ë  Ä ¼ 	 ¿ ¾ ¿ À � � » ¿ Ë � Ç ¿  � Ê ÀÀ ¿ Ç Å � ¿ � Ê À � � ¼ Ë  Ç » ¼ Æ Æ � ¿ 	 ¼ Ä Ë ¾ ¼ Ä Ë ¿  Ä Ë Ò Ê Ê  Å Ê Ë  Ä ¾ Ä Ê Ë ¼ ¾ ¼ Æ Æ ¾ Ä 	 ¿ Ç �Á � � � E � Å 9 Æ Æ À Ê ½ ¿ Ç ½ Æ Ä Å ¿ Ç Ç » ¼ Æ Æ � ¿ 	 ¼  ¿ Ä Ë ¼ Å Å Ê À  ¼ Ë Å ¿ � Ä ¾ » ¾ » ¿ 	 ¼ Ë � � ¼ Å ¾ � À ¿ À � ÇÀ ¿ Å Ê 	 	 ¿ Ë  ¼ ¾ Ä Ê Ë Ç �Á � � � E �  � ¼ Ë Ä Æ ¼ À Ê ½ ¿ ¿ 
 ¿ Ç ½ Æ Ä Å ¿ Ç Ç » ¼ Æ Æ Å Ê Ë ¾ ¼ Ä Ë ¼ ¾ Æ ¿ ¼ Ç ¾ ¾ » À ¿ ¿ 6 Ð 7 � � Æ Æ ¾ � Å � Ç ¼ Ë  Ç » Ê À ¾ Ç ½ Æ Ä Å ¿ ÇÇ » ¼ Æ Æ Å Ê Ë ¾ ¼ Ä Ë ¼ ¾ Æ ¿ ¼ Ç ¾ Ç Ä ; 6 Á 7 � � Æ Æ ¾ � Å � Ç �
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Á � � � E � ¿ � 
 Ë ¾ » ¿ ¾ Ä Å À Ê ½ ¿ ¿ 
 ¿ Ç ½ Æ Ä Å ¿ Ç Ç » ¼ Æ Æ Å Ê Ë ¾ ¼ Ä Ë ¼ ¾ Æ ¿ ¼ Ç ¾ � Ê � À 6 @ 7 � � Æ Æ ¾ � Å � Ç ¼ Ë  Ç » Ê À ¾Ç ½ Æ Ä Å ¿ Ç Ç » ¼ Æ Æ Å Ê Ë ¾ ¼ Ä Ë ¼ ¾ Æ ¿ ¼ Ç ¾ ¿ Ä Ò » ¾ 6 � 7 � � Æ Æ ¾ � Å � Ç �Á � � � E � � V Ë Ê ¾ Ç Ç » ¼ Æ Æ Ë Ê ¾ � ¿ � Ç ¿  Ä Ë Æ Ä ¿ � Ê � Ç ½ Æ Ä Å ¿ Ç �Á � � � E � Ò 9 Æ Æ � Æ Ê Å � Ç Ç » ¼ Æ Æ � ¿ Ä Ë Ò Ê Ê  Å Ê Ë  Ä ¾ Ä Ê Ë �Á � � � E � » : Æ Ê Å � Ç � � Ä Æ ¾ � Ê À � Ä À ¿ À Ê ½ ¿ Ç » ¼ Æ Æ Ë Ê ¾ � ¿ � Ç ¿  � Ä ¾ » Ë ¼ ¾ � À ¼ Æ Ê À Ç 
 Ë ¾ » ¿ ¾ Ä Å À Ê ½ ¿ �Þ ç � Ó Ù Õ ñ Ø ä Õ ñ ü � î á ä × äÁ � þ � Í � Ë Æ 
 º Ê 	 ½ ¼ Ë 
 ¼ � ¾ » Ê À Ä � ¿  ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç Ç » ¼ Æ Æ Ê ½ ¿ À ¼ ¾ ¿ ¼ Å À ¼ Ë ¿ Ê À Ç Ä 	 Ä Æ ¼ À ¾ 
 ½ ¿ Ç Ê � Æ Ä � ¾ Ä Ë Ò¿ � � Ä ½ 	 ¿ Ë ¾ �Á � þ � Î º � Ç ¾ Ê 	 ¿ À Ê � Ë ¿  ¿ � � Ä ½ 	 ¿ Ë ¾ Ç » ¼ Æ Æ Ë Ê ¾ � ¿ Ê ½ ¿ À ¼ ¾ ¿  � 
 ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç � Ë Æ ¿ Ç Ç ¼ � ¾ » Ê À Ä � ¿  � 
¾ » ¿ º Ê 	 ½ ¼ Ë 
 �Á � þ � Ð � À ¼ Ä Ë Ä Ë ÒÁ � þ � Ð � ¼ 9 Æ Æ ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç Ç » ¼ Æ Æ À ¿ Å ¿ Ä É ¿ Å À ¼ Ë ¿ ¾ À ¼ Ä Ë Ä Ë Ò ½ À Ä Ê À ¾ Ê Ê ½ ¿ À ¼ ¾ Ä Ë Ò ¼ Å À ¼ Ë ¿ Ê À Æ Ä � ¾ Ä Ë Ò¿ � � Ä ½ 	 ¿ Ë ¾ �Á � þ � Ð � � � À ¼ Ä Ë Ä Ë Ò Ç » ¼ Æ Æ Ä Ë Å Æ �  ¿ ¼ Å Ê 	 � Ä Ë ¼ ¾ Ä Ê Ë Ê � Å Æ ¼ Ç Ç À Ê Ê 	 ¼ Ë  Ï Ê À » ¼ Ë  Ç � Ê Ë ¿ É ¼ Æ � ¼ ¾ Ä Ê Ë Ê �¿ ¼ Å » Å À ¼ Ë ¿ Ê À ½ Ä ¿ Å ¿ Ê � Æ Ä � ¾ Ä Ë Ò ¿ � � Ä ½ 	 ¿ Ë ¾ ¾ » ¿ ¿ 	 ½ Æ Ê 
 ¿ ¿ Ä Ç ¿ ; ½ ¿ Å ¾ ¿  ¾ Ê Ç ¼ � ¿ Æ 
Ê ½ ¿ À ¼ ¾ ¿ �Á � þ � @ � » ¿ 	 ¼ Ë � � ¼ Å ¾ � À ¿ À � Ç Ç ¼ � ¿ Ê ½ ¿ À ¼ ¾ Ä Ë Ò ½ À Ê Å ¿  � À ¿ Ç Ç » ¼ Æ Æ � ¿ � Ê Æ Æ Ê � ¿  ¼ Ë  Ç » ¼ Æ Æ Ë Ê ¾ � ¿	 Ê  Ä � Ä ¿  � Ë Æ ¿ Ç Ç ¼ ½ ½ À Ê É ¼ Æ � 
 ¾ » ¿ 	 ¼ Ë � � ¼ Å ¾ � À ¿ À Ä Ç À ¿ Å ¿ Ä É ¿  �Á � þ � õ º À ¼ Ë ¿ Ç Ê À Æ Ä � ¾ Ä Ë Ò ¿ � � Ä ½ 	 ¿ Ë ¾ ¾ » ¼ ¾ Å ¼ Ë Æ Ä � ¾ Æ Ê ¼  Ç Ò À ¿ ¼ ¾ ¿ À ¾ » ¼ Ë õ ¾ Ê Ë Ç À ¿ � � Ä À ¿ Ç ¾ » ¿Ê ½ ¿ À ¼ ¾ Ê À ¾ Ê � ¿ Å ¿ À ¾ Ä � Ä ¿  ¼ Ë  ½ » 
 Ç Ä Å ¼ Æ Æ 
 � Ä ¾ Ä Ë Ê À  ¿ À ¾ Ê � ¿ ¼ Æ Æ Ê � ¿  ¾ Ê Ê ½ ¿ À ¼ ¾ ¿ ¾ » ¿¿ � � Ä ½ 	 ¿ Ë ¾ � � » ¿ Ê ½ ¿ À ¼ ¾ Ê À Ç » ¼ Æ Æ Ê � ¾ ¼ Ä Ë ¼ É ¼ Æ Ä  � ¾ ¼ ¾ ¿ º À ¼ Ë ¿ º ¿ À ¾ Ä � Ä Å ¼ ¾ Ä Ê Ë º ¼ À  ¼ Ç � ¿ Æ Æ¼ Ç ¼ Å � À À ¿ Ë ¾ º À ¼ Ë ¿ � ½ ¿ À ¼ ¾ Ê À K Ä ¾ Ë ¿ Ç Ç º ¼ À  � ¿ � Ê À ¿ Ê ½ ¿ À ¼ ¾ Ä Ë Ò ¾ » ¿ Ç ¿ Å À ¼ Ë ¿ Ç Ê À¿ � � Ä ½ 	 ¿ Ë ¾ �Á � þ � Á D Ë Ç ½ ¿ Å ¾ Ä Ê Ë Ê � Æ Ä � ¾ Ä Ë Ò ¿ � � Ä ½ 	 ¿ Ë ¾ � ¿ � Ê À ¿ � Ç ¿ Ä Ç ¿ Ç Ç ¿ Ë ¾ Ä ¼ Æ ¾ Ê ¼ Æ Æ Æ Ä � ¾ Ä Ë Ò Ê ½ ¿ À ¼ ¾ Ä Ê Ë Ç �Á � þ � Á � ¼ � » ¿ Ê ½ ¿ À ¼ ¾ Ê À Ç » ¼ Æ Æ 	 ¼ � ¿ ¼ � � Ë Å ¾ Ä Ê Ë ¼ Æ Ê ½ ¿ À ¼ ¾ Ä Ë Ò Å » ¿ Å � ¼ Ë  É Ä Ç � ¼ Æ Æ 
 Ä Ë Ç ½ ¿ Å ¾ Æ Ê ¼ » Ê Ê � � À Ê ½ ¿ Ç � ¼ Ë  Ç Æ Ä Ë Ò Ç �  ¼ Ä Æ 
 � ¿ � Ê À ¿ � Ç ¿ �Á � þ � Á � � 9 Æ Æ ¼ ½ ½ Æ Ä Å ¼ � Æ ¿ Ä Ë Ç ½ ¿ Å ¾ Ä Ê Ë � Ê À 	 Ç Ç » ¼ Æ Æ � ¿ Å Ê 	 ½ Æ ¿ ¾ ¿  � 
 ¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À  ¼ Ä Æ 
 Ê À ½ À Ä Ê À ¾ Ê¿ ¼ Å » Ç » Ä � ¾ �Á � þ � Á � Å � � � À Ä Å ¼ ¾ Ä Ê Ë ½ Ê Ä Ë ¾ Ç Ç » ¼ Æ Æ � ¿ ¼ Å Å ¿ Ç Ç Ä � Æ ¿ � Ä ¾ » Ê � ¾ ¾ » ¿ Ë ¿ Å ¿ Ç Ç Ä ¾ 
 Ê � À ¿ 	 Ê É Ä Ë Ò Ò � ¼ À  Ç �Á � þ � Á �  9 Ë Ë � ¼ Æ Ä Ë Ç ½ ¿ Å ¾ Ä Ê Ë Ê � ¾ » ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ Ä Ç À ¿ � � Ä À ¿  �
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Á � þ � Á � ¿ 9 ½ Ê Ç ¾ ¿  ½ Æ ¼ Å ¼ À  Ä Ë  Ä Å ¼ ¾ Ä Ë Ò Ä Ë Ç ½ ¿ Å ¾ Ä Ê Ë  ¼ ¾ ¿ Ç Ç » ¼ Æ Æ � ¿ ½ Ê Ç ¾ ¿  Ê Ë ¾ » ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ Ä Ë¼ Æ Ê Å ¼ ¾ Ä Ê Ë ¿ ¼ Ç Ä Æ 
 É Ä Ç Ä � Æ ¿ � 
 ¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À �Á � þ � Á � � � Ä � ¾ Ä Ë Ò ¿ � � Ä ½ 	 ¿ Ë ¾ � Ê � Ë  ¾ Ê � ¿ � Ë Ç ¼ � ¿ � Ê À Æ Ä � ¾ Ä Ë Ò Ê ½ ¿ À ¼ ¾ Ä Ê Ë Ç �  � À Ä Ë Ò ¼ Ë Ä Ë Ç ½ ¿ Å ¾ Ä Ê Ë Ê À � À Ä Ë Ò � Ç ¿ � Ç » ¼ Æ Æ Ë Ê ¾ � ¿ � Ç ¿  � Ë ¾ Ä Æ Ë ¿ Å ¿ Ç Ç ¼ À 
 À ¿ ½ ¼ Ä À Ç ¼ À ¿ 	 ¼  ¿ �Á � þ � Á � Ò 8 ¼ À Ë Ä Ë Ò Ê À Ê � ¾ Ê � Ê À  ¿ À Ç Ä Ò Ë Ç Ç » ¼ Æ Æ � ¿ Å Ê Ë Ç ½ Ä Å � Ê � Ç Æ 
 ½ Ê Ç ¾ ¿  Ê Ë Å À ¼ Ë ¿ Ç � » Ê Ä Ç ¾ Ç �¼ Ë   ¿ À À Ä Å � Ç �Á � þ � E � ¼ � ¿ � ½ ¿ À ¼ ¾ Ä Ê Ë ÇÁ � þ � E � ¼ � Ê Ä Ç ¾ À ¼ ¾ ¿  Æ Ê ¼  Å ¼ ½ ¼ Å Ä ¾ 
 Ç » ¼ Æ Æ � ¿ 	 ¼ À � ¿  Ê Ë ¾ » ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ Ê À Æ Ê ¼  � Æ Ê Å � ¼ Ë Ç » ¼ Æ Æ � ¿ Å Æ ¿ ¼ À Æ 
 Æ ¿ Ò Ä � Æ ¿ � À Ê 	 ¾ » ¿ Ò À Ê � Ë  Ê À � Æ Ê Ê À �Á � þ � E � � � » ¿ Ê ½ ¿ À ¼ ¾ Ê À Ç » ¼ Æ Æ Ë Ê ¾ ¿ ; Å ¿ ¿  ¾ » ¿  ¿ Ç Ä Ò Ë ¿  Å ¼ ½ ¼ Å Ä ¾ 
 Ê � ¼ Ë 
 ½ Ä ¿ Å ¿ Ê � » Ê Ä Ç ¾ Ä Ë Ò¿ � � Ä ½ 	 ¿ Ë ¾ � Ë  ¿ À ¼ Ë 
 Å Ä À Å � 	 Ç ¾ ¼ Ë Å ¿ Ç �Á � þ � E � Å 9 Ë ¼ Å Å � À ¼ ¾ ¿ ¿ Ç ¾ Ä 	 ¼ ¾ Ä Ê Ë Ç » ¼ Æ Æ � ¿ 	 ¼  ¿ ¼ Ë  	 ¼ Ë � � ¼ Å ¾ � À ¿ À � Ç ¾ ¼ � Æ ¿ Ê � Æ Ä � ¾ Ä Ë Ò Å ¼ ½ ¼ Å Ä ¾ 
Ç » ¼ Æ Æ � ¿ Å Ê Ë Ç � Æ ¾ ¿  Ä � Ë ¿ ¿  ¿  �Á � þ � E �  � ½ ¿ À ¼ ¾ Ê À Ç Ç » ¼ Æ Æ Ë Ê ¾ 	 Ê É ¿ Æ Ê ¼  Ç Ê É ¿ À » ¿ ¼  Ç Ê � � Ê À � ¿ À Ç Ê À Ê ¾ » ¿ À Ç � � Ë Æ ¿ Ç Ç¼ � ¾ » Ê À Ä � ¿  � 
 ¾ » ¿ ½ ¿ À Ç Ê Ë Ä Ë Å » ¼ À Ò ¿ �Á � þ � E � ¿ � 	 ½ Æ Ê 
 ¿ ¿ Ç Ç » ¼ Æ Æ Ë ¿ É ¿ À Ç ¾ ¼ Ë  Ä Ë ¾ » ¿ ½ ¼ ¾ » Ê À Å Æ Ê Ç ¿ ¾ Ê ¾ » ¿ ½ ¼ ¾ » Ê � Å À ¼ Ë ¿ Ç � » Ê Ä Ç ¾ Ç � Ê À ¿ À À Ä Å � Ç � Ê À ¿ Ë ¾ ¿ À ¾ » ¿ � Ê À � Ä Ë Ò ¼ À ¿ ¼ Ê � Ç � Å » ¿ � � Ä ½ 	 ¿ Ë ¾ Ä Ë ¼ Ë 
 Æ Ê Å ¼ ¾ Ä Ê Ë � » ¿ À ¿ ¾ » ¿ 
Å ¼ Ë Ë Ê ¾ � ¿ Å Æ ¿ ¼ À Æ 
 Ç ¿ ¿ Ë � 
 ¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À �Á � þ � E � � � ½ ¿ À ¼ ¾ Ê À Ç Ç » ¼ Æ Æ Ë Ê ¾ Æ ¿ ¼ É ¿ Å À ¼ Ë ¿ Ç � » Ê Ä Ç ¾ Ç � Ê À  ¿ À À Ä Å � Ç � Ë ¼ ¾ ¾ ¿ Ë  ¿  � » Ä Æ ¿ Æ Ê ¼  Ä ÇÇ � Ç ½ ¿ Ë  ¿  � � Ë Æ ¿ Ç Ç Ç � Ç ½ ¿ Ë  ¿  Ê É ¿ À ¼ � ¼ À À Ä Å ¼  ¿  ¼ À ¿ ¼ � � Æ Ê Å � ¿  � Ê À Ê ¾ » ¿ À � Ä Ç ¿Ç � ½ ½ Ê À ¾ ¿  � À Ê 	 � ¿ Æ Ê �  � À Ä Ë Ò À ¿ ½ ¼ Ä À Ê À ¿ 	 ¿ À Ò ¿ Ë Å 
 �Á � þ � E � Ò � 	 ½ Æ Ê 
 ¿ ¿ Ç Ç » ¼ Æ Æ Ë Ê ¾ Ç ¾ ¼ Ë  Ê À ½ ¼ Ç Ç � Ë  ¿ À ¼ Ç � Ç ½ ¿ Ë  ¿  Æ Ê ¼  �Á � þ � E � » � Ä  ¿ ½ � Æ Æ Ç Ê Ë » Ê Ä Ç ¾ Ä Ë Ò ¼ ½ ½ ¼ À ¼ ¾ � Ç ¼ À ¿  ¼ Ë Ò ¿ À Ê � Ç ¼ Ë  Ç » ¼ Æ Æ � ¿ ¼ É Ê Ä  ¿  � D � Ä ¾ Ä ÇÄ 	 ½ Ê Ç Ç Ä � Æ ¿ ¾ Ê ½ Ê Ç Ä ¾ Ä Ê Ë ¾ » ¿ » Ê Ä Ç ¾ ¾ Ê ¾ ¼ � ¿ ¼ É ¿ À ¾ Ä Å ¼ Æ W ½ Ä Å � W � ¾ » ¿ Æ Ê ¼  Ê À ¿ � � Ä ½ 	 ¿ Ë ¾Ç » ¼ Æ Æ � ¿ 	 Ê É ¿  ¾ Ê ¼ Æ Æ Ê � ¼ É ¿ À ¾ Ä Å ¼ Æ Æ Ä � ¾ �Á � þ � E � Ä � » Ä Ç À � Æ ¿  Ê ¿ Ç ½ ¿ À 	 Ä ¾  À ¼ Ò Æ Ä Ë ¿ Ê ½ ¿ À ¼ ¾ Ä Ê Ë Ç � Ê À Ê ½ ¿ À ¼ ¾ Ä Ê Ë Ç � Ä ¾ » ¿ � � Ä ½ 	 ¿ Ë ¾  ¿ Ç Ä Ò Ë ¿ Ç ½ ¿ Å Ä � Ä Å ¼ Æ Æ 
 � Ê À Ç Ä  ¿ ½ � Æ Æ Ç �Á � þ � E � � 9 Æ Æ Æ Ê ¼  Ç Ç » ¼ Æ Æ � ¿ » ¼ Ë  Æ ¿  Å ¼ À ¿ � � Æ Æ 
 � Ë  ¿ À ¾ » ¿  Ä À ¿ Å ¾ Ä Ê Ë Ê � Ê Ë ¿ ½ ¿ À Ç Ê Ë �Á � þ � E � � º À ¼ Ë ¿ ¼ Ë   ¿ À À Ä Å � ¿ � � Ä ½ 	 ¿ Ë ¾ Ç » ¼ Æ Æ » ¼ É ¿ ¼ Ë ¼ Ë Ò Æ ¿ Ä Ë  Ä Å ¼ ¾ Ê À ¼ Ë  ¼ Æ Ê ¼  � Ä Ë  Ä Å ¼ ¾ Ä Ë Ò ¿ É Ä Å ¿ Ä Ë Ò Ê Ê  � Ê À � Ä Ë Ò Ê À  ¿ À �
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Á � þ � E � Æ 9 Ë ¼ ½ ½ À Ê É ¿  Æ Ê ¼  	 Ê 	 ¿ Ë ¾  ¿ É Ä Å ¿ � Ä Æ Æ � ¿ ¼ Å Å ¿ ½ ¾ ¿  Ä Ë Æ Ä ¿ � Ê � ¼ � Ê Ê 	 ¼ Ë Ò Æ ¿Ä Ë  Ä Å ¼ ¾ Ê À ¼ Ë  Æ Ê ¼  � Ä Ë  Ä Å ¼ ¾ Ä Ë Ò  ¿ É Ä Å ¿ �Á � þ � E � 	 � ; Å ¿ ½ ¾ � Ê À � Æ Ê Ê À � Ê ½ ¿ À ¼ ¾ ¿  Å À ¼ Ë ¿ Ç � ¼ Ò Ê Ë Ò Ê À Ê ¾ » ¿ À ¿ � � ¿ Å ¾ Ä É ¿ ¼ �  Ä � Æ ¿ � ¼ À Ë Ä Ë Ò Ç » ¼ Æ Æ� ¿ ½ À Ê É Ä  ¿  � Ê À ¿ ¼ Å » Å À ¼ Ë ¿ ¿ � � Ä ½ ½ ¿  � Ä ¾ » ¼ ½ Ê � ¿ À ¾ À ¼ É ¿ Æ Ä Ë Ò 	 ¿ Å » ¼ Ë Ä Ç 	 �Á � þ � E � Ë 9 Æ Æ » Ê Ê � Ç � Ä Æ Æ » ¼ É ¿ ¼ Æ ¼ ¾ Å » � Ê À Ê ¾ » ¿ À 	 ¿ ¼ Ë Ç � ¾ Ê ½ À ¿ É ¿ Ë ¾ Ç Æ Ä Ë Ò Ç Ê À Æ Ê ¼  � À Ê 	¼ Å Å Ä  ¿ Ë ¾ ¼ Æ Æ 
 Ç Æ Ä ½ ½ Ä Ë Ò Ê � � ¾ » ¿ » Ê Ê � �Á � þ � E � Ê � ¼ � ¿ ¾ 
 Å Ê Æ Ê À Å Ê  ¿ 	 ¼ À � Ä Ë Ò Å À ¼ Ë ¿ Ç Ç » ¼ Æ Æ � Ê Æ Æ Ê � 9 G � D X � õ Ð � Í � Í þ E Í �
·

È ¿  � Ê À Ç ¾ Ê ½ � � ¾ ¾ Ê Ë Ç Ê À ¿ Æ ¿ Å ¾ À Ä Å ¼ Æ Ç � Ä ¾ Å » ¿ Ç � Ê À ¿ 	 ¿ À Ò ¿ Ë Å 
 Ç ¾ Ê ½ ½ Ä Ë Ò �
·

� À ¼ Ë Ò ¿ � Ê À  ¼ Ë Ò ¿ À Ê � Ç ½ ¼ À ¾ Ç Ê � 	 ¼ Å » Ä Ë ¿ Ê À ¿ Ë ¿ À Ò Ä � ¿  ¿ � � Ä ½ 	 ¿ Ë ¾ �
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 ¾ Ä 	 ¿ ¼ Å À ¼ Ë ¿ Ä Ç À ¿ Æ Ê Å ¼ ¾ ¿  ¼ Ë  Ï Ê À � Ç ¿  � Ê À ¼ O � � 3 . P ZÁ � þ � E � � È Ä  Ä Ë Ò Ê Ë Æ Ê ¼  Ç � » Ê Ê � Ç � » ¼ 	 	 ¿ À Ç � » Ê Ä Ç ¾ Ç � � � Å � ¿ ¾ Ç � Ê À � ¼ Ç � ¿ ¾ Ç � Ä Ç ½ À Ê » Ä � Ä ¾ ¿ ¿ ; Å ¿ ½ ¾ � Ä ¾ » ¼ ½ ½ À Ê É ¼ Æ � 
 ¾ » ¿ � ¼ � ¿ ¾ 
 5 Ä É Ä Ç Ä Ê Ë �Á � þ � E � É 8 » ¿ Ë 	 Ê � Ä Æ ¿ Å À ¼ Ë ¿ � » Ê Ä Ç ¾ Ç � Ê À Ç Ä 	 Ä Æ ¼ À Æ Ä � ¾ Ä Ë Ò  ¿ É Ä Å ¿ Ç � ¼ À ¿ � Ç ¿  � 
 9 � ¾ » Ê À Ä � ¿  ¼ Ë [ � ¼ Æ Ä � Ä ¿  ¿ Æ ¿ Å ¾ À Ä Å � ¾ Ä Æ Ä ¾ 
 ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç Ë ¿ ¼ À ¿ Ë ¿ À Ò Ä � ¿  » Ä Ò » É Ê Æ ¾ ¼ Ò ¿ Æ Ä Ë ¿ Ç � ¾ » ¿	 ¿ Å » ¼ Ë Ä Å ¼ Æ ¿ � � Ä ½ 	 ¿ Ë ¾ Ç » ¼ Æ Æ Ë Ê ¾ � ¿ Ê ½ ¿ À ¼ ¾ ¿  Å Æ Ê Ç ¿ À ¾ Ê ¼ Ë 
 ¿ ; ½ Ê Ç ¿  ¿ Ë ¿ À Ò Ä � ¿  Æ Ä Ë ¿Ê À ¿ � � Ä ½ 	 ¿ Ë ¾ ¾ » ¼ Ë ¾ » ¿ Å Æ ¿ ¼ À ¼ Ë Å ¿ Ç Ç ¿ ¾ � Ê À ¾ » Ä Ë º » ¼ ½ ¾ ¿ À Í Î � � ¼ � Æ ¿ È � Á � � Ä Ë Ä 	 � 	9 ½ ½ À Ê ¼ Å » 5 Ä Ç ¾ ¼ Ë Å ¿ Ç � À Ê 	 � Ë ¿ À Ò Ä � ¿  � Ä Ë ¿ Ç �Á � þ � E � É � Í D Ë ¼ Æ Æ Å ¼ Ç ¿ Ç Ê � 	 ¿ Å » ¼ Ë Ä Å ¼ Æ ¿ � � Ä ½ 	 ¿ Ë ¾ � Ç ¿  Ë ¿ ¼ À ¿ Ë ¿ À Ò Ä � ¿  Æ Ä Ë ¿ Ç � ¾ » ¿¿ � � Ä ½ 	 ¿ Ë ¾ Ç » ¼ Æ Æ � ¿ ½ À ¿ � ¿ À ¼ � Æ 
 � ¼ À À Ä Å ¼  ¿  ¼ Ë  Å Ê Ë Ç Ä  ¿ À ¿  ¿ Ë ¿ À Ò Ä � ¿  Ê À¿ � � ¿ Å ¾ Ä É ¿ Æ 
 Ò À Ê � Ë  ¿  �Á � þ � E � É � Î G Ê Ê Ë ¿ Ç » ¼ Æ Æ Ç ¾ ¿ ½ Ê Ë Ê À Ê � � ¾ » ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ Ê À ¾ Ê � Å » ¼ Ë 
 ½ ¼ À ¾ Ê � ¾ » ¿¿ � � Ä ½ 	 ¿ Ë ¾ � À Ê 	 ¾ » ¿ Ò À Ê � Ë  � � Ë Æ ¿ Ç Ç ½ ¿ À 	 Ä ¾ ¾ ¿  ¾ Ê  Ê Ç Ê � 
 ¾ » ¿ ½ ¿ À Ç Ê Ë Ä ËÅ » ¼ À Ò ¿ Ê � ¾ » ¿ � Ê � �Á � þ � E � É � Ð 8 » ¿ Ë ¿ � � Ä ½ 	 ¿ Ë ¾ Å Æ ¿ ¼ À ¼ Ë Å ¿ Ä Ç Æ ¿ Ç Ç ¾ » ¼ Ë ¾ ¿ Ë 6 Í F 7 � ¿ ¿ ¾ Ê À � » ¿ Ë Ä ¾ Ä Ç  Ä � � Ä Å � Æ ¾ � Ê À¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À ¾ Ê 	 ¼ Ä Ë ¾ ¼ Ä Ë ¾ » ¿  ¿ Ç Ä À ¿  Å Æ ¿ ¼ À ¼ Ë Å ¿ � 
 É Ä Ç � ¼ Æ 	 ¿ ¼ Ë Ç � ¼ ½ ¿ À Ç Ê Ë
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 G � G � [ < 9 � D K D � 5¿ Æ ¿ Å ¾ À Ä Å � ¾ Ä Æ Ä ¾ 
 ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç Ë ¿ ¼ À ¿ Ë ¿ À Ò Ä � ¿  » Ä Ò » É Ê Æ ¾ ¼ Ò ¿ Æ Ä Ë ¿ Ç � ¾ » ¿ 	 Ä Ë Ä 	 � 	Å Æ ¿ ¼ À ¼ Ë Å ¿ � À Ê 	 ¿ Ë ¿ À Ò Ä � ¿  Æ Ä Ë ¿ Ç Ê À ¿ � � Ä ½ 	 ¿ Ë ¾ Ç » ¼ Æ Æ � ¿ ¾ ¿ Ë 6 Í F 7 � ¿ ¿ ¾ � Ê À õ F � V Ã½ Æ � Ç F � @ � Ä Ë Å » � Ê À ¿ ¼ Å » Í � V Ã Ê É ¿ À õ F � V Ã �Á � þ � E � É � õ 9  � À ¼ � Æ ¿ � ¼ À Ë Ä Ë Ò Ç Ä Ò Ë Æ ¿ Ò Ä � Æ ¿ ¼ ¾ Í Î � � ¿ ¿ ¾ Ç » ¼ Æ Æ ¼ Æ Ç Ê � ¿ ½ Ê Ç ¾ ¿  Ä Ë ½ Æ ¼ Ä Ë É Ä ¿ �Ê � ¾ » ¿ Ê ½ ¿ À ¼ ¾ Ê À � À ¿ ¼  Ä Ë Ò � W < G � 9 8 K < � � � � Ñ � È 9 � � � � D � � [ < D Ñ � � G �8 D � � D G � � G 6 Í F 7 K � � � � K � G � È L D X � 5 � D L � Ã � � � 9 L � � D G � � � � � D �� [ < D Ñ � � G � � � 9 � � : � Ñ � � D � D � G � 5 � � [ < D Ñ Ñ � 5 � � È Ñ È � � � º � � 5 � � �� � 9 � G � Ñ 9 È � � � 9 � � : � º 9 Ñ 9 : � � � K º � � D G L 8 D � � D G � � G 6 Í F 7K � � � � K � D L � Ã � � � 9 L � � D G � � � WÁ � þ � E � É � Á 8 » Ä Æ ¿ Ä Ë ¾ À ¼ Ë Ç Ä ¾ � Ä ¾ » Ë Ê Æ Ê ¼  ¼ Ë  � Ê Ê 	 Æ Ê � ¿ À ¿  � ¾ » ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ Å Æ ¿ ¼ À ¼ Ë Å ¿Ç » ¼ Æ Æ � ¿ ¼ 	 Ä Ë Ä 	 � 	 Ê � � Ê � À 6 @ 7 � ¿ ¿ ¾ � Ê À É Ê Æ ¾ ¼ Ò ¿ Ç Æ ¿ Ç Ç ¾ » ¼ Ë õ F � V Ã ¼ Ë  ¾ ¿ Ë 6 Í F 7� ¿ ¿ ¾ � Ê À É Ê Æ ¾ ¼ Ò ¿ Ç Ê É ¿ À õ F � V Ã �Á � þ � E � � K Ê À 	 Ê À ¿ Ä Ë � Ê À 	 ¼ ¾ Ä Ê Ë À ¿ � ¿ À ¾ Ê ¾ » ¿ ð Õ ñ × Ù Ý > é ì Ø Ù Ô Ø Õ ü Ó Ù Õ ñ Ø å Ù î æ Ù Õ ÜÞ ç í è � Ø ã á â î Ö × Ø Ù é Ö Ø Ù Õ × á î ñ äÁ � Í F � Í : ¿ � Ê À ¿ ¿ Ë Ò ¼ Ò Ä Ë Ò Ä Ë ¿ ; ¾ ¿ Ë Ç Ä É ¿ » ¿ Æ Ä Å Ê ½ ¾ ¿ À � ¼ Ç Ç Ä Ç ¾ ¿  Å Ê Ë Ç ¾ À � Å ¾ Ä Ê Ë ¼ Å ¾ Ä É Ä ¾ Ä ¿ Ç � ¿ 	 ½ Æ Ê 
 ¿ ¿ Ç Ç » ¼ Æ ÆÀ ¿ Å ¿ Ä É ¿ ¾ À ¼ Ä Ë Ä Ë Ò Ä Ë » ¿ Æ Ä Å Ê ½ ¾ ¿ À Ê ½ ¿ À ¼ ¾ Ä Ê Ë Ç �Á � Í F � Î � Ë Æ 
 ¼ � ¾ » Ê À Ä � ¿  ½ ¿ À Ç Ê Ë Ë ¿ Æ Ç » ¼ Æ Æ ¼ ½ ½ À Ê ¼ Å » � Ä ¾ » Ä Ë õ F � � ¿ ¿ ¾ Ê � ¾ » ¿ ¼ Ä À Å À ¼ � ¾ � » Ä Æ ¿ À Ê ¾ Ê À � Æ ¼  ¿ Ç¼ À ¿ ¾ � À Ë Ä Ë Ò �Á � Í F � Ð : Ê ¼ À  Ä Ë Ò ¼ Ë  ¿ ; Ä ¾ Ä Ë Ò ¾ » ¿ ¼ Ä À Å À ¼ � ¾ Ç » ¼ Æ Æ � ¿ Ä Ë ¼ Å Å Ê À  ¼ Ë Å ¿ � Ä ¾ » Ä Ë Ç ¾ À � Å ¾ Ä Ê Ë Ç � À Ê 	 ¾ » ¿ ½ Ä Æ Ê ¾ �Á � Í F � @ K Ê À Ê ¾ » ¿ À ¾ » ¼ Ë À Ê � ¾ Ä Ë ¿ Ê ½ ¿ À ¼ ¾ Ä Ê Ë Ç � � » ¿ À ¿ ¾ ¼ � ¿ Ê � � Ç ¼ Ë  Æ ¼ Ë  Ä Ë Ò Ç ¼ À ¿ � À Ê 	  ¿ Ç Ä Ò Ë ¼ ¾ ¿ » ¿ Æ Ä ½ ¼  Ç � ¾ » ¿ ½ Ä Æ Ê ¾ � Ä Æ Æ Ç ½ ¿ Å Ä � Ä Å ¼ Æ Æ 
 � À Ä ¿ � ½ ¼ Ç Ç ¿ Ë Ò ¿ À Ç Ê Ë � Ê ¼ À  Ä Ë Ò ¼ Ë  ¿ ; Ä ¾ Ä Ë Ò ½ À Ê Å ¿  � À ¿ Ç �Á � Í F � õ : Ê ¼ À  Ä Ë Ò ¼ Ë  ¿ ; Ä ¾ Ä Ë Ò ¾ » ¿ ¼ Ä À Å À ¼ � ¾ � » Ä Æ ¿ Ä ¾ Ä Ç » Ê É ¿ À Ä Ë Ò 	 ¼ 
 � ¿ ¼ � ¾ » Ê À Ä � ¿  � » ¿ À ¿ ¾ » ¿ ½ Ä Æ Ê ¾ ¿ ¿ 	 Ç Ä ¾ Ç ¼ � ¿ �Á � Í F � Á 9 Æ Æ Ê Å Å � ½ ¼ Ë ¾ Ç � Ä Æ Æ � ¿ ¼ À Æ ¼ ½ � ¿ Æ ¾ Ç � À Ê 	 ¾ » ¿ ¾ Ä 	 ¿ ¾ » ¿ 
 ¿ Ë ¾ ¿ À � Ë ¾ Ä Æ ½ À ¿ ½ ¼ À Ä Ë Ò ¾ Ê ¿ ; Ä ¾ ¾ » ¿¼ Ä À Å À ¼ � ¾ �Á � Í F � E � » ¿ » ¿ Æ Ä Å Ê ½ ¾ ¿ À Ê ½ ¿ À ¼ ¾ Ê À Ç » ¼ Æ Æ Ä Ë Ç � À ¿ ¾ » ¼ ¾ ¼ Æ Æ Ê ½ ¿ À ¼ ¾ Ä Ê Ë Ç ¼ À ¿ Å Ê Ë  � Å ¾ ¿  Ä Ë Å Ê 	 ½ Æ Ä ¼ Ë Å ¿ � Ä ¾ »¼ ½ ½ Æ Ä Å ¼ � Æ ¿ K ¿  ¿ À ¼ Æ 9 É Ä ¼ ¾ Ä Ê Ë È ¿ Ò � Æ ¼ ¾ Ä Ê Ë Ç �Á � Í F � � � ½ ¿ À ¼ ¾ Ä Ê Ë Ç Ä Ë É Ê Æ É Ä Ë Ò ¿ ; ¾ ¿ À Ë ¼ Æ Æ 
 Å ¼ À À Ä ¿  Æ Ê ¼  Ç � Ä Æ Æ � ¿ Å Ê É ¿ À ¿  � 
 ¾ » ¿ º Ê Ë Ç ¾ À � Å ¾ Ä Ê Ë \� ¼ Ä Ë ¾ ¿ Ë ¼ Ë Å ¿ 5 ¿ ½ ¼ À ¾ 	 ¿ Ë ¾ � Ç 8 Ê À � � ¾ ¼ Ë  ¼ À  5 � � F F �
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 K 9 9 È ¿ Ò � Æ ¼ ¾ Ä Ê Ë Ç �Á � Í F � Í Í � » ¿ ½ À Ä 	 ¼ À 
 	 ¿ ¾ » Ê  Ê � Å Ê 	 	 � Ë Ä Å ¼ ¾ Ä Ë Ò � Ä ¾ » ¼ » ¿ Æ Ä Å Ê ½ ¾ ¿ À Ç » ¼ Æ Æ � ¿ � 
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 ¾ » ¿ 	 Ç ¿ Æ É ¿ Ç �Þ ç í í å î Ù × Õ ê ã Ø Õ ñ ü à Ø Ô á â ã Ø � î Û ñ × Ø ü ð Ø ñ Ø Ù Õ × î Ù äÁ � Í Í � Í � » ¿ Ò ¿ Ë ¿ À ¼ ¾ Ê À 	 ¼ 
 Ê Ë Æ 
 Ç � ½ ½ Æ 
 ¿ � � Ä ½ 	 ¿ Ë ¾ Æ Ê Å ¼ ¾ ¿  Ê Ë ¾ » ¿ Ò ¿ Ë ¿ À ¼ ¾ Ê À Ê À ¾ » ¿ É ¿ » Ä Å Æ ¿ ¼ Ë Å Ê À  � Å Ê Ë Ë ¿ Å ¾ ¿  ¼ Ë  ½ Æ � Ò � Å Ê Ë Ë ¿ Å ¾ ¿  ¿ � � Ä ½ 	 ¿ Ë ¾ ¾ » À Ê � Ò » À ¿ Å ¿ ½ ¾ ¼ Å Æ ¿ Ç 	 Ê � Ë ¾ ¿  Ê Ë ¾ » ¿Ò ¿ Ë ¿ À ¼ ¾ Ê À Ê À ¾ » ¿ É ¿ » Ä Å Æ ¿ �Á � Í Í � Î � » ¿ Ë Ê Ë � Å � À À ¿ Ë ¾ Å ¼ À À 
 Ä Ë Ò 	 ¿ ¾ ¼ Æ ½ ¼ À ¾ Ç Ê � ¿ � � Ä ½ 	 ¿ Ë ¾ ¼ Ë  ¾ » ¿ ¿ � � Ä ½ 	 ¿ Ë ¾ Ò À Ê � Ë  Ä Ë ÒÅ Ê Ë  � Å ¾ Ê À ¾ ¿ À 	 Ä Ë ¼ Æ Ç Ê � ¾ » ¿ À ¿ Å ¿ ½ ¾ ¼ Å Æ ¿ Ç Ç » ¼ Æ Æ � ¿ � Ê Ë  ¿  ¾ Ê ¾ » ¿ Ò ¿ Ë ¿ À ¼ ¾ Ê À �Á � Í Í � Ð D Ë ¾ » ¿ Å ¼ Ç ¿ Ê � É ¿ » Ä Å Æ ¿ � 	 Ê � Ë ¾ ¿  Ò ¿ Ë ¿ À ¼ ¾ Ê À Ç � ¾ » ¿ � À ¼ 	 ¿ Ê � ¾ » ¿ Ò ¿ Ë ¿ À ¼ ¾ Ê À Ç » ¼ Æ Æ � ¿ � Ê Ë  ¿  ¾ Ê¾ » ¿ É ¿ » Ä Å Æ ¿ � À ¼ 	 ¿ �Á � Í Í � @ 9 Ë 
 Ë ¿ � ¾ À ¼ Æ Å Ê Ë  � Å ¾ Ê À Ç » ¼ Æ Æ � ¿ � Ê Ë  ¿  ¾ Ê ¾ » ¿ Ò ¿ Ë ¿ À ¼ ¾ Ê À � À ¼ 	 ¿ �
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` d c ` j ` j j a c ¥ g  g c ª g l j c ¥ b g k l Á k  b _ g j ¥ _ ` a b c d ¨ ¬ l ¤ c j j k b _ c d ¢ g j c g l j b d ¬ ¥ b c ª ¯ §Â c ¥ ¬ d g b § ¨ Â `  c b § ¨ k d k b _ c d  g d j b d c j a k l ª c d j ¹ ¡ r Ã ¨ ¡ f Ã ¨ c b ¥ ° º °e ° o °   · _ c c ¤ c i ` b k d ` ¤ ` d ¦ j g s l ` ¤ ¹ d c ª ¯ ¬ b b k l ¬ j ¬ ` ¤ ¤ § ¤ k ¥ ` b c ª l c ² b b k b _ c  ¤ k k d ¯ ¬ b b k l j º ¢ g ¤ ¤` ¥ b g i ` b c ` l ` ¤ ` d ¦ ¯ c ¤ ¤ j g s l g  § g l s ` g ª g j l c c ª c ª ¢ g b _ g l ` l c ¤ c i ` b k d °e ° o °   ° ` ¶ l c ¦ c d s c l ¥ § a _ k l c g j ` i ` g ¤ ` ¯ ¤ c  k d ` j j g j b ` l ¥ c °� � � � v x y z � v � �e ° q ° n « ` b c d g ` ¤ j g l ` ¯ ¬ g ¤ ª g l s k d ` d c ` a d c j c l b _ ` µ ` d ª j k  i ` d § g l s a k b c l b g ` ¤ ° · _ c j c _ ` µ ` d ª j ` d c¥ ¤ ` j j g  g c ª ` j  k ¤ ¤ k ¢ j m© g s _ b k d ¤ k ¢ _ ` µ ` d ª Ä ` ¤ k ¥ ` b g k l ¢ _ c d c j ¦ ` ¤ ¤ ` ¦ k ¬ l b j k  ¥ k ¦ ¯ ¬ j b g ¯ ¤ c ¦ ` b c d g ` ¤ k d ¤ ` ¦ ¦ ` ¯ ¤ c ¤ g ± ¬ g ª j ` d c a d c j c l b ` l ª k l ¤ § j ¦ ` ¤ ¤ j g µ c  g d c j ` d c ` l b g ¥ g a ` b c ª °Å d ª g l ` d § k d ¦ k ª c d ` b c _ ` µ ` d ª Ä ¶ ¤ k ¥ ` b g k l ¢ _ c d c ¦ k ª c d ` b c ` ¦ k ¬ l b j k  ¥ k ¦ ¯ ¬ j b g ¯ ¤ c jk d  ¤ ` ¦ ¦ ` ¯ ¤ c ¤ g ± ¬ g ª j ` d c a d c j c l b ` l ª ¦ k ª c d ` b c j g µ c  g d c j ` d c ` l b g ¥ g a ` b c ª °£ ² b d ` k d _ g s _ _ ` µ ` d ª Ä ¶ ¤ k ¥ ` b g k l ¢ _ c d c ¤ ` d s c ` ¦ k ¬ l b j k  ¥ k ¦ ¯ ¬ j b g ¯ ¤ c j k d  ¤ ` ¦ ¦ ` ¯ ¤ c¤ g ± ¬ g ª j ` d c a d c j c l b ` l ª ¤ ` d s c j g µ c  g d c j ` d c ` l b g ¥ g a ` b c ª °e ° q ° o « ` b c d g ` ¤ j j b k d c ª g l j g ª c j a d g l ´ ¤ c d c ª  ` ¥ g ¤ g b g c j j _ ` ¤ ¤ l k b ¯ c j b k d c ª ¥ ¤ k j c d b _ ` l n Á Ä g l ¥ _ c j d k ¦ ` j a d g l ´ ¤ c d _ c ` ª ª c  ¤ c ¥ b k d °� � � � � z y t � v � � � � � � v x � � �e ° � ° n f g d c j ` d c ¥ ¤ ` j j g  g c ª ` j ^ ¤ ` j j ¶ ¨ Æ ¨ ^ ¨ Ã ¨ k d Ç ª c a c l ª g l s k l b _ c b § a c j k  ¦ ` b c d g ` ¤ jg l i k ¤ i c ª g l b _ c  g d c ° · _ c j c ¥ ¤ ` j j g  g ¥ ` b g k l j ` d c ª c  g l c ª ` j  k ¤ ¤ k ¢ j m^ ¤ ` j j ¶ Ä f g d c j g l i k ¤ i g l s k d ª g l ` d § ¥ k ¦ ¯ ¬ j b g ¯ ¤ c ¦ ` b c d g ` ¤ j j ¬ ¥ _ ` j ¢ k k ª ¨ ¥ ¤ k b _ ¨ a ` a c d ¨b d ` j _ ¨ d ¬ ¯ ¯ c d ¨ ` l ª a ¤ ` j b g ¥ °^ ¤ ` j j Æ Ä f g d c j g l i k ¤ i g l s  ¤ ` ¦ ¦ ` ¯ ¤ c ¤ g ± ¬ g ª j ¨ k g ¤ ¨ s d c ` j c ¨ b ` d ¨ k g ¤ ¯ ` j c a ` g l b ¨ ¤ ` ¥ ± ¬ c d ¨` l ª  ¤ ` ¦ ¦ ` ¯ ¤ c s ` j °^ ¤ ` j j ^ Ä f g d c j g l i k ¤ i g l s c l c d s g µ c ª c ¤ c ¥ b d g ¥ ` ¤ c ± ¬ g a ¦ c l b k d j § j b c ¦ j ° Å l ¤ § ¢ _ c lc ¤ c ¥ b d g ¥ ` ¤ c ± ¬ g a ¦ c l b k d j § j b c ¦ j ¥ ` l ¯ c ª c Ä c l c d s g µ c ª ¥ ` l c ² b g l s ¬ g j _ c d j  k d ^ ¤ ` j j ¶` l ª Æ  g d c j ¯ c ¬ j c ª j `  c ¤ § °^ ¤ ` j j Ã – f g d c j g l i k ¤ i g l s ¥ k ¦ ¯ ¬ j b g ¯ ¤ c ¦ c b ` ¤ j j ¬ ¥ _ ` j ¦ ` s l c j g ¬ ¦ ¨ b g b ` l g ¬ ¦ ¨ ` l ªj k ª g ¬ ¦ °^ ¤ ` j j Ç
– f g d c j g l i k ¤ i g l s i c s c b ` ¯ ¤ c k g ¤ j k d  ` b j g l ¥ k k ´ g l s ` a a ¤ g ` l ¥ c j b _ ` b ` d c  k ¬ l ªg l ¥ k ¦ ¦ c d ¥ g ` ¤ ´ g b ¥ _ c l j °� � � � � x � � � | � � u y z t � v � � � � � � v x � � �e °   ° n ¶ ¤ ¤ b § a c j k  c ² b g l s ¬ g j _ c d j ` d c l k b c ± ¬ ` ¤ ¤ § c   c ¥ b g i c ` s ` g l j b ` ¤ ¤ ¥ ¤ ` j j g  g ¥ ` b g k l j k   g d c j °· _ c d c  k d c ¨ c ² b g l s ¬ g j _ c d j ` d c ¤ ` ¯ c ¤ c ª ¢ g b _ ` ¤ c b b c d ` l ª ¥ k d d c j a k l ª g l s a g ¥ b k d g ` ¤ b _ ` bg l ª g ¥ ` b c j b _ c ¥ ¤ ` j j k   g d c k l ¢ _ g ¥ _ b _ c c ² b g l s ¬ g j _ c d g j c   c ¥ b g i c ° ¶ l c ² b g l s ¬ g j _ c d b _ ` b g jc   c ¥ b g i c k l ¦ k d c b _ ` l k l c ¥ ¤ ` j j k   g d c ¢ g ¤ ¤ _ ` i c ¦ ¬ ¤ b g a ¤ c ¤ c b b c d j p a g ¥ b k d g ` ¤ j k l b _ c ¤ ` ¯ c ¤ °

EXHIBIT E 
ATTACHMENT 2 
PAGE 247 OF 416



^ _ ` a b c d e
– f g d c h c i g j g k l m n o p q p n o r ` s c q

e °   ° o £ ² b g l s ¬ g j _ c d j ` d c a d k i g ª c ª  k d c ¦ a ¤ k § c c j b k ¬ j c ¢ _ c l ` j ¦ ` ¤ ¤  g d c g j a d c j c l b g l b _ c¢ k d ´ a ¤ ` ¥ c °¶ j ¦ ` ¤ ¤  g d c g j `  g d c b _ c j g µ c k  k   g ¥ c d ¬ ¯ ¯ g j _ ¥ ` l °¶ b b c ¦ a b j b k ¥ k l b d k ¤ ` l ª c ² b g l s ¬ g j _  g d c j ¤ ` d s c d b _ ` l k   g ¥ c d ¬ ¯ ¯ g j _ ¥ ` l g j l k bd c ¥ k ¦ ¦ c l ª c ª °£ ¦ a ¤ k § c c j j _ ` ¤ ¤ ` ¥ b g i ` b c b _ c  g d c ` ¤ ` d ¦ °È ¦ ¦ c ª g ` b c ¤ § ` ¥ b g i ` b c c ¦ c d s c l ¥ §  g d c l k b g  g ¥ ` b g k l j  k d b _ c  ` ¥ g ¤ g b § g l i k ¤ i c ª °r d k ¦ a b ¤ § c i ` ¥ ¬ ` b c b _ c  ` ¥ g ¤ g b § a c d c i ` ¥ ¬ ` b g k l a d k ¥ c ª ¬ d c  k d b _ ` b ¤ k ¥ ` b g k l °e °   ° q È  `  g d c c ² b g l s ¬ g j _ c d g j ¬ j c ª b k c ² b g l s ¬ g j _ `  g d c ¨ g b g j b _ c ¬ j c d j d c j a k l j g ¯ g ¤ g b § b k d c a k d b g b j É¬ j c b k Â `  c b § Ã g i g j g k l j k b _ ` b b _ c c ² b g l s ¬ g j _ c d ¥ ` l ¯ c j c d i g ¥ c ª ` l ª ` i ` g ¤ ` ¯ ¤ c  k d b _ c l c ² bc ¦ c d s c l ¥ § °

“Class D” fires involve Ê Ë Ì Í Î Ï Ð Ñ Í Ò Ó Ì Ó Ð Ô Ò ÏÏ Î Ê Õ Ô Ï Ì Ô Ö × Ó Ï Ñ Î Ì Ø Ð Ñ Ð Ô × Ñ Î Ì Ø Ô × Ù Ï Ë Ù Ñ Î Ì Ú
“Class K” fires involve vegetable oils or fats in Ê Ë Ë Û Ñ × Ö Ô Ü Ü Ò Ñ Ô × Ê Ó Ï Ú Ý Õ Ó Ï Ó Ô Þ Ó ß Ë Î × Ù Ñ ×Ê Ë Ì Ì Ó Þ Ê Ñ Ô Ò Û Ñ Ð Ê Õ Ó × Ï Úà á Ð Ñ × Ö Î Ñ Ï Õ Ó Þ Ï Ï Î Ñ Ð Ô Í Ò Ó ß Ë Þ Ì Ë Þ Ó Ð Õ Ô × Ë × Ó Ê Ò Ô Ï Ï Ë ßß Ñ Þ Ó Ì Ô â Í Ó Ñ Ù Ó × Ð Ñ ß Ñ Ó Ù Í â Ì Î Ò Ð Ñ Ü Ò Ó Ï â Ì Í Ë Ò Ï Ú

“Class A” fires involve ordinary combustible Ì Ô Ð Ó Þ Ñ Ô Ò Ï Ï Î Ê Õ Ô Ï Ê Ò Ë Ð Õ ã Ë Ë Ù Ø Ü Ô Ü Ó Þ Ø Þ Î Í Í Ó ÞÔ × Ù Ì Ô × â Ü Ò Ô Ï Ð Ñ Ê Ï Ú
“Class B” fires involve flammable andÊ Ë Ì Í Î Ï Ð Ñ Í Ò Ó Ò Ñ ä Î Ñ Ù Ï Ï Î Ê Õ Ô Ï Ö Ô Ï Ë Ò Ñ × Ó Ø Ô Ò Ê Ë Õ Ë Ò ØÙ Ñ Ó Ï Ó Ò Ø Ó Ð Ê Ú Ø Ô × Ù ß Ò Ô Ì Ì Ô Í Ò Ó Ö Ô Ï Ó Ï Ú
“Class C” fires involve energized electrical Ó ä Î Ñ Ü Ì Ó × Ð Ú
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e °   ° � ¶ ¤ ¤  g d c c ² b g l s ¬ g j _ g l s c ± ¬ g a ¦ c l b j _ ` ¤ ¤ ¯ c ¦ ` g l b ` g l c ª g l s k k ª ¢ k d ´ g l s ¥ k l ª g b g k l ` l ª j _ ` ¤ ¤¯ c ` ¥ ¥ c j j g ¯ ¤ c ` b ` ¤ ¤ b g ¦ c j °e °   °   f g d c c ² b g l s ¬ g j _ c d j ` l ª c ± ¬ g a ¦ c l b j _ ` ¤ ¤ ¯ c a ¤ ` ¥ c ª g l ª c j g s l ` b c ª ` d c ` j °e °   °   ° ` · _ c j c ª c j g s l ` b c ª ` d c ` j j _ ` ¤ ¤ ¯ c ¦ ` g l b ` g l c ª  d c c k  k ¯ j b d ¬ ¥ b g k l j g l k d ª c d b ka d k ¦ k b c a d k ¦ a b d c j a k l j c b k `  g d c d c ¤ ` b c ª c ¦ c d s c l ¥ § °e °   °   ° ¯ f g d c c ± ¬ g a ¦ c l b d c ¦ k i c ª  d k ¦ ª c j g s l ` b c ª ` d c ` j j _ ` ¤ ¤ ¯ c d c a ¤ ` ¥ c ª g ¦ ¦ c ª g ` b c ¤ § °� � � � � z y { | w w z y � � � � � { ~ � x y } �e ° å ° n ¶ ¤ ¤  g d c j ¬ a a d c j j g k l j § j b c ¦ j j _ ` ¤ ¤ ¯ c ¦ ` g l b ` g l c ª g l ` j b ` b c k  d c ` ª g l c j j ` b ` ¤ ¤ b g ¦ c j °e ° å ° o r d g k d p a d k ¦ a b l k b g  g ¥ ` b g k l b k Â `  c b § Ã g i g j g k l j _ ` ¤ ¤ ¯ c s g i c l  k d b _ c  k ¤ ¤ k ¢ g l s j g b ¬ ` b g k l j mæ _ c l c i c d `  g d c j ¬ a a d c j j g k l j § j b c ¦ g j b ` ´ c l k   ¤ g l c °æ _ c l c i c d ` j ¦ k ´ c p  g d c ª c b c ¥ b k d g j b k ¯ c ¥ k i c d c ª  k d ` l § d c ` j k l °æ _ c l c i c d b _ c d c g j ` b d k ¬ ¯ ¤ c ` ¤ ` d ¦ k l ` l §  ` ¥ g ¤ g b §  g d c j ¬ a a d c j j g k l j § j b c ¦ °æ _ c l c i c d ¢ ` b c d g j ¤ c ` ´ g l s  d k ¦ ` j § j b c ¦ °ç k b g  g ¥ ` b g k l b k Â `  c b § Ã g i g j g k l ¥ ` l ¯ c ª c ¤ ` § c ª g  ` l c ¦ c d s c l ¥ § ¢ ` d d ` l b j ± ¬ g ¥ ´ ` ¥ b g k lb k ¯ c b ` ´ c l b k ` i k g ª g l ® ¬ d § b k ` l § k l c k d j c i c d c ª ` ¦ ` s c b k c ± ¬ g a ¦ c l b °� � � � z v � � � � �e ° e ° n ¶ ¤ ¤ c ¦ a ¤ k § c c j j _ ` ¤ ¤ d c ¥ c g i c g l j b d ¬ ¥ b g k l j d c ¤ ` b g l s b k  g d c a d c i c l b g k l ` l ª a d k b c ¥ b g k l ` l ª ¯ c ` ¦ g ¤ g ` d ¢ g b _ b _ c  g d c Ä  g s _ b g l s c ± ¬ g a ¦ c l b g l b _ c ¤ k ¥ ` b g k l ¢ _ c d c b _ c § d c a k d b d c s ¬ ¤ ` d ¤ §  k d¢ k d ´ °e ° e ° n ° ` È b g j b _ c c ¦ a ¤ k § c c
’j d c j a k l j g ¯ g ¤ g b § b k ´ l k ¢ b _ c ¤ k ¥ ` b g k l k  b _ c l c ` d c j b  g d cc ² b g l s ¬ g j _ c d ` l ª ¢ _ ` b ¥ ¤ ` j j k   g d c g b ¥ ` l ¯ c ¬ j c ª b k c ² b g l s ¬ g j _ °e ° e ° n ° ¯ ¶ ¤ ¤ c ¦ a ¤ k § c c j j _ ` ¤ ¤ ¯ c  ` ¦ g ¤ g ` d ¢ g b _ b _ c g d  ` ¥ g ¤ g b g c j c ¦ c d s c l ¥ § c i ` ¥ ¬ ` b g k l a ¤ ` l °e ° e ° o f g d c c i ` ¥ ¬ ` b g k l j ª d g ¤ ¤ j ¢ g ¤ ¤ ¯ c ¥ k l ª ¬ ¥ b c ª k l ` ¤ ¤ ^ k ¦ a ` l §  ` ¥ g ¤ g b g c j b k c l j ¬ d c  ` ¦ g ¤ g ` d g b § k b _ c a ¤ ` l ¢ g b _ ` ¤ ¤ c ¦ a ¤ k § c c j °e ° e ° q £ ¦ a ¤ k § c c j ¢ _ k d c a k d b b k ¢ k d ´ ` b ¤ c ` j c ª k   g ¥ c j a ` ¥ c j j _ ` ¤ ¤  k ¤ ¤ k ¢ b _ c ¯ ¬ g ¤ ª g l s k ¢ l c d

’jc ¦ c d s c l ¥ § c i ` ¥ ¬ ` b g k l a ¤ ` l ` l ª a ` d b g ¥ g a ` b c g l c i ` ¥ ¬ ` b g k l ª d g ¤ ¤ j  k d b _ ` b a ` d b g ¥ ¬ ¤ ` d  ` ¥ g ¤ g b § °e ° e ° � ¶ ¤ ¤ c ¦ a ¤ k § c c j j _ ` ¤ ¤ ´ l k ¢ b _ c l c ` d c j b c ¦ c d s c l ¥ § c ² g b ` i ` g ¤ ` ¯ ¤ c b k b _ c ¦ g l ¥ ` j c k  `  g d ck d ` l c ¦ c d s c l ¥ § b _ ` b a d k ¦ a b j c i ` ¥ ¬ ` b g k l  d k ¦ b _ c  ` ¥ g ¤ g b § °e ° e °   £ ¦ a ¤ k § c c j ` d c b k c i ` ¥ ¬ ` b c ª k ¢ l j b ` g d ¢ ` § j k l ¤ § °e ° e ° å ¶ ¤ ¤ c ¦ a ¤ k § c c j j _ ` ¤ ¤ d c a k d b b k b _ c ª c j g s l ` b c ª c i ` ¥ ¬ ` b g k l ` d c ` j  k d b _ c g d  ` ¥ g ¤ g b § °
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e ° e ° e £ ¦ a ¤ k § c c j ¥ ` l d c b ¬ d l b k b _ c g d d c j a c ¥ b g i c  ` ¥ g ¤ g b g c j k l ¥ c b _ c c ¦ c d s c l ¥ § g j k i c d ` l ª b _ cè ¶ ¤ ¤ ^ ¤ c ` d è g j s g i c l ¯ § Â c ¥ ¬ d g b § k d Â `  c b § Ã g i g j g k l °� � � � y � y z v x � � � � � � v � xe ° Á ° n All station operating personnel shall be part of the "Plant Incipient Stage Fire Brigade” ` l ª ` ¤ ¤ k b _ c d a ¤ ` l b a c d j k l l c ¤ j _ ` ¤ ¤ ¯ c ¬ j c ª b k ` j j g j b b _ c ¯ d g s ` ª c ` j l c c ª c ª °e ° Á ° o h c  c d b k each Company’s
È l ¥ g a g c l b Â b ` s c f g d c Æ d g s ` ª c · d ` g l g l s « ` l ¬ ` ¤  k d ¦ k d c ª c b ` g ¤ j °e ° Á ° q f g d c a d k b c ¥ b g k l c ± ¬ g a ¦ c l b j _ ` ¤ ¤ ¯ c ´ c a b ¥ ¤ c ` d k  k ¯ j b d ¬ ¥ b g k l j ` l ª d c ` ª §  k d ¬ j c ` b ` ¤ ¤b g ¦ c j °e ° Á ° � f g d c _ k j c j b _ ` b ` d c a d c Ä ¥ k l l c ¥ b c ª b k ` ¢ ` b c d j k ¬ d ¥ c j _ ` ¤ ¤ l k b ¯ c d c ¦ k i c ª ¨ ¬ l ¤ c j j g b g jl c ¥ c j j ` d § b k ¥ k l l c ¥ b ` d c a ¤ ` ¥ c ¦ c l b j c ¥ b g k l k d  k d b c j b g l s a ¬ d a k j c j °e ° Á °   ^ ` d ¯ k l Ã g k ² g ª c ¹ ^ Å o º a d k b c ¥ b g k l j § j b c ¦ j ¨ j _ ` ¤ ¤ ¯ c ¤ k ¥ ´ c ª k ¬ b ` l ª b ` s s c ª ` l ªª g j ¥ k l l c ¥ b c ª ¯ c  k d c j b ` d b g l s ¦ ` g l b c l ` l ¥ c ¢ k d ´ ` l ª ¯ c  k d c ¢ k d ´ c d j c l b c d b _ c c l ¥ ¤ k j ¬ d c °
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 � Ë � �É Ã È Ã � Í Á 
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 Â ¿ Ã 	 Ì ¿ À � � � Ã Á � À � Ã É � ¿ Ã Ä Ã Â ¿ Ã Ì ¿ À Ä ÁÁ Í Ë Î Â Ì � Ë � � Î Í Â É À � À Ó Ã Í Â ¿ Ã Ä Ã �  Ë Á � Ã Î Â Í Ä � À  Ì Ã Á Ã Ä Ì Í Î À � Ë Î )  Ä 	 �Å Æ � Ð � � � Ë Î Ã � À Î ’s � Ã � Â Ì À Î É Ì À � Ã Â 	 Ì Â Ä À Á Ì Ì ¿ À � � � Ã  Ì Ã É � ¿ Ã Î � Í Ä � Ë Î Ó Ë Î À Î Ã � Ã È À Â Ã É Á Í Ì Ë Â Ë Í Î �Å Æ � Ð � Å � ( Í Ä � Ã Ä Ì Ì ¿ À � � È Ë Ì  À � � 	 � ¿ Ã � � À Î É � Ã Ì  Ä Ã Â ¿ À Â Â ¿ Ã É Í  � � Ã � Í � � Ë Î Ó Ì Î À Á ¿ Í Í � Ì À Ä ÃÌ Ã �  Ä Ã � 	 À Î É Á Ä Í Á Ã Ä � 	 Ã Î Ó À Ó Ã É Ë Î Â ¿ Ã ! * ! Ä Ë Î Ó Ì 
 � Ã � Í Ä Ã Â Ä  Ì Â Ë Î Ó Â ¿ Ã Ë Ä � Ã Ë Ó ¿ Â Í Î Â ¿ ÃÌ À � Ã Â 	 Ì Â Ä À Á �Å Æ � Ð � Å � � À + Ã È Ã Ä É Ã Á Ã Î É Í Î Â ¿ Ã Ì Í  Î É Í � Â ¿ Ã Ì Î À Á ¿ Í Í � �Å Æ � Ð � Å � � � ( ¿ Ã Î Â ¿ Ã Ì À � Ã Â 	 Ì Â Ä À Á Ë Ì Ë Î  Ì Ã 
 � Í Â ¿ É Í  � � Ã � Í � � Ë Î Ó Ì Î À Á ¿ Í Í � Ì Ì ¿ À � � Î Ã È Ã Ä � ÃÀ Â Â À � ¿ Ã É Â Í Â ¿ Ã Ì À � Ã ! * ! Ä Ë Î Ó 
  Î � Ã Ì Ì Â ¿ Ã
lineman’s � Ã � Â Ë Ì À Á Á Ä Í È Ã É � Í Ä Ì  � ¿  Ì Ã �Å Æ � Ð � Å Å Ç Î � 	 ¾ Í � Á À Î 	 À Á Á Ä Í È Ã É � Ë Î Ã � À Î ’s � Ã � Â Ì 
 � Í É 	 ¿ À Ä Î Ã Ì Ì Ã Ì 
 À Î É Ì Â Ä À Á Ì Ì ¿ À � � � Ã  Ì Ã É �Å Æ � Ð � Å Ð � Ã Â À � ¿ Í Í � Ì 
 � ¿ À Ë Î Ì 
 Ã Â � � 
 � Í Ä ¿ Í � É Ë Î Ó Â Í Í � Ì Í Ä Â À Á Ã Ì ¿ À � � Î Í Â � Ã À Â Â À � ¿ Ã É Â Í the lineman’s � Ã � Â Í Ä ¿ À Ä Î Ã Ì Ì �Å Æ � Ð � Å Ð � À � Ã À Â ¿ Ã Ä Í Ä Í Â ¿ Ã Ä Î Í Î � � Í Î É  � Â Ë Î Ó � À Â Ã Ä Ë À � Ì ¿ À � � � Ã  Ì Ã É � Í Ä Â ¿ Ë Ì Á  Ä Á Í Ì Ã �ß à å à Ô ñ ê Ý ç ê ò ó Ö ò ä ô ì Ú õ ê ò ó ì ò ë ì ñ Ù í ê ò ö ñ Ù ã Ö Ø Ù ä ë ì í ê Ø ê ì ò íÅ Æ � Æ � Å , Ã � Í Ä Ã � � Ë � � Ë Î Ó Á Í � Ã Ì Í Ä Ì Â Ä  � Â  Ä Ã Ì 
 Ã � Á � Í 	 Ã Ã Ì Ì ¿ À � � � À � Ë � Ë À Ä Ë - Ã Â ¿ Ã � Ì Ã � È Ã Ì � Ë Â ¿ Â ¿ Ã� Ë Ä �  Ë Â Ì 
 È Í � Â À Ó Ã 
 À Á Á À Ä À Â  Ì Â ¿ Ã Ä Ã Í Î 
 À Î É À Î 	  Î  Ì  À � � Í Î É Ë Â Ë Í Î Ì 
 � ¿ Ë � ¿ � Ë Ó ¿ Â Á Ä Ã Ì Ã Î Â À¿ À - À Ä É �Å Æ � Æ � Ð � Ã Â À � Â Ä À � � Ë � Ì Ë Ó Î Ì Â ¿ À Â Á Ä Ã Ì Ã Î Â ¿ À - À Ä É Ì Â Í Â ¿ Ã Ã � Á � Í 	 Ã Ã É  Ä Ë Î Ó � � Ë � � Ë Î Ó Ì ¿ À � � � ÃÄ Ã � Í È Ã É É  Ä Ë Î Ó � Í Ä � Í Î Á Í � Ã �Å Æ � Æ � Æ

“Stop” signs shall be temporarily relocated but visible to motorists.Å Æ � Æ � ú , Ã � Í Ä Ã � � Ë � � Ë Î Ó Â ¿ Ä Í  Ó ¿ À Î 	 � Ë Ä �  Ë Â Ã Î Ã Ä Ó Ë - Ã É À Â Æ � � � Å Ð 
 � � � È Í � Â Ì 
 Á ¿ À Ì Ã � Â Í � Á ¿ À Ì Ã 
 À � �� Í Î É  � Â Í Ä Ì À Î É Ã �  Ë Á � Ã Î Â 
 � ¿ Ë � ¿ Â ¿ Ã � Í Ä � Ã Ä Ë Ì � Ë À � � Ã Â Í � Í Î Â À � Â 
 Ì ¿ À � � � Ã � Í È Ã Ä Ã É � Ë Â ¿Ì  Ë Â À � � Ã Á Ä Í Â Ã � Â Ë È Ã � Ë Î Ì  � À Â Ã É � Ã �  Ë Á � Ã Î Â �Å Æ � Æ � � � � � Á Í � Ã Ì À Î É Ì Â Ä  � Â  Ä Ã Ì Ì ¿ À � � � Ã � À Ä Ã �  � � 	 Ë Î Ì Á Ã � Â Ã É � Ã � Í Ä Ã � � Ë � � Ë Î Ó Â Í À Ì Ì  Ä Ã Â ¿ À Â Â ¿ Ã 	À Ä Ã Ë Î À Ì À � Ã � Í Î É Ë Â Ë Í Î � Í Ä Â ¿ Ã � Í Ä � Â Í � Ã Á Ã Ä � Í Ä � Ã É À Î É Â ¿ À Â Â ¿ Ã 	 À Ä Ã � À Á À � � Ã Í �Ì  Ì Â À Ë Î Ë Î Ó Â ¿ Ã À É É Ë Â Ë Í Î À � Ì Â Ä Ã Ì Ì Ã Ì Â Í � ¿ Ë � ¿ Â ¿ Ã 	 � Ë � � � Ã Ì  � ) Ã � Â Ã É �Å Æ � Æ � � � À � ¿ Ã Â 	 Á Ã Ì Í � À � Î Í Ä � À � Ë Â Ë Ã Ì Â ¿ À Â Ì ¿ Í  � É � Ã � ¿ Ã � � Ã É À Ä Ã Ó Ã Î Ã Ä À � � Í Î É Ë Â Ë Í Î 
 � Ä À � � Ì 
¿ Í � Ã Ì 
 Ì ¿ Ã � � Ä Í Â À Î É É Ã � À 	 
 � Î Í Â Ì 
 É Ã Á Â ¿ Í � Ì Ã Â Â Ë Î Ó 
 Ì Í Ë � � Í Î É Ë Â Ë Í Î Ì 
 À Î É �  Ä Î � À Ä � Ì �
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Å Æ � Æ � � � � � � � Ã Á Â À � � Ã Â Ã Ì Â Ì � Í Ä Á Í � Ã Ì À Ä Ã ¿ À � � Ã Ä Â Ã Ì Â Ì 
 À Ä Í � � Ë Î Ó Â Ã Ì Â 
 À Î É Ì � Ä Ã � É Ä Ë È Ã Ä � Á Í � ÃÁ Ä Í É � Á Ä Í � Ë Î Ó � Ã � Í � Ó Ä Í  Î É � Ã È Ã � �Å Æ � Æ � � � � Ê Ã � Ã Ä Â Í Ç � � � Å � Å � � Ð � � 
 � Á Á Ã Î É Ë . * 
 � Í Ä Ì Á Ã � Ë � Ë � � Ã Â ¿ Í É Ì Í � Ë Î Ì Á Ã � Â Ë Î Ó À Î ÉÂ Ã Ì Â Ë Î Ó � Í Í É Ã Î Á Í � Ã Ì �Å Æ � Æ � � / � Á Í � Ã Ì Í Ä Ì Â Ä  � Â  Ä Ã Ì � À 	 � Ã  Î Ì À � Ã � Í Ä � � Ë � � Ë Î Ó 
 Â ¿ Ã 	 Ì ¿ À � � Î Í Â � Ã � � Ë � � Ã É  Î Â Ë � � À É ÃÌ À � Ã � 	 Ó  	 Ë Î Ó 
 � Ä À � Ë Î Ó 
 Í Ä Í Â ¿ Ã Ä À É Ã �  À Â Ã � Ã À Î Ì �Å Æ � Æ � � � À / � Â ¿ Ã Á Í � Ã Â Í � Ã � � Ë � � Ã É Ë Ì � Ã Ë Î Ó Ä Ã Á � À � Ã É À Î É Â ¿ Ã Î Ã � Á Í � Ã Ë Ì Ì Ã Â À É ) À � Ã Î Â Â Í Ë Â 
Â ¿ Ã Í � É Á Í � Ã � À 	 � Ã � À Ì ¿ Ã É Â Í Â ¿ Ã Î Ã � Í Î Ã Ë Î � Ë Ã  Í � Ó  	 Ë Î Ó �Å Æ � Æ � � � � ( Í Ä � Ã Ä Ì Ì ¿ À � � Í � Ì Ã Ä È Ã Â ¿ Ã ¿ Ã Ë Ó ¿ Â � Ä À Î É Í Î Á Í � Ã Â Í � À � Ã � Ã Ä Â À Ë Î Â ¿ À Â Â ¿ Ã Á Í � Ã Ë ÌÌ Ã Â Â Í Â ¿ Ã Á Ä Í Á Ã Ä É Ã Á Â ¿ �Å Æ � Æ � � � � Ê  � Ã Í � Â ¿  � � Ï Â ¿ Ã Á Í � Ã � Ä À Î É Ì ¿ Í  � É � Ã À Â Ã 	 Ã � Ã È Ã � Í Ä � Ã � Í � �ë ì ñ Ù ü Ù ê ó Õ Ø ø ì é Ö Ø ê ì ò ì ðë ì ñ Ù ù Ú Ö ò ä % Ö Ú õ
25’ to 40’ 11’ from buttú �

’
Â Í � �

’
Å Ð

’
� Ä Í � �  Â Â

65’ to 90’ 14” from buttÅ Æ � Æ � � ( ¿ Ã Î � � Ë � � Ë Î Ó Í È Ã Ä Ì Á À Ä Ì 
 Å � � 0 � À � � Á Ä Í Â Ã � Â Ë Í Î �  Ì Â � Ã � À Ë Î Â À Ë Î Ã É �Å Æ � Æ � ' � Ä À Ë Î Ë Î Ó Ë Î Â ¿ Ã  Ì Ã Í � À � Í Í É Á Í � Ã � À � � Ä Ã Ì Â Ä Ë � Â Ë Í Î É Ã È Ë � Ã Í Ä Ã �  Ë È À � Ã Î Â Ñ � À � � À Ä Ä Ã Ì Â Ì 	 Ì Â Ã � Ë ÌÄ Ã � Í � � Ã Î É Ã É À Ì Á À Ä Â Í � Â ¿ Ã Á Í � Ã � � Ë � � Ë Î Ó � � À Ì Ì Í Ä Í Î Â ¿ Ã ) Í � Â Ä À Ë Î Ë Î Ó �Å Æ � Æ � � � Á Ã � Ë À � À Â Â Ã Î Â Ë Í Î Ì ¿ Í  � É � Ã Ó Ë È Ã Î � ¿ Ã Î � � Ë � � Ë Î Ó É Í  � � Ã Á Í � Ã Ì 
 É  Ã Â Í Â ¿ Ã À É É Ë Â Ë Í Î À �¿ À - À Ä É Ì Â Í Â ¿ Ã � � Ë � � Ã Ä �Å Æ � Æ � Å � � Á Ã � Ë � Ë � Â Ä À Ë Î Ë Î Ó � Í Ä Â ¿ Ã ¿ À - À Ä É Ë Ì � Í È Ã Ä Ã É Ë Î ¾ Í � Á À Î 	 Á Ä Í È Ë É Ã É Ò Í � Ã ¾ � Ë � � Ë Î Ó � Ä À Ë Î Ë Î Ó �Å Æ � Æ � Å Å ( Ë Ä Ã Ì Ì ¿ À � � Î Í Â � Ã À Â Â À � ¿ Ã É Â Í Í Ä Ä Ã � Í È Ã É � Ä Í � À Á Í � Ã Í Ä Ì Â Ä  � Â  Ä Ã 
  Î Â Ë � Ë Â Ë Ì � Ã Ä Â À Ë Î Â ¿ ÃÁ Í � Ã Í Ä Ì Â Ä  � Â  Ä Ã � Ë � � � Ë Â ¿ Ì Â À Î É Â ¿ Ã À � Â Ã Ä Ã É Ì Â Ä À Ë Î �Å Æ � Æ � Å Ð � � Á � Í 	 Ã Ã Ì Ì ¿ À � � Î Í Â � Í Ä � Í Î À Î Ã � Ã È À Â Ã É Á Í � Ã Í Ä Ì Â Ä  � Â  Ä Ã 
 � Ë Â ¿ Í  Â Å � � 0 � À � � Á Ä Í Â Ã � Â Ë Í Î �Å Æ � Æ � Å Æ � � Í Í É Á Í � Ã � À � � Ä Ã Ì Â Ä Ë � Â Ë Í Î É Ã È Ë � Ã Í Ä Ã �  Ë È À � Ã Î Â Ì ¿ À � � Î Í Â � Ã Á  Â À Ä Í  Î É À Á Í � Ã À � Í È ÃÂ ¿ Ã  Á Á Ã Ä � Í Ì Â Á Í � Ã À Â Â À � ¿ � Ã Î Â Á Í Ì Ë Â Ë Í Î 
 Ã . � Ã Á Â � ¿ Ã Ä Ã Á Í � Ã Â Í Á Í Ä À Â Â À � ¿ � Ã Î Â Ë Ì À � Í È ÃÃ 	 Ã � Ã È Ã � À Î É � À Î Î Í Â Ä Ë É Ã Í È Ã Ä Â ¿ Ã Â Í Á Í � Â ¿ Ã Á Í � Ã �Å Æ � Æ � Å Æ � À � Ì Ã Í � À � Ë . Ã É Ì Â Í Á Ì  � ¿ À Ì Á Í � Ã ¿ À Ä É � À Ä Ã Í Ä Â Í Í � � À Î � Ã  Â Ë � Ë - Ã É �

EXHIBIT E 
ATTACHMENT 2 
PAGE 326 OF 416



¾ ¿ À Á Â Ã Ä Å Æ
– Ç È Ã Ä ¿ Ã À É Ê Ã È Ë Ì Ë Í Î Ï Å Ð Ñ Æ Ñ Å Ð Ò À Ó Ã ú

Å Æ � Æ � Å ú � À � � Ä Ã Ì Â Ä À Ë Î Â Ñ À Ä Ä Ã Ì Â É Ã È Ë � Ã Ì Ì ¿ À � � Î Í Â � Ã  Ì Ã É Í Î Á Í � Ã Ì Â Ã Á Ì 
 � Ä Í Ì Ì À Ä � � Ä À � Ã Ì 
Ë Î Ì  � À Â Í Ä Ì 
 Ë Î Ì  � À Â Í Ä Á Ë Î Ì 
 � Í Î É  � Â Í Ä Ì 
 Ä Í Â Â Ã Î Í Ä Í Â ¿ Ã Ä � Ë Ì Ã � Ã À � � Ä Í Ì Ì À Ä � Ì 
 Í Ä Í ÎÀ Â Â À � ¿ � Ã Î Â Ì Â ¿ À Â À Ä Ã � Ã Ë Î Ó � Í È Ã É �Å Æ � Æ � Å ú � À ( ¿ Ã Î À � À � � Ä Ã Ì Â Ä À Ë Î Â Ñ À Ä Ä Ã Ì Â É Ã È Ë � Ã �  Ì Â � Ã À Â Â À � ¿ Ã É Â Í À � Ä Í Ì Ì À Ä � 
 Ë Â Ì ¿ À � � Î Ã È Ã Ä� Ã Á � À � Ã É � Ã 	 Í Î É Â ¿ Ã Í  Â Ì Ë É Ã � Ä Í Ì Ì À Ä � À Â Â À � ¿ � Ã Î Â �Å Æ � Æ � Å ú � � / Â Ì ¿ À � � � Ã Ì Í Á � À � Ã É Â ¿ À Â Ë Â � Ë � � Î Í Â � Ã �  Â � 	 � Ë Î Ã Ã �  Ë Á � Ã Î Â Í Ä Â � Ë Ì Â Ã É Í Ä � Í  � Ã É � 	� À Â Ã Ä Ë À � Â ¿ À Â � À 	 Ó Ë È Ã � À 	  Î É Ã Ä Ì Â Ä À Ë Î �Å Æ � Æ � Å � � � Á � Í 	 Ã Ã Ì Ì ¿ À � � Î Í Â Â Ä  Ì Â Â ¿ Ã Ë Ä � Ã Ë Ó ¿ Â Â Í Ó  	 � Ë Ä Ã Ì 
 Á Ë Î Ì 
 � Ä À � Ã Ì 
 � Í Î É  � Â Í Ä Ì 
 Í Ä Í Â ¿ Ã ÄÌ  � ¿ Ã �  Ë Á � Ã Î Â Â ¿ À Â � Ë Ó ¿ Â Á Ä Í È Ã  Î Ì Â À � � Ã �Å Æ � Æ � Å � ( ¿ Ã Î Â � Í Í Ä � Í Ä Ã Ã � Á � Í 	 Ã Ã Ì À Ä Ã Â Í � Í Ä � Í Î Â ¿ Ã Ì À � Ã Á Í � Ã À Â Â ¿ Ã Ì À � Ã Â Ë � Ã 
 Ã À � ¿Ì ¿ À � � Ä Ã À � ¿ Â ¿ Ã � Í Ä � Ë Î Ó Á Í Ì Ë Â Ë Í Î � Ã � Í Ä Ã Â ¿ Ã Î Ã . Â � Ã À È Ã Ì Â ¿ Ã Ó Ä Í  Î É �Å Æ � Æ � Å � � À � ¿ Ã 	 Ì ¿ À � � É Ã Ì � Ã Î É Â ¿ Ã Á Í � Ã Í Î Ã À Â À Â Ë � Ã �ß à å ÷ Û × Ù é ê Ö ñ ø Ö ä ä Ù Ú í ï ë ñ Ö Ø ð ì Ú Ý í ï ø ê ò Ù Ý Ö ò ù ì Ö Ú ä íÅ Æ � ú � Å � À É É Ã Ä Ì À Î É Á � À Â � Í Ä � Ì  Ì Ã É Ë Î Í È Ã Ä ¿ Ã À É � Ë Î Ã � Í Ä � � À 	 � Ã  Ì Ã É Í Î � 	 Ë Î À Á Á � Ë � À Â Ë Í Î Ì � Í Ä� ¿ Ë � ¿ Â ¿ Ã 	 � Ã Ä Ã É Ã Ì Ë Ó Î Ã É �Å Æ � ú � Ð � À É É Ã Ä Ì À Î É Á � À Â � Í Ä � Ì Ì ¿ À � � � Ã Ë Î Ì Á Ã � Â Ã É Ã À � ¿ É À 	 � Ã � Í Ä Ã  Ì Ã � 	 Ã � Á � Í 	 Ã Ã Ì �Å Æ � ú � Æ * Ã � Ã � Â Ë È Ã Í Ä É À � À Ó Ã É Ã �  Ë Á � Ã Î Â Ì ¿ À � � � Ã Â À Ó Ó Ã É Í  Â Í � Ì Ã Ä È Ë � Ã �Å Æ � ú � ú � À � Ã � Í Ä � Ë Î Ó � À Á À � Ë Â Ë Ã Ì Ì ¿ À � � � Ã � Ã Ó Ë � � 	 � À Ä � Ã É Í Î Ã À � ¿ � À É É Ã Ä À Î É Á � À Â � Í Ä � �Å Æ � ú � � � À É É Ã Ä Ì À Î É Á � À Â � Í Ä � Ì Ì ¿ À � � � Ã Ì Ã �  Ä Ã É Â Í Á Ä Ã È Ã Î Â Â ¿ Ã Ë Ä � Ã � Í � Ë Î Ó À � � Ë É Ã Î Â À � � 	É Ë Ì � Í É Ó Ã É �Å Æ � ú � � � À É É Ã Ä Ì À Î É Á � À Â � Í Ä � Ì � À 	 Î Í Â � Ã � Í À É Ã É Ë Î Ã . � Ã Ì Ì Í � Â ¿ Ã � Í Ä � Ë Î Ó � Í À É Ì � Í Ä � ¿ Ë � ¿ Â ¿ Ã 	À Ä Ã É Ã Ì Ë Ó Î Ã É �Å Æ � ú � � / Î Â ¿ Ã � Í Î � Ë Ó  Ä À Â Ë Í Î Ë Î � ¿ Ë � ¿ Â ¿ Ã 	 À Ä Ã  Ì Ã É 
 � À É É Ã Ä Ì À Î É Á � À Â � Í Ä � Ì Ì ¿ À � � � Ã � À Á À � � Ã Í �Ì  Á Á Í Ä Â Ë Î Ó 
 � Ë Â ¿ Í  Â � À Ë �  Ä Ã 
 À Â � Ã À Ì Â Ð � � Â Ë � Ã Ì Â ¿ Ã � À . Ë �  � Ë Î Â Ã Î É Ã É � Í À É �Å Æ � ú � ' � À � � Á Ä Í Â Ã � Â Ë Í Î Ã �  Ë Á � Ã Î Â Ì ¿ À � � � Ã  Â Ë � Ë - Ã É À Ì Á Ä Ã Ì � Ä Ë � Ã É Ë Î ¾ ¿ À Á Â Ã Ä Å Å 
 Ì Ã � Â Ë Í Î Å Å � � �ß à å û ü Ö ò ä ø ê ò Ù í ï ý Ü ò ò ê ò ó ù ñ ì é õ ø ê ò Ù ï þ Ö ó ñ ê ò Ù íÅ Æ � � � Å ( ¿ Ã Î Ä À Ë Ì Ë Î Ó Í Ä � Í � Ã Ä Ë Î Ó Â Í Í � Ì Í Ä � Ë Ó ¿ Â � Ã Ë Ó ¿ Â � À Â Ã Ä Ë À � 
 À ¿ À Î É � Ë Î Ã Í Ä ¿ À Î É � Ë Î Ã � Ë Â ¿� À Â Ã Ä Ë À � � À Ó À Â Â À � ¿ Ã É Ì ¿ À � � � Ã  Ì Ã É �
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Å Æ � � � Ð � À Î É � Ë Î Ã Ì Ì ¿ À � � � Ã Í � À Á Á Ä Í È Ã É � À Â Ã Ä Ë À � ¿ À È Ë Î Ó Î Í Â � Ã Ì Ì Â ¿ À Î Â ¿ Ã Ã �  Ë È À � Ã Î Â Ì Ë - Ã À Î ÉÌ Â Ä Ã Î Ó Â ¿ Í � 1 � Ë Î � ¿ Ä Í Á Ã �Å Æ � � � Æ � ¿ À Î É � Ë Î Ã Ì ¿ À � � � Ã Á � À � Ã É Í Î Ã È Ã Ä 	 Ì Â Ä  � Â  Ä Ã � ¿ Ã Ä Ã Í È Ã Ä ¿ Ã À É � Í Ä � Ë Ì � Ã Ë Î Ó Á Ã Ä � Í Ä � Ã É� Ä Í � Â ¿ Ã Ì Â Ä  � Â  Ä Ã Í Î Ã Î Ã Ä Ó Ë - Ã É � Í Î É  � Â Í Ä Ì Í Ä Ã �  Ë Á � Ã Î Â 
 Í Ä � ¿ Ã Ä Ã Ã Î Ã Ä Ó Ë - Ã É� Í Î É  � Â Í Ä Ì Í Ä Ã �  Ë Á � Ã Î Â À Ä Ã � Í � À Â Ã É � Ã � Í � Â ¿ Ã � Í Ä � À Ä Ã À �Å Æ � � � Æ � À �  � ¿ À � Ë Î Ã � À 	 � Ã  Ì Ã É � ¿ Ã Î � Í � Ã Ä Ë Î Ó À Î Ã � Á � Í 	 Ã Ã � Ä Í � À Á Í � Ã Í Ä Ã � Ã È À Â Ã ÉÁ Í Ì Ë Â Ë Í Î 
 Á Ä Í È Ë É Ã É Â ¿ Ã Ä Í Á Ã Ë Ì Á À Ì Ì Ã É Í È Ã Ä À � Ä Í Ì Ì À Ä � Í Ä � Ë . Ã É � Ã � � Ã Ä Í � Â ¿ ÃÌ Â Ä  � Â  Ä Ã À Î É Ë Ì Î Í Â É Ë Ä Ã � Â � 	 Ì  Á Á Í Ä Â Ã É � 	 Â ¿ Ã ¿ À Î É � Ë Î Ã Ì ¿ Ã À È Ã �Å Æ � � � ú � À Ó � Ë Î Ã Ì Ì ¿ À � � � Ã  Ì Ã É Â Í � Í Î Â Ä Í � � Í À É Ì � Ã Ë Î Ó ¿ Í Ë Ì Â Ã É 
 � ¿ Ã Ä Ã Ë Â Ë Ì Î Ã � Ã Ì Ì À Ä 	 
 Â Í Á Ä Ã È Ã Î Â¿ À - À Ä É Ì Â Í � Í Ä � Ã Ä Ì Í Ä É À � À Ó Ã Â Í Ã �  Ë Á � Ã Î Â Í Ä � À Â Ã Ä Ë À � �Å Æ � � � � � À Î É � Ë Î Ã Ì À Î É Â À Ó � Ë Î Ã Ì  Ì Ã É Î Ã À Ä Ã Î Ã Ä Ó Ë - Ã É � Ë Î Ã Ì À Î É Ã �  Ë Á � Ã Î Â Ì ¿ À � � � Ã Î Í Î �� Í Î É  � Â Ë È Ã �ß à å ÿ ë ì ñ Ù ü Ö ò ä ñ ê ò ó Ö ò ä þ Ù Ý × ì Ú Ö Ú Þ Û Ø ì Ú Ö ó ÙÅ Æ � � � Å � Ã Â Â Ë Î Ó À Î É Ê Ã � Í È Ë Î Ó Ò Í � Ã ÌÅ Æ � � � Å � À / � À Î 	 ¿ Í � Ã Ì À Ä Ã � Ã � Â  Î � Ë � � Ã É À Â Â ¿ Ã Ã Î É Í � Â ¿ Ã � Í Ä � Á Ã Ä Ë Í É 
 Â ¿ Ã 	 Ì ¿ À � � � Ã Á Ä Í Â Ã � Â Ã É� Ë Â ¿ Ì  � Ì Â À Î Â Ë À � � Í È Ã Ä Ë Î Ó Ì �Å Æ � � � Å � � � � � Á Ã Ä Ì Í Î Ì Î Í Â Ã Î Ó À Ó Ã É Ë Î Á Í � Ã � Ì Ã Â Â Ë Î Ó Í Á Ã Ä À Â Ë Í Î Ì Ì ¿ À � � � Ã Ã Á Í  Â Í � Â ¿ Ã � Í Ä �À Ä Ã À �Å Æ � � � Å � � + Í Í Î Ã Ì ¿ À � � � Ã Í Î À Ó Ë Î Á Í � Ã � ¿ Ã Î Ë Â Ë Ì � Ã Ë Î Ó  Ì Ã É Â Í Ä À Ë Ì Ã À Î Í Â ¿ Ã Ä Á Í � Ã �Å Æ � � � Å � É ( ¿ Ë � Ã Ì Ã Â Â Ë Î Ó Í Ä Ä Ã � Í È Ë Î Ó Á Í � Ã Ì � Ã Â � Ã Ã Î Í Ä Î Ã À Ä � Í Î É  � Â Í Ä Ì Ã Î Ã Ä Ó Ë - Ã É À � Í È Ã� � � � È Í � Â Ì 
 Í � Ì Ã Ä È Ã Â ¿ Ã � Í � � Í � Ë Î Ó ÏÅ Æ � � � Å � É � Å � � Ë Î Ë �  � É Ë Ì Â À Î � Ã Í � Æ � � Ã Ã Â Ì ¿ À � � � Ã � À Ë Î Â À Ë Î Ã É � Ã Â � Ã Ã Î  Î Á Ä Í Â Ã � Â Ã ÉÃ Î Ã Ä Ó Ë - Ã É � Í Î É  � Â Í Ä Ì À Î É Á Í Ä Â Ë Í Î Ì Í � Â ¿ Ã Ã �  Ë Á � Ã Î Â �Å Æ � � � Å � É � Ð / � Ì À � Ã � � Ã À Ä À Î � Ã � À Î Î Í Â � Ã � À Ë Î Â À Ë Î Ã É 
 Â ¿ Ã � Í Î É  � Â Í Ä Ì Ì ¿ À � � � Ã É Ã �Ã Î Ã Ä Ó Ë - Ã É Í Ä � Í È Ã Ä Ã É � Ë Â ¿ Á Ä Í Â Ã � Â Ë È Ã É Ã È Ë � Ã Ì À Î É Ì Á Ä Ã À É 
 Í Ä Á Í � Ã Ó  À Ä É ÌÌ ¿ À � � � Ã  Ì Ã É Â Í � Ë Î Ë � Ë - Ã À � � Ë É Ã Î Â À � � Í Î Â À � Â �Å Æ � � � Å � É � Æ ( Í Ä � Ã Ä Ì ¿ À Î É � Ë Î Ó Â ¿ Ã �  Â Â Í � Â ¿ Ã Á Í � Ã Ì ¿ À � � � Ã À Ä ¿ Ë Ó ¿ È Í � Â À Ó Ã Ä  � � Ã Ä Ó � Í È Ã Ì �Å Æ � � � Ð � � Á � Í 	 Ã Ã Ì Ã Î Ó À Ó Ã É Ë Î ¿ À Î É � Ë Î Ó Í Ä � Í Ä � Ë Î Ó Í Î Á Í � Ã Ì Ì ¿ À � � � Ã À Ä Ì  Ë Â À � � Ã Ó � Í È Ã Ì À Î ÉÌ ¿ À � � � Ã À Ä À Ì ¿ Ë Ä Â Í Ä ) À � � Ã Â � Ë Â ¿ Â ¿ Ã Ì � Ã Ã È Ã Ì Ä Í � � Ã É É Í � Î �Å Æ � � � Æ � ¿ Ã  Ì Ã Í � � À Î Â ¿ Í Í � Ì 
 Á Ã À È Ã 	 Ì 
 ¿ À Î É � Ë Î Ã Ì 
 Í Ä Ì � Ë Î Ó Ì 
 É Í Ã Ì Î Í Â � Ã Ì Ì Ã Î Â ¿ Ã ¿ Ë Ó ¿ È Í � Â À Ó ÃÃ � Ã � Â Ä Ë � À � Ã . Á Í Ì  Ä Ã �
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Å Æ � � � ú � Î Â Ë � À Á Í � Ã Ë Ì Á Í Ì Ë Â Ë È Ã � 	 Ì Ã �  Ä Ã É � Ä Í � � Í È Ë Î Ó À Ó À Ë Î Ì Â À Î Ã Î Ã Ä Ó Ë - Ã É � Í Î É  � Â Í Ä 
Ã � Á � Í 	 Ã Ã Ì Ì ¿ À � � Î Í Â Ì Â Ã Á Í Î Í Ä Í � � Â ¿ Ã Â Ä  � � 
 Í Ä Â Í  � ¿ À Î 	 Á À Ä Â Í � Ë Â � Ë Â ¿ Í  Â  Ì Ë Î Ó Ä  � � Ã ÄÓ � Í È Ã Ì Ë � Â ¿ Ã Ã � Á � Í 	 Ã Ã Ë Ì Ì Â À Î É Ë Î Ó Í Î Â ¿ Ã Ó Ä Í  Î É �Å Æ � � � �  Ä Í  Î É � Ë Ä Ã Ì Ì ¿ À � � Î Í Â � Ã À Â Â À � ¿ Ã É Í Î Â ¿ Ã Á Í � Ã ¿ Ë Ó ¿ Ã Ä Â ¿ À Î Å � � � Ã Ã Â � Ä Í � Â ¿ Ã Ó Ä Í  Î É �Å Æ � � � � ( ¿ Ã Î Á Ë � Ã Ì À Ä Ã  Ì Ã É Â Í ¿ Í � É Á Í � Ã Ì Ë Î Á � À � Ã � ¿ Ë � Ã ¿ Í � Ã Ì À Ä Ã � Ã Ë Î Ó � À � � � Ë � � Ã É 
 Â ¿ Ã Á Ë � Ã ÌÌ ¿ À � � � Ã � Ë Ä � � 	 Ó Ä Í  Î É Ã É Ë Î À � � É Ë Ä Ã � Â Ë Í Î Ì À Î É Ì ¿ À � � Î Í Â � Ã Ä Ã � Í È Ã É  Î Â Ë � Â ¿ Ã � À � � � Ë � � Ë ÌÌ  � � Ë � Ë Ã Î Â Â Í ¿ Í � É Â ¿ Ã Á Í � Ã �Å Æ � � � � � À
When a pole is being “canted” or “hooked”, the pikes shall be held.Å Æ � � � � � � Á � Í 	 Ã Ã Ì Ì ¿ À � � Î Í Â Ì Â À Î É Í Ä Á À Ì Ì  Î É Ã Ä À Ì  Ì Á Ã Î É Ã É � Í À É Í Ä À É ) À � Ã Î Â Â Í Í Ä Í È Ã Ä Í Ä Î É Ã Ä À � Í À É Ã É � Ë Î � ¿ � Ë Î Ã �Å Æ � � � ' ( ¿ Ã Î Ä Ã � Í È Ë Î Ó Ì Ã Â Á Í � Ã Ì 
 Ã . Â Ä Ã � Ã � À  Â Ë Í Î Ì ¿ À � � � Ã Ã . Ã Ä � Ë Ì Ã É Â Í À Ì Ì  Ä Ã Â ¿ Ã ¿ Í Ë Ì Â Ë Î ÓÃ �  Ë Á � Ã Î Â Ë Ì Î Í Â Í È Ã Ä � Í À É Ã É É  Ã Â Í Â ¿ Ã � Ã Ë Ó ¿ Â Í � Â ¿ Ã Á Í � Ã À Î É Ë Â Ì À É ¿ Ã Ì Ë Í Î Â Í Â ¿ ÃÓ Ä Í  Î É �Å Æ � � � � � ¿ Ã  Ì Ã Í � Á Í � Ã ) À � � Ì 
 Â Ã Î Ì Ë Í Î � Í À É � Ã Â Ã Ä Ì � É 	 Î À � Í � Ã Â Ã Ä � 
 Í Ä À ¿ Í Ë Ì Â Ë Î Ó É Ã È Ë � Ã � Ë Â ¿Ì  � � Ë � Ë Ã Î Â � Ë � Â Ë Î Ó � À Á À � Ë Â 	 
 Ì ¿ À � � � Ã  Ì Ã É � ¿ Ã Î � Í Í Ì Ë Î Ó Í � Â ¿ Ã Ã À Ä Â ¿ À Ä Í  Î É Â ¿ Ã Á Í � Ã 
 À � Í Î ÓË Â Ì ’

Ã Î Â Ë Ä Ã É Ã Á Â ¿ 
 Ë Ì Î Ã � Ã Ì Ì À Ä 	 �Å Æ � � � Å � � Í Ë Ì Â Ë Î Ó Ã �  Ë Á � Ã Î Â Í Á Ã Ä À Â Í Ä Ì Ì ¿ À � � À � � Ã Á Â Ì Ë Ó Î À � Ì Í Î � 	 � Ä Í � Â ¿ Ã Ã � Á � Í 	 Ã Ã Ì Á Ã � Ë � Ë � À � � 	É Ã Ì Ë Ó Î À Â Ã É �Å Æ � � � Å Å � ¿ Ã Í Á Ã Ä À Â Í Ä Ì ¿ À � � Í � Ã 	 Â ¿ Ã Ì Â Í Á Ì Ë Ó Î À � Ó Ë È Ã Î � 	 À Î 	 Í Î Ã �Å Æ � � � Å Ð ( ¿ Ã Î Á Í � Ã Ì À Ä Ã Ì Ã Â 
 � Í È Ã É 
 Í Ä Ä Ã � Í È Ã É Î Ã À Ä Ã . Á Í Ì Ã É Ã Î Ã Ä Ó Ë - Ã É Í È Ã Ä ¿ Ã À É � Í Î É  � Â Í Ä Ì 
Â ¿ Ã Á Í � Ã � À 	 Î Í Â � Í Î Â À � Â Â ¿ Ã � Í Î É  � Â Í Ä Ì �Å Æ � � � Å Æ � Ã � Á Í Ä À Ä 	 � Â Í Ä À Ó Ã Í � Ò Í � Ã ÌÅ Æ � � � Å Æ � À / � Ë Â � Ã � Í � Ã Ì Î Ã � Ã Ì Ì À Ä 	 Â Í Ì Â Í Ä Ã Á Í � Ã Ì À Â Â ¿ Ã � Í � À Â Ë Í Î � ¿ Ã Ä Ã Â ¿ Ã 	 À Ä Ã Â Í � Ã Ì Ã Â 
Â ¿ Ã 	 Ì ¿ À � � � Ã Ì Í Á � À � Ã É Â ¿ À Â Â ¿ Ã 	 � Ë � � Î Í Â Ë Î Â Ã Ä � Ã Ä Ã � Ë Â ¿ Â Ä À � � Ë � �Å Æ � � � Å Æ � � / � Á Í � Ã Ì � Ã � Â Í Î Í Ä Î Ã À Ä Ì Â Ä Ã Ã Â Ì 
 ¿ Ë Ó ¿ � À 	 Ì 
 Í Ä � À � � � À 	 Ì Í È Ã Ä Î Ë Ó ¿ Â � Ä Ã À Â Ã À ¿ À - À Ä É 
Â ¿ Ã 	 Ì ¿ À � � � Ã Ì À � Ã Ó  À Ä É Ã É � 	 � � Ë Î � Ë Î Ó � Ë Ó ¿ Â � � À Ä Ä Ë � À É Ã Í Ä � Ã � � � � Ë Â � À Ä Î Ë Î Ó Ì Ë Ó Î Ì �Å Æ � � � Å Æ � � Ò Í � Ã Ì Ì ¿ À � � � Ã � � Í � � Ã É Â Í Á Ä Ã È Ã Î Â Ä Í � � Ë Î Ó �Å Æ � � � Å Æ � É � � Á � Í 	 Ã Ã Ì Ì ¿ À � � Î Í Â Ä Ã � À Ë Î Í Î À Á Í � Ã Á Ë � Ã � ¿ Ë � Ã Á Í � Ã Ì À Ä Ã � Ã Ë Î Ó ¿ Í Ë Ì Â Ã É �Å Æ � � � Å Æ � Ã ( ¿ Ã Î À � Í À É Í � Á Í � Ã Ì Ë Ì � Ë Â ¿ Ë Î � Í Ä � Ë Î Ó É Ë Ì Â À Î � Ã Í � Â ¿ Ã Ó Ä Í  Î É 
 � Í À É � Ë Î É Ã Ä Ì Ì ¿ À � �� Ã Ë Î Ì Â À � � Ã É Ì Í Â ¿ À Â Â ¿ Ã 	 � À Î À Î É � Ë � � � Ã Í Á Ã Ä À Â Ã É � 	 Ã � Á � Í 	 Ã Ã Ì � ¿ Ë � Ã Ì Â À Î É Ë Î Ó Í ÎÂ ¿ Ã Ó Ä Í  Î É �
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Å Æ � � � Å ú � � Á � Í 	 Ã Ã Ì Ì ¿ À � � Î Í Â Ä Ë É Ã Á Í � Ã É Í � � Ë Ã Ì Í Ä Â Ä À Ë � Ã Ä Ì �Å Æ � � � Å � � ¿ Ã � ¿ Ã Ã � Ì Í � Â ¿ Ã Â Ä À Î Ì Á Í Ä Â Ë Î Ó È Ã ¿ Ë � � Ã Ì ¿ À � � � Ã � � Í � � Ã É Í Ä Ì Ã �  Ä Ã � 	 � Ä À � Ã É Á Ä Ë Í Ä Â Í� Í À É Ë Î Ó Í Ä  Î � Í À É Ë Î Ó �Å Æ � � � Å � Ò Í � Ã Ì � È Ã Ä À Ó Ã ( Ã Ë Ó ¿ Â Ì À Ä Ã �  Ä Î Ë Ì ¿ Ã É Â Í � � � � � � Ì Á Ã � Ë � Ë � À Â Ë Í Î Ì ÏÅ Æ � � � Å � Ò Í � Ã Ì 
 Ã È Ã Î � Ë Â ¿ Â ¿ Ã Ì À � Ã � � À Ì Ì 
 È À Ä 	 Ë Î É Ë À � Ã Â Ã Ä À Î É 
 ¿ Ã Î � Ã 
 � Ã Ë Ó ¿ Â �Å Æ � � � Å ' � Í Ë Ì Â  Ä Ã � Í Î Â Ã Î Â Í � À Á Í � Ã � ¿ À Î Ó Ã Ì  Î É Ã Ä È À Ä Ë Í  Ì � Í Î É Ë Â Ë Í Î ÌÅ Æ � � � Å � ( Ã Ë Ó ¿ Â Ì Ó Ë È Ã Î Ë Î Â ¿ Ã Â À � � Ã Ì ¿ Í  � É � Ã Â À � Ã Î À Ì À È Ã Ä À Ó Ã È À �  Ã Ì Í Î � 	 
 �  Â À Ä Ã Ì  � � Ë � Ë Ã Î Â � 	Ä Ã � Ë À � � Ã � ß æ
–

ë ì ñ Ù ô Ù ê ó Õ Ø Ô Õ Ö Ú Øë ì ñ Ùø Ù ò ó Ø Õ2 ð Ù Ù Ø 3 Ô ñ Ö í í ß á àÔ Ú Ù Ö í ì Ø Ùþ Ú Ù Ö Ø Ù ä 2 ñ ç í 3 Ô ñ Ö í í ß á àë Ù ò Ø Öþ Ú Ù Ö Ø Ù ä 2 ñ ç í 3 Ô ñ Ö í í ß á à Ô Ô "þ Ú Ù Ö Ø Ù ä 2 ñ ç í 3 4 ê ç Ù Ú5 ñ Ö í íÆ � Å Å � � ' � �Æ � Ð Æ � � Å Ð � � Å � � � Æ � �ú � Ð � � � Ð � � � Å ' � � ú � �ú � Æ � � � Æ � � � Ð Ð � � � Ð �� � Æ � � � Æ � � � Ð � � � ' Ð �� � ú � � � ú � � � Æ � � �� � ú � � � ú � � � Æ Æ � �� � � Ð � � � Ð � � Æ ' � �� � � � � � � ' � � ú Ð � �� � � � � � � Æ � � ú � � �' � � � � � � � � � � Ð � �' � ' � � � � � � � � � � �� � ' ' � � ' � � � � Ð � �� � � Ð � � � � � �Å � � � ' � � � Ð � �Å � � Å Å � � � � ' � �Å Å � Å Å � � � ' ú � �Å Ð � Å Æ Ð � � � Æ � �ß à å � ô ê Ú Ù Û Ø Ú ê ò ó ê ò óÅ Æ � � � Å ( ¿ Ã Î Ì Â Ä Ë Î Ó Ë Î Ó Í Ä Ä Ã � Í È Ë Î Ó É Ã � Ã Î Ã Ä Ó Ë - Ã É � Í Î É  � Â Í Ä Ì À Î É Â ¿ Ã Ä Ã Ë Ì À Á Í Ì Ì Ë � Ë � Ë Â 	 Í � Â ¿ Ã� Í Î É  � Â Í Ä À � � Ë É Ã Î Â À � � 	 � Í Î Â À � Â Ë Î Ó À Î Ã Î Ã Ä Ó Ë - Ã É � Ë Ä �  Ë Â Í Ä Ä Ã � Ã Ë È Ë Î Ó Ë Î É  � Â Ã É È Í � Â À Ó Ã�  Ë � É  Á 
 Ó Ä Í  Î É Ë Î Ó É Ã È Ë � Ã Ì Ì ¿ À � � � Ã  Ì Ã É �Å Æ � � � Ð � ¿ Ã � À Î  � À � Â  Ä Ã Ä 6 Ì � Í À É Ä À Â Ë Î Ó Ì ¿ À � � Î Í Â � Ã Ã . � Ã Ã É Ã É � Í Ä Ì Â Ä Ë Î Ó Ë Î Ó � Ë Î Ã Ì 
 Á  � � Ë Î Ó � Ë Î Ã Ì 
� Í Î Î Ã � Â Ë Í Î Ì 
 À Î É À � � � Í À É � Ã À Ä Ë Î Ó ¿ À Ä É � À Ä Ã À Î É À � � Ã Ì Ì Í Ä Ë Ã Ì �Å Æ � � � Æ ¾ Í Î É  � Â Í Ä Ì � Ã Ë Î Ó Ì Â Ä  Î Ó Ë Î Í Ä Ä Ã � Í È Ã É Ì ¿ À � � � Ã � Ã Á Â  Î É Ã Ä Á Í Ì Ë Â Ë È Ã � Í Î Â Ä Í � � 	 Â ¿ Ã  Ì ÃÍ � À É Ã �  À Â Ã Â Ã Î Ì Ë Í Î Ä Ã Ã � Ì 
 Ó  À Ä É Ì Â Ä  � Â  Ä Ã Ì 
 Â Ë Ã � Ë Î Ã Ì 
 Í Ä Í Â ¿ Ã Ä � Ã À Î Ì 
 Â Í Á Ä Ã È Ã Î ÂÀ � � Ë É Ã Î Â À � � Í Î Â À � Â � Ë Â ¿ Ã Î Ã Ä Ó Ë - Ã É � Ë Ä �  Ë Â Ì �
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Å Æ � � � ú ( ¿ Ã Î Ì Â Ä Ë Î Ó Ë Î Ó Í Ä Ä Ã � Í È Ë Î Ó � Ë Ä Ã Ì Í Î Á Í � Ã Ì Í Ä Â Í � Ã Ä Ì À Î É Â ¿ Ã Ä Ã Ë Ì À Î 	 ¿ À - À Ä É � Ä Í �Ã Î Ã Ä Ó Ë - Ã É � Ë Î Ã Ì Í Ä Ã �  Ë Á � Ã Î Â 
 Â ¿ Ã � Ë Ä Ã � Ã Ë Î Ó Á  � � Ã É Ë Î Í Ä Í  Â Ì ¿ À � � � Ã Á  � � Ã É Í È Ã Ä ÀÓ Ä Í  Î É Ã É Ä Í � � Ã Ä À Â Â ¿ Ã Ì Ã � Í Î É Á Í � Ã � Ä Í � Â ¿ Ã Á À 	 Í  Â À Î É Â À � Ã �  Á Ã �  Ë Á � Ã Î Â 
 À Î É Â ¿ Ä Í  Ó ¿Â Ä À È Ã � Ë Î Ó Ó Ä Í  Î É Ì � Ã Â � Ã Ã Î Â ¿ Ã � Ë Ä Ì Â Á Í � Ã À Î É Â ¿ Ã Á À 	 Í  Â À Î É Â À � Ã �  Á Ã �  Ë Á � Ã Î Â �Å Æ � � � ú � À � ¿ Ã � Ã Â À � � Ä À � Ã Í � Â ¿ Ã � Ë Ä Ã Ì Â Ä Ë Î Ó Ë Î Ó Ã �  Ë Á � Ã Î Â Ì ¿ À � � � Ã � Í Î É Ã É Â Í Â ¿ Ã Â Ä À È Ã � Ë Î ÓÓ Ä Í  Î É �Å Æ � � � � ( ¿ Ë � Ã Â ¿ Ã � Í Î É  � Â Í Ä Í Ä Á  � � Ë Î Ó � Ë Î Ã Ë Ì � Ã Ë Î Ó Á  � � Ã É � Ë Î � Í Â Ë Í Î � 
 � Í Ä � Ã Ä Ì Ì ¿ À � � Î Í Â � ÃÁ Ã Ä � Ë Â Â Ã É É Ë Ä Ã � Â � 	  Î É Ã Ä Í È Ã Ä ¿ Ã À É Í Á Ã Ä À Â Ë Í Î Ì 
 Î Í Ä Ì ¿ À � � Â ¿ Ã 	 � Ã Á Ã Ä � Ë Â Â Ã É Í Î Â ¿ Ã� Ä Í Ì Ì À Ä � �Å Æ � � � � ( ¿ Ã Î Ì Â Ä Ë Î Ó Ë Î Ó Í Ä Ä Ã � Í È Ë Î Ó � Ë Ä Ã À � Í Î Ó Í Ä Í È Ã Ä Ì Â Ä Ã Ã Â Ì Í Ä ¿ Ë Ó ¿ � À 	 Ì 
 Â ¿ Ã Á À 	 Í  Â À Î ÉÂ À � Ã �  Á Ã �  Ë Á � Ã Î Â Ì ¿ À � � � Ã Á Ä Í È Ë É Ã É � Ë Â ¿ � À Ä Î Ë Î Ó � � À Ó Ì Ë Î À É É Ë Â Ë Í Î Â Í Î Í Ä � À � � Í Ä � À Ä Ã ÀÁ Ä Í Â Ã � Â Ë Í Î �Å Æ � � � � ( Í Ä � Ã Ä Ì Ì ¿ À � � Î Í Â Ë Î Â Ã Î Â Ë Í Î À � � 	 � Í Î Â À � Â � Ë Ä Ã Ì Â Ä Ë Î Ó Ë Î Ó Ã �  Ë Á � Ã Î Â Ë Î À � À Î Î Ã Ä � ¿ Ë � ¿� Í  � É Á Ã Ä � Ë Â Â ¿ Ã Ë Ä � Í É Ë Ã Ì Â Í � Ã � Í � Ã À Á À Ä À � � Ã � Á À Â ¿ Â Í Ó Ä Í  Î É �Å Æ � � � ' Ò Ä Ã � À  Â Ë Í Î Ì Ì ¿ À � � � Ã Â À � Ã Î Â Í À É Ã �  À Â Ã � 	 Ë Î Ì  � À Â Ã Â ¿ Ã � Í Ä � � À Î � Ä Í � Â ¿ Ã � Ë Ä Ã Í Ä � Ë Ä ÃÌ Â Ä Ë Î Ó Ë Î Ó Ã �  Ë Á � Ã Î Â � 	 Â ¿ Ã  Ì Ã Í � Ä  � � Ã Ä Á Ä Í Â Ã � Â Ë È Ã Ã �  Ë Á � Ã Î Â Í Ä Í Â ¿ Ã Ä À Á Á Ä Í È Ã É� Ã Â ¿ Í É Ì �Å Æ � � � � Ê Ã � Ë À � � Ã � Í � �  Î Ë � À Â Ë Í Î Ì � Ã Â � Ã Ã Î Â ¿ Ã Á À 	 Í  Â À Î É Â À � Ã �  Á Ã �  Ë Á � Ã Î Â Í Á Ã Ä À Â Í Ä Ì Ì ¿ À � � � Ã Ì Ã É �Å Æ � � � Å �  Ä Í  Î É Ë Î Ó À Î É Ñ Í Ä � � Ã À Ä À Î � Ã Î Ã Ã É Â Í � Ã � À Ë Î Â À Ë Î Ã É À Î É Ñ Í Ä � Í Î Â Ä Í � � Ã É � Í Ä Î 	 � Í Î Á  � � Ë Î Ó� Ë Î Ã Ì Â ¿ À Â � Ã � Í � Ã � Ã Â �Å Æ � � � Å Å / � Â � Í � À Ä Ã � Í Î É  � Â Í Ä Ì À Ä Ã Â Í � Ã Ì Á � Ë � Ã É 
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 � 	 � � � 
 ý � ÿ 	 þ � � � � � � þ � � ü � � � þë ì > ÷ > ë F 5 5 é M = ï ç 7 é î è ó å æ 5 5 @ é 6 ð î ó ï ; é ê é ; ï î ó é ê ò ï 6 é = î 5 é ó ó ç ê ð ç é ê 5 8 ï ó ð 5 æ è é ; æ î ; ; é ó ï ù î æ è é ; æ óð = è ð A ó é ê ò ï 6 é @ 8 è å é ê é ó ç é 6 è ï ò é ; é ç æ ê è 7 é î è
’s isolation procedures.� � � �  � 
 ! ÿ � � þ ü � þ " ýë ì > $ > ë F ç ê é L A ï ê ï î ù 6 å é 6 B ó å æ 5 5 @ é 7 æ ; é ð A æ 5 5 ï î ó è ê = 7 é î è æ è ï ð î 9 é M = ï ç 7 é î è 9 æ î ; 6 ð î è ê ð 5 ó 9é ó ó é î è ï æ 5 è ð è å é ð ç é ê æ è ï ð î ð A è å é @ ð ï 5 é ê >ë ì > $ > ë > æ F 5 5 ó = 6 å é M = ï ç 7 é î è ó å æ 5 5 @ é ð ç é ê æ @ 5 é æ î ; ï î ç ê ð ç é ê æ ; W = ó è 7 é î è A ð ê ó æ A é ð ç é ê æ è ï ð î >ë ì > $ > ë > @ ? å é ê é ó å æ 5 5 @ é 3 æ è é ê ó å ð 3 ï î ù ï î è å é @ ð ï 5 é ê ; ê = 7 ù æ = ù é ù 5 æ ó ó é ó ð ê ê é 7 ð è é ; ê = 73 æ è é ê 5 é ò é 5 ï î ; ï 6 æ è ð ê >
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ä å æ ç è é ê ë ì
– í é î é ê æ è ï ð î ñ é ò ï ó ï ð î ô ë õ ö ÷ ö ë õ ø æ ù é $

ë ì > $ > ë > 6 ? å é @ ð ï 5 é ê ó å æ 5 5 @ é è å ð ê ð = ù å 5 8 ç = ê ù é ; ð A A 5 æ 7 7 æ @ 5 é 7 ï N è = ê é ó @ é A ð ê é 5 ï ù å è ï î ù A ï ê é ó >ë ì > $ > õ F î æ ç ç ê ð ò é ; è ð ê 6 å ð ê ï ù î ï è é ê ó å æ 5 5 @ é = ó é ; A ð ê 5 ï ù å è ï î ù A ï ê é ó ï î æ @ ð ï 5 é ê >ë ì > $ > õ > æ ø é ê ó ð î î é 5 å æ î ; 5 ï î ù è å é è ð ê 6 å ó å æ 5 5 ê é 7 æ ï î 6 5 é æ ê ð A è å é ð ç é î ï î ù ï î è ð 3 å ï 6 å è å é5 ï ù å è é ; è ð ê 6 å ï ó ç 5 æ 6 é ; >ë ì > $ > õ > @ : ð î ù ó 5 é é ò é ï î ó = 5 æ è ï î ù è 8 ç é æ ê 7 ç ê ð è é 6 è ï ð î æ î ; A æ 6 é ó å ï é 5 ; ó å æ 5 5 @ é 3 ð ê î >ë ì > $ > õ > 6 V ù î ï è é ê ó ó å æ 5 5 @ é 6 å é 6 B é ; æ î ; 7 ð î ï è ð ê é ; è ð @ é @ = ê î ï î ù @ é A ð ê é @ = ê î é ê ó æ ê é ç 5 æ 6 é ;ï î ó é ê ò ï 6 é >ë ì > $ > ÷ C î ; é ê î ð 6 ð î ; ï è ï ð î ó å æ 5 5 @ = ê î é ê ó @ é 5 ï è A ê ð 7 æ å ð è @ ð ï 5 é ê 3 æ 5 5 >ë ì > $ > ÷ > æ V î 6 æ ó é ð A = î ó è æ @ 5 é A ï ê é ó ð ê 5 ð ó ó ð A A ï ê é ó ï î æ @ ð ï 5 é ê 9 A = é 5 ò æ 5 ò é ó ó å æ 5 5 @ é 6 5 ð ó é ; æ î ;è å é @ ð ï 5 é ê è å ð ê ð = ù å 5 8 ç = ê ù é ; @ é A ð ê é 5 ï ù å è ï î ù A ï ê é ó æ ù æ ï î >ë ì > $ > ÷ > @ ä ð î è ï î = é ; 7 ð î ï è ð ê ï î ù ð A A ï ê é ó ó å æ 5 5 @ é 7 æ ï î è æ ï î é ; = î è ï 5 ó è æ @ 5 é A ï ê é ó æ ê é æ ó ó = ê é ; >ë ì > $ > $ 4 ó è æ @ 5 ï ó å é ; ç ê ð 6 é ; = ê é ó A ð ê ó è æ ê è ï î ù = ç æ î ; ó å = è è ï î ù ; ð 3 î ó å æ 5 5 @ é ê ï ù ï ; 5 8 A ð 5 5 ð 3 é ; >ë ì > $ > $ > æ X é 6 é ó ó æ ê 8 ; é ò ï æ è ï ð î ó ó å æ 5 5 @ é 7 æ ; é 9 3 ï è å ó ç é 6 ï æ 5 ç é ê 7 ï ó ó ï ð î 9 æ î ; ó å æ 5 5 @ éê é 6 ð ê ; é ; >ë ì > $ > $ > @ I ð 5 5 ð 3 @ ð ï 5 é ê ó è æ î ; æ ê ; ó æ î ; T Y S ð ê ä > 4 > ó è æ ê è L = ç ï î ó è ê = 6 è ï ð î ó ó = 6 å æ ó Z L ë ' L ë U Z L÷ L ë 1 U Z L ÷ L ë ì >� � � #  � 
 ! ÿ � � ý ÿ � ü þ 
 � 	ë ì > ' > ë : ð ó ó ð A A ï ê é ó ó å æ 5 5 @ é 6 ð î ó ï ; é ê é ; æ î é 7 é ê ù é î 6 8 >ë ì > ' > õ ? å é A = é 5 ó = ç ç 5 8 è ð è å é æ A A é 6 è é ; @ ð ï 5 é ê ó å æ 5 5 @ é ï ó ð 5 æ è é ; ï 7 7 é ; ï æ è é 5 8 >ë ì > ' > ÷ T é A ð ê é ê é 5 ï ù å è ï î ù 9 ï è 7 = ó è @ é æ ó ó = ê é ; è å æ è æ 5 5 6 ð 7 @ = ó è ï @ 5 é ù æ ó é ó æ ê é ç = ê ù é ; >ë ì > ' > $ T é A ð ê é 7 æ B ï î ù ð @ ó é ê ò æ è ï ð î ó ð A @ ð ï 5 é ê A ï ê é ó ï ; é ó è å æ è ï î ò ð 5 ò é ð ç é î ï î ù ; ð ð ê ó ð ê 6 5 ð ó éæ ç ç ê ð æ 6 å è ð ð ç é î ï î ù ó 9 ç ê é 6 æ = è ï ð î ó 7 = ó è @ é è æ B é î A ð ê @ 5 ð 3 @ æ 6 B æ î ; ó = ï è æ @ 5 é é 8 éç ê ð è é 6 è ï ð î ó å æ 5 5 @ é = ó é ; >ë ì > ' > ' ñ é è = ê î æ î ; ó = ç ç 5 8 ò æ 5 ò é ó ó å æ 5 5 @ é 6 5 ð ó é ; @ é A ð ê é ê é 7 ð ò ï î ù æ @ = ê î é ê ù = î >ë ì > ' > J V î ó ç é 6 è ï ð î ó ð A A = é 5 ð ï 5 é M = ï ç 7 é î è æ î ; æ ê é æ ó æ ; W æ 6 é î è è å é ê é è ð 9 ó å æ 5 5 @ é 7 æ ; é ç é ê ï ð ; ï 6 æ 5 5 8è ð 6 å é 6 B A ð ê ð ï 5 5 é æ B ó æ î ; ; ê ï ç ó >ë ì > ' > ì I = é 5 ð ï 5 ó å æ 5 5 î ð è @ é æ 5 5 ð 3 é ; è ð ó ð æ B ï î è ð ç ï ç é ð ê é M = ï ç 7 é î è ï î ó = 5 æ è ï ð î æ î ; 6 æ = ó é æ A ï ê éå æ R æ ê ; >

EXHIBIT E 
ATTACHMENT 2 
PAGE 352 OF 416



ä å æ ç è é ê ë ì
– í é î é ê æ è ï ð î ñ é ò ï ó ï ð î ô ë õ ö ÷ ö ë õ ø æ ù é '

ë ì > ' > , E ï 5 ó ç ï 5 5 ó ó å æ 5 5 @ é 6 5 é æ î é ; = ç 3 ï è å ð = è ; é 5 æ 8 >� � � % � � þ � & � ÿ � � 
 � ÿ  � 
 ! ÿ � �ë ì > J > ë S ð ê B é ê ó ó å æ 5 5 î ð è é î è é ê A ï ê é ó ð ê 3 æ è é ê ó ï ; é ó ð A æ @ ð ï 5 é ê = î è ï 5 @ ð ï 5 é ê 6 5 é æ ê æ î 6 é ï ó ð @ è æ ï î é ; >ë ì > J > õ 4 î è é ê ï î ù è å é @ ð ï 5 é ê A ð ê ï î ó ç é 6 è ï ð î 3 ï 5 5 î ð è @ é ; ð î é = î è ï 5 è å é ç é ê ó ð î å ð 5 ; ï î ù è å é 6 5 é æ ê æ î 6 éï ó î ð è ï A ï é ; >ë ì > J > ÷ ø ê é 6 æ = è ï ð î ó ó å æ 5 5 @ é è æ B é î è ð ç ê é ò é î è A = é 5 ð ï 5 A ê ð 7 5 é æ B ï î ù ï î è ð æ A = ê î æ 6 é A ð 5 5 ð 3 ï î ù ó å = è; ð 3 î >ë ì > J > $ ñ é 7 ð ò é æ 5 5 @ = ê î é ê ó ï 7 7 é ; ï æ è é 5 8 æ A è é ê ç = ê ù ï î ù >� � � �  � 
 ! ÿ � � ! ü 	 þë ì > ì > ë S æ è é ê L 3 æ 5 5 ê ï î ù å é æ ; é ê æ î ; é 6 ð î ð 7 ï R é ê @ 5 ð 3 ; ð 3 î ò æ 5 ò é ó ó å æ 5 5 î ð è @ é ð ç é ê æ è é ; 3 å ï 5 é@ ð ï 5 é ê ï ó = î ; é ê 5 ð æ ; ð ê @ é ï î ù A ï ê é ; 3 ï è å ð è å é ê è å æ î ï ù î ï è ï ð î ð ê ç ï 5 ð è è ð ê 6 å é ó >ë ì > ì > õ D å ð = 5 ; æ @ 5 ð 3 ð A A 5 ï î é @ ê é æ B 9 æ è = @ é A æ ï 5 9 ð ê ó ð 7 é ó ï 7 ï 5 æ ê ó é ê ï ð = ó 5 é æ B ; é ò é 5 ð ç 9 è å é A ï ê éó å æ 5 5 @ é ; ê æ 3 î ð ê ê é è æ ê ; é ; ï 7 7 é ; ï æ è é 5 8 æ î ; ð è å é ê ç ê ð 6 é ; = ê é ó A ð 5 5 ð 3 é ; æ ó ê é 6 ð 7 7 é î ; é ;@ 8 è å é 7 æ î = A æ 6 è = ê é ê >ë ì > ì > ÷ S å é î è å é @ 5 ð 3 ; ð 3 î 5 ï î é ð A æ @ ð ï 5 é ê @ é ï î ù 3 ð ê B é ; ð î ï ó 6 ð î î é 6 è é ; è ð æ 6 ð 7 7 ð î@ 5 ð 3 ; ð 3 î 5 ï î é 3 ï è å ð è å é ê @ ð ï 5 é ê ó æ î ; ï è @ é 6 ð 7 é ó î é 6 é ó ó æ ê 8 è ð ð ç é î è å é @ 5 ð 3 ; ð 3 î ò æ 5 ò é óð A è å é @ ð ï 5 é ê @ é ï î ù 3 ð ê B é ; ð î 9 6 5 é æ ê æ î 6 é è æ ù ó ó å æ 5 5 @ é æ è è æ 6 å é ; è ð è å é @ 5 ð 3 ; ð 3 î ò æ 5 ò é óæ î ; è å é ò æ 5 ò é ó ç å 8 ó ï 6 æ 5 5 8 ê é î ; é ê é ; ï î ð ç é ê æ è ï ò é A ê ð 7 æ 5 5 @ ð ï 5 é ê ó >ë ì > ì > ÷ > æ ? å é ó é 6 5 é æ ê æ î 6 é è æ ù ó ó å æ 5 5 î ð è @ é ê é 7 ð ò é ; = î è ï 5 è å é ò æ 5 ò é ó ð A è å é @ ð ï 5 é ê @ é ï î ù3 ð ê B é ; ð î å æ ò é @ é é î ê é 6 5 ð ó é ; >ë ì > ì > ÷ > @ D é é í é î é ê æ è ï ð î ? æ ù ù ï î ù ø ê ð 6 é ; = ê é ó A ð ê 7 ð ê é ; é è æ ï 5 >ë ì > ì > $ 4 7 ç 5 ð 8 é é ó ó å æ 5 5 î ð è 3 ð ê B ð î ó æ A é è 8 ò æ 5 ò é ó 3 å ï 5 é @ ð ï 5 é ê ï ó = î ; é ê ç ê é ó ó = ê é 9 é N 6 é ç è è ð7 æ B é î é 6 é ó ó æ ê 8 æ ; W = ó è 7 é î è ó 9 î ð ê ó å æ 5 5 è å é 8 3 ð ê B î é æ ê = î ò é î è é ; ó æ A é è 8 ò æ 5 ò é ó 3 å ï 5 é è å é@ ð ï 5 é ê ï ó = î ; é ê ç ê é ó ó = ê é >ë ì > ì > ' : é æ B 8 7 æ î å é æ ; ó 9 å æ î ; å ð 5 é ç 5 æ è é ó 9 æ î ; @ ð 5 è é ; A 5 æ î ù é ó ð î ó è é æ 7 5 ï î é ó 9 ó å æ 5 5 î ð è @ é3 ð ê B é ; ð î = î ; é ê ç ê é ó ó = ê é 3 ï è å ð = è ù é è è ï î ù ó ç é 6 ï A ï 6 æ ç ç ê ð ò æ 5 A ê ð 7 è å é D = ç é ê ï î è é î ; é î è ð êæ = è å ð ê ï R é ; ê é ç ê é ó é î è æ è ï ò é >ë ì > ì > J T é A ð ê é æ @ ð ï 5 é ê 3 æ è é ê 6 ð 5 = 7 î ï ó ê é ç æ ï ê é ; ð ê æ ; W = ó è é ; 9 è å é = ç ç é ê æ î ; 5 ð 3 é ê ó å = è ð A A ò æ 5 ò é óó å æ 5 5 @ é 6 5 ð ó é ; æ î ; è å é ; ê æ ï î ð ç é î é ; è ð ê é 5 é æ ó é è å é ç ê é ó ó = ê é >
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ä å æ ç è é ê ë ì
– í é î é ê æ è ï ð î ñ é ò ï ó ï ð î ô ë õ ö ÷ ö ë õ ø æ ù é J

ë ì > ì > ì T é A ð ê é ç 5 æ 6 ï î ù æ @ ð ï 5 é ê 3 æ è é ê 6 ð 5 = 7 î ï î ó é ê ò ï 6 é 9 æ 5 5 ç é ê ó ð î î é 5 ó å æ 5 5 ç 5 æ 6 é è å é 7 ó é 5 ò é ó ó ðè å æ è ï A è å é ù æ = ù é ù 5 æ ó ó ó å ð = 5 ; ê = ç è = ê é 9 î ð ð î é 3 ð = 5 ; @ é ï î è å é ; ï ê é 6 è 5 ï î é ð A ó è é æ 7; ï ó 6 å æ ê ù é >ë ì > ì > , S å ï 5 é æ ç ç 5 8 ï î ù æ å 8 ; ê ð ó è æ è ï 6 è é ó è è ð æ @ ð ï 5 é ê 9 ð î 5 8 è å ð ó é ï î ó ç é 6 è ï î ù A ð ê 5 é æ B ó ó å æ 5 5 @ éï î ó ï ; é è å é @ ð ï 5 é ê >ë ì > ì > / V A ó æ A é è 8 ò æ 5 ò é ù æ ù ó æ ê é = ó é ; 9 6 æ ê é ó å æ 5 5 @ é è æ B é î è ð ó é é è å æ è è å é 8 æ ê é ê é 7 ð ò é ; @ é A ð ê éè å é @ ð ï 5 é ê ï ó A ï ê é ; >ë ì > ì > ë 1 F 5 5 é 7 ç 5 ð 8 é é ó ó å æ 5 5 ó è æ 8 6 5 é æ ê ð A 5 é æ B ï î ù ç ê é ó ó = ê ï R é ; é M = ï ç 7 é î è >ë ì > ì > ë 1 > æ X ð æ è è é 7 ç è ó å æ 5 5 @ é 7 æ ; é @ 8 æ î é 7 ç 5 ð 8 é é è ð ó è ð ç ð ê ó 5 ð 3 ó = 6 å æ 5 é æ B @ 8 = ó ï î ùå æ î ; ó 9 A é é è 9 ð ê ð è å é ê ç æ ê è ó ð A è å é @ ð ; 8 >ë ì > ì > ë 1 > @ ? å é ç = 7 ç 9 6 ð 7 ç ê é ó ó ð ê 9 ð ê é î ù ï î é 9 ó å æ 5 5 @ é ó è ð ç ç é ; æ ó ó ð ð î æ ó è å é 5 é æ B ï ó; é è é 6 è é ; >ë ì > ì > ë ë V î 5 é è æ î ; ð = è 5 é è 6 ï ê 6 = 5 æ è ï î ù 3 æ è é ê ò æ 5 ò é ó ó å æ 5 5 @ é 5 ð 6 B é ; ð = è ð ê è æ ù ù é ; ð = è æ î ; ç å 8 ó ï 6 æ 5 5 8ê é î ; é ê é ; ï î ð ç é ê æ è ï ò é @ é A ð ê é é 7 ç 5 ð 8 é é ó é î è é ê è å é 3 æ è é ê @ ð N ð A æ 6 ð î ; é î ó é ê >ë ì > ì > ë ë > æ V A è å é ó é ò æ 5 ò é ó æ ê é é 5 é 6 è ê ï 6 æ 5 5 8 ð ç é ê æ è é ; 9 è å é ï ê 7 æ ï î @ ê é æ B é ê ó ó å æ 5 5 @ é ð ç é î é ; 9ç å 8 ó ï 6 æ 5 5 8 ê é î ; é ê é ; ï î ð ç é ê æ è ï ò é 9 æ î ; 5 ð 6 B é ; ð = è ð ê è æ ù ù é ; ð = è >ë ì > ì > ë õ F 5 5 @ ð ï 5 é ê ç 5 æ î è ó æ A é è 8 ; é ò ï 6 é ó ó = 6 å æ ó ó æ A é è 8 ò æ 5 ò é ó 9 ê é 5 ï é A ò æ 5 ò é ó 9 A = é 5 è ê ï ç ç ï î ù ; é ò ï 6 é ó 9æ = N ï 5 ï æ ê 8 è ê ï ç ç ï î ù ê é 5 æ 8 ó 9 ï î è é ê 5 ð 6 B ó 9 æ î ; æ 5 æ ê 7 ó 9 ó å æ 5 5 @ é è é ó è é ; ç é ê ï ð ; ï 6 æ 5 5 8 æ ó ó ç é 6 ï A ï é ;@ 8 ç 5 æ î è 7 æ î æ ù é 7 é î è >ë ì > ì > ë ÷ S å é î 5 æ î 6 ï î ù @ ð ï 5 é ê ó 9 é 7 ç 5 ð 8 é é ó ó å æ 5 5 3 é æ ê æ 5 ð î ù L ó 5 é é ò é ; 9 î ð î L ó 8 î è å é è ï 6 7 æ è é ê ï æ 5ó å ï ê è 9 @ = è è ð î é ; æ è è å é 6 ð 5 5 æ ê G ð ê X ð 7 é N 6 ð ò é ê æ 5 5 ó H 9 ù 5 ð ò é ó 9 æ ó æ A é è 8 å æ ê ; å æ è 9 æ A æ 6 éó å ï é 5 ; 9 æ î ; ó æ A é è 8 ù 5 æ ó ó é ó >ë ì > ì > ë $ ? å é @ ð ï 5 é ê ð ç é ê æ è ð ê ó å æ 5 5 @ é î ð è ï A ï é ; @ é A ð ê é æ î 8 ; ð ð ê ð î æ @ ð ï 5 é ê ï ó ð ç é î é ; 9 @ é 6 æ = ó é è å éA ï ê é 7 ï ù å è A 5 æ ó å ð = è ; = é è ð æ ç ð ó ï è ï ò é ç ê é ó ó = ê é 3 ï è å ï î >ë ì > ì > ë ' E î 5 8 æ = è å ð ê ï R é ; ç é ê ó ð î î é 5 ó å æ 5 5 @ é ç é ê 7 ï è è é ; è ð ð ç é î @ ð ï 5 é ê ; ð ð ê ó > 4 7 ç 5 ð 8 é é ó ó å æ 5 5ó è æ î ; è ð ð î é ó ï ; é 3 å é î ð ç é î ï î ù æ @ ð ï 5 é ê ; ð ð ê >ë ì > ì > ë J S å é î ê é M = ï ê é ; 9 @ ð ï 5 é ê ; ð ð ê ó ó å æ 5 5 @ é 6 5 ð ó é ; @ é A ð ê é 5 é æ ò ï î ù è å é æ ê é æ >ë ì > ì > ë ì V î = î ï è ó è å æ è å æ ò é @ ð è å ï î ; = 6 é ; ; ê æ A è A æ î ó æ î ; A ð ê 6 é ; ; ê æ A è A æ î ó 9 3 å é î ç ê æ 6 è ï 6 æ @ 5 é 9 è å é= î ï è ó å ð = 5 ; @ é ç 5 æ 6 é ; ð î æ A ï N é ; 5 ð æ ; æ î ; è å é ï î ; = 6 é ; æ î ; A ð ê 6 é ; ; ê æ A è A æ î ó ð î å æ î ;6 ð î è ê ð 5 è ð 5 é ó ó é î è å é ; æ î ù é ê ð A æ ç ð ó ï è ï ò é ç ê é ó ó = ê é >ë ì > ì > ë , 4 7 ç 5 ð 8 é é ó ó å æ 5 5 ó è æ î ; è ð ð î é ó ï ; é 3 å é î = ó ï î ù ç 5 = ù ó ð ê @ ê = ó å é ó 3 ï è å æ î æ ï ê ù = î è ð 6 5 é æ îè = @ é ó >
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ä å æ ç è é ê ë ì
– í é î é ê æ è ï ð î ñ é ò ï ó ï ð î ô ë õ ö ÷ ö ë õ ø æ ù é ì

ë ì > ì > ë / T é A ð ê é ê é 7 ð ò ï î ù æ ò æ 5 ò é @ ð î î é è ð ê ó è = A A ï î ù @ ð N ù 5 æ î ; 9 ð ê @ ê é æ B ï î ù æ A 5 æ î ù é ; W ð ï î è ð êð è å é ê ç ê é ó ó = ê é 6 ð î î é 6 è ï ð î ó 9 è å é ç ê é ó ó = ê é ó å æ 5 5 @ é ê é 5 ï é ò é ; æ î ; è å é ó 8 ó è é 7 ; ê æ ï î é ; 9ç å 8 ó ï 6 æ 5 5 8 ê é î ; é ê é ; ï î ð ç é ê æ è ï ò é 9 æ î ; è æ ù ù é ; >ë ì > ì > õ 1 4 7 ç 5 ð 8 é é ó ó å æ 5 5 = ó é ð î 5 8 å ð ó é ó è å æ è æ ê é æ ç ç ê ð ò é ; A ð ê è å é ï î è é î ; é ; = ó é >ë ì > ì > õ ë F ï ê æ î ; 3 æ è é ê å ð ó é ó ó å æ 5 5 î ð è @ é = ó é ; A ð ê ó è é æ 7 >ë ì > ì > õ õ D è é æ 7 å ð ó é ó ó å æ 5 5 @ é ï î ó = 5 æ è é ; ó = A A ï 6 ï é î è 5 8 è ð æ ò ð ï ; @ = ê î ó A ê ð 7 æ 6 6 ï ; é î è æ 5 6 ð î è æ 6 è >ë ì > ì > õ ÷ S å ï 5 é 3 ð ê B ï î ù ð ê ç ð = î ; ï î ù ð î å ð ç ç é ê ó è ð æ ï ; è å é ê é 7 ð ò æ 5 ð A A 5 8 æ ó å ð ê ó ï A è ï î ù ó 9é 7 ç 5 ð 8 é é ó ó å æ 5 5 3 é æ ê ; = ó è ç ê ð ð A ù ð ù ù 5 é ó 9 ; = ó è ê é ó ç ï ê æ è ð ê 9 ù 5 ð ò é ó 9 æ î ; 5 ð î ù L ó 5 é é ò é ; ó å ï ê è@ = è è ð î é ; æ è è å é 6 ð 5 5 æ ê G ð ê X ð 7 é N 6 ð ò é ê æ 5 5 ó H >ë ì > ì > õ $ [ = ó è ç ê ð ð A ù ð ù ù 5 é ó ó å æ 5 5 @ é 3 ð ê î æ î ; 6 æ ê é é 7 ç 5 ð 8 é ; 3 å é î ê é 7 ð ò ï î ù ï î ó ç é 6 è ï ð î ç 5 = ù óA ê ð 7 å ð ç ç é ê ó >ë ì > ì > õ ' F ó å ç ï è ; ð ð ê ó æ î ; ù æ è é ó ó å æ 5 5 @ é ð ç é î é ; æ î ; 6 5 ð ó é ; 6 æ = è ï ð = ó 5 8 >ë ì > ì > õ J ? å é A ð 5 5 ð 3 ï î ù æ ç ç 5 ï é ó è ð 3 æ è é ê æ î ; ó è é æ 7 ó ç æ 6 é ó æ ó ó ð 6 ï æ è é ; 3 ï è å @ ð ï 5 é ê ó ôë ì > ì > õ J > æ F ; é ó ï ù î æ è é ; é 7 ç 5 ð 8 é é ó å æ 5 5 ï î ó ç é 6 è 6 ð î ; ï è ï ð î ó @ é A ð ê é 3 ð ê B ï ó ç é ê 7 ï è è é ; æ î ; æ A è é êï è ó
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ä å æ ç è é ê ë ì
– í é î é ê æ è ï ð î ñ é ò ï ó ï ð î ô ë õ ö ÷ ö ë õ ø æ ù é ,
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ä å æ ç è é ê ë ì
– í é î é ê æ è ï ð î ñ é ò ï ó ï ð î ô ë õ ö ÷ ö ë õ ø æ ù é /
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ä å æ ç è é ê ë ì
– í é î é ê æ è ï ð î ñ é ò ï ó ï ð î ô ë õ ö ÷ ö ë õ ø æ ù é ë 1
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ä å æ ç è é ê ë ì
– í é î é ê æ è ï ð î ñ é ò ï ó ï ð î ô ë õ ö ÷ ö ë õ ø æ ù é ë ë
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to avoid presenting “an 

attractive nuisance” to children and to prevent injury to persons or damage to passing l b ^ g  ¬ b m ´d e ´ p ´ d e Ã ^ b i ^ _ ³ ¬ g i j µ c ³ m ^ ¯  _ c b m ^ _ ¬ ¬ µ b a _ Ç b i a ^ _ a g a ± n b m i n a b Ð a b i ± n l b c a ^ b m g ± b n » a ^ ba c ³  Ç ´� � � � � � z � � � � � y v z � � y z � � � y � t � � � | � x � z �d e ´ r ´ d Î b » n c b _ i ® b h ` ¬ n ® b b  ¬ g h µ m ¯ b i a b c m ¯ n c ª n c Ç m _ c n ³ i ± _ i ® a c b b ¯ _  ¬ n m b g i m ` b  a g n i m ^ _ ¬ ¬µ b h _ ± b a n ± b a b c h g i b ª ^ b a ^ b c _ i b ¬ b  a c g   n i ± ³  a n c ` _ m m b m ª g a ^ g i d Â Í » b b a n » a ^ b a c b b ´d e ´ r ´ p Ã g c b m g i ` c n Ð g h g a ® a n a c b b a c g h h g i j m ^ _ ¬ ¬ µ b  n i m g ± b c b ± _ m b i b c j g Å b ± ¯ ³ i ¬ b m m a b m a b ± a nµ b ± b _ ± _ i ± _ c b j c n ³ i ± b ± ´
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d e ´ r ´ r ½ ¬ ¬ b h ` ¬ n ® b b m g i l n ¬ l b ± ª g a ^ a c b b a c g h h g i j ¯ n a ^ b c a ^ _ i ¬ g i b Í  ¬ b _ c _ i  b a c b b a c g h h b c m n c¶ ³ _ ¬ g » g b ± b ¬ b  a c g  _ ¬ ¬ g i b ª n c Ç b c m ¯ m ^ _ ¬ ¬ h _ g i a _ g i a ^ b » n ¬ ¬ n ª g i j h g i g h ³ h  ¬ b _ c _ i  b m » c n hb i b c j g Å b ±  n i ± ³  a n c m _ i ± b ¶ ³ g ` h b i a od e ´ r ´ r ´ _ Á n c ¬ g i b m _ i ± b ¶ ³ g ` h b i a b i b c j g Å b ± _ a ¡ Â Ç l n c ¬ b m m ¯ a ^ b h g i g h ³ h  ¬ b _ c _ i  b± g m a _ i  b g m d Â Í » b b a ´d e ´ r ´ r ´ µ Á n c ¬ g i b m _ i ± b ¶ ³ g ` h b i a b i b c j g Å b ± _ a h n c b a ^ _ i ¡ Â Ç l ¯ a ^ b h g i g h ³ h  ¬ b _ c _ i  b± g m a _ i  b g m d Â Í » b b a ` ¬ ³ m � Í g i  ^ b m » n c b l b c ® d Â Ç l n l b c ¡ Â Ç l ´d e ´ r ´ r ´  Æ ³ h µ b c m b Ð ` c b m m b ± _ c b ` ^ _ m b Í a n Í j c n ³ i ± ´d e ´ r ´ � º i ¬ ® ¬ g i b Í  ¬ b _ c _ i  b a c b b a c g h h b c m m ^ _ ¬ ¬ ` b c » n c h a c b b a c g h h g i j g » _ i b ¬ b  a c g  _ ¬ ^ _ Å _ c ±b Ð g m a m n c g » ` _ c a m n » a ^ b a c b b m _ c b ª g a ^ g i d Â Í » b b a n » b Ð ` n m b ± b i b c j g Å b ± n l b c ^ b _ ± n i ± ³  a n c m n c b ¶ ³ g ` h b i a ´d e ´ r ´ ¡ ½ m b  n i ± ¬ g i b Í  ¬ b _ c _ i  b a c b b a c g h h b c m ^ _ ¬ ¬ µ b ª g a ^ g i i n c h _ ¬ l n g  b  n h h ³ i g  _ a g n i _ i ±^ _ l b  ¬ g h µ g i j j b _ c ª g a ^ g i ¡ Â Í » b b a n » a ^ b ª n c Ç _ c b _ g » _ i ® n » a ^ b » n ¬ ¬ n ª g i j  n i ± g a g n i mb Ð g m a od e ´ r ´ ¡ ´ _ Ï » _ ¬ g i b Í  ¬ b _ c _ i  b a c b b a c g h h b c g m a n _ ` ` c n _  ^  ¬ n m b c a ^ _ i d Â Í » b b a a n _ i ® n i ± ³  a n c n c b ¬ b  a c g  _ ¬ _ ` ` _ c _ a ³ m b i b c j g Å b ± _ a h n c b a ^ _ i § ¡ Â Í l n ¬ a m ´d e ´ r ´ ¡ ´ µ Ï » µ c _ i  ^ b m n c ¬ g h µ m µ b g i j c b h n l b ± _ c b  ¬ n m b c a n ¬ g i b m b i b c j g Å b ± _ a h n c b a ^ _ i§ ¡ Â Í l n ¬ a m n c _ c b ª g a ^ g i a ^ b ± g m a _ i  b m ¬ g m a b ± g i f _ µ ¬ b k ¥ ¯ ] ^ _ ` a b c d p ¯ m b  a g n i d p ´ � ´d e ´ r ´ ¡ ´  Ï » c n ` g i j g m i b  b m m _ c ® a n c b h n l b µ c _ i  ^ b m n c ¬ g h µ m » c n h b i b c j g Å b ±  n i ± ³  a n c m n c_ ` ` _ c _ a ³ m h n c b a ^ _ i § ¡ Â Í l n ¬ a m ´d e ´ r ´ ¥ ° g i b Í  ¬ b _ c _ i  b a c b b a c g h h b c m m ^ _ ¬ ¬ h _ g i a _ g i  ¬ b _ c _ i  b m » c n h b i b c j g Å b ±  n i ± ³  a n c m _ mm ^ n ª i g i ] ^ _ ` a b c d p ¯ ¹ b  a g n i d p ´ � ¯ f _ µ ¬ b k Í ¥ ´d e ´ r ´ § ° g i b Í  ¬ b _ c _ i  b a c b b a c g h h b c m m ^ _ ¬ ¬ ³ m b g i m ³ ¬ _ a g i j b ¶ ³ g ` h b i a _ i ± c ³ µ µ b c j ¬ n l b m ª ^ b ic b h n l g i j µ c _ i  ^ b m a ^ _ a _ c b  n i a _  a g i j b Ð ` n m b ± b i b c j g Å b ±  n i ± ³  a n c m n c b ¶ ³ g ` h b i a n ca ^ _ a _ c b ª g a ^ g i a ^ b ± g m a _ i  b m ¯ n c ^ _ l b a ^ b ` n a b i a g _ ¬ a n µ b  n h b ª g a ^ g i a ^ b ± g m a _ i  b m ¯m ` b  g » g b ± g i ] ^ _ ` a b c d p ¯ m b  a g n i d p ´ � ´d e ´ r ´ § ´ _ ° g h µ m µ b g i j c b h n l b ± » c n h  n i a _  a ª g a ^ ª g c b m _ c b a n µ b ^ _ i ± ¬ b ± ª g a ^ a ^ b m _ h b` c b  _ ³ a g n i m _ m a ^ b ª g c b m a ^ b h m b ¬ l b m ´d e ´ r ´ § ´ µ ] _ c b m ^ _ ¬ ¬ µ b a _ Ç b i a n ` c b l b i a ¬ g h µ m µ b g i j c b h n l b ± » c n h  n h g i j g i  n i a _  a ª g a ^a ^ b
tree trimmer’s body.d e ´ r ´ e ° _ ± ± b c m ¯ ` ¬ _ a » n c h m ¯ _ b c g _ ¬ ¬ g » a m ¯ a n n ¬ m ¯ _ i ± b ¶ ³ g ` h b i a m ^ _ ¬ ¬ i n a µ b µ c n ³ j ^ a  ¬ n m b c a n _ ib i b c j g Å b ±  n i ± ³  a n c n c _ ` ` _ c _ a ³ m a ^ _ i a ^ b ² g i g h ³ h ½ ` ` c n _  ^ Ä g m a _ i  b m ¬ g m a b ± g i] ^ _ ` a b c d p ¯ ¹ b  a g n i d p ´ � ´
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d e ´ r ´ À f c b b Í a c g h h g i j _ i ± a c b b Í » b ¬ ¬ g i j ª n c Ç m ^ n ³ ¬ ± a b c h g i _ a b _ i ± b h ` ¬ n ® b b m m ^ n ³ ¬ ± µ b h n l b ±a n _ ` ¬ _  b n » m _ » b a ® ± ³ c g i j b ¬ b  a c g  _ ¬ m a n c h m _ i ± ` b c g n ± m n » ^ g j ^ ª g i ± m n c n a ^ b c ³ i ³ m ³ _ ¬ª b _ a ^ b c  n i ± g a g n i m a ^ _ a _ c b ± _ i j b c n ³ m a n b h ` ¬ n ® b b m ´d e ´ r ´ d Â « h ` ¬ n ® b b m m ^ _ ¬ ¬ i n a c b h n l b a c b b ¬ g h µ m n c µ c _ i  ^ b m » c n h _ µ n l b b i b c j g Å b ±  n i ± ³  a n c mª ^ g ¬ b n a ^ b c b h ` ¬ n ® b b m _ c b ª n c Ç g i j g i a c b b m µ b ¬ n ª a ^ b  n i ± ³  a n c m g i a ^ b m _ h b m ` _ i ´d e ´ r ´ d d f c b b ¬ g h µ m m ^ _ ¬ ¬ i n a µ b ± c n ` ` b ± n i  n i ± ³  a n c m ´d e ´ r ´ d p k n ` b m m ^ _ ¬ ¬ i n a µ b a ^ c n ª i n l b c  n i ± ³  a n c m n c  c n m m _ c h m » n c a ^ b ` ³ c ` n m b n » ³ m g i j a ^ b n i ± ³  a n c n c  c n m m _ c h _ m _ m ³ ` ` n c a n c ^ g a  ^ ´d e ´ r ´ d r Î c n Ç b i n c » _ ¬ ¬ b i ª g c b m m ^ _ ¬ ¬ i n a µ b ^ _ i ± ¬ b ± b Ð  b ` a µ ® ` b c m n i m b Ð ` b c g b i  b ± g i m ³  ^ª n c Ç ´d e ´ r ´ d � Ã ^ b i ª n c Ç g i j i b _ c ª g c b m ¯ a ^ b b h ` ¬ n ® b b m ^ _ ¬ ¬ ^ _ l b a ^ b g c  ¬ g h µ g i j c n ` b m n m b  ³ c b ± a ^ _ ag i a ^ b b l b i a a ^ b ® m ¬ g ` n c _ ¬ g h µ µ c b _ Ç m ¯ a ^ b ® ª g ¬ ¬ m ª g i j » c b b _ i ±  ¬ b _ c n » a ^ b ª g c b m ´d e ´ r ´ d ¡ Ä c ® c n ` b m m ^ _ ¬ ¬ µ b ³ m b ± g i a c b b m a ^ c n ³ j ^ ª ^ g  ^ b i b c j g Å b ±  n i ± ³  a n c m ` _ m m ´d e ´ r ´ d ¥ Á n c _ ± ± g a g n i _ ¬ g i » n c h _ a g n i  n i  b c i g i j ª n c Ç g i j i b _ c b i b c j g Å b ±  n i ± ³  a n c m ¯ c b » b c a nº ¹ © ½ d À d Â ´ p ¥ À ¾ c ¿ ´� � � � � z y y � y � � � � �d e ´ � ´ d f ^ b b h ` ¬ n ® b b » b ¬ ¬ g i j a ^ b a c b b m ^ _ ¬ ¬ ` ¬ _ i _  ¬ b _ c c b a c b _ a ` _ a ^ µ b » n c b _  ³ a g m m a _ c a b ± ´d e ´ � ´ p f ^ b » b ¬ ¬ b c m ^ _ ¬ ¬ m ^ ³ a n » » ^ g m m _ ª µ b » n c b ^ b m a _ c a m ^ g m c b a c b _ a ´d e ´ � ´ r f ^ b » b ¬ ¬ b c m ^ _ ¬ ¬ _ ` ` c _ g m b a ^ b m g a ³ _ a g n i » n c ± b _ ± ¬ g h µ m ¯ a ^ b ¬ b _ i n » a ^ b a c b b a n µ b  ³ a ¯ ª g i ± n i ± g a g n i m ¯ _ i ± n a ^ b c ^ _ Å _ c ± m ¯ _ i ± b Ð b c  g m b ` c n ` b c ` c b  _ ³ a g n i m µ b » n c b a ^ b  ³ a g mm a _ c a b ± ´d e ´ � ´ � Ã ^ b i » b ¬ ¬ g i j _ a c b b ¯ _ i ³ i ± b c  ³ a m ^ _ ¬ ¬ µ b h _ ± b _ µ n ³ a d q r a ^ b ± g _ h b a b c n » a ^ b a c b b a nj ³ g ± b a ^ b a c b b g i a ^ b ± g c b  a g n i a n » _ ¬ ¬ _ i ± c b ± ³  b a ^ b ` n m m g µ g ¬ g a ® n » m ` ¬ g a a g i j ´d e ´ � ´ � ´ _ ½ µ _  Ç n c » b ¬ ¬ g i j  ³ a m ^ _ ¬ ¬ µ b h _ ± b ` _ c _ ¬ ¬ b ¬ a n a ^ b g i i b c b ± j b n » a ^ b ³ i ± b c  ³ a _ i ±_ ` ` c n Ð g h _ a b ¬ ® p Í g i  ^ b m ^ g j ^ b c a ^ _ i a ^ b ³ i ± b c  ³ a ´d e ´ � ´ ¡ º i a b c c _ g i ª ^ b c b a c b b m _ c b ¬ g Ç b ¬ ® a n m ¬ g ± b n c c n ¬ ¬ ¯ » b ¬ ¬ b c m m ^ _ ¬ ¬ » b ¬ ¬ a c b b m » c n h a ^ b ³ ` ^ g ¬ ¬m g ± b ´d e ´ � ´ ¥ Æ n n i b m ^ _ ¬ ¬ µ b _ ¬ ¬ n ª b ± a n ª n c Ç g i _ a c b b ¬ n  _ a b ± i b _ c _ a c b b a ^ _ a g m µ b g i j » b ¬ ¬ b ± g » a ^ b c bg m _ i ® ± _ i j b c n » g a m µ b g i j m a c ³  Ç µ ® _ i ® ` _ c a n » a ^ b » _ ¬ ¬ g i j a c b b ´
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d e ´ � ´ ¥ ´ _ f ^ b c b  n h h b i ± b ± ± g m a _ i  b µ b a ª b b i ª n c Ç b c m g m a ª g  b a ^ b ^ b g j ^ a n » a ^ b a c b b mµ b g i j » b ¬ ¬ b ± ´d e ´ � ´ § ½ ¬ ¬ ` b c m n i m i n a b i j _ j b ± g i a ^ b » b ¬ ¬ g i j n ` b c _ a g n i m ^ _ ¬ ¬ µ b Ç b ` a  ¬ b _ c n » j ³ g ± b c n ` b m _ i ±n a ^ b c c g j j g i j ´d e ´ � ´ e ] ¬ b _ c ª _ c i g i j m ^ _ ¬ ¬ µ b j g l b i a n _ ¬ ¬ b h ` ¬ n ® b b m g i a ^ b _ c b _ ª ^ b i a c b b m _ c b a n µ b » b ¬ ¬ b ± n c^ b _ l ® a c b b h b h µ b c m _ c b a n µ b ± c n ` ` b ± ´d e ´ � ´ À º i  b a ^ b » b ¬ ¬ g i j n » _ a c b b ^ _ m µ b b i m a _ c a b ± ¯ g a m ^ _ ¬ ¬ µ b  n h ` ¬ b a b ± µ b » n c b ¬ b _ l g i j a ^ b · n µ ´� � � � t v z y v � � � � y � �   � w y v � � t | x x � � � � � � � �d e ´ ¡ ´ d k n ` b m m ^ _ ¬ ¬ µ b g i m ` b  a b ± _ a ¬ b _ m a ± _ g ¬ ® _ i ± µ b » n c b b _  ^ ³ m b ´d e ´ ¡ ´ d _ Ä _ h _ j b ± m b  a g n i m m ^ _ ¬ ¬ µ b  ³ a n ³ a _ i ± ± b m a c n ® b ± n c a ^ b c n ` b c b ` ¬ _  b ± ´d e ´ ¡ ´ p k n ` b m m ^ _ ¬ ¬ µ b Ç b ` a _ ª _ ® » c n h » g c b ¯ _  g ± m ¯ n g ¬ ¯  ^ b h g  _ ¬ m ¯ _ i ± _ ¬ ¬ m n ³ c  b m n » b Ð  b m m g l b^ b _ a ´d e ´ ¡ ´ r Ä c _ j j g i j c n ` b m n l b c c n ³ j ^ m ³ c » _  b m _ i ± m ^ _ c ` n µ · b  a m ¯ m ³  ^ _ m c n  Ç m ¯ m ^ _ ¬ ¬ µ b _ l n g ± b ± ´d e ´ ¡ ´ � k n ` b m m ^ _ ¬ ¬ µ b m a n c b ± m b ` _ c _ a b ¬ ® » c n h m ^ _ c ` Í b ± j b ±  ³ a a g i j a n n ¬ m ´d e ´ ¡ ´ ¡ ] ¬ g h µ g i j c n ` b m m ^ _ ¬ ¬ ^ _ l b _ h g i g h ³ h ± g _ h b a b c n » Â ´ ¡ Í g i  ^ b m ¾ d ´ p  h ¿ ª g a ^ h g i g h ³ hµ c b _ Ç g i j m a c b i j a ^ n » p ¯ r Â Â Í ` n ³ i ± m ¾ d Â ´ p Ç Æ ¿ ´d e ´ ¡ ´ ¥ ] ¬ g h µ g i j c n ` b h _ ® i n a µ b m ` ¬ g  b ± ´d e ´ ¡ ´ ¥ ´ _ ¹ ® i a ^ b a g  c n ` b m ^ _ ¬ ¬ ^ _ l b _ i b ¬ _ m a g  g a ® n » i n a h n c b a ^ _ i § Í ` b c  b i a ´d e ´ ¡ ´ § k n ` b m m ^ _ ¬ ¬ µ b  n g ¬ b ± _ i ± ` g ¬ b ± n c m ³ m ` b i ± b ± m n a ^ _ a _ g c  _ i  g c  ³ ¬ _ a b a ^ c n ³ j ^ a ^ b  n g ¬ m ´d e ´ ¡ ´ e k n ` b b i ± m m ^ _ ¬ ¬ µ b m b  ³ c b ± a n ` c b l b i a ³ i c _ l b ¬ g i j ´d e ´ ¡ ´ À ½ c n ` b a ^ _ a ^ _ m  n h ` c n h g m b ± g i m ³ ¬ _ a g n i ¾ b ´ j ´ ¯ ª b a n c  n i a _ h g i _ a b ± ¿ ¯ h _ ® i n a µ b ³ m b ±i b _ c b Ð ` n m b ± b i b c j g Å b ± ¬ g i b m ´d e ´ ¡ ´ d Â f ^ b  ³ a a g i j b ± j b n » a n n ¬ m m ^ _ ¬ ¬ µ b m ³ g a _ µ ¬ ® m ^ b _ a ^ b ± n c j ³ _ c ± b ± ¯ b Ð  b ` a ª ^ g ¬ b g i _  a ³ _ ¬³ m b ´d e ´ ¡ ´ d d ] ³ a a g i j a n n ¬ m m ^ _ ¬ ¬ µ b Ç b ` a m ^ _ c ` _ i ± ` c n ` b c ¬ ® m ^ _ ` b ± ´d e ´ ¡ ´ d p
When not in actual use, the trimmer’s saw shall be returned to the scabbard.d e ´ ¡ ´ d r ½ Ð b m m ^ _ ¬ ¬ i n a µ b ³ m b ± g i a c b b m n c  _ c c g b ± n i a ^ b m ^ n ³ ¬ ± b c ´
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’

ª b g j ^ a ´d e ´ ¡ ´ d ¥ ° _ ± ± b c m m ^ _ ¬ ¬ µ b c b h n l b ± » c n h a ^ b µ _ m b n » a ^ b a c b b ª ^ b i i n a g i ³ m b ´� � � ¢ � � £ y z � z � } } � � � � ¤ | � w } y � xd e ´ ¥ ´ d ] ^ _ g i Í m _ ª n ` b c _ a n c m m ^ _ ¬ ¬ g i m ` b  a a ^ b m _ ª µ b » n c b b _  ^ ³ m b a n _ m m ³ c b a ^ _ a _ ¬ ¬ ^ _ i ± ¬ b m_ i ± j ³ _ c ± m _ c b g i ` ¬ _  b _ i ± a g j ^ a ¯ a ^ _ a _ ¬ ¬  n i a c n ¬ m » ³ i  a g n i ` c n ` b c ¬ ® ¯ _ i ± a ^ _ a a ^ b h ³ » » ¬ b cg m n ` b c _ a g n i _ ¬ ´d e ´ ¥ ´ p ] ^ _ g i Í
saw operators shall follow manufacturer’s instructions on operation and h _ g i a b i _ i  b ´d e ´ ¥ ´ r

All chain saws shall be equipped with “deadman” controls which prevent the device » c n h µ b g i j ¬ n  Ç b ± g i a ^ b
“on” 

` n m g a g n i ´d e ´ ¥ ´ � « h ` ¬ n ® b b m n ` b c _ a g i j ` n ª b c b ± a c g h h g i j b ¶ ³ g ` h b i a m ^ _ ¬ ¬ ª b _ c m ³ g a _ µ ¬ b b ® b ¯ b _ c ¯ _ i ±» _  b ` c n a b  a g n i ´d e ´ ¥ ´ ¡ s n ª b c m _ ª m ª b g j ^ g i j h n c b a ^ _ i d ¡ Í ` n ³ i ± m ¯ a ^ _ a _ c b ³ m b ± g i a c b b m ¯ m ^ _ ¬ ¬ µ b m ³ ` ` n c a b ±µ ® _ m b ` _ c _ a b ¬ g i b ¯ ³ i ¬ b m m a ^ b ª n c Ç g m ` b c » n c h b ± » c n h _ i _ b c g _ ¬ ¬ g » a n c i n m ³ ` ` n c a g i j¬ g h µ m _ c b _ l _ g ¬ _ µ ¬ b ´d e ´ ¥ ´ ¥ Ã ^ b i m a _ c a g i j _  ^ _ g i m _ ª ¯ g a m ^ _ ¬ ¬ µ b ` ¬ _  b ± n i n c _ j _ g i m a _ m n ¬ g ± m ³ ` ` n c a _ i ± a ^ b _ c b _ ¬ b _ c b ± n » _ ¬ ¬  n Í ª n c Ç b c m ´d e ´ ¥ ´ § f ^ b n ` b c _ a n c m ^ _ ¬ ¬ j c g ` a ^ b  ^ _ g i m _ ª ª g a ^ µ n a ^ ^ _ i ± m ± ³ c g i j a ^ b b i a g c b  ³ a a g i jn ` b c _ a g n i ´d e ´ ¥ ´ e ¹ _ ª µ ³ h ` b c m ^ _ ¬ ¬ µ b _ j _ g i m a a ^ b a c b b n c ¬ g h µ µ b » n c b m a _ c a g i j _  ³ a ´d e ´ ¥ ´ À ] ^ _ g i Í m _ ª n ` b c _ a n c m m ^ _ ¬ ¬ ¯ ª ^ b i i b  b m m _ c ® ¯  ¬ b _ c a ^ b g h h b ± g _ a b _ c b _ _ c n ³ i ± a ^ b g c ª n c Ça n h _ Ç b  b c a _ g i a ^ _ a µ c ³ m ^ ª g ¬ ¬ i n a g i a b c » b c b ª g a ^ b g a ^ b c a ^ b  ^ _ g i m _ ª n c n ` b c _ a n c ´d e ´ ¥ ´ d Â f ^ b  ^ _ g i Í m _ ª b i j g i b n c h n a n c m ^ _ ¬ ¬ µ b m a n ` ` b ± » n c a ^ b » n ¬ ¬ n ª g i j od e ´ ¥ ´ d Â ´ _ Ã ^ b i ª n c Ç g i j n i _ i ® ` _ c a n » a ^ b  ^ _ g i n c  ³ a a g i j µ _ c ´d e ´ ¥ ´ d Â ´ µ Ã ^ g ¬ b a ^ b m _ ª g m µ b g i j h n l b ± » c n h n i b ¬ n  _ a g n i a n _ i n a ^ b c ¯ g i  ¬ ³ ± g i j µ b g i j _ c c g b ± ³ ` g i a n a ^ b a c b b ´
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] ^ _ ` a b c d e
– f c b b f c g h h g i j k b l g m g n i o d p q r q d p s _ j b §

d e ´ ¥ ´ d Â ´  Ã ^ g ¬ b ³ i g a g m ³ i _ a a b i ± b ± ´d e ´ ¥ ´ d d Ò _ m n ¬ g i b Í ± c g l b i  ^ _ g i Í m _ ª b i j g i b m ^ _ ¬ ¬ µ b m a n ` ` b ± ª ^ b i µ b g i j c b » ³ b ¬ b ± ´d e ´ ¥ ´ d d ´ _ Ï » j _ m g m m ` g ¬ ¬ b ± n i a ^ b  ^ _ g i m _ ª ± ³ c g i j c b » ³ b ¬ g i j ¯ g a m ^ _ ¬ ¬ µ b ª g ` b ± n » » µ b » n c bb i j g i b g m m a _ c a b ± ´d e ´ ¥ ´ d d ´ µ ] ^ _ g i m _ ª m m ^ _ ¬ ¬ i n a µ b m a _ c a b ± ª g a ^ g i d Â Í » b b a n » » ³ b ¬ g i j _ c b _ ´d e ´ ¥ ´ d d ½ j _ m n ¬ g i b Í ± c g l b i  ^ _ g i m _ ª m ^ _ ¬ ¬ i n a µ b ³ m b ± _ µ n l b m ^ n ³ ¬ ± b c ¬ b l b ¬ n c _ a _ ± g m a _ i  b a ^ _ aª n ³ ¬ ± c b ¶ ³ g c b a ^ b n ` b c _ a n c a n c b ¬ g i ¶ ³ g m ^ _ m _ » b j c g ` n i a ^ b m _ ª ´d e ´ ¥ ´ d p « h ` ¬ n ® b b m m ^ _ ¬ ¬ i n a _ ` ` c n _  ^ a ^ b  ^ _ g i Í m _ ª n ` b c _ a n c n c ` ¬ _  b a ^ b h m b ¬ l b m ª g a ^ g i a ^ bc b _  ^ n » a ^ b m _ ª ¯ ª ^ g ¬ b a ^ b m _ ª g m g i n ` b c _ a g n i ´d e ´ ¥ ´ d r « h ` ¬ n ® b b m ^ _ ¬ ¬ i b l b c ^ _ i ± _ ` i b ³ h _ a g  n c ^ ® ± c _ ³ ¬ g  ` c ³ i b c n c m _ ª a n _ i n a ^ b cb h ` ¬ n ® b b ³ i ¬ b m m g a g m ± g m  n i i b  a b ± ´d e ´ ¥ ´ d � s n ª b c b ± a n n ¬ m m ^ _ ¬ ¬ i n a µ b ¬ b » a ³ i _ a a b i ± b ± ¯ g »  n i i b  a b ± a n _ ` n ª b c m n ³ c  b ´d e ´ ¥ ´ d ¡ s n ª b c b ± a n n ¬ m m ^ _ ¬ ¬ i n a µ b _ ± · ³ m a b ± n c c b ` _ g c b ± ª ^ g ¬ b  n i i b  a b ± a n _ ` n ª b c m n ³ c  b ´d e ´ ¥ ´ d ¥ ¹ a ³ h `  ³ a a b c m m ^ _ ¬ ¬ µ b b ¶ ³ g ` ` b ± ª g a ^ b i  ¬ n m ³ c b m n c j ³ _ c ± m a n ` c n a b  a b h ` ¬ n ® b b m ´d e ´ ¥ ´ d ¥ ´ _ « _  ^ b h ` ¬ n ® b b g i a ^ b g h h b ± g _ a b _ c b _ n » m a ³ h ` j c g i ± g i j n ` b c _ a g n i m m ^ _ ¬ ¬ ª b _ c` b c m n i _ ¬ ` c n a b  a g l b b ¶ ³ g ` h b i a ´d e ´ ¥ ´ d § Ã ^ b i µ _  Ç ` _  Ç ` n ª b c ³ i g a m _ c b ³ m b ± ¯ a ^ b » n ¬ ¬ n ª g i j ` c b  _ ³ a g n i m m ^ _ ¬ ¬ _ ` ` ¬ ® od e ´ ¥ ´ d § ´ _ Æ n n i b ¯ b Ð  b ` a a ^ b n ` b c _ a n c ¯ m ^ _ ¬ ¬ µ b ª g a ^ g i d Â Í » b b a n » a ^ b  ³ a a g i j ^ b _ ± n » _ µ c ³ m ^m _ ª ´d e ´ ¥ ´ d § ´ µ f ^ b µ _  Ç ` _  Ç ` n ª b c ³ i g a m ^ _ ¬ ¬ µ b b ¶ ³ g ` ` b ± ª g a ^ _ ¶ ³ g  Ç m ^ ³ a Í n » » m ª g a  ^ c b _ ± g ¬ ®_   b m m g µ ¬ b a n a ^ b n ` b c _ a n c ´d e ´ ¥ ´ d § ´  Î _  Ç ` _  Ç ` n ª b c ³ i g a b i j g i b m m ^ _ ¬ ¬ µ b m a n ` ` b ± » n c _ ¬ ¬  ¬ b _ i g i j ¯ c b » ³ b ¬ g i j ¯_ ± · ³ m a h b i a m ¯ _ i ± c b ` _ g c m a n a ^ b m _ ª n c h n a n c ¯
except when the manufacturer’s m b c l g  b ` c n  b ± ³ c b c b ¶ ³ g c b m n a ^ b c ª g m b ´d e ´ ¥ ´ d e Á n c _ ± ± g a g n i _ ¬ g i » n c h _ a g n i  n i  b c i g i j ` n ª b c a c g h h g i j b ¶ ³ g ` h b i a ¯ c b » b c a n º ¹ © ½ ´� � � ¦ t u � w w y z �d e ´ § ´ d Î c ³ m ^  ^ g ` ` b c m m ^ _ ¬ ¬ µ b b ¶ ³ g ` ` b ± ª g a ^ _ ¬ n  Ç g i j ± b l g  b g i a ^ b g j i g a g n i m ® m a b h ´d e ´ § ´ p f ^ b g j i g a g n i Ç b ® m ^ _ ¬ ¬ µ b c b h n l b ± ª ^ b i  ^ g ` ` b c g m ¬ b » a ³ i _ a a b i ± b ± ´
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– f c b b f c g h h g i j k b l g m g n i o d p q r q d p s _ j b e

d e ´ § ´ r f c _ g ¬ b c  ^ g ` ` b c m ± b a _  ^ b ± » c n h a c ³  Ç m m ^ _ ¬ ¬ ^ _ l b a ^ b g c ª ^ b b ¬ m  ^ n  Ç b ± ´d e ´ § ´ � ½   b m m ` _ i b ¬ m » n c h _ g i a b i _ i  b _ i ± _ ± · ³ m a h b i a n » a ^ b  ^ g ` ` b c µ ¬ _ ± b m _ i ± _ m m n  g _ a b ±± c g l b a c _ g i ¯ m ^ _ ¬ ¬ µ b g i ` ¬ _  b _ i ± m b  ³ c b ± ³ c g i j n ` b c _ a g n i ´d e ´ § ´ ¡ ] ^ g ` ` b c m m ^ _ ¬ ¬ i b l b c µ b ` _ c Ç b ± ± g c b  a ¬ ® ³ i ± b c a ^ b a c b b µ b g i j a c g h h b ± ´d e ´ § ´ ¥ « h ` ¬ n ® b b m m ^ _ ¬ ¬ i n a ` b c h g a m ` b  a _ a n c m a n m a _ i ± i b _ c a ^ b h _  ^ g i b ª ^ g ¬ b » b b ± g i j µ c ³ m ^g i a n a ^ b  ^ g ` ` b c ´d e ´ § ´ § s c n ` b c s s « Ó m m ^ _ ¬ ¬ µ b ³ m b ± ª ^ b i b l b c a ^ b  ^ g ` ` b c g m n i ´d e ´ § ´ § ´ _ Á ³ ¬ ¬ Í  n l b c j n j j ¬ b m n c » _  b m ^ g b ¬ ± m ^ _ ¬ ¬ µ b ª n c i µ ® b h ` ¬ n ® b b ª ^ b i » b b ± g i j µ c ³ m ^g i a n a ^ b  ^ g ` ` b c ´d e ´ § ´ § ´ µ © b _ c g i j ` c n a b  a g n i m ^ _ ¬ ¬ µ b ª n c i ª ^ b i i n g m b ¬ b l b ¬ m b Ð  b b ± _   b ` a _ µ ¬ b ¬ b l b ¬ m ´d e ´ § ´ § ´  º i ¬ ® ª c g m a Í ¬ b i j a ^ ¯ i n i Í j _ ³ i a ¬ b a j ¬ n l b m ¯ m ^ _ ¬ ¬ µ b ³ m b ± µ ® b h ` ¬ n ® b b m » b b ± g i j _ ^ g ` ` b c ´d e ´ § ´ e « h ` ¬ n ® b b m ^ _ ¬ ¬ i b l b c ` ¬ _  b ^ _ i ± m n c µ n ± ® ` _ c a m g i a n a ^ b µ c ³ m ^ ^ n ` ` b c ª ^ g ¬ b a ^ b  ^ g ` ` b cg m g i n ` b c _ a g n i ´d e ´ § ´ À f n n ¬ m n c n a ^ b c h b a _ ¬ ¬ g  n µ · b  a m m ^ _ ¬ ¬ i n a µ b ³ m b ± a n ` ³ m ^ µ c ³ m ^ g i a n a ^ b  ^ g ` ` b c ´d e ´ § ´ d Â ¹ ª b b ` g i j m ¯ ª ^ g  ^ h _ ®  n i a _ g i » n c b g j i n µ · b  a m m ³  ^ _ m m a n i b m _ i ± i _ g ¬ m ¯ m ^ _ ¬ ¬ µ b¬ n _ ± b ± n i a n _ a c ³  Ç _ i ± i n a » b ± g i a n a ^ b  ^ g ` ` b c ´d e ´ § ´ d d Á n c _ ± ± g a g n i _ ¬ g i » n c h _ a g n i n i  ^ g ` ` b c m ¯ c b » b c a n º ¹ © ½ d À d Â ´ p ¥ À ¾ c ¿ ¾ p ¿ ´� � � �   � � u x � � � � � v ~ t � y v z � � � v � � ¨ v � � x y � v � � yd e ´ e ´ d Ã ^ b i a ª n n c h n c b b h ` ¬ n ® b b m _ c b  ³ a a g i j µ c ³ m ^ ¯ a ^ b ® m ^ _ ¬ ¬ µ b m b ` _ c _ a b ± µ ® _ a ¬ b _ m a d Â Í» b b a ´d e ´ e ´ p ¸ i ± b c i n  g c  ³ h m a _ i  b m m ^ _ ¬ ¬ _ i ® n i b ¯ b Ð  b ` a a ^ b n ` b c _ a n c ¯ c g ± b n i _ µ ³ ¬ ¬ ± n Å b c ¯ n c _ i ®n a ^ b c ^ b _ l ® b ¶ ³ g ` h b i a ³ m b ± g i ¬ _ i ±  ¬ b _ c g i j ´d e ´ e ´ r Î ³ ¬ ¬ ± n Å b c n ` b c _ a n c m m ^ _ ¬ ¬ ª b _ c m b _ a µ b ¬ a m ´d e ´ e ´ � « h ` ¬ n ® b b m m ^ _ ¬ ¬ i n a _ i  ^ n c b ¶ ³ g ` h b i a a n c _ g ¬ c n _ ± a c _  Ç m ¯ » b i  b m ¯ n c m a c ³  a ³ c b mµ b ¬ n i j g i j a n n a ^ b c m ´d e ´ e ´ ¡ Ã ^ b i b h b c j g i j » c n h _ c g j ^ a Í n » Í ª _ ® ` c g n c a n c n _ ± a c _ l b ¬ ¯ b h ` ¬ n ® b b m m ^ _ ¬ ¬ a b m a µ c _ Ç b m ´
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Ô Õ Ö × Ø Ù Ú Û Ü
– Ý Ù Þ ß à ß Ø ß á à â ã Ù ä ß â ß á à å Û æ ç è ç Û æ é Ö ê Ù Û

ë ì ì í î ï ð ð ñ ò ó ô õ ö ô ÷ ó ø ù Ö à ú â ú â Ø Ù û ç ü á û × á à Ù à Ø ý Ù â ß ê à Ù ý Ø á × Ú á Ø Ù ü Ø × Ù Ú â á à à Ù þ Þ Ú á û Ø Õ Ù Ú ß â ÿ á ÞÞ Ö þ þ â � Õ Ù à � á Ú ÿ ß à ê Ö Ø Õ Ù ß ê Õ Ø â � ú Ù þ ß û ß à Ö Ø ß à ê Ø Õ Ù Þ Ö þ þ Õ Ö � Ö Ú ý � Ú Ù â Ø Ú ß ü Ø ß à ê Ø Õ Ù Þ Ú Ù Ù Þ Ö þ þ Ø á à á û á Ú ÙØ Õ Ö à æ � Þ Ù Ù Ø á Ú û á Ú Ù Ø Õ Ö à � � Þ Ù Ù Ø � ß Ø Õ Ö ý Ù ü Ù þ Ù Ú Ö Ø ß á à ý Ù ä ß ü Ù � Ö à ý × Ú Ù ä Ù à Ø ß à ê ü á à Ø Ö ü Ø � ß Ø Õ Ö à ú á Ø Õ Ù Úþ á � Ù Ú þ Ù ä Ù þ �� ö ô ÷ ó ø 	 õ 
 õ ð � � 	 �
–  Ù ä Ù þ á Þ Ù � × á â � Ú Ù Ø á Ö Õ Ö Ú û Þ � þ â � � â Ø Ö à ü Ù á Ú á Ø Õ Ù Ú Õ Ö � Ö Ú ý � × Ú Ù â Ù à Ø ß à Ö� á Ú ÿ Ù à ä ß Ú á à û Ù à Ø á Ú â ß Ø � Ö Ø ß á à � Ö Ø � Õ ß ü Õ Ö à Ù û × þ á ú Ù Ú û � â Ø Ø Ö ÿ Ù Ø Õ Ù Ú Ù � � ß Ú Ù ý × Ú Ù ü Ö � Ø ß á à â Ø á× Ú á Ø Ù ü Ø Ø Õ Ù � á Ú ÿ Ù Ú â � � Ø ß â à á Ú û Ö þ þ ú á à Ù � Õ Ö þ Þ á Þ Ø Õ Ù × Ù Ú û ß â â ß � þ Ù Ù � × á â � Ú Ù þ ß û ß Ø �� õ ò ÷ ï ð � õ 
 ÷ ö õ

– � à ú × ß Ù ü Ù á Þ Ù � � ß × û Ù à Ø � Ø ß þ ß � ß à ê Ö � � ü ÿ Ù Ø á Ú × þ Ö Ø Þ á Ú û Ø á × þ Ö ü Ù Ø Õ Ù � á Ú ÿ Ù Ú � â � Ö ØÖ à Ù þ Ù ä Ö Ø Ù ý � á Ú ÿ â ß Ø Ù �� � � õ ö ô õ � � � � ð ó � õ õ
– � à Ù û × þ á ú Ù Ù � Õ á â Ù � á � Ú Ù � � ß Ú Ù â Õ ß û á Ú Õ Ù Ú Ø á á × Ù Ú Ö Ø Ù á Ú � â Ù Ö û Ö ü Õ ß à Ùá Ú Ù � � ß × û Ù à Ø á à � Õ ß ü Õ â Ù Ú ä ß ü ß à ê á Ú û Ö ß à Ø Ù à Ö à ü Ù ß â � Ù ß à ê × Ù Ú Þ á Ú û Ù ý � à ý Ù Ú þ á ü ÿ á � Ø á Ú Ø Ö ê á � Ø � á Ú� Õ á â Ù � á � Ú Ù � � ß Ú Ù â Õ ß û á Ú Õ Ù Ú Ø á � á Ú ÿ ß à Ö à Ö Ú Ù Ö ß à � Õ ß ü Õ â � ü Õ â Ù Ú ä ß ü ß à ê á Ú û Ö ß à Ø Ù à Ö à ü Ù ß â� Ù ß à ê × Ù Ú Þ á Ú û Ù ý �� ð ÷ 
 õ ó ò 	 ÷ 
 õ

– � þ Ù ü Ø Ú ß ü Ö þ þ ú ü á à à Ù ü Ø Ù ý Ø á Ö â á � Ú ü Ù á Þ × á Ø Ù à Ø ß Ö þ ý ß Þ Þ Ù Ú Ù à ü Ù á Ú Ù þ Ù ü Ø Ú ß ü Ö þ þ ú ü Õ Ö Ú ê Ù ýâ á Ö â Ø á Õ Ö ä Ù Ö × á Ø Ù à Ø ß Ö þ â ß ê à ß Þ ß ü Ö à Ø þ ú ý ß Þ Þ Ù Ú Ù à Ø Þ Ú á û Ø Õ Ö Ø á Þ Ø Õ Ù Ù Ö Ú Ø Õ ß à Ø Õ Ù ä ß ü ß à ß Ø ú � � Õ Ù Ø Ù Ú û
“live” is sometimes used in place of the term “current

�
carrying”, where the intent is clear, to Ö ä á ß ý Ú Ù × Ù Ø ß Ø ß á à á Þ Ø Õ Ù þ á à ê Ù Ú Ø Ù Ú û �� ø ö � ó ò ï  õ

– � â Ù ü � Ú Ù û Ù Ö à â á Þ Ö Ø Ø Ö ü Õ û Ù à Ø Þ á Ú þ ß Þ Ù þ ß à Ù â � þ Ö à ú Ö Ú ý â � Ö à ý â Ø Ú Ö × â � � à ü Õ á Ú Ö ê Ù� â Ù ý � ß Ø Õ Þ Ö þ þ × Ú á Ø Ù ü Ø ß á à û � â Ø Õ Ö ä Ù Ö � Ù ß ê Õ Ø ü Ö × Ö ü ß Ø ú á Þ ! " " " � × á � à ý â � # á û Ù Ø ß û Ù â Ú Ù Þ Ù Ú Ú Ù ý Ø á
as “Anchor Point”.� $ % &

– � û Ù Ú ß ü Ö à ' Ö Ø ß á à Ö þ # Ø Ö à ý Ö Ú ý â � à â Ø ß Ø � Ø Ù �� � � ò ó 
 õ �
– The term “approved”, when used in connection with methods, tools, or equipment, Ú Ù Þ Ù Ú â Ø á Ø Õ Ù û Ù Ø Õ á ý â � Ø á á þ â � á Ú Ù � � ß × û Ù à Ø Ö × × Ú á ä Ù ý � ú Ø Õ Ù ü á û × Ö à ú Ø Õ Ú á � ê Õ ü á û û ß Ø Ø Ù Ù �ý Ù × Ö Ú Ø û Ù à Ø Ö þ Ö ü Ø ß á à � á Ú â Ö Þ Ù Ø ú Ú � þ Ù �� % ( �

– � û Ù Ú ß ü Ö à # á ü ß Ù Ø ú á Þ ) Ù ü Õ Ö à ß ü Ö þ � à ê ß à Ù Ù Ú â �� % * (
– � û Ù Ú ß ü Ö à # á ü ß Ù Ø ú á Þ � Ù â Ø ß à ê ) Ö Ø Ù Ú ß Ö þ �� ô ô õ ø � ï ø ô

– � à Ù û × þ á ú Ù Ù Ö â â ß ê à Ù ý Ø á Ú Ù û Ö ß à ß û û Ù ý ß Ö Ø Ù þ ú á � Ø â ß ý Ù Ø Õ Ù Ù à Ø Ú Ö à ü Ù Ø á Ö à Ù à ü þ á â Ù ýá Ú á Ø Õ Ù Ú â × Ö ü Ù Ø á Ú Ù à ý Ù Ú Ö â â ß â Ø Ö à ü Ù Ö â à Ù Ù ý Ù ý Ø á Ù û × þ á ú Ù Ù â ß à â ß ý Ù Ø Õ Ù â × Ö ü Ù �

� � � ò ó 
 õ � + � ,ã Ô ã � õ � ÷ ø ÷ ô ÷ ó ø - % ï � õ ô � . / õ ï ð ô �( ï ø 0 ï ð� ï ô õ 1 õ 
 ÷ - õ � ,Û æ ç è ç Û æ 2 � ï � ô õ ò ,Û Ü
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Ô Õ Ö × Ø Ù Ú Û Ü
– Ý Ù Þ ß à ß Ø ß á à â ã Ù ä ß â ß á à å Û æ ç è ç Û æ é Ö ê Ù æ

� 0 ô � ó ò ÷ 3 õ � ñ õ ò - ó ø 4 ñ õ ò - ó ø ø õ ð
– 5 à Ù � Õ á Õ Ö â Ø Õ Ù Ö � Ø Õ á Ú ß Ø ú Ø á × Ù Ú Þ á Ú û â × Ù ü ß Þ ß ü ý � Ø ß Ù â � à ý Ù Úü Ù Ú Ø Ö ß à ü á à ý ß Ø ß á à â á Ú � Õ á ß â ü Ö Ú Ú ú ß à ê á � Ø á Ú ý Ù Ú â Þ Ú á û Ú Ù â × á à â ß � þ Ù Ö � Ø Õ á Ú ß Ø ú Ö à ý � Õ á ß âÿ à á � þ Ù ý ê Ù Ö � þ Ù ß à Ø Õ Ù ü á à â Ø Ú � ü Ø ß á à Ö à ý á × Ù Ú Ö Ø ß á à á Þ Ø Õ Ù Ù � � ß × û Ù à Ø Ö à ý Ø Õ Ù Õ Ö � Ö Ú ý â ß à ä á þ ä Ù ý �� 0 ô ó � ï ô ÷ ö 2 ÷ ò ö 0 ÷ ô 1 õ ö ð ó - õ ò

– � â Ù þ Þ � ü á à Ø Ú á þ þ Ù ý ý Ù ä ß ü Ù Þ á Ú ß à Ø Ù Ú Ú � × Ø ß à ê Ö à ý Ú Ù ü þ á â ß à ê Ö àÖ þ Ø Ù Ú à Ö Ø ß à ê ü � Ú Ú Ù à Ø ü ß Ú ü � ß Ø � ß Ø Õ Ö × Ú Ù � ý Ù Ø Ù Ú û ß à Ù ý â Ù � � Ù à ü Ù á Þ á × Ù à ß à ê Ö à ý Ú Ù ü þ á â ß à ê Þ á þ þ á � Ù ý � úÚ Ù â Ù Ø Ø ß à ê � Õ á þ ý � ü þ á â Ù ý � á Ú þ á ü ÿ á � Ø á × Ù Ú Ö Ø ß á à �� 6 %
– � û Ù Ú ß ü Ö à 7 Ù þ ý ß à ê # á ü ß Ù Ø ú �8 ( 2 2 ï ò �

– Board of Motor Vehicle Carrier’s medical fitness physical require
ý � ú Ø Õ ÙÝ Ù × Ö Ú Ø û Ù à Ø á Þ � Ú Ö à â × á Ú Ø Ö Ø ß á à Þ á Ú ý Ú ß ä Ù Ú â á Þ ä Ù Õ ß ü þ Ù â á ä Ù Ú Û " � " " " � þ � â � 9 : 7 �8 ï ò ò ÷ ö ï � õ

– � × Õ ú â ß ü Ö þ á � â Ø Ú � ü Ø ß á à â � ü Õ Ö â Ø Ö × Ù â � ü á à Ù â � á Ú � � ; Ú Ö û Ù Ø ú × Ù � á á ý á Ú û Ù Ø Ö þâ Ø Ú � ü Ø � Ú Ù â ß à Ø Ù à ý Ù ý Ø á � Ö Ú à Ö à ý þ ß û ß Ø Ö ü ü Ù â â Ø á Ö Õ Ö � Ö Ú ý á � â Ö Ú Ù Ö �8 ï ò ò ÷ õ ò
– � × Õ ú â ß ü Ö þ á � â Ø Ú � ü Ø ß á à Ø Õ Ö Ø ß â ß à Ø Ù à ý Ù ý Ø á × Ú Ù ä Ù à Ø ü á à Ø Ö ü Ø � ß Ø Õ Ù à Ù Ú ê ß � Ù ý þ ß à Ù â á ÚÙ � � ß × û Ù à Ø á Ú Ø á × Ú Ù ä Ù à Ø � à Ö � Ø Õ á Ú ß � Ù ý Ö ü ü Ù â â Ø á Ö � á Ú ÿ Ö Ú Ù Ö �8 õ ø ö � ÷ ø  � 8 õ ø ö � ÷ ø  % � - ô õ � �

– � û Ù Ø Õ á ý á Þ × Ú á Ø Ù ü Ø ß à ê Ù û × þ á ú Ù Ù â Þ Ú á û ü Ö ä Ù � ß à â � úÙ � ü Ö ä Ö Ø ß à ê Ø Õ Ù â ß ý Ù â á Þ Ö à Ù � ü Ö ä Ö Ø ß á à Ø á Þ á Ú û á à Ù á Ú Ö â Ù Ú ß Ù â á Þ Õ á Ú ß � á à Ø Ö þ þ Ù ä Ù þ â á Ú â Ø Ù × â �� â � Ö þ þ ú � ß Ø Õ ä Ù Ú Ø ß ü Ö þ á Ú à Ù Ö Ú � ä Ù Ú Ø ß ü Ö þ â � Ú Þ Ö ü Ù â � Ù Ø � Ù Ù à þ Ù ä Ù þ â �8 ó � � 8 õ ð ô � % ï � õ ô � 8 õ ð ô �
– � â Ø Ú Ö × Ø Õ Ö Ø � á Ø Õ â Ù ü � Ú Ù â Ö Ú á � à ý Ø Õ Ù � Ö ß â Ø Ö à ý Ö Ø Ø Ö ü Õ Ù â Ø á Ö þ Ö à ú Ö Ú ý �þ ß Þ Ù þ ß à Ù � á Ú â Ø Ú Ö × �8 ó � � / ï ò ø õ - -

–
# Ø Ú Ö × â Ø Õ Ö Ø Ö Ú Ù â Ù ü � Ú Ù ý Ö � á � Ø Ö à Ù û × þ á ú Ù Ù ß à Ö û Ö à à Ù Ú Ø Õ Ö Ø ý ß â Ø Ú ß � � Ø Ù â Ø Õ ÙÖ Ú Ú Ù â Ø ß à ê Þ á Ú ü Ù â á ä Ù Ú Ö Ø þ Ù Ö â Ø Ø Õ Ù Ø Õ ß ê Õ â � â Õ á � þ ý Ù Ú â � Ö à ý × Ù þ ä ß â � ß Ø Õ × Ú á ä ß â ß á à â Þ á Ú Ö Ø Ø Ö ü Õ ß à ê Öþ Ö à ú Ö Ú ý � þ ß Þ Ù þ ß à Ù � á Ú ý Ù ü Ù þ Ù Ú Ö Ø ß á à ý Ù ä ß ü Ù �8 ó ø �

–
� Õ Ù Ù þ Ù ü Ø Ú ß ü Ö þ ß à Ø Ù Ú ü á à à Ù ü Ø ß á à á Þ ü á à ý � ü Ø ß ä Ù × Ö Ú Ø â ý Ù â ß ê à Ù ý Ø á û Ö ß à Ø Ö ß à Ö ü á û û á àÙ þ Ù ü Ø Ú ß ü Ö þ × á Ø Ù à Ø ß Ö þ �8 ó ó �

– � Ø ß û � Ù Ú á Ú û Ù Ø Ö þ â Ù ü Ø ß á à á Ú â Ø Ú � Ø � × ß ä á Ø Ù ý á Ú Õ ß à ê Ù ý Ö Ø Ø Õ Ù Õ Ù Ù þ � þ á � Ù Ú Ù à ý � Ö Ø Ö þ á ü Ö Ø ß á àÞ ß � Ù ý ß à Õ Ù ß ê Õ Ø á à Ö Þ Ú Ö û Ù á Ú û Ö â Ø á Ú ä Ù Ú Ø ß ü Ö þ û Ù û � Ù Ú � Ö à ý � ß Ø Õ ß Ø â × á ß à Ø � � × × Ù Ú Ù à ý � â � × × á Ú Ø Ù ý� ú ü Õ Ö ß à â � Ú á × Ù â � á Ú Ú á ý â Ø á Ø Õ Ù � × × Ù Ú Ù à ý á Þ Ø Õ Ù Þ Ú Ö û Ù � û Ö â Ø � á Ú ä Ù Ú Ø ß ü Ö þ û Ù û � Ù Ú � ß Ø Õ Ö Ú á × Ù Þ á ÚÚ Ö ß â ß à ê Ö à ý þ á � Ù Ú ß à ê Ø Õ Ù þ á Ö ý Ú Ù Ù ä Ù ý Ø Õ Ú á � ê Õ â Õ Ù Ö ä Ù â á Ú Ö � þ á ü ÿ Ö Ø Ø Õ Ù � á á û × á ß à Ø �8 0 � � 2 ï �
– Ý Ù â ß ê à Ù ý � ß Ø Õ Ö þ ß ê Õ Ø � Ù ß ê Õ Ø â Õ Ù þ þ Ö à ý à á â � â × Ù à â ß á à â ú â Ø Ù û � < � û × ü Ö × â Ö Ú Ù à á ØÚ Ù ê � þ Ö Ø Ù ý ç Ú Ù � � ß Ú Ù ý � ú � ' # � á Ú 5 # = � �8 0 -

– � ü á à ý � ü Ø á Ú á Ú Ö ê Ú á � × á Þ ü á à ý � ü Ø á Ú â Ø Õ Ö Ø â Ù Ú ä Ù Ö â Ö ü á û û á à ü á à à Ù ü Ø ß á à Þ á Ú Ø � á á Ú û á Ú Ùü ß Ú ü � ß Ø â �8 0 - � ÷ ø  
– � à ß à â � þ Ö Ø ß à ê â Ø Ú � ü Ø � Ú Ù � ß à ü þ � ý ß à ê Ö Ø Õ Ú á � ê Õ ü á à ý � ü Ø á Ú á Ú × Ú á ä ß ý ß à ê Ö × Ö â â Ö ê Ù � Ö ú Þ á Úâ � ü Õ Ö ü á à ý � ü Ø á Ú � � ß Ø Õ × Ú á ä ß â ß á à Þ á Ú û á � à Ø ß à ê á à Ö � Ö Ú Ú ß Ù Ú � ü á à ý � ü Ø ß à ê á Ú á Ø Õ Ù Ú � ß â Ù � Þ á Ú Ø Õ Ù
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Ô Õ Ö × Ø Ù Ú Û Ü
– Ý Ù Þ ß à ß Ø ß á à â ã Ù ä ß â ß á à å Û æ ç è ç Û æ é Ö ê Ù è

× � Ú × á â Ù â á Þ ß à â � þ Ö Ø ß à ê Ø Õ Ù ü á à ý � ü Ø á Ú Þ Ú á û Ø Õ Ù � Ö Ú Ú ß Ù Ú Ö à ý ü á à ý � ü Ø ß à ê ü � Ú Ú Ù à Ø Þ Ú á û á à Ù â ß ý Ù á ÞØ Õ Ù � Ö Ú Ú ß Ù Ú Ø á Ø Õ Ù á Ø Õ Ù Ú �2 � 	
– Commercial Driver’s License required for all drivers of vehicles with a GVW of 26,000

�þ � â � Ö à ý Ö � á ä Ù �2 ï + ð õ
– � ü á à ý � ü Ø á Ú � ß Ø Õ ß à â � þ Ö Ø ß á à � á Ú Ö â Ø Ú Ö à ý Ù ý ü á à ý � ü Ø á Ú � ß Ø Õ á Ú � ß Ø Õ á � Ø ß à â � þ Ö Ø ß á à Ö à ý á Ø Õ Ù Úü á ä Ù Ú ß à ê â � â ß à ê þ Ù � ü á à ý � ü Ø á Ú ü Ö � þ Ù � � á Ú Ö ü á û � ß à Ö Ø ß á à á Þ ü á à ý � ü Ø á Ú â ß à â � þ Ö Ø Ù ý Þ Ú á û á à Ù Ö à á Ø Õ Ù Ú� û � þ Ø ß × þ Ù � ü á à ý � ü Ø á Ú ü Ö � þ Ù � �2 ï + ð õ % � õ ï ô �

– � ü á à ý � ü Ø ß ä Ù × Ú á Ø Ù ü Ø ß ä Ù ü á ä Ù Ú ß à ê Ö × × þ ß Ù ý Ø á ü Ö � þ Ù â � û Ö ú ü á à â ß â Ø á Þ û � þ Ø ß × þ Ùþ Ö ú Ù Ú â � á à Ù á Ú û á Ú Ù á Þ � Õ ß ü Õ ß â ü á à ý � ü Ø ß ä Ù � �2 ÷ ò ö 0 ÷ ô
– � ü á à ý � ü Ø á Ú á Ú â ú â Ø Ù û á Þ ü á à ý � ü Ø á Ú â Ø Õ Ú á � ê Õ � Õ ß ü Õ Ö à Ù þ Ù ü Ø Ú ß ü ü � Ú Ú Ù à Ø ß â ß à Ø Ù à ý Ù ý Ø áÞ þ á � �2 ð õ ï ò / ó ô % ô ÷ ö > � ÷ - ô ï ø ö õ

–
� Õ Ù û ß à ß û � û ý ß â Ø Ö à ü Ù Þ á Ú Ø Õ Ù � â Ù á Þ þ ß ä Ù � þ ß à Ù Ø á á þ â Õ Ù þ ý � ú þ ß à Ù û Ù à� Õ Ù à × Ù Ú Þ á Ú û ß à ê þ ß ä Ù � þ ß à Ù � á Ú ÿ �2 ð õ ï ò ï ø ö õ � + õ ô ? õ õ ø ó + @ õ ö ô - � � � Õ Ù ü þ Ù Ö Ú ý ß â Ø Ö à ü Ù � Ù Ø � Ù Ù à Ø � á á � � Ù ü Ø â û Ù Ö â � Ú Ù ý â � Ú Þ Ö ü Ù Ø áâ � Ú Þ Ö ü Ù �2 ð õ ï ò ï ø ö õ � � ó ò ? ó ò > �

– � � Ø Õ á Ú ß � Ö Ø ß á à Ø á × Ù Ú Þ á Ú û â × Ù ü ß Þ ß Ù ý � á Ú ÿ á Ú × Ù Ú û ß â â ß á à Ø á Ù à Ø Ù Ú ÖÚ Ù â Ø Ú ß ü Ø Ù ý Ö Ú Ù Ö �2 ð õ ï ò ï ø ö õ * ï  
–

� Ö ê Õ � à ê Ø á ü á û û � à ß ü Ö Ø Ù Ù � � ß × û Ù à Ø â Õ Ö þ þ à á Ø � Ù á × Ù Ú Ö Ø Ù ý �2 ó � + 0 - ô ÷ + ð õ 	 ÷ A 0 ÷ � -
– � à ú þ ß � � ß ý Õ Ö ä ß à ê Ö Þ þ Ö â Õ × á ß à Ø Ö Ø á Ú Ö � á ä Ù Û " " ý Ù ê Ú Ù Ù â ; � Ý á Ù â à á Øß à ü þ � ý Ù ü á û × Ú Ù â â Ù ý ê Ö â Ù â á Ú ü Ú ú á ê Ù à ß ü Þ þ � ß ý â �2 ó � � õ ô õ ø ô ñ õ ò - ó ø

– 5 à Ù � Õ á ß â ü Ö × Ö � þ Ù á Þ ß ý Ù à Ø ß Þ ú ß à ê Ù � ß â Ø ß à ê Ö à ý × Ú Ù ý ß ü Ø Ö � þ Ù Õ Ö � Ö Ú ý â ß à Ø Õ Ùâ � Ú Ú á � à ý ß à ê â � á Ú � á Ú ÿ ß à ê ü á à ý ß Ø ß á à â � Õ ß ü Õ Ö Ú Ù � à â Ö à ß Ø Ö Ú ú � Õ Ö � Ö Ú ý á � â � á Ú ý Ö à ê Ù Ú á � â Ø áÙ û × þ á ú Ù Ù â � Ö à ý � Õ á Õ Ö â Ö � Ø Õ á Ú ß � Ö Ø ß á à Ø á Ø Ö ÿ Ù × Ú á û × Ø ü á Ú Ú Ù ü Ø ß ä Ù û Ù Ö â � Ú Ù â Ø á Ù þ ß û ß à Ö Ø Ù Ø Õ Ù û �2 ó � � 0 ø ÷ ö ï ô ÷ ó ø 	 ÷ ø õ -
–

� Õ Ù ü á à ý � ü Ø á Ú â Ö à ý Ø Õ Ù ß Ú â � × × á Ú Ø ß à ê á Ú ü á à Ø Ö ß à ß à ê â Ø Ú � ü Ø � Ú Ù â Ø Õ Ö Ø Ö Ú Ù� â Ù ý Þ á Ú × � � þ ß ü á Ú × Ú ß ä Ö Ø Ù â ß ê à Ö þ á Ú ü á û û � à ß ü Ö Ø ß á à â Ù Ú ä ß ü Ù � ' 5 � � å � Ù þ Ù × Õ á à Ù � Ø Ù þ Ù ê Ú Ö × Õ �Ú Ö ß þ Ú á Ö ý â ß ê à Ö þ � ý Ö Ø Ö � ü þ á ü ÿ � Þ ß Ú Ù � × á þ ß ü Ù Ö þ Ö Ú û � ü á û û � à ß Ø ú Ø Ù þ Ù ä ß â ß á à Ö à Ø Ù à à Ö � Ö à ý á Ø Õ Ù Ú â ß û ß þ Ö Úâ ú â Ø Ù û â Ö Ú Ù ß à ü þ � ý Ù ý �2 ó ø � 0 ö ô ó ò
– � û Ö Ø Ù Ú ß Ö þ � � â � Ö þ þ ú ß à Ø Õ Ù Þ á Ú û á Þ Ö � ß Ú Ù � ü Ö � þ Ù � á Ú � � â � Ö Ú � â � ß Ø Ö � þ Ù Þ á Ú ü Ö Ú Ú ú ß à ê Ö àÙ þ Ù ü Ø Ú ß ü ü � Ú Ú Ù à Ø �2 ó ø � ÷ ø õ � % � ï ö õ

– � à Ù à ü þ á â Ù ý â × Ö ü Ù Ø Õ Ö Ø ß â þ Ö Ú ê Ù Ù à á � ê Õ Ö à ý â á ü á à Þ ß ê � Ú Ù ý Ø Õ Ö Ø Ö à Ù û × þ á ú Ù Ùü Ö à � á ý ß þ ú Ù à Ø Ù Ú Ö à ý × Ù Ú Þ á Ú û Ö â â ß ê à Ù ý � á Ú ÿ � Õ Ö â þ ß û ß Ø Ù ý á Ú Ú Ù â Ø Ú ß ü Ø Ù ý û Ù Ö à â Þ á Ú Ù à Ø Ú ú á Ú Ù � ß Ø� â á û Ù Ù � Ö û × þ Ù â Ö Ú Ù Ø Ö à ÿ â � ä Ù â â Ù þ â � â ß þ á â � â Ø á Ú Ö ê Ù � ß à â � Õ á × × Ù Ú â � ä Ö � þ Ø â � × ß Ø â � Ö à ý ý ß ÿ Ù Ö Ú Ù Ö � � ß âà á Ø ý Ù â ß ê à Ù ý Þ á Ú ü á à Ø ß à � á � â Ù û × þ á ú Ù Ù á ü ü � × Ö à ü ú � � é Ù Ú û ß Ø Ø Ù ý Ô á à Þ ß à Ù ý # × Ö ü Ù Õ Ö â á à Ù á Ú
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Ô Õ Ö × Ø Ù Ú Û Ü
– Ý Ù Þ ß à ß Ø ß á à â ã Ù ä ß â ß á à å Û æ ç è ç Û æ é Ö ê Ù B

û á Ú Ù á Þ Ø Õ Ù Þ á þ þ á � ß à ê ü Õ Ö Ú Ö ü Ø Ù Ú ß â Ø ß ü â å ü á à Ø Ö ß à â á Ú Õ Ö â Ö ÿ à á � à × á Ø Ù à Ø ß Ö þ Ø á ü á à Ø Ö ß à Ö Õ Ö � Ö Ú ý á � âÖ Ø û á â × Õ Ù Ú Ù � ü á à Ø Ö ß à â Ö û Ö Ø Ù Ú ß Ö þ � ß Ø Õ Ø Õ Ù × á Ø Ù à Ø ß Ö þ Þ á Ú Ù à ê � þ Þ û Ù à Ø á Þ Ö à Ù à Ø Ú Ö à Ø � Õ Ö â Ö à ß à Ø Ù Ú à Ö þü á à Þ ß ê � Ú Ö Ø ß á à â � ü Õ Ø Õ Ö Ø Ö à Ù à Ø Ú Ö à Ø ü á � þ ý � Ù Ø Ú Ö × × Ù ý á Ú Ö â × Õ ú � ß Ö Ø Ù ý � ú ß à � Ö Ú ý þ ú ü á à ä Ù Ú ê ß à ê � Ö þ þ âá Ú � ú Ö Þ þ á á Ú Ø Õ Ö Ø â þ á × Ù â ý á � à � Ö Ú ý Ö à ý Ø Ö × Ù Ú â Ø á Ö â û Ö þ þ Ù Ú ü Ú á â â � â Ù ü Ø ß á à � á Ú ü á à Ø Ö ß à â Ö à ú á Ø Õ Ù ÚÚ Ù ü á ê à ß � Ù ý â Ù Ú ß á � â â Ö Þ Ù Ø ú á Ú Õ Ù Ö þ Ø Õ Õ Ö � Ö Ú ý �2 ó ø ô ò ï ö ô ó ò
– 5 Ú ê Ö à ß � Ö Ø ß á à ü á à Ø Ú Ö ü Ø Ù ý � ú ü á û × Ö à ú Ø á × Ù Ú Þ á Ú û � á Ú ÿ á à ü á û × Ö à ú × Ú á × Ù Ú Ø ú �2 ó 
 õ ò õ � 2 ó ø � 0 ö ô ó ò

– � ü á à ý � ü Ø á Ú ü á ä Ù Ú Ù ý � ß Ø Õ Ö ý ß Ù þ Ù ü Ø Ú ß ü Õ Ö ä ß à ê à á Ú Ö Ø Ù ý ß à â � þ Ö Ø ß à ê â Ø Ú Ù à ê Ø Õá Ú Õ Ö ä ß à ê Ö Ú Ö Ø Ù ý ß à â � þ Ö Ø ß à ê â Ø Ú Ù à ê Ø Õ þ Ù â â Ø Õ Ö à Ø Õ Ù ä á þ Ø Ö ê Ù á Þ Ø Õ Ù ü ß Ú ü � ß Ø ß à � Õ ß ü Õ Ø Õ Ù ü á à ý � ü Ø á Ú ß â� â Ù ý �2 ò ï ø õ
– � û Ö ü Õ ß à Ù Þ á Ú þ ß Þ Ø ß à ê Ö à ý þ á � Ù Ú ß à ê Ö þ á Ö ý Ö à ý û á ä ß à ê ß Ø Õ á Ú ß � á à Ø Ö þ þ ú � � ß Ø Õ Ø Õ Ù Õ á ß â Ø ß à êû Ù ü Õ Ö à ß â û Ö à ß à Ø Ù ê Ú Ö þ × Ö Ú Ø á Þ Ø Õ Ù û Ö ü Õ ß à Ù � Ô Ú Ö à Ù â � � Õ Ù Ø Õ Ù Ú Þ ß � Ù ý á Ú û á � ß þ Ù � Ö Ú Ù ý Ú ß ä Ù àû Ö à � Ö þ þ ú á Ú � ú × á � Ù Ú �2 0 ò ò õ ø ô ù 2 ï ò ò � ÷ ø  ñ ï ò ô � � ü á à ý � ü Ø ß à ê × Ö Ú Ø ß à Ø Ù à ý Ù ý Ø á � Ù ü á à à Ù ü Ø Ù ý ß à Ö à Ù þ Ù ü Ø Ú ß ü ü ß Ú ü � ß Ø Ø á Öâ á � Ú ü Ù á Þ ä á þ Ø Ö ê Ù � ' á à � ü � Ú Ú Ù à Ø ü Ö Ú Ú ú ß à ê × Ö Ú Ø â Ö Ú Ù Ø Õ á â Ù à á Ø ß à Ø Ù à ý Ù ý Ø á � Ù â á ü á à à Ù ü Ø Ù ý �� C *

– Ý Ù × Ö Ú Ø û Ù à Ø á Þ � Ú Ö à â × á Ú Ø Ö Ø ß á à � = Ö � Ö ß ß Ö à ý ; Ù ý Ù Ú Ö þ �� õ ù õ ø õ ò  ÷ 3 õ �
–

; Ú Ù Ù Þ Ú á û Ö à ú Ù þ Ù ü Ø Ú ß ü Ö þ ü á à à Ù ü Ø ß á à Ø á Ö â á � Ú ü Ù á Þ × á Ø Ù à Ø ß Ö þ ý ß Þ Þ Ù Ú Ù à ü Ù Ö à ý Þ Ú á ûÙ þ Ù ü Ø Ú ß ü ü Õ Ö Ú ê Ù � à á Ø Õ Ö ä ß à ê Ö × á Ø Ù à Ø ß Ö þ ý ß Þ Þ Ù Ú Ù à Ø Þ Ú á û Ø Õ Ö Ø á Þ Ø Õ Ù Ù Ö Ú Ø Õ �� õ ò ò ÷ ö >
– � à Ö × × Ö Ú Ö Ø � â ü á à â ß â Ø ß à ê á Þ Ö û Ö â Ø � á Ú Ö à Ù � � ß ä Ö þ Ù à Ø û Ù û � Ù Ú � Õ Ù þ ý Ö Ø Ø Õ Ù Õ Ù Ö ý � úê � ú â á Ú � Ú Ö ü Ù â � � ß Ø Õ á Ú � ß Ø Õ á � Ø Ö � á á û � Þ á Ú � â Ù � ß Ø Õ Ö Õ á ß â Ø ß à ê û Ù ü Õ Ö à ß â û Ö à ý á × Ù Ú Ö Ø ß à ê Ú á × Ù â �� õ - ÷  ø ï ô õ � ñ õ ò - ó ø

–
# Ù Ù Ö � Ø Õ á Ú ß � Ù ý × Ù Ú â á à �� ÷ - ö ÷ � ð ÷ ø ï ò � � ö ô ÷ ó ø

– � ý û ß à ß â Ø Ú Ö Ø ß ä Ù Ö ü Ø ß á à Ø Ö ÿ Ù à � ú Ø Õ Ù Ù û × þ á ú Ù Ú Ö ê Ö ß à â Ø Ø Õ Ù Ù û × þ á ú Ù Ù � ) Ö úä Ö Ú ú Þ Ú á û ä Ù Ú � Ö þ Ú Ù × Ú ß û Ö à ý Ø á ý ß â û ß â â Ö þ �� ÷ - ö ó ø ø õ ö ô õ �
– Ý ß â ü á à à Ù ü Ø Ù ý Þ Ú á û Ö à ú Ù þ Ù ü Ø Ú ß ü Ö þ â á � Ú ü Ù á Þ â � × × þ ú �� � � õ ö ô ÷ 
 õ ð � D ò ó 0 ø � õ �

–
� à Ø Ù à Ø ß á à Ö þ þ ú ü á à à Ù ü Ø Ù ý Ø á Ù Ö Ú Ø Õ Ø Õ Ú á � ê Õ Ö ê Ú á � à ý ü á à à Ù ü Ø ß á à á Úü á à à Ù ü Ø ß á à â á Þ â � Þ Þ ß ü ß Ù à Ø þ ú þ á � ß û × Ù ý Ö à ü Ù Ö à ý Õ Ö ä ß à ê â � Þ Þ ß ü ß Ù à Ø ü � Ú Ú Ù à Ø � ü Ö Ú Ú ú ß à ê ü Ö × Ö ü ß Ø ú Ø á× Ú Ù ä Ù à Ø Ø Õ Ù � � ß þ ý � × á Þ ä á þ Ø Ö ê Ù â Ø Õ Ö Ø û Ö ú Ú Ù â � þ Ø ß à � à ý � Ù Õ Ö � Ö Ú ý Ø á ü á à à Ù ü Ø Ù ý Ù � � ß × û Ù à Ø á Ú Ø á× Ù Ú â á à â �� ð õ ö ô ò ÷ ö 	 ÷ ø õ * ò 0 ö >

– � Ø Ú � ü ÿ � â Ù ý Ø á Ø Ú Ö à â × á Ú Ø × Ù Ú â á à à Ù þ � Ø á á þ â � Ö à ý û Ö Ø Ù Ú ß Ö þ Þ á Ú Ù þ Ù ü Ø Ú ß ü â � × × þ úþ ß à Ù � á Ú ÿ �� ð õ ö ô ò ÷ ö % 0 � � ð � � A 0 ÷ � � õ ø ô
– � � � ß × û Ù à Ø Ø Õ Ö Ø × Ú á ý � ü Ù â � û á ý ß Þ ß Ù â � Ú Ù ê � þ Ö Ø Ù â � ü á à Ø Ú á þ â � á Úâ Ö Þ Ù ê � Ö Ú ý â Ö â � × × þ ú á Þ Ù þ Ù ü Ø Ú ß ü Ö þ Ù à Ù Ú ê ú �
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Ô Õ Ö × Ø Ù Ú Û Ü
– Ý Ù Þ ß à ß Ø ß á à â ã Ù ä ß â ß á à å Û æ ç è ç Û æ é Ö ê Ù !

� ð õ ö ô ò ÷ ö % 0 � � ð � 	 ÷ ø õ -
–

Ô á à ý � ü Ø á Ú â � â Ù ý Ø á Ø Ú Ö à â û ß Ø Ù þ Ù ü Ø Ú ß ü Ö þ Ù à Ù Ú ê ú Ö à ý Ø Õ Ù ß Ú à Ù ü Ù â â Ö Ú úâ � × × á Ú Ø ß à ê á Ú ü á à Ø Ö ß à ß à ê â Ø Ú � ü Ø � Ú Ù â � # ß ê à Ö þ þ ß à Ù â á Þ û á Ú Ù Ø Õ Ö à B " " � ä á þ Ø â Ö Ú Ù Ö þ � Ö ú â â � × × þ ú þ ß à Ù â� ß Ø Õ ß à Ø Õ ß â â Ù ü Ø ß á à � Ö à ý Ø Õ á â Ù � ß Ø Õ þ Ù â â Ø Õ Ö à B " " � ä á þ Ø â Ö Ú Ù ü á à â ß ý Ù Ú Ù ý Ö â â � × × þ ú þ ß à Ù â ß Þ â á Ú � àÖ à ý á × Ù Ú Ö Ø Ù ý Ø Õ Ú á � ê Õ á � Ø �� � õ ò  õ ø ö �
– � à Ù û Ù Ú ê Ù à ü ú á ü ü � Ú â � Õ Ù à Ö à � à � â � Ö þ ü á à ý ß Ø ß á à Ù � ß â Ø â Ø Õ Ö Ø Ù à ý Ö à ê Ù Ú â þ ß Þ ÙÖ à ý ç á Ú × Ú á × Ù Ú Ø ú �� � � ð ó � õ õ

–
� à Ø Õ Ù � Ú á Ö ý â Ù à â Ù � Ö à ú × Ù Ú â á à Ù û × þ á ú Ù ý � ú á Ú Ú Ù × Ú Ù â Ù à Ø ß à ê Ø Õ Ù ü á û × Ö à ú � � àê Ù à Ù Ú Ö þ � â Ö ê Ù � Ö × Ù Ú â á à Ù û × þ á ú Ù ý � ú Ø Õ Ù ü á û × Ö à ú Ö à ý � Ù þ á � Ø Õ Ù þ Ù ä Ù þ á Þ â � × Ù Ú ä ß â á Ú á ÚÞ á Ú Ù û Ö à �� � � ð ó � õ ò

–
Ô á û × Ö à ú � = � Ô 5 � ) � Ô 5 � Ö à ý = �  Ô 5 � �� ø ö ð ó - õ �

–
# � Ú Ú á � à ý Ù ý � ú Ö ü Ö â Ù � ü Ö ê Ù � á Ú Þ Ù à ü Ù � � Õ ß ü Õ � ß þ þ × Ú á Ø Ù ü Ø Ø Õ Ù ü á à Ø Ö ß à Ù ý Ù � � ß × û Ù à ØÖ à ý × Ú Ù ä Ù à Ø Ö ü ü ß ý Ù à Ø Ö þ ü á à Ø Ö ü Ø á Þ Ö × Ù Ú â á à � ß Ø Õ þ ß ä Ù × Ö Ú Ø â �� ø ö ð ó - õ � % � ï ö õ

– � � á Ú ÿ ß à ê â × Ö ü Ù â � ü Õ Ö â Ö û Ö à Õ á þ Ù � ä Ö � þ Ø � Ø � à à Ù þ � á Ú â Õ Ö Þ Ø Ø Õ Ö Ø Õ Ö â Ö þ ß û ß Ø Ù ýû Ù Ö à â á Þ Ù ê Ú Ù â â á Ú Ù à Ø Ú ú � Ø Õ Ö Ø ß â ý Ù â ß ê à Ù ý Þ á Ú × Ù Ú ß á ý ß ü Ù û × þ á ú Ù Ù Ù à Ø Ú ú � à ý Ù Ú à á Ú û Ö þ á × Ù Ú Ö Ø ß à êü á à ý ß Ø ß á à â � Ö à ý Ø Õ Ö Ø � à ý Ù Ú à á Ú û Ö þ ü á à ý ß Ø ß á à â ý á Ù â à á Ø ü á à Ø Ö ß à Ö Õ Ö � Ö Ú ý á � â Ö Ø û á â × Õ Ù Ú Ù � � Ø û Ö úü á à Ø Ö ß à Ö Õ Ö � Ö Ú ý á � â Ö Ø û á â × Õ Ù Ú Ù � à ý Ù Ú Ö � à á Ú û Ö þ ü á à ý ß Ø ß á à â �� ø õ ò  ÷ 3 õ � � ï ð - ó � ð ÷ 
 õ ó ò 	 ÷ 
 õ �
– � þ Ù ü Ø Ú ß ü Ö þ þ ú ü á à à Ù ü Ø Ù ý Ø á Ö â á � Ú ü Ù á Þ × á Ø Ù à Ø ß Ö þ ý ß Þ Þ Ù Ú Ù à ü Ù á ÚÙ þ Ù ü Ø Ú ß ü Ö þ þ ú ü Õ Ö Ú ê Ù ý â á Ö â Ø á Õ Ö ä Ù Ö × á Ø Ù à Ø ß Ö þ ý ß Þ Þ Ù Ú Ù à Ø Þ Ú á û Ø Õ Ö Ø á Þ Ø Õ Ù Ù Ö Ú Ø Õ á Ú ý ß Þ Þ Ù Ú Ù à Ø Þ Ú á û Ø Õ Ö Øá Þ Ö ý � Ö ü Ù à Ø ü á à ý � ü Ø á Ú â á Ú Ù � � ß × û Ù à Ø �� ø õ ò  � & - ó ð ï ô ÷ ø  � õ 
 ÷ ö õ

– � × Õ ú â ß ü Ö þ ý Ù ä ß ü Ù Ø Õ Ö Ø × Ú Ù ä Ù à Ø â Ø Õ Ù Ø Ú Ö à â û ß â â ß á à á Ú Ú Ù þ Ù Ö â Ù á ÞÙ à Ù Ú ê ú � ß à ü þ � ý ß à ê � � � Ø à á Ø þ ß û ß Ø Ù ý Ø á � Ø Õ Ù Þ á þ þ á � ß à ê � Ö û Ö à � Ö þ þ ú á × Ù Ú Ö Ø Ù ý Ù þ Ù ü Ø Ú ß ü ü ß Ú ü � ß Ø � Ú Ù Ö ÿ Ù Ú � Öý ß â ü á à à Ù ü Ø â � ß Ø ü Õ � Ö û Ö à � Ö þ þ ú á × Ù Ú Ö Ø Ù ý â � ß Ø ü Õ � Ö â þ ß ý Ù ê Ö Ø Ù � Ö â þ ß × � þ ß à ý � Ö þ ß à Ù ä Ö þ ä Ù � � þ á ü ÿ â Ö à ýÖ à ú á Ø Õ Ù Ú â ß û ß þ Ö Ú ý Ù ä ß ü Ù � ß Ø Õ Ö ä ß â ß � þ Ù ß à ý ß ü Ö Ø ß á à á Þ Ø Õ Ù × á â ß Ø ß á à á Þ Ø Õ Ù ý Ù ä ß ü Ù � × � â Õ � � Ø Ø á à â �â Ù þ Ù ü Ø á Ú â � ß Ø ü Õ Ù â � Ö à ý á Ø Õ Ù Ú ü á à Ø Ú á þ ü ß Ú ü � ß Ø � Ø ú × Ù ý Ù ä ß ü Ù â Ö Ú Ù à á Ø Ù à Ù Ú ê ú ß â á þ Ö Ø ß à ê ý Ù ä ß ü Ù â � �� ø õ ò  � % ó 0 ò ö õ
– � à ú Ù þ Ù ü Ø Ú ß ü Ö þ � û Ù ü Õ Ö à ß ü Ö þ � Õ ú ý Ú Ö � þ ß ü � × à Ù � û Ö Ø ß ü � ü Õ Ù û ß ü Ö þ � à � ü þ Ù Ö Ú � Ø Õ Ù Ú û Ö þ �á Ú á Ø Õ Ù Ú Ù à Ù Ú ê ú â á � Ú ü Ù Ø Õ Ö Ø ü á � þ ý ü Ö � â Ù ß à � � Ú ú Ø á × Ù Ú â á à à Ù þ �� ñ �

– E � # � � à ä ß Ú á à û Ù à Ø Ö þ é Ú á Ø Ù ü Ø ß á à � ê Ù à ü ú �� A 0 ÷ � � õ ø ô � õ ð õ ö ô ò ÷ ö �
– � ê Ù à Ù Ú Ö þ Ø Ù Ú û ß à ü þ � ý ß à ê û Ö Ø Ù Ú ß Ö þ � Þ ß Ø Ø ß à ê â � ý Ù ä ß ü Ù â � Ö × × þ ß Ö à ü Ù â � Þ ß � Ø � Ú Ù â �Ö × × Ö Ú Ö Ø � â � Ö à ý Ø Õ Ù þ ß ÿ Ù � â Ù ý Ö â × Ö Ú Ø á Þ á Ú ß à ü á à à Ù ü Ø ß á à � ß Ø Õ Ö à Ù þ Ù ü Ø Ú ß ü Ö þ ß à â Ø Ö þ þ Ö Ø ß á à �� F ö ï 
 ï ô ÷ ó ø -

– � à ú û Ö à � û Ö ý Ù ü � Ø � ü Ö ä ß Ø ú � Ø Ú Ù à ü Õ � á Ú ý Ù × Ú Ù â â ß á à ß à Ö à Ù Ö Ú Ø Õ â � Ú Þ Ö ü Ù Þ á Ú û Ù ý � úÙ Ö Ú Ø Õ Ú Ù û á ä Ö þ �� F � 0 ð - ÷ ó ø ù * � � õ î 0 - õ
– � à Ù þ Ù ü Ø Ú ß ü Ö þ Þ � â Ù Ø Õ Ö Ø ß â � þ á � à á � Ø á Þ ß Ø â ü Ö Ú Ø Ú ß ý ê Ù � ú Ö â Õ á Ú Ø ü ß Ú ü � ß Ø �
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Ô Õ Ö × Ø Ù Ú Û Ü
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� F � ó - õ �
–

� Ö � � à â � ü Õ Ö × á â ß Ø ß á à Ø Õ Ö Ø ß à ü Ö â Ù á Þ Þ Ö ß þ � Ú Ù á Þ â � × × á Ú Ø â á Ú ß à â � þ Ö Ø ß á à � ü á à Ø Ö ü Ø � ß Ø ÕÖ à á Ø Õ Ù Ú ü ß Ú ü � ß Ø á Ú þ ß à Ù û Ö ú Ú Ù â � þ Ø � � � � � à á � � Ù ü Ø á Ú ý Ù ä ß ü Ù Ø Õ Ö Ø ü Ö à � Ù ß à Ö ý ä Ù Ú Ø Ù à Ø þ ú Ø á � ü Õ Ù ý á ÚÖ × × Ú á Ö ü Õ Ù ý à Ù Ö Ú Ù Ú Ø Õ Ö à Ö â Ö Þ Ù ý ß â Ø Ö à ü Ù � ú Ö à × Ù Ú â á à � � × × þ ß Ù ý Ø á á � � Ù ü Ø â à á Ø â � ß Ø Ö � þ ú ê � Ö Ú ý Ù ýá Ú â ß Ø � Ö Ø Ù ý � ' á Ø ß â á þ Ö Ø Ù ý á Ú ê � Ö Ú ý Ù ý �î � �
–

; Ù ý Ù Ú Ö þ � ä ß Ö Ø ß á à � ý û ß à ß â Ø Ú Ö Ø ß á à �î ï ð ð � ò ò õ - ô % � - ô õ �
–

� Õ Ù Ö â â Ù û � þ Ö ê Ù á Þ Ù � � ß × û Ù à Ø â � ü Õ Ö â Ö × á â ß Ø ß á à ß à ê ý Ù ä ß ü Ù á Ú Ö Þ � þ þ � á ý úÕ Ö Ú à Ù â â ß à ü á à � � à ü Ø ß á à � ß Ø Õ Ö ý Ù ü Ù þ Ù Ú Ö Ø ß á à ý Ù ä ß ü Ù Ö à ý Ö à Ö à ü Õ á Ú Ö ê Ù Ø á þ ß û ß Ø Ø Õ Ù Þ á Ú ü Ù â Ö � á Ú ÿ Ù ÚÙ � × Ù Ú ß Ù à ü Ù â ý � Ú ß à ê Ö Þ Ö þ þ Þ Ú á û á à Ù Ù þ Ù ä Ö Ø ß á à Ø á Ö à á Ø Õ Ù Ú �î ï ð ð ñ ò õ 
 õ ø ô ÷ ó ø % � - ô õ �
– � â ú â Ø Ù û ß à Ø Ù à ý Ù ý Ø á × Ú Ù ä Ù à Ø Ö � á Ú ÿ Ù Ú Þ Ú á û Þ Ö þ þ ß à ê Þ Ú á û á à ÙÙ þ Ù ä Ö Ø ß á à Ø á Ö à á Ø Õ Ù Ú � # � ü Õ â ú â Ø Ù û â ß à ü þ � ý Ù × á â ß Ø ß á à ß à ê ý Ù ä ß ü Ù â � ê � Ö Ú ý Ú Ö ß þ � � Ö Ú Ú ß Ù Ú â � Ö à ý Ú Ù â Ø Ú Ö ß à Øâ ú â Ø Ù û â �î ï ð ð ñ ò ó ô õ ö ô ÷ ó ø ñ ò ó  ò ï �
– � × Ú á ê Ú Ö û ß à Ø Ù à ý Ù ý Ø á × Ú á Ø Ù ü Ø � á Ú ÿ Ù Ú â Þ Ú á û ß à � � Ú ú ý � Ù Ø á Þ Ö þ þ â � Õ Ù à� á Ú ÿ ß à ê Ö Ø Ù þ Ù ä Ö Ø ß á à â �î ï ð ð ñ ò ó ô õ ö ô ÷ ó ø % � - ô õ � � � ï ò � ? ï ò õ �

–
Ô á à â ß â Ø â á Þ Ù ß Ø Õ Ù Ú Ö Þ Ö þ þ × Ú Ù ä Ù à Ø ß á à â ú â Ø Ù û á Ú Ö Þ Ö þ þ Ö Ú Ú Ù â Øâ ú â Ø Ù û �î 2 � 6

–
; þ � � Ô á Ú Ù ý � Ú ü 7 Ù þ ý ß à êî 2 2 –

; Ù ý Ù Ú Ö þ Ô á û û � à ß ü Ö Ø ß á à â Ô á û û ß â â ß á à �î � �
– E � # � ; á á ý Ö à ý Ý Ú � ê � ý û ß à ß â Ø Ú Ö Ø ß á à �î õ ð ð

– The process of severing a tree from the stump so that it drops to the ground.  “Feller” is Ø Õ Ù × Ù Ú â á à � Õ á Þ Ù þ þ â Ø Õ Ù Ø Ú Ù Ù �î ð ï � � ï + ð õ 	 ÷ A 0 ÷ �
– � à ú þ ß � � ß ý Õ Ö ä ß à ê Ö ü þ á â Ù ý ü � × Þ þ Ö â Õ × á ß à Ø � Ù þ á � Û " " � ý Ù ê Ú Ù Ù â ; � Ý á Ù â à á Øß à ü þ � ý Ù ü á û × Ú Ù â â Ù ý ê Ö â Ù â á Ú ü Ú ú á ê Ù à ß ü Þ þ � ß ý â �î ð ï ò õ -

– The word “flares” shall be used to indicate flares, torches, fuses, red lanterns, Ú Ù Þ þ Ù ü Ø á Ú â � á Ú Ö à ú á Ø Õ Ù Ú Ù � � ß × û Ù à Ø Ø Õ Ö Ø ß â Ö ý Ö × Ø Ö � þ Ù Þ á Ú Ø Õ Ù × � Ú × á â Ù ß à Ø Ù à ý Ù ý �î ó ò õ � ï ø G 2 ò õ ? 	 õ ï � õ ò G ó ò % 0 � õ ò 
 ÷ - ó ò
– � à ú × Ù Ú â á à � Ú Ù ê Ö Ú ý þ Ù â â á Þ ü þ Ö â â ß Þ ß ü Ö Ø ß á à � � Õ á ß âý ß Ú Ù ü Ø þ ú ß à ü Õ Ö Ú ê Ù á Þ Ö â × Ù ü ß Þ ß ü � á � á Ú â × Ù ü ß Þ ß ü � á � â � � Ý Ù × Ù à ý ß à ê � × á à þ á ü Ö þ ü þ Ö â â ß Þ ß ü Ö Ø ß á à � Ø Õ ß â

person may be a “lead man”, working foreman, foreman, general foreman, supervisor, or â � × Ù Ú ß à Ø Ù à ý Ù à Ø � �î ò õ õ î ï ð ð
–

� Õ Ù Ö ü Ø á Þ Þ Ö þ þ ß à ê � Ù Þ á Ú Ù Ø Õ Ù × Ù Ú â á à Ö þ Þ Ö þ þ × Ú á Ø Ù ü Ø ß á à â ú â Ø Ù û � Ù ê ß à â Ø á Ö Ú Ú Ù â Ø Ø Õ Ù Þ Ö þ þ �D ( � 6
–

9 Ö â ) Ù Ø Ö þ � Ú ü 7 Ù þ ý ß à ê �
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D ó 
 õ ò ø � õ ø ô ï ð
– � à ú Ø ú × Ù á Þ × á þ ß Ø ß ü Ö þ Ö ê Ù à ü ú Õ Ö ä ß à ê ü á à Ø Ú á þ á ä Ù Ú Ö ü Ù Ú Ø Ö ß à Ö ü Ø ß ä ß Ø ú � � à ü þ � ý Ù ý Ö Ú ÙÞ Ù ý Ù Ú Ö þ � â Ø Ö Ø Ù � ü á � à Ø ú � Ø á � à â Õ ß × � ü ß Ø ú � Ù Ø ü �D ò ó 0 ø � � ø ó 0 ø �
–

� Õ Ù ü á à à Ù ü Ø ß á à � Ù â Ø Ö � þ ß â Õ Ù ý Ù ß Ø Õ Ù Ú ß à Ø Ù à Ø ß á à Ö þ þ ú á Ú Ö ü ü ß ý Ù à Ø Ö þ þ ú � á Þ Ö à Ù þ Ù ü Ø Ú ß üü ß Ú ü � ß Ø á Ú Ù � � ß × û Ù à Ø � ß Ø Õ Ú Ù Þ Ù Ú Ù à ü Ù ê Ú á � à ý Ø Õ Ú á � ê Õ Ö ü á à ý � ü Ø á Ú � á Ú á Ø Õ Ù Ú ü á à ý � ü Ø ß à ê á � � Ù ü Ø á Úâ � � â Ø Ö à ü Ù �D ò ó 0 ø � � ò õ � õ ò õ ø ö õ �
–

� Õ Ö Ø ü á à ý � ü Ø ß ä Ù � á ý ú � � â � Ö þ þ ú Ù Ö Ú Ø Õ � Ø á � Õ ß ü Õ Ö à Ù þ Ù ü Ø Ú ß ü × á Ø Ù à Ø ß Ö þ ß âÚ Ù Þ Ù Ú Ù à ü Ù ý �D ò ó 0 ø � � 
 õ ò + �
–

Ô á à à Ù ü Ø ß à ê á Ú Ù â Ø Ö � þ ß â Õ ß à ê Ö ü á à à Ù ü Ø ß á à � Ù ß Ø Õ Ù Ú ß à Ø Ù à Ø ß á à Ö þ þ ú á Ú Ö ü ü ß ý Ù à Ø Ö þ þ ú � á ÞÖ à Ù þ Ù ü Ø Ú ß ü ü ß Ú ü � ß Ø á Ú Ù � � ß × û Ù à Ø Ø á Ú Ù Þ Ù Ú Ù à ü Ù ê Ú á � à ý � Ô á à à Ù ü Ø Ø á Ù Ö Ú Ø Õ á Ú â á û Ù ü á à ý � ü Ø ß à ê � á ý úØ Õ Ö Ø â Ù Ú ä Ù â ß à × þ Ö ü Ù á Þ Ù Ö Ú Ø Õ �D ò ó 0 ø � ù î ï 0 ð ô 2 ÷ ò ö 0 ÷ ô & ø ô õ ò ò 0 � ô õ ò � D î 2 & � � � ý Ù ä ß ü Ù ý Ù â ß ê à Ù ý Ø á × Ú Ù ä Ù à Ø Ù þ Ù ü Ø Ú ß ü Ö þ â Õ á ü ÿ � ú� Ú Ù Ö ÿ ß à ê Ø Õ Ù ü ß Ú ü � ß Ø � Õ Ù à Ø Õ Ù Ú Ù ß â Ö ý ß Þ Þ Ù Ú Ù à ü Ù ß à Ø Õ Ù ü � Ú Ú Ù à Ø â ß à Ø Õ Ù Õ á Ø Ö à ý à Ù � Ø Ú Ö þ � ß Ú Ù â �D ò ó 0 ø � ÷ ø  � ð õ ö ô ò ó � õ � D ò ó 0 ø � � ð õ ö ô ò ó � õ �
– � ü á à ý � ü Ø á Ú Ù û � Ù ý ý Ù ý ß à Ø Õ Ù Ù Ö Ú Ø Õ � � â Ù ý Þ á Úû Ö ß à Ø Ö ß à ß à ê ê Ú á � à ý × á Ø Ù à Ø ß Ö þ á à ü á à ý � ü Ø á Ú â ü á à à Ù ü Ø Ù ý Ø á ß Ø Ö à ý Þ á Ú ý ß â â ß × Ö Ø ß à ê ß à Ø á Ø Õ Ù Ù Ö Ú Ø Õü � Ú Ú Ù à Ø ü á à ý � ü Ø Ù ý Ø á ß Ø �D * � 6

–
9 Ö â � � à ê â Ø Ù à � Ú ü 7 Ù þ ý ß à ê �D * ñ � 6
–

9 Ö â � � à ê â Ø Ù à é þ Ö â û Ö � Ú ü 7 Ù þ ý ß à ê �D 0 ï ò � õ �
–

é Ú á Ø Ù ü Ø Ù ý � ú × Ù Ú â á à à Ù þ � á Ú ü á ä Ù Ú Ù ý � Þ Ù à ü Ù ý � á Ú Ù à ü þ á â Ù ý � ú û Ù Ö à â á Þ â � ß Ø Ö � þ Ùü Ö â ß à ê â � � Ö Ú Ú ß Ù Ú Ú Ö ß þ â � â ü Ú Ù Ù à â � û Ö Ø â � × þ Ö Ø Þ á Ú û â � á Ú á Ø Õ Ù Ú â � ß Ø Ö � þ Ù ý Ù ä ß ü Ù â ß à Ö ü ü á Ú ý Ö à ü Ù � ß Ø Õâ Ø Ö à ý Ö Ú ý � Ö Ú Ú ß ü Ö ý ß à ê Ø Ù ü Õ à ß � � Ù â ý Ù â ß ê à Ù ý Ø á × Ú Ù ä Ù à Ø ý Ö à ê Ù Ú á � â Ö × × Ú á Ö ü Õ á Ú ü á à Ø Ö ü Ø � ú× Ù Ú â á à â á Ú á � � Ù ü Ø â � � 7 ß Ú Ù â Ø Õ Ö Ø Ö Ú Ù ß à â � þ Ö Ø Ù ý � � Ø à á Ø á Ø Õ Ù Ú � ß â Ù × Ú á Ø Ù ü Ø Ù ý Ö Ú Ù à á Ø ü á à â ß ý Ù Ú Ù ýê � Ö Ú ý Ù ý � �/ ï 3 ï ò � 2 ó � � 0 ø ÷ ö ï ô ÷ ó ø ñ ò ó  ò ï �
–

Ô á û × Ö à ú ý Ù ä Ù þ á × Ù ý × Ú á ê Ú Ö û Ø á Ù à â � Ú Ù Ø Õ Ö Ø ß à Þ á Ú û Ö Ø ß á àü á à ü Ù Ú à ß à ê Õ Ö � Ö Ú ý á � â ü Õ Ù û ß ü Ö þ â � û Ö Ø Ù Ú ß Ö þ � ß â Ø Ú Ö à â û ß Ø Ø Ù ý Ø á Ù û × þ á ú Ù Ù â Ø Õ Ú á � ê Õ Ø Õ Ù � â Ù á Þ� Ö Ú à ß à ê â � × Ú á ü Ù ý � Ú Ù â � û Ö Ø Ù Ú ß Ö þ â Ö Þ Ù Ø ú ý Ö Ø Ö â Õ Ù Ù Ø â � Ö à ý Ù û × þ á ú Ù Ù Ø Ú Ö ß à ß à ê �/ ï 3 ï ò � ó 0 - � ô � ó - � � õ ò õ
– � à Ö Ø û á â × Õ Ù Ú Ù Ø Õ Ö Ø û Ö ú Ù � × á â Ù Ù û × þ á ú Ù Ù â Ø á Ø Õ Ù Ú ß â ÿ á Þ ý Ù Ö Ø Õ �ß à ü Ö × Ö ü ß Ø Ö Ø ß á à � ß û × Ö ß Ú û Ù à Ø á Þ Ö � ß þ ß Ø ú Ø á â Ù þ Þ � Ú Ù â ü � Ù � Ù â ü Ö × Ù � à Ö ß ý Ù ý Þ Ú á û Ö à Ù à ü þ á â Ù ý â × Ö ü Ù � �ß à � � Ú ú � á Ú Ö ü � Ø Ù ß þ þ à Ù â â Þ Ú á û á à Ù á Ú û á Ú Ù á Þ Ø Õ Ù Þ á þ þ á � ß à ê ü Ö � â Ù â å Û � ; þ Ö û û Ö � þ Ù ê Ö â � ä Ö × á Ú � á Úû ß â Ø ß à Ù � ü Ù â â á Þ Û " I á Þ ß Ø â þ á � Ù Ú Ù � × þ á â ß ä Ù þ ß û ß Ø �  �  � � æ � � ß Ú � á Ú à Ù ü á û � � â Ø ß � þ Ù ý � â Ø Ö Ø Öü á à ü Ù à Ø Ú Ö Ø ß á à Ø Õ Ö Ø û Ù Ù Ø â á Ú Ù � ü Ù Ù ý â ß Ø â  �  � è � � Ø û á â × Õ Ù Ú ß ü á � ú ê Ù à ü á à ü Ù à Ø Ú Ö Ø ß á à � Ù þ á �Û Ü � ! I á Ú Ö � á ä Ù æ è � ! I � B � � Ø û á â × Õ Ù Ú ß ü ü á à ü Ù à Ø Ú Ö Ø ß á à á Þ Ö à ú â � � â Ø Ö à ü Ù Þ á Ú � Õ ß ü Õ Ö ý á â Ù á Ú Ö× Ù Ú û ß â â ß � þ Ù Ù � × á â � Ú Ù þ ß û ß Ø ß â × � � þ ß â Õ Ù ý ß à # � � × Ö Ú Ø 9 � 5 ü ü � × Ö Ø ß á à Ö þ = Ù Ö þ Ø Õ Ö à ý � à ä ß Ú á à û Ù à Ø Ö þÔ á à Ø Ú á þ � á Ú ß à # � � × Ö Ú Ø J � � á � ß ü Ö à ý = Ö � Ö Ú ý á � â # � � â Ø Ö à ü Ù â � á Þ Ø Õ ß â × Ö Ú Ø Ö à ý � Õ ß ü Õ ü á � þ ý Ú Ù â � þ Ø ß àÙ û × þ á ú Ù Ù Ù � × á â � Ú Ù ß à Ù � ü Ù â â á Þ ß Ø â ý á â Ù á Ú é �  � ! � � à ú á Ø Õ Ù Ú Ö Ø û á â × Õ Ù Ú ß ü ü á à ý ß Ø ß á à Ø Õ Ö Ø ß âß û û Ù ý ß Ö Ø Ù þ ú ý Ö à ê Ù Ú á � â Ø á þ ß Þ Ù á Ú Õ Ù Ö þ Ø Õ �
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/ ï 3 ï ò � ó 0 - ( ï ô õ ò ÷ ï ð � % 0 + - ô ï ø ö õ - �
– � à ú â � � â Ø Ö à ü Ù Ø Õ Ö Ø ß â Ö × Õ ú â ß ü Ö þ Õ Ö � Ö Ú ý á Ú Ö Õ Ù Ö þ Ø ÕÕ Ö � Ö Ú ý � � â � � â Ø Ö à ü Ù ß â Ö × Õ ú â ß ü Ö þ Õ Ö � Ö Ú ý � Õ Ù à Ø Õ Ù Ú Ù ß â â ü ß Ù à Ø ß Þ ß ü Ö þ þ ú ä Ö þ ß ý Ù ä ß ý Ù à ü Ù Ø Õ Ö Ø ß Ø ß â Öü á û � � â Ø ß � þ Ù þ ß � � ß ý � Ö ü á û × Ú Ù â â Ù ý ê Ö â � Ù � × þ á â ß ä Ù � Þ þ Ö û û Ö � þ Ù � á Ú ê Ö à ß ü × Ù Ú á � ß ý Ù � Ö à á � ß ý ß � Ù Ú �× ú Ú á × Õ á Ú ß ü � � à â Ø Ö � þ Ù � Ú Ù Ö ü Ø ß ä Ù � � á Ú � Ö Ø Ù Ú Ú Ù Ö ü Ø ß ä Ù � � Õ Ù â � � â Ø Ö à ü Ù ß â Ö Õ Ù Ö þ Ø Õ Õ Ö � Ö Ú ý � Õ Ù à ß Ø ß âý Ù Ø Ù Ú û ß à Ù ý Ø á � Ù Ö ü Ö Ú ü ß à á ê Ù à � Ö Ø á � ß ü á Ú Õ ß ê Õ þ ú Ø á � ß ü Ö ê Ù à Ø � Ö Ú Ù × Ú á ý � ü Ø ß ä Ù Ø á � ß à � ß Ú Ú ß Ø Ö à Ø �ü á Ú Ú á â ß ä Ù � â Ù à â ß Ø ß � Ù Ú � Õ Ù × Ö Ø á Ø á � ß à � à Ù × Õ Ú á Ø á � ß ü � à Ù � Ú á Ø á � ß à � Ö à Ö ê Ù à Ø Ø Õ Ö Ø Ö ü Ø â á à Ø Õ ÙÕ Ù û Ö Ø á × á ß Ù Ø ß ü â ú â Ø Ù û � á Ú Ö à Ö ê Ù à Ø Ø Õ Ö Ø ý Ö û Ö ê Ù â Ø Õ Ù þ � à ê â � â ÿ ß à � Ù ú Ù â � á Ú û � ü á � â û Ù û � Ú Ö à Ù â �/ ï 3 ï ò � ( ï ô õ ò ÷ ï ð � * ò ï ø - � ó ò ô �

–
# Ø Ö Ø Ù Ý Ù × Ö Ú Ø û Ù à Ø á Þ � Ú Ö à â × á Ú Ø Ö Ø ß á à Ú Ù � � ß Ú Ù â Ö þ þ ü á û û Ù Ú ü ß Ö þä Ù Õ ß ü þ Ù â Ø á Õ Ö ä Ù × Ú á × Ù Ú â Õ ß × × ß à ê ý á ü � û Ù à Ø â � Õ Ù à Ø Ú Ö à â × á Ú Ø ß à ê Ú Ù ê � þ Ö Ø Ù ý � � Ö à Ø ß Ø ß Ù â á ÞÕ Ö � Ö Ú ý á � â û Ö Ø Ù Ú ß Ö þ â � Ö â ß ý Ù à Ø ß Þ ß Ù ý ß à B Ü Ô ; ã Ø Ö � þ Ù Û H æ � Û " Û � á à þ á ü Ö þ Ú á Ö ý � Ö ú â � 9 Ù à Ù Ú Ö þ þ ú � Ø Õ ß â� � Ö à Ø ß Ø ú ß â B B " � × á � à ý â á Þ Ö þ þ Õ Ö � Ö Ú ý á � â û Ö Ø Ù Ú ß Ö þ â á à Ø Õ Ù ä Ù Õ ß ü þ Ù � � � Ö û × þ Ù â á Þ Õ Ö � Ö Ú ý á � âû Ö Ø Ù Ú ß Ö þ â ß à ü þ � ý Ù å × Ú á × Ö à Ù � Ö ü Ù Ø ú þ Ù à Ù � à ß Ø Ú á ê Ù à � á � ú ê Ù à � ê Ö â ß à ü á à Ø Ö ß à Ù Ú â Ö à ý á Ø Õ Ù Ú â � L � à ú� � Ù â Ø ß á à â á Ú ü á à ü Ù Ú à â Ú Ù ê Ö Ú ý ß à ê Ø Ú Ö à â × á Ú Ø ß à ê á Þ Õ Ö � Ö Ú ý á � â û Ö Ø Ù Ú ß Ö þ â â Õ á � þ ý � Ù ý ß Ú Ù ü Ø Ù ý Ø á ú á � Ú

Process Area’s Environmental Compliance Representative]./ ÷  � 6 ÷ ø �
– � � ß à ý á Þ â � ü Õ ä Ù þ á ü ß Ø ú Ø Õ Ö Ø Ö à Ù û × þ á ú Ù Ù � á � þ ý � Ù Ù � × á â Ù ý Ø á � Ù ß à ê � þ á � à Þ Ú á ûÙ þ Ù ä Ö Ø Ù ý þ á ü Ö Ø ß á à â � á Ú � Ö à Ù û × þ á ú Ù Ù á Ú û Ö Ø Ù Ú ß Ö þ Õ Ö à ý þ ß à ê Ù � � ß × û Ù à Ø ü á � þ ý þ á â Ù ü á à Ø Ú á þ á Þû Ö Ø Ù Ú ß Ö þ � Ù ß à ê Õ Ö à ý þ Ù ý � á Ú � Ö à Ù û × þ á ú Ù Ù ü á � þ ý � Ù Ù � × á â Ù ý Ø á á Ø Õ Ù Ú Õ Ö � Ö Ú ý â à á Ø ü á à Ø Ú á þ þ Ù ý � úØ Õ Ù â Ø Ö à ý Ö Ú ý ß à ä á þ ä Ù ý � 7 ß à ý â Ù � ü Ù Ù ý ß à ê B " � û ß þ Ù â × Ù Ú Õ á � Ú á Ú � ß à ý â Ù � ü Ù Ù ý ß à ê è " � û ß þ Ù â × Ù ÚÕ á � Ú ß Þ û Ö Ø Ù Ú ß Ö þ Õ Ö à ý þ ß à ê ß â ß à ä á þ ä Ù ý Ö Ú Ù ü á à â ß ý Ù Ú Ù ý Ø á � Ù Õ ß ê Õ � ß à ý â � à þ Ù â â × Ú Ù ü Ö � Ø ß á à â Ö Ú ÙØ Ö ÿ Ù à Ø á × Ú á Ø Ù ü Ø Ù û × þ á ú Ù Ù â Þ Ú á û Ø Õ Ù Õ Ö � Ö Ú ý á � â Ù Þ Þ Ù ü Ø â á Þ Ø Õ Ù � ß à ý �/ ÷  � ð � / ï 3 ï ò � ó 0 - 2 � õ � ÷ ö ï ð

– � â � � â Ø Ö à ü Ù × á â â Ù â â ß à ê Ø á � ß ü � Ú Ù Ö ü Ø ß ä Ù � Þ þ Ö û û Ö � þ Ù � á Ú Ù � × þ á â ß ä Ù× Ú á × Ù Ú Ø ß Ù â Ø Õ Ö Ø Ö Ú Ù þ ß â Ø Ù ý ß à 5 # = � â Ø Ö à ý Ö Ú ý æ Ü Ô ; ã Û Ü Û " � Û Û Ü �/ ÷  � ñ ó ? õ ò * õ - ô
–

� Ù â Ø â ß à � Õ ß ü Õ Þ Ö � þ Ø ü � Ú Ú Ù à Ø â � þ á Ö ý ü � Ú Ú Ù à Ø â � Ö à ý þ ß à Ù � ý Ú á × × ß à ê ü � Ú Ú Ù à Ø â Ö Ú Ù� â Ù ý Ø
o test equipment, either at the equipment’s rated voltage or at lower voltages./ ÷  � ù M ó ð ô ï  õ * õ - ô

–
� Ù â Ø â ß à � Õ ß ü Õ ä á þ Ø Ö ê Ù â á Þ Ö × × Ú á � ß û Ö Ø Ù þ ú Û " " " � ä á þ Ø â Ö Ú Ù � â Ù ý Ö â Ö× Ú Ö ü Ø ß ü Ö þ û ß à ß û � û Ö à ý ß à � Õ ß ü Õ Ø Õ Ù ä á þ Ø Ö ê Ù â á � Ú ü Ù Õ Ö â â � Þ Þ ß ü ß Ù à Ø Ù à Ù Ú ê ú Ø á ü Ö � â Ù ß à � � Ú ú �/ ÷ C % /

–
= Ö � Ö ß ß 5 ü ü � × Ö Ø ß á à Ö þ # Ö Þ Ù Ø ú Ö à ý = Ù Ö þ Ø Õ �/ ó ô 6 ó ò >
– � à ú � á Ú ÿ ß à ä á þ ä ß à ê � � Ú à ß à ê � � Ù þ ý ß à ê � á Ú â ß û ß þ Ö Ú á × Ù Ú Ö Ø ß á à â Ø Õ Ö Ø ß â ü Ö × Ö � þ Ù á Þß à ß Ø ß Ö Ø ß à ê Þ ß Ú Ù â á Ú Ù � × þ á â ß á à â � � Õ ß â û Ö ú ß à ü þ � ý Ù � � � Ø ß â à á Ø þ ß û ß Ø Ù ý Ø á � � Ù þ ý ß à ê � Ø á Ú ü Õ ü � Ø Ø ß à ê �× þ Ö â û Ö ü � Ø Ø ß à ê � � Ú Ö � ß à ê � â á þ ý Ù Ú ß à ê � ê Ú ß à ý ß à ê � Ö à ý Ø Õ Ù � â Ù á Þ Þ þ Ö Ú Ù â á Ú á Ø Õ Ù Ú ß à ü Ù à ý ß Ö Ú ú ý Ù ä ß ü Ù â �/ ó ô 6 ó ò > 2 � õ ö > ð ÷ - ô

– � ü Õ Ù ü ÿ þ ß â Ø Ú Ù � � ß Ú Ù ý Þ á Ú � Ù þ ý ß à ê � Ø á Ú ü Õ ü � Ø Ø ß à ê � á Ú × þ Ö â û Ö ü � Ø Ø ß à êÖ ü Ø ß ä ß Ø ß Ù â � ß à Ö Ú Ù Ö â à á Ø à á Ú û Ö þ þ ú ý Ù â ß ê à Ö Ø Ù ý Þ á Ú â � ü Õ á × Ù Ú Ö Ø ß á à â � Ö à ý Ö Ú Ù × Ù Ú Þ á Ú û Ù ý � ß Ø Õ ß à è ! �Þ Ù Ù Ø á Þ ü á û � � â Ø ß � þ Ù û Ö Ø Ù Ú ß Ö þ � � ß Ø Õ ß à ! " � Þ Ù Ù Ø á Þ Þ þ Ö û û Ö � þ Ù û Ö Ø Ù Ú ß Ö þ � á Ú � ú Ö = � Ô 5 Ô á à Ø Ú Ö ü Ø á Ú �/ ó ô ù 	 ÷ ø õ * ó ó ð - ï ø � 1 ó � õ -
–

� Õ á â Ù Ø á á þ â Ö à ý Ú á × Ù â Ø Õ Ö Ø Ö Ú Ù Ù â × Ù ü ß Ö þ þ ú ý Ù â ß ê à Ù ý Þ á Ú � á Ú ÿ á àÙ à Ù Ú ê ß � Ù ý Õ ß ê Õ ä á þ Ø Ö ê Ù þ ß à Ù â Ö à ý Ù � � ß × û Ù à Ø � � à â � þ Ö Ø Ù ý Ö Ù Ú ß Ö þ Ù � � ß × û Ù à Ø Ù â × Ù ü ß Ö þ þ ú ý Ù â ß ê à Ù ý Þ á Ú� á Ú ÿ á à Ù à Ù Ú ê ß � Ù ý Õ ß ê Õ ä á þ Ø Ö ê
e lines and equipment shall be considered “hot

�
line”.
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Ô Õ Ö × Ø Ù Ú Û Ü
– Ý Ù Þ ß à ß Ø ß á à â ã Ù ä ß â ß á à å Û æ ç è ç Û æ é Ö ê Ù Ü

& � � õ � ÷ ï ô õ ð � � ï ø  õ ò ó 0 - ô ó 	 ÷ � õ ó ò / õ ï ð ô � � & � 	 / �
– � à ú ü á à ý ß Ø ß á à Ø Õ Ö Ø × á â Ù â Ö à ß û û Ù ý ß Ö Ø Ù á Úý Ù þ Ö ú Ù ý Ø Õ Ú Ù Ö Ø Ø á þ ß Þ Ù á Ú Ø Õ Ö Ø � á � þ ý ü Ö � â Ù ß Ú Ú Ù ä Ù Ú â ß � þ Ù Ö ý ä Ù Ú â Ù Õ Ù Ö þ Ø Õ Ù Þ Þ Ù ü Ø â á Ú Ø Õ Ö Ø � á � þ ýß à Ø Ù Ú Þ Ù Ú Ù � ß Ø Õ Ö à

individual’s ability to escape unaided from a permit space.& ø � 0 - ô ò ÷ ï ð * ò 0 ö > - � ñ ó ? õ ò õ � �
–

� Ú � ü ÿ â � â Ù ý Ø á ü Ö Ú Ú ú � × � â Õ � × � þ þ � þ ß Þ Ø � â Ø Ö ü ÿ � á Ú Ø ß Ù Ú û Ö Ø Ù Ú ß Ö þ �é á � Ù Ú Ù ý ß à ý � â Ø Ú ß Ö þ Ø Ú � ü ÿ â û Ö ú � Ù ü þ Ö â â ß Þ ß Ù ý � ú × á � Ù Ú â á � Ú ü Ù � á × Ù Ú Ö Ø á Ú × á â ß Ø ß á à � Ö à ý û Ù Ö à â á ÞÙ à ê Ö ê ß à ê Ø Õ Ù þ á Ö ý �& ø - 0 ð ï ô õ �
–

# Ù × Ö Ú Ö Ø Ù ý Þ Ú á û á Ø Õ Ù Ú ü á à ý � ü Ø ß à ê â � Ú Þ Ö ü Ù â � ú Ö ý ß Ù þ Ù ü Ø Ú ß ü â � � â Ø Ö à ü Ù á Ú Ö ß Ú â × Ö ü Ù �× Ù Ú û Ö à Ù à Ø þ ú á Þ Þ Ù Ú ß à ê Ö Õ ß ê Õ Ú Ù â ß â Ø Ö à ü Ù Ø á Ø Õ Ù × Ö â â Ö ê Ù á Þ ü � Ú Ú Ù à Ø Ö à ý Ø á ý ß â Ú � × Ø ß ä Ù ý ß â ü Õ Ö Ú ê ÙØ Õ Ú á � ê Õ Ø Õ Ù â � � â Ø Ö à ü Ù á Ú â × Ö ü Ù �& - ó ð ï ô õ �
– � à á � � Ù ü Ø Ø Õ Ö Ø ß â à á Ø Ú Ù Ö ý ß þ ú Ö ü ü Ù â â ß � þ Ù Ø á × Ù Ú â á à � à þ Ù â â â × Ù ü ß Ö þ û Ù Ö à â á Þ Ö ü ü Ù â â Ö Ú Ù� â Ù ý �N ó + / ï 3 ï ò � � ø ï ð � - ÷ -

– � â Ø � ý ú á Þ Ö � á � á Ú Ö ü Ø ß ä ß Ø ú Ø á ß ý Ù à Ø ß Þ ú Õ Ö � Ö Ú ý â á Ú × á Ø Ù à Ø ß Ö þ Ö ü ü ß ý Ù à Ø âÖ â â á ü ß Ö Ø Ù ý � ß Ø Õ Ù Ö ü Õ â Ø Ù × á Ú Ø Ö â ÿ � Ö à ý ý Ù ä Ù þ á × â á þ � Ø ß á à â Ø Õ Ö Ø � ß þ þ Ù þ ß û ß à Ö Ø Ù á Ú × Ú Ù ä Ù à Ø Ø Õ ÙÕ Ö � Ö Ú ý á Ú Ö ü ü ß ý Ù à Ø �N ó + - ÷ ô õ
–

� Õ Ù Ö â â Ù û � þ ú × á ß à Ø Ö Ø Ø Õ Ù â Ø Ú � ü Ø � Ú Ù á Ú Ù � � ß × û Ù à Ø � Õ Ù Ú Ù Ø Õ Ù � á Ú ÿ Ù Ú â � Ø á á þ â � Ö à ýä Ù Õ ß ü þ Ù â Ö Ú Ù Ö â â Ù û � þ Ù ý Ø á × Ù Ú Þ á Ú û Ø Õ Ù ü þ ß û � ß à ê Ø á Ø Õ Ù � á Ú ÿ â ß Ø Ù �	 ï ø � ï ò � � % ô ò ï � �
– � Þ þ Ù � ß � þ Ù þ ß à Ù � â Ù ý Ø á â Ù ü � Ú Ù Ö � á ý ú � Ù þ Ø á Ú � á ý ú Õ Ö Ú à Ù â â Ø á Ö þ ß Þ Ù þ ß à Ù á Úý ß Ú Ù ü Ø þ ú Ø á Ö × á ß à Ø á Þ Ö à ü Õ á Ú Ö ê Ù �	 ÷ � õ ð ÷ ø õ

– A line provided for direct or indirect attachment to a worker’s body belt, body harness, þ Ö à ú Ö Ú ý � á Ú ý Ù ü Ù þ Ù Ú Ö Ø ß á à ý Ù ä ß ü Ù � # � ü Õ þ ß Þ Ù þ ß à Ù â û Ö ú � Ù Õ á Ú ß � á à Ø Ö þ á Ú ä Ù Ú Ø ß ü Ö þ ß à Ö × × þ ß ü Ö Ø ß á à �	 ÷ ø õ 2 ð õ ï ò ï ø ö õ * ò õ õ * ò ÷ � � õ ò
– � à Ù û × þ á ú Ù Ù � Õ á � Ø Õ Ú á � ê Õ Ú Ù þ Ö Ø Ù ý Ø Ú Ö ß à ß à ê á Ú á à � Ø Õ Ù � � á �Ù � × Ù Ú ß Ù à ü Ù á Ú � á Ø Õ � ß â Þ Ö û ß þ ß Ö Ú � ß Ø Õ Ø Õ Ù â × Ù ü ß Ö þ Ø Ù ü Õ à ß � � Ù â Ö à ý Õ Ö � Ö Ú ý â ß à ä á þ ä Ù ý ß à þ ß à Ùü þ Ù Ö Ú Ö à ü Ù �	 ÷ ø õ 2 ð õ ï ò ï ø ö õ * ò õ õ * ò ÷ � � ÷ ø  
–

� Õ Ù × Ú � à ß à ê � Ø Ú ß û û ß à ê � Ú Ù × Ö ß Ú ß à ê � û Ö ß à Ø Ö ß à ß à ê � Ú Ù û á ä ß à ê � á Úü þ Ù Ö Ú ß à ê á Þ Ø Ú Ù Ù â á Ú Ø Õ Ù ü � Ø Ø ß à ê á Þ � Ú � â Õ Ø Õ Ö Ø ß â � ß Ø Õ ß à Û " � Þ Ù Ù Ø � è " ! � ü û � á Þ Ù þ Ù ü Ø Ú ß ü â � × × þ ú þ ß à Ù â Ö à ýÙ � � ß × û Ù à Ø �	 ó ï � � ÷ - � ï ô ö � õ ò ù ñ ó ? õ ò � ÷ - � ï ô ö � õ ò ù % � - ô õ � C � õ ò ï ô ó ò
–

é Ù Ú â á à ý Ù â ß ê à Ö Ø Ù ý � ú Ø Õ Ù Ù û × þ á ú Ù ÚÖ â Õ Ö ä ß à ê Ö � Ø Õ á Ú ß Ø ú á ä Ù Ú â � ß Ø ü Õ ß à ê Ö à ý ü þ Ù Ö Ú Ö à ü Ù â á Þ Õ ß ê Õ ä á þ Ø Ö ê Ù þ ß à Ù â Ö à ý â Ø Ö Ø ß á à Ù � � ß × û Ù à Ø �	 ó ? M ó ð ô ï  õ
–  Ù â â Ø Õ Ö à � " " � ä á þ Ø â �( ï ø � ó ð õ

– � â � � â � Ú Þ Ö ü Ù Ù à ü þ á â � Ú Ù � � Õ ß ü Õ × Ù Ú â á à à Ù þ û Ö ú Ù à Ø Ù Ú � Ø Õ Ö Ø ß â � â Ù ý Þ á Ú ß à â Ø Ö þ þ ß à ê �á × Ù Ú Ö Ø ß à ê � Ö à ý û Ö ß à Ø Ö ß à ß à ê Ù � � ß × û Ù à Ø Ö à ý ç á Ú ü Ö � þ Ù �( ï ø � ó ð õ C � õ ø ÷ ø  
– � à á × Ù à ß à ê Ø Õ Ú á � ê Õ � Õ ß ü Õ × Ù Ú â á à â û Ö ú Ù à Ø Ù Ú ß à Ø á Ö ü á à Þ ß à Ù ý á Ú Ù à ü þ á â Ù ýâ × Ö ü Ù �
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Ô Õ Ö × Ø Ù Ú Û Ü
– Ý Ù Þ ß à ß Ø ß á à â ã Ù ä ß â ß á à å Û æ ç è ç Û æ é Ö ê Ù Û "

( ï ô õ ò ÷ ï ð % ï � õ ô � � ï ô ï % � õ õ ô
– � ý á ü � û Ù à Ø × Ú á ä ß ý Ù ý � ú û Ö à � Þ Ö ü Ø � Ú Ù Ú â Ö à ý ß û × á Ú Ø Ù Ú â á Þü Õ Ù û ß ü Ö þ â Ø á ü á à ä Ù ú ß à Þ á Ú û Ö Ø ß á à Ø á Ø Õ Ù � â Ù Ú â á Þ Ø Õ Ù ß Ú × Ú á ý � ü Ø â � � Õ Ù ß à Þ á Ú û Ö Ø ß á à ß à ü þ � ý Ù â ý Ö Ø Ö á à× Õ ú â ß ü Ö þ ü Õ Ö Ú Ö ü Ø Ù Ú ß â Ø ß ü â � Þ ß Ú Ù Ö à ý Ù � × þ á â ß á à Õ Ö � Ö Ú ý â � Ú Ù Ö ü Ø ß ä ß Ø ú � Ö à ý Õ Ù Ö þ Ø Õ Õ Ö � Ö Ú ý â � â × Ù ü ß Ö þ× Ú Ù ü Ö � Ø ß á à â � Ö à ý Þ ß Ú Ù Ö à ý â × ß þ þ × Ú á ü Ù ý � Ú Ù â �( ÷ ø ÷ � 0 � � � � ò ó ï ö � � ÷ - ô ï ø ö õ

–
� Õ Ù ü þ á â Ù â Ø ý ß â Ø Ö à ü Ù Ö à Ù û × þ á ú Ù Ù ß â × Ù Ú û ß Ø Ø Ù ý Ø á Ö × × Ú á Ö ü Õ Ö àÙ à Ù Ú ê ß � Ù ý á Ú Ö ê Ú á � à ý Ù ý á � � Ù ü Ø �$ õ ï ò ( ÷ - -

– � à � à ß à Ø Ù à ý Ù ý � � à × þ Ö à à Ù ý � Ö à ý � à Ù � × Ù ü Ø Ù ý Ù ä Ù à Ø Ø Õ Ö Ø ü á � þ ý Õ Ö ä Ù � � � Ø ý ß ý à á ØÚ Ù â � þ Ø ß à × Ù Ú â á à à Ù þ ß à � � Ú ú á Ú × Ú á × Ù Ú Ø ú ý Ö û Ö ê Ù �$ & C % /
–

' Ö Ø ß á à Ö þ � à â Ø ß Ø � Ø Ù Þ á Ú 5 ü ü � × Ö Ø ß á à Ö þ # Ö Þ Ù Ø ú Ö à ý = Ù Ö þ Ø Õ �C ö ö 0 � ï ô ÷ ó ø ï ð % ï � õ ô � ï ø � / õ ï ð ô � � ö ô � C % / � � ó � ë O P ì
–

ã Ù � � ß Ú Ù â Ù û × þ á ú Ù Ú â Ø á × Ú á ä ß ý Ù Ø áÙ û × þ á ú Ù Ù â Ö � á Ú ÿ × þ Ö ü Ù Þ Ú Ù Ù Þ Ú á û Ú Ù ü á ê à ß � Ù ý Õ Ö � Ö Ú ý â Ö à ý Ø á ü á û × þ ú � ß Ø Õ â Ö Þ Ù Ø ú Ö à ý Õ Ù Ö þ Ø Õâ Ø Ö à ý Ö Ú ý â Ù â Ø Ö � þ ß â Õ Ù ý � ú Ø Õ Ù Ö ü Ø � � Õ Ù Ö ü Ø Ö þ â á ü Õ Ö Ú ê Ù â Ù Ö ü Õ Ù û × þ á ú Ù Ù � ß Ø Õ Ö þ Ù ê Ö þ ý � Ø ú Ø á
comply with the act’s safety and health standards.  The federal act pertains to most employers � � Ø â × Ù ü ß Þ ß ü Ö þ þ ú Ù � ü þ � ý Ù â Þ Ù ý Ù Ú Ö þ � â Ø Ö Ø Ù � Ö à ý þ á ü Ö þ ê á ä Ù Ú à û Ù à Ø Ù û × þ á ú Ù Ù â � = á � Ù ä Ù Ú � à � û Ù Ú á � ââ Ø Ö Ø Ù â Õ Ö ä Ù ý Ù ä Ù þ á × Ù ý â Ö Þ Ù Ø ú Ö à ý Õ Ù Ö þ Ø Õ â Ø Ö à ý Ö Ú ý â Ø Õ Ö Ø Ú Ù � � ß Ú Ù ü á û × þ ß Ö à ü Ù � ú Ö þ þ ê á ä Ù Ú à û Ù à ØÙ à Ø ß Ø ß Ù â �ñ ï � ( ó 0 ø ô

–
� Ú Ö à â Þ á Ú û Ù Ú á Ú Ù � � ß × û Ù à Ø ß à Ö â � Ú Þ Ö ü Ù � û á � à Ø Ù ý Ù à ü þ á â � Ú Ù à á Ú û Ö þ þ ú � á Ú ÿ Ù ý Þ Ú á ûê Ú á � à ý þ Ù ä Ù þ �ñ 2 8 - � ñ ó ð � ö � ð ó ò ÷ ø ï ô õ � 8 ÷ � � õ ø � ð - �

– � Õ Ö � Ö Ú ý á � â à á à � ü á à ý � ü Ø ß ä Ù Ö à ý à á à � ü á û � � â Ø ß � þ Ù þ ß � � ß ý� â Ù ý ß à â á û Ù Ø Ú Ö à â Þ á Ú û Ù Ú â Ö à ý ü Ö × Ö ü ß Ø á Ú â � � Ø Õ Ö â â Ù ä Ù Ú Ö þ Ø Ú Ö ý Ù à Ö û Ù â
–

é ú Ú Ö à á þ � � â ÿ Ù Ú Ö þ �� à Ù Ú Ø Ù Ù à � Ù Ø ü �ñ õ ò � ÷ - - ÷ + ð õ � F � ó - 0 ò õ 	 ÷ � ÷ ô � ñ � 	 �
–

# Ø Ö à ý Ö Ú ý â Ù Ø � à ý Ù Ú Ø Õ Ù 5 ü ü � × Ö Ø ß á à Ö þ # Ö Þ Ù Ø ú Ö à ý = Ù Ö þ Ø Õ� ü Ø Ø Õ Ö Ø â Ù Ø â Ö þ þ á � Ö � þ Ù þ Ù ä Ù þ â á Þ � á Ú ÿ Ù Ú Ù � × á â � Ú Ù Ø á â � ü Õ Ø á � ß ü â � � â Ø Ö à ü Ù â Ö â Ö â � Ù â Ø á â � ü Ù Ú Ø Ö ß àü Õ Ù û ß ü Ö þ â � Ö à ý Ú Ö ý ß Ö Ø ß á à �ñ � � - ÷ ö ï ð ð � 1 õ ø � õ ò & ø ó � õ ò ï ô ÷ 
 õ
–

� Õ Ù � â Ù á Þ þ á ü ÿ â � � þ ß à ý Þ þ Ö à ê Ù â � á Ú á Ø Õ Ù Ú â ß û ß þ Ö Ú ý Ù ä ß ü Ù â á Ú× Ú á ü Ù ý � Ú Ù â Ø á × Ú Ù ä Ù à Ø Ø Õ Ù á × Ù Ú Ö Ø ß á à á Þ â � ß Ø ü Õ Ù â � � Ú Ù Ö ÿ Ù Ú â � ä Ö þ ä Ù â � Ö à ý á × Ù Ú Ö Ø ß à ê ü á à Ø Ú á þ â �ñ ó - ÷ ô ÷ ó ø ÷ ø  � õ 
 ÷ ö õ
– � � á ý ú � Ù þ Ø á Ú � á ý ú Õ Ö Ú à Ù â â â ú â Ø Ù û Ú ß ê ê Ù ý Ø á Ö þ þ á � Ö à Ù û × þ á ú Ù Ù Ø á � Ùâ � × × á Ú Ø Ù ý á à Ö à Ù þ Ù ä Ö Ø Ù ý ä Ù Ú Ø ß ü Ö þ â � Ú Þ Ö ü Ù â � ü Õ Ö â Ö � Ö þ þ á Ú × á þ Ù Ö à ý Ø á � á Ú ÿ � ß Ø Õ � á Ø Õ Õ Ö à ý âÞ Ú Ù Ù �ñ ò ÷ � ï ò � 2 ó � � ï ò ô � õ ø ô

– � ü á û × Ö Ú Ø û Ù à Ø ü á à Ø Ö ß à ß à ê ä á þ Ø Ö ê Ù â ê Ú Ù Ö Ø Ù Ú Ø Õ Ö à � " " � ä á þ Ø â �ñ ò ÷ � ï ò � M ó ð ô ï  õ
– � à ú Ù þ Ù ü Ø Ú ß ü Ö þ ü ß Ú ü � ß Ø Ø Õ Ö Ø à á Ú û Ö þ þ ú á × Ù Ú Ö Ø Ù â Ö Ø û á Ú Ù Ø Õ Ö à � " " � ä á þ Ø â �ñ ò ó ô õ ö ô ÷ 
 õ % � - ô õ �

– � û Ù Ø Õ á ý á Þ × Ú á Ø Ù ü Ø ß à ê Ù û × þ á ú Ù Ù â Þ Ú á û ü Ö ä Ù � ß à â � Þ Ú á û û Ö Ø Ù Ú ß Ö þ Ø Õ Ö Ø ü á � þ ýÞ Ö þ þ á Ú Ú á þ þ Þ Ú á û Ö à Ù � ü Ö ä Ö Ø ß á à Þ Ö ü Ù á Ú ß à Ø á Ö à Ù � ü Ö ä Ö Ø ß á à � á Ú Þ Ú á û Ø Õ Ù ü á þ þ Ö × â Ù á Þ Ö ý � Ö ü Ù à Ø
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– Ý Ù Þ ß à ß Ø ß á à â ã Ù ä ß â ß á à å Û æ ç è ç Û æ é Ö ê Ù Û Û

â Ø Ú � ü Ø � Ú Ù â � é Ú á Ø Ù ü Ø ß ä Ù â ú â Ø Ù û â ß à ü þ � ý Ù â � × × á Ú Ø â ú â Ø Ù û â � â þ á × ß à ê Ö à ý � Ù à ü Õ ß à ê â ú â Ø Ù û â � â Õ ß Ù þ ýâ ú â Ø Ù û â � Ö à ý á Ø Õ Ù Ú â ú â Ø Ù û â Ø Õ Ö Ø × Ú á ä ß ý Ù Ø Õ Ù à Ù ü Ù â â Ö Ú ú × Ú á Ø Ù ü Ø ß á à �ñ 0 + ð ÷ ö
– � à ú ß à ý ß ä ß ý � Ö þ à á Ø Ö à Ù û × þ á ú Ù Ù á Ú Ú Ù × Ú Ù â Ù à Ø Ö Ø ß ä Ù á Þ Ø Õ Ù ü á û × Ö à ú �Q 0 ï ð ÷ � ÷ õ � ñ õ ò - ó ø � � ó ò õ ð õ ö ô ò ÷ ö � ó ? õ ò  õ ø õ ò ï ô ÷ ó ø G ô ò ï ø - � ÷ - - ÷ ó ø ï ø � � ÷ - ô ò ÷ + 0 ô ÷ ó ø �

– 5 à Ùÿ à á � þ Ù ý ê Ù Ö � þ Ù ß à Ø Õ Ù ü á à â Ø Ú � ü Ø ß á à Ö à ý á × Ù Ú Ö Ø ß á à á Þ Ø Õ Ù Ù þ Ù ü Ø Ú ß ü × á � Ù Ú ê Ù à Ù Ú Ö Ø ß á à � Ø Ú Ö à â û ß â â ß á à �Ö à ý ý ß â Ø Ú ß � � Ø ß á à Ù � � ß × û Ù à Ø ß à ä á þ ä Ù ý � Ö þ á à ê � ß Ø Õ Ø Õ Ù Ö â â á ü ß Ö Ø Ù ý Õ Ö � Ö Ú ý â � R � Ö þ ß Þ ß Ù ý Ù û × þ á ú Ù Ù ââ Õ Ö þ þ � Ù Ø Ú Ö ß à Ù ý Ö à ý ü á û × Ù Ø Ù à Ø ß à å Û � Ø Õ Ù â ÿ ß þ þ â Ö à ý Ø Ù ü Õ à ß � � Ù â à Ù ü Ù â â Ö Ú ú Ø á ý ß â Ø ß à ê � ß â ÕÙ � × á â Ù ý þ ß ä Ù × Ö Ú Ø â Þ Ú á û á Ø Õ Ù Ú × Ö Ú Ø â á Þ Ù þ Ù ü Ø Ú ß ü Ö þ Ù � � ß × û Ù à Ø � æ � Ø Õ Ù â ÿ ß þ þ â Ö à ý Ø Ù ü Õ à ß � � Ù âà Ù ü Ù â â Ö Ú ú Ø á ý Ù Ø Ù Ú û ß à Ù Ø Õ Ù à á û ß à Ö þ ä á þ Ø Ö ê Ù á Þ Ù � × á â Ù ý þ ß ä Ù × Ö Ú Ø â � è � Ø Õ Ù û ß à ß û � û Ö × × Ú á Ö ü Õý ß â Ø Ö à ü Ù â ü á Ú Ú Ù â × á à ý ß à ê Ø á Ø Õ Ù ä á þ Ø Ö ê Ù â Ø á � Õ ß ü Õ Ø Õ Ù � � Ö þ ß Þ ß Ù ý Ù û × þ á ú Ù Ù � ß þ þ � Ù Ù � × á â Ù ý � Ö à ý �B � Ø Õ Ù × Ú á × Ù Ú � â Ù á Þ × Ú Ù ü Ö � Ø ß á à Ö Ú ú Ø Ù ü Õ à ß � � Ù â � × Ù Ú â á à Ö þ × Ú á Ø Ù ü Ø ß ä Ù Ù � � ß × û Ù à Ø � ß à â � þ Ö Ø ß à ê Ö à ýâ Õ ß Ù þ ý ß à ê û Ö Ø Ù Ú ß Ö þ â � Ö à ý ß à â � þ Ö Ø Ù ý Ø á á þ â Þ á Ú � á Ú ÿ ß à ê á à á Ú à Ù Ö Ú Ù � × á â Ù ý Ù à Ù Ú ê ß � Ù ý × Ö Ú Ø â á ÞÙ þ Ù ü Ø Ú ß ü Ù � � ß × û Ù à Ø � � à Ù û × þ á ú Ù Ù � Õ á ß â � à ý Ù Ú ê á ß à ê á à � Ø Õ Ù � � á � Ø Ú Ö ß à ß à ê Ö à ý � Õ á � ß à Ø Õ Ù ü á � Ú â Ùá Þ Ø Õ Ö Ø Ø Ú Ö ß à ß à ê � Õ Ö â ý Ù û á à â Ø Ú Ö Ø Ù ý Ö à Ö � ß þ ß Ø ú Ø á × Ù Ú Þ á Ú û ý � Ø ß Ù â â Ö Þ Ù þ ú Ö Ø Õ ß â á Ú Õ Ù Ú þ Ù ä Ù þ á Þ Ø Ú Ö ß à ß à êÖ à ý � Õ á ß â � à ý Ù Ú Ø Õ Ù ý ß Ú Ù ü Ø â � × Ù Ú ä ß â ß á à á Þ Ö � � Ö þ ß Þ ß Ù ý Ù û × þ á ú Ù Ù ß â ü á à â ß ý Ù Ú Ù ý Ø á � Ù Ö � � Ö þ ß Þ ß Ù ýÙ û × þ á ú Ù Ù Þ á Ú Ø Õ Ù × Ù Ú Þ á Ú û Ö à ü Ù á Þ Ø Õ á â Ù ý � Ø ß Ù â � � à Ù û × þ á ú Ù Ù � à ý Ù Ú ê á ß à ê á à � Ø Õ Ù � � á � Ø Ú Ö ß à ß à êû � â Ø û Ù Ù Ø Ø Õ Ù Þ � þ þ Ú Ù � � ß Ú Ù û Ù à Ø â Þ á Ú Þ Ö þ þ × Ú á Ø Ù ü Ø ß á à �Q 0 ï ð ÷ � ÷ õ � ñ õ ò - ó ø � ÷ ø  õ ø õ ò ï ð �
– � � � Ö þ ß Þ ß Ù ý × Ù Ú â á à ß â á à Ù � Õ á ß â â × Ù ü ß Ö þ þ ú � � Ö þ ß Þ ß Ù ý Ø á ý á Ö× Ö Ú Ø ß ü � þ Ö Ú � á � � Ù ü Ö � â Ù á Þ Ù ý � ü Ö Ø ß á à � Ø Ú Ö ß à ß à ê � Ö à ý ç á Ú Ù � × Ù Ú ß Ù à ü Ù � � Ø ß â × á â â ß � þ Ù � Ù ä Ù à þ ß ÿ Ù þ ú � Ø Õ Ö Ø Ö� � Ö þ ß Þ ß Ù ý × Ù Ú â á à ß à á à Ù ü á à Ø Ù � Ø á Ú â ß Ø � Ö Ø ß á à � á � þ ý à á Ø � Ù Ö � � Ö þ ß Þ ß Ù ý × Ù Ú â á à ß à Ö à á Ø Õ Ù Ú â ß Ø � Ö Ø ß á à �1 õ � 0 ö õ � M ÷ - ÷ + ÷ ð ÷ ô �

–
� ß û Ù â � Õ Ù à à á Ú û Ö þ ä ß â ß � ß þ ß Ø ú ß â Ú Ù ý � ü Ù ý � Ù ü Ö � â Ù á Þ ß à â � Þ Þ ß ü ß Ù à Ø ý Ö ú þ ß ê Õ Ø� ý Ö � à á Ú ý � â ÿ � á Ú Ö ý ä Ù Ú â Ù � Ù Ö Ø Õ Ù Ú ü á à ý ß Ø ß á à â â � ü Õ Ö â Þ á ê � Õ Ù Ö ä ú Ú Ö ß à Þ Ö þ þ � á Ú â à á � �1 õ  ÷ - ô õ ò õ � ñ ò ó � õ - - ÷ ó ø ï ð � ø  ÷ ø õ õ ò

– � × Ù Ú â á à � Õ á ß â Ú Ù ê ß â Ø Ù Ú Ù ý Ö â Ö × Ú á Þ Ù â â ß á à Ö þ Ù à ê ß à Ù Ù Ú ß àØ Õ Ù â Ø Ö Ø Ù � Õ Ù Ú Ù Ø Õ Ù � á Ú ÿ ß â Ø á � Ù × Ù Ú Þ á Ú û Ù ý � = á � Ù ä Ù Ú � Ö × Ú á Þ Ù â â ß á à Ö þ Ù à ê ß à Ù Ù Ú Ú Ù ê ß â Ø Ù Ú Ù ý ß à
any state is deemed to be a “registered professional engineer”

� ß Ø Õ ß à Ø Õ Ù û Ù Ö à ß à ê á Þ Ø Õ ß â
standard when approving designs for “manufactured protective systems” or “tabulated data” to � Ù � â Ù ý ß à ß à Ø Ù Ú â Ø Ö Ø Ù ü á û û Ù Ú ü Ù �1 ó ï �

–
� Õ Ù × Ö ä Ù ý Ö à ý � à × Ö ä Ù ý â � Ú Þ Ö ü Ù á Þ Ö Ú á Ö ý � Ö ú � × á à � Õ ß ü Õ ä Ù Õ ß ü þ Ù â Ö Ú Ù ß à Ø Ù à ý Ù ý Ø áØ Ú Ö ä Ù þ � 7 Õ Ù à Ø Õ Ù Ú á Ö ý ß â × Ö ä Ù ý � Ø Õ Ù Ù à Ø ß Ú Ù â � Ú Þ Ö ü Ù ß â Ø Õ � â ß à ü þ � ý Ù ý �1 ó ï � ? ï �

–
� Õ Ù Ú á Ö ý Ö à ý Ø Õ Ù Ö Ú Ù Ö â ß û û Ù ý ß Ö Ø Ù þ ú Ö ý � Ö ü Ù à Ø Ø Õ Ù Ú Ù Ø á � â � ü Õ Ö â Ø Õ Ù â Õ á � þ ý Ù Ú á Þ Ø Õ ÙÚ á Ö ý � × Ö Ú ÿ ß à ê â Ø Ú ß × � Ù Ø ü � � Õ ß â Ö Ú Ù Ö à á Ú û Ö þ þ ú Ù � Ø Ù à ý â Ö × × Ú á � ß û Ö Ø Ù þ ú Û ! � Þ Ù Ù Ø Þ Ú á û Ø Õ Ù Ú á Ö ý �1 ó � õ D ò ï +
– � ý Ù ä ß ü Ù Ø Õ Ö Ø Ö Ø Ø Ö ü Õ Ù â Ø á Ö þ ß Þ Ù þ ß à Ù Ö â Ö à Ö à ü Õ á Ú ß à ê × á ß à Ø Ø á × Ú á ä ß ý Ù Ö û Ù Ö à â Þ á ÚÖ Ú Ú Ù â Ø ß à ê Ö Þ Ö þ þ �% ï � õ ô � 2 ï ø
– � à Ö × × Ú á ä Ù ý ü þ á â Ù ý ü á à Ø Ö ß à Ù Ú á Þ à á Ø û á Ú Ù Ø Õ Ö à ! � ê Ö þ þ á à ü Ö × Ö ü ß Ø ú Õ Ö ä ß à ê Ö Þ þ Ö â ÕÖ Ú Ú Ù â Ø ß à ê â ü Ú Ù Ù à � â × Ú ß à ê � ü þ á â ß à ê þ ß ý � Ö à ý â × á � Ø ü á ä Ù Ú Ö à ý ý Ù â ß ê à Ù ý â á Ø Õ Ö Ø ß Ø � ß þ þ â Ö Þ Ù þ ú Ú Ù þ ß Ù ä Ùß à Ø Ù Ú à Ö þ × Ú Ù â â � Ú Ù � Õ Ù à â � � � Ù ü Ø Ù ý Ø á Ö Þ ß Ú Ù �
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Ô Õ Ö × Ø Ù Ú Û Ü
– Ý Ù Þ ß à ß Ø ß á à â ã Ù ä ß â ß á à å Û æ ç è ç Û æ é Ö ê Ù Û æ

% ï � õ ô � 1 0 ð õ
– � × á â ß Ø ß ä Ù Ú � þ Ù Ú Ù � � ß Ú ß à ê ü á û × þ ß Ö à ü Ù � ú Ö þ þ Ù û × þ á ú Ù Ù â ü á à ü Ù Ú à Ù ý � Ý Ù ä ß Ö Ø ß á à Þ Ú á ûâ Ö Þ Ù Ø ú Ú � þ Ù â ß â à á Ø × Ù Ú û ß Ø Ø Ù ý Ö à ý ß â â � � � Ù ü Ø Ø á ý ß â ü ß × þ ß à Ö Ú ú Ö ü Ø ß á à �% S 2 S 8 S � S

–
# Ù þ Þ � Ô á à Ø Ö ß à Ù ý < Ú Ù Ö Ø Õ ß à ê � × × Ö Ú Ö Ø � â �% õ ö ó ø � ï ò � 2 ó � � ï ò ô � õ ø ô

– � ü á û × Ö Ú Ø û Ù à Ø ü á à Ø Ö ß à ß à ê ä á þ Ø Ö ê Ù â þ Ù â â Ø Õ Ö à � " " � ä á þ Ø â �% õ ö ó ø � ï ò � M ó ð ô ï  õ
– � à ú Ù þ Ù ü Ø Ú ß ü Ö þ ü ß Ú ü � ß Ø Ø Õ Ö Ø à á Ú û Ö þ þ ú á × Ù Ú Ö Ø Ù â Ö Ø þ Ù â â Ø Õ Ö à � " " � ä á þ Ø â �% � ï ð ð

– When the word “shall” appears in the wording of a rule, the rule is to be obeyed as � Ú ß Ø Ø Ù à � � � û Ö à ý Ö Ø á Ú ú Ú Ù � � ß Ú Ù û Ù à Ø � �% � ÷ õ ð � � % � ÷ õ ð � % � - ô õ � �
– � â Ø Ú � ü Ø � Ú Ù Ø Õ Ö Ø ß â Ö � þ Ù Ø á � ß Ø Õ â Ø Ö à ý Ø Õ Ù Þ á Ú ü Ù â ß û × á â Ù ý á à ß Ø � ú Öü Ö ä Ù � ß à Ö à ý Ø Õ Ù Ú Ù � ú × Ú á Ø Ù ü Ø Ù û × þ á ú Ù Ù â � ß Ø Õ ß à Ø Õ Ù â Ø Ú � ü Ø � Ú Ù � # Õ ß Ù þ ý â Ø Ú � ü Ø � Ú Ù â ü Ö à � Ù × Ù Ú û Ö à Ù à Øá Ú × á Ú Ø Ö � þ Ù Ö à ý û á ä Ù ý Ö þ á à ê Ö â � á Ú ÿ × Ú á ê Ú Ù â â Ù â �% � ó ò ÷ ø  � % � ó ò ÷ ø  % � - ô õ � �

– � â Ø Ú � ü Ø � Ú Ù â � ü Õ Ö â Ö û Ù Ø Ö þ Õ ú ý Ú Ö � þ ß ü � û Ù ü Õ Ö à ß ü Ö þ � á Ú Ø ß û � Ù Úâ Õ á Ú ß à ê â ú â Ø Ù û Ø Õ Ö Ø â � × × á Ú Ø â Ø Õ Ù â ß ý Ù â á Þ Ö à Ù � ü Ö ä Ö Ø ß á à Ö à ý � Õ ß ü Õ ß â ý Ù â ß ê à Ù ý Ø á × Ú Ù ä Ù à Ø ü Ö ä Ù �ß à â �% � ó 0 ð �
– When the word “should” appears in the wording of a rule, the rule is to be obeyed as � Ú ß Ø Ø Ù à � Õ Ù à ß Ø ß â Ú Ù Ö â á à Ö � þ Ù á Ú × Ú Ö ü Ø ß ü Ö þ Ø á ý á â á � � � â Ø Ú á à ê Ö ý ä ß â á Ú ú Ú Ù � � ß Ú Ù û Ù à Ø � �% ð ó � ÷ ø  � % ð ó � ÷ ø  % � - ô õ � �

– � û Ù Ø Õ á ý á Þ × Ú á Ø Ù ü Ø ß à ê Ù û × þ á ú Ù Ù â Þ Ú á û ü Ö ä Ù � ß à â � ú Ù � ü Ö ä Ö Ø ß à ê Ø áÞ á Ú û â ß ý Ù â á Þ Ö à Ù � ü Ö ä Ö Ø ß á à Ø Õ Ö Ø Ö Ú Ù ß à ü þ ß à Ù ý Ö � Ö ú Þ Ú á û Ø Õ Ù Ù � ü Ö ä Ö Ø ß á à â á Ö â Ø á × Ú Ù ä Ù à Ø ü Ö ä Ù �ß à â � � Õ Ù Ö à ê þ Ù á Þ ß à ü þ ß à Ù Ú Ù � � ß Ú Ù ý Ø á × Ú Ù ä Ù à Ø Ö ü Ö ä Ù � ß à ä Ö Ú ß Ù â � ß Ø Õ ý ß Þ Þ Ù Ú Ù à ü Ù â ß à â � ü Õ Þ Ö ü Ø á Ú â Ö âØ Õ Ù â á ß þ Ø ú × Ù � Ù à ä ß Ú á à û Ù à Ø Ö þ ü á à ý ß Ø ß á à â á Þ Ù � × á â � Ú Ù � Ö à ý Ö × × þ ß ü Ö Ø ß á à á Þ â � Ú ü Õ Ö Ú ê Ù þ á Ö ý â �% ( � 6
–

# Õ ß Ù þ ý Ù ý ) Ù Ø Ö þ � Ú ü 7 Ù þ ý ß à ê �% ø ï � ù / ó ó >
– � â Ù þ Þ � ü þ á â ß à ê ý Ù ä ß ü Ù � ß Ø Õ Ö ÿ Ù Ù × Ù Ú � þ Ö Ø ü Õ � á Ú á Ø Õ Ù Ú â ß û ß þ Ö Ú Ö Ú Ú Ö à ê Ù û Ù à Ø Ø Õ Ö Ø � ß þ þÚ Ù û Ö ß à ü þ á â Ù ý � à Ø ß þ û Ö à � Ö þ þ ú á × Ù à Ù ý � # � ü Õ ý Ù ä ß ü Ù â ß à ü þ � ý Ù â Ù þ Þ � ü þ á â ß à ê � â ß à ê þ Ù � Ö ü Ø ß á à � ý á � � þ Ù �Ö ü Ø ß á à � á Ú ý á � � þ Ù � þ á ü ÿ ß à ê â à Ö × � Õ á á ÿ â �% ô ï + ð õ 1 ó ö >
–

' Ö Ø � Ú Ö þ â á þ ß ý û ß à Ù Ú Ö þ û Ö Ø Ù Ú ß Ö þ Ø Õ Ö Ø ü Ö à � Ù Ù � ü Ö ä Ö Ø Ù ý � ß Ø Õ ä Ù Ú Ø ß ü Ö þ â ß ý Ù â Ö à ý � ß þ þÚ Ù û Ö ß à ß à Ø Ö ü Ø � Õ ß þ Ù Ù � × á â Ù ý � E à â Ø Ö � þ Ù Ú á ü ÿ ß â ü á à â ß ý Ù Ú Ù ý Ø á � Ù â Ø Ö � þ Ù � Õ Ù à Ø Õ Ù Ú á ü ÿ û Ö Ø Ù Ú ß Ö þá à Ø Õ Ù â ß ý Ù á Ú â ß ý Ù â á Þ Ø Õ Ù Ù � ü Ö ä Ö Ø ß á à ß â â Ù ü � Ú Ù ý Ö ê Ö ß à â Ø ü Ö ä ß à ê ß à á Ú û á ä Ù û Ù à Ø � ú Ú á ü ÿ � á þ Ø â á Ú� ú Ö à á Ø Õ Ù Ú × Ú á Ø Ù ü Ø ß ä Ù â ú â Ø Ù û Ø Õ Ö Ø Õ Ö â � Ù Ù à ý Ù â ß ê à Ù ý � ú Ö Ú Ù ê ß â Ø Ù Ú Ù ý × Ú á Þ Ù â â ß á à Ö þ Ù à ê ß à Ù Ù Ú �% ô õ � 8 ó ð ô
– � � á þ Ø á Ú Ú � à ê Ö Ø Ø Ö ü Õ Ù ý Ö Ø ß à Ø Ù Ú ä Ö þ â Ö þ á à ê Ö â Ø Ú � ü Ø � Ú Ö þ û Ù û � Ù Ú Ö à ý � â Ù ý Þ á Ú Þ á á Ø× þ Ö ü Ù û Ù à Ø ý � Ú ß à ê ü þ ß û � ß à ê á Ú â Ø Ö à ý ß à ê �% ? ÷ ô ö �

– � ý Ù ä ß ü Ù Þ á Ú á × Ù à ß à ê Ö à ý ü þ á â ß à ê á Ú ü Õ Ö à ê ß à ê Ø Õ Ù ü á à à Ù ü Ø ß á à á Þ Ö ü ß Ú ü � ß Ø � � à Ø Õ Ù â ÙÚ � þ Ù â � Ö â � ß Ø ü Õ ß â � à ý Ù Ú â Ø á á ý Ø á � Ù û Ö à � Ö þ þ ú á × Ù Ú Ö � þ Ù � � à þ Ù â â á Ø Õ Ù Ú � ß â Ù â Ø Ö Ø Ù ý �% � - ô õ � C � õ ò ï ô ó ò
– � � � Ö þ ß Þ ß Ù ý × Ù Ú â á à ý Ù â ß ê à Ö Ø Ù ý Ø á á × Ù Ú Ö Ø Ù Ø Õ Ù â ú â Ø Ù û á Ú ß Ø â × Ö Ú Ø â �
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Ô Õ Ö × Ø Ù Ú Û Ü
– Ý Ù Þ ß à ß Ø ß á à â ã Ù ä ß â ß á à å Û æ ç è ç Û æ é Ö ê Ù Û è

* ï ÷ ð + ó ï ò � % ï � õ ô � * ï ð >
– � â Õ á Ú Ø ß à Þ á Ú û Ö þ ý ß â ü � â â ß á à á Þ Ø Õ Ù � á Ú ÿ Ø á � Ù Ö ü ü á û × þ ß â Õ Ù ý Ö à ý Ø Õ Ùâ Ö Þ Ù Ø ú û Ù Ö â � Ú Ù â Ø á � Ù ß à ü á Ú × á Ú Ö Ø Ù ý � ' á Ú û Ö þ þ ú ü á à ý � ü Ø Ù ý � ú Ø Õ Ù Þ á Ú Ù û Ö à � Ø Õ Ù â Ù ý ß â ü � â â ß á à â Ö Ú Ù

sometimes referred to as “tailgate talks”, “tool box talks”, or “five
�
minute safety talks”.* ÷ � õ ù 6 õ ÷  � ô õ � � 
 õ ò ï  õ � * 6 � �

–
� Õ Ù Ö ä Ù Ú Ö ê Ù Ù � × á â � Ú Ù Ø á Ö ü á à Ø Ö û ß à Ö à Ø á Ú ü á à ý ß Ø ß á à � à á ß â Ù �Ø á � Õ ß ü Õ � á Ú ÿ Ù Ú â û Ö ú � Ù Ù � × á â Ù ý � ß Ø Õ á � Ø Ö ý ä Ù Ú â Ù Ù Þ Þ Ù ü Ø á ä Ù Ú Ö × Ù Ú ß á ý â � ü Õ Ö â ß à Ö à K � Õ á � Ú� á Ú ÿ ý Ö ú á Ú B " � Õ á � Ú � á Ú ÿ � Ù Ù ÿ �* ò ï ø - � õ ò ò ÷ ø  

–
� Õ Ù Ö ü Ø á Þ û á ä ß à ê Þ Ú á û á à Ù ý ß â Ø ß à ü Ø á � � Ù ü Ø Ø á Ö à á Ø Õ Ù Ú �* ò ï ø - ÷ ô ÷ ó ø ÷ ø  

–
� Õ Ù Ö ü Ø á Þ û á ä ß à ê Þ Ú á û á à Ù þ á ü Ö Ø ß á à Ø á Ö à á Ø Õ Ù Ú á à Ù � � ß × û Ù à Ø á Ú Ö â Ø Ú � ü Ø � Ú Ù� Õ ß þ Ù ê á ß à ê Ö Ú á � à ý á Ú á ä Ù Ú Ö à á � � Ù ü Ø �T ø � õ ò  ò ó 0 ø � 1 õ - ÷ � õ ø ô ÷ ï ð � ÷ - ô ò ÷ + 0 ô ÷ ó ø � T 1 � �

– � ê Ù à Ù Ú Ö þ Ø Ù Ú û Ø Õ Ö Ø ü á ä Ù Ú â Ø Õ Ù à Ù ü Ù â â Ö Ú úÞ Ö ü ß þ ß Ø ß Ù â Ø á Þ � Ú à ß â Õ � à ý Ù Ú ê Ú á � à ý â Ù Ú ä ß ü Ù � ê Ù à Ù Ú Ö þ þ ú Ø á Ú Ù â ß ý Ù à Ø ß Ö þ Ö à ý ü á û û Ù Ú ü ß Ö þ ü � â Ø á û Ù Ú â Ö à ý� â � Ö þ þ ú Ø Õ Ú á � ê Õ ý ß Ú Ù ü Ø þ ú � � Ú ß Ù ý ü Ö � þ Ù �T ø - ï � õ 2 ó ø � ÷ ô ÷ ó ø -
– E â Ù ý Ø á ß à ý ß ü Ö Ø Ù ý Ö à ê Ù Ú á � â ü á à ý ß Ø ß á à â � Õ Ö � Ö Ú ý á � â ü á à ý ß Ø ß á à â � ý Ù Þ Ù ü Ø ß ä Ùü á à ý ß Ø ß á à â � á Ú � à � â � Ö þ ü á à ý ß Ø ß á à â Ø Õ Ö Ø ü á � þ ý � Ù ü á à ý � ü ß ä Ù Ø á Ö ü ü ß ý Ù à Ø â �T ô ÷ ð ÷ ô �

–
� Õ Ù Ù û × þ á ú Ù Ú � � Õ Ù Ù à Ø ß Ø ú Õ Ö ä ß à ê � � Ú ß â ý ß ü Ø ß á à Ö à ý ü á à Ø Ú á þ á ä Ù Ú Ø Õ Ù á × Ù Ú Ö Ø ß á à á Þ Ø Õ Ù � Ø ß þ ß Ø ú� ß à ü þ � ý ß à ê â � ü Õ Ù à Ø ß Ø ß Ù â Ö â û � à ß ü ß × Ö þ � Ø ß þ ß Ø ß Ù â � Ù þ Ù ü Ø Ú ß ü Ö þ ü á á × Ù Ú Ö Ø ß ä Ù â � Ù Ø ü � � �M ï 0 ð ô

– � à Ù à ü þ á â � Ú Ù Ö � á ä Ù á Ú � Ù þ á � ê Ú á � à ý � � Õ ß ü Õ × Ù Ú â á à à Ù þ û Ö ú Ù à Ø Ù Ú � � â Ù ý Þ á Ú ß à â Ø Ö þ þ ß à ê �á × Ù Ú Ö Ø ß à ê � Ö à ý ç á Ú û Ö ß à Ø Ö ß à ß à ê Ù � � ß × û Ù à Ø Ö à ý ç á Ú ü Ö � þ Ù �M õ ø ô õ � M ï 0 ð ô
– � ä Ö � þ Ø Ø Õ Ö Ø Õ Ö â × Ú á ä ß â ß á à Þ á Ú Ö ß Ú ü Õ Ö à ê Ù â � â ß à ê Ù � Õ Ö � â Ø Þ þ � Ù â Ø Ö ü ÿ â Ö à ý þ á �þ Ù ä Ù þ Ö ß Ú ß à Ø Ö ÿ Ù â á × Ù Ú Ö Ø ß à ê á à ý ß Þ Þ Ù Ú Ù à Ø ß Ö þ â á Þ × Ú Ù â â � Ú Ù Ö à ý Ø Ù û × Ù Ú Ö Ø � Ú Ù × Ú á ä ß ý ß à ê Þ á Ú Ö ß Ú Þ þ á �� Õ ß ü Õ × Ú Ù ü þ � ý Ù â Ö Õ Ö � Ö Ú ý á � â Ö Ø û á â × Õ Ù Ú Ù Þ Ú á û ý Ù ä Ù þ á × ß à ê �M ó ð ô ï  õ

–
� Õ Ù Ù Þ Þ Ù ü Ø ß ä Ù � ã ) # � × á Ø Ù à Ø ß Ö þ ý ß Þ Þ Ù Ú Ù à ü Ù � Ù Ø � Ù Ù à Ö à ú Ø � á ü á à ý � ü Ø á Ú â á Ú � Ù Ø � Ù Ù à Öü á à ý � ü Ø á Ú Ö à ý ê Ú á � à ý � � Õ Ù ä á þ Ø Ö ê Ù â × Ù ü ß Þ ß Ù ý ß à Ø Õ ß â û Ö à � Ö þ â Õ Ö þ þ û Ù Ö à Ø Õ Ù û Ö � ß û � û Ù Þ Þ Ù ü Ø ß ä Ùä á þ Ø Ö ê Ù Ø á � Õ ß ü Õ Ø Õ Ù × Ù Ú â á à à Ù þ á Ú × Ú á Ø Ù ü Ø ß ä Ù Ù � � ß × û Ù à Ø û Ö ú � Ù â � � � Ù ü Ø Ù ý �  á � ä á þ Ø Ö ê Ù ß à ü þ � ý Ù âä á þ Ø Ö ê Ù â � × Ø á � " " � ä á þ Ø â � = ß ê Õ ä á þ Ø Ö ê Ù â Õ Ö þ þ û Ù Ö à ä á þ Ø Ö ê Ù â ß à Ù � ü Ù â â á Þ � " " � ä á þ Ø â �M ó ð ô ï  õ ó � ï ø � � � õ ö ô ÷ 
 õ ð � D ò ó 0 ø � õ � 2 ÷ ò ö 0 ÷ ô

–
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–
; á Ú Ø Õ Ù × � Ú × á â Ù á Þ Ø Õ Ù â Ù Ú � þ Ù â � Ö à ú â ß ê à á Ú â ß û ß þ Ö Ú û Ù Ö à â á Þ Ù û × þ á ú Ù Ù á Ú

public notification alerting an employee to an actual or possible hazard.  Included are “Danger” 

signs, “Caution” signs, traffic protection signs, instructional signs, and informat
ß á à Ö þ â ß ê à â �6 ï 
 õ  0 ÷ � õ

–
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Ô Õ Ö × Ø Ù Ú Û Ü
– Ý Ù Þ ß à ß Ø ß á à â ã Ù ä ß â ß á à å Û æ ç è ç Û æ é Ö ê Ù Û B

6 ó ò > - ÷ ô õ
–
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Attachment K: EPMO Standards and Sample Templates 

Attachment K - 
EPMO Standards and   
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The following components from the HECO EPMO will be reviewed and adjusted as needed per 
collaborative agreements made between both parties in the project management phase.  Note that for 
this Project many of the templates will be systematized in Solution Manager.  This document is provided 
purely as a sampling of EPMO standards.  The full EPMO standards are housed in HECO’s online PM 
Resource Center. 
 
High Level Project Management Methodology 
The EPMO Project Methodology is based on the Project Management Institute (PMI) PM Book Of 
Knowledge (collectively referred to as the HECO PMBOK).  This framework is specifically adjusted to fit 
the HECO business model and current organization capability maturity level.  Below is the high level 
general process cycle for the applied project management methodology: 
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Project Charter 
The following template is the current HECO Project Charter template version to be used for recording 
and obtaining overall project initiation approval. 
 
 
 

  

EXHIBIT E 
ATTACHMENT 2 
PAGE 386 OF 416



 

Contents 
PROJECT IDENTIFICATION ...................................................................................................................................... 1 

PROJECT OVERVIEW .............................................................................................................................................. 1 

STRATEGIC GOALS / INITIATIVE ............................................................................................................................. 2 

PROJECT GOVERNANCE ......................................................................................................................................... 2 

INITIAL RISK ASSESSMENT ..................................................................................................................................... 3 

PROJECT MAJOR MILESTONES & DELIVERABLES .................................................................................................... 3 

PROJECT BUDGET ................................................................................................................................................... 3 

MAJOR STAKEHOLDERS ......................................................................................................................................... 4 

LABOR RESOURCE EXPECTATIONS ......................................................................................................................... 4 

OTHER NOTES ........................................................................................................................................................ 4 

APPROVALS ........................................................................................................................................................... 5 

 

PROJECT IDENTIFICATION 
Project Name Project Number  

  

Project Description 
Describe the project in one paragraph with one to four sentences 

 

Project Sponsor Title Project Sponsor Representative Title 

    

Project Manager Target In Service Date 

  

Company (HECO, HELCO, MECO) Responsible Process Area 

  
 

PROJECT OVERVIEW 
Current Situation 
Important Historical Background and “As-is” situation 

 

Proposed Solution 
Describe the “To Be” situation – What the project will deliver; the solution to the functional/operating need. 
 

Project Assumptions 

•  

EXHIBIT E 
ATTACHMENT 2 
PAGE 387 OF 416



PROJECT OVERVIEW 
Project Constraints 

•  

Project Scope and Description 
EXECUTIVE SUMMARY OF PURPOSE AND FUNCTION 
 
 
 
 
 
Out of Scope 
 
 
 
 
 
 

STRATEGIC GOALS / INITIATIVE 
Describe the specific Strategic goals that this project is aligned to. 

Aligned with the following goals and objectives of Hawaiian Electric’s “Embracing Change” strategy.  

▪   
▪   
▪   

 
 

PROJECT GOVERNANCE 
The Project shall be governed in compliance with existing policies, processes, and procedures.  Outline the decision rights / authority of the 

Executive Steering Group (if any), the Sponsor, the Sponsor Rep (if any) and the Project Manager. 

Executive Steering Group (if applicable to the project) Level  

▪   
▪   
Sponsor Level 

▪   
▪   
Sponsor Rep (if applicable to the project) Level 

▪   
▪   
Project Manager Level 

▪   
▪   
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INITIAL RISK ASSESSMENT 
Major Risks with High Impact and Medium/High Probability 

Project Internal Risks (in Scope, Design, Labor Resources, Cost, Schedule) 

▪   
▪  

External Risks (such as Regulatory, Permitting, Community Considerations and other Inter-dependencies) 

▪   
▪  

 

PROJECT MAJOR MILESTONES & DELIVERABLES 
Indicate the major deliverables 

Project Definition and Description Deliverables 

▪  ▪  

▪  ▪  

▪  ▪  

▪  ▪  

▪  ▪  

▪  ▪  
 

PROJECT BUDGET 
Overview of estimated costs by project..  Projects are not empowered to spend funds until appropriate policies and procedures have been followed and the funds 

are authorized. The authorized amounts may vary significantly from the estimates below.  

PUC Expectations and Recovery of Costs 

 

Project / Category Estimated Costs 

  

  

  

  

  

Total  
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MAJOR STAKEHOLDERS 
Major groups which may be involved in, affected by, or show an interest in the project. 

 

•  

 

LABOR RESOURCE EXPECTATIONS 
Labor resource plan (i.e. internal, external, billable) as well as anticipated issues/conflicts 

 

•  

 
 

OTHER NOTES 

Other References or Pertinent Information not included above 

•  
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APPROVALS 

Name Project Title Date Signature 

 Project Sponsor             
 Project Sponsor Rep.             
 Project Manager             
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Integrated Project Plan 
The following template is the current HECO Integrated Project Plan template version to be used for the 
execution of the overall project management plan. 
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INTEGRATED PROJECT MANAGEMENT PLAN 
 
Table of Contents 
1. PROJECT IDENTIFICATION .............................................................................................................................. 3 

2. PROJECT OVERVIEW ....................................................................................................................................... 3 

3. SCOPE MANAGEMENT ................................................................................................................................... 4 

3.1 PROJECT SCOPE STATEMENT ................................................................................................................................. 4 

3.2 SCOPE MANAGEMENT PLAN ............................................................................................................................... 5 

4. TIME MANAGEMENT ...................................................................................................................................... 5 

4.1 WORK BREAKDOWN STRUCTURE (WBS) ................................................................................................................ 5 

4.2 SCHEDULE ......................................................................................................................................................... 6 

4.3 SCHEDULE MANAGEMENT PLAN ......................................................................................................................... 7 

5. COST MANAGEMENT ..................................................................................................................................... 7 

5.1 COST MANAGEMENT PLAN ................................................................................................................................. 7 

5.2 COST ESTIMATES AND PROPOSED BUDGET .............................................................................................................. 7 

1. RISK MANAGEMENT ....................................................................................................................................... 8 

1.1 RISK MANAGEMENT PLAN ................................................................................................................................... 8 

1.2 RISK REGISTER.................................................................................................................................................... 8 

2. QUALITY MANAGEMENT ................................................................................................................................ 9 

2.1 QUALITY MANAGEMENT PLAN ............................................................................................................................ 9 

3. HUMAN RESOURCE MANAGEMENT ............................................................................................................... 9 

3.1 HUMAN RESOURCE PLAN ................................................................................................................................ 9 

3.2 ROLES AND RESPONSIBILITIES MATRIX .................................................................................................................... 9 

3.3 PROJECT GOVERNANCE AND DECISION RIGHTS (RACI) MATRIX ................................................................................. 10 

3.4 RESPONSIBILITY ASSIGNMENT MATRIX (RAM) ....................................................................................................... 11 

3.5 PROJECT ORGANIZATIONAL CHART ....................................................................................................................... 12 

4. COMMUNICATIONS MANAGEMENT ............................................................................................................ 12 

4.1 STAKEHOLDER REGISTER..................................................................................................................................... 12 

4.2 COMMUNICATIONS MANAGEMENT PLAN ........................................................................................................ 12 

5. PROCUREMENT MANAGEMENT ................................................................................................................... 13 

5.1 PROCUREMENT MANAGEMENT PLAN .............................................................................................................. 13 
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5.2 LINKS TO OTHER PROCUREMENT DOCUMENTS ....................................................................................................... 13 

6. CHANGE MANAGEMENT PLAN ..................................................................................................................... 14 

7. LINKS TO OTHER PROJECT DOCUMENTS ....................................................................................................... 14 

8. APPROVAL SIGNATURES OF INTEGRATED PROJECT MANAGEMENT PLAN ................................................... 14 
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1. PROJECT IDENTIFICATION 

Project Name Project Number  

  

Project Description 
Describe the project in one paragraph with one to four sentences 

32T 

Project Manager Target In-Service Date 

  

Project Sponsor Title Project Sponsor 
Representative (if any) 

Title 

    

Company (HECO, HELCO, MECO) Responsible Process Area / Department / 
Division 

  

 

2. PROJECT OVERVIEW 

Background & Current Situation 
Summarize the historical background and “as-is” situation in one paragraph. 

 

 

Project Objectives 
Describe the project’s objectives. 

•   
•  

Strategic Alignment 
Describe what strategic goals will be supported by these project objectives. 

•   
•  

Project Approach & Proposed Solutions 
Summarize the proposed project approach and solutions in one paragraph. 
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3. SCOPE MANAGEMENT 

3.1 Project Scope Statement  
Describe the scope of the project 

☐ The Project Scope Statement is a standalone document. The location address is:  

☐ The Project Scope Statement is described below. 

Scope Description 
Describe the major characteristics of the product or services the project will deliver in one paragraph. 

 

 

Out of Scope 
Call out what will not be included in the scope of the current project or phase to help clarify the boundary of the 
project scope. 

•   
•  

Project Assumptions 
Describe assumptions of the project if any.  All assumptions should be verified during the planning process, and 
reviewed during risk identification. 

•   
•  

Project Constraints 
Describe known constraints (e.g. time, budget, regulations, or safety) of the project if any.  Known constraints 
become part of the boundary of the project scope. 

•   
•  

Major Deliverables 
Describe the major deliverables or categories of deliverables of the project. 

•   
•  
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3.2 SCOPE Management Plan 
Describe how the scope of the project will be planned, managed and controlled. 

☐ The Scope Management Plan is a standalone document. The location address is:   

☐ The Scope Management Plan is described below. 

 

 

 

4. TIME MANAGEMENT 

4.1 Work Breakdown Structure (WBS) 
All the work required to complete the project, including the deliverables and all activities required to produce each 

deliverable. The approved WBS will become the Scope Baseline of the project. 

☐ The WBS is a standalone document. The location address is:  

☐ The WBS is described below. 

 

WBS No. Description 

1  

1.1  

1.2  

1.3  

1.4  

2  

2.1  

2.2  

2.3  

2.4  

3  

3.1  

3.2  

3.3  

EXHIBIT E 
ATTACHMENT 2 
PAGE 397 OF 416



3.4  

4  

4.1  

4.2  

4.3  

  

4.2 Schedule 
The schedule for all activities and milestones of the project, including the sequence, duration and resources of the 

activities, in order to produce the project deliverables. The approved Schedule will become the Schedule Baseline of 
the project.  

☐ The Schedule is a standalone document. The location address is:  

☐ The Schedule is described below. 

 

WBS 
No. 

WBS Description Resource 
Name 

Target 
Start 
Date 

Target 
End 
Date 

Predecessor 
WBS No. (if 
any) 

Status % 
Complete 

1        

1.1        

1.2        

1.3        

1.4        

2        

2.1        

2.2        

2.3        

2.3        

3        

3.1        

3.2        

3.3        

3.4        

4        
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4.1        

4.2        

4.3        

  

4.3 SCHEDULE Management Plan 
Describe how the schedule of the project will be developed, managed and controlled. 

☐ The Schedule Management Plan is a standalone document. The location address is:  

☐ The Schedule Management Plan is described below. 

 

 

 

5. COST MANAGEMENT 

5.1 COST Management Plan 
Describe how the costs and budget of the project are estimated, managed and controlled. 

☐ The Cost Management Plan is a standalone document. The location address is:  

☐ The Cost Management Plan is described below. 

 

 

5.2 Cost Estimates and Proposed Budget 
Summarize the project cost and budget. The approved Budget will become the Cost Baseline of the project. 

☐ The Cost Estimates and Proposed Budget are a standalone document. The location address is:  

☐ The Cost Estimates and Proposed Budget are described below. 

 

WBS Category Estimated 
Cost ($) 

Risk 
Assessed? 

Adjustment 
for Risk 
Included? 

1 WBS Category Description  ☐ ☐ 

2 WBS Category Description  ☐ ☐ 

3 WBS Category Description  ☐ ☐ 

4 WBS Category Description  ☐ ☐ 
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  ☐ ☐ 

Total Budget    

  

PUC Expectations and Recovery of Costs 
Describe whether PUC approval is required and how the project cost will be recovered 

 

 

 

1. RISK MANAGEMENT 

1.1 RISK Management Plan 
Describe how the risks of the project will be identified, mitigated, monitored and accounted for. 

☐ The Risk Management Plan is a standalone document. The location address is:  

☐ The Risk Management Plan is described below. 

 

 

1.2 Risk Register 
Document the list of risks that may impact the scope, schedule, cost and quality of the project, and each risk’s priority 

ranking, probability (%), cost or schedule impact, response strategy and any adjustment for risk 

☐ The Risk Register is a standalone document. The location address is:  

☐ The Risk Register is described below. 

 

Risk Description Risk 
Category 

Priority 
Ranking 

Risk Response 
Strategy 

Risk 
Response 
Included 
in Scope? 

Adjustment 
for Risk 
Amount if 
any 

    ☐  

    ☐  

    ☐  

    ☐  
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2. QUALITY MANAGEMENT 

2.1 QUALITY Management Plan 
Describe how the quality of the project will be planned, managed and controlled. Include the quality standards and 

success criteria that will be used to measure the quality, as well as how quality will be built into the process.  

☐ The Quality Management Plan is a standalone document. The location address is:  

☐ The Quality Management Plan is described below. 

 

Deliverable Quality Standards and Success 
Criteria 

Quality 
Control 
Owner 

Quality 
Control 
Included 
in WBS? 

   ☐ 

   ☐ 

   ☐ 

   ☐ 

 

 

 

3. HUMAN RESOURCE MANAGEMENT 

3.1 HUMAN RESOURCE Plan 
Describe how the internal and outside labor resources will be planned, utilized and managed for the project. Also 

summarize the labor resource needs of the project. 

☐ The Human Resource Plan is a standalone document. The location address is:  

☐ The Human Resource Plan is described below. 

 

 

3.2 Roles and Responsibilities Matrix 
Define the roles and responsibilities of Project Manager, Sponsor and team members 

☐ The Roles and Responsibilities Matrix is a standalone document. The location address is:  

☐ The Roles and Responsibilities Matrix is described below. 
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Role Description of Responsibilities Name(s) Contact 
Info 

Sponsor    

Project Manager    

Sponsor Rep (if 
any) 

   

Executive 
Steering Group 
(if any) 

   

    

    

    

  

3.3 Project Governance and Decision Rights (RACI) Matrix 
Define how project decisions will be made by describing what decision rights (Responsible, Approve, Consult, Inform) 

each role will have. 

☐ The Project Governance & RACI Matrix is a standalone document. The location address is:  

☐ The Project Governance & RACI Matrix is described below. 

 

For each type of decision, indicate who has the following decision rights, R (Responsible), A (Approve), C 
(Consult), and I (Inform), as appropriate: 

Type of Decision Sponsor Project 
Manager 

Sponsor 
Rep (if 
any) 

Executive 
Steering 
Group (if any) 

Comments 
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3.4 Responsibility Assignment Matrix (RAM) 
Identify the assignments (Owner, Participant, Expert Resource, Reviewer, Approver) for each activity in the WBS 

☐ The Responsibility Assignment Matrix is a standalone document. The location address is:  

☐ The Responsibility Assignment Matrix is described below. 

 

For each WBS activity, indicate who has the following assignments, O (Owner), P (Participant), E (Expert 
Resource), R (Reviewer) and A (Approver), as appropriate: 

WBS # and 
Description 

Due 
Date 

Person  
1 

Person 
2 

Person 
3 

Person 
4 

Person 
5 

Person 
6 

Person 
7 

1 Description         

1.1 Description         

1.2 Description         

1.3 Description         

1.4 Description         

2 Description         

2.1 Description         

2.2          

2.3          

2.4          

3          

3.1          

3.2          

3.3          

3.4          

4          

4.1          

4.2          

4.3          

4.4          

 

EXHIBIT E 
ATTACHMENT 2 
PAGE 403 OF 416



 

3.5 Project Organizational Chart 
Describe all members of the project team and the structure in a graphical format. 

☐ The Project Organizational Chart is a standalone document. The location address is:  

☐ The Project Organizational Chart is described below. 

 

 

 

4. COMMUNICATIONS MANAGEMENT 

4.1 Stakeholder Register 
Identify all stakeholders who may be negatively or positively impacted by the project, and to whom communication 

about the project needs to be provided 

☐ The Stakeholder Register is a standalone document. The location address is:  

☐ The Stakeholder Register is described below. 

 

Stakeholder How will the stakeholder be 
impacted by the project 

How the stakeholder should be 
managed and communicated to 

Contact Info 

    

    

    

    

    

    

  

4.2 COMMUNICATIONS Management Plan 
Describe all project communication events and the ‘what’, ‘to whom’, format, ‘how often’, ‘from whom’ of each 

communicate event. 

☐ The Communications Plan is a standalone document. The location address is:  

☐ The Communications Plan is described below. 
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Communication Event To Whom 
(Stakeholder) 

Communication 
Format 

How Often From Whom 

     

     

     

     

     

 

 

 

5. PROCUREMENT MANAGEMENT 

5.1  PROCUREMENT Management Plan 
Identify the areas in the scope where external materials, labor resources or services will be used for the project, and 

how the procurement of them will be planned, executed and managed.   

☐ The Procurement Management Plan is a standalone document. The location address is:  

☐ The Procurement Management Plan is described below. 

 

 

5.2  Links to Other Procurement Documents 
Add links to important procurement documents such as Statement of Work or Request for Proposals, as appropriate. 

 

Store the procurement documents in the proper location in the project documentation structure and 
include the location address to them below. Add more rows to the table as appropriate. 

Name of Procurement Document Location Address 
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6. CHANGE MANAGEMENT PLAN 
Describe how changes to the project Scope, Schedule and Cost Baselines will be monitored, controlled, reviewed 

and approved. Also describe how project performance and status will be reported. 

☐ The Change Management Plan is a standalone document. The location address is:  

☐ The Change Management Plan is described below. 

 

 

 

7. LINKS TO OTHER PROJECT DOCUMENTS 
Add links to any other project documents that should be made part of the Integrated Project Management Plan, as 

appropriate. 

 

Store the project documents in the proper locations in the project documentation structure and include 
the location address to them below. Add more rows to the table as appropriate. 

Name of Project Document Location Address 

  

  

  

  

 

8. APPROVAL SIGNATURES OF INTEGRATED PROJECT MANAGEMENT PLAN 
Add more rows to the table as appropriate. 

 

Role Name Title Signature Date 

Project 
Manager 

 

 

   

Sponsor  
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Project Issue Log 
The following template is the current HECO Project Issue Log template version for the tracking and 
documentation of project issues.   
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Project Change Request 
The following template is the current HECO Project Change Request (PCR) template version to be used 
for the execution of the overall project change requests. 
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A. General Information 

Project Name: <Insert Project Name> 

Title of CR:       
Date Submitted: 35T Change Request ID: CR-xxx 
Requested by: Your Name/CR initiator            Sponsor: Sponsor Name 
Submitted by: person writing this request Assigned Owner: Owner identified by PM 
Priority:  
  

B. Change Request Information 

The requester provides information concerning the requested change along with any supporting documentation. 

Proposed Change Description: 
Describe the proposed change - a summary version of this is entered into the Change Control Log in "Summary 
Description."  The requester provides the information in this section concerning the requested change along with any 
supportive documentation.  

Proposed Change Justification & Impact of Not Implementing Proposed Change: 
Provide a justification for the proposed change and explain the impact of not implementing the proposed change - a 
summary version of this is entered into the Change Control Log in "Summary Impact if not implemented."  
  

Alternatives: 
Identify other actions that may be taken as an alternative to making the proposed change. 
  

 

C. Change Request Analysis 

The change requester or designated owner provides an explanation of the impact that this change will have on the project. 

Impact on Budget (Implementation Estimate in Dollars): 
Detail the impact of implementing the change to the Project Budget. 

Impact on Schedule (Implementation Estimate in Days): 
Detail the impact of implementing the change to the Project Schedule.  
 

Describe Impact on other Project Resources: 
Detail the impact of implementing the change to other project resources; include other interdependencies within the project 
or program and additional risks that may result because of the change. 
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D. Change Request Review 

The Project Manager, Program Manager, or other designated Manager acting as the Project Manager conducts an initial 
review with the project team and subject matter experts and makes a recommendation(s) regarding the implementation of 
the request before it is proposed to the established Change or Configuration Management Review Body. Results and 
recommendations based on the review are provided in this section. 
Review Date: 35T 
Project Manager: name 
Review Team Members: name 

Review Recommendation: 

☐ APPROVE ☐ DEFER ☐ CANCEL ☐ REJECT 

Rational for Recommendation: 
  
  
 

E. Change or Configuration Management Review Body Decision 

The Change or Configuration Management Review Body conducts a final review with the Project Manager and decides to 
approve or disapprove the request. In the blocks below record and authenticate the decision. 

Approval or Disapproval and Special Instructions: 
  
  
  
Final Decision: 
☐ APPROVE ☐ DEFER ☐ CANCEL ☐ REJECT 

Change or Configuration Management Reviewing Body Attendees: 
Name:  Position:  Signature/Date:  
Name:  Position:  Signature/Date:  
Name:  Position:  Signature/Date:  
Name:  Position:  Signature/Date:  
Name:  Position:  Signature/Date:  
Name:  Position:  Signature/Date:  

 

Project Management Document Updates: 
Identify the project management documentation that will be updated to incorporate the change, exclude the Change Log as 
this shoudl always be updated.  
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Project Status Report 
The following template is the current HECO Project Status Report (PSR) template version to be used for 
the execution of the overall project status reporting; which includes Earned Value Management (EVM) 
reporting. 
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Project Earned Value Management (EVM) 

HECO EPMO requires that all projects are evaluated based on a quantitative industry standard 
project performance measure.  EVM provides a quantitative basis for estimating actual 
completion time and actual cost at completion.  Definitions provided below.  It is expected that 
EVM be used in this project to show project progress. 

 

Metric Abbrev. Interpretation Description Formula/Value
Budget at Completion BAC How much did you BUDGET for the TOTAL JOB? Baseline cost for 100% of project. N/A
Actual Cost of Work 
Performed or Actual Costs

ACWP or 
AC

What is the actual cost incurred? Total costs actually incurred so far. N/A

Budgeted Cost of Work 
Performed or Earned Value

BCWP or 
EV

What is the estimated value of the work actually 
accomplished?

Amount of budget earned so far based on physical work 
accomplished, without reference to actual costs. 

N/A

Budgeted Cost of Work 
Scheduled or Planned Value

BCWS or 
PV

What is the estimated value of the work planned to be 
done?

The budget for the physical work scheduled to be completed 
by the end of the time period.

N/A

Cost Variance CV What is the dollar amount variance? Measure of cost overrun. The difference between the budget for 
the work actually done so far and the actual costs so far.

Budgeted Cost of Work 
Performed–Actual Cost of Work 

Performed BCWP-ACWP

Cost Performance Index CPI What percent of cost is the project performing at? Cost efficiency ratio. A CPI of 1.00 means that the costs so far 
are exactly the same as the budget for work actually done so 
far.

Budgeted Cost of Work Performed/
Actual Cost of Work Performed

BCWP/ACWP

Schedule Variance SV What is the measure of time variance? Measure of schedule slippage. The difference between the 
budget for the work actually done so far and the budgeted cost 
of work scheduled.

Budgeted Cost of Work 
Performed–Budgeted Cost of Work 

Sceduled
BCWP–BCWS

Schedule Performance Index SPI What percent of schedule is the project performing at? The schedule efficiency ratio. An SPI of 1.0 means that the 
project is exactly on schedule.

BCWP/BCWS

Estimate to Completion ETC From this point on, how much MORE do we expect it to 
cost to finish the job?

The expected additional cost to complete. Estimate at Completion–Actual Cost 
Work Performed

EAC–ACWP
BAC/CPI1

AC + BAC - EV2

AC + (BAC - EV) / CPI3

AC + ETC4

Variance at Completion VAC How much over or under budget do we expect to be? Estimated cost overrun at the end of project. Budget at Completion–Estimate at 
Completion
BAC–EAC

Status calculation of the current status in time Average of CPI & SPI. (Cost Performance Index+Schedule 
Performance Index)/2

(CPI+SPI)/2
1Used if no variances from the BAC have occurred GREEN = On track >1.0
2Actual to date plus remaining budget. Used when current variances are atypical. YELLOW = Slightly behind schedule or budget >0.85
3Actual to date plus remaining budget modified by performance. When current variances are typical. RED = Needs immediate attention >0.65
4Actual plus a new estimate for remaining work. Used when original estimate was fundamentally flawed. BLACK = Killed or Restore <0.65

Estimate at Completion EAC What do we currently expect the TOTAL project to cost? Expected total cost based on the current cost efficiency ratio.
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