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1.1.  Voice over Wireless LAN

In recent years there have been two key technologies that have driven major productivity increases in the
enterprise: Wireless LANs (WLANSs) and IP Telephony. There is little doubt that Wireless LAN’s offer
businesses tremendous benefits which have led to the explosive growth in enterprise wireless access.
These networks offer anytime and anywhere access to key network resources that can lead to substantial
productivity gains. The increasing availability of wireless voice clients and the recent announcements on
dual-mode (wireless and cellular) smart phones coupled with the increased productivity realized by
enabling a mobile workforce is moving enterprise WLANSs from a convenience to a critical element of the
enterprise network infrastructure. Similarly, the IP Telephony revolution begun by Cisco Systems has
changed the world of communications. The Cisco Unified Communications platform allows businesses to
communicate in ways never before imagined and has created a momentous shift in the telephony market
away from traditional PBX systems to flexible IP based architectures.

The convergence of these two key technologies is an inevitability that is beginning to gain momentum. Its
deployment has been primarily into several vertical markets such as healthcare and manufacturing, where
the productivity increases have been easiest to achieve and nature of the work environment requires
mobility. There have been technology hurdles that had to be overcome to adopt WLANS to the needs of
voice related services.

Voice traffic has a very different nature than data traffic and requires special handling to meet its rigorous
needs. Unlike data traffic, voice traffic has a low bandwidth requirement, but needs to be delivered in a
timely fashion and is much less resilient to packet loss. Voice clients also have a tendency to roam
frequently and into areas that may not have been given coverage in a data only environment. These clients
will require that coverage between these areas is seamless and that handoffs between access points that is
fast so that voice gaps are not heard. Underlying all of these requirements is the need to provide all of this
over a highly secure network. Cisco has addressed all of these areas by incorporating the latest advances in
Quality of Service (QoS), seamless fast roaming across Layer 2 and Layer 3 IP boundaries, centralized
management, and support for a broad range of security types into it’s Unified Wireless Network.

A full discussion of all of these areas is out of the scope of this document, but it is highly recommended
that a full reading of Mobility and IP Telephony Solutions Reference Network Design (SRND) documents
is done prior to installation. These documents do cover all of the design and implementation aspects of
both wireless and IP Telephony networks.

To access Cisco’s SRND documents see the link below:
http://www.cisco.com/go/srnd

1.2. Nokia Eseries Dual-mode Phones

The Nokia Eseries are referred to as “dual-mode” because they can operate in both cellular and Wireless
LAN mode. As of this writing, Nokia has designed their ESeries phone to operate with both radios on
simultaneously. This allows users to choose their preferred method of calling as the default, but they
always have the option to choose either cellular or VoIP at the time of dialing. All 802.11b and 802.11g
speeds are supported, which allows for use in most currently deployed wireless networks.

A substantial number of advanced features are supported on the Nokia Eseries. For more info on the Nokia
Eseries features see their site at:
http://www.nokiaforbusiness.com/emea/Eseries/
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1.2.1. Connecting to Cisco Communications Manager and
Communications Manager Express

Cisco Unified Communications Manager is the core call processing software for the Cisco IP Telephony
solution. It builds call processing capabilities on top of the Cisco IP network infrastructure. Cisco Unified
Communications Manager extends enterprise telephony features and capabilities to packet telephony
network devices such as IP phones, media processing devices, Voice over IP (VoIP) gateways, and
multimedia applications.

You can deploy the call processing capabilities of Cisco Communications Manager according to one of the
following models, depending on the size, geographical distribution, and functional requirements of your
enterprise:

*  Single-site call processing model

In the single-site model, each site or campus has its own Cisco Communications Manager or cluster of
Cisco Communications Managers to perform call processing functions. No voice traffic travels over the IP
WAN; instead, external calls or calls to remote sites use the public switched telephone network (PSTN).

e Multi-site WAN model with centralized call processing

In the multi-site WAN model with centralized call processing, the Cisco Communications Manager cluster
resides at the main (or central) campus, and communication with remote branch offices normally takes
place over the IP WAN. If either the central site or the IP WAN is down, the remote sites can continue to
have service through a feature called Survivable Remote Site Telephony (SRST), which runs on Cisco 10S
gateways.

The remote sites can also place calls over the PSTN if the IP WAN is temporarily oversubscribed, and you
can interconnect a number of central sites through intercluster trunks.

Note: The Nokia Eseries does NOT support SRST as of this writing.

e Multi-site WAN model with distributed call processing

In the multi-site WAN model with distributed call processing, each site has its own Cisco Communications
Manager cluster for call processing. Communication between sites normally takes place over the IP WAN,
with the PSTN serving as a backup voice path. With this model, you can interconnect any number of sites
across the IP WAN.

*  Clustering over the IP WAN

You may deploy a single Cisco Communications Manager cluster across multiple sites that are connected
by an IP WAN with QoS features enabled. To provide call processing redundancy, you can deploy backup
servers either locally at each site or at a remote site across the WAN. Clustering over the WAN is well
suited as a disaster recovery plan for business continuance sites or as a single solution for small or medium
sites.

*  Branch Office / SMB

Utilizing Cisco Communications Manager Express companies can deploy an IP telephony solution in one
of Cisco Integrated Service Routers (ISR). Communications Manager Express can be configured to work
with Communications Manager as part of a larger deployment, or deployed independently in the remote
office.
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1.2.2. Endpoints

A communication endpoint is a user instrument such as a desk phone or even a software phone application
that runs on a PC. In the IP environment, each phone has an Ethernet connection. In addition to various
models of desktop Cisco IP Phones, IP Telephony endpoints include the following devices:

*  Software-based IP phones

Cisco IP SoftPhone and IP Communicator are desktop applications that turn your computer into a full-
featured IP phone with the added advantages of call tracking, desktop collaboration, and one-click dialing
from online directories. Cisco software-based IP phones offer users the great benefit of having a portable
office IP phone to use anywhere an Internet connection is available.

*  Video telephony endpoints

Video telephony capability is now fully integrated with Cisco Communications Manager Release 4.0 and
later. In addition, Cisco VT Advantage introduces a Windows-based application and USB camera that can
be installed on a Microsoft Windows 2000 or Windows XP personal computer. When the PC is physically
connected to the PC port on a Cisco IP Phone 7940, 7960, or 7970, users can make video calls from their IP
phones simply by dialing the extension number of another video device on the network. Several new third-
party video devices are also compatible with the Cisco IP Video Telephony solution.

*  Wireless IP phones

Using wireless phones to connect to Communications Manager is becoming a mainstream communication
medium. The Cisco 7920 and 7921 Unified Wireless IP Phones extend the Cisco family of IP phones from
10/100 Ethernet to 802.11 wireless LAN (WLAN) and represents a single-mode Wi-Fi phone. A single-
mode phone is only used on the 802.11 wireless networks. The Nokia Eseries also utilizes the wireless
network, but is considered a dual-mode device. A dual-mode phone has the capability to run on both a
mobile operator’s network and the enterprise wireless network. Dual-mode phones can offer additional
value to customers due to their flexible usage, increased productivity, and potential for ROI.

1.2.3. Using Signaling Protocols

Devices such as phones and gateways must use a protocol to communicate with Communications Manager.
There are several such protocols such as H.323, MGCP, SIP, and Cisco’s SCCP (Skinny), that all can
provide the capability to setup calls and support supplementary services. The Nokia Eseries supports both
SIP and SCCP, but the supported method to connect to Communications Manager at this time is to use
Nokia Intellisync Call Connect for Cisco client which uses SCCP. This client is installed on the handset.

Skinny Client Control Protocol (SCCP) is a Cisco protocol which has been used by Cisco as an endpoint
signaling protocol for many years. It provides a stable and feature rich environment for end users. The
following call features are supported on the Nokia Eseries:

Hold

Transfer

Conference

Do-Not-Disturb (local to device, does not utilize CUCM)

DTMF

Voice Mail

MWI

Calling Line Presentation
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Calling Line Restriction
Call Forwarding

Call Pick Up

Group Pick Up

Call Park

The Nokia Eseries will register to Cisco Unified Communications Manager via two methods:
e As aNokia S60 device type
e AsaCisco 7970 device type (CUCM Express Only) with version 1.1 (7960 with version 1.0)

Which one depends on if you have installed the Nokia S60 device type. When registration is attempted, the
Nokia will first attempt to register as device type 7970, and then an S60. The software to install the Nokia

device type should be available through your Nokia dealer and is required for support as of version 1.1.

It is recommended that you install the Nokia device type if possible to prevent potential registration issues.

1.2.4.Intellisync Call Connect for Cisco Version 1.1

The release of Intellisync Call Connect for Cisco (ICC) version 1.1 brings many new features and
functionality.

ICC 1.1 Improved Interface

ff Intellisync

=/ MOEDS_ICC (1

., Call pick up
= Group call pick up
> Call divert
Status information
& Online services

@ Do not disturb

Options

Caller ID over WLAN — ICC client picks up the caller ID from incoming call and shows CUCM caller ID
info instead of number.

Updated Client Interface — ICC has been updated with a new look and feel, and also added the features Call
Divert, Online Services, and Do Not Disturb.

Online Services — allows users to easily access any web based service with a predefined URL.
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Switch to Cellular — capability to manually transfer from an active WLAN call to a pre-defined cellular
number. Available only on the S60v3.1 platforms such as the ES1.

License Management — activated when user first accesses the Intellisync Call Connect client and allows for
either a full license or a 60 day trial license.

To obtain the installation files, please, log in to Nokia support site at https://support.nokia.com and browse
to page "Support / Software / Nokia ES Products / Mobility Solutions / Mobility Solutions / Mobile Voice
Solutions / Nokia Intellisync Call Connect for Cisco". Direct link to Nokia ICC for Cisco vl1.1 article is:
https://infocenter.knowledge.nokia.com/InfoCenter/index?page=content&id=1610720

To find more information about updating the firmware of the Nokia ESeries see the link below, or browse
to the page "Get support and software / Download software" at http://www.nokia.com:
http://europe.nokia.com/link?cid=PLAIN_TEXT 14905

1.2.5.Installing Intellisync Call Connect for Cisco

By default the Nokia Eseries do not come with the Intellisync Call Connect for Cisco (the SCCP
application) installed. The client must be purchased from Cisco via the Solutions+ Program. It can be
installed via several methods such as using Nokia’s Intellisync Device Manager (OMA DM Edition
providing over the air installation/configuration) Nokia Configuration Tool, PC-Suite or sending the file to
the phone over USB cable, infrared or Bluetooth. Once the application shows in the phones Inbox it can be
clicked on and the installation will begin. Below we have stepped through installing the application via
Infrared from a laptop.

Enable the Infrared port on the phone and align this with your laptop infrared port. Once you have picked
the file you wish to send and the transmission completes, it will show in your Inbox as Figure 1 shows:

Figure 1 Intellisync Call Connect for Cisco application in Inbox

Appears in Inbox for
installation. Jus click on the
message to begin.

Batk

Once you select this message you will be prompted to install. You will want to verify that the version you
are installing is the correct one.

Note: If you are upgrading from ICC 1.0 to ICC 1.1 be aware that you MUST uninstall version 1.0 prior to
1.1 install, and after 1.1 install the device must be reset. To remove version 1.0 browse to Menu >
Installations, highlight the Intellisync icon, and choose Options > Remove. Your old ICC 1.0 settings will
migrate to version ICC 1.1.
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Figure 2 Installing Intellisync Call Connect for Cisco application

+ Installer
« Trifrared device Mokis ILC Giste LS,

B0 Infrornd dsvien Trkatliame Pall fan Ao

Details:

After the installation is complete you can view installed applications under the Application Manager. By
clicking on the installed application you will see further details about it. Figure 3 shows how we can
verify our currently installed version of the Intellisync Call Connect for Cisco applications. If you are
installing version ICC version 1.1 be sure to reset the phone after the install.

Figure 3 Viewing Install Applications
Menu button > Tools > Application Manager

WorldMate®
Inistalled

ZipManager
Installed

Mail for Exchange @ Laun...
Installed

e e . =

As of ICC version 1.1 there is a new licensing architecture. With the purchase of ICC 1.1 a license code
should be provided, or the 60 day trial license can be used. Licensing is validated at Nokia via an Internet
connection from the phone. Please see the ICC 1.1 release notes for additional information on licensing.

To begin the license process you will need to access the SCCP UI. Once the SCCP Ul is accessed you will
be prompted to license the code. This can be done from Menu > Installations > Intellisync

Note: If you are in a lab setting and need to configure multiple units, a single SIM card with data services
can be used for all devices one at a time.

To view the settings of the Intellisync Call Connect for Cisco application you should browse to it from
Menu button > Installations > Intellisync > Status information. This view is very similar to other Cisco
Unified IP Phones Settings button display. Here we can find our assigned Communications Manager
directory number, MAC address, IP Address and Cisco Communications Manager settings such as TFTP
and Communications Manager list. Figure 4 shows some of these.
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Figure 4 Viewing the Settings of Nokia Eseries
Menu button > Installations > Intellisync Call Connect for Cisco > Status information

Provides similar
details as
Settings button on
| Cisco IP PHones

Stack version: DHCP:
413) I Lrg Disabled

{ Outgoing call number: o | DHCP server:
5012 B 172174041

MAC address:

DD13FD30LELH

Note: The MAC address can be found 3 ways: 1) From the Menu button > Installations > Intellisync Call
Connect for Cisco > Status information page 2) Type in the following key sequence at the idle screen:
*#62209526# 3) On some models it is printed behind the battery.

1.2.6. Configuring the Nokia Eseries for Communications
Manager and Communications Manager Express

Before beginning the configuration manually, verify that Intellisync Call Connect for Cisco application has
already been installed (see above). There are several steps needed to properly configure the Nokia Eseries
for use on the wireless LAN, and then for registration to Cisco Communications Manager. All of the
configurations are done under Settings, which can be reached from Menu button > Tools > Settings >
Connection. Nokia encourages users to have an active SIM card inserted into the phone and to not use
Offline mode.
The available settings under Connection are:

e Access points
Access point groups
Packet data
Internet telephony settings
SIP settings
SCCP settings
Data call
VPN
Wireless LAN
Configurations

To configure the phone to work with Cisco Communications Manager we will be performing the following
configuration tasks (in the order listed):

e  Define Access Point

e Configuring the SCCP profile

e Configure an Internet telephony setting

Note: The Nokia Eseries does support SIP natively; however, at the time of this writing it has not been
tested by Cisco’s 3 party certification program and is unsupported.

Copyright 2007 Cisco Systems, Inc. The parts of this document referring to Nokia devices or Nokia Software are
copyright 2007 Nokia Corporation. All rights reserved.
Page 10 of 76




Note: Icons on the Nokia can be moved to make configuration easier. The steps given here assume the
default locations at the time of writing. You may find it easier during daily use to move your Settings,
Internet Telephony, Intellisync Call Connect for Cisco , Connection Manager, and Application Manager
icon’s under one folder.

If you have not already added an access point (to connect to the wireless network) to the Nokia this should
be done first. Here we add an access point using the default settings.

Figure 5 Configuring the Access Point
Menu button > Tools > Settings > Connection > Access Points

% w4 (onnection % Connection
O\ @ \

| : i - Lonnection
Access point groups Data bearer

I Backet data

Packet data Access point name

Connection

Con name Connection name Connection name
-7 Connection -Jonnectiun
Data bearer [ Data | Data bearer
ERacket data SN Wircie:: Lan WLAN network name:
a2 abc

Access point name WLAN netw. name
o I e ceinea

You must add a Wi-Fi access point with proper security settings.

Notice that we changed the Data Bearer setting to Wireless LAN and changed the WLAN Network Name
setting to be the SSID of our WLAN.

Next in Figure 6 the security settings for the Access Point need to be configured. In our example below we
step through a simple WEP configuration, but the Nokia Eseries is capable of several forms of
authentication and encryption. See the appendix for EAP-PEAP configuration steps.
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Figure 6 Setting WLAN Security
Menu button > Tools > Settings > Connection > WLAN Security

x Q\ Connection
\\

Network status

X Q\ (onnection
\\

WLAN netw. mode

ﬁasﬁucture

B public .
en e

WLAN netw. mode
O WEP

?ii’rastructure
1 O 802.1x

O WPA/WPA2

WLAN security mode

B o
Authentication type

BT open
WEP key settings WEP key

[ hust be defined

i
cm——)

WEP key format

B sa

Configure your
authentication and
encryption settings.

When the Nokia Eseries is not associated to an access point it will occasionally scan to see if there are
WLANS available. To adjust the delay between scan times you will need to adjust the Scan for networks
setting number Wireless LAN. This setting can decrease the connection time to Communications Manager
once a user has roamed into an area where it was previously unregistered. Figure 7 shows the steps.

Note: If the phone is associated to an access-point and uses the Always on setting, and due to TX failure,
beacon loss, or RSSI looses its association to the access point it will aggressively attempt to re-register.
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Figure 7 Setting Wireless LAN
Menu button > Tools > Settings > Connection > Wireless LAN

=

X Q\ Connection
N\ ¢ ® >

When Show Availability is
enabled the WLAN indicator
ICON will show when there is
a nearby WLAN broadcasting

Data call its SSID. You can view this
B v | WLAN in Connegction
Manager under Available
Scan for networks WLAN

ry minute

The background scanning
time can be changed.
Scanning less often will
help save battery.
OEvery 2 minutes
OEvery 5 minutes

O Every 10 minutes

The next required step is to configure the SCCP settings. Here is where you combine the access point
previously configured to an SCCP profile. The TFTP server can be configured to use DHCP via Option
150 or set statically. The Registration setting can either be When needed or Always on. When the
Registration setting is When needed the user can manually force a registration attempt, but the phone will
not attempt one on its own. This registration attempt is made from the Internet telephone application
(shown in later steps). The recommended setting for daily use is Always on. With this setting the Eseries
will attempt to register to Cisco Communications Manager when the AP configured for SCCP is in range.
This will allow users to roam in and out of the building without having to manually reregister their phones.
When the Always On setting is configured background WLAN scanning is activated automatically. The
When needed setting can be useful when troubleshooting. See Figure 8 for an overview.

Figure 8 Configuring the SCCP Settings
Menu button > Tools > Settings > Connection > SCCP settings

Profile'name Configuration Steps
[
Data call Access point Access point 1'r:f‘i(li§ e SCOP
[ - P
VPN TFTP server | 2. Change the name
I ke pep and pick the AP
needed for your WLAN

3. Either Use DHCP or

- %
X Q\ (M : 5 o Q\ SUbsettinas statically configure
- your TFTP Server

TFTP server e ((ay]

B useonee Not registered 4. Select your
Own number preferred registration
method

5. Notice you can have
multiple SCCP profiles
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Now that your SCCP settings are added all that is left is to add an Internet telephony profile. Assuming
that your Nokia Eseries (MAC address) was added to Communications Manager previously or auto-
registration is enabled on Cisco Communications Manager, your phone should be able to register after this
step. If you are using Communications Manager Express and have auto register (which is default) and auto
assign enabled, the phone should automatically register. The preferred method would be to set up the
desired ephone # containing, mac-address , single or dual DN, type 7970. The Nokia E series will
emulate a subset of the Cisco 7970 capabilities.

Note: If you are using ICC version 1.0 the Nokia will register as a 7960, not 7970. Installing the
Nokia .cop file and registering as an S60 device is still the recommended path.

Figure 9 Configuring Internet Telephony Settings
Menu button > Tools > Settings > Connection > Internet telephony settings

- i Defailrf __

SIP settings . SCCP profiles
Select profile type: [ N

SCCP settings SIP profile

If you choose to set your registration to When needed there is an additional step to getting the phone to
register. To register you must go to the Internet Telephony application and force a registration attempt.
When the phone is set to register manually it will not register again on its own if it is roamed out of WLAN
coverage. This setting is primarily useful for testing.

Figure 10 Manually Registering to Communications Manager
Menu button > Connectivity > Internet telephone

Internet telephone
Manual Registration Steps

1. Browse to Internet
Telephony Menu >
Connectivity > Internet tel

2. Select Registration Status
3. Select Profile to register or

Options > Change >
Registered

Note: Nokia recommends that the Offline profile not be used. A SIM card is needed to avoid the Offline
profile.

Note: Nokia recommends the Always On setting for the SCCP setting.
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1.2.7. Supported Communications Manager and Communications
Manager Express Versions

The Nokia phones are supported in Communications Manager and Communications Manager Express as
separate device types. The device types have been created such that unnecessary features are not presented
for these phones. Your Communications Manager may need to be upgraded to the latest version to support
the Nokia phone. The following versions of Communications Manager are supported:
e 4.1(03)
e 42(3)
e 55X
e 6.x(ICCversion 1.1)
The following versions of Communications Manager Express are supported:
e 40
4.0(1) — 12.4(4H)XC1
4.02)-12.411DT
4.03) — 12.4(4)XC4
4.1 and later
UC500

Communications Manager Express Eseries SCCP limitations:

o Aswas eluded to in step eight the Nokia Eseries emulate a limited subset 7970°s
capabilities. It is recommended that only 1 dual line DN be attached to button 1 and
know other DN’s or button be attached to the Eseries phone. Call-forwarding options
are available, i.e. forward to voicemail.

o While on SCCP Wi-Fi calls, incoming GSM calls will not alert, either visually or audibly.
If voicemail has been configured for the GSM number the call will go into cellular
voicemail.

o While on a GSM call, incoming SCCP Wi-Fi calls alert normally.
o The MWI (Message Waiting Indicator) light may not re-indicate the presence of

messages if the phone is power cycled while currently illuminated.

o G729r8 and G711ulaw only are supported.

1.2.8.Adding Nokia S60 Device Type to CUCM

Adding the Nokia S60 device type to CUCM is the supported method for configuring Nokia devices to
register and perform correctly. To get the device type added to CUCM an installation file must be run. This
is either and installation file for the Windows 4.x version, or a .cop file for 5.x and 6.x versions of CUCM.

To obtain the installation files please
https://infocenter.knowledge.nokia.com/InfoCenter/index?page=content&id=1610720

Installing CUCM .cop Files

Installing the .cop file for 5.x and 6.x are basically the same. You’ll need an SFTP/FTP server that is
reachable by CUCM, and the user credentials to access it. Adding install files is as simple as dropping
the .cop file into a directory on the file server and pointing CUCM to it. The steps for installing are below.
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First you will need to get to the OS Administration pages which can be accessed from the Navigation drop
down.

| Cisco Unified CM Administration
Cisco Unified Serviceahili

Once there browse to Software Upgrades > Install Upgrade.

This will bring up the software installation page where the FTP information can be added. Add in the
correct server info and click Next.

il Cisco Unified Operating System Adminisl

cisco For Cisco Unified Communications Solutions

Show = Seftings ~ Security ~ Software Upgrades = Services =  Help -

Software Installation/Upgrade

—Software Location

Source® I Remaote Filesystem ;I
Directory* I,-f
Server® |I_U.SEI.E42.4S
*
User Name Ianunymuus

User Passward* |*¢*==

Transfer Protocol® | FTP ﬂ
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Once you have accessed the FTP server you should get a list of available files to install. Select the
Nokia .cop file and press Next.

alilin Cisco Unified Operating System Adminiﬁ

cisco For Cisco Unified Communications Solutions

Show = Seffinge = Security » Software Upgrades =  Services =  Help -

Software Installation /Upgrade
@ Cancel » hext

- Software Location

Options/Upgrades™ I cmterm-nokia_e60-scop.cop.sgn =]

=: Carmell Nextl

After this press Next until you have the file downloaded and installation completes.
wliili  Cisco Unified Operating System Administration WBWERTRY Cisco Unified OS Administration |~ || Go |

CIS€O  ror Cisco Unified Communications Solutions CCMAdm rator ut Logout

Show » Seffings v Securty + Software Upgrades » Services » Help »

Software Installation/Upgrade

@C&no&l

I llation Status

File cmterm-nokia_e60-sccp.cop.sgn
Start Time Tue Oct 30 12:12:06 CDT 2007
Status & Running

r Installation Log

10/30/2007 12:11:24 upgrade_get_file.sh|Parse argument uzer_name=anocnymous| <L} ebug= ;l

10/30/2007 12:11:25 upgrade_get file.sh|Starting FTP of cmterm-nokia_e60-scop.cop.san| <LVL:: Info=

10/30/2007 12:11:25 upgrade_get_file.sh|FTF command complete (0)]<L

10/30/2007 12:11:25 upgrade_get_file.sh|Create md5 "/comman/downloa

10/30/2007 12 25 upgrade_get_file.sh|MD5(/comman/download/cmte

fa:il:ae 05:8b:a8:67:13:de:53:a0:eg:86| <L VL::Debug>

10/30/2007 12:11:25 upgrade_get_file.sh|Create mdS complete|<LWL::Info>

10/30/2007 12:11:25 upgrade_get_file.sh|Authenticate file "/common/download/cmterm-nokia_e60-scop.cop.sgn”|<LVL: :Info=

10/30/2007 12:11:25 upgrade_get_file.sh|File authentication complete| <L\ ::Debug>

10/30/2007 12:11:26 upgrade_get_file.sh|success|<LyL::Info> :|
-

To verify that the data was installed into the database simply browse back to CUCM administration, run
through the steps to add a new phone, and verify that the S60 is an available device.
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il Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System » CallRouting ~ Media Resources »  ‘Voice Mall » Device = Application «

Add a New Phone

—Select the type of phone you would like to create

Phone Type™ " Not Selectad -- T
L Cisco 7942 “
Cisco 7945
~ Dot | — Gisco 7960
Cisco 7961

Cisco 7961G-GE
¥ | Cisco 7962

@ indic i eco 7965
Cisco 7970
Cisco 7971
Cisco 7975
Cisco 7985
Cisco ATA 186
Cisco IP Communicator
Cisco TelePresence
Cizco Unified Personal Communicator
H.323 Client
IP-STE
Mokia 560
Third-party SIP Device (Advanced)
Third-party SIP Device (Basic) bt

1.2.9. Nokia Eseries TFTP Interaction

Cisco’s TFTP server is not used for downloading firmware, as is the case with Cisco IP Phones. Instead

the Nokia Eseries only use relevant configuration options in the configuration file. To update the firmware
of your Nokia Eseries you will need to contact your local Nokia representative for flashing or use the

online tools. To find more information about updating the firmware of the Nokia ESeries see the link below,
or browse to the page "Get support and software / Download software" at http://www.nokia.com:
http://europe.nokia.com/link?cid=PLAIN_TEXT 14905

1.2.10. Dialing International Destinations

When a user dials an international destination from a mobile device, the generally accepted practice is to
insert a plus “+” sign at the beginning. In current versions of Communications Manager the “+” sign is not
recognized as a digit that can be dialed. To address this issue, Nokia converts the “+” to two zeros “00”,
which can be added to a route pattern in Communications Manager for international dialing. This can be
updated to other patterns using Nokia Intellisync Device Manager.
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1.3. RF Basics and Site Survey

The Nokia Eseries devices are 802.11b and 802.11g compliant. This section covers the basic RF
information necessary to properly deploy the Nokia Eseries phones in a Cisco Unified WLAN network.

Note: The Nokia ESeries support 802.15 Bluetooth (BT) and 802.11b/g. Because both radios share the
same antenna and frequency band, a BT earpiece should not be used with these phones when they in 802.11
b/g mode. Significant degradation of voice quality can result.

A chart of the BT and 802.11b/g frequencies is shown in appendix A. A BT headset connected to the phone
during a call causes a poor call quality that may degrade to the point of a dropped call. The BT transmission
of will also negatively affect the quality of other nearby calls that are using 802.11b/g. Calls as far away as
75 feet from BT maybe affected. A laptop user that has BT enabled on the laptop for communication to a
BT mouse will also experience lower quality VOWLAN calls. Charts of jitter created on a call with a BT
enabled versus a call without a BT enabled are shown in appendix B.

All sites using 802.11b/g phones should be frequency scanned and surveyed for interference to determine
where performance challenges will be due to interference.

Nokia phones at this time do not support call limiting per RF channel. They do not support pre-emptive or
assisted roaming logic. Because channel capacity and advanced L2 roaming is not processed by the phones
RF channels may become over subscribed and call quality can degrade.

The Nokia Eseries conform to the data rate settings of the access point. If the access point is configured for
a maximum data rate of 24Mbps the client does not transmit at above that rate. If the maximum is set for
example 12Mbps and the phone is within a distance of the access point that supports 24Mbps it use the
24Mbps data rate. Such behavior is not uncommon in WiFi devices with 11g data rates. If there are no 11g
data rates enable on the access point, then the phone will only do 11b rates. This is important when
designing cells for capacity instead of coverage.

The Nokia phone was tested with the new Cisco AP1240 with diversity enabled and using the AIR-
ANT4941 antennas. The Nokia clients at 36Mbps had a signal of -68 and at a noise level of -96 had a 1%
packet error rate (PER) at the distance of 70 feet in an open office of typical cubes. The coverage cell edge
at the 36Mbps is -68. At distances greater than 70 feet or a noise level greater than -96 the PER went higher
that 1%. This is provided as an observation and is not a design recommendation. The Nokia phones have
internal WiFi antennas. The user may inadvertently place their hand over antenna which reduce receive
signal strength and transmit signal strength by 4dBm. There are charts in appendix C. A common rule of
thumb is a 9dB loss in an indoor environment will reduce by half the coverage of a 2.4GHz radio. It is
recommended that the coverage be designed with this condition in mind.

Key WLAN design notes for Nokia E61 phones:

e If the WLAN had been carefully design to the 7920 design guide of a cell edge of -67dBm for
11Mbps then the Nokia phone should be able to work in that coverage cell, with the AP1240 and
AP1230 at a 802.11g data rate of 12Mbps. The AP1230 and AP1240 support 802.11g rates with a
maximum transmit power of 50mW(17dBm). The receive sensitivity of the radios is also better
than previous 802.11g rates. The combination of increased transmit power and receiver sensitivity
give these two access point a coverage area at the 802.11g rate of 12Mbps that is equal to the
previous access point coverage of 802.11b rate of 11Mbps.
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e All indoor installations need diversity antenna support on the access point. Signal strength alone
will not provide good signal quality. Indoors the 2.4GHz signal of the radios will bounce off some
objects and be absorbed at various levels by other objects. Diversity support significantly
improves throughput by reducing retries, which particularly important to an application like voice.
Without diversity antenna support on the phones it becomes more important to have diversity
enabled on the access points. The antenna appendix lists recommended antennas.

e The antenna placement should be selective. Antennas should not be mounted near metal objects.
Putting transmission and reception of signals near metal increases multipath problems. See the
antenna appendix for recommended antenna installation.

e Same channel separation is an important design consideration. Channel utilization affects the
numbers of calls on the channel and channel utilization. Channel separation also reduces the noise
floor. The channel is the collision domain.

e The CLI and GUI of the autonomous and LWAPP access points should be used to verify the
signal level and data rate of the phones as seen by the access points. The coverage of the phone
during survey and coverage checks should be done with active calls.

e When there needs to be a high density of calls in a given floor space. The best way to reduce cell
size is to reduce transmit power of all radios. That is both access point and phones. While faster
data rates have smaller cells, most clients will use the data rate they want to use and not the data
rates set on the access point. Therefore it is better to plan cell size by power settings. The
recommended means for managing the transmit power of the phone and other clients is “Client
Power Local” on the autonomous access points. The LWAPP access points default to that method.
This means the access points tell the clients to use the transmit power as the access point.

For a detailed discussion on Voice over WLAN design please see the Mobility Design Guide at:
http://www.cisco.com/en/US/netsol/ns656/networking_solutions_program _home.html

1.3.1. Different Deployment Types of Overlapping WLAN

How much overlapping WLAN coverage you set in your wireless network depends on the usage.
Wireless networks can be deployed for Location-Based Services, Voice, or Data-Only networks. The
difference is in the pattern that the APs are laid out in and the amount of RF overlap in the coverage
area. If the deployment_has voice and data, then follow the voice deployment guidelines. If the
deployment has Voice, data and Location Based Services, follow the voice recommendations and fill
in the coverage area with monitor mode APs.

Data-Only Deployments

Data only deployments will not require a large amount of overlap (above 10% overlap). If you have
lower data rates enabled, 802.11 clients will respond to a lower signal from a nearby AP, should one
fail, by stepping down their data rate and taking a longer time to transmit or roaming to a new AP.
While the smaller overlap minimize co-channel interference, data clients will drop packets as they
shift data rate or roam to a new AP. This will slow data throughput on the wireless network.

The required overlap will be determined by the WLAN data rate requirement discussed in the
subsection below. Minimal overlap is required for data-only networks which allow all data rates. For
data-only networks, the rule of thumb for separation of APs is typically 120-130 feet. But, when
making your estimation for AP separation, remember to factor in objects that affect RF coverage such
as wall densities, machinery, elevators, or even wide open space with steel cages, as your results may
vary depending on the RF environment. Radio Resource Management (RRM) has been developed for
this type of deployment and is very useful for controlling the RF coverage.
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Voice Deployments

Figure 11 shows the voice network pattern and overlap. The APs are grouped closer together and have
more overlap than a data-only installation because voice clients need to roam to a better AP before
dropping packets. Although only one AP is required to handle its defined area of the coverage area for a
voice deployment, it is recommended that you have 2 AP's on non-overlapping channels. For the Nokia
Wi-FI voice deployment, it is recommended that you have a Received Signal Strength Indication (RSSI)
above -67dBm at all time in your installation. This is to ensure that the VOIP phone has good reception
as well as providing coverage and enhances roaming ability for the phone.

Pre and post site surveys are often helpful in designing AP coverage. When VoIP applications are
involved, the rule of thumb is 100' separation typically. When making your estimation for separation,
remember to factor in objects that affect RF coverage such as wall densities, machinery, elevators, or
even wide open space with steel cages, as your results may vary depending on the RF environment.

Please see the Voice section of the Cisco Enterprise Mobility Design Guide for further reading on
deploying Voice of WLAN.

Figure 11 Single Floor Site Survey for Voice

15 20% Oerlap "

Note: This is the cell perspective from the access point. Each phone has its own cell. Looking at channel 6
in the lower right corner, it can be seen that phone associated to that access point could have channel
overlap with the channel 6 access point in the middle. It is recommended that you have a Received Signal
Strength Indication (RSSI) above -67dBm at all time in your installation, at 12Mb.

The same channels need to be transmit power adjusted so that they separated by 19dBm. This reduces the
size of the collision domain and will reduce a noise floor effect that the like channels will have on each
other.
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Figure 12 WLAN Cell Separation
The RADIUS ., The Separation of

ofthe Cell ... Same Channel Cells
Should Be: 7N Should Be:
67 dBm — 19 dBm
N
Channel 1 7 \
I Y
JC
Channel 11 \ 7/

1.3.2. Recommended Environment for the Nokia Eseries

The Nokia Eseries uses RSSI (Received Signal Strength Indication), TX failure, and beacon loss as its
primary tools for making roaming and association decisions. In order to have a successful wireless voice
deployment it is highly recommended that you conduct a site survey specifically for voice due to the
uniqueness of voice deployments. When deploying an environment for the Nokia Eseries observe the
following guidelines:

e Cisco recommends that you have no more than approximately 15 — 25 devices per AP.
Maintain a minimum speed of 12Mb. Enabling lower speeds will result in lower call capacity.
Deploy a minimum of two AP’s on no-overlapping channels, with an RSSI that is greater than
-67 dBm for speeds of 12Mb.

Separate overlapping channel sets by approximately 19 dBm.

Strive to maintain the highest possible speed throughout your coverage area.

Overlap coverage areas by a minimum of 20% to ensure smooth roaming.

With optimal settings and minimal data throughput 7 call legs per AP at 12 Mb can be
achieved. Higher rates have not yet been verified. A call leg is a single phone on a call. A
call between two phones associated to the same AP counts as two active call legs.

Ensure your packet error rate and beacon loss is 1% or less.

Note: If enabled on the AP, Dynamic Transmit Power Control (DTPC) allows the AP to broadcast transmit
power, and clients can automatically configure themselves to that power while associated with that AP. The

Cisco I0S command for enabling DTPC is power client and was first introduced in Cisco 10S version
12.2(4)JA.

Clients operating on 802.11b can operate on AP’s that support 802.11g as well, assuming that the 802.11b
speeds are enabled. However, mixing these slower clients can significantly reduce the throughput for the

faster 802.11g users, and can reduce the number of calls per AP. For a discussion on mixing 802.11b and
802.11g clients see:

http://www.cisco.com/en/US/products/hw/wireless/ps4570/products_white paper09186a00801d61a3.shtml

Copyright 2007 Cisco Systems, Inc. The parts of this document referring to Nokia devices or Nokia Software are
copyright 2007 Nokia Corporation. All rights reserved.
Page 22 of 76




1.4. Nokia RF Tools

There are several tools on the Nokia Eseries for evaluating the availability and security of the wireless
environment. When the Nokia Eseries is in the presence of a wireless network that is not hidden
(broadcasting its SSID) there will be an indication on the screen. Ifthe phone has not yet associate to the
WLAN, the indicator boxes will not be filled in. When this icon is shown the users immediately knows
that there is an access point in the area and it is advertising its SSID.

For deployment of the Nokia Eseries it is recommended that you enable broadcasting of the SSID. This has
been found to significantly improve phone performance on the WLAN.

When the phone associates to an access point the icon boxes change to a filled in state as show in Figure
13.

Figure 13 WLAN Association Icon

Filled in shows assoicated

After associating with the access point and registering to Communications Manager, a new icon will be
shown below in Figure 14.

Figure 14 Registration Icon

Icon with phone indicates
CallManager registration

1.4.1. Using Connection Manager

The Connection Manager is comprised of two important applications, the Active Data Connections and the
Available WLAN application. These tools give users a detailed view of wireless environment.

Copyright 2007 Cisco Systems, Inc. The parts of this document referring to Nokia devices or Nokia Software are
copyright 2007 Nokia Corporation. All rights reserved.
Page 23 of 76



Available WLAN

By selecting the Available WLAN utility you can quickly determine all of the networks that the phone is
able to sense via SSIDs that are being broadcast, the approximate signal level, whether the AP is open or
secured, and if your phone is currently associated to that AP. In Figure 15 we can see that there are
currently two WLANSs in the area, that the signal is low on the guestnet and higher on nokia3. When a
network is secured it will show as having a lock icon on it and that we are associated to that network
currently. Notice that we are currently associated to the nokia3 network, which is indicated by the
associated icon in a circle next to that wireless network.

Figure 15 Nokia Available WLAN
Menu button > Connectivity > Conn. Manager > Available WLAN

Associated status, signal
level, network type, and
SSID are all shown.

If we now highlight and open an SSID we can see more details about this network including the SSID name,
the security type, speed, how many AP’s are available with this SSID, and also the signal strength. See the
section labeled Evaluating Signal Strength for more details on how this can assist users.

Active Connections

The Active Connections tool presents a very detailed view of our current wireless connection. The key
points of this tool are the Status and TX Power. The status of an active connection will show the received
signal strength in a percentage generically as Strong, Medium, or Weak. When this document references a
recommended signal strength percentage, it is referring to it as shown in this tool. The TX Power
indication is useful for ensuring that the AP and phone have synchronized their transmit power levels.

Figure 16 Nokia Active Data Connections
Menu button > Connectivity > Conn. Manager > Act. Data conn.
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signal Medium (45%) puration 00:00:48
#éde Not available speed 10.20 kBfs
security. VWPAJWPAZ 10.00 kBfs

[
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Evaluating Signal Strength

The Nokia Eseries does not display its WLAN signal strength indication in dBm. Below in Figure 18 is an
approximation of shown percentage to dBm. Use this to assist in determining if the phone is receiving
adequate signal. It should be noted that there can be significant difference in signal level when simply
viewing the phone and when it is placed to the ear with a hand covering the phone.

It is recommended to keep the phone in the Strong area of coverage. Strong indicates signal strength of 67
—100%. Ifyou are operating at a rate of 48 — 54Mb then the recommended signal strength is 75% and

higher. This level of signal will help the phone to give good voice quality and roam more smoothly.

Figure 17 Nokia Displayed Signal % to dBm Correlation Chart

Nokia Displayed Signal % to dBm Correlation
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1.4.2. Supported Security Mechanisms

The Nokia Eseries supports the following key management types:
e  WEP 64bit

WEP 128bit

802.1X with dynamic WEP

WPA-PSK

WPA2-PSK

WPA-Enterprise

WPA2-Enterprise

CCKM

The following EAP types are supported as well:
e EAP-TLS

EAP-PEAP

EAP-LEAP

EAP-TTLS

EAP-SIM

EAP-AKA
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e EAP-MSCHAPv2
e EAP-GTC
e MSCHAPvV2

Note: Currently Nokia does not support EAP-FAST.

The following encryption methods are supported:

e  WEP 64bit
e WEP 128bit
e TKIP

e AES

Note: To facilitate faster roaming Cisco recommends that CCKM (Cisco Centralized Key Management be
utilized.

1.5. Roaming

An integral concept for wireless networks is device roaming. It is important to understand what roaming is,
how and when it occurs, what types of roaming there are, and how the types differ. One of the obvious
benefits of WLAN IP Phones compared to wired IP Phones is the ability of the user to move from place to
place while having a conversation. But unlike cellular phone services, where coverage areas are usually
nationwide or international, WLAN IP Phones have smaller coverage areas. In addition, administrators of
WLAN IP Phone networks need to understand and consider their IP addressing schemes before deploying
WLAN IP Phones. They need to consider how WLAN IP Phone coverage overlays with the Layer 2 and
Layer 3 addressing within the IP network. A Layer 2 network is defined as a single IP subnet and broadcast
domain, while a Layer 3 network is defined as the combination of multiple IP subnets and broadcast
domains.

1.5.1. Layer 2 Roaming

In voice systems, roaming usually refers to physical movement and the locations from which a call can
originate. For 802.11 data networks, roaming also refers to physical movement, but it is often associated
with data connectivity while physically moving.

This type of roaming does not include moving from the 802.11 environment to the cellular network. The
Nokia Eseries does not support roaming from Wi-Fi to cellular. At this time both the GSM and 802.11
radios are active at the same time.

Nokia uses TX failure, beacon loss, and RSSI (received signal strength) to determine whether or not to
roam. An association will be made to the AP with the highest RSSI. When the phone is associated to a
WLAN network it does not perform periodic background scanning by default. If the RSSI drops below -
80dB (40% - 50% in Connection Manager) a scan of all channels will begin. Because of this threshold, if
you have moved within range of an access point with better signal strength, but you are still currently above
-80dB the phone will not initiate roaming.

It is recommended that you strive to maintain a consistent minimum speed throughout your coverage areas.
Mixing speeds can cause phones to stay associated to those AP’s even though they are in range of better.
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Figure 18 illustrates this problem. AP1 has been configured for all OFDM rates of 12Mb and higher.

AP’s 2 and 3 are configured for 54mb. All AP’s have the same transmit power level. Notice that because
12Mb requires less frequency it has a much larger coverage area than 54Mb does. This causes the phone to
stay associated to AP1 even though AP2 is in closer proximity and has a higher signal and available speed.

To facilitate smooth roaming it is recommended that Cisco Centralized Key Management (CCKM) be
implemented in the WLAN. Using CCKM requires 802.1x authentication with EAP-LEAP, PEAP, EAP-
TLS, or EAP-TTLS. The use of CCKM can significantly speed up roaming between access points by
reducing the need for clients to reauthenticate against the authentication server when a roam is initiated due
to an RSSI threshold being exceeded. For an overview of CCKM see the link below:
http://www.cisco.com/web/partners/pr46/pr147/partners_pgm_brochure.html

Design your VOWLAN network to the minimum speed that is configured. For example, if you access
points are configured for 24Mb and higher, you should design your coverage overlap and estimate calls per
AP based on this minimum value. If the phones are in a coverage area allowing them to transmit at 54Mb
it will increase the potential number of calls per AP, but unless the entire network is fixed at this speed it is
impossible to accurately estimate the call capacity of a mixed environment.

Channel 1
Channel 6
. Channel 11

Channel 1
120k
coverage

Figure 18 Wireless Coverage Area

54Mb coverage
area overlap of
20%

Strive to maintain a minimum speed

1.5.2. Roaming between WLAN and GSM

Currently there is no capability for roaming between the GSM network and the wireless LAN. If you are
on an active WLAN call, and roam out of coverage area your call will be disconnected.

1.5.3. Registration Behavior

The WLAN scanning time is determined by the Wireless LAN setting from Menu button > Tools >
Settings > Connection > Wireless LAN. This setting determines how often the Nokia phones will scan
for WLANS if it is currently not associated to an access point, and the default for the setting is 5 minutes. If
a Nokia ESeries is registered to Communications Manager and the WLAN connection is dropped, the
SCCP client application will change the background scanning time to 30 seconds for the next 5 minutes.
This allows the phone to quickly find a new access point and reregister to Communications Manager. If an
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access point is not found during this 5 minute window the phone will revert back to the default
configuration, which can be adjusted. The options are 1, 2, 5, and 10 minutes.

Figure 19 Background Scanning Time
Menu button > Tools > Settings > Connection > Wireless LAN

=% (onnection 4
Data call

VPN

Default scanning time is determine by
Wireless LAN setting

.i_ -

| O Every 2 minutes

When WLAN is lost while registered to
CallManager scanning time is reduced to

O Every 5 minutes Y
4 30 seconds for 5 minutes

| © tvery 18 minutes

1.6. Quality of Service

Voice traffic on the Wireless LAN, like data traffic, is susceptible to delay, jitter, and packet loss. These
issues do not impact the data end user, but have serious implications for a voice call. To ensure that voice
traffic receives timely and reliable treatment with low delay and low jitter, you must use Quality of Service
(QoS), and use separate virtual LANs (VLANSs) for voice and data. By isolating the voice traffic onto a
separate VLAN, you can use QoS to provide priority treatment for voice packets when traveling across the
network. You need the following VLANs on the network switches and the access points that support voice
connections on the WLAN.

* Voice VLAN—Voice traffic to and from the wireless IP phone
» Data VLAN—Data traffic to and from the wireless PC
* Native VLAN—Data traffic to and from wireless devices

1.6.1.Quality of Service for Voice Traffic

Unlike wired networks with dedicated bandwidth, WLAN networks have to consider traffic direction when
implementing QoS. Traffic is considered as either upstream or downstream from the point of view of the
AP, as shown in Figure 20.
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Figure 20 AP Quality of Service
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The data VLAN should not be VLAN 1which is typically the default native VLAN for all network devices.

Assign separate SSIDs to the voice and to the data VLLANs. You can also configure a separate management
VLAN in the WLAN, but do not associate an SSID with the management VLAN.

By separating the phones onto a voice VLAN and marking voice packets with higher CoS, you can ensure
that voice traffic gets priority treatment over data traffic. You can management traffic resulting in lower
delay and fewer lost packets.

Beginning with Cisco IOS Release 12.2(11)JA, Cisco Aironet APs support EDCF-type QoS, with up to
eight queues for downstream (toward the 802.11b clients) QoS. These queues can be allocated in any of the
following ways:

* Based on ToS or DSCP settings of the packets

* Based on Layer 2 or Layer 3 access lists

e Based on VLAN

*  Based on dynamic registration of devices such as the Cisco 7920 Wireless IP Phone

Voice (RTP) and signaling (SCCP) traffic should be placed into the highest priority queue, and all data
traffic should be placed into a best-effort queue. While 802.11b EDCF does not guarantee that voice traffic
will be protected from data traffic, using this queuing model should provide the best statistical results for
voice QoS.

Note: The Nokia Eseries phones mark the SCCP signaling packets with a DSCP value of 24 and RTP
packets with DSCP 46.

To improve the reliability of voice transmissions in a non-deterministic environment the Nokia Eseries is
Wi-Fi Multimedia (WMM) capable. WMM enables differentiated services for voice, video, best effort data
and other traffic. However, in order for these differentiated services to provide sufficient Quality of Service
for voice packets, only a certain amount of voice bandwidth can be serviced or admitted on a channel at
any one time. If the network can handle "N" voice calls with reserved bandwidth, when the amount of voice
traffic is increased beyond this limit, i.e. to the "N+1" call, the quality of all calls will suffer.

Note: The Nokia Eseries is CCX version 3 compliant and supports Wi-Fi Multimedia (WMM).

Implementing Quality of Service in the connected Ethernet switch is highly recommended to maintain good
voice quality. To configure the QoS correctly on the AP see the section above labeled Interacting with the
Cisco Access Point.
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Individual configurations will vary; however, examples are given below of potential switch QoS commands
to implement.

mls qos
mls qos map cos-dscp 0 8 16 24 34 46 48 56
mls qos map ip-prec-dscp 0 8 16 24 34 46 48 56

interface FastEthernet0/10
switchport access vlan 11
switchport mode access
switchport voice vlan 111
no ip address

mls qos trust dscp
wrr-queue cos-map 1 1
wrr-queue cos-map 2
wrr-queue cos-map 323467
wrr-queue cos-map 4 5
priority-queue out
spanning-tree portfast

Note: If you are using a Cisco Catalyst 4000 Series Switch as the main router in the network, ensure that it
contains, at a minimum, either a Supervisor Engine 2+ (SUP2+) or Supervisor Engine 3 (SUP3) module.
The SUP1 or SUP2 module can cause roaming delays, as can the Cisco Catalyst 2948G, 2980G, 2980G-A,
4912, and 2948G-GE-TX switches.

Note: Implementing proper QoS on the access point and Ethernet switch is highly recommended.

The SCCP signaling messages are marked with DSCP 24 and RTP packets are marked with DSCP 46
which match the DSCP markings of wired phones.

1.7. Understanding Differences Between Nokia
Eseries and Cisco Wireless IP Phones

The Nokia Eseries and Cisco Wireless IP Phones have many similar capabilities; however, there are many
key differences that need to be considered.

The Cisco 7920 and 7921 wireless IP phones are designed to behave very similar to Cisco’s desk phones,
such as the 7960 and 7970. This means that the access services such as directory and XML services in the
same manner. Even though the Nokia Eseries devices do register as an SCCP endpoint, they behave in the
same fashion as other GSM devices, and are optimized for cellular and data usage rather than just
VoWLAN as the 7920 and 7921 are. Table 4 lists key feature differences.
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Table 4 Nokia Eseries and Cisco Wireless IP Phone Features

Feature Nokia Eseries Cisco Wireless IP Notes
Phones
Directory E51 Only Uses XML directory
lookup
XML Not Available Available XML can be used on
Cisco phones for
application and
directory integration
IPCC Express support Not Supported Supported Nokia Eseries is not
intended for call center
usage.
TFTP firmware Not Supported Supported Firmware must be
download obtained from Nokia,
not Communications
Manager
TFTP configuration Supported Supported
GSM / GPRS capability | Supported Not Supported Cisco wireless IP
phones are considered
‘singlemode’ and do not
support cellular services
SRST fallback Not Supported Supported
SCCP signaling Supported Supported
SIP signaling Available, but Not Not Available
Supported on
Communications
Manager
Encryption WEP, TKIP, AES WEP, TKIP, AES WPA?2 available on

Cisco 7921 only

Authentication

EAP-TLS, EAP-PEAP,
EAP-LEAP, EAP-
TTLS, EAP-SIM, EAP-
AKA, EAP-
MSCHAPv2, EAP-GTC

WPA, EAP-FAST

QoS WMM WMM, CDP

Call Admission Control | Not Supported TSPEC, QBSS

802.11b/g Supported Supported 802.11g on 7921 only

802.11a Not Supported Supported 7921 only

Roaming Signal strength and Signal strength, packet The Nokia Eseries will

packet loss loss, and QoS not roam unless the

signal strength or packet
loss exceed
preconfigured thresholds

Power save U-APSD (E51, via U-APSD, PS-POLL

Device Manager Server
for other modesl), PS-
POLL
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1.8. Upgrading To Version 1.1 Using BAT

Users who have already deployed on Intellisync Call Connect for Cisco 1.0 (ICC 1.0) may need to
eventually upgrade to version ICC 1.1. In version 1.0 registration of Nokia ESeries as a 7960 device type
could be used due to a lack of S60 device type in CUCME. However, in version 1.1 this has been
disallowed in CUMC for several reasons:

e Device type has changed to a 7970 in CUCME

e Incorrect configuration of 7960 in CUCM could result in registration failure

e Licensing issues

If you have already configured your Nokia dual-modes as 7960°s in CUCM and upgrade the SCCP
application to version 1.1 your phones will fail to register correctly to CUCM due to a device type mis-
match. Once version 1.1 is installed the Nokia Eseries will attempt to register as a 7970 or S60 device type,
not a 7960, and auto-registration will fail due to the MAC address already being present in the database.

Note: Upgrading the Nokia dual-mode to ICC version 1.1 BEFORE migrating them to the S60 device type
will cause registration failures for those devices. ICC version 1.1 changes device registration type from
7960 or S60 to 7970 or S60. The supported CUCM method is as a Nokia S60 device type.

As of version 6.0, CUCM does not support a method of migrating devices from one device type to a
different device type. To do this requires that the current device profile be deleted and a new device added
with the same MAC address. Automating this process can be done via BAT, though there are some caveats:

e User associations are not migrated

e  MobilityManager configurations are not automatically migrated

e Due to DLU differences between 7960’s and S60’s, it is possible to exhaust the DLU pool

If you have a small number of devices it may be easy to update them one at a time, by deleting and re-
adding them. However, for larger numbers of phones we have tried to provide a more automated method.

The upgrade from ICC 1.0 to ICC 1.1 is unlike that of typical devices registered to CUCM due to the
firmware not being controlled by the TFTP process. Instead, users are free to upgrade their Nokia’s to
version 1.1 regardless of what has been done on CUCM. For this reason administrators may want to
proactively migrate their devices to the S60 device type (which does NOT require version 1.1) to prevent
potential phone outages.

What we have provided below is a step-by-step example of how to migrate Nokia’s from 7960 to S60
devices. This assumes that the correct installation of the Nokia S60 device type has been added to CUCM.

To obtain the installation files, please, log in to Nokia support site at https://support.nokia.com and browse
to page "Support / Software / Nokia ES Products / Mobility Solutions / Mobility Solutions / Mobile Voice
Solutions / Nokia Intellisync Call Connect for Cisco". Direct link to Nokia ICC for Cisco vl1.1 article is:

https://infocenter.knowledge.nokia.com/InfoCenter/index?page=content&id=1610720

Note: The steps outlined below for device type migration using BAT are done primarily to provide a
template for doing so in your own installation. Device configurations are necessarily simplified to
convey the idea, but it should be understood that actual deployments may require modifying the
steps below to accommodate specific configurations.
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The first step in the process of migrating device types is to turn off auto-registration for CUCM. Once
the phones are removed from CUCM via BAT they will attempt to register again as 79XX devices.

1.8.1.Migration steps for CUCM Version 6.x

In our example below we have several Nokia devices registered as 7960’s which will be migrated to Nokia
S60 devices. The overall process requires the following steps:

Create the S60 phone template

Create the Nokia phone file

Export the current device data
Modify the exported data for insertion
Delete the current devices

Import the new device data

Validate the devices can now register

1.8.1.1. Creating an S60 Phone Template

The S60 phone template is created for re-inserting the Nokia’s into the database. There should be an S60
template that will be used. In our example we will only be creating one template, but the system is flexible
enough to allow for multiple templates to be created. If you do not see the S60 device listed you may not
have run the device installer for the S60.

First navigate to the Bulk Administration drop down in CUCM and find the Phone Template heading as in
seen below.

BAT > Phone Template > Phones > Phone Template
drelee Clmes Wpifisd C8) Ademin|stealion

ETRER  pn o pyr iinsieed Cayrmasssicn ingn BoskqToemys

canmnsrmia el
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Now we are going to create an S60 phone template for the phones we want to insert. The actual
configurations shown in the following steps are meant to be used as a guide, and are therefore simplified. In
actual customer configurations it is expected that more configuration may be necessary.
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Here we fill in fields as needed for the Nokia’s that will be inserted with this template.

alilin  Cisco Unified CM Administration

Nawvigat
CISCO  ror Cisco Unified Communications Solutions

System v CallRouting v Media Resources ~ Voice Mail »  Device »  Application »  User M

Phone Template Configuration
e s
|

r Phone Type

Product Type: Nokia 560
Device Protocol: SCCP

r Device Information

Template Name* |55[]Temp|ate1
Description |
Drevice Pool I Default ;I View Details

Commeon Device Configuration | = None = ;I View Details

Common Phone Profile™ | Standard Common Phane Profile

Calling Search Space |< None =

Media Resource Group List | < None =

User Hold MOH Audio Source | < None =

Location® | Hub_None

Device Mobility Mode™* | Default

View Current Device Mobility Settings

Owner User ID

o K § R N KL R R R

|< None =

[] Ignore Presentation Indicators (internal calls anly)

72 Logged Into Hunt Group

T Remote Device

Once the fields have been filled in appropriately click the Save button. This will save the template and also
allow the Line information to be added. If the Line configuration is not completed the insert will not be
done correctly.

Al Cisco Unified CM Administration
cisco

[EPPRE Cisco Unified CM Administration || Go |

For Cisco Unified Communications Solutions CCMAdministrator About Logout

System v CalRoufng ~ Media Resources v  VoicsMal v Device v  Application v  User Wanagement =  Bulk Administration = Help =

Phone Template Configuration
Q&m xnehe«e Copy dgamuew

’—Assnnatinn b ¢ i ~Phone Type J

1 wemzLine[1]- Add a new DN Product Type: Nokia S60
]

Device Protocol: SCCP

LESIE R EH Back To Find/List

=] view Current Device Mobility Settings

Owner User ID | < None >

rDevice
Template Name* [s50Template1
Description I
Device Pool* [Defauke =1 view Details
Commen Device Canfiguration [ Ngne = =] view Details
Comman Phane Profile* [Standard Common Phone Frofile JEi |
Calling Search Space [<None > =l
Media Resource Group List [« None = =
User Hold MOH Audio Source [ None = | o
Location* [Fub_nane =1
Device Mobility Mode® [Default =l
=

™ 1gnore presentation Indicators (internal calls only)

 Logged Inte Hunt Group

I Remote Device
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In the section below we show the template configuration for the Line. Click Save when you have finished
configuring the line.

uliiln  Cisco Unified CM Administration
€15€®  por Cisco Unified Communications Solutions

Nawvigation

CallRouting ~ Media Resources ~  Voice Mall » Device = A i User

System ~

Related Links:

Line Template Configuration Config

FE
rStatus

@ Status: Ready

r Directory Number Information

Line Template Name* ISEOLiHE.TEmD|EItE
Route Partition | < None > =]

Description I

Alerting Name |

ASCII Alerting Name |

M active

r Directory Number Settings

Voice Mail Profile | < none = =l (Choose <None> to use system default)
Calling Search Space | < None = B3
Presence Group™® | Standard Presence group =l
User Hold MOH Audio Source | < Mone = ;l
Network Hold MOH Audio SUurce' < Mone = =1

rAAR Settings

This completes the Phone Template configuration.

1.8.1.2. Phone File Configuration

A Phone File is used for exporting information about devices. In this case we are attempting to migrate as
much of the current information from the currently registered devices as possible. BAT comes with a
Default and Standard phone file template, but we are going to create one from scratch.

Browse to the BAT Phone File page by selecting Bulk Administration > Phones > Phone File Format >
Create File Format and click the Add New button. The important part of this configuration is ensuring
that we add all of the necessary fields, which have been outlined below.

Phone File Format Configuration order for Device Fields
Device Name
Description
AAR Group
CSS
Common Device Configuration
Device Pool
Device Presence Group
Security Profile
Device Subscribe CSS
Location
MLPP Domain
Device Mobility Mode
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Media Resource Group List
Owner User ID
User Hold Audio Source

Phone File Format Configuration order for Line Fields
AAR Group(Line)
Directory Number
Alerting Name
Alerting Name ASCII
Busy Trigger
ASCII Display
External Phone Number Mask
Forward All CSS
Forward All CSS Activation Policy
Forward All Destination
Forward Busy External CSS
Forward Busy External Destination
Forward Busy Internal CSS
Forward Busy Internal Destination
Forward No Answer External CSS
Forward No Answer External Destination
Forward No Answer Internal CSS
Forward No Answer Internal Destination
Forward No Answer Ring Duration
Forward No Coverage External CSS
Forward No Coverage External Destination
Forward No Coverage Internal CSS
Forward No Coverage Internal Destination
Forward Unregistered External CSS
Forward Unregistered External Destination
Forward Unregistered Internal CSS
Forward Unregistered Internal Destination
Forward on CTI Failure CSS
Forward on CTI Failure Destination
Hold Reversion Notification Interval
Hold Reversion Ring Duration
Line CSS
Line Description
Line Network Hold Audio Source
Line Presence Group
Line Text Label
Line Text Labe ASCII
Line User Hold Audio Source
MLPP CSS
MLPP No Answer Ring Duration
MLPP Target
Maximum Number of Calls
Monitoring Calling Search Space
Partition
Voice Mail Profile
Call Pickup Group
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The phone file template is used when we export the phones from the database.

wlin]in  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System ~ MM" Media Resources »- Voice Mail » Device Application = ,ﬁ.seﬁ.‘]ﬂam' tw

Create Phone File Format Configuration

Q Save x pekte [ copy i AddMew

r Phone File Format Name

Format Name * |ss0PhoneFileFormatt

r Device Fields

Dewvice Fields AAR CSS ﬂ
Authentication Server

Authentication String

Built in Bridge |
CSS Refer =l

v M

Selacted Device Fields * [Device Name

Order Description aa
AAR Group i

C8S

Common Device Configuration _'J

~Line Fields

Line Fields AAR Destination Maslk -
Audible Message Waiting Indicator Policy

Auto Answer

CPG Audio Alert Setting(Fhone Active)

CPG Audio Alert Setting(Phone Idi) =l
v,
Selected Line Fields ** [AAR Group(Line) “| W
Order Directary Number = A

Alerting Name
Aler‘ting_ Name ASCII

Once the phone file template has been created, you will want to export your current phones. There are
several types of Nokia ESeries that could be in your database including E51, E60, E61, E61i, E65, and
E70’s. Each device type is assigned a unique base MAC address which we can use for searching for Nokia
devices, which otherwise will appear as Cisco 79XX phones.

To search for all possible Nokia device types search for the following base MAC addresses:

E51 00ladc
E60 0015de
E61 0013fd
E6li  00194f
E65 001979
E70 0017b0

1.8.1.3. Exporting Nokia Devices

Next, browse to BAT > Phones > Export Phones > Specific Details. Here we will perform the search
using the criteria above. Notice in the figure below that we are searching for Device Name, CONTAINS,
and OR. This will allow the search to find all potential Nokia devices.
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BAT > Phones > Export Phones > Specific Details

almln  Cisco Unified CM Administration Cisco Unified CM Administration = || Go
€IS€Q  por Cisco Unified Communications Solutions Ad ato b

System = CallRouting v Media Resources ~  Voice Mail v Device ~  Application = User Management =  Bulk Administration +  Help «

d and Phone ed View Device Summary *|| Go

rStatus
@ Browen the momales Sasrch recllt bafors s braitting tha b,

@Tms querywil ol refurnup o 3000 matchesFrom thesdstsbase: Howeser; the jab wil procsss alk-entres in-the costom Ale:

Phones.
Find Phones where | Device Name = contains _=||ooiade using [OR =]
Device Name = contains _=||ooisde using [OR =]
Device Name = contains _=||oo13fd Using [OR =]
Device Name = || contains _=||oo1saf using [OR =]
Device Name = || contains _x||oois7e using [OR =]
Device Name =l[contains  =][ooi7ba using [OR =] | Find | _Clear Filter i‘i‘
Select item or enter search text x|

No active query. Please enter your search criteria using the options above,

After you have searched and found the devices press Next to export them. You will notice now that we can
apply the Phone File Format created in earlier steps.

[VRREEI Cisco Unified CM Administration =[|_Go |

CCMAdministrator About Logout

uluiln  Cisco Unified CM Administration
€IS€® ko cisco Unified Communications Solutions

System v CallRoutng =  Media Resources ~  Voice Mail » Device v  Application User Managemen! ~  Bulk Administration ~  Help «

Export Phones Configuration LEEIEN BT Back To Find/List x
‘ Back D Submit

[@ Status: Ready

r Export Phones

File Name* [NokiaPhoneExportdl

File Format* [S80PhaneFileFormatt ] (view File Format]
rJob
Job Description [Export Phones - Specific Details
& Run Immediately © Run Later (To schedule and activate this job, use Job Scheduler page.)

- _Back Submit

@ *_ indicates required item.

Submit your query to generate the phone file. This file will be used later for importing the devices back into
the database.

To view the file that was created browse to BAT > Upload/Download files. Here we should find a .txt file
that can be downloaded locally and imported into Excel.

IVERE Ci=co Unified CM Administrstion =]|_Go |

CCMAdministrator About Logout

aliiln  Cisco Unified CM Administration
CISEO  ror Cisco Unified Communications Solutions

System v CallRouting v  Media Resources ~  Voice Mall » Device ~  Applicaton ~  UserManagement ~  Bulk Administration ~  Help =

Find and List Files

o Addlew [T selctal [T Cearal %Dde(e&a}eﬁed [ﬂmms«:mm

[@ 2 records found

File (1-20f2) Rows per Page| 100 -]
Find File where [Name =][begins with =][ using [AND =] | Find

[select item or enter search text =]

| File Name * Function Typs
i okiaPhoneExport01_f 8 Xpol enes - Specific Details
NokiaPhoneExport01_09242007133916.txt Export Ph Sy ific Detail:
at.x| cel ool
bat.xit BAT Excel CSV Tool

Add New | SelectAll | Clear All | Delete Selected | Download Selected
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Next we will open this file in Excel as a comma delimited file.

1.8.1.4.  Using Excel to Modify Phone Data

[ oot Exue- ookt =
B] Fle Edt View Insert Format Tools Data  Window  Help Type a question for help  + x
NEHBSS B RE-9- 122 -3 B v <u -|B U

el B B el (RN . [ | Y Reply with Changes... End Review., !

Al A 3
AT B [ ¢ [T b [ ETFT 6T HT VT FTKTLUITMITNTOTZ

2 £

= 2%

| 4| * This screen lets you set the delimiters your data contains. You can see

| .5 | how your text is affectad in the preview below.

B

| 7| kit ™ Trest consecutive delimiters as one

[ | Flsb [ Sepicson 7 Comma

% [ispace.  [Other: | | Text qualifier: | &

11|

| 12) ta preve

3]

|

i PEVICE NAME PESCRIPTICN RRR GROUP [CSS [COMMON DEVICE COHFIGUELﬂ

i [FEF0013FDSDL1EDS RButo 1042

17 EEP00L3FD3DDE0E Ruto 1035

Ea keeo13wnansaca pure 1024

T FED0013FD4082D0 Buto 1023 vI

| 20 kil B

22 | Cancel <Back Enish |

123 :

vy

Open MS Excel and then open the .txt file of exported data. When attempting to open the file MS Excel
will recognize that this file could be a imported with delimiters and will prompt you how to open the file.
You should open the file and select “Delimited” and then select “Comma” from the delimiters as shown
above.

Now that we have the phones successfully exported and into a table format for importing we can modify it
appropriately. We need to make the following changes:
Device Security Profile “Nokia S60 — Standard SCCP Non-Secure Profile”
Maximum Number of Calls field “3”

Save this file as a .csv file type for importing. Browse back to BAT > Upload/Download and upload the
new .csv file.

1.8.1.5. Deleting Phones from the Database

Next, we are going to delete the phones from the database using BAT. To delete phones browse to BAT >
Phones > Delete Phones > Query. We will use the same search criteria that we used before to delete the
phones. Notice in the next figure we have searched and found nine Nokia devices in the database.
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alml  Cisco Unified CM Administration
cisco

LENMEERLLE Cisco Unified CM Administration m

For Cisco Unified Communications Solutions CCMAdministrator About Logout

System -+ CallRouting v MedizResources ~ VoiceWall » Device ~  Application ~  UserManagement »  Bulk Administration ~  Help +

Delete Phones Configuration

12" Submit
Job Description [Delete Phones - Query =
© Run Immediately  Run Later (To schedule and activate this job, use Job Scheduler page.)
Phones (1-90f9) Rows per Page] 100 =]
Delete Phones where [ Device Name Alcontains [ +lfoo1adc using [OR 7]
Device Name =|[contains  =]foo15de Using [OR =]
Device Name =|[contains  _=l[oo13fd using [OR =]
Device Name fcontains  =[foo1g4r using [OR =]
Device Name Alcontains ~ =[foo1s73 Using [oR =]
Device Name x| contains xljoo17bo Using |OR x| _Find Clear Filter | 9p | =
Selact item or enter search text =]
Dt Mmarset{l s} = Description Device Pool Device Protocol Status 1P Address.
= SEPO013FD3IDIEDY Auto 1042 Default scce unknown Unknown
7860
SEP0013FD3DDA08 Auta 1035 Default scee Unknown Unknown
7560
= SEPO013FD4082C3 Auto 1024 Default scee Unknown Unknown
360
= SEP0013FD405200 Auto 1023 Default scce Unknown Unknown
60
& SEPO013FD4082FA Auto 1025 Default scce Unknown Unknown
7880
SEPO013FD408310 Auto 1033 Default scee Unknown Unknown
7560
= SEPO015DE3DI0ES Auta 1026 Default scee Unknown Unknown
7360
= SEPO01SDE3FSBCE Auto 1022 Default scce Unknown Unknown s
60
i 1 SEPO0IADCA4592A Auto 1034 Default scce Unknown Unknown =l
PGP0 X

After running this job all 9 phones will be deleted.

Note: If auto-registration has not been disabled the S60’s may re-register back to CUCM as 79xx
devices.

1.8.1.6. Importing Devices

To import the phones we are going to use the uploaded .csv file and the template that was created earlier,
both of which should be available from the drop downs. Browse to BAT > Upload/Download Files to add
the .csv file that was recently created, then click on the Add New button.

REWTENLGN Cisco Unified CM Administration = m

CCMAdministrator About Logout

ulaln  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

Media Resources «  Voice Mall

Device «

PRI RRLC Back To Find/List ¥

 Status

@ Status: Ready

rUpload the CSV file

Filesz |C:\Documerrl5 and Seﬂings\mcoﬁn\Daslﬁap“D34}D7PhoneExport_1ﬂ3|}2ﬂDT1G12ﬂ‘wse;l
Select The Target * [Phones =l

Select Transaction Type * [Tnsert Phones - Specific Details %]

™ overwrite File if it exists.**

Save
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Next, browse to BAT > Phones > Insert Phones

whaln  Cisco Unified CM Administration
CIS5€O  Eor cisco Unified Cor ications ions

System ~ CallRouting =~ Media Resources ~  Woice Mail ~ Device ~ jon -~  User ~ DulkA
e 2 0 = 0 0 a 0

Eps.mmi

Status

@ Status: Ready

h

r Insert

& Insert Phones Specific Details
File Name * I NokiaPhoneImportOl.csv

=] (Miew Filel (Wiew Sample Filel

Phone Template Name * | Se0Templatel LI

O Create Dummy MAC Address (For CTI Port, Create Dummy Device Name)

" Insert Phones All Details
File Name | -- Mot Selected -- =1

{(Wiew File] ([Wiew Sample Filel

|| Owerride the existing configuration

rJob Information

Job Description IInsert Phones - Specific Details

& pun Immediately © Run Later (To schedule and activate this job, use Job Scheduler page.)

- _ Submit |

@ *_ indicates required item.

Once this job is run the phones will be added back to the database. If they are turned on and authenticated
to the WLAN they may start registering back to CUCM.

1.8.1.7. Validating Insert

BAT allows us to validate that the insert worked by viewing the details of the job. To view the job browse
to BAT > Job Scheduler and search for the recently Completed job. Click on the job ID to view if it was
successful. If it failed, click on the Log File Name to view the details of why it failed.

uliiln  Cisco Unified CM Administration Cisco Unified CM Administration =] Go

CISCO  ror Cisco Unified Communications Solutions

System - CallRoutng = MediaResources = VoiceMall v Device =  Appication =  UserManagement ~  Bulk Admmistration +  Help
ad Back To Find/List ~|| Go

ob ad
x Deet
rJob Detail
Job id* 1190734297

Job Status* Completed

Scheduled Date Time 09/25/2007 10:31:37

Submit Date Time ~ 08/25/2007 10:31:37
Sequence™® Al

Job Description Insert Phones - Specific Details
Frequency ¥ Once

Job End Time [

Last Modified By CCMAdministrator

 Transaction Details

CSV File Name NokiaPhonelmport01.csv
Device Template Name ~ S60Templatel

rJob Results

o 9 1190734297£09252007103137 txt (=

09/25/2007 10:31:39 Success g

— _Delete
=

To verify the phones are in the database you can perform a phone search, this time using Device Type as
Containing S60. You should see the same number of phones as previously.
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wlln  Cisco Unified CM Administration [EWEEEERY Cisco Unified CM Administration =
CIS€0  ror Cisco Unified Communications Solutions CcCMAdministrator  About  Logout
System = CallRouting ~ MediaResources ~ Voice Wall v Device = Applicaton = UserManagement ~  Bulk Administration ~  Help
Find and List Phones LR ES RS Actively Logged In Device Report > || Go
o AddNew [T selectal (7] Cearal & Delete Selected %l Reset Selected
Status
[@ 9 racords found ‘
Phone (1-90f9) Rows per Page| 50 =]
Find Phone where [ Device Type =l[ contains =][ss0 Find | ClearFiter | 9 | =
Select item or enter search text =
[ Dewvice ) Descri Davice Type Device Protocol Status 1P Addrass Copy Super Copy
[~ MNokia 560 SEPOO13FD3DIEDY Auto 1042 Nokia 560 sccp Unknown  Unknown ey i
™ Nokia 560 SEPO013FD3DDE08 Auto 1035 Nokia 560 scep Unknown  Unknawn ey o
[ MNokiaS60  SEPD013FDA082C3 Auto 1024 Nokia S60 scep Unknown  Unknawn n© i
[~ Nokia 560 SEPT11111111111 SEP111111111111 Nokia S60 sccp Unknown  Unknawn ey i
[~ MNokia S60 SEPO013FDAOBIEA Auto 1025 Nokia S60 sccp Unknown  Unknown IS ;.
™ MNokia 560 SEPOU1ADCA4532A Auto 1034 Nokia 560 sccp Unknown  Unknown iy e
[ MNokia 560 SEPDO13FDAD8310 Auto 1033 Nokia S60 scecp Unknown  Unknown is) i ]
[ Nokia S50 SEPOO1SDE3D10EA Auto 1025 Nokia S60 sccp Unknown  Unknown ie) s
[ MNokia S60 SEPO01SDEIFSBCE Auto 1022 Nokia S60 scecp Unknown  Unknown ey i,
Add New | SelectAll | Clear All | _Delste Selected | _Reset Selected

The steps above should be used as a simplified example. To learn more about BAT see the link below:
http://www.cisco.com/en/US/partner/docs/voice_ip_comm/cucm/bat/6_0_1/t03phtmp.html

1.8.2.Migration Steps for CUCM Version 5.x

The steps needed for migrating device types in CUCM 5.x are very similar to those in 6.x, but they have
been outlined below as well. Installation of the .cop file is the same in 5.x as 6.x, and the same device type
(Nokia S60) is added to the device list.

In this example we have 4 Nokia E61°s registered as 7960’s to a CUCM 5.1(3). Once the .cop file has been
installed we can begin migrating from the Cisco device types to the S60°s.

Note: If ICC has been installed on the Nokia dual-mode it will auto-register as a Cisco 7970 device.

1.8.2.1. CUCM Version 5.x Overview
At a high level these are the steps needed to migrate from 7960 / 7970 device types to S60 device type:

Create the S60 phone template

Create the Nokia phone file

Export the current device data
Modify the exported data for insertion
Delete the current devices

Import the new devices data

Validate the devices can now register

Note: When performing the steps above it is necessary to temporarily turn off auto-registration. If auto-
registration is not turned off your Nokia devices may attempt to re-register as 7960’s or 7970’s before you
have re-inserted them.
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1.8.2.2.  Creating the S60 Phone Template

Browse to Bulk Administration > Phones > Phone Template from CUCM Administration screens and
click on Add New. Select Nokia S60 as the device type and press Next.

Cisco Unified CallManager Administration Fror cisco Unified Communications Selutions

System = Call Bouting » Media Resources = Voice Mall + Device =  Application -+  User Management »  Bulk Administration +

Add a New Phone Template

Y

~Status

Status: Ready

" Select the type of phone you would like to create

Phone Type™ FNokiz S60 ]
i Nexll

@ *_ indicates required item.

Once the fields have been filled in appropriately click the Save button. This will save the template and also
allow the Line information to be added. If the Line configuration is not completed the insert will not be
done correctly.

Cisco Unified CaIIManager Administration ror cisco unified Communications Solutions

System « CallRouting + Media Resources =  Voice Mal + Device »  Application +  User Management »  Bulk Administration + Help +

Phone Template Configuration Related Links:

) NG
Status
’7®Add successful

Association Information ~Phone Type

’7 1 em Line [17- Add a new DN Product Type:  Nokia S60

Device Protocol: SCCP
r Device Information

Template Name* [NokiaTemplate01
Description |
Device Pool* | Default x| view Details
Common Phane Profile® | Standard Common Phone Profile ﬂ
Calling Search Space | < MNone > ﬂ
Media Resource Group List | < Mone > j
User Hald MOH Audio Source| <MNone > ﬂ
Location*® | Hub_None j
Owner User ID | <MNone > ﬂ
¥ 15 Active
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1.8.2.3.  Phone File Configuration

Next we are going to add the Phone File for exporting. To add this file browse to Bulk Administration >
Phones > Phone File Format > Create File Format and click Add New.

The Device selected fields order will be:

Device Name
Description

AAR CSS

CSS

Device Pool

MLPP Domain

Media Resource Group List
Device Subscribe CSS
Device Presence Goup
Owner User ID

User Hold Audio Source
User ID

The Line selected fields order will be:

AAR Group

Directory Number

Alerting Name

Alerting Name ASCII

Busy Trigger

Call Pickup Group

Forward All CSS

Forward All Destination

Forward Busy External CSS

Forward Busy External Destination
Forward Busy Internal CSS

Forward Busy Internal Destination
Forward No Answer External CSS
Forward No Answer External Destination
Forward No Answer Internal CSS
Forward No Answer Internal Destination
Forward No Answer Ring Duration
Forward No Coverage External CSS
Forward No Coverage External Destination
Forward No Coverage Internal CSS
Forward No Coverage Internal Destination
Forward on CTI Failure CSS

Forward on CTI Failure Destination
Line CSS

Line Description

Line Network Hold Audio Source

Line Presence Group

Line Text Label

Line User Hold Audio Source

MLPP CSS

MLPP No Answer Ring Duration

MLPP Target

Maximum Number of Calls
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Partition
Voice Mail Profile

Maximum Number of Lines = 2

Click Save when finished.

1.8.2.4. Exporting Current Phone Data

To export the information currently in the database, browse to Bulk Administration > Phones > Export
Phones > Specific Details.

Here you must choose the Device Type and the Protocol for exporting. If you are dealing with clients on
the ICC 1.0 version this will be 7960; however, if you have ICC version 1.1 clients this will be 7970. Here
too we will be using the base MAC address as our search criteria, which have been outlined below:

E51 00ladc
E60 0015de
E61 0013fd
E6li  00194f
E65 001979
E70 0017b0

Note: The UI of CUCM 5.x does not allow for multiple search criteria so you will need to perform
individual searches for each of the device types in your organization.

In our example we have 4 E61°s starting with the base MAC address 0013fd.

System -+ CallRouting »  Media Resources = Voice Mall » Device »  Application +  User w Bulk i ion + Help « Log‘

Find and List Phones REECW LN \View Device Summary | x

rStatus

@4 records found

r Device Information
Device Type * | Cisco 7960
Device Protocol *l SCCP

K K1

~Search Options
Find Phone wherel Device Name L” contains jIDDBFd Find | [T Extend Search Using |AND -vI

|Se|ectitem oremersearchtenj
(device.name contains 0013fd) AND (device type is Cisco 7960) AND ( device protocol is SCCP)

~Search Results

| |Device Name(Line) |Description |Device Pool |Device Protocal |Status [tP Address
SEPO013FD3D1EDS Auto 6522 Default SCCP Registered with TME-VM-51 172.17.101.18
7?5; SEPO013FD4082C3 Auto 6521 Default SCCP Registered with TME-VM-51 172.17.101.14
SEPO013FD4082FA Auto 6520 Default SCCP Registered with TME-VM-51 172.17.101.4
75650 SEPO013FD408310 Auto 6524 Default SCCP Registered with TME-VM-51 172.17.701.12 =4
Rows per Page | 100 'I
= :
Click the Next button.

Now we export that data using the NokiaPhoneFile that was created in the previous steps.
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Cisco Unified CaIIManager Administration ror cisco Unified Commurications Solutions

Syatem w» Call Routing »  Media Resources »  Voice Mail » Device »  Application = User Management »  Bulk Adminiztration
Export Phones Configuration

«>

~ Status

Status: Ready

~ Export Phones
File Name * |NgkiaExporﬂ31

File Format *l NokiaPhaneFile0l =] (View File Format)
rJob Information
Job Description Export Phones - Specific Details
& Run Immediately " Run Later (To schedule and activate this job, use Job Scheduler page.)

N Backl Submitli
@ *- indicates required item.

Click on Submit to run the job.

Browse to Bulk Administration > Job Scheduler to view the results of your export.

Cisco Unified CallManager Administration

System » CallRouting » Media Resources = Woice Mail » Device «

DD

r Status
@1 records found

Logged in as: CCMAdmini|

For Cisco Unified Communications Solutions

|Server Date and Time: November 20, 2007 15:36:09 CST|
rSearch Options

Find Job wherelUser L” begins with jl IShow j Completed Jobs Find ||_ Extend Search Using | AND "I
| Selectitem or enter search text j

(enduser begins with any)

rSearch Results

[70b 1d |scheduled Date Time |Submit Date Time |sequence |Description |Status |Last User
I 1195594515 11/20/2007 15:35:15 11/20/2007 15:35:15 1 Export Phones - Specific Details Completad CCMAdministrat

Selec!Aﬂl CEearAIrl Delete Setededl AcﬁvaieSeEecledl Stop Processingl Rows per Page | 100 |

Click on the Job Id to view details of the results.
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Job Scheduler zelated Li Back To Find/List

X

r Status

@Status: Ready

|Server Date and Time: November 20, 2007 15:37:29 CST|

Job Details
Job id* 1195594515
Job Status* Completed

Scheduled Date Time 11/20/2007 15:35:15
Submit Date Time 11/20/2007 15:35:15

Sequence* y |
Job Description Export Phones - Specific Details
Frequency™ Once

Job End Time |
Last Modified By CCMAdministrator

 Transaction Details

CSV File Name MokiaExport0l 11202007153517.txt
Selection Criteria  (device.name contains 0013fd) AND (device type is Cisco 7960) AND ( device protocol is SCCP)

—Job Results
Number OF Number Of
g;ﬁé?#g;he‘j ‘;igtiisult Records Records g;t:ég;;nger Log File Name. Export File Name.
Processed Failed
11/20/2007 Success 4 0 4 1195594515£11202007153517.txt NokiaExport0l 11202007153517.txt
15:35:19
- Delete I

Now that we know the data has been successfully exported we can download the file for modification. To
download the .txt file browse to Bulk Administration > Upload/Download Files, click on the check box
next to the recently created file and select Download Selected.

Cisco Unified CaIIManager Administration For cisco unified Communications Solutions

Syatem + CallRouting =+ Wedia Resourcez »  Voice Mail » Device »  Application = User Management »  Bulk Administration = Help

Find and List Files

S mEe EEe .o
T

r Status

@ 2 records found

-Search Options

Find File wherel Name jl begins with jl Find | " Extend search Using |AND TI

| Selectitem or enter search text j

(batfileinfo.name begins with any)

rSearch Results

|File Name [Function Type
Iv: NokiaExport01_11202007153517 txt Export Phones - Specific Details
T batxit BAT Excel CSV Tool

Add New| 'Selectll| 'ClearAll| Delete Selected | Download Selected|  Rows per Page [ 100 =]

@Note:lf you are trying to search for log files based on 'Name',then please do a search based on Type as Log files first and thg
based on 'Name'.

1.8.2.5.  Using Excel to Modify Phone Data

Save this file and open MS Excel. Once Excel is open we are going to import this comma delimited file. In
Excel choose File > Open > (NokiaExport.txt file). When opening the file you should be prompted with
the Text Import Wizard about how to open the file. Choose Delimited > Next > Comma > Next > Finish.
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‘B] Fle Edit View Insert Format Tools Dats  Window  Help T
NEEHRS B R 92-8z-4 @6 [@iv 0 ~|B I U[IESEHE|S
A S B S S| 3 Wy g | YéReply with Changes... End Review.. !
Al > fe

| A B | ¢ | B | E | F | 6 [ H [ & [ 3 |1 K [ L [ M
2 . ! =
3| 21
E3 | The Text Wizard has determined that your data is Fixed Width,
| 5 | If this is correct, choose Next, or choose the data type that best describes your data,
| 6 | g data type
| 7 | Choose the file type that best describes your data
| B | + Delimited - Characters such as commas or tabs separate each field,
% (" Fiked width - Fields are aligned in columns with spaces between each fisld.
[11] Start import at row: i ; : 437 : OEM United States -
11 tato File grigin:
12|

13
E Preview of file C:\Documents and Settings\meof. .. WokiaExport01_11202007153517. txt.
7_5: 1 PEVICE MAME,DESCRIDTION,2AR CSS,CSS,DEVICE BOOL,MLED m,mﬂ
| 16 | |2 b=eo013FDaD1EDS, Bute €522, , ,Defauls,,,,Standard Presence group,

17 |3 SEPO013FD4082CE, Auto 521, ,,Defaulr,,,,Standard Dresence group, |

18| |4 FEPO013FD40B2FA, Buto 6520, ,,Defauls,,,,Standard Presence group,

E ;ﬂpnpumuaaiu.mm 6524, ,,Defaulc,,,  Stendard Dresence group, ~|

| 20| ‘ )l

21

(22 Cancel | <Esck Erish |

23]

24

¥ Microsoft Excel - Book1

@ File  Edit View Insert Format Tools Help
NEHRS S BIRR-9- 8= -4 B0 Jim
BB B B E-R (FERoun- .| lﬂ_] | ¥¢Reply with Changes... End Review., !

Data  Window

A1 - i
A B | ¢ | b | E | F | & [ H [ I [ 4 | K [ L [ M
o imporwzard step2ors T

This screen lets you set the delimiters your data contains. You can see
how your text is affected in the preview below.

-

NIEErS:
W 1sh [ Semicolon
[ Space [ | Other: I—

¥ comma

I Treat consecutive delimiters as one

Text gualifier: |- ]"

[lz[als]z[z]el=]Nololx]«[vE

EVICE NAME ESCRIPTION RAR CSS 0SS PEVICE BOOL
| 16 | EPO013FD3D1EDS Buto 6522 Default
1? EPO013FD4082C3 Puto &5Z1 Default
18 EP0013FD4082FA Ruto 520 Default
g | EDO013FD408310 Puto 6524 Pefault
20
| 21
| 22|
23]

24
125 |

Next we are going to modify the data in a couple ways as shown below:

Device Name = Remove “SEP” from the front of the MAC addresses
Maximum Number of Calls = “3”
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Be sure to check your data file for “Cisco 7960 or “Cisco 7970 and replace with “Nokia S60”.

Now that this data has been updated we need to save this as a .csv file and upload it back to CUCM.

Note: When saving the file in Excel change the Save As Type to “CSV (comma delimited) (*.csv)”. If you
get an error message indicating the features may not be compatible click on Yes.

1.8.2.6. Uploading Data for Re-Insertion

Back in CUCM we need to upload this file. Browse back to Bulk Administration > Upload/Download
Files. Click on the Add New button to upload the file as below.

File: (newly created .csv file)
Select The Target: Phones
Select The Transaction Type: Insert Phones — Specific Details

Cisco Unified CaIIManager Administration For cisco Unified Communications Selutions

System = CallHouting » Media Hesources - Voice Mail =  Device »  Application = User Management »  Bulk Administration «

File Upload Configuration

LJ

~Status

Status: Ready

~Upload the CSV file

File: * |C:\Documents and Settings\mcoffin\Desktop\Nokialmport01_1120200715351 ?-C’ml
Select The Target * | Phones &

Selact Transaction Type *I Insert Phones - Specific Details j

M gverwrite File if it exists.==
Save |

@ *_ indicates required item.
@"” If you are trying to upload a file which is already present for a particular transaction,it will be overwritten.

1.8.2.7.  Deleting Phones via BAT

Now we can delete the current devices from the database. This can be done two ways. If you have a small
number of phones you can simply search for them from Device > Phones and delete those that are known
to be Nokia’s. If you have a large number you can use BAT.

We will outline the steps needed to use BAT for deleting. First browse to Bulk Administration > Phones
> Delete Phones > Query. Here we will use the same search criteria as above (base MAC addresses) to
search for the Nokia devices.
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-

System = Call Routing + Media Resources = Voice Mall +  Device « ication +  User + Bulk Tins ion + Help « Lot
Delete Phones Configuration

rStatus

4 records found

|Br0wse the complete search result before submitting the juh.|
 Search Options

Find Phones where| Device Name jl contains jlﬂ(}ﬂfd Find | ™ Extend Search Using IAND 'I
I Selectitem or enter search text j

{device.name contains 0013fd)

 Search Results

|Device Name(Line) |Description |Device Pool |Davice Protocol |status 1P Address
795;:3 SEPO013FD3D1EDS Auto 6522 Default SCCP Registered with TME-VM-51 172.17.101.18
% SEPO0D13FD4082C3 Auto 6521 Default SCCP Registered with TME-VM-51 172.17.101.14
;Déo SEPOO13FD4082FA Auto 6520 Default SCCP Registered with TME-VM-51 172.17.101.4
E SEP0013FD408310 Auto 6524 Default SCCP Registered with TME-VM-51 172.17.101.12
Rows per Page | 100 'I
rJob Information
Job Description |De\ete Phones - Query 1
#pun Immediately © Run Later (To schedule and activate this job, use Job Scheduler page.)
| Subrnrl”

Once the Submit button is selected the phones will be deleted.

Note: If auto-registration has not been turned off this is where it should be done. Your Nokia dual-modes
should unregister for CUCM at this point.

1.8.2.8. Re-Importing Nokia Device Data

Next we are going to import the phones back into the database. To insert the phones via BAT browse to
Bulk Administration > Phones > Insert Phones. You should see the .csv file uploaded previously which
should be tied to the Phone Template that was created earlier as well.
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Cisco Unified CaIIManager Administration Fror cisco unified Communications Solutions

System =  CallRouting =  Media Resources ~  Voice Mail » Device = Application = User Management »~  Bulk Administration » Help =

Insert Phones Configuration

Ed

r Status

Status: Ready

rInsert Phones

& Insert Phones Specific Details
File Name * [Nokialmportd1_11202007153517.csv x| (view File) ({View Sample File)

Phone Template Name *l NokiaTemplate01 =l

" Create Dummy MAC Address (For CTI Port, Create Dummy Device Name)

" Insert Phones All Details
File Name |—N0tSeIected = j (View File] (View Sample File)

" override the existing configuration

~Job Information

Job Description IInser‘LPhones—Speciﬁc Details

& Run Immediately € Run Later (To schedule and activate this job, use Jab Scheduler page.)

= Submﬂl—

Click on Submit to begin the process.

1.8.2.9.  Validating Data Insertion

To review the status of the insert browse to Bulk Administration > Job Scheduler and find the Job Id of
the insert. The Job Result Status should show Success; however, if it does not the Log File can be used to
determine the reason for failure.

System ~ CallRoutng + Media Resources = Voice Mall = Device = A ion +  User +  Bulk Admini - Help =
Job Scheduler i Back To Find/Lij
 Status

@ Status: Ready

Server Date and Time: November 20, 2007 16:31:08 CST|

~Job Details
Job id* 1195597822
Job Status* Completed

Scheduled Date Time 11/20/2007 16:30:22
Submit Date Time 11/20/2007 16:30:22

Seguence® 1
Job Description Insert Phones - Specific Details
Freguency™ Once

Job End Time I
Last Modified By CCMAdministrator

r Transaction Details

CSV File Name Nokialmport01 11202007153517.csv

Device Template Name MNokiaTemplate01
rJob Results

Job Launched Date  [Job Result Number Of Records Number Of Records  (Total Number Of Log Fil= Name

Time Status |Processed Failed Records g g

11/20/2007 16:30:26 Success 4 0 4 1195597822#11202007163023.txt
- Delete I
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The final steps are to search for the new Nokia S60 devices and attempt to re-register them to CUCM. Here
we have performed a generic search to verify the devices are indeed in the database.

Find and List Phones

SR RS
r Status
®4 records found

—Search Options

Find Phonewhere| Device Name ﬂl begins with jl Find ||_ Search Within Results
|Se|ect item or enter search text j

(device.name begins with any)

~Search Results

| |Device Name(Line) |Deseription |Device Poal |Device Protocol |Status [1P Address
C SEPOO13FD3D1EDS Auto 6522 Default SCCP Unregistered 172.17.101.18
[ SEPOO13FD40B2C3 Auto 6521 Default SCCP Unregistered 172.17.101.14
[ SEPOO13FDADE2FA Auto 6520 Default SCCP Unregisterad 172.17.101.4
[ SEPO013FD408310 Auto 6524 Default SCCP Unregistered 172.17.101.12

Add New| SelectAll| Clear All| Delete Selected | ResetSelected| Rows per Page] 100 =]

1.8.3.Migrating Steps for CUCM Version 4.x

Phones registered to CUCM version 4.x need to be migrated to the S60 device type as well; however, the
process is different due to differences in the administration interface and BAT capabilities.

1.8.3.1. CUCM Version 4.x Overview

Essentially the process is very similar as CUCM 6.x, but we have provided a step-by-step example to help
administrators. Again, this can be done on a phone-by-phone basis, but BAT can be used to help speed the
migration process.

In our example we have 8 Nokia ESeries devices registered to CUCM, 2 E60’s and 6 E61°s, all registered
using the 7960 device type. To make the upgrade to 1.1 successful, we need to migrate these phones to the
S60 device type.

1.8.3.2. Creating CUCM 4.x Phone File Format

In 5.x and higher CUCM allows users to customize the exported data via phone file formats. However, in
4.x and lower versions this was not the case. The only two options are All Phone Details and Default Phone.
All Phone Details can only be used when migrating all devices of a single type. For example, if [ wanted to
export all info on 7971’s, this could be done and re-imported later without having to modify the fields.
However, in this case we are changing device types so this cannot be done directly.

Instead we are going to export the data we can using Default Phone to populate the .csv file, and manually
add the additional info needed to complete the insertion. To export the data browse to Configure > Phones
> Export Phones and click Next.
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BAT > Configure > Phones > Export Phones

Address I@ https:/f10.64. 20.113/BAT /PhonesMenu.asp

Phone Options
¢ Insert Phones

¢ Update Phones

¢ Delete Phones

& Export Phones

¢ Update Lines

¢ Add Lines

~ Reset/Restart Phones

¢ Insert Phones with
Users

¢ Generate Phone Reports

Add new phones.

Locate and modify existing phones.

Locate and delete phones.

Locate and export specific phone records or all phone records.

Locate and modify lines on existing phones.

Add new lines to existing phones.

Locate and reset or restart phones.

Add new phones and users.

Generate customized reports for phones.

Conﬁgl_Jre Application Help
Bulk Administration Tool - “‘;
It TeletilnaASolirfons
s Iy, Tl ol
¥ &

aj Done

1.8.3.3.

To export all the phones we will search for all 7960°s containing base MAC addresses. These base

Exporting Current Phone Data

addresses are the following:

E51 00ladc
E60 0015de
E61 0013fd
E61i 00194f
E65 001979
E70 0017b0

Below is the output from our query (exported files are sent to c:\BatFiles\Export\Phones):

1,0013FD3D1ED9,Auto 5041,,,5041,.,..,,,
1,0013FD3DD608,Auto 5038,,,5038.,.....,,
1,0013FD4082C3,Auto 5040,,,5040.,,.,,,,
1,0013FD4082D0,Auto 5039,,,5039.,,...,,,,
1,0013FD4082FA,Auto 5037,,,5037,,,,,,,,,
1,0013FD408310,Auto 5036,,,5036,,.,,,5,,,
1,0015DE3D10E4,Auto 5034,,,5034,......,,
1,0015DE3F58CE,Auto 5035,,,5035,.....,,,
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BAT > Configure > Phones > Export

Address I@ https: //10.564. 20.113/BAT/RBatConfig.asp
Export |
Export File Name* |N0kiaPhoneExport **
File Format Name® IDefauItPhone j (View File)
© Al Details
Model™ |—NotSelected = j
' Specific Details View Device Summary
Select phones where
Model* | Cisco 7960 | And
MNumber of Lines™® |1 And
Device Name j |contains j |001?b0
AddToQuery | AND| OR|  ViewQueryResul Clear Query |
Model = 'Cisco 7960' And Number Of Lines = 1 And Device Name ;I
contains '0013fd' OR Device Name contains '00ladc' OR Device
Mame contains '"0015de' OR Device Name contains '00194f' OR
Device Name contains '001375' COR Device Name contains '0017b0’ d
@ ‘Applet RSAspProxyApplet started [

The structure of the query can be seen in the picture above. Be sure to use “OR” rather than “AND” while
building the query or you may not get the results desired. Use the View Query Result button to verify the
structure of your statement, and then click on the Export button. This file is saved in the
C:\BatFiles\Export\Phones folder.

1.8.3.4. Creating S60 Phone Template

Now that we have this data we are going to create a new S60 device template. To create this template
retrieve the BAT xIt file from the server, located at c:\CiscoWebs\BAT\ExcelTemplate\BAT.xIt. Once
downloaded, run the file by double-clicking on it.

[ microsoft Excel - BAT1 18]
‘M) Ele Edit Yiew Inert Fomat Toos Datn Window el Typeaquestonforhelp v _ & %
NEHRISIS B BB 9-18=-5 0 !5*‘*"5' s 5B LU/ =S==H|S %| gZ-O-A- B
iE %@ M S S | @ Wy g3 | PeReply with Changes... EndReview., !
A2 x f
A i B c D [ E =
1 Create File Format Exgort to BAT Format |
2
3 S i) I Durimy MAC Address
| 4|
i @ Phones Number of Phone Linas 0
6
I & e Pat Humber of Spesd Disk- | 0
8
| 9 | ¢ H.323Client
E
" ¢ V6L Viusl Phons
2]
13 € VBCPhone
s
5 HNote
| 16 Ifthe Max number of calls
| 17| and busy trigger are
18 selected as line fields then
19 busy trigger has to be less
| 20| than or equal to the Max
| 21| number of calls
27 |
BAT.xIt File
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Next we are going to click on the Create File Format button to customize our file. Notice that we have
added most fields; however, there are some listed at the device level that have been removed:

At the Device level:
AAR CSS

E.164

Phone Load Name
Network Locale
User Locale

At the Line level:

Display

Alerting Name

Maximum number of calls
Line Text Label

Note: Be sure that the BAT xlt file and the Phone File created later are done in the same fashion.

¥ Microsoft Excel - BAT2

iE] Ble Edt View Imert Format Tools Data  Window Help

NEHRS SR B9 8 = E = S e 2 v s==H|
A S | @ R 3| Yereoy e !

- 5
A B C D I E i

1 | Export to BAT Fommat

2 X
bk ™" Durnmy MAC Address
% Device Fields Selected Device Fields

5 ARRCSS Device Podl = Nuriber ot Phone Lines: [ 0
B User Locale > css -J Up T
= Network Lacale Media Resource Graup List S o |
% E.184 User Hold Audio Saurce 4 C oo K
User1d Network Hold Auio Source

) = Softkey Template Do

10
11

12

13 Line Fields ‘Selected Line Fields

14 2
e Line Text Label

5 .
e mrnperct | (R

17 Display Mo Answer Ring Duration (chdiJ
5] =l | Target (PP
| 16 | €SS (MLPR) i

10 No Answer Ring Duration (MLPP) X

20
21| Create
1 22 |

23

24

Press the Create File Format button and press Yes to overwrite. Unfortunately, at this point the process
becomes manual. We must copy out the info from the text file into the following fields created:

Number of Lines

MAC Address/Device Name
Description

Directory Number

After populating the fields click on the Export to BAT Format button. If the data has been entered correctly
you will be asked where to save the file.
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E Microsoft Excel - BAT1

B} Fle Edit View Insert Format Tools Data  Window  Help Type a quest
NBEHRS S B =R 92- 8 -5 8@ BEAna\ S e £ v|===8|35 %|
im A te S 5 % | @ Wy g | YeReply with Changes... End Review

- 1

A i B C D E =

1
o d 0013FD3D1EDY |NOK0013FD3D1EDS | | M_All
ERE '0013FD3DD608 |NOK0013FD30D608 | [ M_Al
(4 |1 [0013FD4082C3 NOKO013FD4082C3 [ [ M_All
5 1 0013FD40200 NOKD013F D408200 . . WA
1 6 |1 |0013FDA082FA |NOKO013FD4082FA | | M_AI
T 1 0013’:[}40834“ AALKANAIETIANR AN _ M AH
T 1 .Dﬂﬂﬁ-DEErDm Cisco CallManager Bulk Administration Tool 5[ I MWA\.\.
EXg |0015DE3F58 | M_AIl
B [PAEERSERE e path here: | 2
(11
17 | Ci\sDataFles\Phones £ 10222007 180420
| 13|
14|
15

The file that is created contains the format needed for inserting into the database, however, we need to
remove the column headings that are inserted. Open up the file and remove all data above the phone
information, as shown below.

Remove the header info from the BAT.xIt file output
[P TEST.xt - Notepad
File Edit Format View Help
NUMBER OF LINES,MAC ADDRESS, DESCRIPTION, LOCATION,DEVICE POOL,CS55,MEDIA RESOURCE GROUP LIST,USER HOLD AUDIO SOURCE, NETWORK
HOLD AUDIO SOURCE, SOFTKEY TEMPLATE,PHONE LOAD NAME, DIRECTORY NUMBER, PARTITION,VOICE MAIL PROFILE,LINE CSS,AAR GROUP,LINE USER
HOLD AUDIO SOURCE, LINE NETWORK HOLD AUDIO SOURCE, FORWARD ALL,FORWARD BUSY EXTERNAL, FORWARD NO ANSWER EXTERNAL,CALL PICKUP
GROUP, EXTERNAL PHONE NUMBER MASK,LINE TEXT LABEL,NO ANSWER RING DURATION (CFWD), TARGET (MLPP),CS5 (MLPP),NO ANSWER RING
DURATION (MLPP), FORWARD BUSY INTERNAL, FORWARD NO ANSWER INTERMAL, FORWARD NO COVERAGE INTERNAL, FORWARD NO COVERAGE EXTERNAL]
1, 0013FD3D1EDY, NOKOOL3FD3DIEDD, 4y 45545 100, s vasissaassssraass
1, 0013FD3DD60E, NOKOO13FD3DDE08, , oy 444409092, 000090000000 00013
1, 0013FD4082C 3, NOKOOI3FDA0B2C3, 1134135097, 1 iusssassasinsinens
1, 001370408200, NOKOO13FDA08200, 14 11155098, 10y sevasrasnssnsss
1,0013FD4082FA, NOKOOT3FDA082FA, 11y 155155093, 51,0101 r0srsstssrs
1, 0013FD408310, NOKOOLIFD40B310, ;4,151 43509, 40y ynsassasinsinsss
1,0015DE3D10E4, NOKOO15DE3DIOES, , ., ,,,,,5096, ,,,05,50000000 03312
1,0015DE3F5BCE, NOKOOLSDEIFSBCE, 5y sy s s s 3004, 40y unpnannssnssnnss

=18l

This file should be uploaded to the C:\BatFiles\Phones\Insert folder on the CUCM server. At this point we
can delete the phones from the database.

1.8.3.56. Deleting Devices via BAT

Deleting the phones can be done via BAT as well. Browse to Configure > Delete Phones from the BAT
administration screen. We will be searching the database for only those devices falling within Nokia’s
MAC address ranges using the same query as above.
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BAT > Configure > Delete Phones

Configure Application Help

Bulk Administration Tool LR,
0 Ciceo I T ROV SO ONe

x
Delete P ho nes \?/ You are about to delete 8 record(s). This operation may take approximately

1 minute for every 40 records. This may adversely affect call processing,

Continue?
Status: Ready

Delete | oK I Cancel

Select phones where

IDevice MName j Icontains j IDD‘I?bU
Add To Query | AND |EI View Query Result Clear Query |

Device Name contains '00ladc' OR Device Name contains '0015de’ ;I
OR Device Name contains '0013fd' OR Device Hame

contains '00184f' OR Device Name contains '001978' OR Device

HName contains '0017b0' LI

If you do not specify a query, the operation applies to all phones.

Back |

All Nokia’s registered as 7960’s should now be deleted from the database. If you do not have Auto-

registration disabled they may being to re-register, which will cause the BAT insert to fail and require the
steps above to be run again.

Note: It is recommended that you turn OFF auto-registration during this process. If auto-registration is not
turned off your Nokia devices may re-register before the migration is complete.

1.8.3.6. Inserting Phones via BAT

Now we can begin to add the phones back to the database. As before, our first step is to launch BAT and
create the phone Template.
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BAT > Configure > Phones > Insert Phones

Address 1 https:/10.64.20. 113/BATfPhoneshenu. asp
[
ation Tool iR
" il
gns
@ I_ngt_ﬁ'ﬁﬁl Add new phones.
¢ Update Phones Locate and modify existing phones.
¢ Delete Phones Locate and delete phones.
¢~ Export Phones Locate and export specific phone records or all phone records.
¢ Update Lines Locate and modify lines on existing phones.
¢ Add Lines Add new lines to existing phones.
¢ Reset/Restart Phones Locate and reset or restart phones.
¢ Insert Phones with Add new phones and users.
Users
(" Generate Phone Reports Generate customized reports for phones.
{&] hitps://10.64.20. 113/BAT/PhonesMenu.asp [

Select Insert Phones to begin the process. Notice that the process is broken down into 4 basic steps and that
the application will step you through the process.

Address @ https: /f10.64.20.113/BAT/InsertPhoneSteps. asp |

Configure Application Help
B.r P d

e

ministration Tool
L Lt

:

|I'|

Steps to Insert Phones

@ Step 1: Add, view, or modify phone templates
¢ Step 2: Create the CSV data file
" Step 3: validate phone records

¢~ Step 4: Insert phones

Mote: To insert all phone details from an exported file, go to step 3.

Back

1.8.3.7. Creating S60 Phone Template

To begin creating the phone template for the S60’s click on Step 1 and press Next. Here we will configure
both the template for the device and the lines. Be sure to configure the Line info as well.
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B Insert |

Device Information
Phone Template Name™® INok\a_SGﬂ_Phone_Template
DeviceType™ |Nok|a S60 j

Owner User ID |

(Select User ID)

Device Pool™ |Def‘au|t ﬂ (View details)
Common Profile |< None = j (View Details
Calling Search Space IM_A”—LI

Media Resource Group List |< Naone > d

User Hold Audio Source |< None > j

Location |< MNone > j

AAR Group |< MNone > =

Device Mobility Mode Im (View Current Settings)

™ Ignore Presentation Indicators(internal calls only)

¥ Logged into Hunt Group

" Remote Device

Phone Button Template Information

Phone Button Template™® |Standard MNokia S60 j (View button list)
Multilevel Precendence and Preemption (MLPP) Information

MLPP Domain (e.g., "0000FF") |

3 Bulk Administration Tool - Phond 3 https://10.64.20.113 - Bulk Administration Tool - Phone Template Configura = =] 55
Fle Edt Vew Favoriies Took 7

@Back - O - @ @ . | Line 1 for Phone Template Configuration: Nokia_S$60_Phone_Template @
Status: Ready

Address [ @] htps://10.64.20.113/B4T, [n,sert| Insert and Close

Directory Number
Partition IPhones X
Directory Number Settings

Woice Mail Profile IDef‘auH 'I
Calling Search Space |< None > '.I
User Hold Audio Source |< None > -

Auto Answer Not available on this device.

AAR Settings

Voice Mail AAR Destination Mask AAR Group

AAR | i | <MNone> =

i« Remove this destination from the call forwarding history
[ Retain this destination in the call forwarding history
Call Forward and Pickup Settings

Voice Mail g:::;;?:;)fn calling Search Space
Forward All = | |<None> j
Forward Busy Internal |E: | |<None> j
Farward Busy External = I |< None > j
Forward No Answer Internal = I |<Nune > j
‘Florward No Answer External [ | |<None > | | Llj
o 5 [T Bewes 3

Click Back and move to Step 2. Notice that the first part of the step is to create the CSV data file. This is
the file created by the BAT .xlt file, which should have been copied to the C:\BatFiles\Phones\Import
directory earlier.
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Note: Always use the BACK button provided on the web page, not your browsers.

1.8.3.8. Creating the Phone File Format

The next step is where we create the File Format. In this step we create a Nokia File Format to add the
appropriate fields for that device.

Address |@ https:/{10.64.20. 113/BAT [CSVdataFieCreate. asp?Actionl tem =Phone&Object=Phone

Create CSV data file
Step 2 of 4

BAT spreadsheet for phones, CTI ports, and H.323 clients
Open the BAT spreadsheet and create the CSV data file.
Text Editor to create the CSV data file
& Step 1: Add, view, or modify file formats.

Step 2: Use a text editor and create the CSV data file for phones that follows the file format that
you want to use.

¢ Step 3: Associate file format with the CSV data file.

Back |
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Address I@ https: /10,89, 242, 29/BAT [BATFileTileConfig. asp?Object=phone &Actionl tem =Phone&Name =MNokia+File +Format

Step1of 3
File Format Names

<Add a new File Format=>

File Format: Nokia File Format
Status: Ready

= Default Phone

Cupyl Update | Delete |

—i| Nokia File Format
Simple Phone

File Format Information

File Format Name
Device Fields

Device Fields

|Nokia File Format

Selected Device Fields

Number of Lines

User Locale ¥ |MAC Address A
Network Locale <4 |Description w
Userld Device Pool

E. 164 Css hd|
Line Fields

Line Fields Selected Line Fields

Line Text Label ¥ |Partition A
Maximum number of Calls 4 |Voice Mail Profile W
Alerting Name Line CSS

AAR Group LI

[T Include Speed Dials in the CSV Format
**E 164 is a valid field only for GateKeeper controlled H.323 clients.

(] Applet RSAspProxyApplet started [

This file should be created with the same options as the BAT .xIt file created earlier, with certain device and
line level fields removed. This creates the headers for the data we will be associating in the next step.

Press Back and move to Step 3of the Create CSV data file page. Here we are going to associate the data
that was copied from the BAT.xIt program with the phone file that was just created.

Address I@ https: /{10.64. 20, 113/BAT /AddTitle. asp?Object=Phone&actonltem=Phone

Configure Application Help

Add File Format
Step 3 of 3

Status: Ready
Add |

File Name™® IDataToImporth‘L

=l (view File) (View Sample File)
j (View File Format)

File Format Name™ |Nokia File Format

* indicates required item
Note: Save your files at C:\BATFiles\Phones\Insert), on the publisher {10.64.20.113)
Note: Updated file is stored at the same location.

Back |
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1.8.3.9. Validating the BAT Data

Click the Add button to update the data file with the headers. After is done successfully click Back and
move to the Validation step.

Address @ https: f10.64.20.113/BAT InsertPhoneSteps.asp

Configure Application Help

dministration Tool — "”;’:I
* SOTHITOHS y il

Steps to Insert Phones

¢ Step 1: Add, view, or modify phone templates
¢ Step 2: Create the CSV data file
= Step 3: Validate phone records

¢ Step 4: Insert phones

Mote: To insert all phone details from an exported file, go to step 3.

Backl Nexil

@ Done |—

This will validate that the data in the file is correct for the header type. For example, if you have an entry in
the Partition field that is not present in the database, the validation will fail.
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Address @ https: /f10.64. 20.113/BAT fuserOptionsConfig. asp?Action =Validate&Object=Phone &8ActionItem=Phone &R etval =Validate +Completed &Browser =|

Hel

dmipjstration Tool
Validate Phones
Step 3 of 4

Status: Validate Completed

Validate | View Latest Log File

File Name™ IDataTo\mporth‘t j (View File)

& Specific Details (View Sample Fila)

Phone Template Name MNokia Template =1 (Line Details)
 All Details (view Sample File)
Model - Not Selected j

* indicates reguired item
Mote: Save your files at C:\BATFiles\Phones\Inserty on the publisher (10.64.20.113)

Back

B []

Notice that after clicking on the Validate button the status has changed to “Validate Completed” and a log
file is available to view. If validation fails this log file can be useful for troubleshooting.

1.8.3.10. Inserting and Verifying Phones

Next we move to Step 4 of the process, inserting the phones. Click the Back button from the Validation
screen to move to this step.

Address @ https://10.64. 20, 113/BAT /InsertPhoneSteps. asp

Steps to Insert Phones

¢ Step 1: Add, view, or modify phone templates
¢ Step 2: Create the CSV data file
¢ Step 3: Validate phone records

& Step 4: Insert phones

Mote: To insert all phone detzils from an exported file, go to step 3.

Back | EI
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Inserting the phones works in much the same way as validating them except that this time the database will
be populated once finished.

Note: If you have large numbers of devices to insert you may want to schedule time after peak hours to
perform the operation.

Choose the same file and template as before and click Insert to being the process.

Address I@ https: /10,64, 20, 113/BAT /UserOptionsConfig. asp?Action =Insert&Object=Phone

He

Configure Application p

dministration Tool o
Sl I

Microsoft Internet Explorer x|

9 You are about to insert record(s). This operation may take approximately
) )

Insert Phones

1 minute for every 45 records. This may adversely affect call processing.

Step 4 of 4 B

Status: Ready IE Conced |
Insert |

File Name* IDataTo\mporLtrl j (View Filg)

[ Enable CTI Application Use

& Specific Details (View Sample File)
Phone Template Name INoI-cia Template j (Line Details)
[T Create Dummy MAC Address (For CTI Port, Create Dummy Device Name)

 all Details (View Sample File)
Model |—NotSe\ected— j

* indicates reguired item
MNote: Save your files at C:\BATFiles\Phones\Inzert), on the publisher (10.64.20.113)

[Back |
B []

After completing you should get a message indicating that the insert was successful. If you got an error
message, a log file will be created for review.
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Address I@ https:/f10.64. 20.113/BAT fuserOptionsConfig. asp?Action=Insert&0bject=Phone &8Retval=Insert+Comple ted &Browser =Mozilla % 2F 45 2E0 +%% 2
Configure Application Help
LIse0S
li
Insert Phones
Step 4 of 4
E"Ls‘ml View Latest Log File
File Name™® |DataT0\mp0rtm =l (View File)
™ Enable CTI Application Use
' Specific Details (View Sample File)
Phone Template Name INokia Template ﬂ (Line Details)
[T Create Dummy MAC Address (For CTI Port, Create Dummy Device Name)
C Al Details (View Sample File)
Model |—Notse\ected— j
* indicates required item
Mote: Save vour files at C:\BATFiles\Phones\Inzert) on the publisher (10.64.20.113)
Back

Now that the phones have been reinserted we can go to the CUCM administration screen and search for our
phones. You should see them show up correctly as “S60” devices.

Address @ https:/10.64. 20, 113/ccmadminphonelist. asp? findBy =name &match =begins 8pattern =&submit 1=Find&rows=208wildcards =on&utilitylist=

System Route Plan Service Feature Device User Application Help

nified CallManager Administration biatk Statent
A Communications

Find and List Phones Add a New Phone

12 matching record(s) for Device Name begins with ""

Find phones where IDevice Name j |begins with j | Findl
and show IZD 'I items per page. ¥ allow wildcards. |< Enter search text above >j

To list all items, click Find without entering any search text, or use "Device Name is not empty" as the search.

Matching record(s) 1 to 12 of 12

Real-time Information Service returned information for 12 of 12 devices listed below.

r SEPOD13FD3D1EDS Default Not Registered 172.17.101.5 [l
I~ B sepooizrFp3DDs0S Default Not Registered 172.17.101.6  [%
5] SEPO013FD4082C3 Default Unknown 172.17.101.9  [H
r @ sepo013rD408200 Default Unknown 172.17.101.8 [
O SEPOD13FDA4082FA Default Not Registered 172.17.101,10 [l
r 3 sePo013Fp408310 Default Unknowin 172.17.101.7 &
] SEPO015DE3D10E4 Default Unknown 172.17.101.12 [
B sepooispEaFsecE Default Unknown 172.17.101.11 [
@ Applet RSAspProxyApplet started |—
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1.9. Further Reading

To review configuring QoS on Cisco access points refer to the links below:

For controller based configurations see:
http://www.cisco.com/en/US/partner/products/ps6366/products configuration guide chapter09186a00805
2d9€9.html

For 10S based access points see:
http://www.cisco.com/en/US/partner/products/hw/wireless/ps430/products_configuration guide chapter09
186a0080606d2f.html

For further reading on WMM see the Wi-Fi Alliance white paper here:
http://www.wi-fi.org/files/uploaded_files/wp_1 WMM%200Q0S%20In%20Wi-Fi_9-1-04.pdf

To review Cisco’s Cisco Compatible Extensions (CCX) program see the link below:
http://www.cisco.com/web/partners/pr46/pr147/program_additional_information_new_release_features.ht
ml
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1.10. Appendix: A

802.11 Channel & 802.11 Channel 11
243T MHz 2462 MHz

4 22 MHz »
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N
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Bluetooth: 79 1-MHz Channels
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2420

WWWMWWWWWW

2400 2440 260
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2380
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[
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This shows that Bluetooth and 802.11b/g shares the same frequency band.

Bluetooth (BT) signal pattern in the 802.11b/g 2.4GHz spectrum of a typical BT earpiece.

Real Time FFT

Cent
Yertical Scale: 10
Trace
Trace

-20 dBn

10dBE f

=120 dBm
2400 GHz

Bluetooth (BT) signal pattern in the 802.11b/g 2.4GHz spectrum of a typical BT earpiece.
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The PINK is the Max Hold line or the line that shows the maximum transmit power that was reached
during the test. The shows the maximum transmit power in the last sample period of ten
seconds. The shows the average transmit power over the period of the test. The vertical
dashed lines separate the 3 non-overlapping 802.11b/g channels Chl, Ch6, and Ch11. The charting is
from 2.400GHz on the left to 2.500GHz on the right. From the right edge of the Ch11 vertical blue line is
part of the 802.11 spectrum used in Europe and Japan. This capture was done with an access point and
clients configured for the North American regulator domain. This graph shows that the Bluetooth earpiece
was easily transmitting outside of FCC regulations.

Notice that the BT signal is very narrow. BT transmits data on a single MHz of frequency. Stops the
transmission, then moves to another frequency in the 802.11 2.4GHz band then transmits data. This is
continual repeated. The 802.11b and 802.11g signals are sent of a combined 22MHz of frequency. The
radio stays on that 22MHz of frequency. That grouping of 22MHz is the referred to as the channel. The
Max Hold line shows how strong the BT while in search mode. The signal level is above that of a 5S0mW
(17dBm) OFDM 802.11g radio. A signal of this strength and duration will cause the Nokia phone to drop
VoWLAN call.

Real Time FFT
Cente
Yertical Scal
Trace
Trace

-20 dBm

-120 dBm

Start: 2,400 GHz
This chart shows an active call on channel 6 with a connected BT earpiece.

Notice the dome shaped Max Hold line in the center of the chart. That is the typical spectrum
representation of the 802.11b or 802.11g signal with the signal strongest right in the middle of the 22MHz
of frequencies that make up channel 6. BT is sharp pointed signals shown in the channel 1 and channel 11
area of the spectrum. The earpiece has connected to the phone and is not in the high transmit power mode
that it was in while searching for the phone. At this time because the call was dropped when the earpiece
was in search mode a new call was started. The call had poor voice quality. The yellow line in side of the
dome is the BT radio transmitting during the call on channel 6. The chart was captured at the split second
that BT was transmitting instead of the phone or access point transmitting.
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1.11. Appendix: B
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Same call with BT earpiece.
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Same call without BT earpiece.

Copyright 2007 Cisco Systems, Inc. The parts of this document referring to Nokia devices or Nokia Software are
copyright 2007 Nokia Corporation. All rights reserved.
Page 69 of 76



The ‘In Pkts Avg’ line and the ‘Out Pkts Avg’ lines are very close to each other.

=
@ RTP Graph Analysis Forward: 10.90.0.53;16384 to 10.90.0.56:16384 Reverse: 10.90.0.56:16384 to 10.90.0.53;16384
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This is an Ethereal jitter analysis of three simultaneous phone calls each using a BT earpiece. All 3 calls
were on the same AP and were calls to other Nokia phones on this access point.
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1.12. Appendix: C.
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The signal level is -46dBm when the antenna of the phone is not obstructed.
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With the hand over the antenna the signal strength was lowered to -53dBm.

The signal level shown in this testing is very high. The AirMagnet capture tool was only 3 feet away from
the Nokia phone. This shows that a significant difference in signal strength can be caused by hand and head
position relative to position of the phone. Also note that this test was done in a low multipath environment.
Multipath can also create a 4 to 6 dB swing in signal strength in a distance as little as one foot.

This series of tests was performed on the Eseries models with similar results for all.
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1.13. Appendix: D.

AP and Antenna Placement

This section gives examples of both proper and improper placement of access points (APs) and antennas.

Improper AP and Antenna Placement

Figure D-1 shows improper placement of an AP and antennas close to an I-beam, which creates distorted
signal patterns. An RF null point is created by the crossing of signal waves, and multipath distortion is
created when signal waves are reflected. This placement results in very little coverage behind the AP and
reduced signal quality in front of the AP.

Figure D-1 Improper Placement of Antennas Near an I-Beam

Figure D-2 shows the signal propagation changes or distortions caused by an I-beam. The I-beam creates
many reflections from both received packets and transmitted packets. The reflected signals result in very

poor signal quality because of null points and multipath interference. However, the signal strength is high
because the AP antennas are so close to the I-beam.

Figure D- 2 Signal Distortions Caused by Placing the Antennas Too Close to an I-Beam
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The AP and antenna placement in Figure D-3 is better because it is away from the I-beams and there are
fewer reflected signals, fewer null points, and less multipath interference. This placement is still not perfect
because the Ethernet cable should not be coiled up so close to the antenna.

Figure D-3 AP and Antennas Mounted on a Wall, Away from I-Beams

Figure D-4 shows the signal propagation caused by the wall on which the AP is mounted.

Figure D-4 Signal Reflection Caused by a Wall
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The preceding examples also apply when placing APs and antennas in or near the ceiling in a standard
enterprise environment. If there are metal air ducts, elevator shafts, or other physical barriers that can cause
signal reflection or multipath interference, Cisco highly recommends that you move the antennas away
from those barriers. In the case of the elevator, moving the antenna a few feet away will help eliminate the
signal reflection and distortion. The same is true with air ducts in the ceiling.

Conclusion

A survey conducted without sending and receiving packets is not sufficient. The I-beam example shows the
creation of null points that can result from packets that have CRC errors. Voice packets with CRC errors
will be missed packets that adversely affect voice quality. In this example, those packets could be above the
noise floor measured by a survey tool. Therefore, it is very important that the site survey not only measures
signal levels but also generates packets and then reports packet errors.
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1.14. Appendix F: Configuring the Nokia E-Series
for EAP-PEAP

This is an example of the basic steps needed to configure the Nokia E-Series with the CA Certificate
provided and configure the appropriate settings for the access-point using EAP-PEAP authentication.

1.14.1. Converting the CA certificate

Some certificates may need a binary conversion before they will be accepted by the Nokia phones. If your
certificate does not work see the steps below.

1. The CA certificate is the root certificate installed on the ACS server. This certificate is needed by
the Nokia for their PEAP implementation. To convert the certificate open the certificate by
double-clicking on it.

Select the Details tab.

Find the Copy to File button and select it.

Click the Next button to begin.

Ensure that DER encoded binary X.509 is selected.

Press the Next button.

Name the file and press Next.

Click the Finish button.

You should get a message that the export was successful.

WPk »D

1.14.2. Installing the certificate on the Nokia E-Series

Once you have a properly formatted certificate it needs to be installed on the Nokia phone. There are
several methods of accomplishing this, but one of the easiest is using the Infrared (IR) port. The IR port on
the Nokia is at the bottom of the phone and it should be aligned with the IR port on your laptop.

Turning on the IR port of the Nokia

Press the Menu button.

Find the icon labeled Connect and select it.

Select the Infrared icon and select it. You should get a message that the port is activated.
Position the IR port of the Nokia (at the bottom of the phone) in front of your laptop IR port.

=

Transferring files to the Nokia
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Once you have the Nokia aligned in front of your IR port you should see an icon that will allow you to
transfer files. You need to find the certificate from above and send it to the Nokia. The file will be sent to
the Inbox of the Nokia.

Installing the certificate

N =

NovEw

There should be a New Message indication on the Nokia. Click the Show option.

Highlight the new message and open it. You should have the option to Save it. Press the Save
softkey.

If you get a message that the certificate may not be secure select Save.

Click the OK softkey.

At the Certificate uses page put a check mark in both Internet and Online cert. checking.
Press the OK softkey.

You should see a message that says Certificate Saved.

1.14.3. Configuring the Access-Point

An access-point (AP) must be configured to associate to the IT network. This AP can be used for both web
browsing and association to Cisco Communications Manager.

You should consult with your local IT staff for the SSID that has the best coverage in your area. You can
also check to see what SSID your laptop is using by hovering over the Cisco Aironet Client Utility which
will be in your system tray.

Note: On the Nokia phone there are two ways to edit a field. You can either select the Options
softkey and go to change, or you can use the toggle button and press it.

Access-Point Configuration

AN

e

10.
11.
12.

13.

From the Idle screen press the Menu button.

Find the Tools icon and select it.

Find the Settings icon and select it.

Scroll down to the Connection heading and select it.

Select the Access Points heading.

Find the Options softkey and select this. Highlight New access point and toggle to the right for
more options. Select Use default settings.

Change the Connection name to be a name of your preference.

Scroll to Data bearer and change it to Wireless LAN.

Scroll to WLAN netw. Name, change to Enter manually and enter your SSID as the WLAN
network name.

Scroll to Network status and select Hidden, unless you are broadcasting you SSID.

Scroll to WLAN netw. Mode and make sure it is set as Infrastructure.

Scroll to WLAN security mode and change it to 802.1x.

1.14.4. Configuring for EAP-PEAP

Scroll to WLAN security sett. Ensure that WPA is set to EAP. Scroll down to EAP plug-in
settings and select it to change the settings.
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Under the EAP plug-in settings we need to do three things. First, make sure that EAP-PEAP is enabled,
move EAP-PEAP to the highest priority, and set all other EAP types to disabled.

14.

15.

16.
17.

To enable EAP-PEAP scroll down and highlight it, then press the Options softkey. Click the
Enable selection.

To raise the priority of EAP-PEAP highlight it and press the Options sofkey, then select Raise
priority. Do this until EAP-PEAP is in the number one position at the top.

To disable the other EAP types highlight them, press Options, and select Disable.

When you are done with the steps above press the Options softkey and select Configure.

Configuring the EAP-PEAP settings

Note: The next section is where most of the EAP configuration is done. The fields must be done
exactly as indicated below.

18.
19.

20.
21.
22.
23.

24.

25.
26.

27.

Leave the User certificate field as (not defined).

Scroll to CA certificate and select it. You should find the certificate that was saved in steps 1-7
from above. If you do not see your certificate from the list it was not saved in the proper format.
Scroll to User name in use and change it to User-configured.

Scroll to User name and select it. Here you will use the following format for username if using
Active Directory: <username>@domain.com. (case sensitive only — use up arrow key to change
case)

Press the OK button when finished.

Scroll to Realm in use and change to User-configured. Here we will use the following format:
directory.com. (Case sensitive - use up arrow key to change case).

Scroll down to Allow PEAPv2 and change it to No. The only PEAP version that should be
allowed is PEAPVO.

Use the Scroll button to go to the EAP tab by pushing to the Right.

Here we want to do two things: move EAP-MSCHAPV2 to the highest priority, and disable all
other options. Reference steps 14 — 16 for instructions on how.

Once EAP-MSCHAPV2 is enabled and at the top of the list in the number one position, highlight
EAP-MSCHAPV2 and press the Options softkey. Select Configure.

Configuring EAP-MSCHAPv2

28.

29.
30.
31.

Select the User name option and enter your Cisco User ID (Lower case only - use up arrow key
to change case.).

Prompt password should say No.

Enter your Active Directory password.

Press the Back sofkey when finished.

Configuring the EAP Cipher

32.

33.

34.

Once you have finished the EAP-MSCHAPvV?2 settings and pressed back, use the scroll button to
press Right and find the Cipher tab.

Ensure that ALL cipher options are enabled. There are two that are not enabled by default at the
very bottom of the list: RSA, RC4, MD5 and RSA, RC4, SHA — Enable these.

Press the Back button when finished. Continue pressing the Back button until you are back at the
Access Points list. You should now see your access-point in the list.

To test your configuration you can open a web browser and point it to the new access-point.
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