
 Check the /etc/hosts if FQDN is already maintain 

 
 

Check if Kerberos 5 is already configured on that host 

 
 

Copy the keytab to /etc/Keytabs 

 

List the keytab 



 

Import the keytab 

 

Validate the keytab 
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1. Modify krb5.conf with the proper config. 

a. Modif the following lines with the correct info: 

- Default_realm 

- Everything in the realms category 

- Kdc 

- Admin_server 

- Default_domain  

- Domain realm 

- All log file locations to /var/log/krb5 (create a linux 

folder) 



 

 

b. Ensure the proper authorizations are set for the logfile location ie 

/var/log/krb5 
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1. Key import to linux server 

a. Copy the keytab file from the AD server to the linux server 

b. Import the keytab thru ktutil 

Run ktutil then execute the following commands under as per 

screenshot below. 
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1. Initialize Kerberos (TGT) Ticket granting ticket 

a. Run the kinit command 

Kinit –V –k SAPService<sid>/<FQDN of the linux server>@Full Domain 

b. Ensure the ownership and permissions of the /etc/krb5.keytab 

 
c. To further check change user to <sid>adm run the kinit command. 
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1. Create Crontab entries for kerberos ticket renewal 

a. Run crontab in linux to create a batch-type scheduling of the ticket 

renewal 

Crontab –e 

01 0,6,12,18 * * * /usr/Kerberos/bin/kinit –k 

SAPService<sid>/saptest.zuelligpharma.interpharma.local 
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1. Configure SAP for SSO  

a. Perform the following profile parameter changes in tcode Rz10 

snc/gssapi_lib = /usr/lib64/libgssapi_krb5.so 

snc/identity/as = 

p/krb5:SAPService<sid>/saptest.zuelligpharma.interpharma.local@Z

UELLIGPHARMA.INTERPHARMA.LOCAL 

snc/enable = 1 

snc/accept_insecure_cpic = 1 

snc/accept/insecure_rfc = 1 

snc/accept_insecure_gui = 1 

snc/accept_insecure_r3int_rfc = 1 

snc/data_protection/min = 1 

snc/data_protection/max = 3 

snc/data_protection/use = 3 

snc/permit_insecure_start = 1 



2. Restart SAP system for the profile parameter changes to take effect. 

 

 

 


