CB3000 Client Bridge

User’s Guide




© 2009 Motorola, Inc. All rights reserved.

MOTOROLA and the Stylized M Logo are registered in the US Patent & Trademark Office. Symbol is a registered
trademark of Symbol Technologies, Inc. All other product or service names are the property of their respective owners.



Contents

About This Guide
I OAUCION v
Document CONVENTIONS . .. ..o v
Notational ConNVENtioNS . .. ... v
Service INfOrmation ... Vi

Chapter 1: Introduction

1.1 General QVEIVIEW . . ..o 1-1
111 Withinthe NEetwork . ..o 1-2
10,2 FEAtUIE SUMMATY . . .o e e e e e 1-2

1.2 CB3000 Client Bridge Operational PrinCiples . . .. ... e 1-3
1.2.1 CB3000 Client Bridge Network Operating Modes . .. ... ... 1-3
1.2.2 Media Access Control (MAC) Layer Bridging . . .. ... 1-4
1.2.3 DHOP SUPPOI . . o 1-5
1248 ModUIAtioN . ..o 1-5
1.2.5 Web Management SUPPOMt . ... ..o 1-5
1.2.6 Wireless SECUTItY SUPPOIT . .. .o e e e e e 1-6

Chapter 2: Getting Started

2.1 BasiC RBqUITBMENTS. . . o 2-1
2.2 Verifying the Package CONteNtS . ... ... ... . 2-1
2.3 Observing Placement and Range Guidelings . ........ ... ... . 2-2
2.4 Cabling the CB3000. . . . ... 2-2
2.5 Logging into the CB3000 . . .. ... ... 2-4

2.5.1 Discovery Tool Login. . ... 2-4

2.5.2 Changing the IP address foranew Client Bridge. .. ... . 2-6

253 Web Interface Login . . ... o 2-8
2.6 Viewing CB3000 Information. . . .. ... .. .o 2-9
2.7 CB3000 ANtenna SBHINGS . . . .o oottt e e 2-10

Chapter 3: Network Configuration

3.1 Understanding and Configuring Wireless Settings. . .. ... ... i 3-1
3.1.2 Network Configurations . . ... ... . 3-3
3.1.3 Security Encryption Configurations. . .. ... ... . 3-8

3.2 Understanding and Configuring Ethernet Settings . ... ... o 3-30

3.3 CHent Management. . ... ... 3-32

3.4 Configuring a Wired Ethernet ACL . ... ... o oo 3-34



TOC-iv CB3000 Client Bridge User’s Guide

Chapter 4: Management Options

A1 Statistics and LOGS . . ... oo 4-1
4.1.1 Viewing Wireless Statistics . . ... ... oo 4-1
4.1.2 Viewing RF StatiStics . .. ... o 4-4
4.1.3 Viewing Ethermet Statistics . ... ... ... . 4-4
414 Viewing BVENt LOg. . .. ..o 4-6
4.2 Configuring Management Protocols . .. ... ... .. 4-8
4.2.1 HTTP, HTTPS Configuration SETHNGS . . ... ..o e 4-8
422 SNMP Settings . . ..o 4-8
423 SNMPRF Trap Thresholds . .. ... o 4-12
4.2.4 DHCOP Server SBHINGS . . . ..ot 4-13
425 Time SEttiNgS . ..o 4-14
Chapter 5: Administrative Options
5.1 Changing the Password. . . .. ... 5-1
5.2 Rebooting or Restoring a DeVICE. . ... ... .. . 5-2
5.2.1 Rebooting the DEVICE . . ... ..o 5-2
5.2.2 Restoring the DevICe. . . .. ... 5-3
5.3 Importing or Exporting the Configuration File. .. ... ... . 5-5
D3 T UsSing FTP. o 5-5
D32 Using HT TP oo 5-7
5.4 Loading FIrmWare . .. ..o 5-10
5.5 L0ggiNg SEHINGS . . . .ot 5-12
5.6 Troubleshooting OptionS . . ... ... 5-14
Appendix A: CB3000 Technical Specifications
Appendix B: SNMP MIB Support
Appendix C: Customer Support
Appendix D: Wireless Security Basics
D WEP SECUNTY . . oo D-2
D.2 WPAT (TKIP) SBCUNIY . . . oo e e D-3
D.3 WPAZ (COMP) SBCUNITY . . . . o oo e e e e D-6

D.4 Secure 802.1X SECUMLY . .. ..o D-7



About This Guide

Introduction
This guide provides configuration and setup information for the CB3000 Client Bridge.

Document Conventions

The following document conventions are used in this document:

‘*’ NOTE |Indicates tips or special requirements

Note

‘!’ CAUTION: Indicates conditions that can cause equipment damage or data loss.

Caution

WARNING! Indicates a condition or procedure that could result in personal
injury or equipment damage.

Notational Conventions
The following notational conventions are used in this document:

e |talics are used to highlight specific items in the general text, and to identify chapters and sections in this
and related documents.

e Bullets () indicate:
® action items
e |ists of alternatives
e |ists of required steps that are not necessarily sequential
e Sequential lists (those describing step-by-step procedures) appear as numbered lists.
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Service Information

If a problem is encountered with the CB3000, contact Motorola Customer Support. Before calling, have the
model number and serial number at hand. See Appendix C, Customer Support for more information.

If the problem cannot be solved over the phone, you may need to return your equipment for servicing. If that
is necessary, you will be given specific directions.

NOTE: Motorola is not responsible for any damages incurred during shipment if the

I*? approved shipping container is not used. Shipping the units improperly can possibly void
the warranty. If the original shipping container was not kept, contact Motorola to have

Note another sent to you.



http://support.symbol.com/support/supportcentral/supportcentral.do

1.1

Introduction

This chapter introduces the Motorola CB3000 Client Bridge, and describes its operational environment and
its primary operating principles and features.

It includes the following sections:
e (eneral Overview
e (B3000 Client Bridge Operational Principles

General Overview

The CB3000 Client Bridge is an IEEE 802.11a/b/g compliant wireless LAN Ethernet adapter. The CB3000
Client Bridge extends wireless networking capabilities to printers, scales, medical equipment,
manufacturing machinery, bar code readers, time clocks, point-of-sale and other data collection devices. It
provides a reliable, cost-effective interface between devices utilizing Ethernet ports and Motorola's wireless
LAN switches and access points.

Multiple devices can share one CB3000 Client Bridge using a 10BaseT Ethernet hub. This feature saves
equipment costs when several devices require wireless Ethernet connectivity. The CB3000 has an on-board
TCP/IP stack to provide a reliable transport mechanism. The CB3000 bridge can initiate a permanent client
connection to your server or accept datagrams from multiple sources. Use the CB3000 Client Bridge to
network devices that do not have a PC Card slot or PCl card slot (printers, scanners, Internet appliances etc.).
Up to 16 devices can be networked simultaneously by it.

The CB3000 Client Bridge uses frequency modulation to transmit digital data to the devices within its own
subnet. The transmission begins with a carrier signal that provides the center frequency. The digital data is
superimposed on the carrier signal (modulation). The radio signal propagates into the air as electromagnetic
waves.

The receiving antenna, in the path of the airwaves, absorbs the waves as electric signals. The receiving
device demodulates the signal by removing the carrier signal. The CB3000 Client Bridge uses the
environment as a transmission medium. The CB3000 Client Bridge can utilize both the 2.4 and 5.2 GHz
frequency ranges specified by |EEE.
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1.1.1 Within the Network

A CB3000 Client Bridge establishes an average communication range with its associated device(s) called a
Basic Service Set (BSS) or cell. When in a particular cell, the devices can locate and communicate with the
CB3000 Client Bridge. Each cell has a basic service set identifier (BSS_/D). In IEEE 802.11, the CB3000 Client

Bridge MAC address represents the BSS_ID.

BSS_ID

MET_ID -]

Figure 1.1 CB3000 Client Bridge within the Network

The CB3000 Client Bridge and its client devices appear as a single mobile unit to an associated access point
when operating in Infrastructure mode. For more information on CB3000 Client Bridge Infrastructure mode

operation, see Infrastructure Mode on page 1-3.

1.1.2 Feature Summary

The CB3000 Client Bridge Client Bridge has the following feature set:

Device driver free installation

Multi-functional status LEDs

Updatable device firmware

|EEE 802.11a/b/g device interoperability

Automatic rate selection

Robust statistical displays

Advanced event logging capabilities

Configuration file import/export capability

Roaming support

Upgradable device firmware

DHCP client support

Password-protected management interface

64 and 128-hit WEP encryption for network security
WPA1 (TKIP) and WPA2 (CCMP) for advanced data protection
Secure 802.1x authentication

Discovery Tool support
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1.2 CB3000 Client Bridge Operational Principles

To improve CB3000 Client Bridge management and performance, users need to understand basic network
operating mode functionality and configuration options. These topics are described in the following sections:

e (B3000 Client Bridge Network Operating Modes
* Media Access Control (MAC) Layer Bridging
DHCP Support

Modulation

Web Management Support

Wireless Security Support

1.2.1 CB3000 Client Bridge Network Operating Modes

1.211

The CB3000 Client Bridge can be configured to operate in two different modes depending on the needs of
the network. Select the CB3000 Client Bridge operating mode based on device inter-operability requirements
and network conditions (DHCP support, security settings, etc.)

The CB3000 Client Bridge supports the following network modes:
® |nfrastructure Mode
¢ Ad-hoc (Peer-to-Peer) Mode

Infrastructure Mode

In infrastructure mode, the CB3000 Client Bridge connects to a LAN through a wireless access point. Ethernet
client devices, such as PCs, printers, POS devices, and other Ethernet-capable devices connect to the CB3000
Client Bridge, either directly, or through a hub or switch.

The CB3000 Client Bridge associates with a nearby access point which sees the CB3000 Client Bridge and
its client devices as a standard mobile unit(MU). The access point then forms a wireless bridge between the
wired LAN and clients through the CB3000 Client Bridge.

The access point is a dedicated device wired into the LAN backbone, while the CB3000 Client Bridge can be
physically moved throughout the LAN. However, the CB3000 Client Bridge is designed to be placed in a single
location for optimal use.

WARNING! Do not connect a Client Bridge set to Infrastructure

A mode directly to the LAN (for example, through a wall port). Such
a connection could cause a transmission loop between the client
bridge and access point, disrupting network operation.
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hﬂh é —
- Client Access Printer
Bridge Point ===

Storage
CB3K007

Figure 1.2 Infrastructure Mode

1.2.1.2 Ad-hoc (Peer-to-Peer) Mode

The Ad-hoc (Peer-to-Peer) mode allows two or more CB3000 Client Bridge units to communicate exclusively
with one another without using an access point. In the simplest of terms, this mode uses the CB3000 Client
Bridge to bridge two or more Ethernet devices.

In Ad-hoc mode, all client devices bridged with the CB3000 Client Bridge share the same subnet and have
identical configurations. More specifically, the wireless LAN service area, channel selection, data preamble
settings, and security settings are required to be the same for the units to communicate.

m=

Client
(EEEER)  Bridge

CB3K008

Figure 1.3 Ad-hoc Mode

1.2.2 Media Access Control (MAC) Layer Bridging

Like other Ethernet devices, the CB3000 Client Bridge has a hardware factory encoded address called a MAC
address. The address consists of a 48-bit number written as six hexadecimal bytes separated by colons.

The CB3000 Client Bridge maintains a list of up to 16 Ethernet clients using their unique MAC address. This
information is stored in the CB3000 Client Bridge. This information is used to determine which device in the
device’s subnet is receiving or sending data and the appropriate action taken.
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1.24

1.2.5
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DHCP Support

The CB3000 Client Bridge can use Dynamic Host Configuration Protocol (DHCP) to obtain a leased IP address
and configuration information from a remote server. DHCP is based on the BOOTP protocol and can co-exist
or interoperate with BOOTP.

Configure the CB3000 Client Bridge to send a DHCP request searching for a server to acquire the required IP
address information. If DHCP server support is unavailable, an IP address can also be assigned to the CB3000
Client Bridge manually (static).

If the CB3000 Client Bridge is configured to use DHCP. but there is no DHCP server to service the request, the
CB3000 Client Bridge by default takes the address 10.10.1.1. The IP address of the device must be set
manually if the device is not configured to use DHCP.

Modulation

Modulation is the process of adding a message (voice, data, etc.) on a carrier signal for transmission. The
carrier could be analog or optical signals. The carrier signal is of a constant value that is changed when a
message is added to it. This enables the data to be transmitted over a medium and successfully de-
modulated at the receiving end.

The 802.11b standard uses Direct Sequence Spread System (DSSS), while 802.11a/g uses Orthogonal
Frequency Division Multiplexing (OFDM) to accommodate higher data rates on any medium.

Web Management Support

The Motorola CB3000 Client Bridge contains a built-in browser interface that enables you to configure and
manage the device using a standard web browser such as Microsoft’s Internet Explorer version 5.0 or later
or Mozilla Firefox 2.0 or later or Netscape Navigator 6.0 or later. The interface also allows you to monitor the
CB3000 Client Bridge.

Connect to the CB3000 Client Bridge by directly entering the CB3000 Client Bridge's IP address within the
Web browser or by using the Motorola CB3000 Client Bridge Discovery Tool to locate the CB3000 Client
Bridge within the network. You can launch the user interface from the Discovery Tool by double clicking on
the IP address of the discovered CB3000 Client Bridge.

I*? NOTE: By default, only https access is allowed. However, htfp can be enabled
from the http management link.
Note

* NOTE: Web management of the CB3000 Client Bridge requires either Microsoft
0 Internet Explorer 5.0 or later or Mozilla Firefox 2.0 or later or Netscape Navigator

Nofe 6.0 or later.
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1.2.6 Wireless Security Support
CB3000 Client Bridge provides support for the following wireless security protocols.
o \WEP Security
e \WPA1 Security with TKIP algorithm
o \WPA2 Security with TKIP / CCMP (AES) algorithms
e Secure 802.1x Security with MD5/MSCHAPV2/PEAP/TLS/TTLS EAP types

For more information on these security types refer Appendix D, Wireless Security Basics.



Getting Started

Before installing the CB3000 Client Bridge, review the installation guidelines in the following sections:

Basic Requirements

Verifying the Package Contents

Observing Placement and Range Guidelines
Cabling the CB3000

Logging into the CB3000

Viewing CB3000 Information

CB3000 Antenna Settings

2.1 Basic Requirements

The following hardware and software resources are required to install and operate a CB3000:

Networked PC to be used during device configuration. The PC must have an RJ-45 Ethernet port and a
CDROM drive. The PC must be running the following:

e Windows 2000 or XP operating system
e Microsoft Internet Explorer 5.0 or later, or Netscape Navigator 6.0 or later

¢ Anaccess point (for infrastructure mode operation) or a networked client (for Ad-hoc peer-to-peer mode

operation).

2.2 Verifying the Package Contents

Before installing the CB3000, verify that the package contains the following components:

CB3000 Installation Guide

CB3000 Software and Documentation CDROM
CB3000 Client Bridge with integrated radio
Ethernet cable

Power adapter

Single detachable omni-pole antenna
Mounting hardware
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* NOTE: Contact Motorola Support Center to report any components that are
0 missing or not functioning properly. For more information, see Appendix C,

Nofe Customer Support.

2.3 Observing Placement and Range Guidelines
Before installing the CB3000, verify the installation site meets the following requirements:

e The site should meet the Environmental Specifications as defined in Appendix A, CB3000 Technical
Specifications.

e The site should have access to a properly rated power source and antenna gain that meets the following
specifications:

e Peak Antenna Gain: 3 dBi at 2.4 GHz or 4 dBi at 5 GHz
e Power Supply: Switching DC 12V, 1A

e The site should be dry and near the devices (hub, telephone, computers, point-of-sale) you intend to
connect to the CB3000.

e The site should not be near other equipment (transformers, fluorescent lights etc.) that could interfere
with the CB3000°s radio transmissions.

The site should be within 330 ft. for 802.11a and 250 ft. for 802.11g of the LAN or wireless access point
connected to the CB3000.

2.4 Cabling the CB3000
To cable the CB3000, follow these steps:

1. Screw the antenna clockwise onto the antenna connector on the rear of the CB3000 as shown in
Figure 2.1.

mode directly to the LAN (for example, through a wall port). Such
a connection could cause a transmission loop between the client
bridge and access point, disrupting network operation.

f WARNING! Do not connect a Client Bridge set to Infrastructure
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|
5. ||

Figure 2.1 Rear of the CB3000
2. Attach one end of an Ethernet cable to a RJ-45 jack on a networked computer or router.

3. Connect the other end of the Ethernet cable to the LAN connector on the rear of
the CB3000.

4. Plug the power adapter into the DC-IN connector on the rear of the CB3000.

WARNING! Only use the power adapter supplied by Motorola
A with the CB3000. Using an incorrect power adapter could damage
the CB3000 and void the product warranty.

5. Connect the plug end of the power adapter into a power outlet. The built-in power converter
automatically selects and adjusts the power for the appropriate voltage.

6. Verify the installation by checking the status of the LEDs on the front of the CB3000.

Power, Radio. L'AN
OFErormm 802113, X100 Mbps
- -
— s )802.1b/gD0 Mbps c—
i

Figure 2.2 Front of the CB3000

Table 2-1 describes the CB3000 LED indicators. If the CB3000's LED functionality has been verified, log into
the CB3000 console to begin basic device configuration (see Logging into the CB3000 on page 2-4).
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2.5 Logging into the CB3000

Table 2-1. CB3000 LEDs

LED Label Activity Description
Power LEDs
Status OFF Power OFF
Error Orange ON Hardware error
Status Green ON Power ON/Device ready
Status Green Blinking Booting, system self-test or firmware upgrade
Radio LEDs
802.11a, 802.11b/g | OFF Connectivity disabled
802.11a Orange ON 802.11a radio associated
802.11a Orange Blinking 802.11 a radio scanning
802.11b/g Green ON 802.11b/g radio associated
802.11b/g Green Blinking 802.11b/g radio scanning
LAN LEDs
100 Mbps, 10 Mbps | OFF No Ethernet activity
100 Mbps Orange ON 100 Mbps connection over LAN
100 Mbps Orange Blinking 100 Mbps transmit/receive
10 Mbps Green ON 10 Mbps connection over LAN
10 Mbps Green Blinking 10 Mbps transmit/receive

There are two ways to log into the CB3000 console:
e Using the CB3000 Discovery Tool included on the CB3000 product CD

e Using a Web browser such as Microsoft Internet Explorer 5.0 or later, or Mozilla Firefox 2.0 or later, or
Netscape Navigator 6.0 or later.

Typically, the CB3000 is located using the Discovery Tool. The discovered CB3000's URL is then saved as a
browser “favorite” and the saved link is used to access the console directly through a Web browser.

&

Note

NOTE: If you use the Discover Tool to connect to a CB3000, the session is opened
using https.

2.5.1 Discovery Tool Login

Included on the CB3000 Client Bridge CD is a utility called the Discovery Tool. When executed, the Discovery
Tool scans the network for all running CB3000 units and “discovers” them. When a unit is discovered, it is
listed within the Discovery Tool interface. By selecting a discovered unit within the Discovery Tool, you can
log into its console.
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NOTE: If the subnet of the PC where the tool is run is different from the current ip-
‘*’ address of the CB3000, a window displays with the option to change the IP
address of the Client Bridge. This is password protected (use admin/symbol). To
Note know how to change the IP address for a CB3000, refer Changing the IP address for
a new Client Bridge on page 2-6.

To run the Discovery Tool:

1. Locate the Discovery Tool (discover.exe) on the CB3000 CD and copy it to a desktop on the same network
as the CB3000 you wish to access.

2. Double-click on the discover.exe file to launch the utility, and run a network scan. The scan starts
immediately; when or if a CB3000 unit is discovered, a screen similar to Figure 2.3 is displayed.

£% CB3000 Discovery Tool i ;Iglil

IF Address | Cievice name | Mac Address |
10.10.1.1 CHRI000 O0ADFEET:F1:90

Scan progress  100% Yersion:2.10

EEEE——
@ Scan (ﬁ) Refresh “5 Gt

Figure 2.3 Discovery Tool User Interface
3. Click on the IP address of the CB3000 you wish to log into.
4. A Security Alert dialog box displays. Click Yes to proceed.

Security Alert i x|

Information you exchange with thiz site cannot be viewed or
i changed by others. However. there iz a problem with the site's
zecunty certificate.

% The security certificate was issued by a comparny pou have
not chosen to trust. View the certificate to determine whether
wou want to st the certifving authority.

& The security certificate has expired or iz not vet valid.

& The name on the security certificate iz invalid or does not
match the narme of the site

Do you want to procesd?

Yes | Mo I WView Certificate |

Figure 2.4 Security Alert Dialog Box

5. A CB3000 Login dialog box displays. Enter a username and password to log onto the CB3000 console.
The default username and password are “admin” and “symbol” respectively.
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Connect ko 192.168.0.136 | ?| X|
‘Z‘E_ ; .\
1

User name: Ig | j

Password: I

I Remember my password

(]9 I Cancel |

Figure 2.5 Login Dialog Box

6. Upon logging in, the CB3000 Information screen displays. See Viewing CB3000 Information on page 2-9
for more details.

7. Proceed to the following sections to configure the CB3000:

e Understanding and Configuring Ethernet Settings — This includes configuring identification settings
for the CB3000 within the netwaork.

¢ Understanding and Configuring Wireless Settings — This includes configuring wireless network
settings, as well as security policies for data received and transmitted through the CB3000.

2.5.2 Changing the IP address for a new Client Bridge

The CB3000 is factory configured with DHCP enabled and ready to associate with a wireless network using
an ESSID of 101. When the device is booted up, it tries to associate to a network with ESSID 101 and obtain
its IP address from the DHCP server.

If the device is unable to obtain and IP address then the IP address has to be manually configured.
1. Double click on the new CB3000. A warning is displayed and you are asked to change the IP address for

the CB3000.

4}, CB3000 Discovery Tool o ]
IP Address | Device name | Mac address |
101011 CE3000 00:30:48:27:E8:10

warning x|

p Subnet mismatch.
\.:/ Your PC's IP address is not in the
same subnet as the CE3000's IP address.

Do ywou want ko change the CB3000's IP address?

Yes Mo |

Scan progre T BTETon:2.10

e ——

@ Scan (ﬁ) Refresh f5 quit
e, N,

Figure 2.6 Subnet Mismatch Warning Screen
2. Select Yes to change the IP address for the CB3000. The Set IP address of Cb3000 screen is displayed.
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4% CB3000 Discovery Tool o ] |
Set IP address of Ch3000 x|
—Bridge IP Address ————— P IP Address
Metwork adapter

" Obtain IP address automatic I Broadeom Nebdreme 5 Tu 'j

f* Use following IP Address

IP address I 101011
Subnet mask: 255.255.0.0
Subnet mask [ 255.0.0.0 IF Source:  DHGF

IP address:  169.254.191.142

/ Ok ? Suggest settings x Cancel
Scan ) Refresh £ Quit
I @) 7=

Figure 2.7 Set IP address of CB3000 screen

3. By default, the Use following IP Address option is selected. You must enter the IP address for the CB3000
and the Subnet mask for the network in their respective text boxes.

To obtain an IP address automatically from a DHCP server, select the Obtain IP address automatically
option.

4. If the PC you are connecting this CB3000 to has more than one network adapter, you can choose to select
the network adapter to connect to. To do so, select the appropriate network adapter from the Network
adapter drop-down list box.

* NOTE: You can use the Suggest settings button on the Discovery tool to suggest
0 the IP address and Subnet mask appropriate to the device you are connecting the

Nofe CB3000 to.

5. Click the OK button to save the changes and close the dialog box. You are prompted for the password for
the "admin’ account for the CB3000.

Enter password x|

Flease enter passward to continue.

FPassword Im
“ O x Cancel

Figure 2.8 Confirm IP Change by providing password here.

6. The information is saved to the CB3000. The Discovery Tool refreshes itself and the new IP address of
the CB3000 displays.
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4% C(B3000 Discovery Tool i

=10l

IP Address

Scan progress

li
@ Scan <

192.168.0.136

00:30:ABRZT:EEND

Wersion:2.10

Quit

Figure 2.9 IP Changed

7. To continue, double click the IP address of the CB3000.

2.5.3 Web Interface Login

After logging into the CB3000 console using the Discovery Tool (See Discovery Tool Login on page 2-4), save
the IP address and log into the console in the future using the CB3000°s IP address.

To log into the CB3000 console using an IP address:

1. The CB3000 console is accessible via a Web browser using HTTP over SSL (secure socket layer) protocol.
Simply, this means you need to add an “s” in the intro of the URL. For example, https.//

Enter the IP address URL for the CB3000 within your Web browser. The default CB3000 address is

10.10.1.1.

2. A Security Alert dialog box displays, click Yes to proceed.

Security Alert )

&

Information you exchange with thiz site cannot be viewed or
changed by others. However. there iz a problem with the site's
zecunty certificate.

& The security certificate was izsued by a company pou have
not chosen to trust. View the certificate to determine whether
wou want to st the certifving authority.

8
8

Do you want to procesd?

| Mo I WView Certificate |

The security certificate has expired or iz not vet valid.

The name on the security certificate iz invalid or does not
match the narme of the site

|

Figure 2.10 Security Alert Dialog Box

3. A CB3000 Login dialog displays. Enter a username and password to log onto the CB3000 console. The
default username and password are “admin” and “symbol”, respectively.
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Connect to 192.168.0.136 i 2|
=
o
W
A

User name; Iﬁ | j

Password: I

[ Remember my passward

o] 4 I Cancel |

Figure 2.11 Login Dialog Box

4. Upon logging in, the CB3000 Information screen displays. See Viewing CB3000 Information on page 2-9
for more details.

5. Proceed to the following sections to configure the CB3000.

e Understanding and Configuring Ethernet Settings — Includes configuring identification settings for
the CB3000.

® Understanding and Configuring Wireless Settings — Includes configuring wireless network settings,
as well as security policies for data received and transmitted through the CB3000.

2.6 Viewing CB3000 Information

Upon first logging into the CB3000, the CB3000 Information screen displays. The Information screen includes
four data fields:

e Client Bridge Information — Includes the factory settings such as device name, MAC address,
firmware version, radio version, and country of origin for the device.

e Ethernet Settings — Includes IP address information for the Ethernet port (and ultimately the IP address
of the device). Also, whether the device is assigned an IP through DHCP or a static IP. To modify these
settings, see Understanding and Configuring Ethernet Settings on page 3-30.

e WLAN Settings — Includes wireless LAN settings for the network that the CB3000 is a part of. To modify
any of these settings, see Understanding and Configuring Wireless Settings on page 3-1.

¢ Clients — Indicates the number of active devices attached to the CB3000.

Figure 2.12 displays the CB3000 /nformation screen.
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Information

Client Bridge Information
Device Name

MAC Address

Firmware Version

Radio Version

Country

CE3000
00:30:AB:27:EB:10
1.1.1.0-003R

58

United States

Ethernet Setting
IP Address
Subnet Mask
Default Gateway
DHCP Enabled

167.235.208.80
266.266265.0

WLAN Setting
Associated ESSID/IBSSID

AP MAC address

101
00:AQ:Fa:BC Ab:44

Figure 2.12 CB3000 Information Screen

2.7 CB3000 Antenna Settings

A CB3000 ships with antenna model ML-2452-APA1-01. This is an 802.11 a/b/g omni directional dipole
antenna. However, if you intend to use a different model antenna, that antenna needs to be selected from
the Antenna Settings screen in order to adjust the transmit power accordingly.

To select an antenna for use with the CB3000:

1. Select Settings > Wireless Settings > Antenna Settings from the CB3000 menu tree. The Antenna

Settings screen displays.

Frequency Band 802.11bfgy
Channel

Security Type Open
Network Mode Infrastructure
Clients

Number of clients attached to device 7

Antenna Settings

2. Select an antenna from the Antenna Selection drop-down menu. To use an antenna not listed in the

menu, select 'Other’.

| ML-2452-APA1-01
[F dBi
[ dBir
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3. Refer to the Antenna Gain parameter.

Information the CB3000 derives from the antenna look-up table is based on the antenna the user selects.
The antenna gain parameter is read-only with no user editable values.

If the user selects any antenna except "Other’, the gain value cannot be modified. If the user selects
"Other, the text entry field is blank and the user must enter a gain value. The gain is a positive value with
no more than 1 decimal place.

4. Refer to the Additional System Loss parameter.

If the user selects any antenna except 'Other, the loss value cannot be modified. If the user selects
'Other then the text entry field is blank and the user must enter a loss value.

5. Click Apply to save the settings. The CB3000 is now ready to have its default configuration modified to
suit the requirements of its intended operation environment.
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3.1

Network Configuration

This chapter discusses the network configuration required for the CB3000 Client Bridge to communicate with
network hosts, mobile units, access points, or other CB3000 Client Bridge devices. It includes the following
sections:

e Understanding and Configuring Wireless Settings
e Understanding and Configuring Ethernet Settings
e (lient Management

Understanding and Configuring Wireless Settings

Configuring the wireless LAN includes configuring network settings (including network type declaration and
associated settings), security encryption configurations, and client list definitions for devices allowed on the
restricted LAN. Before beginning network configuration, review existing the networks and their parameters.

The following sections describe how to view existing networks, and then configure different aspects of a
wireless LAN:

o Available Networks
e Network Configurations
e Security Encryption Configurations

e (lient Management

3.1.1 Available Networks

A Wireless Local Area Network (WLAN) is a data-communications system that flexibly extends the
functionality of a wired LAN. A CB3000 can locate WLANSs within its radio coverage area and connect to
them.

A WLAN does not require lining up devices for line-of-sight transmission. Roaming users can be handed off
from one WLAN to another like a cellular phone system. WLANSs can therefore be configured around the
needs of specific groups of users, even when they are not in physical proximity. Each WLAN has a unique
network address, signal strength, security and mode configurations that could either render it optimal or at
risk for a CB3000 connection.

To display the WLANs available to the CB3000, select Settings > Wireless Settings > Available
Networks from the CB3000 menu tree. The Available Networks screen displays.



3-2 CB3000 Client Bridge User’s Guide

‘Availahle Networks
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- AP 109 00:AD:F8:B&:B1:A1 -80 dBm WPAT B b
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k] AP HEIS28 WPA2 00:AD:FE:BC:D8:37 -76 dBm WPAZ 36 a
8 AP XB3E2E WPAT 00:AD:F8:BC:DE:36 -7B dBm WPAT 36 a
® AR #57016_Belize T 00:AD:FE:BC:D3:F8 78 dBm WER 40 a
Connect | Fiefresh | Help |

Figure 3.1 Example of Available Networks

Table 3-1 describes the parameters in the Available Networks screen. Click Refresh to update the list, if
necessary.

If an access point or peer supported WLAN provides a better CB3000 connection option than the WLAN that
the CB3000 is currently connected to, change the CB3000 connection. See Network Configurations on page
3-3 for more details.

Table 3-1. Available Networks Parameters Descriptions

Parameter Description

Network The network mode for which the CB3000 is configured. Possible values
are:

* AP —Indicates infrastructure mode.

e Peer —Indicates ad hoc mode.
To change the network mode, see Network Configurations on page 3-3.

SSID The Service Set Identifier (SSID) of the access point or peer device. The
name is case sensitive and cannot exceed 32 characters.

MAC Address | The MAC address for the access point or peer. A MAC address is a 48-bit
number written as six hexadecimal bytes separated by colons; it cannot be
modified.

RSSI The Relative Signal Strength Indicator (RSSI) value between the access
point or peer and the CB3000. The RSS! is expressed as a dBm value. A
higher dBm constitutes a higher signal strength value.

Security The security type configured for the access point or peer. Each option (off
[open], WEP, WPA1, WPAZ and Secure 802.1x) has its own unique benefits
and risks. See Security Encryption Configurations on page 3-8 for more
details.
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Table 3-1. Available Networks Parameters Descriptions (continued)

Parameter Description

Channel The direct-sequence channel that the access point or peer is currently
using. The CB3000 and its connected device are required to use the same
channel to interoperate.

NOTE: Ensure the channel selected is appropriate for the intended
country of operation, or risk operating the CB3000 illegally.

Band The frequency band the CB3000 is operating in. Either a or b/g, for 802.11a
or 802.11b/g, respectively.

3.1.2 Network Configurations

The CB3000 can be configured to run within an infrastructure (access point) type network or ad hoc (peer-to-
peer) type network, based on configured communication settings. See one of the following sections,
depending on the network type you are configuring the CB3000 to run in.

e (Configuring Infrastructure Settings

e (Configuring Ad Hoc Settings

3.1.2.1 Configuring Infrastructure Settings

Within the infrastructure network, the CB3000 can roam freely between access point cells in the network or
transmit and receive across subnets. Infrastructure mode is the CB3000 default mode.

To configure the CB3000 Client Bridge within an infrastructure network, follow these steps:

1. Select from the CB3000 menu tree. The WLAN
Settings screen displays.

2. For the field, select . The Infrastructure Configuration screen
displays.



3-4 CB3000 Client Bridge User's Guide

WLAN Settings

Figure 3.2 WLAN Settings—Infrastructure Network Configuration
3. Configure the ESSID (Wireless LAN Service ID) field, as appropriate:

e Attach to any ESSID automatically — Select this radio button to enable the CB3000 to randomly
select a target WLAN for connection.

e Specify the ESSID — Select this button to enter the name of a target WLAN or use the drop-down
menu to select an existing WLAN. Click 'View to display the available networks first, if unsure of
which network to connect to.

4. Select the Frequency Band. Options include ‘a/b/g’,'a’, or 'b/g’.

Ensure the frequency band selected is consistent with the WLAN network. By restricting the Frequency
Band on the CB3000, you can reduce the time the CB3000 takes to search for available APs.

5. Click the "View Available Networks link to view the Available Networks screen.

Use this screen to view a list of available ESSIDs (networks), and possibly select an ESSID. For more
information, see Available Networks on page 3-1.

6. Select the Scan Mode as either Active Scan or Passive Scan.

Active Scanmode takes less time when searching for APs by sending probe requests. Passive Scan takes
more time during a scan, but only listens for AP beacons.
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7. In the Country/Region section, select the appropriate operating region/country.

NOTE: Each country has its own regulatory restrictions concerning
I*? electromagnetic emissions and the maximum RF signal strength that can be
transmitted. Consequently, selecting a country different from the country you are
Note actually operating the CB3000 in results in the illegal operation of the CB3000.

8. Click Apply to apply and save the settings, or Cancel to exit the screen without saving your changes.

To configure the CB3000 into an ad hoc network, see Configuring Ad Hoc Settings on page 3-5.

Configuring Ad Hoc Settings

Ad hoc mode is used to form peer-to-peer CB3000 networks without access points. Use ad hoc mode to
create networks within established network coverage areas or networks free of the physical constraints of
access point provided radio coverage areas. The device starting the ad hoc network (the first device
transmitting a beacon) determines the channel and data rate used for the other devices within the network
using the same ESSID.

Ad hoc mode is an Independent Basic Service Set (IBSS) mode requiring no backbone infrastructure. The lack
of an access point results in devices alternating the duty of sending beacons. There are no relay functions in
an Ad Hoc network, and not all mobile units are capable of communicating with other mobile units due to
the range limitations. Consequently, all stations need to be within range of each other.

* NOTE: The CB3000 must already be configured to run in ad hoc mode in order to
0 set data rates. If the unit is configured for infrastructure mode, the Data Rate

Nofe button is disabled.

The CB3000 and its connected devices are required to use the same channel to interoperate. However, a
channel has restrictions based on the country of operation. Ensure the channel selected is appropriate for
the intended country of operation, or risk operating your CB3000 illegally.

To configure the CB3000 for AD Hoc operation:
1. Select Settings > Wireless Settings > WLAN Settings from the CB3000 menu tree.

2. For the Network Mode field, select Ad-hoc (Peer-to-Peer). The Ad Hoc Configuration screen
displays.

3. Configure the remainder of the fields, as appropriate, per the following descriptions.
e IBSSID (Wireless LAN Service Area) — Select from one of the following radio buttons:

e Specify the IBSSID - Enables you to enter the name of a target WLAN or use the drop-down
menu to select an existing WLAN.

e Picl from the list of available IBSSIDs - Select the IBSSID from the drop down list of IDs.
¢ Frequency Band — Select either ‘g or "b/g’ for the 802.11 frequency band supported.
e Channel Selection — Select from one of the following radio buttons:

e Use default channel — Enables the CB3000 to use the default channel settings.

e Specify the channel to use — Enables you to select a channel approved for your operating
region and country.

e Country/Region — All countries have their own regulatory restrictions concerning electromagnetic
emissions and the maximum RF signal strength that can be transmitted. Select the appropriate
operating region/country.
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e (lick the 'View Available Networks link to view the available networks first, if unsure of the
network options.

e Data Rate — See step 4 for more details on configuring the data rate.

* NOTE: The CB3000 must already be configured to run in ad hoc mode in order to
0 set data rates. If the unit is configured for infrastructure mode, the Data Rate

Nofe button is disabled.

l*? NOTE: To change the mode in which the CB3000 Client Bridge runs, select the
appropriate mode from the Network Mode drop-down and click apply.
Note

4. To set data rates for the ad hoc configured CB3000, click the Data Rate button. The Set Data Rates
screen displays.
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‘Set Data Rates

The CB3000 crea_:iing the BSS(Basic Service Set) network is able to transmit and receive at each of the selected data

rate. Stati joining the BSS network must be able to support the CB3000's selected data rate. If uncertain which data
rate to select, please retain the original values.

The CB3000 transmit and receive control frames or frames with multicast and broadcast receiver address at the selected
"Basic” rates.

The CB3000 transmit and receive data and/or management frames with unicast receiver address at the selected
"Supported” rates.

The CB3000 will not support rates selected as "Not used” .

Basic Supported Not Used
1 Mbps & & o
2 Mbps = @ @
5.5 Mbps Ll & [
6 Mhps @« C O
9 Mbps & @ o
11 Mbps L ® &
12 Mbps i o o
18 Mhps & [l )
24 Mhps (Ol s sl
36 Mhps [ o 0
48 Mbps 8 O @
54 Mbps [ @ O

Apply | Cancel | Help |

Figure 3.3 Set Data Rates (for Ad Hoc Configured Devices Only)

Select at least one Basic Rate as a minimum transmit rate value for the CB3000 radio. Within the
Supported Rates, select the data rate the CB3000 radio defaults to if a higher selected data rate cannot
be maintained.

NOTE: Select supported rates in respect to the data rates supported by the peer
l*? devices within the ad hoc network. For example, if several of the peers within the
network are 802.11b clients, supported data rates should include 11 Mbps,
Note 5.5 Mbps, 2 Mbps and 1 Mbps.

5. Click Apply to apply and save the settings, or Cancel to exit the screen without saving your changes.

To configure the CB3000 into an Infrastructure network instead, see Configuring Infrastructure Settings on
page 3-3.
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3.1.3

Security Encryption Configurations

Security measures for the CB3000 and its connected network devices is critical regardless of your operating
environment (retail, enterprise etc.). Use the available CB3000 security options to protect the CB3000
managed LAN from wireless vulnerabilities, and safeguard the transmission of RF packets between the
CB3000 and its connected devices.

Available CB3000 security provisions are described further in the following sections:
e Configuring Open Security Settings — No security settings applied.
e (Configuring WEP Security Settings — 802.11 Wired Equivalent Privacy encryption.
e Configuring WPAT (TKIP) Security Settings — \WPA1 dynamic encryption.
e Configuring WPAZ (CCMP) Security Settings — WPA2 (CCMP) dynamic encryption.
e (Configuring Secure 802.1x Security Settings — 802.1x EAP authentication.

3.1.3.1 Configuring Open Security Settings

3132

Though having no security for data transmitted through the CB3000 is not recommended, the option to have
a open, no encryption, non-secure connection security is available among the CB3000 security options.

To set CB3000 security to Open (no data protection):

1. Select Settings > Wireless Settings > Security from the CB3000 menu tree. The Security screen is
displayed.

2. Select Open from the Security Mode drop-down menu.
3. Click Apply to save and apply the setting.

Configuring WEP Security Settings

WEP is an encryption security protocol specified in the IEEE Wireless Fidelity (Wi-Fi) standard, 802.11b, and
supported by the CB3000. WEP encryption is designed to provide a wireless device with a level of security
and privacy comparable to a wired LAN.

The level of protection provided by WEP encryption is determined by the encryption key length and algorithm.
An encryption key is a string of case-sensitive characters used to encrypt and decrypt data packets
transmitted between a mobile unit and the CB3000; the CB3000 and associated device must use the same
encryption key (typically 1 through 4) to interoperate. For further overview information on WEP, see
Appendix D, WEP Security.

To configure WEP encryption security settings:
1. Select Settings > Wireless Settings > Security from the CB3000 menu tree.
2. Select WEP from the Security Mode drop-down field.
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‘Security

Figure 3.4 WEP Configuration

3. Configure the remainder of the fields, as appropriate, per the following descriptions.

Authentication Type

Default Transmit Key

WEP Encryption

Specify whether a shared key is implemented between the CB3000 and its
connected device or no key is used (Open System). If a shared key is used,
both the CB3000 and its connected device are required to use the same key
(1 through 4) to interoperate. A shared key increases the level of security
within the network as opposed sending information without one.

Specify which one key is used to transmit WEP algorithm information
between the CB3000 and its connected device.

Select a WEP encryption model:

® 64-bits - Encrypts using a 40-bit key. The keys are 10 hexadecimal
characters in length.

® 128 hits - More secure. Encrypts using a 104-bit key. The keys are 26
hexadecimal characters in length.
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Passphrase Algorithm

Passphrase

Select the passphrase algorithm used to encrypt the passphrase.

Symbol PassKey— \\ith Symbol’s proprietary algorithm the CB3000 can
share a common passkey with other Symbol clients capable of decoding
it. The CB3000 decodes the PassKey into a set of 4 WEP keys using MD5
algorithms. The WEP keys display as alphanumeric text in the key fields
until saved or the user navigates away from the WEP screen. Like a
passphrase, the PassKey provides an easy to remember way of entering
WEP key data without having to manually enter the keys each time WEP
keys are created.

Generic PassPhrase — A passphrase used as a standard means of
creating WEP keys between the Symbol CB3000 and non-Symbol clients.
The CB3000 decodes the passphrase into a set of 4 WEP keys, with the
length depending on the 64 or 128 bit key length. The WEP keys display
as alphanumeric text in the key fields until saved or the user navigates
away from the WEP screen. The PassPhrase provides an easy to
remember way of entering WEP key data without having to manually
enter the keys each time WEP keys are created.

Note: Both the CB3000 and its networked devices are required to use the
same key and key length to interoperate.

Specify a 4 to 32 character passphrase, then click the
button.

The CB3000, other proprietary routers and Symbol devices use an algorithm
to convert the ASCII passphrase string to the same hexadecimal number.
This conversion is not required for a wireless connection. Wireless devices
without Symbol adapters need to use WEP keys manually configured as
hexadecimal numbers.

4. Click to apply and save the settings, or to exit the screen without saving your changes.

3.1.3.3 Configuring WPA1 (TKIP) Security Settings

WPA, referred to as WPA1 within the CB3000 console, provides more sophisticated data encryption than
WEP. The CB3000's WPA encryption scheme uses Temporal Key Integrity Protocol (TKIP). TKIP addresses
WEP's weaknesses with a re-keying mechanism, a per-packet mixing function, a message integrity check,
and an extended initialization vector with sequencing rules.

Also, WPA provides strong user authentication based on 802.1x EAP. The CB3000 supports three EAP types
suitable for deployments with wireless LANs. They are:

e TLS — Transport Layer Security

e TTLS — Tunneled Transport Layer Security

e PEAP — Protected EAP

For overview information on WPA1, see Appendix D, WPAT (TKIP) Security.
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For more details on encryption types, pros and cons of different encryption types and required configuration
parameters, see the Wi-Fi Alliance Web site at:
http://www.wifialliance.org/knowledge_center_overview.php.

* NOTE: Only 'Open’ and WPA security settings are available for the Ad-hoc (Peer-
to-Peer) network mode. Infrastructure (AP) network mode supports all the different

Note security settings.

To configure WPA1 (TKIP) security settings:
1. Select Settings > Wireless Settings > Security from the CB3000 menu tree.
2. Select WPA1 from the Security Mode drop-down menu.

‘Securitv

Changing the security settings may cause this CB3000 to associate with a different access point. This may temporarily
distupt your configuration session. ' - - : ' -

I WA 1 vl
]WPA1 Fersonal 'l
TKIP only

J—(H-E% characters)

Agply | Feset | Cancel | Help |

Figure 3.5 WPAT Configuration
3. Select a WPA1 Type of either WPAT Personal or WPAT Enterprise.

WPA1 Personal In this mode, a pre-shared key (password) is used for authentication.

WPAT Enterprise In this mode, authentication is achieved via 802.1X and Extensible
Authentication Protocol (EAP).
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Configuring WPAT1 (TKIP) Personal Parameters

\WPA1 Personal type is used for small and home offices. The WPA1 Personal type provides basic level of
security that is adequate for usage in the above organizations.

| Security

Changing the security settings may cause this CB3000 to associate with a different access point. This may temporarily disrupt your configuration session.

I WP 'l
I WWPAl Personal >

TKIP only

I (8-63 characters)

Apphy I Fesat | Cancal I Help |

Figure 3.6 WPAT Type Screen - Personal

Configure the fields as per the following description:

WPAT Algorithm WPA1 uses TKIP algorithm:

o TKIP — Defines a "'wrapper that goes around an existing WEP encryption

algorithm. TKIP comprises the same encryption engine and RC4 algorithm
defined for WEP. However, the key used for encryption in TKIP is 128 bits
long.
TKIP changes the key used for each packet. The key is created by mixing
together a combination of things, including a base key (called a Pairwise
Transient Key), the MAC address of the transmitting station, and the serial
number for the packet.

WPAT Shared Key Enter the key (8-63 characters long) that is shared between the client and
CB3000.

Configuring WPAT1 (TKIP) Enterprise Parameters:

WPA1 (TKIP) Enterprise type provides enterprise class security to the devices connected to the CB3000.
\WPA1 Enterprise type provides a wide range of Extensible Authentication Protocol (EAP) types to ensure
secure WLAN connections.
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| Security

WAT Enterprise =

-|:-

-|:-

Elrowse Apply Uploaded Flle

Apply | Reset | Cancel | Help |

Figure 3.7 WPAT Type Screen - Enterprise
Configure the WPA1 Enterprise type fields as per the following description:

Configuring WPAT1 Enterprise - EAP-TLS

Extensible Authentication Protocol (EAP) is an authentication framewaork that provides common functions
and a method to negotiate a desired authentication medium. EAP-Transport Layer Security (EAP-TLS) uses
client side certificates to ensure that security is not compromised.

See Figure 3.7 for WPA1 Enterprise EAP-TLS security fields.

WPA1 Algorithm WPA1 uses TKIP algorithm:

e TKIP - Defines a ‘wrapper that goes around an existing WEP encryption

algorithm. TKIP comprises the same encryption engine and RC4 algorithm
defined for WEP. However, the key used for encryption in TKIP is 128 bits
long.
TKIP changes the key used for each packet. The key is created by mixing
together a combination of things, including a base key (called a Pairwise
Transient Key), the MAC address of the transmitting station, and the serial
number for the packet.

WPAT1 User ID The User ID for authentication.
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WPA1 Key Password

WPAT TLS Key /
WPAT TLS Key Import

WPA1 User Certificate /
WPA1 User Certificate
Import

WPAT1 Root Certificate /
WPA1 Root Certificate
Import

Apply
Reset

Cancel

The key password.

The WPAT TLS Key. The key can be uploaded to the device by:

e Pasting the TLS key in the Paste TLS Key text area. To upload the key,
click the Apply button located at the bottom of the screen.

¢ By providing the path to the file containing the key in the Import text box.
Use the Browse button to display the Open File dialog box from where
the file can be selected. To upload the file containing the WPA1 TLS Key,
click the Apply Uploaded File button.

The WPA1 User Certificate. The user certificate can be uploaded to the

device by:

e Pasting the certificate in the Paste User Certificate text area. To upload
the certificate, click the Apply button located at the bottom of the screen.

e By providing the path to the file containing the WPA1 User Certificate in
the Import text box. Use the Browse button to display the Open File
dialog from where the file can be selected. To upload the file containing
the certificate, click the Apply Uploaded File button.

The WPA1 Root Certificate. The Root Certificate can be uploaded to the

device by:

e Pasting the certificate in the Paste Root Certificate text area. To upload
the certificate, click the Apply button at the bottom of the screen.

¢ Providing the path to the file containing the certificate in the Import text
box. Use the Browse button to display the Open File dialog box from
where the file can be selected. To upload the file containing the
certificate, click the Apply Uploaded File button.

Use the Apply button to update all the changes to the device.

Use the Reset button to reset the fields in this screen to their default
values.

Use the Cancel button to cancel any changes made to the WPAT TLS
screen.

Configuring WPAT1 Enterprise - EAP-TTLS

Extensible Authentication Protocol (EAP) is an authentication framework that provides common functions

and a method to negotiate a desired authentication medium. EAP -Tunneled Transport Layer Security (EAP-
TTLS) is an authentication protocol that extends EAP-TLS. EAP-TTLS uses a server side certificate to create
a secured tunnel between the client and the server. It then uses the secured tunnel to authenticate the client.
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| Security

WAL Enterprise »

|
|
|

Apply Uploaded File

Browse..

Apply | Resat | Canceal | Help |

Figure 3.8 WPAT Enterprise Type - EAP-TTLS

Inner Authentication Select the authentication method used inside the tunnel. Select from:

Method e CHAP - Challenge-Handshake Authentication Protocol (CHAP) provides
security by the Challenge-Response method of authentication.

e MS CHAP - Microsoft CHAP(MS CHAP) is Microsoft's implementation of
the CHAP protocol.

e MS CHAP v2 — An enhanced version of MS CHAP that plugs some
security loopholes of MS CHAP.

e PAP - Password Authentication Protocol (PAP) is a basic authentication
protocol that transmits unencrypted ASCII passwords over the network.

e MD5 — Message Digest algorithm 5(MD5) is a cryptographic hash
algorithm that uses a 128-bit hash value.

e GTC - Generic Token Card (GTC) is a protocol that enables the exchange
of clear-text authentication credentials across a network. This protocol
uses one-time password and therefore is not vulnerable to replay attacks.
EAP-GTC is generally used inside a tunnel created by TTLS or PEAP to
provide server authentication.

Validate Server Check to force the CB3000 to validate the Server Certificate.
Certificate
Clean User ID and Check to prevent the CB3000 from saving the WPA user name and its

Password password in its cache.
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WPA1 Algorithm

WPAT1 User ID
WPAT Password

WPAT Root Certificate /
WPAT Root Certificate
Import

Apply
Reset

Cancel

WPA1 uses TKIP algorithm:

e TKIP — Defines a "'wrapper that goes around an existing WEP encryption

algorithm. TKIP comprises the same encryption engine and RC4 algorithm
defined for WEP. However, the key used for encryption in TKIP is 128 bits
long.
TKIP changes the key used for each packet. The key is created by mixing
together a combination of things, including a base key (called a Pairwise
Transient Key), the MAC address of the transmitting station, and the serial
number for the packet.

The User ID for authentication.
The WPAT user password.

The WPA1 Root Certificate. The Root Certificate can be uploaded to the

device by:

e Pasting the certificate in the Paste Root Certificate text area. To upload
the certificate, click the Apply button at the bottom of the screen.

e By providing the path to the file containing the certificate in the Import
text box. Use the Browse button to display the Open File dialog box from
where the file can be selected. To upload the file containing the
certificate, click the Apply Uploaded File button.

Note: These fields are only enabled when Validate Server Certificate
option is enabled.

Use the Apply button to update all the changes to the device.

Use the Reset button to reset the fields in this screen to their default
values.

Use the Cancel button to cancel any changes made to the WPA1 TTLS
screen.
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Configuring WPA1 Enterprise - EAP-PEAP

Extensible Authentication Protocol (EAP) is an authentication framework that provides common functions
and a method to negotiate a desired authentication medium. EAP-Protected EAP (PEAP)is similar to EAP-
TTLS and uses a server side certificate to create a secured tunnel between the client and the server. It then
uses this tunnel to authenticate the client.

| Security

WPA1 Enterprise v

| | Browse. | I Apply Uplaaded Fils -

[Apply] [ Feset ] [ Cancel ] [Help]

Figure 3.9 WPAT Enterprise Type - EAP-PEAP

Validate Server Check to force the CB3000 to validate the Server Certificate.
Certificate
WPAT Algorithm WPA1 uses TKIP algorithm:

e TKIP — Defines a ‘wrapper that goes around an existing WEP encryption

algorithm. TKIP comprises the same encryption engine and RC4 algorithm
defined for WEP. However, the key used for encryption in TKIP is 128 bits
long.
TKIP changes the key used for each packet. The key is created by mixing
together a combination of things, including a base key (called a Pairwise
Transient Key), the MAC address of the transmitting station, and the serial
number for the packet.

WPAT User ID The User ID for authentication.
WPA1 Password The WPAT user password.
Clean User ID and Check to prevent the CB3000 from saving the WPA user name and its

Password password in its cache.
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WPA1 Root Certificate /  The WPA1 Root Certificate. The Root Certificate can be uploaded to the
WPAT Root Certificate  device by:

Import e Pasting the certificate in the Paste Root Certificate text area. To upload
the certificate, click the Apply button at the bottom of the screen.

¢ By providing the path to the file containing the certificate in the Import
text box. Use the Browse button to display the Open File dialog box from
where the file can be selected. To upload the file containing the
certificate, click the Apply Uploaded File button.

Note: These fields are only enabled when Validate Server Certificate
option is enabled.

Apply Use the Apply button to update all the changes to the device.

Reset Use the Reset button to reset the fields in this screen to their default values.

Cancel Use the Cancel button to cancel any changes made to the WPA1 PEAP
screen.

3.1.3.4 Configuring WPA2 (CCMP) Security Settings

WPA2 (CCMP) is based on the concept of a Robust Security Network (RSN}, which defines a hierarchy of keys
with a limited lifetime (similar to TKIP). Like TKIP, the keys the administrator provides are used to derive other
keys. Messages are encrypted using a 128-bit secret key and a 128-bit block of data. The end result is an
encryption scheme as secure as any that the CB3000 provides.

For further overview information on WPA2, see Appendix D, WPA2 (CCMP) Security.

For more details on encryption types, pros and cons of different encryption types and required configuration
parameters, see the Wi-Fi Alliance Web site at: http.//www.wifialliance.org/OpenSection/index.asp.

To configure WPA2 (CCMP) security settings:
1. Select Settings > Wireless Settings > Security from the CB3000 menu tree.
2. Select WPAZ from the Security Mode drop-down field.

w
@
a
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~

Changing the security settings may cause this CB3000 to associate with a different access point. This may temporarily disrupt your configuration session.

IWPAZ 'l
IWPAZ Personal 'l

CCMPAES) >
I (8-63 characters)

Apply | Reset | Cancel | Help |

Figure 3.10 WPAZ Configuration
3. Select a WPA2 Type of either WPAZ Personal or WPAZ Enterprise menu.

WPAZ Personal In this mode, a pre-shared key (password) is used for authentication.

WPAZ Enterprise In this mode, authentication is achieved via 802.1X and Extensible
Authentication Protocol (EAP).
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4. Select an algorithm from the WPA2 Algorithm drop-down menu. The algorithms are described as
follows.

e TKIP - Defines a “wrapper” that goes around an existing WEP encryption algorithm. TKIP comprises
the same encryption engine and RC4 algorithm defined for WEP. However, the key used for
encryption in TKIP is 128 bits long.

TKIP changes the key used for each packet. The key is created by mixing together a combination of
things, including a base key (called a Pairwise Transient Key), the MAC address of the transmitting
station, and the serial number for the packet.

This mixing operation is designed to put a minimum demand on the CB3000 and its supported clients,
but enough cryptographic strength so it cannot easily be broken.

e CCMP (AES) — Utilizes an Advanced Encryption Standard (AES) 128-bit key algorithm with a 48-bit
initialization vector (IV) for replay detection. The Counter Mode (CM) component of CCMP is the
algorithm providing data privacy. The Cipher Block Chaining Message Authentication Code (CBC-
MAC) component of CCMP provides data integrity and authentication.

e Both — Select Both to enable the CB3000 to interoperate with both TKIP and CCMP supported
clients. This setting is recommended in coverage areas populated by numerous devices
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Configuring WPA2 (CCMP) Personal Parameters

\WPAZ Personal type is use for small offices and home offices. The WPAZ Personal type provides basic level
of security that is adequate for usage in the above organizations.

‘Securitv

Changing the security settings may cause this CB3000 to associate with a different access point. This may temporarily disrupt your configuration session.

IWPA2 vl
IWPAZ Fersaonal 'l

CCMPIAES) =

I (8-63 characters)

Apply | Reset | Cancel | Help |

Figure 3.11 WPAZ Type Screen - Personal

Configure the fields as per the following description:

WPAZ Algorithm

WPAZ Shared Key

Select the WPA?2 algorithm to use:
e TKIP — Defines a ‘'wrapper that goes around an existing WEP encryption

algorithm. TKIP comprises the same encryption engine and RC4 algorithm
defined for WEP. However, the key used for encryption in TKIP is 128 bits
long.

TKIP changes the key used for each packet. The key is created by mixing
together a combination of things, including a base key (called a Pairwise
Transient Key), the MAC address of the transmitting station, and the serial
number for the packet.

CCMP (AES) — Utilizes an Advanced Encryption Standard (AES) 128-bit
key algorithm with a 48-bit initialization vector (IV) for replay detection.
The Counter Mode (CM) component of CCMP is the algorithm providing
data privacy. The Cipher Block Chaining Message Authentication Code
(CBC-MAC) component of CCMP provides data integrity and
authentication.

Both — Select this option to enable CB3000 to support devices that use
both TKIP and CCMP algorithms. Use this option when the number of
devices is large.

Enter the key (8-63 characters long) that is shared between the client and
CB3000.
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Configuring WPA2 (CCMP) Enterprise Parameters

WPA?2 (CCMP) Enterprise type provides enterprise class security to the devices connected to the CB3000.
\WPA?Z Enterprise type provides a wide range of EAP types to ensure secure WLAN connections.

‘Security

WhEAZ Enterprise -

Elrowse Apply Uploaded File

Elrowse Apply Uploaded File

Apply | Reset | Cancel | Help |

Figure 3.12 WPAZ Type Screen - Enterprise
Configure the WPAZ Enterprise type fields as per the following description:
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Configuring WPAZ2 Enterprise - EAP-TLS

Extensible Authentication Protocol (EAP) is an authentication framework that provides common functions
and a method to negotiate a desired authentication medium. EAP-Transport Layer Security (EAP-TLS) uses
client side certificates to ensure that security is not compromised.

See Figure 3.12 for WPA1 Enterprise EAP-TLS security fields.

WPAZ Algorithm

WPAZ User ID
WPAZ Key Password

WPAZ TLS Key /
WPAZ TLS Key Import

WPAZ2 User Certificate /
WPAZ2 User Certificate
Import

Select the WPAZ algorithm to use:

e TKIP — Defines a ‘wrapper that goes around an existing WEP encryption

algorithm. TKIP comprises the same encryption engine and RC4 algorithm
defined for WEP. However, the key used for encryption in TKIP is 128 bits
long.
TKIP changes the key used for each packet. The key is created by mixing
together a combination of things, including a base key (called a Pairwise
Transient Key), the MAC address of the transmitting station, and the serial
number for the packet.

e CCMP (AES) — Utilizes an Advanced Encryption Standard (AES) 128-bit
key algorithm with a 48-bit initialization vector (IV) for replay detection.
The Counter Mode (CM) component of CCMP is the algorithm providing
data privacy. The Cipher Block Chaining Message Authentication Code
(CBC-MAC) component of CCMP provides data integrity and
authentication.

e Both — Select this option to enable CB3000 to support devices that use
both TKIP and CCMP algorithms. Use this option when the number of
devices is large.

The User ID for authentication.
The key password.

The WPA2 TLS Key. The key can be uploaded to the device by:

e Pasting the TLS key in the Paste TLS Key text area. To upload the key,
click the Apply button located at the bottom of the screen.

¢ By providing the path to the file containing the key in the Import text box.
Use the Browse button to display the Open File dialog box from where
the file can be selected. To upload the file containing the WPAZ TLS Key,
click the Apply Uploaded File button.

The WPAZ User Certificate. The user certificate can be uploaded to the
device by:

e Pasting the certificate in the Paste User Certificate text area. To upload
the certificate, click the Apply button located at the bottom of the screen.

e By providing the path to the file containing the WPA2 User Certificate in
the Import text box. Use the Browse button to display the Open File
dialog from where the file can be selected. To upload the file containing
the certificate, click the Apply Uploaded File button.
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WPAZ Root Certificate /  The WPAZ Root Certificate. The Root Certificate can be uploaded to the
WPAZ Root Certificate  device by:

Import e Pasting the certificate in the Paste Root Certificate text area. To upload
the certificate, click the Apply button at the bottom of the screen.

¢ By providing the path to the file containing the certificate in the Import
text box. Use the Browse button to display the Open File dialog box from
where the file can be selected. To upload the file containing the
certificate, click the Apply Uploaded File button.

Apply Use the Apply button to update all the changes to the device.
Reset Use the Reset button to reset the fields in this screen to their default values.
Cancel Use the Cancel button to cancel any changes made to the WPA2 TLS screen.

Configuring WPAZ Enterprise - EAP-TTLS

Extensible Authentication Protocol (EAP) is an authentication framework that provides common functions

and a method to negotiate a desired authentication medium. EAP -Tunneled Transport Layer Security (EAP-
TTLS) is an authentication protocol that extends EAP-TLS. EAP-TTLS uses a server side certificate to create
a secured tunnel between the client and the server. It then uses the secured tunnel to authenticate the client.

‘Securitv

WFAZ Enterprise ¥

I Browse.. _ Apply Uploaded File

Apply | Reset | Cancel | Help |

Figure 3.13 WPAZ Enterprise Type - EAP-TTLS
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Validate Server
Certificate

Inner Authentication
Method

WPAZ Algorithm

WPAZ User ID
WPAZ Password

Clean User ID and
Password

Check to force the CB3000 to validate the Server Certificate.

Select the authentication method used inside the tunnel. Select from:

e CHAP - Challenge-Handshake Authentication Protocol (CHAP) provides
security by the Challenge-Response method of authentication.

o MS CHAP - Microsoft CHAP(MS CHAP) is Microsoft's version of the
CHAP protocol.

e MS CHAP v2 — An enhanced version of MS CHAP that plugs some
security loopholes of MS CHAP

* PAP - Password Authentication Protocol (PAP) is a basic authentication
protocol that transmits unencrypted ASCII passwords over the network.

e MD5 — Message Digest algorithm 5(MD5) is a cryptographic hash
algorithm that uses a 128-bit hash value.

e GTC - Generic Token Card (GTC) is a protocol that enables the exchange
of clear-text authentication credentials across a network. This protocol
uses one-time password and therefore is not vulnerable to replay attacks.
EAP-GTC is generally used inside a tunnel created by TTLS or PEAP to
provide server authentication.

Select the WPAZ algorithm to use:

e TKIP — Defines a "'wrapper that goes around an existing WEP encryption

algorithm. TKIP comprises the same encryption engine and RC4 algorithm
defined for WEP. However, the key used for encryption in TKIP is 128 bits
long.
TKIP changes the key used for each packet. The key is created by mixing
together a combination of things, including a base key (called a Pairwise
Transient Key), the MAC address of the transmitting station, and the serial
number for the packet.

e CCMP (AES) — Utilizes an Advanced Encryption Standard (AES) 128-bit
key algorithm with a 48-bit initialization vector (IV) for replay detection.
The Counter Mode (CM) component of CCMP is the algorithm providing
data privacy. The Cipher Block Chaining Message Authentication Code
(CBC-MAC) component of CCMP provides data integrity and
authentication.

e Both — Select this option to enable CB3000 to support devices that use
both TKIP and CCMP algorithms. Use this option when the number of
devices is large.

The User ID for authentication.
The WPAZ user password.

Check to prevent the CB3000 from saving the WPA user name and its
password in its cache.
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WPA1 Root Certificate /  The WPA1 Root Certificate. The Root Certificate can be uploaded to the
WPAT Root Certificate  device by:

Import e Pasting the certificate in the Paste Root Certificate text area. To upload
the certificate, click the Apply button at the bottom of the screen.

¢ By providing the path to the file containing the certificate in the Import
text box. Use the Browse button to display the Open File dialog box from
where the file can be selected. To upload the file containing the
certificate, click the Apply Uploaded File button.

Note: These fields are only enabled when Validate Server Certificate
option is enabled.

Apply Use the Apply button to update all the changes to the device.

Reset Use the Reset button to reset the fields in this screen to their default values.

Cancel Use the Cancel button to cancel any changes made to the WPAZ TTLS
screen.

Configuring WPAZ2 Enterprise - EAP-PEAP

Extensible Authentication Protocol (EAP) is an authentication framework that provides common functions
and a method to negotiate a desired authentication medium. EAP-Protected EAP (PEAP)is similar to EAP-
TTLS and uses a server side certificate to create a secured tunnel between the client and the server. It then
uses this tunnel to authenticate the client.

|Security

Changing the security settings may cause this CB3000 to associate with a different access point. This may temporarily disrupt your configuration session.

IWP;I ™ ‘alidate Server Cetificate
CCMPAES) v

I” Clean User ID and Passward

|

Paste the Root Certificate:

|

Browse.. | Apply Uploaded File |

Apply | Feset | Cancel | Helg |

Figure 3.14 WPAZ Enterprise Type - EAP-PEAP
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Validate Server
Certificate

WPAZ Algorithm

WPAZ User ID
WPAZ Password

Clean User ID and
Password

WPAZ Root Certificate /
WPAZ Root Certificate
Import

Apply
Reset

Cancel

Check to force the CB3000 to validate the Server Certificate.

Select the WPAZ algorithm to use:

¢ TKIP - Defines a ‘wrapper that goes around an existing WEP encryption

algorithm. TKIP comprises the same encryption engine and RC4 algorithm
defined for WEP. However, the key used for encryption in TKIP is 128 bits
long.
TKIP changes the key used for each packet. The key is created by mixing
together a combination of things, including a base key (called a Pairwise
Transient Key), the MAC address of the transmitting station, and the serial
number for the packet.

e CCMP (AES) — Utilizes an Advanced Encryption Standard (AES) 128-bit
key algorithm with a 48-bit initialization vector (IV) for replay detection.
The Counter Mode (CM) component of CCMP is the algorithm providing
data privacy. The Cipher Block Chaining Message Authentication Code
(CBC-MAC) component of CCMP provides data integrity and
authentication.

e Both — Select this option to enable CB3000 to support devices that use
both TKIP and CCMP algorithms. Use this option when the number of
devices is large.

The User ID for authentication.
The WPAZ user password.

Check to prevent the CB3000 from saving the WPA user name and its
password in its cache.

The WPAZ Root Certificate. The Root Certificate can be uploaded to the
device by:

e Pasting the certificate in the Paste Root Certificate text area. To upload
the certificate, click the Apply button at the bottom of the screen.

e By providing the path to the file containing the certificate in the Import
text box. Use the Browse button to display the Open File dialog box from
where the file can be selected. To upload the file containing the
certificate, click the Apply Uploaded File button.

Note: These fields are only enabled when Validate Server Certificate

option is enabled.

Use the Apply button to update all the changes to the device.
Use the Reset button to reset the fields in this screen to their default values.

Use the Cancel button to cancel any changes made to the WPA2 PEAP
screen.

5. Click Apply to apply and save the settings, or Cancel to exit the screen without saving your changes.
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3.1.3.5 Configuring Secure 802.1x Security Settings

The Secure 802.1x security option provides the CB3000 and its associated clients an additional measure of
security for data transmitted over the wireless network. Secure 802.1x uses (EAP) as an authentication
mechanism between devices that is achieved through the exchange and verification of certificates.

Aclient should not be able to access the network if not authenticated. Refer to the system administrator for
information on configuring a server for Secure 8021.x support. For information on configuring 802.1x, see
Appendix D, Secure 802.1x Security.

|*? NOTE: This authentication scheme will not work properly unless the Time Settings
screen is set to the correct time.
Note

For more details on encryption types, pros and cons of different encryption types and required configuration
parameters, see the Wi-Fi Alliance Web site at: http.//www.wifialliance.org/OpenSection/index.asp

To configure Secure 802.1x security settings:
1. Select Settings > Wireless Settings > Security from the CB3000 menu tree.
2. Select Secure 802.1x from the Security Mode drop-down field.

‘Security

[

Figure 3.15 Secure 802.1x Configuration

3. Use the EAP Type drop-down menu to select the authentication mechanism used between the CB3000
and a target device to exchange and verify certificates. Options include:


http://www.wifialliance.org/OpenSection/index.asp
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¢ MD5 - The MD5 authentication method takes a message of arbitrary length as input and produces
a 128-bit fingerprint. The MD5 algorithm is intended for digital signature applications, in which a
large file must be compressed in a secure manner before being encrypted with a private (secret) key
under a public-key cryptographic system.

e MSCHAPV2 — Microsoft Challenge Handshake Authentication Protocol Version 2. MS-CHAP-v2
[RFC2759] is an extension of, yet incompatible with, MSCHAPv1. It also supports mutual
authentication. MSCHAPV? is the default authentication method used by the Microsoft Windows
2000 operating system. Support of this authentication method on the CB3000 enables Windows
2000 users to establish remote PPP sessions without needing to first configure an authentication
method on the client. MSCHAP V2 introduces a change password feature, allowing the CB3000 to
change the account password if the RADIUS server reports the password has expired.

e PEAP - \Windows XP SP1 and Microsoft 802.1X Authentication Client support Protected EAP (PEAP).
Uses an encrypted TLS-Tunnel. Only the server certificates are required.

e TLS —Transport Level Security is an EAP type that is used in certificate-based security environments.
If you are using smart cards for remote access authentication, TLS authentication is the method to
use.

e TTLS - Tunneled TLS. Requires certificate-based RADIUS server authentication, but supports an
extensible set of user authentication methods.

|*’ NOTE: The CB3000 displays a read-only Cipher data which specifies the type of
data packet that follows it.
Note

4. Use the checkboxes to specify which one key is used to transmit WEP algorithm
information between the CB3000 and its connected device.

|*? NOTE: Both the CB3000 and its networked device are required to use the same
key and key length to interoperate.
Note

5. Select either 64 bits or 128-bits from the drop-down menu.

For WEP 64 (40-bit key), the keys are 10 hexadecimal characters in length. For WEP 128 (104-bit key), the
keys are 26 hexadecimal characters in length.

6. Select the used for encrypting the passphrase.

¢ Symbol PassKey — Symbol proprietary algorithm the CB3000 can share with other Symbol clients
capable of decoding it. The CB3000 decodes the PassKey into a set of 4 WEP keys using MD5
algorithms. The WEP keys display as alphanumeric text in the key fields until saved or the user
navigates away from the WEP screen. Like a passphrase, the PassKey provides an easy to remember
way of entering WEP key data without having to manually enter the keys each time WEP keys area
created.

¢ Generic PassPhrase — A passphrase used as a standard means of creating WEP keys between the
Symbol CB3000 and non-Symbol clients. The CB3000 decodes the passphrase into a set of 4 WEP
keys, with the length depending on the 64 or 128 bit key length. The WEP keys display as
alphanumeric text in the key fields until saved or the user navigates away from the WEP screen. The
PassPharase provides an easy to remember way of entering WEP key data without having to
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manually enter the keys each time WEP keys are created
. Specify a 4 to 32 character Passphrase and click the Generate IKeys button.

The passphase is helpful for entering keys without having to remember all of the characters comprising
the key. The pass key can be any alphanumeric string. The CB3000, other proprietary routers and Symbol
devices use the algorithm to convert an ASCII string to the same hexadecimal number. This conversion is
not required for a wireless connection. Wireless devices without Symbol adapters need to use WEP keys
manually configured as hexadecimal numbers.

. Enter the User 1D and Password to verify your user credentials against the user and password
credentials used by the authentication server.

. Click Apply to apply and save the settings, or Cancel to exit the screen without saving your changes.
Only for PEAP and TTLS EAP Types

e By default, the User ID and Password are retained on the CB3000 Client Bridge. To prevent misuse
and to clear the User ID and Password used to access the network, check the Clean User ID and
Password check-box. This option is only available for the PEAP EAP type. Check the Validate
Server Certificate check box to validate the Server's certificate.
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3.2 Understanding and Configuring Ethernet Settings

Configuring the CB3000's Ethernet Settings entails specifying a name and network address information for
the CB3000 device. To configure Ethernet settings for the CB3000:

1. Select Settings > Ethernet Settings from the CB3000 menu tree.

|Ethernet Settings

|

e lP nelwurk sethngs for this CB3000 wm disrupt your conf‘gumtmn sessmn wl'ien the new settings are
applnéd xou ‘want to continue corrﬁg:rrmg it after ynu npply thlschnnge you must dese ynur h‘rbwser and starta rlew
crmf?gumﬁon sewaorr

e Otri.‘éiff-'?ﬁ 1P adires

T
.
-
q

Applyl Cancel | Helpl

Figure 3.16 Ethernet Settings
2. Assign a CB3000 device name and set CB3000 network address information.

e Device Name — A device name for the CB3000. A suggestion is to use a name representative of
the CB3000 user base (for example, eng1, eng2, SF_retail, NY_retail, etc.).

e DHCP — Select a DHCP setting. The options are as follows:

e Obtainan IP address automatically — Select this option if the CB3000 is using a DHCP server
to obtain an IP address.

¢ Bootp for DHCP Discover — Select from Broadcast or Unicast. Default is Broadcast.
e Usethe Following IP Address — Select this option if an IP address is entered manually (static).

e |P Address—Ifno DHCP resources are available, specify the static IP address of CB3000. This
IP address is visible to the Internet.

e Subnet Mask — If no DHCP resources are available, specify a subnet mask (or filter) for the
CB3000 IP address.

e Gateway IP Address — IP address of the device providing the connection to the Internet
(such as the IP address of a cable modem or DSL router).

e Spanning Tree Protocol — Select this checkbox to enable a technique that detects loops in a
network and logically blocks redundant paths, thus ensuring only one route exists between any
two LANS.

¢ Auto-Negotiate/Auto-Sense — Automatically select the connection speed and type. Select On
to enable Auto-Negotiate/Auto-Sense.
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e Speed Mode —The connection speed. This option is available when Auto Negotiate/Auto-
Sense is Off.

e Duplex Mode — The connection type. This option is available when Auto Negotiate/Auto-
Sense is Off.

3. Click Apply to apply and save the settings, or Cancel to exit the screen without saving your changes.
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3.3 Client Management

The CB3000 can support a maximum 16 devices within the CB3000 supported subnet as prioritized devices.
Once located and added to the client prioritization list, clients can be moved off of the list in order to maintain
the maximum of 16 devices. Of the maximum 16 devices supported by the CB3000 client prioritization list,
only one can be a POS (point-of-sale) device.

CB3000 client prioritization employs an adoption rule for allowing or denying client access to the CB3000
supported WLAN by way of exception. By default, all located clients have the ability to connect and
interoperate with the CB3000. It is only when the client list exceeds 16 devices, that clients require removal
from the list. The list can be refreshed periodically to remove devices that have lost their CB3000.

To create a list of prioritized CB3000 client devices:

1. Select Settings > Client Management from the CB3000 menu tree. The Client Management screen
displays.

‘Client Management

Add Active Client

Active Clients List

Add Client

Preferred Clients List

Non-Preferred Clients List

Figure 3.17 Client Management
2. Define the CB3000 Bridging Mode as either Single or Multi Client Bridging Mode
e Single Client Bridging Mode: In this mode, the CB3000 provides bridging functionality to support
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legacy devices. Only one client per CB3000 is supported. In this mode, the MAC address of the MU
is visible on the network.

e This option allows you to select the method by which the device attached to this CB3000 Client
Bridge is discovered. You can either opt to discover the device or add the client manually.

& Auto-Detect Client

© Add Client manually

Figure 3.18 CB3000 Client Bridge Bridging Mode Selection

Select Auto-Detect Client for CB3000 Client Bridge to discover the client connected to it.
Select Add Client manually to add the client manually.

When Add Client manually is selected, the Add Active Client section consisting of the MAC
Address text boxes and Add Mac button is enabled.

Enter the MAC Address of the client into the text boxes. Click the Add Mac button to add the
client’s MAC address to the CB3000 Client Bridge’s list.

Only one client can be attached to the device at a time.

e Multi Client Bridging Mode: In this mode, the CB3000 can support a maximum 16 devices within
the CB3000 supported subnet. Of these devices, only one can be a point-of-sale (POS) device. Once
located and added to the client prioritization list, clients can be moved off of the list in order to
maintain the maximum of 16 devices. Device MAC addresses are not visible on the network in this
mode and are replaced by the CB3000's MAC address

3. To add a client, enter the client's MAC address in the MAC Address field, then click Add MAC. The
device is added to a list of devices the CB3000 can use to allocate priority status.

4. The Preferred Clients List displays the (up to 8) devices receiving connection priority with the CB3000.
If the list is full, remove devices as necessary to free-up room for high priority connections.

5. Click the Move to ACL button to move a MAC address directly into the CB3000's list of device MAC
addresses approved for operation with the CB3000. For more information on ACL operation, see
Configuring a Wired Ethernet ACL on page 3-34.

6. Add devices as required to build your list of devices with which the CB3000 frequently interoperates.

As devices are added, the screen displays a Configuration files updated message informing of the
additions.
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3.4 Configuring a Wired Ethernet ACL

The CB3000 supports Ethernet MAC filtering. Only client devices with a MAC address within the range
specified can pass traffic through the CB3000. If the list is empty, all clients are allowed. The Client Bridge

allows all connected clients to configure the CB3000 through the User Interface and have access through
SNMP.

To create a list of prioritized CB3000 client devices:

1. Select Settings > Wired Ethernet ACL from the CB3000 menu tree. The Wired Ethernet ACL screen
displays.

‘Wired Ethernet ACL

The CB3000 will maintain a MAXIMUM of 16 client MAC ranges in the Ethernet ACL.The CB3000 will allow
.'cnr_rlm_l._m_i&at_i'pn'_on]y to these devices whose M;_A_C ad t[_r_esi:es are provided in the Ethernet ACL.

Add Client MAC ranges

A
I,

Ethernet Access Control List

Add | Delete | Refresh | Help |

2. ToaddaMAC address range, enter the client MAC address range in the MAC Address field (in both the start and
stop MAC address fields). Click Add.

The MAC address range is added to an Ethernet Access Control List
3. Delete the MAC address range from the Ethernet Access Control list to grant access to all clients.

As MAC address ranges are added, the screen displays a "Configuration files updated" message informing of the
additions. Continue to add MAC addresses as needed to complete the list of allowed and/or denied devices.
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Management Options

This chapter describes the statistic tracking functionality included with the CB3000. This includes Ethernet
statistics, wireless, and client-related displays. A CB3000-specific event log is also continually maintained.

This chapter also discusses a number of management protocols that have specific settings to support
monitored statistics and logs. These include configuration settings related to SNMP, radio antennas, DHCP
functionality, time settings, and log files.

Management options include the following:
e Statistics and Logs
e (Configuring Management Protocols

Statistics and Logs

The CB3000 includes functionality to display robust transmit and receive Ethernet statistics, including
transmit and receive errors, dropped packets and overruns. This information can be used to assess the
CB3000's overall performance and whether an optimal data rate can be achieved and maintained in respect
to the devices with which the CB3000 is interoperating.

Transmit and receive statistics can also be displayed for the CB3000 radio. The wireless radio statistics
information is useful in assessing the CB3000's radio RF utilization and the level of RF interference currently
within the radio coverage area.

Use the CB3000 log to view an event timeline with each event or potential error condition defined. This
information is useful when troubleshooting broken device connections and unexpected network events.

See the following sections for more details:
e Viewing Wireless Statistics
e Viewing RF Statistics
e Viewing Ethernet Statistics
e Viewing Event Log

Viewing Wireless Statistics

Wireless Statistics include CB3000 radio traffic, status, and errors. To view CB3000 Ethernet statistics,
select Statistics > Wireless Statistics from the CB3000 menu tree.
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Wireless Statistics

Information
Physical Address:

Current Channel:

CB Roam Count:

00:30:AB:27:E&:10 Frequency Band: 802.11a
Power: -78 dbrm
b

Traffic {does not include "retry overhead”)

Total Rx Tx

Pkts per second 4 Pps 4 Pps 0 Pps
Throughput 4 Kbps 4 Kbps 0 Kbps
Avqg. Bit Speed 36 Mbps
Approximate RF Utilization 0.01%

% Non-unicast pkts 100%

RF Status Errors

Avg CB Signal -50 dBm Avg Num of Retries 0
Avg CB Noise -35 dBm %Dropped Pkts 0%
Avg CB SNR 45 dB %of Undecryptable Pkts 0%

Figure 4.1 Wireless Statistics Screen

The Wireless Statistics screen is partitioned into four detailed fields:

e [nformation — Displays basic device address and location information.

e Traffic—Displays statistics for cumulative packets, throughput, bit speed, RF utilization and other details
received and transmitted over the CB3000 radio.

e AF Status — Displays information including average MU signal, noise, and signal to noise ratio

information.

e frrors—Displays retry information as well as data transmissions the radio either gave up on or could not

decrypt.

Table 4-1 Describes the Wireless Statistics. Click Refresh to update to the latest statistics.

Table 4-1. Wireless Statistics Screen Details

Statistic

| Description

Information Panel Details

Physical Address

MAC address of the CB3000 housing the radio. The MAC address is hard-
coded into the device at the factory and cannot be changed.

Current Channel

Channel for communications between the CB3000 radio and its clients.

CB Roam Count

Displays the number of times the client bridge has roamed to another
device. Use this value as a metric of network stability, as a high roam
count could be an indicator of poor signal strength.

Frequency Band

Displays the radio type currently transmitting. Either 802.11a or
802.11b/g.
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Table 4-1. Wireless Statistics Screen Details (continued)

Statistic

Description

Power

The power level in dbm for RF signal strength.

Reset roam count?

Click this button to reset the roam count.

Traffic Panel Details

Pkts per second

The column displays the average total packets per second crossing
the radio. The Rx column displays the average total packets per second
received. The Tx column displays the average total packets per second
transmitted.

Throughput

Use this information to assess whether the current throughput is sufficient
to support required network traffic. The column displays average
throughput on the radio. The Rx column displays average throughput in
Mbps for packets received. The Tx column displays average throughput
for packets transmitted.

Avg. Bit Speed

Displays the average bit speed in Mbps for the radio, considering bath
transmitted and received packets.

Approximate RF
Utilization

Approximate RF utilization of the CB3000 radio. This value is calculated as
the throughput divided by average bit speed.

% Non-unicast pkts

Percentage of total radio packets that are non-unicast. Non-unicast
packets include broadcast and multicast packets.

RF Status Panel Details

Avg MU Signal

Average RF signal strength in dBm for all devices interoperating with the
CB3000.

Avg MU Noise Average RF noise for all devices interoperating with the CB3000 radio. If
the noise level is excessive, consider moving the MUs closer to your
CB3000, or to an area with less conflicting network traffic.

Avg MU SNR Average Signal to Noise Ratio (SNR)for all devices interoperating with the
CB3000 radio. The Signal to Noise Ratio is an indication of overall RF
performance on your wireless network.

Error Panel Details

Avg Num. of Average number of retries for all devices interoperating with the CB3000

Retries radio.

% Gave Up Pkts Percentage of packets that the CB3000 gave up on for all devices
interoperating with the CB3000 radio.

% of Percentage of undecryptable packets for all devices interoperating with

Undecryptable Pkts | the CB3000 radio.

a. For CB3000 Client Bridge, the roam counter increments when the device moves from one AP to another

on the same channel.

is not incremented.

If the device has moved to a different AP on a different channel, the roam counter
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4.1.2 Viewing RF Statistics

RF Statistics track CB3000 activity over the device radio. To view CB3000 RF statistics, select
Statistics > RF Statistics from the CB3000 menu tree.

RF Statistics

Packet Retry Histogram

Count Packets{Number of Packets retried)
i] 69315
1 567

2 291

3 131

4 64

5 54

B B5

7 43

] 52

E] 23

10 685
1 408
12 0

13 0

14 0

15 0

Figure 4.2 RF Statistics
1. Refer to the Packet Retry Histrogram field for an overview of the retries transmitted by the CB3000

radio and whether those retries contained any data packets. Use this information to assess overall radio
performance.

2. Scroll down through the content of the screen to display a Packets Sent Histogram for each of the
client bridge radios.

The Packets Sent Histogram displays a percentage of the packets sent over the CB3000 radio at the
data rate (Mbps) each was sent. If the majority of the packets sent are at a slower data rate then the one
configured for the CB3000 radio, network problems are preventing the CB3000 from transmitting at an
optimum speed and you need to troubleshoot the device.

3. Click the Refresh button at any time to update the content of the RF Statistics screen to the latest data
collected over the CB3000 managed network.

4.1.3 Viewing Ethernet Statistics

Ethernet Statistics track CB3000 activity over the Ethernet. To view CB3000 Ethernet statistics, select
Statistics > Ethernet Statistics from the CB3000 menu tree.



Ethernet Statistics

Information
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Physical Address: 00:30:AB:27:E8:10 IP Address: 157.235.208.226

Subnet Mask: 25525500

Link: up

Auto-Negotiate / Auto-Sense: O

Speed Mode: 100Mbps

Duplex Mode: Full

Received

RX Packets: 361 RX Errors: 1

RX Bytes: 1002631 RX Dropped: ]
RX Overruns: ]
RX Frame: ]

Transmitted

TX Packets: 2436 TX Errors: 0

TX Bytes: 1167401 TX Dropped: 0
TX Overruns: 0
TX Carrier: 0

Fefresh I Help |

The Ethernet Statistics screen is partitioned into three detailed fields.

Figure 4.3 Ethernet Statistics Screen

¢ Information — Displays basic device address information and link connection status.

* Received — Displays statistics for the cumulative packets, bytes, and errors received since the CB3000
was last rebooted or the data collection statistics refreshed.

¢ Transmitted — Displays statistics for the cumulative packets, bytes, and errors transmitted since the

CB3000 was last rebooted or the data collection statistics refreshed.

Table 4-2 describes Ethernet statistics. Click

Table 4-2. Ethernet Statistics Screen Details

to update to the latest statistics.

Statistic |

Descripfion

Information Panel Details

Physical Address | The MAC address of the CB3000. The MAC address is hard-coded into the

device at the factory and cannot be changed.

Subnet Mask

Subnet mask IP address for the CB3000.

Link Status of the connection link. Possible values are:
e Up — The connection is active between the CB3000 and network.
e Down — The connection is interrupted or lost.

Auto-Negotiate/ | Status of Auto-Negotiate/Auto-Sense. When On, CB3000 sets the

Auto-Sense

connection speed and connection type.
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Table 4-2. Ethernet Statistics Screen Details (continued)

Statistic Description

Speed Mode The CB3000 network connection speed displayed in Mbps. For example,
100 Mbps. If the throughput speed is not achieved, examine the number of
transmit and receive errors, or consider increasing the supported data
rate.

Duplex Mode The CB3000 connection type. For example, Full.

IP Addresses IP address of the CB3000.

Received Panel Details

RX Packets Data packets received by the CB3000 from its networked clients.

RX Bytes Data bytes of information received for the CB3000°s networked clients.

RX Errors Total of X Dropped, RX Overruns and RX Frame errors. Use this
information to determine performance quality of the current CB3000
network connection.

RX Dropped Number of data packets that fail to reach the CB3000. If this number

appears excessive, consider establishing a new connection to the client.

RX Overruns

Buffer overruns to the CB3000. These occur when packets are received
faster than the CB3000 can handle them. If the number seems excessive,
consider reducing the data rate (see Configuring Ad Hoc Settings on page
3-5for more details).

RX Frame

Number of TCP/IP data frame errors received.

Transmitted Panel Details

TX Packets Total packets transmitted by the CB3000 to networked clients.

TX Bytes Data bytes of information transmitted by the CB3000.

TX Errors Total of TX Dropped, TX Overruns and TX Carrier errors. Use this
information to re-assess the effectiveness of the CB3000's location and
transmit speed.

TX Dropped Number of data packets that fail to get sent from the CB3000.

TX Overruns

Buffer overruns on the WAN connection. These occur when packets are
sent faster than the WAN interface can handle. If the number seems
excessive, consider reducing the data rate.

TX Carrier

Number of TCP/IP data carrier errors transmitted.

Viewing Event Log

The CB3000 keeps a log of network events updated every time an event occurs. Use the log file to
troubleshoot network problems that could result from broken device connections between the CB3000 and
networked clients.

To display the CB3000 log, select
update to the logged events.

from the CB3000 menu tree. Click to



view log

Logs
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show ath0 > /tmp/zero-wireless-statistics: ip -s link show
Jtmp/zero-ether-statisties; sleep 30; ip -2 link show athO
Jtwpfthirty-wireless—statistics; ip -3 link show ethO >
Jtmp/thirty-ether-statistic)

Jan 1 00:02:01 ch3000 /USRE/SBIN/CROM[712]: (root] CMD (ip
show athl > /tmp/zero-wireless-statistics; ip -3 link show
Jtmpf zero-ether-statistics; sleep 30; ip -z link show athd
Jtmp/thirty-wireless—-statistics; ip -3 link show ethO >
Jtmp/thirty-ether-statistic)

Jan 1 00:03:01 ch3000 /USR/SBIN/CRON[753]: (root) CHMD (ip
show ath0 > /tmp/zero-wireless-statistics: ip -s link show
Jtmp/zero-ether-statisties; sleep 30; ip -2 link show athO
Jtwpdthirty-wireless—-statistics; ip -3 link show ethO >
Jtmp/thirty-ether-statistic)

Jan 1 00:04:01 ch3000 /USR/SBIN/CRON[796]: (root] CMD (ip
show athl > /tmp/zero-wireless-statistics; ip -3 link show

Fefresh | Help |

Figure 4.4 View Log Screen

ethl >

L

-5 link
ethl >

-3 link
ethl >

-5 link

etho > hd|
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4.2

4.2.1

Configuring Management Protocols

Numerous management protocol settings are required to support the monitoring and logging mechanisms of
the CB3000. To configure these management protocol settings, see the following:

e HTTR HTTPS Configuration Settings
o SNMP Settings
e DHCP Server Settings

e Time Settings

HTTP, HTTPS Configuration Settings

The CB3000 supports both HTTP and HTTPS Web access mechanisms. This configuration sets the minimum
requirement for access. If you select HTTPS (default), then only HTTPS can access the CB3000. If you select
HTTP, then either HTTP or HTTPS will be able to access the CB3000. The Discovery Tool always launches
HTTPS pages.

To enable HTTP or HTTPS Web access:
1. Select from the CB3000 menu tree.

HTTP HTTPS Configuration Settings

Apply I Help I

Figure 4.5 HTTP HTTPS Configuration Settings
The HTTP/HTTPS Configuration Settings screen displays. By default, HTTPS is enabled.
2. To change Web access to HTTP. select the HTTP radio button. Click
This enables HTTP access to the Client Bridge.

If you select HTTP, the CB3000 is accessible through HTTPS as well. If HTTPS is selected however, access
is only permitted through HTTPS.

3. Click . The appropriate access mechanism is enabled.

422 SNMP Settings

Simple Network Management Protocol (SNMP) facilitates the exchange of management information
between network devices. SNMP uses Management Information Bases (MIBs) to manage the device
configuration and monitor Internet devices that may be in remote locations. MIB information accessed via
SNMP is defined by a set of managed objects called object identifiers (0IDs). An object identifier (OID) is
used to uniquely identify each object variable of an MIB.
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SNMP allows a network administrator to manage network performance, find and solve network problems,
and plan for network growth. The CB3000 supports SNMP management functions for gathering information
from its network components, and communicating that information to specified users.

The CB3000 SNMP agent functions as a command responder and is a multilingual agent responding to
SNMPv1 and v2¢ managers (command generators). The factory default configuration maintains SNMPv1/2c¢
support of the community names, and thus provides backward compatibility.

To customize the SNMP capabilities provided by default with the CB3000, see the following:
o SNMP Trap Selection
o SNMP Access
o SNMP Destination

SNMP Trap Selection

SNMP provides the ability to send traps to notify the administrator that trap conditions are met. Traps are
network packets containing data relating to network devices, or SNMP agents, that send the traps. SNMP
management applications can receive and interpret these packets, and optionally perform responsive
actions. SNMP trap generation is programmable on a trap-by-trap basis.

By default, the following SNMP traps are enabled to capture network events that could impact your network,
as they relate to CB3000 operations:

e SNMP Cold Start — Trap generated whenever the CB3000 re-initializes while transmitting, possibly
altering the SNMP agent's configuration or protocol entity implementation.

¢ SNMP ACL Violation — Trap generated whenever a SNMP client cannot access SNMP management
functions or data due to an Access Control List (ACL) violation. This can result from a missing/incorrect
IP address entered within the Ethernet Settings screen.

e SNMP Authentication Failures — Trap generated whenever a SNMP-capable client is denied access
to the CB3000's SNMP management functions or data. This can result from an incorrect login, or missing
or incorrect user credentials.

¢ Configuration Changes — Trap generated whenever changes to the CB3000's configuration file are
saved.

e Ethernet Acl Violation - Trap generated whenever a device (not on the Wired Ethernet ACL) has
requested access to the CB3000 managed network. Only devices on the Wired Ethernet ACL can access
the CB3000 without trap generation.

¢ Firmware Upgrade Failure - Trap generated whenever errors are detected during the CB3000 firmware
upgrade process.

¢ Config File Update Failure - Trap generated whenever errors are detected during a CB3000
configuration file update operation.

¢ Invalid Text Config - Trap generated whenever an error is detected when reading a configuration file.

¢ Wireless Time Adopt Failure - Trap generated when the adoption threshold (limit) has been exceeded
for a device adoption operation.

¢ Rf Threshold Throughput - Trap generated when the defined RF throughout for the CB3000 has been
exceeded.

¢ Rf Average Retries - Trap generated when the defined number of device retry attempts has been
exceeded.
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¢ Process Failure - Trap generated when a system critical process (Linux process) fails and is re-started.

1. To modify these default SNMP trap definition settings, select Management > SNIMIP > SNVIP Trap
Selection from the CB3000 menu tree. The SNMP Trap Selection screen displays.

2. Unselect a trap, if desired, then click Accept to save the setting.

‘ SNMP Trap Selection

/1 | SNMP Cold Start V| | SNMP ACL Violation

I || SNMP Authentication Failures Configuration Changes

Ethernet Acl Violation Firmware Upgrade Failure

Config File Update Failure ﬂ Invalid Text Config

Wireless Time Adopt Failure

Rf Average Retries ¥ | Process Failure

EEEE

Rf Threshold Throughput

Accept | Cancel | Help||

Figure 4.6 SNMP Trap Selection

4.2.2.2 SNMP Access

Use the CB3000 SNMP interface to restrict access using IP addresses. Those who are allowed access to the
CB3000 SNMP interface, have access to read the SNMP generated information and, if allowed, modify
related settings from an SNMP-capable client.

I*? NOTE: The CB3000 implemented SNMP ACL applies to SNMP v1/v2c community
definitions.
Note

To configure SNMP user access control for the CB3000:

1. Select Management > SNIMP > SNMP Access from the CB3000 menu tree. The SNMP Access
Control screen is displayed.
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‘ SNMP Access Control

SMMP Community Strings
M Enable SNMP Access

|private

SNMP Access IP Addresses Range

Allowed IP Addresses

Figure 4.7 SNMP Access Control
2. Select the Enable SNIVIP Access checkbox to enable/disable the CB3000 SNMP interface

3. Enter a 4-32 character string for read-only SNMP permissions in the Read Only field. The default is
"public".

4. Enter a 4-32 character string for read/write SNMP permissions in the Read Wirite field. The default is
"private".

5. Enter Start IP and End IP addresses to specify a range of users that can access the CB3000 SNMP
interface. Use just the Start IP Address field to specify a single SNMP user. To leave access
unrestricted, do not enter an IP address.

For additional access control, an SNMP-capable client can be set up whereby only the administrator can
use a read/write community definition.

6. Click Add to add the specified IP address(es).

Once added, those IP addresses with an allowed designation display within the Allowed IP Addresses
table.
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4.2.2.3 SNMP Destination

Traps generated by the CB3000 can be sent to one or more destinations. To configure a SNMP trap
destination for receiving SNMP traps generated by the CB3000:

1. Select Management > SNMIP > SNMIP Trap Destinations from the CB3000 menu tree. The SNMP
Trap Destinations screen displays.

SNMP Trap Destinations

This page allows you to configure SNMP Trap Destinations.

o
162 _
llpublic
|1 vl

ladd | Cancel | Help |

156.128.10.10 162 public 1

£

Delete | Refresh |

Figure 4.8 SNMP Trap Destinations

2. Configure the remainder of the fields.

e Destination IP — Specify a destination IP address for receiving the traps sent by the CB3000 SNMP
agent.

e Port — Specify a destination User Datagram Protocol (UDP) port for receiving traps.
e Community — Enter a community name specific to the SNMP-capable client that receives the traps.

e SNIMP Version — Use the SNMP Version drop-down menu to specify v1 or v2. Some SNMP clients
support only SNMP v1 traps, while others support SNMP v2 traps and possibly both, verify the
correct traps are in use with clients that support them.

3. For each specified destination IP, click Add to add the destination to the list of locations.

4. Select the checkbox for the destination IP address you wish to delete from the list and click the Delete
button.

5. Click the Refresh button to update the data displayed within the screen to the latest values.

4.2.3 SNMP RF Trap Thresholds
The CB3000 Client Bridge allows settings of SNMP RF threshold levels on reaching which the traps are fired.
To configure the SNMP RF Trap Thresholds:

1. Select Management > SNVIP > SNIMP RF Trap Thresholds from the CB3000 Client Bridge menu tree.
The SNMP RF Trap Thresholds screen displays.
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SMNMP RF Trap Thresholds

RF Trap Thresholds

greater than ]_ ' : Pps
greater than | | Mbps
\:g;e_éier than I I | Retries

Minimum Packets

I

Apply | Undao Changes | Help |

Figure 4.9 SNMP RF Trap Thresholds
2. Configure the fields.

e Pkts/s — Configure the number of packets per second value for 802.11b/g and 802.11a on exceeding
which the SNMP trap is set.

e Throughput — Configure the throughput value in Mbps on exceeding which the relevant SNMP trap
is set. This is set for both 802.11b/g and 802.11a.

e Average Retries — Configure the number of retires for 802.11b/g and 802.11a on exceeding which
the relevant SNMP trap is set.

3. Use the Minimum number of Packets required for a trap to fire text box to enter the minimum
number of packets that are required for the SNMP traps to fire.

4. Click Apply button to accept the changes to this screen. Click Undo Changes to revert back to older
values supplied for this screen.

4.2.4 DHCP Server Settings

A CB3000 in an Ad-hoc network can serve as a DHCP server to allocate IP addresses to other devices
comprising the Ad-hoc network.

* NOTE: This feature is only relevant for Ad-hoc networks.

Note

R

To configure CB3000 DHCP:
1. Select Management > DHCP Server from the CB3000 menu tree. The DHCP Server screen displays.
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‘DHCP Server

¥ Enable DHCP Server support

Apply | Cancel | Help |

Figure 4.10 DHCP Server Settings

2. Select the Enable DHCP Server support radio button. This enables the CB3000 to act as a host server
to allocate IP addresses to those devices joining the CB3000 initiated Ad-hoc network.

3. Configure the DHCP server settings, as follows:

e [P Range for DHCP — This range provides a means of controlling a low and high value for the IP
addresses on the CB3000 network. Define the range of IP addresses you would like the CB3000 to
provide to DHCP clients joining the CB3000-initiated Ad-hoc network. The valid range of numbers is
between 1 and 254.

e Subnet Mask — IP address for the CB3000 DHCP server connection. This number is available from
the ISP for a DSL or cable-modem connection, or from an administrator if the CB3000 connects to a
larger network. A typical subnet mask is 255.255.255.0.

e Gateway — IP address of the DHCP server.

e First DNS — A DNS server translates human readable addresses (i.e, www.motorola.com) into an IP
address readable by a computer.

e Second DNS — Backup DNS server.
4. Click Apply to save the settings, or Cancel to exit the screen without saving your changes.

4.2.5 Time Settings

Time synchronization is recommended for the CB3000's network operations. Therefore, setting the CB3000's
internal time is required for network clock synchronization in a CB3000's managed network environment.

The CB3000 (an NTP client) periodically synchronizes its time with a master clock (an NTP server). For
example, the CB3000 sets its clock to 07:04:59 upon reading a time of 07:04:59 from its designated NTP
server. Support for both of these options is available in the Time Settings screen.

WARNING! The time setting will be lost on a reboot, and it will
start with the default time, i.e., January 1, 2000.

To configure clock synchronization on the CB3000:
1. Select Management > Time Settings from the CB3000 menu tree. The Time Settings screen displays.
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|Time Settings

Current time : Sat Jan 1 00:27:35 2000

Figure 4.11 Time Settings

2. Select either Manual Time Setting or Enable NTP on CB3000 to specify how CB3000 system time is
configured.

e Manual Time Setting — If selected, the CB3000 system time is based on the time entered within
the Local Time Settings fields.

e Local Time Settings — Current time based on the CB3000 system clock. If NTP is disabled or if
there are no servers available, the system time displays the CB3000 uptime. The time does not
automatically update. Click the Refresh button to update the date and time.

e Enable NTP on CB3000 — If selected, specifies the CB3000 time is based on the specified NTP
server entered within the Server Configuration fields.

e Preferred time Server —IP address and port of the primary NTP server. The default port is 123.

e First Alternate time Server — Optionally, specify the IP address and port of an alternative NTP
server to use for time synchronization if the primary NTP server goes down.

e Second Alternate time Server—QOptionally, specify the IP address and port of yet another NTP
server for the greatest assurance of uninterrupted time synchronization.

3. Select the Enable Wireless Network Time Adoption on CB 3000 checkbox to enable the CB3000 to
obtain its system time from its associated switch.

e UTC Settings — Define the Hours and Minutes intervals the CB3000 uses to synchronize its system
time with its associated switch.

4. Click Apply to save the settings, or Cancel to exit the screen without saving your changes.
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Administrative Options

This chapter discusses administrative options to configure support settings of the CB3000 rather than central
operational settings. These include:

Changing the Password

Rebooting or Restoring a Device

Importing or Exporting the Configuration File

Loading Firmware

® [ogging Settings

Troubleshooting Options

5.1 Changing the Password

Before setting CB3000 security options, verify that an administrative password exists for the CB3000 that is
different from the default password for the device (that can be easily obtained).

To password protect and restrict CB3000 device access:
1. Select Tools > Change Password from the CB3000 menu tree.

‘ Change Password

Figure 5.1 Change Password Screen
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5.2

5.2.1

2. Enter the username and password used to log into the console in the and
fields.
3. Enter a new password in the field. The new password can be from 0 - 8 characters
4. Enter the new password a second time in the field.
5. Click to save the settings, or to exit the screen without saving your changes.
To restore the username and password to default values, click the button.

increased level of security for the device, the password is

f WARNING! While password protecting the CB3000 provides an
transmitted over the network in clear text.

Rebooting or Restoring a Device

If the CB3000 Client Bridge stops responding to commands or is slow, it is easier to reboot the device to
restart all the process without changing the device settings.

If at any given time the administrator needs to restore the device to its original factory state, this is also a
viable option. Restoring the device wipes out all previously configured settings. Motorola recommends
saving a configuration file before restoring the device.

(See Importing or Exporting the Configuration File on page 5-5).

|*? NOTE: The user also has the option of pressing the CB3000 Reset button for 10
seconds or longer to restore the device to its factory default configuration.
Note

See the following for more information on rebooting or restoring the CB3000.
® flebooting the Device

e flestoring the Device

Rebooting the Device

after changing its configuration to avoid a disruption of operation

f WARNING! Please wait 10 seconds hefore resetting the CB3000
and possible device hang.

To reboot the CB3000:
1. Select from the CB3000 menu tree. The Reset/Restore CB3000 screen displays.
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Reset / Restore CB3000

You may restore the settings that your CB3000 had when it was shipped from the factory. Or, in the event that the CB3000
stops responding correctly, you may perform a reboot.

To begin restoring the factory default settings or to begin the reboot, click the button helow.

Festare | Fehoat | Help |

Figure 5.2 Reset / Restore CB3000 Screen

2. Click the button to restart the CB3000. The CB3000's network connection is disrupted for a few
moments while the CB3000 reboots.

* NOTE: If rebooting the CB3000 does not alleviate the device’s poor performance.
0 Consider restoring the CB3000's out-of-box default configuration. For more

Nofe information, see Restoring the Device on page 5-3..

5.2.2 Restoring the Device

If problems persist with the operation of the CB3000, consider restoring the device’s out-of-box factory
configuration. Reverting the CB3000 back to its default configuration wipes out the current device
configuration. Consider saving the CB3000's current configuration, and having it available to either port to
another CB3000 or download back to the same CB3000 after restoring the device.

See Importing or Exporting the Configuration File on page 5-5.

WARNING! Restoring the CB3000's default configuration deletes
the device’s current configuration.

To restore the CB3000 to the out-of-box default configuration:

1. Save the CB3000's current configuration before updating the firmware. After the firmware update, the
configuration file can be imported in order to restore the CB3000 to the configuration saved before the
update. See Importing or Exporting the Configuration File on page 5-5 for more information.

WARNING! Be sure to save a copy of the CB3000’s configuration
file before restoring the device’s default configuration.

2. Select from the CB3000 menu tree. The Reset/Restore CB3000 screen displays.
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‘Reset / Restore CB3000

You may restore the settings that your CB3000 had when it was shipped from the factory. Or, in the event that the CB3000
stops responding correctly, you may perform a reboot.

To begin restoring the factory default settings or to begin the reboot, click the button helow.

Festare | Fehoat | Help |

Figure 5.3 Reset/Restore CB3000 Screen
3. Click the Restore button.

The CB3000's network connection is disrupted for a few moments while the CB3000 loads its default (out-

of-box) configuration, then restores the screen. Once the default configuration is restored, restore the
last saved configuration or reconfigure the device.

|*? NOTE: Restoring the device is the same as the “Reset to initial” option available
on the Troubleshooting screen.
Note
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5.3 Importing or Exporting the Configuration File

A CB3000 configuration file can be saved and downloaded (exported) to be used later for importing to other
CB3000 units, or to restore a CB3000 temporarily reset to factory defaults. Using the file-based configuration
feature speeds up the setup process at sites using multiple CB3000s.

To create an import-able/export-able CB3000 configuration file, select Tools > Configuration File from the
CB3000 menu tree. The Config Import/Export screen displays.

Imports or exports can be conducted using either FTP or HTTP. FTP is useful for remote accessibility of
configuration files not located with the CB3000, but on an accessible FTP server. HTTP is useful to import/
export configuration files locally. Refer to the following depending on your import/export requirements.

e Using FTP
e sing HTTP

NOTE: When updating firmware from a FTP/TFTP server, provide the path to the
‘*’ file relative to the root folder on the FTP/TFTP server. For example, if the image file
is located in the folder "CB3000\images" under the FTP/TFTP server's root folder,
Note enter "/CB3000/images/" in the File Path field.

NOTE: If the image file is located in the FTP/TFTP root directory, leave the File
Path field blank.

5.3.1 Using FTP

To import or export a CB3000 configuration file using an FTP server:

1. Select Tools > Configuration File Settings from the CB3000 menu tree. The Config Import/Export
screen displays. If using FTP, only the top panel of the screen is used.
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Config Import/Export

Figure 5.4 Config Import/Export
2. Configure the FTP Import/Export settings to import or export a CB3000 configuration file.
e Configfile Type — Type of the file to export. Select from Binary or Text.
¢ Filename — Name of the configuration file written to the FTP server.

File Path - Defines the path to the specified filename.

Server IP —IP address of the destination FTP server where configuration file is imported or
exported.

e sername — Username used when logging in to the FTP server.

Password — Password (associated with username) allowing access to the FTP server for the
operation.

Config File Types
CB3000 Client Bridge allows export of device configuration information as binary or text file types.
Binary files are used when upgrading CB3000 Client Bridge device firmware from version 1.0 to version 1.1.

Text files are human readable and are a important while troubleshooting the device. They can be read,
updated, and uploaded to change the device’s configuration.

3. Continue, as appropriate, depending on whether you are importing or exporting a configuration file from/
to the specified FTP or TFTP server with the specified filename and login information.
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e [fimporting, click the FTP Import or TFTP Import button.

The system displays a confirmation window indicating the administrator must log out of the CB3000
after the operation completes for the changes to take effect.

Click Yes to continue the operation, or No to cancel the configuration file import.
e [fexporting, click the FTP Export or TFTP Export button.

The saved configuration file should be found/available on the specified FTP server.

5.3.2 Using HTTP

To import or export a CB3000 configuration file using HTTP settings (local machine import/exports):

1. Select Tools > Configuration File from the CB3000 menu tree. The Config Import/Export screen
displays. If using HTTP, only the bottom panel of the screen is used.

2. Continue, as appropriate, depending on whether you are importing or exporting a configuration file.
If importing, follow these steps:
e (lick Browse to define a location on the system for the imported configuration file.

e (lick the Apply Uploaded File button to apply the configuration. If successful, the following
message displays: Configuration file has successfully updated. Rebooting... Please wait.

WARNING! Please wait 10 seconds hefore resetting the CB3000
A after changing its configuration to avoid a disruption of operation
and possible device hang.

If exporting, follow these steps:

e (lick the Generate File button to generate the configuration data to export to a file (within the
console system’s clipboard).

e A few moments after a “Generate File done” message displays, click Download File. A File
Download pop-up window appears.

File Download - Security Warning x|

Do you want to save this file?

Marne;  configfile
s
Type:  Unknown File Type

From: 157.235.205.226

Save | Cancel I

‘While filez from the Internet can be useful, thiz file type can
o patentially harm your computer. IF pou do not trust the source, do not

save this software. What's the risk?

Figure 5.5 File Download Dialog Box

e (lick Save. A dialog box prompts for a filename and location for the exported file
(on the local machine or networked machine). Once the configuration file is saved, the Download
Complete pop-up window appears.
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Download complete . o ] 5|

vl

= Download Complete

Saved:
configfile from 157, 235,208,226

Downloaded: 2.88KBin 1 sec
Download ko Ci\Documents and Setting.. . \configfile
Transfer rate; 2.88 KBfSec

™ Close this dislog box when download completes

Open | Open Folder | Cloze I

Figure 5.6 Download Complete Dialog Box

e Click Open to open the file. As the file does not have an extension, the Open With pop-up window
opens.

openwich 2l x|
- j Choose the program you want to use to open this file:

File:  configfile

—Programs

A~ acrobat Distiller

7= Adobe Acrobat 7.0

7l Adobe Reader 7.0

B ATAUTHOR

@ Firefox

H’ FrameMaker 7.2 Application
g Internet Explorer
ﬁ javaws

| MG-SOFT MIB Compiler (Front-end)

ﬁ Microsoft Office Document Imaging

@ Microsoft Office Excel LI

[T I T - SR M

™| Blways use the selecked pragram bo apen this kind of File

Erowse. . |

oK I Cancel |

Figure 5.7 Open With Dialog Box

e |n the Open With pop-up window, select Internet Explorer and click OK to open the configfile with
Internet Explorer.

e Use Internet Explorer's File > Save As dialog box to save the configfile as a text file.




Documents and Setting

00032661, Desktop)co

Fle Edt View Favorites Todls  Help

@Ba:k - @ - @ @ ‘{b‘pSEar:h *Favur\tes @‘ ﬁE' & LJ @k ﬁ 3

Address |@ C:\Documents and Settings)A00032661\Desktopiconfigfis

EHENLCE

i
/4 CE3000 Configuration Cowmand Script
/4 System Firmware wversion: 1.1.1.0-003R

/
pazsawd enc-admin 97bff26855a8bis
/

Save jn I @ My Network Documents

i
E Q@ E

2

Cyberlink
My Music
My Pictures
My Videos

change password

/4 echange CE3000's admin passwvor
/44 password: 1-8 characters
set pagswd current-admin 0

set passwd nev-admin V0

/

sertings

wireless settings

wlan settings

/4 wlan sertings configuration

set
set
set
set
set
set
/

set
wir
sec

I

netyork mode ap

eszid specify

=23id name 101

fregquency band a/b/g

scan mode active
country/region United Ztates

tings
eless settings

Uity

security configuration

[&] one

File pame: contigfid

Saveastpe  |Tes il [tt)

Ll Le] Lo

Encoding: IWestarn European (Windows)

Save I
Cancel

Figure 5.8 Save File As Dialog Box
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e From the Save as Type drop-down, select Text File (*.txt). Click Save to save the file.
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5.4 Loading Firmware
Motorola periodically releases updated versions of the CB3000 device firmware to the following URL:

http://support.symbol.com/support/product/softwaredownloads.do

If the CB3000 firmware version displayed on the Information or Troubleshooting screens are older than
the version on the Web site, Motorola recommends updating the CB3000 to the latest firmware for full
feature functionality.

|*? NOTE: The firmware file must be available from an FTP or TFTP site, or a locally
networked machine to perform the update.
Note

To conduct a CB3000 firmware update:

1. Save the CB3000 current configuration before updating the firmware. After the update, the configuration
file can be imported to restore the CB3000 to the settings before the update.
See Importing or Exporting the Configuration File on page 5-5 for more information.

WARNING! Be sure to save a copy of the CB3000’s configuration
file before updating the firmware.

2. Select Tools > Load Firmware from the CB3000 menu tree. The Load Firmware screen displays.

Load Firmware

3000 firmware, This operation will cause your CB3000 to reboot.

=
=
E
g
2
=
=
(-3
:
L3
2

111000

w [
Password |—

2

7 1

|. Browse... |

~ Upgrade | Cancel | Help |

Figure 5.9 Load Firmware Screen
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3. Refer to the CB3000 Version displayed at the top of the screen to assess whether a firmware update is
required. Compare the installed version with the version available at:

http.//support.symbol.com/support/product/softwaredownloads.do
If a firmware update is required, proceed to step 4.

4. Get the firmware file from either an FTP/TFTP server, or locally, via HTTP, by clicking on the appropriate
radio button in the upper and lower panels on the screen.

5. If loading the firmware file from a FTP/TFTP server, follow these steps (skip to step 6 for HTTP loads):

a. Specify the name of the target firmware file within the File name field. File names should be in the
format “ch3000_1.1.1.5".

b. If the target firmware file resides within a directory (once downloaded from the Web site), specify a
complete path for the file within the File path field.

c. Select either the FTP or TFTP server radio button, as required, to define whether the firmware file
resides on a FTP or TFTP server.

d. Set the following parameters:

e |P Address —IP address for the FTP or TFTP server.

e Username (for FTP server only) — Username to log into the server.

e Password (for FTP server only) — Password associated with the username.
e. Continue with step 7.

6. If loading the firmware file from a locally stored file (getting firmware file from HTTP), click the Browse
button to navigate to the locally stored firmware update file. Continue with step 7.

7. Click the Upgrade button to initiate the update. Upon confirming the firmware update, the CB3000
reboots and completes the update.

8. Confirm the CB3000's configuration is the same as before the firmware update.

If they are not, import the configuration file saved prior to performing the update (step 1). See Importing
or Exporting the Configuration File on page 5-5for more details.

after changing its configuration to avoid a disruption of operation

f WARNING! Please wait 10 seconds before resetting the CB3000
and possible device hang.
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5.5 Logging Settings

The CB3000 continually logs system events which can prove useful later in assessing the throughput and
performance of the CB3000 or troubleshooting problems on the CB3000-managed LAN. The type of event
message and where they should be logged can also be configured from the CB3000 console.

To configure event logging for the CB3000:

1. Select Tools > Logging Configurations from the CB3000 menu tree. The Logging Configurations
screen displays.

‘ Logging Configurations

|
This page allows you to view log files.

Log Level B ( The message is purely infarmational. ) j
 saved Iocally

o syslog server

Syslog server IP address: | E | : | B |

" email
ehail address: Imymail @Imyisp.com
our Outgaing Mail Server: ID ) ID ! ID ) ID

Apply | Undao Changes | Help |

Figure 5.10 Logging Configurations
2. Configure the logging level and log destination as required.

¢ Logging Level —Select the desired log level for tracking system events. Eight standard UNIX/LINUX
syslog levels are available:

e (- Emergency. The system is unusable.

e 1- Alert. Action on these types of events must be taken immediately.
e 2 -(ritical. States a critical condition.

e 3 - Errors. Describes an error.

e 4 -Warning. Action should be taken as soon as possible.

¢ 5-Notice. A normal but important event.

¢ 6 - Info. Nothing to do, since information only.

e 7 -Debugging purposes only.

e saved locally — Select this radio button to save the log file to the host to which the CB3000 is
physically connected. Log entries are not saved in the CB3000. While the CB3000 is in operation, log
data temporarily resides in memory.

¢ syslog server — Select this radio button to enable an external syslog server to listen for incoming
syslog messages and decode the messages into a log for viewing. Enter the IP address of an external
syslog server in order to route the syslog events to that destination.

e email — Select this radio button to configure the CB3000 to route log files to the email address and
mail server designated. Configure the following parameters:
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e eMail address — Enter an email address as the target destination for the log file.

e Your Outgoing Mail Server— Enter the IP address of the outgoing mail server required to route the
log file to the destination email address.

3. Click Apply to save any changes.

4. Click Undo Changes to undo any changes made. Configurations revert to the last saved configuration.
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5.6 Troubleshooting Options

The CB3000 console includes utilities for testing IP network or local network communication issues between
the device and host. These utilities (as well as a button to restore the CB3000 to its factory configuration)
are available in the CB3000 Troubleshooting screen.

Access the Troubleshooting screen by selecting Tools > Troubleshooting from the CB3000 menu tree. At
the top of the screen, the Firmware version, MAC address and CB3000 serial number display.

Trouble shooting

ostics to monitor the health as shown below .

rsion |1.11.0-003R
Mac Address IDD:SD:ab:Z?:eB:m
Serial Number 1507652040001

P addess] ] ] ]
|32 ’Bﬂ'tsg

Help |

Figure 5.11 Troubleshooting Screen
The following options exist within the Troubleshooting screen:

Determine if a Firmware Update is Needed — Determine whether a firmware update is required by
comparing the existing version against the latest version available on the Motorola Web site. Go to
http.//support.symbol.com/support/product/softwaredownloads.do to compare the versions. To update
the firmware, see Loading Firmware on page 5-10.

The MAC Address and Serial Number are hardcoded to the CB3000 during the manufacturing and are
located on the bottom of the CB3000. Keep the MAC address and the serial number readily available
since these addresses are required when contacting Symbol to report a problem.

Ping an Assaciated Device — The CB3000 can verify its link with an associated access point or networked
peer (depending on the configured network mode) by sending WNMP ping packets to the device. To
conduct a ping test with an associated device:

a. Enter the IP address of the target device.

b. Specify the length of each data packet transmitted to the target device during the ping test. This
increment is defined in bytes. If you don't know, enter a large arbitrary amount like 500.

¢. Specify the number of ping packets to transmit (in other words, the number of ping tests to perform).


http://support.symbol.com/support/product/softwaredownloads.do
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d. Click the ICMP Ping Test button. Results of the ping test displays in the Status box.

=)
——— 157.235.208.226 ping statistics —-—-
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.5/0.5/0.6 m=s

Figure 5.12 Ping Test with Associated Device Status Example

Use the results to determine whether the device association should be maintained or replaced by a
device association providing better network coverage and signal strength.

® Ping the Host—The CB3000 can verify its link with its host by sending WNMP ping packets to the host’s
IP address. To conduct an ICMP ping test with the CB3000’s host:

a. Enter the IP address of the host.

b. Specify the length of each data packet transmitted to the target device during the test. This
increment is defined in bytes. If you don't know, enter a large arbitrary amount like 500.

¢. Specify the number of ping packets to transmit.

d. Click the Comm Connection Test button. Results of the test displays in the Status box.

UF BROADCAST MULTICAZT MTU:1500 Metric:l
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TE packets:0 errors:0 dropped:0 overruns:0

athi Link encap:Ethernet HWaddr 00:30:4B:27:E5:10 j

carrier:0

collisions:0 txgueuelen:199 LI

Figure 5.13 Ping Test with Host Status Example

e. Use this information to determine whether the host connection should be maintained or replaced by
a host connection providing better connectivity with the CB3000.
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CB3000 Technical Specifications

The CB3000 client bridge has the following technical specifications:

Weight (with antenna)

Dimensions

Protocol Support

Standards Conformance

Network Architectures

Operating Frequencies

LAN (Ethernet) Connection
Ethernet Frame

Data Rate

Modulation

0.65 Ibs (0.30 kg)

71in. wide x 4 in. deep x 1.2 in. high
(17.78 cm. wide x 10.16 cm. deep x 3.05 cm high)
excluding external antenna and foot stand

TCP/IP, DHCP

IEEE 802.11
|EEE802.3
IEEE802.1d
IEEE 802.11a
IEEE 802.11g
IEEE802.1x
IFEE802.3u
HTTP

Infrastructure (Access Points)
Ad-Hoc (Peer-to-Peer)

802.11a: 4.9 -5.9 GHz
802.11b/g: 2.4 - 2.5 GHz

One 10/100 Base-T
Ethernet_Il and IEEE 802.3

|EEE 802.11a: 54, 48, 36, 24, 18,12, 9, 6 Mbps
IEEE 802.11b: 11, 5.5, 2, 1 Mbps
|EEE 802.11g: 54, 48, 36, 24,18, 12, 9, 6 Mbps

IEEE 802.11a: Orthogonal Frequency Division Multiplexing
(64QAM, 16QAM, QPSK and BPSK)

IEEE 802.11b Direct Sequence Spread Spectrum (CCK, DQPSK,
DBPSK)

IEEE 802.11g QOrthogonal Frequency Division Multiplexing
(64QAM, 160AM, QPSK and BPSK)
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Security

Peak Antenna Gain

Operating Temperature
Storage Temperature
Operating Humidity
Storage Humidity
Power Supply

Other Features

64/128-Bit WEP
|EEE 802.1x
WPA1 (TKIP)
WPAZ2 (CCMP)

3 dBi at 2.4 GHz
4 dBiat5 GHz

0-50° Celsius
-20-70° Celsius
10 —90% relative humidity, non — condensing

5 —85% relative humidity, non — condensing

Switching DC 12V, 1A

e Supports SNMP MIBs (Simple network management protocol)

e Features: Embedded HTTP Web management server in each
access point works with any web browser that supports HTML
and Javascript



SNMP MIB Support

The reference design has support for SNMP v2. The SNMP agents WILL be accessible through SNMP
manager applications such as HP Open View, MIB browsers. The SNMP agent WILL support read-write, read

only or disabled modes. The following are the supported SNMP MIBs.

MIB Name Description Supported

BRIDGE Module for managing devices supporting 1.36.1.2.17
802.1D

IEEEB02dot11 Standard MIB for 802.11 devices and includes | .1.2.840.10036
entities for station management, MAC and PHY
settings.

[F-MIB MIB module for managing objects for network | .1.3.6.1.2.1.2.2.1.1

interface sub-layers. This is an updated version
of the MIB-Il Table.

IP-FORWARD-MIB Module for managing CIDR multipath routes 1.36.1.214.24

[P-MIB MIB for managing IP and ICMP 1.3.6.1.2.1.4(IP)
implementations, excluding the managementof | 1316215 (ICMP)
IProutes. 13.16.2.1.48

XXX-DOT11EXT2-MIB

Vendor specific extensions to the standard
802.11 MIB for additional station management
objects, association table, enhanced security,
neighboring BSSs.

1.3.6.1.4.1.yyy.3

SNMPv2-MIB MIB module for managing SNMPv2 entities. 1.3.6.1.6.3.x

TCP-MIB MIB module for managing TCP 1.36.1.216
implementations.

UDP-MIB MIB module for managing UDP 1.36.1.21.7
implementations.

SBL-MIB Motorola-specific MIB information to be

implemented
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Customer Support

Motorola’s Enterprise Mobility Support Center

If you have a problem with your equipment, contact Enterprise Mobility support for your region. Contact
information is available at: http.//www.symbol.com/contactsupport.

When contacting Enterprise Mobility support, please provide the following information:
e Serial number of the unit
® Model number or product name
e Software type and version number

Motorola responds to calls by email, telephone or fax within the time limits set forth in support agreements.
If you purchased your Enterprise Mobhility business product from a Motorola business partner, contact that
business partner for support.

Customer Support Web Site

Motorola's Support Central Web site, located at http.//support.symbol.com/support provides information
and online assistance including developer tools, software downloads, product manuals and online repair
requests.

Downloads

http://support.symbol.com/support/product/softwaredownloads.do

Manuals

http.//www.symbol.com/manuals

General Information
Obtain additional information by contacting Motorola at:
1-800-722-6234, inside North America
+1-516-738-5200, in/outside North America

http.//www.motorola.com,


http://support.symbol.com/support/
http://www.symbol.com/contactsupport
http://support.symbol.com/support/product/softwaredownloads.do
http://www.symbol.com/manuals
http://www.motorola.com/
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Wireless Security Basics

CB3000 Client Bridge provides support for the following wireless security protocols.
o WEP Security
o WPAT (TKIP) Security
e WPAZ (CCMP) Security
e Secure 802.1x Security
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D.1 WEP Security

All WLAN devices face possible information theft. Theft occurs when an unauthorized user eavesdrops to
obtain information illegally. The absence of a physical connection makes wireless links particularly
vulnerable to this form of theft. Most forms of security rely on encryption to various extents.

Encryption entails scrambling and coding information, typically with mathematical formulas called
algorithms, before the information is transmitted. An algorithm is a set of instructions or formula for
scrambling the data. A key is the specific code used by the algorithm to encrypt or decrypt the data.

Decryption is the decoding and unscrambling of received data. WEP may be all that a retail business needs
for the simple encryption of wireless data. However, networks that require more security are at risk from a
WEP flaw and should use a more sophisticated method for securing their CB3000 Client Bridge managed
network.

The same device, host computer or front-end processor, usually performs both encryption and decryption. The
data transmit or receive direction determines whether the encryption or decryption function is performed.
The device takes plain text, encrypts or scrambles the text typically by mathematically combining the key
with the plain text as instructed by the algorithm, then transmits the data over the network. At the receiving
end another device takes the encrypted text and decrypts, or unscrambles, the text revealing the original
message. An unauthorized user can know the algorithm, but cannot interpret the encrypted data without the
appropriate key. Only the sender and receiver of the transmitted data know the key.

WEP is an encryption security protocol specified in the /EEE Wireless Fidelity (Wi-Fi) standard, 802.11b and
supported by the CB3000 Client Bridge. WEP encryption is designed to provide a wireless device with a level
of security and privacy comparable to that of a wired LAN.

The level of protection provided by WEP encryption is determined by the encryption key length and algorithm.
An encryption key is a string of case sensitive characters used to encrypt and decrypt data packets
transmitted between a mobile unit(MU) and the CB3000 Client Bridge. An CB3000 Client Bridge and
associated device must use the same encryption key (typically 1 through 4) and the same WEP algorithm to
inter-operate.

For detailed steps on configuring WEP for the CB3000 Client Bridge, see Configuring WEP Security Settings
on page 3-8.
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D.2 WPA1 (TKIP) Security

Wi-Fi Protected Access (WPA) is a robust encryption scheme specified in the I[EEE Wireless Fidelity (Wi-Fi)
standard, 802.11i. WPA is a security standard for systems operating with a Wi-Fi wireless connection. WPA
is designed for corporate networks and small-business (retail) environments where more wireless traffic
allows quicker discovery of encryption keys by an unauthorized person.

WPA (referred to as WPA1 within the CB3000 Client Bridge Security Mode menu) provides more
sophisticated data encryption than WEP. WEP's lack of user authentication mechanisms is addressed by
WPA. Compared to WEP, WPA provides superior data encryption and user authentication.

The CB3000 Client Bridge's WPA encryption scheme can use Temporal Key Integrity Protocol (TKIP). TKIP
addresses WEP's weaknesses with a re-keying mechanism, a per-packet mixing function, a message
integrity check, and an extended initialization vector with sequencing rules.

WPA also provides strong user authentication based on 802.1x EAP. Two requirements, strong encryption to
prevent eavesdropping and mutual authentication to ensure that sensitive information is transmitted only
over legitimate networks, must drive your wireless authentication strategy.

In practice, only methods based on the IETF's well-known Transport Layer Security (TLS) standard can satisfy
strict encryption and authentication requirements. Three TLS-based protocols have been developed for use
with EAP and are suitable for deployments with wireless LANS:

e EAP-Transport Layer Security (EAP-TLS)
e Tunneled Transport Layer Security (TTLS)
e Protected EAP (PEAP)

For detailed steps on configuring WPA1 for the CB3000 Client Bridge, see Configuring WPAT (TKIP) Security
Settings on page 3-10.
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Table D-1 summarizes the major differences between the protocols.

Table D-1. Detailed Comparison of TLS-based EAP Methods

EAP Type
TLS TTLS PEAP
(RFC 2716)? (Internet draft)? (Internet draft)®
Software
Supported Client Linux, Mac OS X, Linux, Mac OS X, Windows XP
Platforms Windows 95/98/ME, | Windows 95/98/ME,
Windows NT/2000/ | Windows NT/2000/
XP XP
Authentication Server | Cisco, Funk, HP, Funk, Meetinghouse | Cisco
Implementations by FreeRADIUS (open
source),
Meetinghouse,
Microsoft
Authentication Client certificates Any Generic token card
Methods
Protocol Operations
Basic Protocol Structure | Establish TLS session | Two phases: Two parts:
and validate e Establish TLS e FEstablish TLS
certificates on both between client and between client and
client and server TTLS server PEAP server
e Exchange attribute- | ® Run EAP exchange
value pairs between over TLS tunnel
client and server
Fast Session Reconnect | No Yes Yes
WEP Integration Server can supply WEP key with external protocol (e.g. RADIUS
extension)
PKI and Certificate Processing
Server Certificate Required Required Required
Client Certificate Required Optional Optional

Certificate Verification | Through certificate chain or OCSP TLS extension (current Internet
draft)

Effect of Private Key Re-issue all server Re-issue certificates for servers (and clients if
Compromise and client certificates | using client certificates in first TLS exchange)

Client and User Authentication




Table D-1. Detailed Comparison of TLS-based EAP Methods (continued)

EAP Type
TLS TTLS PEAP
(RFC 2716)? (Internet draft) (Internet draft)®

Authentication
Direction

Mutual: Uses digital
certificates both
ways

Mutual: Certificate
for server
authentication, and
tunneled method for
client

Mutual: Certificate
for server, and
protected EAP
method for client

Protection of User
Identity Exchange

No

Yes; protected by TLS

Yes; protected by TLS

a. TLS is secure, but the requirement for client certificates is too big a hurdle for most institutions to

deal with.

b. TTLS, at least initially, is much more widely implemented than PEAP, and therefore has a slight
convenience advantage over the comparable PEAP method.
C. PEAP uses the TLS channel to protect a second EAP exchange. PEAP is backed by Microsoft.

D-5
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D.3 WPA2 (CCMP) Security

WPAZ is a newer 802.11i standard that provides even stronger wireless security than Wi-fi Protected Access
(WPA) and WEP. CCMP is the security standard used by the Advanced Encryption Standard (AES). AES serves
the same function TKIP does for WPA-TKIP. CCMP (Counter Mode with Cipher Block Chaining Message
Authentication Code Protocol) is the preferred encryption protocol in the 802.11i standard. CCMP computes
a Message Integrity Check (MIC) using the proven Cipher Block Message Authentication Code (CBC-MAC)
technique. Changing just one bit in a message produces a totally different result.

WPA2-CCMP is based on the concept of a Robust Security Network (RSN), which defines a hierarchy of keys
with a limited lifetime (similar to TKIP). Like TKIP. the keys the administrator provides are used to derive other
keys. Messages are encrypted using a 128-bit secret key and a 128-bit block of data. For detailed steps on
configuring WPA?Z for the CB3000 Client Bridge, see Configuring WPAZ (CCMP) Security Settings on page 3-
18
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D.4 Secure 802.1x Security

The Secure 802.1x security option feature provides the CB3000 Client Bridge and its associated clients an
additional measure of security for data transmitted over the wireless network. Secure 802.1x uses the
Extensible Authentication Protocol (EAP) as an authentication mechanism between devices achieved through
the exchange and verification of certificates.

The IEEE 802.1x standard ties the 802.1x EAP authentication protocol to both wired and wireless LAN
applications. EAP provides an effective authentication scheme with or without IEEE 802.1x Wired Equivalent
Privacy (WEP) encryption. EAP supports multiple authentication measures, allowing the authentication
server to exercise full control.

The EAP process begins when an unauthenticated supplicant (client device) tries to connect with an
authenticator (in this case, the CB3000 Client Bridge). The CB3000 Client Bridge passes EAP packets from
the client to an authentication server on the wired side of the CB3000 Client Bridge. All other packet types
are blocked until the authentication server (typically, a RADIUS server) verifies the MU's identity.

Using Secure 802.1x, a user requests device connection through the CB3000 Client Bridge. The CB3000 Client
Bridge then requests the identity of the user and transmits that identity to an authentication server. The
server prompts the CB3000 Client Bridge for proof of identity (supplied to the CB3000 Client Bridge by the
user) and then transmits the user data back to the server to complete the authentication. A client should not
be able to access the network if not authenticated.

For detailed steps on configuring 802.1x for the CB3000 Client Bridge, see Configuring Secure 802.1x
Security Settings on page 3-27.
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