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Executive summary

This document provides information about how to set up the Dell DR Series system for Symantec Backup
Exec, including:

e Configuring the DR Series system as a backup to disk target for Symantec Backup Exec 2012, 2014,
and 2015
o Configure a virtual tape library (VTL) of the DR Series System into Backup Exec Server 2014/2015

e Configuring an OST container on the DR Series system for use with Symantec Backup Exec Server
2014/2015

For additional information, see the DR Series system documentation and other data management application
best practices whitepapers for your specific DR Series system at:

http://www.dell.com/powervaultmanuals

Note: The DR Series system/Symantec Backup Exec build version and screenshots used for this paper may
vary slightly, depending on the version of the DR Series system/Symantec Backup Exec software version you
are using.
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Installing and configuring the DR Series system

1. Rack and cable the DR Series appliance, and power it on.

In the Dell DR Series Systermn Administrator Guide, refer to the sections, “iDRAC Connection”,
"Logging in and Initializing the DR Series System”, and "Accessing IDRAC6/Idrac7 Using RACADM" for
information about using iDRAC connection and initializing the system.

2. Logon to iDRAC using the default address 192.168.0.120, or the IP address that is assigned to the
iDRAC interface, with the user name and password of “root/calvin”.

System Summary & C 7

Server Health

CECcEECEE

3. Launch the virtual console.

DELL REMOTE
ROLLER & - ENTERPRISE

System

System Summary - C 7

Server Health

CEEEOEE;
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4. After the virtual console is open, log on to the system as the user administrator with the password
StOr@ge! (The "0” in the password is the numeral zero).

11 1.88 -] Build 858

5. Set the user-defined networking preferences.
Jould you like to use DHCP (yessmno)d
an IF address:

subnet mask:

default gateway address:

DNS Suffix (example: abc.com):

» primary DNS server

1 you like to define a secondary DNS server (yessno) 7

"lease enter secondary DNS server IP address:

6. View the summary of preferences and confirm that it is correct.

Set Static IP Address

IP Address 18.1H8 .86 . 188
HNetwork Hask

Default Gateway

DNS Suffix

Primary DNS Serwver 16.18.686.181

Secondary DNS » 143.166.216 .237

Host Name DR4888-5

Are the above settings correct (yessmo) 7

Setting Up the Dell™ DR Series System on Symantec™ Backup Exec™ | April 2015



8. Logon to DR Series system administrator console using the IP address you just provided for the DR
Series system, with username administrator and password StOr@ge! (The “0" in the password is the
numeral zero).

DAL

Login

9. Join the DR

68,2250 il Enter User Defined IP Address

DR4000

DR4000-DKCVES1

Ploase onter your paaswond:

Usermama: administrator

Log in

Series system to Active Directory.

Note: If you do not want to add the DR Series system to Active Directory, see the DR Series Systern Owner's
Manual for guest logon instructions.

a. Select Active Directory from the left navigation area of the DR Series system GUI.

DAL

---Dashboard

Davi

Storage
Containers
Replication
Compression Level
Clies
Schedules
Replication Schedule
Cleaner Schedule
System Configuration
Networking

1 Actve Directory

Local Workgroup Users

Password

Email Relay Host

Date and Time

Copyright ® 2011 - 2013 DellInc.

DR4100

W-01 Help | Logout

Dashboard

u System State: optimal uHW State: optimal u Number of Alerts: 0 Number of Events: 1562

Capacity Storage Savings Throughput

Zoom: W 13 52 Im Iy ) Zoom: (1 13 2 im v )

Physical

Used (25.0 GiB)
M Free (142.0 GIB)

M| Total Savings

System Information

Product Name DR4100 Total Savings 26.49%
System Name: DavidD-SW-01 Total Number of Files in All Containers: 186 (7
Software Version: 21.0163.0 Number of Containers:

Current Date/Time: Thu Jul 4 19:49:37 2013 Mumber of Containers Replicated

Current Time Zone: UsiPacific ACHVE BYEBS o

Cleaner StatUs .. Idle

Al rights reserved
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b. Enter your Active Directory credentials.

DR4100

DavidD-SW-01

Active Directory Join

settings.

The Active Directory settings have not been configured. Click on the “Join' link to configure them

2 Active Directory Configuration

Domain Name (FQDN)*. 1
Username*.
Password™

Org Unit

Cancel Join Domain

\DavidD-S\W-01.ocarina localliindCAZ|
\IDavidD-8W-01. ocarina localWindCA3t

\iDavidD-S\W-01.ocarina localWindnew!

Enter Active Directory
Credentials

Copyright © 2011 - 2013 Dell Inc. All rights reserved
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Configuring the DR Series system as a backup to disk target
on Symantec Backup Exec

Creating a CIFS Container for use with Symantec Backup Exec 2012,
2014, and 2015

1. Create a container by selecting Containers in the left navigation area, and then clicking Create at the
top of the page.

ML DR4000 administrator (Log oufy | Help

:
Containers O (=]
B Global View

- Dashhoard

Mumber of Containers: 5 Caontainer Path: icontainers

Containers Files Marker Type Access Protocol Enabled Replication Select
backup 1] Auta MFS, CIFS Mot Configured

ndrmpwtl N Maone WTL MDMP Mot Configured

wim_cifs2 4 Mane CIFS Online

wiol_be_cifs1 24 Maone CIFS Online

val_he_ostl 13 Mane Symantec 05T [iA

Clients
Schedules
Systemn Configuration
Support

Copyright @ 2011 - 2015 Dell Inc. A0 rights reserved.

2. Enter a Container Name, and then click Next.

Container Wizard - Create New Container

) ® = required fields
Cantainer Name

hitax 32 characters, including only letters, numbers, hyphen, and
underscore. Mame must start with a letter.

Cantainer Marne™

Yirtual Tape Library (wTL) -

cancel
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3. Select NAS (NFS, CIFS) and click Next.

Container Wizard - Create New Container

" = required fields
SelectAccess Protocols
Container Name and Type

Storage Access Protocol” Dell Rapid Data Storage (RDS) @
) backup

Symantec OpenStorage (O5T)

< Back Cancel

4. For the CIFS access protocol, select CIFS and click Next.

Container Wizard - Create New Container

® = required fields

Configure NAS Access

Enable Access Protocols MFS  (Use NFS to backup UME or LINUX clients) Container Name and Type
backup

(Use CIFZ to backup M3 Windows clients)
Access Protocols
MAS (MFS, CIFS)
Marker Type': Mone
* Auto
Metwarker
Unix Durmp
BridgeHead

Titme MNavigator

< Back Cancel

5. Select Open to allow all clients access or enter client details for client access. Click Next.

Container Wizard - Create New Container

" = required figlds
Configure CIFS Client Access

Client Access © |'® Open (allow all clients) Container Name and Type

hackup

Create Client Access List
Access Protocols

Client FQDM or 1P : Add HAS (MFS, CIFS)
allow aceess client(s) Rermiove Auin

M
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6. Click Create a New Container on the summary page.

Container Wizard - Create New Container

= = required fields
Configuration Summary

Container Name and Type CIFS Access

Cantainer Name: backup Open (allow all clients)

Access Protocols

Access Protocal: MAS (MFS, CIFS)
Marker Type: Auto

< Back Cancel Create a News Container

7. Verify the container creation.

DAL DRéoco =

B Global View
B - Dashhoard

tor (Log out) | Help

Containers Create |

| Message

+ Successfully added container "hackup”.

. added CIFS ion for iner "hackup”.

= Successfully enabled container "hackup” with the following marker(s) "Auto”,

Murnher of Containers: 5 Container Path: fcontainers

5 = Containers Files Marker Type Access Protocol Enabled Replication Select
Contaihers
cation backup 1] Auto CIFS Mot Configured I
0 ndmput! 31 Mone WTL MDMP Mot Configured
vm_cifs? 4 Mone CIFS anline
Schedules
System Configuration vol_he_cifs1 24 None CIFS online
Support vol_be_ost 13 Mone Symantec OST A

Copyright @ 2011 - 2015 Dell Inc. Al rights reserved.
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2.2 Adding the DR Series system container share as a disk storage
device on Backup Exec 2012/2014/2015

1. Open the Backup Exec console. In the Storage pane, click Configure Storage.

{2} 5ymantec Backup Extec™ 2012 (Primary Backup Exec Server) 9 [=]

() o

Home  Backup and Restore

|=Istandard [FaTree Pausa
| Compact E‘f’?"'ﬂ
sort Offline

? &

Inventory Inventory and
- Catalog

Share

State - Storage Operations

126\ backup d

Which type of storage do you want to configure?

GB free of 153 GB

B.o ¢
=

a2 Disk-based storage
Local or remote disk storage, disk cartridge devices, storage arrays, virtual disks, and legacy
backup-to disk folders may be available to configure.

Network storage

Cloud storage, OpenStorage devices, NDMP servers, and remote media agents for Linux may be
awvailable to configure.

=y Jape storage ) ) )
Installing tape drivers, replacing or adding hot-swappable storage devices, and configuring robatic
library partitions are tasks that may be available to configura.

& Storage pools

Storage device pools and Backup Exec server pools may be available to configure.

What e the diferent typesof storge?

Jobs S50 ™o B0

2. Select Disk-based storage, and click Next.

(E)Symantec Backup Exec™ 2012 (Primary Backup Exec Server)

C) | )
Home  Backup and Restore |[EStIEN]

G v, | mlEdXe B B

] Compact

Offfne | Configure Delet=  Share | Inventory Inventory and
Storage - Catalog
Views State Configure Storage Operations

nz 126\backup details '

GB free of 153 GB

2 wo. =
Disk-based storage

Local or remote disk storage, disk cartridge devices, storage arrays, virtual disks, and legacy
backup-to disk folders may be available to configure.

Name

. ﬁ‘ﬁ] oavioo-w:|  Which type of storage do you want to configure?

Network storage
Cloud storage, OpenStorage devices, NDMP servers, and remote media agents for Linux may be
available to configure.

=y Tape storage ) ) )
Installing tape drivers, replacing or adding hot-swappable storage devices, and configuring robatic
library partitions are tasks that may be available to configure.

é Storage pools

Storage davice pools and Backup Exec server pools may be available to configure.

What o th diferenttypes of storage?

£1] DAVIDD-W2!
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3. Select Disk Storage, and click Next.

I [=] E3

1 . € ; . e

Home  Backup and Restore [ESGIGWGE Reports
[Fis@ndard Fé
] Compact Disable
S Offine | Configure Delete Share | Inventory Inventory and
Storage - Catalog
Views State Configure Storage Operations

L

2.126\backup details

Name

. E.;‘E pavioow:|  Which type of disk-based storage do you want to configure?

.9 GB free of 153 GB

£E2 o =
2 Disk storage

Storage on  volume, a hot-swappable device, 2 USB device, or a FireWire device.

J Import a legacy backup-to-disk folder
Storage on 2 folder on a disk that was created with a previous version of Backup Exec. You can
import an existing backup-to-disk folder.

Disk cartridge device

e no unconfigured disk cartridge d
disk cartridge media, such as an RDX device, or devices that appear
ge, such as USB thumb drives.

n a device that L
vs as removabl

What are the different types of disk storage? [ <sack | mext= [[ cancel

£l DAVIDD-W2KB-02 | Alets @0 A1 M0 § 8 | Jobs 850 ™0 2o

4. Enter a name for the DR Series system disk device, add a description, and click Next.
J[=[E3

(2 symantec Backup Exec™ 2012 (Primary Backup Exec Server)

< o

Home  Backup and Restore [EStlelE)

BT L Exe B B

| Compact i
St B Configure storage on DAYIDD-W2K8-02 [_ (O[]
What name and description do you want to use for the disk
_ storage device? .126\backup details ,
Name
- ﬁ DAVIDD-W2K
Name: Disk starage 0001
= o - b GB free of 153 GB
£2 o Description: -
<Back [ met= || cancel

£/ DAVIDD-W:
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5. Enter the DR container CIFS share path, and click Next.

= < [
Backup and Restore SGIEWEE  Reports

Pause -
e | oy A B % =

Bl B2 Configure storage on DAYIDD-W2K8-02 [_[O]x]

Where do you want to create the disk storage device?

.126\backup details ’

. [ﬁﬁ DAVIDD-w2k| O Lecal disk: C: (64.3 GB Fre m drive)
= Qolv gna dick corzca e g 2o
= d b GE free of 153 GB
[E= ST X ) Networl share: | 1,10.250.242.126\backugl =
Enter 2 UNC path to the nerwark share. Far example: \\server|share

<Back | Net> || cancel

§/) DAVIDD-W2KE-02 | Alerts ® 0 A1 [0 ® 8 | Jobs 850 0 ZHo

6. For Backup Exec 2014/2015 - set how many concurrent write operations are allowed. Click Next.
Symantac Backup Exec™ 2014 I=]a] =

e g~ Configiee storage VERKIZR2 =12

Views. Seate _ -
How many write operations do you want to let run at the same time on [
this disk storage device? =

Kame = Actve wnd scheduled jobs Aoerage
i ity T
,_35 euch_cifs e i 8 T8
= § ¥ T8 .2 backugs
i) T 1 ssarage cparation
@ osttest) BTE
et
@ ost-exch-230 b} % 2 backups
B comugs
B resrn ] 1 ek
[ A

W Thit setting datarmsines how miarry jobs £4n mrite bt At th tama time on this divics. Tha nusiber of jobi that thie
device can hand! depend: hardware and %0 you may reed to adjust this seiting later,
Lymanter 1 you set g g your syssem, but high enough te pracess.
ot jolbs s o fitly manesr,

= SO0 BT PO T3 b BE =0 BO| &

Note: The DR Series system supports the following number of concurrent writes to CIFS Storage:

DR4x00 — 32

DR6000 - 64

DR2000V - 8

To change this number later at any time, go to the Storage tab, select the required Storage device and see
the details. In the Properties page, there is an option to update concurrent operations.
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6. Inthe Storage Configuration Summary window, click Finish.

@ Symantec Backup Exec™ 2012 (|

-
o~
E)

ry Backup Exec Server)

| = standard

| compact
Sor

Storage configuration summary

DD-W2K8-02 details

Name
= a
ﬁﬁ T T Name and description for the disk storage device _
Name: \}10.250.242.126\backup
Description:
Disk storage device location R

Path: \\10.250.242.128%backup

= Back | Finish ‘ i

Cancel

¥l DAVIDD-W2KB-02 | Alerts ® 0 A1 7

Jobs 50 o0 0O

For Backup Exec 2014/2015, the summary page will include additional details.

Syronte Bckp B 214 - o] x

Storage configuration summary

Mame = [T T e —
T astfg RE]
&2 Stucage category 3
Dsiebeaed 5 =

‘__5 exeh,_eits s 1

Storage type R
¢ oot backap Dk shoes pTe 2 2 backuss
" s ik siorege 111 storage cpemtion
A o teud Name and description for the disk storage device & e TE

et T Hame: dak_test!
W osi-exch-238 Dassription: prn P % 2 backsps
) serang

Disk stovage dvice Tosation 2 a :

gt Pazh Vesteynesotarinakocalien k)

Comcurment Wribe Cperatiom
Concument coeraticrs:

_‘MT- w - !
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7. Verify that the Disk Storage Device is attached to the server.

@Symantec Backup Exec™ 2012 (Primary Backup Exec Server)

|
JH[=] E3
e =3 N B
Home and Restore  ESIGIEWEE  Reports
| =i standard | e %
= e— . 2 A = =
| Compact 5 L ) -
E Configure  Delete  Share nd
Storage C
State Configure Storage Operations
All'Storage DAVIDD-W2K8-02 details
Name State Active Alerts  Storage Trending Capacity
~ ) st
= Li DAVIDD-W2KE-02 online @ storage
-
21 \\10.250.242.126\backup Online 505G tory of used disk space | 222 GB e OF 153 6B I

§/] DAVIDD-W2KE-02 | Alerts ® 0 A1 [0 9 | Jobs 850 0 240

2.5 Creating a new backup job with the DR Series system as a target

If the required source client server is not added in Backup Exec, it can be added by selecting the
Backup and Restore pane and then clicking the Add button.

1.

Reparts

™ Standard ~ - - = —
{ - d £ -
o 2oL %M S N : @ W
St and Groups | Dadup Ore-Time o 5 b Whare Remove Update Hol Joh jext View Al
Fibier =+ o « Backup+ Server Quele  Backup Mow  Jobe
Views Bavkups Servers Jals
Server cwf-exch-01_systest.ocarin...
Server Actve Alerts Status Last 7 Days of Backup Jubs Last Backup Next Backup
.ﬁ ewd-exch 01 systest.ocarina.local Backing up - 02:39:48 e e ot et o e 871272014 2:56:28 AM
We Th Fr Sa Su Mo Tu
(Ti cwet-mech-Od systest.carinndocal . @ a5 Backug fded O RN | #711/3014 1100004 P /812014 1:00:00 &M
. We Th Fr Sa Su Mo 'To
q! O51T-WaK3-04 ﬁ A% Backup fadled B 2014 11:00:04 PM 6772014 11:00:00 PM
We Th r S8 Su Mo Ty

—?li—[_lnm -zi 14 _‘-'-

u';scm! 2a& | ewvmm:...| @ Symantec Backup Ex.
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2. Follow the wizard by selecting the required type of server and continue.

3. In the Backup and Restore pane, click Backup > Back Up to Disk.

@Symantec Backup Exec™ 2012 (Primary Backup Exec Server)

Storage  Reports
|Fistandard | Y Al L

s
] Compact x i L L o
5ol e-Time Backup Restore Search Convert
Backup - -
| Job:
Back Up to Disk - o=
} E
: - > Y=
- Back Up to Disk and then Cenvert to Virtual Machine - B - 7‘ Start Time

‘ ,:' Jobs

Back Up to Disk and Simultanecusly Convert to Virtual Machine = 3 +E _’d

! Job History eate 3 New Backup Using the Settin

-
'ag Active Alerts

No jobs exist.

0O AT Po To9o | lobs $a0 o B0

Job History

= E

Schedule

@ Symantec.

18

Setting Up the Dell™ DR Series System on Symantec™ Backup Exec™ | April 2015




4. In the backup source selection pane, click Edit. Select the backup data set.

(Z}Symantec Backup Exec™ 2012 (Primary Backup Exec Server)

& 2 L |E2)

Home NECGOLEGLERESGICM Storage  Reports

|Fistandard |
| Compact

(ZYBackup Properties

Av_%

Sort and
Filter =

Name: DavidD-W2K8-02.testad.ocarina.local Backup 00002

DavidD-W2K8-02 ® | ¢ Backup —

Fully selected

Schedule
-~ = Full ~
@t .
Schedule: Every 1 week cn (Friday) at
! Job History 18 Microsoft SQL Server Instances 11:00 PM
‘B System State
- Storage: Any disk storage
Active Alerts

Keep for: 2 Weeks

|:> = Incremental w

Schedule: At 11:00 PM, then every 1
day

This backup will not run until the
first full backup is completed,

Storage:  Any disk storage

Keep for: 1 Wesk

—
| Test/edit Credentials || edit |
| |

5. For Backup Exec 2014, backup data sets can be selected from multiple servers within the same job.

To add an additional server, click the “+" button.
- .

I I I a
8 Backup Selections

4 pravink-testl

pravink-w2k12r2.systest.ocarin..
&l pravink-w2k12r2.systest.ocarina.

Browse | Selection Details
4 [V] B pravink-w2k12r2.systes
[of
C:
BE &2
1 Microsoft SQL Server E:
&5 System State 4 Microsoft SQL Server Instances
[V] &5 System State

. Simplified Disaster Recovery: OFF (@)%

Byte Count Start Time

8/15/2014 11:01
! Job History

Backup Sets
-

§/8/2014 11:00:
Active Alerts

?" Credentials

Eﬂ- Properties

"I PRAVINK-W2K12R2 | Alerts @64 # 10 0 $ 10 | Jobs $56 =0 80 | &

(@ Symantec
u;';] =) [ E M

8/10/2014
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6.

For Backup Exec 2014/2015, follow the wizard and add the Server with the selected backup data.
The Source Dataset will appear. Click OK to continue.

(I8 Microsoft SQL Server
5 System State
[ Microsoft Information Store

a8
=} Backup Selections
 REavinkglostl ravink-test1
Back 5 pravink-w2k12r2.systest.ocarina. ,p .
|=istandard | Tree | (5| cw-exch-04.systest.ocarina.local H 5 Simplified Disaster R i1
= L Microsoft Windows computers  Simplified Disaster Recovery: 1af2ITIE
Hcompact g oL Entire server
Filter @ Volumes - System critical
Views 2 Volumes - Non system critical Credentials

Byte Count Start Time

8/15/2014 11:0

! Job History

. Backup Sets

w Active Alerts

?- redentials

[El§ Properties

8/8/2014 11:00:

P10 | Jobs $6 T0 A0 | & (¥) Symantec.

11:33PM
< B oo

The final backup selection with two servers is displayed.

@ =} Backup Definition Properties

Baclup and Restore

Name: pravink-test1

|=istanda ‘ 1,.&' ‘.—d 4- Description:
SiCompact & EElst | L
Sort and Backup One-Time H st View Job
Filter = - Backup~ C o = n Histo
) P L-:,-&fl;! 2 Servers L{g Backup & .
Views Backups Credentials
o o : - T ——
() B pravink-w2k12r2.systest.ocarina.loca
Name = @ K cwf-exch-04.systest.ocarina.local Job name:pravinic testl-Full Byte Cor Start Time
pravink-savings . .
AT Lt Schedules Every 1 wcek an (Fridey) ot 8/15/2014 11:0
’ Job History I@I Duplicate Backup §
& Duplicate Storage:  Any disk storage
T rest from target dr|
= ost-exch-bku writable idle e
Te 4 Full backup, ot |:> = Incremental 5 L available 8/8/2014 11:00:
Active Alerts |Jif<S
o8 B)Eféﬁ';“ onan3 of p Job name: pravink-test1-Incremental
?— Credentials Schedule: At 11:00 PM, then every 1
day
This backug will nor run nci the
s first full backup is completed.
Properties ¢ 712 come
Storage:  Any disk storage
Keep for: 1 Week
[ Test/Edit Credentials || Edit Add Stage =

T PRAVINK-W2K12R2 | Alerts ® 84 £ 10 (30 @ 10

11:35PM
R
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7. In the backup target selection pane, click Edit to define the backup strategy.

(2} Symantec Backup Exec™ 2012 (Primary Backup Exec Server)

) ® H S 9

LOWCEE Backup and Restore  [ESGIEV I e i

Name: DavidD-W2K8-02.testad.ocarina.local Backup 00002

DavidD-W2K8-02 @ | ¢ Backup
chedule
Fully selected ~) & Full ol 2
@aC

. Schedule: Every 1 week on (Friday) at
g Job History il Microsoft SQL Server Instances 11:00 PM

@ System State
; Storage: Any disk storage
bR Active lerts

Keep for: 2 Weeks

% s Incremental o)

Schedule: At 11:00 PM, then every 1
day
This backup will nor run untl the
first full backup is complel

Storage: Any disk storage

Keep for: 1 Week

[ Test/edit Credentials || Edit Add Stage ~ i Edit n

’ ®5manlec,

8. Click Schedule. Define the backup mode and select schedule options.

{Z}Symantec Backup Exec™ 2012 (Primary Backup Exec Server)

Bt schedute
¢ Storage
Network e
E : @ : -
Notifiestion chedule Recurrence: Run Now
Test Run & Run new with no recurring schedule .
Verify [] Submit job on hold
Advanced Open File | =
Security
Pre/Post Commands @_ Incremental x
Files and Folders
Exclusions Schedule: I“ 11:00 BM, then evary 1 day .
[] submit job en hald

Add Backup Jobs By Method ~

Aerts ® 0 f} 1 P9 | Jobs 850 MO 40 | (¥ symantec.

For Backup Exec 2014/2015 the screen includes additional information.

21
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(=) Backup Options
Schedule o

— Backi Storage (5 | Add  Backup Job ~
[Eistandard | T MNetwark
| Compact = i @ Backup Exec uses the default backup job settings to create new backup jobs. You can change the

Sort and Notification settings as needed.

Flo Test Run
Views Verify

! Job History

Backup Sets
Active Alerts
Credentials

Eﬁ Properties

Delayed Catalog
Advanced Open File
Advanced Disk-based Backup
Security

Pre/Post Commands

Files and Folders

Microsoft Exchange

Microsoft SQL

Exclusions

() 2ob template name: Full

Job name: pravink-test1-Full

m

Schedule: @ Recurrence: | Every 1 week on (Friday) at 11:00 PM

) Run now with no recurring schedule

) Create without a schedule

[7] Submit job on hold

7; Job template name: Incremental

at describes this ob template. The nama is uss

Job name: pravink-testil-Incremental

Schedule: @ Recurrence: | At 11:00 PM, then every 1 day

() Create without a schedule

T PRAVINK-W2K12R2

Alerts ®'84 /10 0 T 10

Jobs 8% 6 ™0 @O | oF

Byte Count Start Time

8/15/2014 11:01

8/8/2014 11:00:

@Smmx.
11:37 PM
< B EE g

9. Click Storage and then select the Disk Storage Device pointing to the DR container share. Define
other backup options as needed, and then click OK.

(Z}Symantec Backup Exec™ 2012 (Primary Backup Exec Server)

ackup Options

Schedule

(i,s‘d Options for all backup jobs in this backup definition:

Network
Notification

Test Run

Verify

Advanced Open File
Security

Pre/Post Commands

Files and Folders

Priority: |Medium

) Full

Storage: [£2 W10.250.242.126\backup (53.9 GB free) ']l
Keep for: T ol Weeks +

Compression:  [None -

Encryption type: None -

10. Enter a job Name, and click OK.
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(ZYSymantec Backup Exec™ 2012 (Primary Backup Exec Server)

dl -
&
.A

= E

Home Rl OLENREG/CM Storage  Reports
| standard |

| Compact
Sort

(E)Backup Properties

IFamE: DavidD-W2K2-02. testad.ocarina.local Backup 00002 I

)

DavidD-W2K8-02 © | Backup
Partially selected ~ & Full ~
=

Schedule: Run Now

! Job History Not selected x |:>
ol

-
A' Active Alerts 21

Storage:  \110.250.242.126\backup

Keep for: 1 Hour

[acastage ] [_ean

[ Test/edit credentials || Edit

L [O] ]|

b History

Schedule

11. To run the job, select an Agent, and click OK. The Jobs window shows the job queue status.

(Z)Symantec Backup Exec™ 2012 {Primary Backup Exec Server)

(.

LA

LI Backup and Restore SOl Reports

Standard Tree o Al
B | <5 | @ = & 7 B &
| Compact A List y s
Sort and Backup One-Time Backup
Filter ~ © Backup ~ fups Calendar
Views Backups Restores Virtualization

All'Servers

Job Type State Job Status

ame & Start Time

La DavidD-W2K8-02.te...

Full backup Status: Running Operation: Initi

Bytes: 0 Bytes Rate: 0.00 MB/n

Full backup Active

=] 4

Job History

Schedule

Run Now

! Job History
-

o A Alerts

£/ DAVIDD-W2|

23
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12. For Backup Exec 2014, select the required server from the drop down, select the job recently

created, and click Run Now.
@ Symantec Backup Exec™ 2014 =@
: L

Backup and Restore [iile] Monitor Storage  Reports

[ standard | LE! g mK B @5 3

|Compact A F=
Sort and Backup One-Time  Backup Search Create Disaster | Convertto
Filter = Backup+ Calendar Recovery Disk | Virtusl -

ree |

st

e Cancel Priori Test Job  View Job

Activity  Histary

Views Backups Credentials

o

Job Status Byte Count Start Time

Name =«

v (g Praine Savings @ eecker pravink-w2k.. 48 Any disk storage  Backup g::j:i'i‘:m (@ Scheduled 8/15/2014 11:0
B 100 nistory \lﬁd D”ﬂ“pﬂi“fte Backup Sets prvn cwf-exch-04.. (Btest?18 Duplicate Completed @i Successful
. Backup Sets IE_] ;:irfgmm target dr pravink-w2k... Restore Completed @ Successful
= ost-exch-bkup . &t Scheduled: Ready; No writable idle o
' &ﬂj Full backop, Incrementsl backup pravink-w2k ost-exch-238 Backup ost-exch-bk..  devices are available 8/8/2014 11:00:
o Active Alerts = f ol b_cun
Catalog - > - o
Credentials B ekt pravink-w2k Backup
. l ’d pravink-test1-Full pravink-wzk_ (2 test-dsk1 Full backup Active @ Active: Running - Backu? . 0Bytes 8/10/2014 11:4
[FB properties Ful backup [ 00:00:20 0.00 MB/min
) Drovink test!- Incremental pravink-w2k.. (2 test-dskl naremental  scheduled @ scheduled 8/15/2014 11:0

®84 /10 M0 ®10 | Jobs 57 1 840

11:43PM
R
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2.4 Setting up DR Series system replication and restore from the
replication target

Note: For the steps in this procedure, assume DR1 is the replication source DR Series system, and DR2 is the

replication target DR system. 'source’ is the replication source container, and ‘target’ is the replication target
container.

241  Creating the replication session

1. Create a CIFS container 'source’ on DR1; create a second CIFS container 'target' on DR2. For each of
the containers, on the Backup Exec media server, configure a corresponding Disk Storage Device.

{Z)5ymantec Backup Exec™ 2012 (Primary Backup Exec Server) M[=] E3

. & e & |5

Home  Backup and Restore SGeW-l Reports

[FIstandard | |, Tree|
| Compact it =g fea™
Sort and Offine | Configure Delete Share | Inventory Inventory and
Filter - Storege Catalog
Views State Configure Storage Operations
All'Storage
Name State Active Alerts  Storage Trending Capacity
- ["ﬁE DAVIDD-W2K8-02 Online
T\ \\10.250.224.190\target Online Net enough statistical infor..  ——— L2000 e of 153 GB
f - .5 G5 free of 153 GB
L2 \\10.250.242.126\s0urce Online Not enough statistical infor 1= 00 IT=e o
—————

£l DAVIDD-W2KB-02 | Alerts £ 5 A1 0 ° Jobs 81 o0 B0
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2. For Backup Exec 2014/2015, after adding the target DR CIFS container, check that the device was

added.

=)

Symantec Backup Exec™ 2014

Storage Trending

Not enough statistical inf.
Not enough statistical inf.

Not enough statistical inf.

Current sluraﬁe is suffici

Capacity
1.54 TB used of 15.8 TB.

o 599 GB used of 15.8 TB

1.54 TB used of 15.8 TB
47.3 GB used of 0.978 TE

=
356 GB used of 15.9 TB

391 GB used of 902 GB

Not enough statistical inf.

History of used disk spac

33.5 GB used of 902 GB

508 GB used of 902 GB

_asﬁg details sy
(S —)
Active and scheduled jobs  Average|
it 2 backups
Y11 storage operation
# 2 backups
21 hackug
pravink-test1-Full
e o0:05:12 1580

—e | b o
4 Home  Backup and Restore  Job Monitor  JESGICTEY
= Standard i Tree Pause % % =]
|Compact £ E-list Dizable =] H
Sortand Configure Inventory Inventory and
Filter = Starage - Catalog now
Views State Configure Storage Operations  Media Operations
All'Storage
Name State Storage Type Active Alerts
2 asfio online Disk storage
s
X . ‘ ; o
LA exch_cifs offline Disk storage 5
2 9t backup online Disk storage o,
tests Offline; Unable to au.. OpenStorage
°§§’g‘f"’238 Offline; Unable to au... Openstorage & 2
2 tosto1s Offline Diskc storage 2 4
= done e
- . O storage
‘_é test-dsk1 Active Disk storage Informati
A test-dsk2 Online Disk storage
< | m

11:48 PM
8/10/2014

< [ B

3. From the DR1 GUI, on the Replication page, click Create. Set the 'source’ container as the replication

source, set the DR2 'target’ container as the replication target. Start the replication session.

DR4100

Global View
Dashboard

Container Statis
Replication Si
Storage
Containe

i-Replication
Clie
Schedules
Replication Schedule
Cleaner Schedule
System Configuration
Networking
Adlive Direclory
Local Workgroup
Email Alerts
Admin Contact Info
Password
Email Relay Host
Date and Time
Support

Replication

Number of Source Replications: 0

Local Container Hame Role

10.250.242.126
source

target

Copyright ® 2011 - 2013 Dell Inc. All rights reserved

Remote Container Name

root (Log out) | Help

| Bandwidth |

Peer State Bandwidth

Cnline Default

Select
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4. Schedule and run backup jobs to the source Disk Storage Device.

ymantec Backup Exec™ 2012 {Primary Backup Exec Server)

T [9]

FEWOBEGGIREE G Storage Reports

[Istandard | T Tree LE @ 2 mﬁ

| Compact X List =

Sort and Backup OneTime Edit Backup | Restore Search Comvert
Filter = - Backup * Backups Calendar -
Views Backups Restores Virtualization Job History

L Servers | Server DavidD-W2K8-02.testad.ocarina.local

Name Storage Job Type Job Status Percent Complete  Start Time
12/2/2013

— A\
Ld DavidD-W2K8-02.testad.ocarina.local Backup 00006-... 110.250.242.12 Backup @, Successful 100%  j2.34:55 aM
E I Job History 6\source
Backup Sets

-
'08 Active Alerts

= crtentias

@ Properties

£/ DAVIDD-W2

For Backup Exec 2014/2015, view the Job History screen.
2 Symantec Backup Exec™ 2014 -
"

Backup and Restore [iie] Monitor Storage  Reports

| @ 4 B | M B 5 -
8 & B B P ]
Backup Cne-Time Backup Restore Search Create Disaster Convert to D
- Backup *  Calendar Recovery Disk Virtual ~ o o H:

Backups Restores Conversions Job History Credentials

-w2k12r2 systest ocarina_loc.

Name Server Storage JobType  JobStatus Percent Complete  Start Time End Time = Elapsed Time Eyte Count  Job Rate Errar ot
g P P 2 s
5 pravink-test1-Full . . 81172014 8/11/2014 . H
- Ld pravink-wZk12... test-dsk] Backup @ Successful 100% 41140 Am e 0000:16 999 KB 2,00 MB/min
[ ] sob History
5 pravink-test1- 871172 8/11/2
l,gpr"'““ testi-Full pravink-w2k12... test-dskl Backup @ Canceled na 0 Da” 2ot 03:5244 20768 232,00 MB/min
. Backup Sets 121958 AM 41242 AM
- % pravink-test1-Full . : — 8/11/2014
B Active aterts L Fg pravink-wZk12... test-dsk] Backup @ Canceled 51530 AM 0033:05 5.86 GB 183.00 MB/min
Catalog 00005 of pr... ., 81072014 £/10/2014 . :
?_ i )] cuf-exch-0dsy.. grt_backup Catalog @) Successful 100% e as7iaa At 0056118 33568 6,165.00 ME/min
= pravink-savings-Inc... . BO9/2014 8/9/2014 . . '
(o [ — [ E! pravink-w2k12... asffg Backup @ Successful 00% JUShaeM 1160209M 0000:16 308 Bytes 0.00 M8/min
% pravink-savings-Full } L 8/8R014 8/8/2014 . :
[ E! pravink-w2k12... grt_backup Backup @ Successful W0% [CSvem 1107228M 000720 4GB 352400 MB/min
Catalog 00003 of pr.. . . . - . 8/8/2014 8/8/2014 .
'lL.ﬂ cwi-exch-0d.sy... grt_backup Catalog & Failed 0% ic1i55 AM 25150 A 00:00:04 0 Bytes E00(
= pravink-savings-Full } L T/25/2014 8/8/2014 o1
3 pravink-w2k12... grt_backup Backup @ Successful 100% Tl aares AM 13011746 23468 85600 MB/min
= pravink-exchincre., o : P 712172014 8/7/2014 R
L{! cwi-exch-Odsy... Backup @4 Canceled NA o o . 17.00:1837 0 Bytes

415 AM
8/11/2014

< [ E
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Restoring from the replication target

1.

Under Storage > Storage Operations, right-click the replication target device, and select Inventory
and Catalog.

{Z)5ymantec Backup Exec™ 2012 ( v Backup Exec Server) M= E3

e. e = 4

Home  Backup and Restore ESGIGWL]

[ standard |

e
| compact Disable =
5 Offine | Configure
Storage -
Views State Configure

All'Storage \110.250.224.190\target details

Name State Active Alerts Storage Trending Capacity
- [ _’JE DAVIDD-W2K8-02 Online
f 2 n . 125 GB free of 153 GB
! 2‘ \\10.250.224.190\target Online ~
Pause —
91.5 GB fi f 153 GB
L2 \\10.250.242.126\s0urce online Disable o ree o
Backup Exec Diagnostics
Del Delete
Share
| irwentory and Catalog ||
Inventory now S
Details

For Backup Exec 2014/2015, the following screen appears.

Symantec Backup Exec™ 2014 - | @

| b = (9

Home Backup and Restore  Job Monitor Storage Reports
|=istandard | Yv Pause ic. \J
“lCompact & = Diable) = Al _
Sortand Offfne | Configure Trol Inventory and
Filter ~ Storage Catalog now
Views State Confiqure i Media Operations
All'Storage test-dsk2 details
| test-dsic detals 2 )
Narme ~ State Storage Type  Active Alerts  Storage Trending Capacity Active and scheduled jobs  Average |

{ ?\- asttg Offline Diskstorage @ Media Eror  Not enough statistical infor... 1.54 TB used of 158 T8

=) aws =
.z exch_cifs Offine Disk storage 0, Not enough statstical infor... [ 599GB used of 156 T8
A grt backup _ . [x] . 1.54 T8 used of 158 TB % 2 backups

3 o Offiine Diskstorage 4 Not enough statistical nfor.. Y11 storone operation
(@) ost test3 : 473 GB used of DO7E TB
B Offine; Unable to authe... OpenStorage o
[ ost-exch-238 Offine; Unable to authe... OpenStorage @ 2 396G used of 15978 %2 backups

(=) exchange ']

X test218 Offfine Disk storage o, Current storage is sufficient 301 GB used of 902 GB @ 1 backup
j a test-dskl Online Disk storage 2 3 Not enough statistical infor.. 56 GB used of 902 GB % 2 backups
% test-dsk2 Active Disk storage e i e 532 GB used of 902 GB eqtongDevice Uooou_gg »

T PRAVINK-W2K12RZ | Mlerts @88 A 10 [P0 ® 9 | Jobs $58 =1 S0

= 427 AM
< B8

LR

)
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2. After the Inventory and Catalog job is done, check the Backup Sets shown in target storage device.

'ymantec Backup Exec™ 2012 (| ary Backup Exec Server) o]

= =
Home  Backup and Restore
— ) 2 &
| Compact s -
nd e Configure  Share | Inwentory Inventory and
Storage = Catalog

Storage Operations

All Storage

“h Jobs r
] .. B c: 12/2/201.. Snapshot | (2Dis 12/16/.. 0 bytes
DAVIDD.. [ C:  11/29/20.. (3 Snapshot| E&Dis 12/13/.. 4.39.
g Job History

[ | Backup Sets

3. Disable source storage under Storage > State, right-click the source storage device, and select
Disable.

(E)symantec Backup Exec™ 2012 (Primary Backup Exec Server)
® o
Home and Restore
] i x> B b
| Compact oL =g > .
ffline Configure  Delete  Share Inventory Inventory and
Storage - Catalog
e Configure Storage Operations
All'Storage \\10.250.242.126\source details
Name Stste Active Alerts Storage Trending Capacity
- [ _‘BE DAVIDD-W2K8-02 Online
f 125 GB free of 153 GB
~ \\10.250.224.190\target Online Not enough statistical infor... ———
= —_—
L2 \\10.250.242.126\source Online [Tt el e el Pt 91.5 GB free of 153 GB
Pause
| osetie
Offline
Backup Exec Diagnostics
Delete Delete
Share
Tnventory and Catalog
Inventory now 3
Details
£l DAVIDD-W2KB-02
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4. Schedule and run a restore job from the target device.
@Eymantet Backup Exec™ 2012 (Primary Backup Exec Server)

TR

Backup and Restore ESGIENE Reports

1S[=] E3

List

Backups

Server DavidD-W2K8-02.testad.ocarina.local

oy Job Tyoe taty 2
== dan peranh Como et Snedoime

A\

pa 12/2/2013
iDavidD—W2KB-Dl.testad.ocarina.lu(al Restore 00006 %10.250.224.19 Restore eg, Successful 100% 1:i8{31 aM
Job History O\target

T 12/2/2013
Ldnavidn—wzka—nz.testad.acarina.lu(al Backup 00006-... \10.250.242.12 Backup @, Successful 100% 12{3‘;:55 aM
Backup Sets 6lsource

X Active Alerts

Credentials

Properties
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3 Configuring VTL

The latest release of the DR Series system (v3.2) adds Virtual Tape Library (VTL) support. This functionality can
be accessed by Backup Exec via iSCSI. Basic workflow includes:

DR Series system initial setup

Creation of VTL container

Setting iISCSI target CHAP credentials

Connecting windows Initiator to DR-VTL (See Appendix)
Installing Driver/Patch for Library (See Appendix)
Configuring DR Series system VTL into Backup Exec
Performing the backup

Performing a restore

Monitoring deduplication, compression and performance

O O N AW

3.1 Creating a VTL container

1. Select Containers in the left navigation area of the GUI, and then click Create at the top of the page.

mL DR4000 administrator (Log out) | Help
-
- Containers &
B Global View

B . Dashboard

Alerts MNumber of Containers: 2 Container Path: fcontainers
Events Containers Files Marker Type Access Protocol Enabled Replication Select
Health
i backup o Auto NFS, CIFS Not Configured
sage
Container Statistics intvm05iscsi Y Networker VTLiSCSI Not Configured
C stics
Replication Statistics

Clients

Schedules

System Configuration
Support

Copyright © 2011 - 2014 Dell Inc. All rights reserved.

2. Enter the container name, select the Virtual Tape Library (VTL) option, and click Next.
Container Wizard - Create New Container

: * = required fields
Container blame.

Max 32 characters, including only letters, numbers, hyphen, and
underscore. Name must start with 3 letter.

; + =
Container Name . IS 1

Vfirtual Tape Library (WVTL) - e

Cancel Next >
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3. Select the iSCSI Access Protocol. Specify the DMA Access Control by providing the storage node /

media node IP Address, IQN or FQDN. For NetVault, you must also specific Auto as the Marker Type.
Click Next.

Container Wizard - Create New Container

. = = required fields
Configure Virtual Tape Library
Is OEM: [ Container Name and Type
iscsiVTL1
; 3 = VTL
Tape Size: ) 800GE O 400GB O 200GB
O 100GE O 50GE ® 106GE

Access Protocol. ) NDMP ® iscsl O No Access
TGN, FQDN or IP
Access Control (initiator):

Marker Type: ) Unix Dump O Metworker O BridgeHead
-

© Mone ek_) Time Mavigator

< Back Cancel Next >

4. Finalize VTL creation by clicking Create a New Container.

Container Wizard - Create New Container

> B * = required fields
Configuration Summary
Container Name and Type Virtual Tape Library
Container Name: scsiVTL1 QEM: no
Connection Type: VTL Tape Size: 10gb

Access Protocol: iSCSI|
Access Control: ign.1991-05.com microsoft: 2k8r2intvym05
Marker Type:

Cancel Qreate a New Containeg
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3.2 Setting the ISCSI target CHAP credentials

By default the iSCSI username is “iscsi_user” and can be confirmed by reviewing the output of the iscsi —
show user command. For example:

# 1scsi --show —user
user : iscsi_user

The default iSCSI password is “StOr@geliscsi”

1. You can modify the password by navigating to Clients in the DR Series system GUI and selecting the
iSCSI tab.
2. Select Edit CHAP Password and enter the new password as needed.

NOTE: iSCSI CHAP Passwords must be between 12 and 16 characters long

ML DR4000 administrator (Log oufy | Help
e-shelfl .ocarina. local d f .
L Clients | Edit CHAP Passwird |

B - Global View

B - Dashboard

Total Number of Clients: 1

MFS | CFFS  RDA  NDMP |iSCSI| DR2000v

Number of Current ISCSI Sessions active: [

ISCE| Current Sessions Statistics

Storage Container
Cant : |-Haoe

Container 10N Initiators Connected

rEdit CHAP Account A

VWARNING: All existing iISCSI i will be terminated upon
Schedules

System Configuration
Support

=&l fields are required.
User iscsi_user
Mewr CHAP Paggward:
Confirm Mew Password:

Cancel | Submit

Copright @ 2011 - 2015 Dell Inc. A1 rights reserved.

Alternatively you can use the “iscsi —setpassword” CLI command to change the iSCSI CHAP Password
setting. For example:

> iscsi --setpassword

WARNING: All existing iSCSI sessions will be terminated!
Do you want to continue? (yes/no) [n]?

Enter new CHAP password:###H#H#HHHHH#H

Re-type CHAP password:####H#HH#Hi#H#
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3.3 Configuring the iISCSI target — Windows

1. Configure the iSCSI Initiator Software for Windows by providing the IP or FQDN of the DR Series
system in the Quick Connect, Target field. Click Quick Connection to open the Quick Connect
dialog box, which indicates a connection was made but is set as inactive.

i5C5I Initiator Properties

Targeks IDiscwery I Favarike Targets I Yolunes and Devices | RADIUS | Configuration |
—Quick Conneck

To discover and log on to a karget using a basic connection, type the IP address or
DMS name of the target and then click Quick Connect.

Target: G j Quick Commeck, .. |

r~Discovered targets el e —.

Quick Connect

Mame |

Targets that are available For connection at the IP address or DS name that you
provided are listed below. IF multiple targets are available, vou need to connect
to each target individually.

Connections made here will be added to the list of Favorite Targets and an attempt
to restore them will be made every time this camputer reskarts,

r~Discovered targets

Tao conmect using advanced options, select & target and then
click Connect.

To completely disconnect a target, select the target and
then click Disconmect.

For target properties, including configuration of sessions,
select the barget and click Properties.

—Progress repork

For configuration of devices associated with a target, select

Unable to Login to the & k.
the target and then click Devices. il 42 e 2 = L1

Maore about basic iSCST connections and targets

Connech | Dione |
|
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2. Close the dialog box and proceed by selecting the newly discovered target. This target will have an
Inactive Status as it requires authentication parameters to be provided for iSCSI logon. Select the
Target from the list, click the Connect button, and then in the Connect To Target dialog box, click the

Advanced button.

iSCSI Initiator Properties E

Targets | Discovery | Favorite Targets I Yolumes and Devices I RADILS | Configuration I

r— Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then click Quick Conneck,

Target: Quick Conmest, .. |
r~ Discovered targets
Refresh |

ign. 1984-05, com, dell: dr4000.9lbp8r 1 .inkvm0Siscsi, 10 Inactive

To conneck using advanced options, select a karget and then < FEmHEEE | )
’ Connect To Target E X
Disconneck |

Target name:
[ian- 138405 com.dell:dr4000.SlbpSr . intvm0Siscsi. 10 Froperties. . |
[w Add this connection to the list of Favorite Targets. oo

This will make the system automatically attempt ko restore the EIEes. . |

connection every time this computer restarts,

I™ Enable muupue

(o4 | Cancel Apply.
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3. In Advanced Settings, select to Enable CHAP log on and enter the User Name and Target Secret /
Password. Select OK. Refer to Appendix A for further details about accounts and credentials.

Advanced Settings HE

General | IPsec I

—Conneck using

Local adapter: IDeFauIt j

Tritiator IP: {Default =]

Target portal IF: IDeFauIt j
—CRC [ Checksum

[ Data digest [~ Header digest

67 Enable CHAP log on } o

CHAP helps ensure connection security by providing authentication between a target and
an initiator,

To use, specify the same name and CHAR secret that was configured on the target For this
initiator, The name will default to the Initiator Name of the system unless another name is

specified.
L=
Mane: I dr3-interop-a7
Target secret: I sessnsassse g
Mo

™ Perform mutual authentication

To use mutual CHAR, either specify an initiator secret on the Configuration page or use
RADILS,

[~ Use RADILS ko generate user authentication credentials

[~ Use RADIUS to authenticate target credentials

oK I Cancel Apply
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The iSCSI target should now appear as connected, and device discovery can now proceed.

iSCSI Initiator Propetties [X]

Targets | Discovery I Favorite Targets | Valurmes and Devices I RADIUS I Configuration I

—Guick Connect

To discover and log on ko a karget using a basic connection, type the IP address or
DNS name of the target and then click Guick Connect.

Target: I Guick Conneck, ..

r~Discovered targets

Refresh |
ﬁame | Skakus T\
ign.1984-05, com. dell: dr4000, 9lbp&r 1 inkvmOSiscsi, 10 Connected )
. "

Ta connect using advanced options, select a target and then Connect |
click Connect,

To completely disconmect & barget, select the target and [,

then click Discannect.

For target properties, including canfiguration of sessians, Properties...
select the target and click Properties.

For configuration of devices associated with a target, select BEiEE 0 |
the target and then click Devices.

Mote abouk basic iSCSI connections and targets

(a4 I Cancel | Apply |

4. Open the Server Manager Snap-in and verify that the newly connected devices show up in the Device
Manager. Verify that the STK Library and IBM Ultrium-TD4 Device Drivers are installed.

Note: Refer to the article at http://catalog.update.microsoft.com/v7/site/home.aspx for information about
acquiring Microsoft Device Drivers, e.g., StorageTek Library Drivers.

37 Setting Up the Dell™ DR Series System on Symantec™ Backup Exec™ | April 2015


http://catalog.update.microsoft.com/v7/site/home.aspx

T Roles

& Features

= Jm Diagnostics
Ewent Vigwer

iy ZKERZINTYMZZ
-4 Batteries -
8 Computer Select Device o
R drives Manager

=& Display adapters
L W

Y N E ]
= =5 Storage
@ windows Server Backup
=4 Disk Management

Floppy disk drives
-\:é Floppy drive controllers
g IDE ATAJATAPT controllers
Gl Kewhoard:

Verfy STK Library

/ Device Driver is (2]
installed

= é Medium Changer devices
-5 sunystorageTek Library

Mice and other pointing devices

MNetwork adapters

Ports (COM & LPT)

g Processors

Storage controllers

System devices Verify IBM Ultrium-

T2 Tape drives / TD4 Tape Drivers 0

<= IBM LULT3580-TD4 SCSI Sequential Device are installed

t_j IBM LLT3580-TD4 SCSI Sequential Device
- \_j IBM LLT3580-TD4 SCSI Sequential Device
i \_j IBM LLT3580-TD4 SCSI Sequential Device
i ‘_j IBM LLT3580-TD4 SCSI Sequential Device

&5 TBM LLT3580-TD4 5CSI Sequential Device

t_j IBM ULT3580-TD4 SCSI Sequential Device

-3 IBM ULT3S80-TD4 SCSI Sequential Device

- \_j IBM LLT3580-TD4 SCSI Sequential Device

- ‘_j IBM LLT3580-TD4 SCSI Sequential Device

3.4 Configuring the iISCSI target — Linux

Before you begin this procedure, ensure that the iSCSI initiator is installed (iscsi-initiator-utils). For
example:

yum install iscsi-initiator-utils ; /etc/init.d/iscsi start
To configure the iSCSI target for Linux, follow these steps.

1. Add the CHAP Authentication details for the DR Series system on the Linux Initiator as follows:
a. Edit /etc/iscsi/iscsid.conf and un-comment the following line:

node.session.auth._.authmethod = CHAP

b. Modify the following lines:
# To set a CHAP username and password for initiator
# authentication by the target(s), uncomment the following lines:
node.session.auth.username = iscsi_user
node.session.auth.password = StOr@ge!iscsi

2. Set the Discovery Target Node(s) by using this command:
iscsiadm -m discovery -t st -p <IP or IQN of DR>
For example:

iscsiadm -m discovery -t st -p 10.8.230.108
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Enable logon to the DR Series system iSCSI VTL target(s) by using the following command:

iscsiadm -m node --portal <IP or IQN of DR:PORT> --login
For example:

iscsiadm -m node --portal "10.8.230.108:3260" --login
Display the open session(s) with DR VTL(s) by using the following command:
iscsiadm -m session

For example:

iscsiadm -m session = tcp: [8] 10.8.230.108:3260,1 ign.1984-
05.com.dell:dr4000.3071067.interoprhel52n1.30

Review dmesg or /var/log/messages for details about the tape devices created upon adding the

DR Series system iSCSI VTL.

Adding additional media to the VTL container

Note: With a VTL container, it is very easy to add additional tapes when required. It is recommended to
add tapes in the increments of 50 and 100 to facilitate easy inventory from Backup Exec. Check the
Backup Exec recommendations for the maximum number of tapes supported.

To add media to an existing VTL container click Containers in the DR Series system GUI.
2. Select and edit the target VTL container.
In the resulting dialog box, in the field Add More Tape (ho of Tape), enter the number of tapes to

add to the VTL container.
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D&ALL Draooo
Containers

B Global View
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Alternatively you can use the “vtl —update_carts” cli command for this operation. For example:
> vtl —update_carts --name TEST_VTL_LALA —add —no_of_ tapes 10

Created 10 cartridges

Configuring the DR Series system VTL in Backup Exec

Before you configure the DR Series system VTL in Backup Exec, you need to present the DR Series system
VTL to the Windows host through iSCSI. See the preceding section, “Configuring the iSCSI target —
Windows" for more information.

After the DR Series system VTL has been connected to the Windows host running Backup Exec, do the
following steps.

1. Restart Backup Exec Services to discover the newly attached VTL container.
2. Go to the Storage tab to monitor the VTL discovery.

: ymanec B e 2014 -1o
-
Storage

All Storage
1. Discovering devices
Hame = State Storage TyPE RLOTE FIE STCTOUE TTenany Capadity Active and Average job..  Com)

Storage has not been configured yet. You must configure storage before you can run a backup.

To get started, click Conflgure Storage.

NN e ® B
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After discovery, the VTL and all drives are listed on the Storage tab.

o &
1ol Storage
Compact = : ) e Eh ';;5' % L =4 f
Sactand f Configure Delete | Sean  Inventory Cateog Invertory snd . Import Export Rastore
Flter = Storage - . Catalug row . . - -
Views State Canfigure Staraqe Operations Media Operations.

All' Storage
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= Jape driva 0001 (N media) enline Tape drive *":::L';:;‘:’" d
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Raobotic fi.

All Tape M.

o

There are four supported VTL types supported in the DR Series system, and they can be configured
with Backup Exec. The different VTLs can be identified by comparing the Serial number from
Backup Exec and VTL container.

3. You can identify the VTL by locating the serial number in the DR Series system GUI by navigating

to Container Statistics, selecting the container name and clicking the Library tab.
| ™ - ]
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Or, on the Backup Exec Server, on the Storage Tab go to Library > Details.

Pate ] g =
o |4 B v b
Configure Sean  Imventory Inventory and intislize + Expart
Stonage - . Catslognow  now . .
Starage Operatioes

| 4o A S1crage | Tscvtl-drék detalls

B sobe Robatic library detsils

Backup Exec server information

M Tncvti-drok Comnection type: Uriknawn
B sob History
. Descripce: DELL DR_L700 Backup Exse servict restat e
T necincd
D Active Alerts State: Gnling:
Part: 3
Pravider: Virtual E
Bus: o I
Reserved by
Target I0: 1
Vendar DELL o 5
Product ID: DR_L700
Fermware o104
Library type: CHANGER F5=0, VTL
Crate in sennce: /192015 3:18:05 aM

Senal rrumber. DELL  DR_L700

Primery inguiny string: DELL DAL700 0104

Secondary mauiry Mireg: DELL  DR_L700

4. Run the Inventory to mount the media in the drive and read the media label by right-clicking
Library > Inventory > Inventory Now
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5. To see slot level details before running Inventory, on the Storage tab, select Details > Select Slots.
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3.7 Performing backup and restore using DR VTL

This section describes file-based backup and restore. To get starting, you should install/push the Backup
Exec agent on the client that has the files that need to be protected.

1. On the Backup and Restore tab, click the Add button to add the client machine.

2 Symantec Backup Exec™ 2014 -

e | buud L )
LETIEEE Backup and Restore Job Monitor Storage  Reports

8 7 & T L @D WeEN © @

~ Groups | Backup One-Time Edit  Backup | Resiore Search Create Disaster | Comveriio | | Add date HoldJob  Run Next
- = Backup~ Backups Calendar Recovery Disk ts! - Queue  Backup No

Backups Restores Conversions ' Servers and Virtual Hosts Jabs

Servers Group All Servers W
| o o

— Server Active Alerts Status Last 7 Days of Backup Jobs Last Backup Next Backup
Group: = [t
qs 10.250.232.100 Never backed up C T T T T T 1]

& AllServers We Tn Fr Sa Su Mo Tu

RN Al zervers and appiic '-’fg 10.250.240.95 Mever backed up
2severs We Th Fr Sa U Me Ta
» Retired Servers. -wi - Never backed up CIT T T T T 1]
% Saruers in it group. We Tn Fr Sa Su Mo ‘Tu

0 servers

Details for 10.250.232.100 ¥ooQ
- Backup Source + Backup Selection Backup Status Logan Account
"ig 2 fvolivold MNone Never backed up Use server's lagon aceo..
2 fvol/shares None Never backed up Use server's logon acco..
NDMP Server 2 fvol/exports None Never backed up Use server's logon acco..
2 pvolivoll MNone Never backed up Use servers logen acca..

0 PRVN-WINZKT2-2 | Alerts ® 0 A1 10 ® 10 | Jobs S50 ™0 o

10:25 PM

R e e o HE G LS

2. Inthe Add a Server window, select the type of client to add — Windows/Linux/NDMP.

NOTE: For a Linux client addition, you need to install the RALUS package. See Appendix B for
information about installing the RALUS package on the Linux client.
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Symantec Backup Exec™ 2014

Backup and Restore
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4. Provide the access credentials for the server you want to add. Select from the drop drown or

create new logon details as required.
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& Symantec Backup Exec™ 2014 s =
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5. Using the default settings, click Next to proceed.

Symantec Backup Exec™ 2014
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6. On the final summary screen, click Install.
% Symmbac ﬁa'ctup Ewed" _26]-1
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The following screen shows the successful installation of a Remote Backup Exec Agent on the
server.

=) Symantec Backup Exec™ 2014
e H

Home REENALENCERELGEN Job Monitor  Storage  Reports

[ Standard 5. Tree =

Ca Y% N @

“| Compact List
Sort and Groups | Backup O
F - - B4

Delete Selected
lesource

Credentials

Installing the Backup Exec Agent for Windows.

Server Name Progress

Server & Next Backup
ssb o Successful

ﬁ 10.250.232.100
All Servers
& All servers and apolic...

4 servers

Retired Servers
@, Servers in this group..

0servers

Details for 10.250.232.1 L =1 o}

Logon Account
Use server's logon acco..

- Use server's logon acco...
NDMP Server Use server's lagen acco..
Use server's lagan acco..

Refresh

[ PRvNoWINZK 22 | Alerts ® 0 A1 0 T 10 | Jobs S50 O @0 | o (@ symantec

= T . | ] [ % (5

49

Setting Up the Dell™ DR Series System on Symantec™ Backup Exec™ | April 2015



The Backup and Restore tab shows the newly added server and details as shown in following
screen.

Backup and Restore
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On the Backup and Restore tab, select the server that contains the data to back up and go to
Details.
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Backup and Restore
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8. Select Backup > Back up to Tape.
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Back Up to Disk and then Convert ta Viertual Machine

Back Up to Disk and Simultaneously Convert ta Virtual Machine

-] K ) & uB 2
Convert to it e 2 it Hold
Virbual * = .

- i3 Jabs

-
-@=-3
- @+
- d
-

e JObs exist.

Byte Count Stan e Schedule
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9. Enter a name for the policy and click Edit to select the server file systems.

3 | | ssb-bkup i

Full ®

Job name:  ssb-bkup-Full

Schedule:  Every 1 week on (Fridsy) at 11:00 PM

Storage: Any tape cartridge storage

) System State

Media Set: Keep Data for £ Weeks

% Incremental

Job name:  ssb-bkup-Incremental

Schedule: At 11:00 PM, then every 1 day
This backup will Aot run unril the firs full
ackup is complered,

Storage: Any tape cartridge storage

Media Set: Keep Data for £ Weeks

| —
e
| —

10. Browse and select the data to back up and click OK to continue.
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| ssb

Browse | Selection Details

Simplified Disaster Recovery: OFF (W) ¥

4 [ |86 A
[ C SRECYCLEBIN
O . nfs
[] £ jenkins
[ £ mysql_data
[] 5 netvault
[ 15 Quest Seftwars
[] 5 shares
] © System Volume I
[ 5 web
] & wireshark
4 (=3
b [ © SRECYCLEBIN
I =
4 [ shares
b [ App_Data
b [ Bugs
3 builds
b [ releases
b [ [ System Volume I
b [ 85 system State v

v v v w v v v v v W

<|

Mame Size

2 DataReductionA...

(2 ddtis

[5) DR2000v-Images

(2 FluigFs

2 03e sdk

(22 Phantom

2D Shrike

2 Sidewinder

12 Sparrow

12 TestTools

O web.config 482 Bytes
[} web.config_old 0 Bytes

Type «
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder

Modified Tirn

4/23/2013 4
8/20/2014 3
4/28/20141
5/0/2013 3x
821720121
117772014 2
2/14/2013 4
11/27/2014
4/9/2014 11
4/26/2013 &
4/28/20141
8/29/20121

b [S] 2] [F]

<] ] | [>]

[<] "

ssb-bkup

Partially selected
|y

Mot selected
B2

=13

=26

B System State

[ Zest/Edit Credentiats | |

Full
Job name:  ssb-bkup-Full
Schedule:  Every 1 week on (Friday) at
Storage: Any tape cartridge storage
Media Set: Keep Data for £ Weeks

% Incremental

Job name:  ssh-bkup-Incremental

ackup is complered,
Storage: Any tape cartridge storage

Media Set: Keep Data for £ Weeks

Add Stage ¥

Schedule: At 11:00 PM, then every 1 day
This backup will Aot run unril the firs full

@

11:00 PM
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12. Click the Storage link on the left pane and select the required tape library as the storage unit.

Schadule 5 Fui [
58 m Bt (103 08 ea] T
Neshcanon Mess et [R5 Kaep Dt for d Wesks. =1
Ten2 Bun Wi ik b begern
Verily
) Oywrarite mecia
Adeanced Open e
Dkt e @ Append jo M, evergrse 4 no apgerissie medu 4 gvaslabis
Sty ) Agpend in medka, jermanate ob f no sppendable meda s sealsbie al
PrasPost Commanch
s e ek [] Fjest e mesin after the ol complrtes
Exthonticng. 7] Eapoet sropcdin aMes el poempieted.
Giport mediatovacl | hione « | [ mertincagm: |

Gomprisan[Hardwore 1 svalable otervise noos] 1] »

&

ﬁimmil
o (W AR =
Medaser |5 Kerp Gata ford Wecks ;.-.fJE s

|

13. Review the final selections and click OK.

Partially selected (] (]
\

Job name:  ssb-bkup-Full

Oe Schedule:  Every 1 week en (Friday) at 11:00 PM

(=] Storage:  swsysiscutis I
2 G

Media Set: Keep Data for 4 Weeks

A% Incremental

Job name:  ssb-bkup-Incremental

Schedule: At 11:00 P, then every 1 day
This backup will not run until the first full
‘backup is completed,

Storage: swsysGiscvtie I

Media Set: Keep Data for 4 Weeks

[ ddstage - | [ Esi ]
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14. To run a backup job, select the backup policy (FULL schedule) and click Run Now.

& Symantec Backup Exec™ 2014 - | @

Storage Reports

[Sistandard | Y. ( 1_32 . B 3 ) x
ClCompat A § & 3 = -
Sort and Backup One-Time Backup s Create Disaster Convert to Edit Delete Cancel Priority| Run |Hold Test e
Filter ~ - Backup = Calendar Recovery Disk Virtual » - Now - Run  Activity His o
Views Backups Restores Conversions Jobs Credentials

Name + Server Storage Job Type State Job Status Byte Count Start Time Schedule

= ssb-bkup
- {1 ol backup, ncremenal back . >0 Backup
B sob History 5] i:l‘l’:xg—w" ssb ir swsystiscvtls Full backup Scheduled B Scheduled 12/5/2014 11:00:00 PM tEF":z ‘]‘:t'
( =, ssb-bkup-Increme... = Incremental P . Frian e
. Backup Sets B e a0 sneysiseyts i Scheduled @ Scheduled 12/5/2014 11:0000 PM per

BS Active Alerts
Credentials

[ Properties

Jobs Y52 ™0 o

228 AM
BB G G,

The backup progress can be seen in the Backup and Restore as well as the tape drive being used
for the job.

2 Symantec Backup Exec™ 2014 - |a
L

Job I\Enimr Storage  Reports

[FEistandard| N & i [ o) = @

TlCompact & Eilist e =4 = -
Sort and Backup OneTime  Backup p Create Disaster | Comvertto | Edit ¢ Cancel Priority Job  View Jab
Filter = + Backup+ Calendar Recovery Disk | Virtual = - Activity History c
Views Backups Conversions Credentials

Narme = Storage Job Type Job Status Byte Count Start Time Schedule
- \_{:!“b""‘“l' Backup

S eacian, el o
B sob History (3 s bhaup-Ful

® Active: Running - Backup 179 M2 Run Now &
~ Full backup I

00:03:38  766.00 MB/min 12/3/2014 22544 M week on (F|
At 11:00 P

every 1da

Full backup Active

(2, ssb-bkup-Increme... Incremental .
. Backup Sets (5 T swsys6iscntle pacrun Scheduled (3 Scheduled 12/5/2014 11:00:00 PM
-

Bg Active Alerts

?- Credentials

Ei Properties

Jobs €41 =1 80

233 AM
< B G G
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15. Go to the Storage tab to see the tape drive in use and the media ID used for writing data.

Labe! Import Export Ease | Restore

Media Operations

Storage Type  Active Alerts  Storage Trending

- mm‘ Active Rebatic fibr_
= m.ﬂ':f:‘ o modie) Ondine Tape drive
B e o medt Onine tape dime
S i e Ot Tape deme
iy Tope defue 0004 (o media P ——— |
S Onine Topedrie 1
= E::;::?&“ {Na medla) Online Tape drive
) Tope deive 0007 (Ho medi) Cnline Tape diive
| qf&“ﬁ.ﬂﬁﬂ”m Active Tape dive @ biyles used of 10 GE
= yimissetoa Cnling Tape dre |
- Ilm;;?gu (Nu medial P "
‘ Slots Rebotic libr.. 0 bytes used of 30 GB
- % Tape and Disk Cartridge Media
Al Tape W @ byles e of 100 G -

&

All Tage Media

Scan  Irventory

. 4

el bmport Export Eraue

Storage Type  Active Alents. Ssorage Trending

- % mms Lictie Robatic fir...
= Jope.drve 0001 (o madle) Online Tape drive
B e T o medin) Grine Tape drve
= Tm,‘:;;:_g?] Mo media) Cirkine Tape dive
WS v cites F001 (Ho thedia) Crline Tape drive |
N Thwe i 0005 (hio meedia) Griine Tape drive
G Tios crivm GO0 0o medl) Orine gt drive
N [ope e 0007 (o medla) Cniine Tape drive
= e o Qo Aatoe Tape drve 0 bytes used of 10 GE soblup Bl 591 00 Masmn
e |B\ful‘:;i:n-?o?gm°mm Orlne Tape devve
A ee e 0010 (o madty) Orline Tape deive i
Robotic fibr... 0 bytes used of 50 GB
» Tape and Disk Cartridge Media
%' Tape Media Al Tape M. 0 bytes used of 100 G& -
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16. Go to Slots > Details to see the media available and media loaded in drive

B sob History

w Siot 1
@ Sier 2

Slet3

Active Alerts

b
Configure
Storage

Confiqure

@ &

Sean  Irventery Cataleg Irwentory and

d @

w' F
Label Impat Export Ersse | Restore
Catalog now . . -
Storage Operations Media Operations
Tweyehleevtls Slots detalls

0 bytes used of 10 GB
0 byles used of 10 GB
0 brytes used of 10 GR

0 bytes used of 10GB

Slet 6

St 7

Sipt &

Sler 9

EEEEEOE

Mete B2 /RO T

R

Eytes used al £
0 bytes used of 10.GD
0 bytes used ol 10 GB
0 bytes used af 10 6B

0 bytes used of 10GD

-,‘3]1.".1’.'“!] i+

T
Agsociate Retire
with medha set
Media Set Operations Media Vault Operations.

(! Symantee

S E

™ Standasd * Tree
| Camy o T
Sortand Backup
Filter = Calerdar
Views Backups Restines
Harne = Senver Starage Job Type
- B ssb-bkup ssb Backup
% sshr-bhup-Full b 7 swystiscvii Full backup
2 seb-bhup-incremental  ssb i, sweysbiscviis

Incrementsl baw.,  Scheduled

State

Schedubed

> @mwXe
" Ruin View Delele View Job
Hestary

New Job Lag

TN

Duglicate Venty _Edit
Badup

Jub History

12004 110000 #M
12/73/2004 110000 PM

Schedule Selections.

Every 1 week an (Fn
A 1100 PM, shen.,

Sic Jab Staly: Lognglele  Sisct Lume ok Bale i
ssb-bioup-Full s5b Tape drive 0003 Eschup. B Successhul 100% 12/2/2014 24.. 12,00 Milfmin
s3b-bioup-Tull ) Tape drive 0008 Backup R Canceled NiA 12372004 5208 91300

1 | initiakize Library 00001 swaysBisevtd  Swonageop. 9 Suecesshul 123/2014 23 00006 0 Bytes
|| iventory Deviee 00002 swiyshisevt  Stomgeop. B Sureesshl 127372014 23 000031 0 Bytes
13 Catnlog DO0O2 swaysfisevtif  Catalag B4 Sureessiul 1273/2014 12 00443 D Bytes
i | inventnry Deviee 00002 swyshisevi 4 Successhl 127372014 13 000018 D Bytes
1| ivventeary Deveee OO0 swiyalie vl By Sucersihal VA 12 0028 0 Byles
frar W wuh B Sucemnhal g VA 0 OHODE I Ryrbe,
WSSE Agent for Windows L R Successiul WS 1222014 84 D ytes
55E Agent o Wandews R Farlest [ oA 0 Byl [

-REG 2
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3.8 Restoring from tape

1. On the Backup and Restore tab, click the Restore button.

" ©

Home QEENURELGLEECGGCOM Job Monitor  Storage  Reports
sl CO - N B TS £ MR U e X
-] 67 T : R
|Compact 2 List = SR —
Sortand Groups | Backup Cne-Time Edit  Backup | |Restors [Search Create Disaster | Convertto | Add Remove Update HoldJob  RunNext | Delete Selected
Filter - - Backup~ Backups Calendar Recovery Disk | Virtual ~ Queue  Backup Now Resource
Backups Restores Conversions | Servers and Virtual Hosts Jobs Credentials
Servers
_ Server & Active Alerts Status Last 7 Days of Backup Jobs Last Backup Mext Backup
Grou e
g 020232100 Never backed up e e
Th Fr Sa Su Mo Tu ‘We
All Servers
[~ Primeserere 4 023024095 Never backed up e k|
4 servers Th Fr Sa Su Me Tu ‘We
Retired Servers prvn-win2k12-2 Never backed up
™ & S o T
Servers inthis group..
Oserers ssb Backed u 12/3/2014 2:40:55 AM 12/3/2014 11:00:00 PM
p T Frosa Mo Tu We T o
Details for ssb ¥ o
Backup Source ~ Backup Selection Backup Status Logon Account
2c Partial Backed up Use server's logon aceo...
None Never backed up Use server's logon acco..
e - M : None MNever backed up Use server's logon acco..
{vitual machine) v: Partial Canceled Use server's logon acco..
1 System State None MNever backed up Use server's logon acco...

T PRVN-WIN2K12-; | Aerts ®2 A2 o 17 | Jobs €52 o0 0

@symantec.

[P<REN

2. Using the default options, click Next.

58 Setting Up the Dell™ DR Series System on Symantec™ Backup Exec™ | April 2015



Which type of data from server ssb do you want to restore?

| Files, folders, or volumes
Restore file system data.

3. Using the default options or settings, click Next.

What do you want to restore?

. File and folder backups to a point-in-time
Browse the backup sets ta find files, folders, or volumes to restore, Backup Exec uses the backup set that you select, as well 3s any
related backup sets, 1o restore the data o the paint-in-time at which the backup set was created.

. File and folder backups from a backup set
|| Browse the backup sats to find files, folders, or volumes to restora, Backup Exec restores only the data from the backup set that
you select.

Files and folders located through Search

~ Search for files, folders, or velumes in backup sets or archives, and restore selected items.

[once o> | [camer ]

4. Select the data to restore from the appropriate snapshot and click Next to proceed.
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What files and folders do you want to restore?
Show backups from: 11/3/2014 [ to:12/42014 3 Test/Edit Credentials
a4 B ssb Name Size Type Wadified Time 4
a 2 () midink File Folder  4/13/2014 5:37:58 PM
4 @) 12/2/2014 2:42:13 AM (Snaps! (V] £ temp File Folder  4/13/2014 5:40:21 PM
9 Jenkins () workspace File Folder  5/30/2014 3:03:10 AM
12 mklink [ jenkins-slave.err... 69.4 K8 11/25/2014 3:18:01 AM
D temp (W] [] jenkins-slave.ex.. 158 Bytes 4/13/2014 10:35:50 BM
15 workspace L] jenkins-slave.ou... 0 Bytes 4/13/2014 10:36:06 BM
b &y: L] jenkins-slave.wr... 360 Bytes 5/12/2014 416:34 PM
(W] [ jenkins-slavexml 2.14 KB 4/13/2014 10:35:50 PM
|7 redirectlog 0 Bytes 4/13/2014 10:36:05 PM
[ slave jar 356 KB 4/13/2014 5:37:51 PM
L<] m | [Bia m >
<Bock | Net> || cancel |

5. Select the default settings if you are restoring to the original location of the data, or specify the
new location and click Next.

Where do you want to restore the data?

jinal locationt
O To a different location
Drive: | |
Example: |\server\drive:

Path: | H Browse ‘
Example: \path

Server logon account: ‘ System Logon Account |v ‘ ‘ Add/Edit

@ Note: If you restore files from a volume that has Windows deduplication, Backup Exec places the files on the disk as nan-
deduplicated. Ensure that you have encugh disk space to restore the non-deduplicated data before you run a restore job. For mare
information see: https//www.symantec.com/docs/TECH204775

@ Note: During a redirected restore, you may not be able to restore some file system attributes from the original data. For more
information abeut how Backup Exec treats the file system attributes for different types of file systems, see: hitps://
wwv.symantec.com/docs/ TECH205960

Microsoft Virtual Hard Disk (Windows Server 2008 R2 or later)
[] Create a Virtual Hard Disk for redirected data
(®) Create a different Microsaft Virtual Hard Disk for 2ach backup set that is restored
Create a single Microsoft Virtual Hard Disk that contains the merged files and folders from all redirected backup sets
VHD file name:

What happens if | restore to a Virtual Hard Disk? <Back | Net> |[ cancel
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6. Using the default settings, click Next.

How do you want to maintain file integrity, hierarchy, and security for restored data?

estore files that were corrupt or incomplete in the backup. Some data may be retrievable from them.

Recreate the directory structure from the backup when the data is restored; otherwise, all data is restered without any directory
structure

Restore existing file

) Restore over existing files
() Skip if the file exists
(®) Overwrite the file on disk anly if it is older

Restore security information and file system

@ Restore files with their security information and file system permissions

© Restore files without their security information and file system permissions. The security information and file system permissions for
the restored files are determined by the security information and file system permissions at the destination location

@ Restore only the security information and file system permissians for files that exist at the destination; do not restore the file
content

< Back ” Next > H Cancel

7. Using the default settings, click Next to proceed.
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How do you want to restore operating system features?

{Restore R ble Storage data (Windows 2000/2003 only)
Restare disk quota data

Junction points
@) Restore junction points, mount points, symbolic links, files, and directories
) Preserve existing junction paints, mount points, and symbolic links, and restore files and directories

Which options should | select? [ <Back | mea> |[ concel

8. Using the default settings, click Next to proceed.

What additional tasks do you want to perform before and/or after a restore?

un a command before and/or after the restore

Type 2 command to run before the restore runs: | |

Type a command to run after the restore runs:

[] Let Backup Exec check the exit codes of the commands to determine if the commands completed successfully

Run job only if pre-command is successful
Run post-command only if pre-command is successful
Run post-command even if job fails

minutes

Cancel command if not complete within
Run these commands:

O On this Backup Exec server

@ On gach server restored to

Motification

Select each recipient to notify when the job completes,

Recipient Name ~ Recipient Type Manage recipients

[ Include the job log in email notifications

‘Which options should | selact for the additional tasks? < Back ” MNext > | ‘ Cancel
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9. Enter a name for the restore job and schedule it as required, or select Run now to start the restore

job immediately. Click Next.

What job name, storage and schedule do you want to use?

Name: | restl I

Storage: | U5 swaysbiscvilf (94.1 GE free)

Schedule: @ FRun now
© Rungn: 12/3/2014 2:49 AM
) Create without a schedule

Options

Schedule Queue

Reschedule the job if it does not start

Cancel the job if it s still running [0

S hours after its scheduled start time

=] hour after its scheduled start time

Submit job on hold

<Back | Next> |i\ Cancel

10. On the Restore Summary page, click Finish.

Restore Summary

Data to restore el
Restore: Files, folders, or volumes
Type of data A
Type: File and folder backups to a point-in-time
Selections A
ssEAG:
Include - Jenkins\** [Subdir]
Location to restore to A
Restore to original location: Ves
File integrity, hierarchy, and security options Ri=
Restore files that were corrupt or incomplete in the backup: No
Recreate the directory structure from the backup when the data is
Yes
restored:
Restore existing files: Cverwrite the file on disk only if itis older
Restore securityinformation and file system permissions: Restore files with their security information and file system
permissions
Operating system features 3
Restore Removable Storage data (Windows 2000/2003 cnly): No
Restore disk quota data: No
Junction points: Restore junction paints, maunt paints, symbalic links, iles, and
directories
Additional tasks A~
Pre and post commands: No pre- ar post-commands are configured
—— No recipients have been selected for notification when the job
completes
Wedia Details Riv|
< Back ” Finish. | ‘ Cancel
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11. On the Job Monitor tab you can see the restore status.

W ssb-blup-Incremental

Server Starage
sb

ssb i swsysisentis
b e swyssisealt

ob Type State
Backup

Full backup Seheduled
incremental ba_ Scheduled

Job Status

D Sehedubed
5 Schedibed

Run

@ = X &

View Delete View Job

How Jeblog

Byte Count

History Handing
Jub Histony

Start Tume Sthedule Selections

12/5/2014 11200:00 PM Every 1 week on (F...

12372014 11:00:00 PM

At 1100 PM, then

<] ] [ >
pr i dan Fes Far: IS s z -“ con fae,  |»
Iulul'l b Tape dnve D007 Restore i Successhul 00 N2E04 25 VLER014 I5.. DT 960 Bytes TR M@/ mn I
- - eyt L EHA———— S—
E@ssb-bhup-Full b Tape drive 0006 Backup &Car\celed WA 12372014 22 12372004 23 000959 592GB  913.00 M&/min
1 initislize Library 00001 swyshisctif Storage op... &Suncusful 100% 1232004 23 1332004 23 000006 0 Bytes
|| Inventary Devies 00003 swwpshisetls Staenge op. 94 Sureesshul 100% 12AA04RT 1232014 2 000031 0 Byees =
13 Catalog OO0 wepisedlf  Catalog B Surcesshl 100% 120413 1232004 13 000442 0 Byees
1| invenitory Device 00002 swsysbnsoviil Sturage i, &Su“n\lul 100% 12320014 TE. 1230004 1. 000018 0 Bytes
|| Invertary Dence LOGIT swspsbuonlle Storage op. GG Successlul T00% TZEARDA T 122014 Tk, G 0 Bytes
S50 Agent for Windows L. ssb Instal @ Successtul 100% 1201410 1272201410 00:00:08 0 Bytes
WSS Agent for Windows L Install B Successhul 100% 122048 122201485 000423 0 Dytes
install B Enilodd N%_1200014 54, D14 0d 0 Rases. FOORACT A

'T:tn_.::\-m fur Winchonws L
[
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4 Configuring an OST container on the DR Series system for
use with Symantec Backup Exec Server 2014/2015

4.1 Creating an OST container

1. Select Containers in the left navigation area of the DR Series system GUI, and then click Create at

the top of the page.

DR4000

administrator {

b | Help

e-shelf! ocarina local ¥ -
Containers 2]
B Global view

MNumber of Containers: 5 Container Path: [containers

Containers Files

Marker Type Access Protocol Enabled Replication Select
hackup 0 Auto CIFs Mot Configured
ndmpil N Mone WTL MDMP Mot Configured
win_tifs2 4 Mone CIFs online
vol_be_cifsi 24 hone CIFS online
vol_be_ost1 13 Maone Symantec 08T A

Client
Schedules
Systemn Configuration

Copyright @ 2011 - 2013 Dell Inc. &l rights reserved

2. Enter a Container Name and then click Next.

Container Wizard - Create New Container

. "= required fields
Container Name

hdaw 32 characters, including only letters, numbers, hyphen, and
underscore. Name must start with a letter.

Container Mame™: | [BE_OST

Yirtual Tape Library (vTL) ©
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3. Select Symantec OpenStorage (OST) as the access protocol and click Next.

Container Wizard - Create New Container

® = required fields

Select Access Protocols

Storage Access Protocal’: Dell Rapid Data Storage (RDS) D) Container Name and Type
) BE_OST

| * Symantec OpenStorage(OSﬂ

MAS (NFS, CIFS)

4. Set the capacity of the OST LSU as needed, and click Next.

Container Wizard - Create New Container

®=required fields

Configure OpenStorage

LSU Capacity:| '®0 Unlimited Container Name and Type
BE_0ST

Quota Gy (2) Access Protocols and Marker Type
Symantec OpenStorage (05T)

< Back Cancel
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5. Review the configuration Summary page, and then click Create a New Container.

Container Wizard - Create New Container

configuration Summang

Container Hame and Type
Container Mame: BE_OST

Access Protocols

4.2 Installing the OST plugin

1. Launch the Backup Exec Admin Console. Click Home, and then select Configuration and Settings

> Backup Exec Services.

@

ﬁ Connect to Backisp Exec server Iob ety
Baciyp beec Setmngs.
' @ Conbguration snd Settings. * TE——
= Alerts and Natifications
‘}' Installaticn and Licenting T
Q Symantec Ondine . Create Cusaster Recovery Disk
Audt log

ta Technicsl Suppart Prefered Servers

Evece-Handing Rules

b Help and Documentation  »

t:tbu

Chuster configuration wizeed

Local server properties

N e

Access Protocol, Symantec OpenStorage (05T

® = required fizlds

OpenStorage - Symantec OpenStorage {OST)
LEU Capacity: Unlimited

< Back

Cancel Ereate a New Containeﬂ

2 LR i o/
vt Creste Disser Fors Held b Delee Seected
Resovey Dk

Servers

Last 7 Days of Backup Jots Lat Backug Heat Backup %
] 422013 17T AM ‘

33172005 182454 AN

T T T T amions 31230 aM

El:l%;r 15 4126 AM
P We tn Fr G 50 Mo e e

A0S 125340 AM

3/30/2015 15057 AM

202015 15857 AM

LB barkha-wizmi2 Backed g T T 2a0ns 41626 M
i Detaits for BARKHA.2K12.11 soo
= ek Souece = Badkup Selection [ — Logon Accoun
| 1] -1 None Hackesd up Ut srrver's bogan seca
— a0 Nane Backed up Use server’s logon ssca.
| Winders comper 2 7 601110400 Hane Backed up Use torver's logen acco
[irtual machine]
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2. On the Services Manager page, click Stop all Services.
=) Backup Exec Services Manager M

Manage the Backup Exec services, or edit the Backup Exec service account credentials

Server name: Add server
Server Name Status Remove server

PRVN-WIN2K12R2 Services are running.

Server details

Service Name Status Account Name Startup Mo|| Start all services
Backup Exec Remote.. Running LocalSystem Automati =
Backup Exec Agent. Running JAAdministrator Automati Sionalhaeniices ]
Backup Exec Device & .. Running \Administrator Automatic | | Restart all services
Backup Exec Job Engine Running JAadministrator Automatic = =
Backup Exec Management_. Running JAAdministrator Automatic
Backup Exec Server Running MAdministrator Automatic

Backup Exec Error. Running LocalSystem Automatic

[] Enable deduplication services to be started or stopped

You now can install the OST Plugin (after all Backup Exec services have been stopped). You can
get the installation packages from the list of binaries provided by Dell, Inc.

3. In the Dell Storage Plugin Installation dialog box, click Next.

i'.fa Dell Storage Plugin for Symantec 0ST (64-bit) Setup

Welcome to the Dell Storage Plugin for
Symantec QST (64-bit) Setup Wizard

The Setup Wizard will install Cell Storage Plugin For Symantec
QST (64-bit) on vour computer, Click Mext o continue or
Cancel to exit the Setup Wizard,

Cancel |
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4. Accept the License agreement and click Next.

i'é‘- Dell Storage Plugin for Symantec 05T {64-bit) Setup M=
End-User License Agreement
Please read the Following license agreement carefully

DELL 3J0OFTWARE LICENIE AGREEMENT

the user, and Dell Products L.P or Dell Glohal B.V.
distributed with or for the Dell product [and

separate license agreement between you and the
manufacturer or owner of the software [collectively
the "Software”). This Agreement is not for the sale

nf Snftrasre nr anm nther dintellectnal wronertr 211

| [V I accept the terms in the License Agreement: I

e

This iz = legal agreement ["Agreement™) between vou,
["Dell™) . This Agreement covers all software that is

upgrades and updates thereto), for which there is no

[

Print | Back I Mext il Cancel |

5. Click the Install button to proceed with installation.

i'm‘!:" Dell Storage Plugin for Symantec 0ST {64-bit) Setup

SIS B3

Ready to install Dell Storage Plugin for Symantec 05T (64-hit) @

Click Install ko begin the installation. Click Back to review or change any of wour
inskallation settings, Click Cancel to exit the wizard,

Cancel |
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6. Click Finish to complete the installation of the OST plugin.

i':?:l Dell storage Plugin for Symantec 05T {64-bit) Setup

Completed the Dell Storage Plugin for
Symantec QST (64-bit) Sehup Wizard

Click the Finish button ko exit the Setup Wizard.

Zance| |

4.3 Configuring the OST device in Backup Exec

1. Launch the Backup Exec Admin Console. Click Home, and then select Configuration and Settings
> Backup Exec Services.

Bl it Db

B Cannect 1o Backup Exee server Job Defeuits k.
Hackup Eare Settngs
nﬁ Confgueation and Setbngs * Logon Acounts
- erts and Notificstions Server BARKHA-2K12 x|
q WMo aed kel (¥ kg Brecouridcer Last 7 Days of Bockup Jobs | Last Backup Hewt Backup -
B CTT T T T T 1 anaosmn
9 aiac ok * Ciue oy Bick We Th r 34 54 Mo e i i
Aot L | e e e e oy
3 tlog > e e e g VIS S AM
&b Technical Support . Prelored § e { ]
5 e e e YA M an
o : Erroe-Handing Fules We T Fr e Su Mo
S Hele and Documantation P
R 2 MU N — —— —— ¥, V.|| ¥
Chatter configuration wizard We Th Fr Sa S Mo B 15 419:26 AM
o e ;
F oo Local server praperties b T T T T imia01s 128340 AW
: e e
r— =
i ? LTl 373072015 15057 AM
= ) = - 5
(F barkha-wizvmiz Backed up e e T Vi g 3AI2015 41026 AM
= e *
Details for BARKHA-ZK12.11 oo
= Backup Source = Backup Selectzan Backup Statu Logan Accaunt
a0 = Hene Backed up Use server’s bogon acse..
(=13 Hone Backed up Use server's kgan acicu.
= 2 Aled ) Heme Hacied up U server's logan acce..
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2. On the Services Manager page, click Start all Services.

Manage the Backup Exec services, or edit the Backup Exec service account credentials

Server name: Add server
Server Name Status Remove server

PRVN-WIN2K12R2 Services are stopped.

Server details.

Service Name Status Account Name Startup Mode Start all services ]
Backup Exec Remote Agent... Stopped LocalSystem Automatic
5 Stop all services
Backup Exec Agent Browser Stopped MAdministrator Automatic
Backup Exec Device & Media...  Stopped Mdministrator Automatic Restart all services.
Backup Exec Job Engine Stopped Administrator Automatic
. 5 Edit credentials.
Backup Exec Management... Stopped Mdministrator Automatic
Backup Exec Server Stopped MAdministrator Automatic Connect
Backup Exec Error Recording...  Stopped LocalSystem Automatic
< n >

Enable deduplication services to be started or stopped

3. On the Storage tab, select Configure Storage.

Activesnd..  Aversgejobrate Cc*

patsionze 9 Net enough statistealiner-, 130 6B ueed of 783 TH e
D D e o encugh statiicalnf 231 CBused of 1A TR = |
Rabars b
= m::v;:?:umm S
o T
Tape drive
= M Tape drve
sy e Tape drve
e v s e e -
Tape drve
Taps drive
Tape dive
Tape drve

§1.7 6B used of 100,68
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4. Select Network Storage, and click Next.

Which type of storage do you want to configure?

Disk-based storage
Lacal or remate disk storage, disk cartridge devices, deduplication disk storage, storage arrays, virtual disks,
and legacy backup-to disk folders may be available to configure,

Network storage

OpenStorage devices, NDMP servers, and rgmote media agents for Linux may be available to configure,

Tape storage
Installing tape drivers, replacing or adding hot-swappable storage devices, configuring rabotic library
partitions, and configuring barcode rules are tasks that may be available.

Storage pools

Storage device pools and Backup Exec server pools may be available to configure,

Media Sets and Vaults

What are the different types of storage?

5. Select OpenStorage, and click Next.

Which type of network storage do you want to configure?

@ OpenStorage

A Symantec technology that lets you a vendor-provided intelligent disk appliance as disk storage.

ﬁ NDMP Storage

A device that supports the Network Data Management Protocol.
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6. Enter the name and description for the configured OST device, and click Next.

What name and description do you want to use for the OpenStorage
device?

Narme: "BE_05T| J

Description:

7. Select Dell as the provider and click Next.

Which provider for the OpenStorage device do you want to use?

DELL J

PureDisk

m My provider is not listed here
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8. Enter the Server name (IP or FQDN) and select the Backup_user as the logon account.

What is the connection information for the OpenStorage device?

Server name: | e-shelfl i
Use the host name or fully qualified domain name of the server

@ Symantec recommends that you select or create a logen account that is used exclusively for the OpenStarage
device. The account should net be used for any other purpose and should not contain credentials that are subject to
password update policies.

9. Select the created OST container from the list and click Next.

Which logical storage unit do you want to use?
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10. Enter the number of concurrent operations to run on the OST device and click Next.

How many concurrent operations do you want to let run at the same time
on this OpenStorage device?

Concurrent operations:| E

0 This setting determines how many jobs can run at the same time on this device. The number of jobs that this device
can handle varies depending on your hardware and environment, so you may need to adjust this setting later.
Symantec recommends that you set it low enough to aveid overloading your system, but high enough to process
your jobs in a timely manner.

11. Click Finish on the configuration summary page.

Storage configuration summary

Storage category
Metwork storage
Storage type
OpenStorage
Name and description for the OpenStorage device
Mame:
Description:
Provider name
OpenStorage provider name:
Connection information
Server name:

Logon account:

Logical storage unit

Storage location:

12. When prompted, click Yes to restart the Backup Exec Services.
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4.4

Fa
& In order to bring this device onling, the Backup Exec services need to be
restarted.

Restarting the services while jobs are running will cancel them.

Do you want to restart services now?

Performing backup and restore using the DR Series system OST
device

This procedure describes how to perform file-based backup and restore. You need to install/push the
Backup Exec agent on the client on which files needs to be protected.

1. On the Backup and Restore tab, click Add to add the client machine.

|

Backup and Restone

[ stmndard L - ¥ )
B Cowyiect e & @ & E E 8 i & X
Saort and Groups | Backup One-Time  Ed Held Job  Hun Next
Fiter = - = Backup s Hackup G Backup ow
Server =
10.250.232.100 MNever backed up
% All Servers. ﬁi We TR Fr S Su Wo T
B | O mamas e R
Ratired Sai i pren- v
&, —-h::.'- .!pnnmmizz Hever backnd up e e
O senns
Detalls for 10.250.232.100 ¥ oo
Bachup Source = Eachoup Selection Backup Steus Lagen Ascount
‘ﬁ 2 frokvol) Mane MNever backed up Use server's logon aceo..
- B frolisharer Mane Hever backed up Use server's kogon #cic.,
HDMP Server B fetfepors. None Mever backed up Use server'’s legen acee...
B fealivalt Nane Hever backed up Ut torvery logon scee..,
[ heeen ]

2. Inthe Add a Server dialog box, select the type of client to add as Windows/Linux/NDMP.

Note: If you are adding a Linux client, you need to install the RALUS package before adding.
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Backup and Restore

& @

" Greups WZ

Fiter *
Views
Server »
= 4 as0aazi00
Al Servers

&i B % 1025024055

e& MudSlm!l .! prvn-win2in 2.2
S g

Which type of server do you want to add to Backup Exec?

ﬂi Microsoft Windows computers and servers ll‘
Add a Windows comgnter of an Exchy SO or the list of servers. The Backup Buec Agent|
fou Windisurs will b inshalled  mecssary.

L‘ﬂ File server or NDMP data server »

Adld 8 file server ot an NDMP data serves to the list of servers, You an Back up filt sarvers anly Bhrough user
shares. No Eachup Frec agent o ingtalied.

#j Microsoft SharePoint server farm

Acld a SharePuink server farm 1 the kst of srvers.

iﬁ Microsoft Exchange database availability group

Ingtall th # Exchangs catabase availsbdity group sénvers
and add » Mcsoralt fxchange databes padabil ity group to the it of tenmen

Agent fior

AR Linux computer

Detals for 10.250.232. 188 | ) adding » sevver 2 the lst of servers in Dackup Exec ets you back up and manitor the data oo that server.
COE
-y = : = :
St : | mews || camew |

| HOMP semer

| & T oo

Logan Account
Use server's Ggon Sico=..

Use server's logon acco
Use server's logan acea..
Use server's fogon sceo

Symantec Backup 2014

S e Greups | Backup Ol Doy you want to establish a trust?
Views
| [[TEmem— P
Server ~ Euec server nputers. You must 1 establish the trust before you can conbinue b9 aod the Nest Backup
serven.
R wasozszaw
& @ ww % _ a5 [ Ao Backup Exec to establish b trust with the senvers.
Retired Servers. l! promomindkl 33
Sarvart it i
0 wrnni
Detalls for 10.250.232.1¢ =og
. Backu Lagen Actount
ﬁ - ™ T o = z Ute servme's kg atezs
Nt 2 <Back | Meao || Cencel | Use server's kogon aics..
NDAMP Server 2 comp — Use server's kogan scco_
N T R

Use server's kogan aces..

4. Provide the access credentials for the server you want to add. Select from the drop drown or

create new logon deta

ils if required.
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- Grows | Backe Ol Which servers do you want to add?
Views
I oo oo s e
Sarver & o et Backoap.
HE waszm
Al Servers ;
& 7 v i qimgsu.um [Server e =
1 senvan | b
Retired Servers l! prTewinZk1 -2
[
Suanan
Details for 10.250.232.1¢ Avways use  akiness 1o cannest ta servers, D nat resabve 1 addresses into flly qualfied domain e
rames S :
|tacied Lagen Aeesunt |
J |-y = ; Use perees's logen mico. |
B B What e logem aceounss? [emas | s |[ ceem | Ut streess bogem . |
INOMP Server :m - Use perver's logon preo..
] TR Hereroaee g Use servers logen acc..
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5. With Default settings, click Next to proceed.

Symantec Backaup Exec™ 2014

if a version of it is installed on the remate computer?

[ Upgrade the Backup Luec Agent for Windows to the curren version sutomatically

6. Click Install on the final summary screen.

Symantec Backup Exec™ 2014

Backup and Restore

e T

Do you want Backup Exec to upgrade the Backup Exec Agent for Windows

[T Piastar the remcte computer sutomatically after instaliing the Backup Txec Agent for Windews when & restart it requined

Sortand Backup O
ot e Oroups | Backip O} Summary
Type of sarver 1o add %
Server = Microsoft Winclows computers and servers
R wasezszin Eatioh trat a
y: Al Servers Vet
rpbesnlinias l‘i'm"” Seevers 10 add &
- ” Server Name Logon Account
Retired Sarvers - .
Aot v | Lsiiis ub Administrator
¥ Ingtall opticns -3
Upgrade the Backup Exec Agent for Windows o the currens
whriGn aubamaticaly:
Restart the remote compuler automaticaly alter installng
the Backup Exec Agent far Windows when & restart i Ho
tequined:
Detalls for 10.250.232.1¢
f Rackuy
@ 2
g T e | B
MOMP Sercee
T T T CaTReT T

Logan Acesunt

Ui parms's kogon aceo..
Use serves's bogen asci..
Use servers logen ateo..

Mext Bpciup

Lexgon Agceunt
Use server’s logon 3o,
Use: server's loggon accon.

Use server's kogen see.
Use server's kogon it
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A notification appears of the successful installation of Remote Backup Exec Agent on the server.

Symantec Backup Exec™ 2014 Zle %

Backup and Restore

| Server Name Progress
|

Server =
Wb Successiul
[C= [ — ]

& ?:w\i:_'-"::w O reas01005

y.  Ratired Servers ﬁ prvmowink12-2
“arvart i 8 e
Brecvars

wb
Details for 10.250.232.1¢ | oo
ﬁi |5"“‘“‘ 3 Logon Atcount
Ay = Use server's logan aceo..
e | = | P Use server's logan acco..
HOMP Server | ) - Use server's logan aceo..

o T T eR e g Use server's bogon acee..

Backup and Restore

Last 7 Days of Backup bobs

R wasezsz 00 Hever backed up R O

[ A sarvens and appic Piever Backed C L LT [ 1 11

“g . ﬁtm}ugi g up W T B S Wa g

Retired Servers| || prvn-win2it2- Never backed u e s s e s

-!a ll 122 P We Th F 52 % Wo MO
Orerven Y P - T

asb Mrver backed uj C L L L I _L L}

| “ -+ We Th R B Su Mo Ta

Details for sch ¥ Do
" fackup Source = Backup Selection Bhckup Stats Logen Actsunt
(B = 1 Hee Hever backed up Use servers logan acco..
- ar Nene Mever backed up Use server's logon aceo.
Wandows tomputer BG Hene Never backed up Use server's kogan acco..
Ivirbaad maghine] av HNone. Hever backed up Use server's logon acco..
psitns P Sysbers State Nene Mever backed up Use serer's logun acce..
[ g ]

80

Setting Up the Dell™ DR Series System on Symantec™ Backup Exec™ | April 2015



81

7. On the Backup and Restore tab, select the server with the data to back up and go to Details.

Backup and Restare

Standard

' E) 4 » - y
w @7 & &R P R e |
Groupt | Badkup One-Time Backup | Mestoce Search Creste Ditsster  Comwertts dd  Femove
- - Backup - Cabencla Recovery Digk Virtual =

Backups Restores

Server Active Alerts Status

0 PRAvIN-2K12-ve2 o

i.l prmowin2ki2e2systestoc.. O Job Cancellstion  Eacked up

Backed up

"
& R310-5y5.01 LaE G
L EEX bt ”
,9" "::':‘f:';::ﬂ qg D Job Fased Canceled
Lo qg 610-system-01 e, Escked up
q_l 520-5y5-03 Backed up
LE sMiTHA WINZRI Backed up
‘5 WIN-ITEBLRIVIO Backed up

“! WIN-GABISTQFMDZ

Cormestaon net eitabilahed

Details for PRAVIN-ZK12.V02

R;s kup 'uwl(f-;
i &
[~ 13

(34760 246601 1 1ed-80b4
1§ Mizrasoh 501 Sarver Instances
B System State

Last 7 Dy of Backup

Conversions  Servers and Virtual Hosts

2 &/
Haid Job
Queue

Last Backeup.

3/26/2015 20015 AM

AN2015 25427 AN

— 6015 13098 AM

262015 20105 AM

4172015 124135 AM
u

) 2/30/2015 25220 aM

3002015 122805 AM

A0/2015 122805 AM

Backup Status Lagan &

Uge tarver's logon aeco

Backed up
Backed up Use server’s bagon scca.
Backnd up Use sorver's kigon aica.
Never backed up Use server’s logon scca.
Never backed up Use server's kagon acco.

8. Select Backup > Back up to Deduplication Disk Storage.

=} Symantec Backup Exec™ 15

LA °

Job Monitor ~ Storage  Reports

|Sstandard | Y = A L . & 3 =)
(Etandard) S 5
SCompa ¥ ES & A @ = |
Sortand Backup| ne-Time Backup | Restors Search Create Dissster | Convertto
Filter ~ - | Fackup - _Calendar Recovery Disk | Virtual -
Views Back Up to Deduplication Disk Storage -
CEm —
Back Up to Deduplication Disk Storage and then Duplicate to Deduplication Disk Storage = “J2* m l% —_—0
Name = stus Byte Count Start Time
W, Jobs
Back Up to Deduplication Disk Storage and then Duplicate to Tape - B OQ
- Back Up to Deduplication Disk Storage and then Canvert to Virtual Machine - -
[ ts Back Up to Deduplication Disk Storage and Simultaneously Convert to Virtual Machine - ML
A Back Up to Disk - =
- Back Up to Disk and then Duplicate io Tape L L4 @
Back Up to Disk and then Convert ta Virtual Machine - [(D=
15 o .
Back Up to Disk and Simultaneously Convert to Virtual Machine = 2+55
Back Up to Tape - g
Create a New Backug Using the Settings fram an Existing Backup - %)
m - = 517 AM
L - = -
_ F= E ._,:;l % @ = 2 3 4212015
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9. Enter a name for the policy and click Edit to select the server file systems.

Name: | ost backup I

Description:

Fully selected @®)
(=]

C:

¢ Microsoft SOL Server Instances

P System State

‘ Test/Edit Credentials ” Edit

& Full

Job name:  ost backup-Full
Storage:  Any disk storage
Keep for: 2 Weeks

Q = Incrementsl

Job name:  ost backup-Incremental

backup is complsted,
Any disk storage

Keep for: 1 Week

Schedule:  Every 1 week on {Friday) at 11:00 PM

Schedule: At 11:00 PM, then every 1 day
This backup will ot rur until the frst full

@

=] L= )

10. Browse and select the data to back up and click OK to continue.

|4 ost backup

| PRAVIN-2K12-V02

PRAVIN-2K12-V02

o] [= ] [&] [F]

Browse | Selection Details

Simplified Disaster Recovery: OFF (0%

4 PRAVIN-2K12-V02
P O&c
E =1
b [[] £ SRECYCLEBIN
b ] 5 Backup_Exec_2014.1
4 I DATA
b ] 5 Archive
b [] D Program Files (x€
b [ CD restore
15 singlefile
b [J 5 netvault-R2014DECT
b []IE ResT
b [] D System Volume Info
b ] dF Microsoft SQL Server In
b 18 system State

Name =

O&ac

(=1

[ I8 Microsoft SQL Server Instances

[C1&%5 System State
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11. Click Edit to update backup settings and to provide the storage location.

ost backup

Partially selected
D:

Not selected
8c

2 System State

1§ Microsoft SOL Server Instances

@

‘ost backup-Full
Every 1 week on (Friday) at 11:00 M
Any disk storage
Keep for: 2 Weeks
&% Incremental
Job name: ost backup-Incremental

Schedule: At 11:00 PM, then every 1 day

This backug will nar rur unil the first full
backup is completed.

Any disk storage

1 Week

| Test/Edit Credentials ||

12. Click Storage in the left pane and select the required tape library for the storage unit.

(i)

Schedule o
==
Metwork

Natification

Test Run

Werify

Advanced QOpen File
Advanced Disk-based Backup
Security

Pre/Post Commands

Files and Folders

Exclusions

e
% Options for all backup jobs in this backup definition:

L.

f Full o

Storage: | ® BE_OST (15.7 TB free) I |'|
Compression: | None M

Encryption type: | MNone

.

P
G Incremental

Storage: |§ Any disk storage (3 devices are in this pool) |'|
w7 B[R]
Compression: | None M

Encryption type: | MNone

.
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13. Review the final selections and click OK to proceed.
B Backup Definition Properties \;li-

Name: ost backup

Description:

¥ PRAVIN-2K12-V02 | ¢ Backup

Partially selected - = Full -
2D Job name: ost backup-Full
Not selected &

Schedule:  Every 1 week on (Friday) at 11:00 Bl
(=

|ﬁ Microsoft SQL Server Instances Storage:  BE_OST

2 System State
Keepfor: 2 Weeks

|:> &7 Incremental 5
Job name: ost backup-Incremental
Schedule: At 11:00 PM, then every 1 day

This backup wil nat rum until the first full
‘backup is completed.

Storage: BE_OST

Keep for: 1 Week

Test/Edit Credentials || Edit | Add Stage ~

[l o J[ cancer |

14. To run a backup job, select the backup policy (FULL

schedule) and click Run Now.
leup 3

JERLE
il

Backup and Restore

= i - ‘. B v
‘e @ [ =] = o =
Bacup One-Time Backup  Restore backup sets Search Crea Convertta

+ " Backup- Calendar  created by the jobs Recovery Duk | Virtual

Restores Conwersions.
TprAVIN.2K12.v02 -

Server

Storage Jots Type State Job Status Eyte Count Start Tirne

ost backup ; =
SRR sk a o BRAVIN-2K124 Batkup
B sob pistory L backiip:Sul PRAVIN-ZK12-., ®BE.GST Full Baciup r": (@ semeduted 272472015 11:00:00 P
- o "
Incremental  Schedul i
PRAVIN-ZK1Z-.. ™ BE O i o 114
. Backup Scis ; RAVIN-2K12-.. BDECST iy s (3 Seheduled A4S 110000 B

I‘S Active Alerts

?—_ [T
ﬂ Properties
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You can view the backup progress in the Backup and Restore tab.

2 Symantec Backup Exec™ 15 l_‘i-
R

[

Home [NERSUCENCLECOS Job Monitor  Storage  Reports

\E Standard \ {?j A L I, = = @ = P A
= Compact YAV € el -3 =) < W W) g
Sort and Backup One-Time Backup Search Create Disaster | Convert to D Cancel Priority Hold T Job  View Job
Filter ~ Backup Calendar b Recovery Disk | Virtual = - - Activity History
Views Backups. Restores Conversions

prvn-win2k12r2 systest ocarina_local ~
Name = Server Storage Job Type State  Job Status Byte Count Start Time

L ost backup
M- ity S preB . Backe

Job History () ost backup-Full ~ ° (® Active: Running - Backup 436 Me o
B Fn, pron-win2k12r.. @ BE_OST Full backup Active | T GerT 472112015 9:50:57 PM

Chegar

(=, st backup-Incremental
-] backup e

Incremental backup

pren-win2k12r.. ® BE_OST (5 Scheduled 4/24/2015 11:00:00 PI

E!- Properties

" PRYN-WINZKT2RZ | Alerts @ 58 £ 10 M0 @ Jobs 1 =1 #A0

@« X % 9 o &

Bachup Hald Fun  View  Delete View Job Duphicate Verify _Edit
Catendas % Now  Job Leg Histony Backup
Backipn Retares Iukny Josh Hintuay
[ Sacvar 3 Jobs Type rate o ftatus fyte Count S1a Teme Seiwctions 0
b redmpegires 10.250.232.100 Ragkup Laaz: mdmpegtr. @ Succetadul AS015 15852 AM Completed fehipruntnet |
+ I8 redmp-lurewholewc 10.250.232.100 Backup Successful W25/2015 32727 AM Completed feoliprimtest |
+ O bupence B3103p5-01 e et ekl B Failed P25 13100 AM Cormpleted Praen®l WL
* 58 10250240226 isesi 10250240226 W isc-test]-drkc Lass 1025024, ng, Swccess with Excepticns W05 11838 AM Completed |
v 0.250 240226 vm-paraiel 4 gdpvm Last: 1025024, @& Successhul 302015 22823 AM Completed
' 26 Last  fmal e A 02015 23403 AM Cermpleted
. 226 last n finall o citgven 02015 4AZAT AM Completed
v -4M vol I iz test - anske 3AANS $3208 A0 Completed
v prs 41172015 239,50 AM Completnd
v : [ B . Completed
L 1B e st 1-choik Lot pron-bip.. @ Suecesstul Completed EPariall  w
: g [ 3
Job Histories - 103 Items
Paern Snavac Job Type  lob featus Bargant Complete  Start Tir flapued Time Gyte Count b Rate fmor Code  Deduplication Rio #
| Hest sachup-Fun BE 05T 2 Successhl 100%  A/21/2018 55 00143 254G8 L]
] preoits Tk, Sceetul AN 32005 25, ZHAGE
Liprvn-win2k] &2 symteite.. i Swccesstul 402015 B4, ADEI0TS RdG.. Q0107 L34 GE
Fwin-data-Incremental Prnewin2icl2r.. B Successtul 492015920, A9/2015 920 000020 7 KB
Fwin-data-Ful pren-win2i12r, B, Successiul O00TAT 25408
Litmperest 250243242 Tape drrve (028 Restare B Susceesstul 4@ 05447 9178
HtapmerapFull 020437 Tape drve 0024 Back Qe Suzemmtul 47/ 125 2 n7Ge
Fbe 1 S-test-Incremental prvn-windkidn.  belS-test @ Ssccenstul A0S B4, Q0014 254GE 399700 M.
2k 22 systesto..  prm-winlilr.  belS-test it Sucoessful A0S 426 000003 181 KB 10.00 MB/min
beldtest B canceled WA 47 /B8 426 109 M8 D00 M

bl Bt AR RIS 202 DO MR e
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4.6 Restoring data

1. On the Backup and Restore tab, click Restore backup sets created by this job.

@ Symantec Backup Exec™ 15 - &

Backup and Restore Storage  Reports
|=istandard | Tree |

lCompact A List LE E!‘ mﬁo J @_j =]

X0" @0 Hw

Sortand Backup Cne-Time  Backup tore backup sets| Search Creste Disester | Convertto | Edit  Delete Concel Priority Run  Hold  Test View Job
Filter - = Backup~ Calendar | |created by this job Recovery Disk | Virtual = = MNow Run  Actvity  History
Views Backups Restores Conversions Jobs

Name = Server Storage Job Type State  lob Status Byte Count Start Time

15 . prnakiz. Baciup
Bl o vistory ost backup-Full prn-winZkiZr.. @ BE.OST Full backup Schedul () Seheduled 472472015 11:0000 P
Full backup ed
ost backup-Incremental » - Incremental Schedul o, -
. Backup Sets (5= ohininrt pron-win2it2r..  ® BE OST S x (D) Scheduled 4/21/2015 11:00:00 P

Active Alerts

?- Credentials

[ Properties

%55 PM

< 5B Epv0ns

2. With the default options, click Next.
£l Restore Wizard = -

Which type of data from server prvn-win2k12r2.systest.ocarina.local do you want to
restore?

Files, folders, or volumes
S5 Restors file system data.

Cancel
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3. With the default options, click Next to proceed.

What do you want to restore?

— File and folder backups to a point-in-time
@ Browse the backup sets to find files, folders, or volumes to restore. Backup Exec uses the backup set that you select, as well as any
related backup sets, to restore the data to the point-in-time at which the backup set was created.

— File and folder backups from a backup set

Browse the backup sets to find files, folders, or volumes to restore, Backup Exec restores only the data from the backup set that
you select.

E Files and folders located through Search

Search for files, folders, or volumes in backup sets or archives, and restore selected items.

[ <Back | met> |[ cancel |

4. Select the data to restore from the appropriate snapshot and click Next to proceed.

What files and folders do you want to restore?

Show backups from: 3/22/2015 [ todr22/2015 m| Test/Edit Credentials
Resource View | Details View

4 B prvn-win2k12r2systestocarina.local | Name Size Type = Moadified Time /
4 o [V] ) Administrator 140 KB File Folder  10/22/2014 2:20:46 AM
4 | 4/21/2015 9:51:13 PM [Snapst
4 [ test

b [ £ lifescience-small

b [] £ Program Files (x86)
[ ProgramData

b [ £ System Volume Inform,

b [V] 3 Users

K u [ DI [0 2]
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Select the default setting if restoring to the original location or specify a different location as
needed, and click Next.

Where do you want to restore the data?

rent location

Drive: |

Example: |\ serveridrive:

Path: | || Browse ‘

Example: \path

Server logon account: ‘ System Logon Account |v || Add/Edit

& MNotei If you restore files from a volume that has Windows deduplication, Backup Exec places the files on the disk as non-

deduplicated. Ensure that you have enough disk space to restore the non-deduplicated data befare you run a restore job. For more
information see: https://www.symantec.com/docs/TECH204775

(7]

Note: During a redirected restare, you may not be able to restore some file system attributes from the original data. For mare

information about how Backup Exec treats the file system attributes for different types of file systems, see: hitps://
www.symantec.com/docs/TECH205060

Microsoft Virtual Hard Disk (Windows Server 2008 R2 or later)

[] Create & Virtual Hard Disk for redirected data

(®) Create a different Microsoft Virtual Hard Disk for sach backup set that is restored

() Create a single Microsoft Virtual Hard Disk that contains the mergead files and folders from all redirected backup sets
VHD file name:

What happens if | restore to a Virtual Hard Disk?

6. With the default settings, click Next to proceed.
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How do you want to maintain file integrity, hierarchy, and security for restored data?

estare files that were corrupt ar incomplete in the backup. Some data may be retrievable from them.

[] Recreate the directory structure from the backup when the data is restored; otherwise, all data is restored without any directory
structure

Restore existing file

) Restore gver existing files
©) Skip if the file exists
(®) Overwrite the fils on disk only if it is older

Restore security information and file system

® Restore files with their security information and file system permissions

© Restore files without their security information and file system permissions, The security infarmation and file system permissions for
the restored files are determined by the security information and file system permissions at the destination location

© Restore only the security information and file system permissians for files that exist at the destination; do not restore the file
content

<Bock | Net> || cancel

7. With the default settings, click Next to proceed.

How do you want to restore operating system features?

[Restore Removable Storage data (Windews 200
Restore disk quota data

Junction points

® Restore junction points, mount paints, symbolic links, files, and directories
) Preserve existing junction peints, mount peints, and symbalic links, and restore files and directories

Which options should | select?

| < Back ” Next > H e

8. With the default settings, click Next to proceed.
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What additional tasks do you want to perform before and/or after a restore?

Run a command before and/or after the restore

Type a command to run befare the restore runs: | |

Type a command to run after the restore runs: | |

[C] Let Backup Exec check the exit codes of the commands to determine if the commands completed successfully

Run job only if pre-command is successful

Run post-command only if pre-command is successful

Run post-command even if jab fails

Cancel command if not complete withil

Run these commands:
O On this Backup Exec server
@ On each server restored to

Notification

Select each recipient to netify when the job comgletes,

Recipient Name ¥ Recipient Type Manage recipients

[ Include the job log in email notifications

Which options should | select for the additional tasks? <Bock | Net> || cancel

9. Enter a name for the restore job and schedule it if required; or select Run now to start the restore
job immediately. Click Next to proceed.

What job name and schedule do you want to use?

Name: | [ restore-job i

Schedule: @ FRun now
© Rungn: 4/21/2015 %57 PM
) Create without 3 schedule

Options
Schedule Queue
Reschedule the job if it does not start hours after its scheduled start time

Cancel the job if it is still running [0 ] hour after its scheduled start time

Submit job on hold

< Back
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10. Click Finish on the Restore Summary page.

Restore Summary
Data to restore ol el
Restars: Files, falders, or volumes
Type of data A
Type: File and folder backups to a paint-in-time
Selections ]
prvn-win2k12r2 systest.ocarina.localC:
Include - test\Users\** [Subdir]
Location to restore to ]
Restore to original location: Yes
File integrity, hierarchy, and security options A
Restore files that were corrupt ar incomplete in the backup: Na
Recreate the directary structure from the backup when the data is =
Yes
restored:
Restore existing files: Querwrite the file on disk only if it is older
Restore securty information and fil system permissions Restore files with their security information and file system
permissions
Operating system features A
Restore Removakle Storage data (Windows 200042003 only): No
Restore disk quata data: No
Junction points: Restore junction paints, maunt paints, symbalic inks, files, and
directories
Additional tasks 2
Pre and post cammands: Na pre- or post-commands are configured | |
—— Na recipients have been selected for notification when the job
completes
Job name and schedule Alv
Cancel

On the Job Monitor tab, you can view the restore status.

R
______ K

Views Backups Retores Jobs

HName = Server Sterage Jota Type Suate I Status Byte Count Staet Tumse Seheshie Seecters A
1 0250202100 I ise-bast-drék Backup. Lagt: ndmp-qte.. @ Swcceschul 1252015 15852 AM Completed fvcliprmtest
 ndeg-lun-whalevol 10250232100 lon isc-test-drékc Backup Lact ndmp-ha. @ Successtul AZE015 ITTIT AM Compléted Aeeliprvenest|
¥ blupeuce RIM-epe01 i iec-taee-debic Rackup Laet bloupeuce. QK Faied ATERNS 1II00 AM Complered Prinink-WIKE

10150280726 isti 10250340226l ine-testl-drkc Eackup Laet 1025074 g, Succass with uceptions TR01S 118:738 AWM Completed ravin-rialT-¢
10250240726 yin-paenilel  W0I0280276 i eifuum Eackup Lot 1035004 @y, Seecmoctul AAP013 22833 AM Completed [
0350340326 Lawt n fral 10250240276 i efevm Backup Lagt 1025034 &M(n_“ﬁnl FP015 33403 AM Compisted emithaawindl
0350200226 lawt 0 finadl 10250280206 S cibem Eackup Last 1035034 . @G Succmsclul A015 44247 AM Completad arkha-wiEl]
0350233 105N val WAH2RE 00l iscevestl-drék Backup Laet 1025050, g, Soccmeful AR5 S1244 a0 Completed Heolipnmdess

* I pranebep! 03 o isc-test 1-ddrdie Backup Last: prvn-sikp... B, Suscesstul A28 2355 AM Completed E (Paetial

» I pranebkp? 2003 e s test - Eackup Last pron-bip. B Suseessful 4172015 25015 AM Completed E (Pactial)

* I prnebiepd w203 1B isc-best ] -drble Backup Last: pron-big.. Qe Suceesstul A/172015 14505 AM Completed EPobal

ol - kl

T Server Job T o § Tim, Court ok Rl Error G Dedupheaven fabe ~

provmadel . BEOSTS Fters Soccenstul 000010 158KE 100 MBlme L]
ost backup-Full pron-windict2r_ B OST2 Backup @ Swocesshul 100 AN2015 85 000133 25408 621601 MAL
Pwin-damsrull pron-windiclin. pra-sind Esckup i Sucenctul 100% 41272015 25 D00 2GR IHITO0MR.
Lipronoendi 1 2k apiteita..  proewindelle.  ontbob Restar B Succevstul 1000 452015 Sdde. [y L54GB  2TIOTIMEL.
wan-data-incremental prmewnliclle.  oot-ofs Bacieup &wnﬂul 100% 4572018 920u. 000020 14T K85 £00 MB/mm
Twin-clata-Full prn-windkl .. ooth-cifs Backun R Suscessul 100% ABNTE G0 OIS B2 000147 25400 4ETIO0MI..
Litaperest MISOIEIAT  Tape dine OIS Reitore @ Sccmichul 100 ARG TAG.,  AWE0NS B3I 005447 WITGR  1THR00 MR
FBupesnap il MAHZ2E Taps dive DU Backp R Succenstl 00N ASRE N5 WA 301 04727 NIGE VLFNO0MEL.
¥ be Stest-incrementsl prim=minikiir_  beli-test Backup B Successtul 100% 42015 B0 OIS B DOtAT 25460 395700 M.
prnwnlk | Ik ettt prn-winlklZ.  belS-test Festars @ sseesthul 100% ABR015 426, WRR0NS 426 000003 TWIKE  10.00 MBfmin
‘i?l\rl‘. teab iocoeenerital Loangmniills, S LN Fackaun, = TP = Bl &SNS 2405 ABCOLS A6 N220040 1089 MR A0 MR e = =
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Setting up the DR Series system cleaner

Performing scheduled disk space reclamation operations are recommended as a method for recovering
disk space from system containers in which files were deleted as a result of deduplication.

The system cleaner runs during idle time. If your workflow does not have a sufficient amount of idle time
on a daily basis, then you should consider scheduling the cleaner to force it to run during a scheduled
time.

If necessary, you can perform the procedure shown in the following example screenshot to force the
cleaner to run. After all of the backup jobs are set up, the DR Series system cleaner can be scheduled. The
DR Series system cleaner should run at least 40 hours per week when backups are not taking place, and
generally after a backup job has completed.

ML DR4100 Help | Log out
EdwinZ-SW-01 =

Cleaner Schedule Schedule Cleaner

System time zone: US/Pacific, Fri Jul 5 05:00:41 2013

Mote: When no schedule is set, the cleaner will run as needed.

Container

B Stons Replication Day S =
Containers sun - -
Replication Mon - -
Compression Level Tue - -
Clients Wed - -

B Schedules Thu - —
Replication Schedule Fri - —

B - System Configuration
Meiworking
Active Directory
Local Workgroup Users
Email Alerts
Admin Contact Info
Password
Email Relay Host
Date and Time

B Support
Diagnostics
Software Upgrade
License

Copyright ® 2011 - 2013 Dell Inc. All rights reserved.
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Monitoring deduplication, compression, and performance

After backup jobs have run, the DR Series system tracks capacity, storage savings, and throughput on the
DR Series system dashboard. This information is valuable in understanding the benefits of the DR Series

system.

Note: Deduplication ratios increase over time. It is not uncommon to see a 2-4x reduction (25-50% total
savings) on the initial backup. As additional full backup jobs are completed, the ratios will increase.
Backup jobs with a 12-week retention will average a 15x ratio, in most cases.

DR4100
W‘LL EdwinZ-5W-01

e
S Dashboard

Monitor Dedupe,
Compression &

Performance
u ﬁ'_.'.‘u‘.El"l! State aptimal u HW S1ate apimal

Capacity Storage Savings
Toom: 1h 19 B4 1m Ay % Toom: 1h 1d & i
Sawings (%) MiBrs
wsbem ConTigurabon
Heteenriang 20 430 440 45 410420 4
Tieme (miniles Time (minules
B Taol M F
M Fr
Sysvem Information
Produd Mame DR 100 Tolal Savings T 52 %
System Harms EcwinZ-5-01 Total Mumiber of Files in All Contansns 107
Software Varsion 2101650 Humber of Contaifers 2
Current DabeTirme Fri Jul & 05:04:20 2013 Humoaer of Containers Replicaten i
Curani Tiene Zone ISP 3oific Acthos Bytes 1.2GB 7
Claaner Stabus il
COpymight @ 2011 - 2013 Dell Inc. All ights res erved
J
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Setting data expiration for Backup Exec 2012/2014/2015

Backup images are deleted by Backup Exec after image expiration if more backups have run (At least two
full backups of the same data set). Refer to the following article for more information:
http://www.symantec.com/business/support/index?page=content&id=TECH187957

For more information about image expiration, refer to the Backup Exec 2012 Administration Guide
chapter, "About Backup Job Settings.” If you want to keep the backup set, refer to the topic, “About
Keeping Backup Sets.”

You can change data expiration settings by editing the specific backup job, under Backups > About
backup job settings > Storage > Keep for.

Backup Options B
Schedule =
= - . ] ] s e
Storage o Options for all backup jobs in this backup definition:
MNetwork Pricrity:
Notification
Backup Exec server or Backup Exec server pool: [ﬂ Any Backup Exec server -
Test Run
Verify
Advanced Open File l_d Full
Advanced Disk-based Backup
Security Storage: [Eg Any disk storage (7 devices are in this pool) x>
Pre/Post Commands
i ) keep for: ‘ 2 %i Weeks
Virtual Machines ) Hours
Exclusions Compression: [None Days ']
Weeks
Encryption type: [None ']
™ Incremental
Storage: [ES Any disk storage (7 devices are in this pool) i
Compression: [None ']
Encryption type: [None ']
o | [ conee
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B Installing Backup Exec Agent on Linux client (RALUS)

Detailed information is available at following Symantec’s link —
http://www.symantec.com/business/support/index?page=content&id=tech46461
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VTL configuration guidelines

Installing latest Backup Exec service packs for the DR Series
system iSCSI VTL capability

The following Service Pack 2 from Symantec is required on the Backup Exec 2014 Server for smooth
integration between Dell DR’s iSCSI-VTL and the BE server: Backup Exec 2014 revision 1786 Service Pack 2

Backup Exec 2015 server by default supports the Dell DR Series system iSCSI-VTL capability.
Managing VTL media and space use

General performance guidelines for DMA configuration

e The DR Series system (version 3.2 and later) provides inline VTL deduplication, compression, and
encryption at rest functionality. Backup applications (such as Dell NetVault, Symantec BackupExec,
Symantec NetBackup, and so on) should be configured so that any multiplexing, pre-compression,
software-side deduplication, or encryption is disabled. Enabling any of these features may
adversely affect the space savings and ingest performance of the DR Series system VTL feature.

e Slots and media should be configured so as to accommodate the environment backup
requirements. Initially, the logical capacity of a VTL should be no more than twice the physical size
of the DR Series system. If the initial VTL setup is over-subscribed at higher than a 2-1 ratio without
proper planning the DR Series system could fill up prematurely and cause unexpected system
outage. It is highly advisable to configure the DR Series system VTL feature such that the media
count be made to accommodate your initial data protection requirements. and then media be
added as the deduplication statistics become available to ascertain growth, media, and space
requirements.

e Media Type selection will depend on a number of factors including the DMA used, the backup
cycles, data sources, and more. As a general rule, using smaller tapes is better than using larger
tapes so as to allow for a higher level of control over space usage by backup operations. This also
allows for easier handling in the event of a system running out of physical space as well as the
normal data cleanup procedures.

e Adding media to an existing DR Series system VTL is painless and should be leveraged to
incrementally add media as needed. Although this may require a higher level of involvement in
managing the media usage, it will result in better performance and avoid unplanned outages.

Physical DR space sizing and planning
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Various factors such as total data footprint, change rate, backup frequency and data lifecycle policies will
dictate how much physical space will be needed to accommodate the Virtual Tape Libraries within a DR
Series environment. In addition, if other container types are hosted these two must be factored into space
requirement calculations. As a general rule the following can be used as a reference architecture to
determine the basic capacity needed for a given virtual tape library container:

Determine Existing Data Set

Determine the change rate (Differential)

Determine the retention period

Calculate the data footprint during the retention period for existing data sets based

on a 10-1 deduplication ratio

5. Calculate the data footprint during the retention period for change rate data sets
based on a 10-1 deduplication ratio

6. Calculate the ratios within the retention period for each of the data sets

7. Determine the lowest ratio data set to be retired within the retention period and

create media of size that closest matches this data footprint so that when a retention

period

is met the most amount of media is recycled to invoke data reclamation alignment and

optimizing media consumption.

>N

IMPORTANT: If other containers are being configured to host CIFS/ NFS / RDA or
OST, these must also be factored into the planning and management of space.

Logical VTL geometry and media sizing

The logical size of the VTL including media size and media count should be made such so as to
accommodate the existing data footprint targeted for protection. The calculation for such should include
the initial footprint, change rate and retention period. It should also take in account the size of both full and
incremental data sets. Using the smallest iteration of the data sets to dictate the logical size of the VTL
media affords users the ability to retire media in smaller increments which results in high levels of use and
also provides the users the ability to conduct operations across smaller objects which results in higher
levels of flexibility such as when a restore is needed during backup operations.

We can review a typical full weekly plus incremental daily example to demonstrate one method of
conducting this calculation. In our example the total logical foot print for the customer environment is
20TB and with a 10% change within a weekly recovery point objective period for a complete weeks’ worth
of protection we calculate that we will require 22TB of total logical media to retain the data footprint for
the given environment for one week. In order to allow for disparities we also include a 10% increase to
allow for flexibility in the deployment and use of the VTL which results in a 24.2TB total virtual media
requirement for a single weekly retention period.

Important Note: Media can always be added as needed. Media cannot however be deleted so care must
be taken in order to avoid creating too many media items.
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In the previous example at the end of the 5-week cycle the 1% week retires and frees up media to be reused
or recycled which once processed will allow the DR to reclaim the physical space associated with the
virtual media. Since the smallest data set footprint resulting from the change rate is 2TB in each
incremental iteration we create our media at 800GB increments and add as we grow. For this example the
initial Virtual Tape Library would be created with 152 (121TB divided by 800GB) pieces of media at 800GB
for each piece media.

20TB Total initial footprint with a 10% change rate

i
1
2
3
4
5

24278 20TB 2TB

24278 20TB 2TB

24278 20TB 2TB

24278 20TB 2TB

24278 20TB 2TB
Total 121TB

Media retention and grouping

Due to the nature of Virtual Tape Libraries media must be managed in order to insure that physical capacity
is reclaimed in an orderly fashion to avoid running out of space and disrupting operations. Media must be
grouped within the data management application, such as NetVault Backup, in a way that full data sets are
targeted to separate media as incremental data and they in turn are grouped by data sets that expire within
the same period or that share the same recovery point objective. This ensures that media can be reused
effectively so that when full all incremental data expire the logical space can be reconciled thus enabling
the physical space to be reclaimed.

VTL media count guidelines

LTO-4 | 800GiB | 2000

LTO-3 | 400GiB | 4000

99
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LTO-2 | 200GiB | 8000

LTO-1 | 100Gib | 10000

LTO-1 | 50Gib 10000

LTO-1 | 10GiB 10000

Note: With a VTL container, it is very easy to add additional tapes as and when required. It is
recommended to add tapes in the increments of 50 and 100 to facilitate easy inventory from Backup
Exec. Check the Backup Exec recommendations for the maximum number of tapes supported.

Space reclamation guidelines

The DR Series system v3.2 Virtual Tape Library feature is presented to operating systems and data
management applications alike as devices either through iSCSI or NDMP protocol connectivity. The DMA
interfaces with the virtual tape library and all its underlying components including the drives and media
though these specific protocols.

The DMA must interact with the virtual tape media during a recycle, reuse or media initialization process in
order for the DR to be able to reclaim space during its own cleaning cycle.

This two-step process is required so that the backup software can reconcile the space by marking the
media as expired then reusing it, consolidating space across volumes/tapes or by simply recycling the
media into a scratch pool. Once these operations have been completed the DRs own cleaning cycle
should be used to reclaim that virtual tape media space which in turn will free up physical space on the DR
unit.

Implementing proper media pool, groups and recycling practices will allow the virtual tape media to be
used at optimal levels and that the underlying physical space be reclaimed accordingly by the scheduled
DR reclamation.

Note: In general the guidelines provided above should be sufficient for normal operations to insure proper
reclamation of space is conducted preemptively. Refer your individual DMA applications for best practices
and guidelines regarding tape reuse.
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