=i levelone

FCS-1151
2-Megapixel H.264 IP Camera
User’'s Manual

V1.0



Table of Contents

OWVBIVIBW.......eeeeeee ettt ettt e et e o4ttt e oot e e 4ttt e e et e e e et e e e e e e e et e e e e nanes 3
REAA BEIOIE USE ... ittt ettt e e e ettt e e e e e st e e e e s st eeeeastaeeeeessbeeeeeeansseaeeeaanteeaeeeans 3
= T (=T [T 07 0] 1 (=1 01 £SO PURPOUSPRRN 3
PRYSICAI DESCIIPIION ...ttt e et e e e e bt e e e e aa bt e e e sbb et e e e e eab b e e e e e anbaeeeeeaa 4
Sy = =1 (o) 6
Hardware INSTAlAtION..........oueiie et ettt e e e e ettt e e st e e e e snbae e e e e ennteeeeeean 6
NEWOIK DEPIOYMENT ...ttt e et e e e sb et e e e e aa b e e e e e anbeeeeeean 6
SOftWAre INSTAllAtIoN .........eiiiieeie e e e e e e e e et e e e et e e e e e b e e e e e nree e e e ennees 10
=4 S T 111 T [P SSR 15
L e 0T 7= 111 Vo TSSOSO 15
ACCESSING the NEIWOIK CAIMEIA ...ttt e e et a e e e e e enes 22
USING WED BIOWSETS ... . eeiieiieeeieeee ettt e e e e e e e ettt et e e e e e e sa e s e s teeeeeeaeesas e snssssaneeeeeaeeeeesannnnnns 22
USING RTSP PIAYEIS ...ttt ettt ettt e ettt e e et e e et e e e e st e e saeeeeambeeeenneeesnbeeeannneeans 24
Using 3GPP-compatible MODIlE DEVICES........coviiiiiiiiiiciiieiiee ettt e e e e e e e e e e e e e e e e eanes 25
Using LevelOne Recording SOIWAIE ..........coiiiiiiiiieiiii ettt e et 26
=g = o = 27
@121 Y= 11 o 1SR 31
(@010 17 =1 1[0 ISR 33
£SO 34
TN ] 1|V TR PP PPPUPRTPR 36
HTTPS (Hypertext Transfer ProtoCol OVEr SSL) ..ot e e 37
SNMP (Simple Network Management ProtoCOl) ...........ooiiiiiiiiiiiiii et 42
[N = o ] 5 PP 43
310 PSSR 58
AACCESS LISt .ttt e e e bt e e e e bt e e e e e b et e e e e anbe e e e e e anaeeeaeaan 60
)0 Lo [ o J=T g To BV To [T o 1R PP PRSP 63
Y/ To] (o] g I D=1 (=i o] L PSSR 76
Camera Tampering DEECHON .........ei ittt sb e e sbe e anne e 79
LO7- 10 0 1= = T @7o] 1o SR PRPP 80
HOMEPAGE LAYOUL ...ttt e et e et e s e e e e s 87
2 o] o] L= 111 o S 90
[=Te o] (o 1 oo IR OO PP PRSP PRPP PP 103
o Tor= 1 IR (o] =T 1= PSR 106
31 (=T 0 1 oo OO PR URP PR 110
VIBW PAra@mELEIS ...ttt ettt e e ettt e e e ettt e e e s b et e e e b b e e e e e ee s 111
IMAINTENANCE ...ttt oo oottt ettt e e e e e e e e e aa bbbttt et e e e e e e e e e e e e nnnbsbeeeeeeaaaaeaeas 112

2 - User's Manual




Overview

LevelOne FCS-1151 is a professional-series fixed network camera featuring superb image quality
and exceptional bandwidth efficiency. It is especially suitable for wide open spaces such as building
entrances and airports, or applications requiring accurate identification, such as human faces in banks or
vehicle license plates in parking lots.

Featuring a 2-megapixel sensor, this camera is able to provide a wide field of view with exceptional detail
when compared to a standard VGA camera, significantly reducing the number of camera installations.
The ePTZ function enables users to focus on close-up shots of different areas in the camera’s view
without moving the camera physically. Users can quickly move to a target area by simply clicking on
the video feed from the camera on their screen. In addition, the FCS-1151 can deliver user-defined
thumbnails for viewing instead of video of an entire scene so as to optimize bandwidth and storage
efficiency.

The FCS-1151 supports H.264 compression technology, drastically reducing file sizes and conserving
valuable network bandwidth. With MPEG-4 and MJPEG compatibility, video streams can also be
transmitted in either of these formats for versatile applications. The streams can also be individually
configured to meet different needs or bandwidth constraints, thereby further reducing bandwidth and
storage requirements. Users can receive multiple streams simultaneously in different resolutions, frame
rates and image qualities for viewing on different platforms.

Thanks to its day and night function achieved by a built-in removable IR-cut filter, the FCS-1151 is able to
maintain clear images 24 hours a day.

Additionally, the FCS-1151 camera incorporates an adjustment ring to improve lens compatibility with
either C- or CS-mount lens, providing system integrators with more flexibility and hassle-free installation
for different applications. The built-in SD/SDHC card slot offers a convenient and portable storage option
to prevent data loss in case of network disconnection.

Data security with the FCS-1151 is further enhanced with HTTPS encryption and 802.1x authentication.
Together with PoE, QoS, activity adaptive streaming, and the included 32-CH central management
software, the FCS-1151 is indisputably the top choice for reliable and high performance surveillance.

Read Before Use

The use of surveillance devices may be prohibited by law in your country. The Network Camera is not
only a high-performance web-ready camera but can also be part of a flexible surveillance system. It is
the user’s responsibility to ensure that the operation of such devices is legal before installing this unit for
its intended use.

It is important to first verify that all contents received are complete according to the Package Contents
listed below. Take note of the warnings in the Quick Installation Guide before the Network Camera is
installed; then carefully read and follow the instructions in the Installation chapter to avoid damage due to
faulty assembly and installation. This also ensures the product is used properly as intended.

The Network Camera is a network device and its use should be straightforward for those who have basic
networking knowledge. It is designed for various applications including video sharing, general security/
surveillance, etc. The Configuration chapter suggests ways to best utilize the Network Camera and
ensure proper operations. For creative and professional developers, the URL Commands of the Network
Camera section serves as a helpful reference to customizing existing homepages or integrating with the
current web server.

Package Contents

m FCS-1151

m Power Adapter

m Camera Stand

m CS-mount Lens

m Software CD

m Quick Installation Guide
m L-type Hex Key Wrench



Physical Description

9 10 11 12

1. Light Sensor 5. Reset 8. DC Power In 11. Audio / Video Out
2.Lens 6. MIC & Video Switch 9. MICin 12. SD/SDHC Card slot

3. Built-in Microphone 7.GPIO 10. LEDs 13, 4-pin Auto Iris Connector
4, LAN Port

General I/0 Terminal Block

This Network Camera provides a general 1/0O terminal block which is used to connect external
input / output devices. The pin definitions are described below.

Power +12V
Digital Output
Digital Input ‘I:‘J:‘I:

Ground @@m@@]@
a

| [

AC 24V input
AC 24V input 1|2
RS-485 +
RS-485 -

O~NO O~ WN -
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DI/DO Diagram

Please refer to the following illustration for the connection method.
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Status LED

The LED indicates the status of the Network Camera.
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Hardware Reset

The reset button is used to reset the system or restore the factory default settings. Sometimes
resetting the system can return the camera to normal operation. If the system problems remain
after reset, restore the factory settings and install again.

Reset: Press and release the recessed reset button with a paper clip or thin object. Wait for the
Network Camera to reboot.

Restore: Press and hold the recessed reset button until the status LED rapidly blinks. It takes
about 30 seconds. Note that all settings will be restored to factory default. Upon successful
restore, the status LED will blink green and red during normal operation.

SD/SDHC Card Capacity

This network camera is compliant with SD/SDHC 16GB / 8GB and other preceding standard SD
cards.

Installation
Hardware Installation

Follow the steps below to mount the lens to the Network Camera:

1. Mount the lens by turning it clockwise onto the camera mount until it stops. If necessary, turn
the lens counterclockwise slowly until it gets the best attitude.

2. Connect the lens cable plug to the camera connector.

Network Deployment

Setting up the Network Camera over the Internet

This section explains how to configure the Network Camera to an Internet connection.

1. If you have external devices such as sensors and alarms, connect them to the general 1/0
terminal block.

2. Connect the camera to a switch via Ethernet cable.

3. Connect the power cable from the Network Camera to a power outlet.

There are several ways to set up the Network Camera over the Internet. The first way is to set
up the Network Camera behind a router. The second way is to utilize a static IP. The third way is
to use PPPoE.

There are several ways to set up the Network Camera over the Internet. The first way is to set
up the Network Camera behind a router. The second way is to utilize a static IP. The third way is
to use PPPoE.
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Intern nnection vi r r

Before setting up the Network Camera over the Internet, make sure you have a router and follow
the steps below.

1. Connect your Network Camera behind a router, the Internet environment is illustrated below.
Regarding how to obtain your IP address, please refer to Software Installation on page 10 for
details.

N Arma ik 3 # IF ssdrens | 192 56203

Silbait Pk | TE0 202000
Bl e | 192 B0

LA fLoca Area Mgswerk)
Ezurter 19 oddrees © B 16801

Cobir or DS Meden

H EF acdreye : 192 A0 2

ekt magk | TO0IEE 2060
Cafiai rogter - 197 32801

2. In this case, if the Local Area Network (LAN) IP address of your Network Camera is
192.168.0.3, please forward the following ports for the Network Camera on the router.

m HTTP port

m RTSP port

m RTP port for audio
m RTCP port for audio
m RTP port for video
m RTCP port for video

If you have changed the port numbers on the Network page, please open the ports accordingly
on your router. For information on how to forward ports on the router, please refer to your
router’s user’s manual.

3. Find out the public IP address of your router provided by your ISP (Internet Service Provider).
Use the public IP and the secondary HTTP port to access the Network Camera from the
Internet. Please refer to Network Type on page 33 for details.

Intern nnection with ic IP

Choose this connection type if you are required to use a static IP for the Network Camera.
Please refer to LAN for details.

1. Set up the Network Camera in a LAN. Please refer to Software installation on latter
pages for details.

2. Go to Configuration > Network > Network Type. Select LAN > Use fixed IP address.

3. Enter the static IP, Subnet mask, Default router, Primary DNS provided by your ISP.
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— Metwork Type

@ LaN
) Get P address automatically
@ Use fixed IP address

IP address 60.248.39.1465
Subnet mask 255,255,255,240
Default router £0.2458.39.145
Primary DHS 168.95.1.1
Secondary DNS 192,168.0.20
Primary WwWIMNS server
Secondzary WINS server

Enable UPHP presentation

[J Enable UPRP port forwarding
O PPPOE

User name

Password

Confirm password

Intern nnection via PPPoE (Point-to-Point over Ethern

Choose this connection type if you are connected to the Internet via a DSL Line. Please refer to
PPPoE for details.

Set up the Network Camera through Power over Ethernet (PoE)

When using a PoE-enabl witch

The Network Camera is PoE-compliant, allowing transmission of power and data via a single
Ethernet cable. Follow the below illustration to connect the Network Camera to a PoE-enabled
switch via Ethernet cable.

power + data transmission

@ PoE switch
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When usin non-PoE switch

If your switch/router does not support PoE, use a PoE power injector (optional) to connect
between the Network Camera and a non-PoE switch.

non-PokE switch
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Software Installation

The following are steps for the software installation.

Note: The default user name is root and the password is blank
How to Use Installation Wizard

Installation
The following are steps for the software installation.

STEP. 1 Put the Installation disk into the CD-ROM drive, and the installation should start
automatically. If the installation does not start, click on “Start” on the lower left corner of your
screen, open “My Computer” and double click on the CD-ROM icon. The Installation Wizard
Installation Window will appear.

STEP. 2 There are links on this page, including Install Software, User’s Manual and Customer
Homepage. Click on “Install Software” to enter Install Software page.

=t LevelOne Network Camera @we

LevelOne

Metwork Camera

opynght (c) 2007 Digital .. rd. Al Rights Resenred.

STEP. 3 There are links on this page, including Installation Wizard, User’s Manual and
Surveillance Software. Click on “Installation Wizard” to launch the setup program.

M=l <

o1 different folder, click Browse and select another folder, Click Install bo start
the installation,

Destination Folder
ﬂ_ [ Bowse. |

Space required: 6.0ME
Space available: 19.6GE

Iullsoft Install Svstem ve 46 [ < Back, “ Inskal

Destination Location for Installation
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STEP 4: After clicking “Install” button, the install system will install the Installation Wizard to your
computer, and a progress bar will display on the dialog. After completed the installation, please
click on the “Close” button.

Completed
N A e T

Show details

‘ Cancel Nullsaft Install System w246 | < Back.

Completed

Using Installation Wizard
User Interface

Once you run the Installation Wizard, after a short searching time, you will see the user interface
as below. “Manual Setup” button, a “Refresh Devices” button and an arrow button on the left
panel of your user interface. When you click on the arrow button, you will see more advanced
functional buttons: “Firmware Upgrade”, “Restore Default” and “About IW”. You can select
your device by double-clicking it in the device list. The left three buttons (“Manual Setup”,
‘Firmware Upgrade”, and “Restore Default”) won’t be enabled until you select at least one
device.

Installation Wizard |z|

Device Selection I - “ 5 __‘ [l WWid

= L& "W e
FILCTTE A |
FMAC | 1P Address | Modsl
00-11-6B-80-8B-0C 192,168.50,156 FC5-3021

Marual
Setup
Refresh
Devices

Please check the MAC and model name in the
Restore product label of your device first.

Default Then, you can start to link to your device and
show the main screen by double clicking the
item in the above selection list.

If you are not able to find your device in the
above selection list, please make sure all
cables are properly connected to your device
and then click on the "Refresh Devices”
button.

You can find the product label in
the rear’/bottom part of your
device.

Installation Wizard allows you to setup one device at one time and upgrade multiple devices
(of the same model) at the same time. If you selected different models, then the “Firmware
Upgrade” button would be disabled.
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Installation wizard allows you to setup or upgrade multiple devices (of the same model) at the
same time. If you selected different models, then the buttons will be disabled. There are five
buttons on the bottom of the main page, and five buttons on the left panel of the main page.

Buttons
Refresh Click on this button to clean up the device list and search all devices on
Devices the within the same subnet again. It will take about 5 seconds.
Marual Click on this button to modify the settings of the selected devices. For
Setup | more detail, please refer to 0 Setup.
Firmware Click on this button to upgrade the firmware of the selected devices. For
pgrade more detail, please refer to 0 Upgrade.
Péi%ﬂ? “ Click on this button to reset the selected devices to default settings.
About : : . : . .
Ty Click on this button to get information about the Installation Wizard.

Manual Setup

When you select one device in the selection list, the “Manual Setup” button will be enabled.
Click on it to modify the settings of the selected device. After clicked on the “Manual Setup”
button, Installation Wizard would try to connect to the selected device.

The default Administrator’s password is blank and the Network Camera initially will not ask for
any password. If the authentication is failed, there would be a pop-up dialog window to ask for
correct password. If you failed three times, the Installation Wizard would show you a warning
dialog window and abort the connecting to the selected device.

Connecting to the device 00-11-6B-80-8B__ [X|

Please enter the administrator password:

Lser name: |r|:u:|t

Passward: |****|

[ o<

Authentication Dialog Window
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|Authenticationerror 4|

You have entered wrong password three times.
Abort the connection to the device.

If you forget your root password, you could reset
the device to factory default setting.

Authentication error

System Setting

After connected to the selected device, the Installation Wizard will switch to system setting page
as below.

Installation Wizard 2 - Setup Your Device | X'l

General Settings y

-System setup -

Hastname: |FCS-SD21 PoE IP Daormne Camera |

-&drninistrataor -

User name: |rggt |

Password: | |

Canfirm pasgward | |

~DatefTime setup

Date: |zo07-0-15  »
Time: |15:09:47 {hh:mm:ss)

@ keep current date and time
O Synchronize with computer time
Orget date and tirme manualy

O synchronize to network time server automatically

For security consideration, you can assign the hosthname and administrator
passworid for your device. Anyone who does not have correct password
cannot access the device. If you forget your administrator password, your
device must be restored to default settings.

System setting page
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Cancel

e’

Click on this button to cancel the setup progress.

Mext | Click on this button to keep the present setting and go to the next page.

Change Host Name _ _ o -
The “Hostname” is used for the homepage title of main page and is displayed as the title in the

video window of the main page. The maximum string length is 40 characters or 20 characters
in double-byte-character-systems like Chinese or Japanese. But for some models supported
Unicode, the maximum string length depends on the characters you input, and it may less than
20 characters.

Change root password _
To change the administrator’s password, type the new password in both “Password” and

“Confirm Password” text boxes identically. What is typed will be displayed as asterisks for
security purposes. The maximum password depends on the server you connected.

Adjust date and time

~Date/Time setup

Date: 12010/ 6/23 [+

Time: |17:27:56 (hb:mmm:ss)

(® Keep current date and tirme
(O Synchronize with computer time
(' Set date and time rmanually

(O Synchronize to netwaork time server autornatically

Date/Time setup

There are three ways to adjust system date and time:

1. “Synchronize with computer time”: The easiest way is to make device synchronized
with your computer time.

2. “Set date and time manually”: Set the date and time manually by entering new values.
Notice the format in the related field while typing.

3. “Synchronize to network time server automatically”: Make device automatically
synchronize with timeservers over the Internet every hour.

If you want to keep the current date and time, please choose “Keep current date and time”.
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Network Setting

The Installation Wizard can help you to setup the network connection with LAN or PPPoE. After
you clicked on the “Next” button on the System page, the Installation Wizard would lead you to
the PPPoE setting page. If you want to connect your server to Internet via PPPoOE, please click
on “Yes” to start the PPPOE setting process, or click on “No” to invoke the LAN setting.

Network Type

? ) Doyouwant o sstup PPPOE for the device?

Looves Q8o |

Choosing the network type

PPPoE Setting

Installation Wizard - Setup Your Device |§|

. - x 7
Irnet Account Settings I .3{;“ I ':*‘} T". ‘ E .- ﬂ* l__r-__s._

PPPoE username: | |

PPPoE password: | |

Please enter the username and password provided by your ISP {Internet
Service Provider) to connect to Internet by PPPoE.

|
Network setting for PPPoE

If you click on “Yes” in the “Network Type” dialog window, you will be led to the PPPoE setting
page. In this page, you can input the “PPPoE username” and “PPPoE password” provided by
your ISP, and then the server will be set to PPPoE mode rather than LAN mode when the setup
is completed. If you don’t know the account information, please contact your ISP. After inputting
the account information, please click on the “Next” button to continue your next step.
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LAN Setting

If you click on “No” in the “Network Type” dialog window, you will be led to the Network setting
page. In this page, you can change the server’s IP address, subnet mask, default gateway,
primary DNS server, secondary DNS and DHCP server. Please refer to the below page.

Installation Wizard - Setup ¥Your Device |§|
o -
Network Settings I } - “ l’ DI
Satiiatun i I T T
@ Step 1= System ﬁ Step 2= > Metwork Setting
[l Get IP by DHCP Server automatically
IP address: 192.168:50,156
Subnet mask: 205,235:250.0
Default gateway: 192,168,501
Primary DNS server: 168:95.192.1
Secondary DMS server: 168:.05:1,1
)
Network Setting for LAN

You could set up the network with DHCP or fixed IP:

1.DHCP: Check the “Get IP by DHCP Server automatically” will force the device to renew its
IP address whenever it reboots, and the related network configuration is provided by the DHCP
server.

2.Fixed IP: If you want the device to use a fixed IP, please uncheck the “Get IP by DHCP Serv-

er automatically” checkbox and assign a valid IP address, subnet mask, default gateway and
DNS server for the device.

Mobile Access

After finished the DDNS setting and click on the Next button. If your device supports mobile
viewer and you want to access the device by mobile phone, you can enable the “Mobile Access”
by clicking on the Yes button. The Installation Wizard will do some setting for mobile viewing
toward the device:

1.Video: The video codec will be set to MPEG-4, and the resolution will be set to 176x144 pix-
els.

2.Audio: The audio codec will be set to AAC.
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.
\v Do you want to access the dewvice by mobile phone? If you click on the "Yes" buton, the video resolution of the device will be st o 176x1 44

[ _ves J[ mo |

Mobile Access

Apply to selected device

After configuring all the settings, the apply page will show up. Click on “Apply” button to apply
the changes to the selected device or click on “Back” button to go back to the previous page and
modify the setting again.

Installation Wizard 2 - Setup Your Device |X|

Apply Settings

0 the device: BRI RSt I Vet )

Please check the following settings.

@ Systern/Date/Time

If you would like to change the above settings, please click on
the "Back" button.Click on the "Apply"” button to apply the
settings to the device.

Cos o ]

Apply page
When you click on the “Apply”, it will start to update your settings to server.

Upgrade

When you select one device or multiple devices (of the same model), the “Firmware Upgrade”
button will be enabled. Click on it to upgrade the firmware of the selected device(s). After click
on the “Firmware Upgrade” button, Installation Wizard will try to connect the selected device(s)
and lead you to the firmware upgrade page.
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Installation Wizard

—_—
Refrash
Devices

Firmwware

Device Selection 0] P ’
S ANEN B
1MAC | 1P Address | Model
00-11-6E-80-86-0C 192.168.50.156 FCS-3021

Upgrade

Please check the MAC and model name in the
product label of your device first.

Then, you can start to link to your device and
show the main screen by double clicking the
item in the above selection list.

Restore
Default

If you are not able to find your device in the
above selection list, please make sure all
cables are properly connected to your device
and then click on the "Refresh Devices”
button.

Meodel No: FCS-3021

You can find the product label in
the rear/bottom part of your
device.

Click on the “Firmware Upgrade”

Device Information

After connected to the selected device(s), it would display as below. If you select more than one
device, then the device information will show all the selected devices. You can switch to the

server info by click on the tab control.

Installation Wizard - Firmware Upgzrade

Firmware Upgrade

FCS.3021
-Selected devices information -

Selected model:

03 TBEE0T5E

MAC address:

Firmware version: 0100d

00-11-6E-80-88-0C

Selected firmware information -

| Firmware version: (unspecifisd)

Please select a firmware to upgrade the selected devices.

[ Select firmware ] |

| start upgrade |

Device information
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Installation Wizard - Firmware Opgrade

Firmware Information

Firmware Upgrade

- Selected firmware information -

Selected model: FCS-3021
Selected devices information

(17218785 | 172.16.7.44 | 172.16.7.25 | 172.16.7.105 | 172.16.7.38 | 172.16.7.21
MAC address: 00-11-66-80-86-0C

Firmware version: 0100d

Firmware version: (unspecified)

Please select a firmware to upgrade the selected devices,

[ Select firmware } |

| start uporads |

Cancel

Multiple devices information

The selected firmware information will show the information about the file that you selected.
Firmware version: The version number of the selected firmware.

Select Firmware

You can use the “Select firmware” button to browse the file that you want upgrade onto the se-
lected device(s). After selected the file, Installation Wizard will check whether the file you select-
ed is correct. If it's the correct version, then the package information will display the information
about the file and enable the “Start Upgrade” button. Therefore you can click on the button to
upgrade the firmware. If not, then it will be a pop-up warning message.

Select firmware

vl

akE_ERTEHE

¥ o2 m

L-E=YIE

| EREAND):

|FCS-3021-DIDDd.fw.pkg

|PK3 files (*pke)

Select firmware
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Inztallation Wizard - Firmware Upgrade

Firmware Upgrade

Selected model: FCS-3021
- Selected devices information

MAC address: 00-11-68-30-38-0C

Firmware version: 0100d

- Selected firmware information

Firmware version: (unspecified)

Please select a firmware to upgrade the selected devices.

[Select firrmware J |:uments and Settings\ fw\FCS-3021-0100d, fw.pkg

Start upgrade

(e |

Firmware Information

Firmware |§|

\y The model is unmatched,
[ o |

Warning message for unmatched firmware
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Start Upgrade

Clicking on the “Start Upgrade” button to upgrade the firmware of the selected device(s), and

it will be a pop-up dialog window to show the progress of the upgrading process. Usually, it will
take about 5 to 10 minutes to finish the firmware upgrading. It depends on your server model
and network bandwidth. We recommend you do the upgrade process in wired LAN environment
rather than PPPOE or wireless environment.

Firmresvare Lpgrade is in progress,
0f1 upgrade is completed.

Elapsed time :  0:00:06

Update progress

After the upgrade process had been done, you could see the dialog window as below.
Please click on the button “OK” to finish it.

»
\y Firmware upgrade for all selected devices succeeded.

o]

Upgrade Done
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Accessing the Network Camera

This chapter explains how to access the Network Camera through web browsers, RTSP players,
3GPP-compatible mobile devices, and LevelOne recording software.

Using Web Browsers

Use Installation Wizard 2 (IW2) to access to the Network Cameras on the LAN.

If your network environment is not a LAN, follow these steps to access the Netwotk Camera:

1. Launch your web browser (ex. Microsoft® Internet Explorer, Mozilla Firefox, or Netscape).

2. Enter the IP address of the Network Camera in the address field. Press Enter.

3. The live video will be displayed in your web browser.

4. If it is the first time installing the LevelOne network camera, an information bar will pop up as
shown below. Follow the instructions to install the required plug-in on your computer.

B [ e e s e b

Q= O HAG P o @ 25 EH B R B R R RN - |

e T B M AN e M et TaCoe) a
oo e - : %
= Flievelone H.264 Megapixel PoE Network Camera
Flievelone H.264 Megapixel PoE Network Camera e | &
Viden Stram [1 4] This =3 PlIGHiN [ACKEX], F Y20 S48 Hhis bese, your Briwse 18 not SLppat of cisskie Adivex. “""‘F"E‘ .................
FTZPmA | muckan v |
o BB XPFiE
) amchacc Mg Gausbiods
1o FLCTE A
) Arpimcuichirs

Thm irmmsin
g e T o WA o P

o et e
1624 T 00 DS 0.

b

0 Dot ko s g i
Lowishatite vt By ]

P o il 1 1A o phma e

|0m B e [l
i

NOTE

» For Mozilla Firefox or Netscape users, your browser will use Quick Time to stream the live
video. If you donn’t have Quick Time on your computer, please download it first, then launch
the web browser.
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» By default, the Network Camera is not password-protected. To prevent unauthorized access,
it is highly recommended to set a password for the Network Camera.
For more information about how to enable password protection, please refer to Security on

page 26.

» If you see a dialog box indicating that your security settings prohibit running ActiveX®
Controls, please enable the ActiveX® Controls for your browser.

1. Choose Tools > Internet Options > Security > Custom Level.

Internet Options

General | Security | Privacy " Eontent" Connections " Frograms " Advanced]

Select a'web content zone to specify itz security settings.

® ©« 0 @

r|h~rr et Local intranet  Trusted sites Restricted
gihes
Internet
Thiz 2one containg all 'web sites you Hes
haven't placed in ather zones —_

Security level for this zone

Custom

Cugztomn gettings.
- To chahge the settings, click Customn Level.
- Ta use the recommended settings, click Default Level

Custom Ly Default Level ]

i [n]8 i[ Cancel J| Apply |

2. Look for Download signed ActiveX® controls; select Enable or Prompt. Click OK.

Security Settings

Setkings:

@ Actives conkrols and plug-ins
] Dowrload signed Activel contrals

Disable
Enable
@) Prompk

()

|| Download unsigned Activer controls

Disable
Enable
Prompk

@ Initialize and scripk ActiveX controls nok marked as safe

Disable
Enable
F‘rompt Y
Pioom A abkioem - le cmd i i ﬁJ
|||| ] 3
Reset cuskom setkings
Resek ko |Medium |V.| [ Reset J

i K i’_ Cancel J

3. Refresh your web browser, then install the Active X® control. Follow the instructions to
complete installation.
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Using RTSP Players

To view the MPEG-4 streaming media using RTSP players, you can use one of the following
players that support RTSP streaming.

(3 Quick Time Player
; Real Player

1. Launch the RTSP player.

2. Choose File > Open URL. A URL dialog box will pop up.

3. The address format is rtsp://<ip address>:<rtsp port>/<RTSP streaming access name for
stream1 or stream2>

As most ISPs and players only allow RTSP streaming through port number 554, please set the
RTSP port to 554. For more information, please refer to RTSP Streaming on page 46.
For example:

Enter an Interet URL to open:

risp//192.168.5.151:554fve sdp ~]

4. The live video will be displayed in your player.
For more information on how to configure the RTSP access name, please refer to RTSP
Streaming on page 46 for details.
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Using 3GPP-compatible Mobile Devices

To view the streaming media through 3GPP-compatible mobile devices, make sure the Network
Camera can be accessed over the Internet. For more information on how to set up the Network
Camera over the Internet, please refer to Setup the Network Camera over the Internet on page 7.

To utilize this feature, please check the following settings on your Network Camera:

1. Because most players on 3GPP mobile phones do not support RTSP authentication, make
sure the authentication mode of RTSP streaming is set to disable.
For more information, please refer to RTSP Streaming on page 46.

2. As the the bandwidth on 3G networks is limited, you will not be able to use a large video size.
Please set the video and audio streaming parameters as listed below.
For more information, please refer to Viewing Window on page 59.

3. As most ISPs and players only allow RTSP streaming through port number 554, please set
the RTSP port to 554. For more information, please refer to RTSP Streaming on page 46.

4. Launch the player on the 3GPP-compatible mobile devices (ex. Real Player).

5. Type the following URL commands into the player.
The address format is rtsp://<public ip address of your camera>:<rtsp port>/<RTSP streaming

access name for stream 3>.
For example:

Enter an Intemet URL to open:

rtsp//192.168.5.151:554five sdp |

i (] 8 i[ Cancel J
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Using LevelOne Recording Software

The product software CD also contains recording software, allowing simultaneous monitoring
and video recording for multiple Network Cameras. Please install the recording software; then
launch the program to add the Network Camera to the Channel list. For detailed information
about how to use the recording software, please refer to the user’s manual of the software or
download it from http://www.LevelOne.com.




Main Page

This chapter explains the layout of the main page. It is composed of the following sections:
LevelOne INC. Logo, Host Name, Camera Control Area, Configuration Area, Menu, and Live
Video Window.

Ml Rk e Peeate T e
O~ " Q HRAG Pesfirem @ -0

ks I IR, PR e _{nn 1whs ¥

LevelOne INC. Logo Ellevelonz Mega-Pixel Network Camera Host Name

Camera Control

Live View

. o)1) ) o) ] i ) [ R o v
Configuration -

o (=
LevelOne INC. Logo
Click this logo to visit the LevelOne website.

Host Name
The host name can be customized to fit your needs. For more information, please refer to System on page
24,

Camera Control Area

Video Stream: This Network Cmera supports multiple streams (stream 1 ~ 4) simultaneously. You can
select either one for live viewing. For more information about multiple streams, please refer to page 59
for detailed information.

Digital Output: Click to turn the digital output device on or off.

PTZ Panel: This Network Camera supports both “digital“ (e-PTZ) and “mechanical“ pan/tilt/zoom control.
Please refer to Camera Control on page 70 for detailed information.

Global View: Click on this item to display the Global
View window. The Global View window contains a full
view image (the largest frame size of the captured
video) and a floating frame (the viewing region of the
curruent video stream). The floating frame allows
users to control the e-PTZ function (Electronic
Pan/Tilt/Zoom). For more information about e-PTZ
operation, please refer to E-PTZ Operation on page
75. For more information about how to set up the
viewing region of the current video stream, please
refer to Viewing Windows on page 59. Moving Instantly

The viewing region of
the curruent video
siream

The largest frame size
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Configuration Area
Client Settings: Click this button to access the client setting page. For more information, please refer to
Client Settings on page 21.

Configuration: Click this button to access the configuration page of the Network Camera. It is suggested
that a password be applied to the Network Camera so that only the administrator can configure the
Network Camera. For more information, please refer to Configuration on page 23.

Language: Click this button to choose a language for the user interface. Language options are available
in: English, Deutsch, Espafiol, Frangais, Italiano, HZEE, Portugués, A+, and %8¢ <,

Live Video Window

m The following window is displayed when the video mode is set to H.264 / MPEG-4:
H_264 / MPEG-4 Protocol and Media Options

©].2][11][8][0] 2] 0] 1] (2] [#] [} Video and Audio Control Butions

Video Title: The video title can be configured. For more information, please refer to Video Settings on
page 53.

H.264 /| MPEG-4 Protocol and Media Options: The transmission protocol and media options for H.264 /
MPEG-4 video streaming. For further configuration, please refer to Client Settings on page 21.

Time: Display the current time. For further configuration, please refer to Video Settings on page 53.

Title and Time: The video title and time can be stamped on the streaming video. For further configuration,
please refer to Video Settings on page 53.

Video and Audio Control Buttons: Depending on the Network Camera model and Network Camera
configuration, some buttons may not be available.

@ Snapshot: Click this button to capture and save still images. The captured images will be displayed
in a pop-up window. Right-click the image and choose Save Picture As to save it in JPEG (*.jpg) or BMP
(*.bmp) format.

Digital Zoom: Click and uncheck “Disable digital zoom” to enable the zoom operation. The navigation
screen indicates the part of the image being magnified. To control the zoom level, drag the slider bar. To
move to a different area you want to magnify, drag the navigation screen.

i

Zoom Factors: 100%
s T i
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@ Pause: Pause the transmission of the streaming media. The button becomes the B Resume button
after clicking the Pause button.

'El Stop: Stop the transmission of the streaming media. Click the B Resume button to continue
transmission.

B Start MP4 Recording: Click this button to record video clips in MP4 file format to your computer.
Press the E Stop MP4 Recording button to end recording. When you exit the web browser, video
recording stops accordingly. To specify the storage destination and file name, please refer to MP4 Saving
Options on page 22 for details.

Volume: When the Mute function is not activated, move the slider bar to adjust the volume on the
local computer.

Mute: Turn off the volume on the local computer. The button becomes the @ Audio On button after
clicking the Mute button.

@ Talk: Click this button to talk to people around the Network Camera. Audio will project from
the external speaker connected to the Network Camera. Click this button . again to end talking
transmission.

@ Mic Volume: When the Mute function is not activated, move the slider bar to adjust the
microphone volume on the local computer.

Mute: Turn off the @ Mic volume on the local computer. The button becomes the Mic On button
after clicking the Mute button.

Full Screen: Click this button to switch to full screen mode. Press the “Esc” key to switch back to normal
mode.

m The following window is displayed when the video mode is set to MJPEG:

0104417

RO —

Video Title: The video title can be configured. For more information, please refer to Video Settings on
page 53.

Time: Display the current time. For more information, please refer to Video Settings on page 53.

Title and Time: Video title and time can be stamped on the streaming video. For more information, please
refer to Video Settings on page 53.

Video and Audio Control Buttons: Depending on the Network Camera model and Network Camera
configuration, some buttons may not be available.
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@ Snapshot: Click this button to capture and save still images. The captured images will be displayed
in a pop-up window. Right-click the image and choose Save Picture As to save it in JPEG (*.jpg) or BMP
(*.omp) format.

Digital Zoom: Click and uncheck “Disable digital zoom” to enable the zoom operation. The navigation
screen indicates the part of the image being magnified. To control the zoom level, drag the slider bar. To
move to a different area you want to magnify, drag the navigation screen.

I~ Disable digital z0om “ B -
Zoom Factors: 100%
i1 A R 1

|Z| Start MP4 Recording: Click this button to record video clips in MP4 file format to your computer.
Press the Stop MP4 Recording button to end recording. When you exit the web browser, video
recording stops accordingly. To specify the storage destination and file name, please refer to MP4 Saving
Options on page 22 for details.

Full Screen: Click this button to switch to full screen mode. Press the “Esc” key to switch back to normal
mode.
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Client Settings

This chapter explains how to select the stream transmission mode and saving options on the
local computer. When completed with the settings on this page, click Save on the page bottom
to enable the settings.

H.264 /| MPEG-4 Media Options

H.264/MPEG-4 Media Options

() Video and Audio
O video Only

O Audio Only

Select to stream video or audio data or both. This is enabled only when the video mode is set to H.264 or
MPEG-4.

H.264 /| MPEG-4 Protocol Options
— H.264/MPEG-4 Protocol Options

) UDP Unicast
) UDP Multicast
@ TCP

OHTTP

Depending on your network environment, there are four transmission modes of H.264 or MPEG-4
streaming:

UDP unicast: This protocol allows for more real-time audio and video streams. However, network
packets may be lost due to network burst traffic and images may be broken. Activate UDP connection
when occasions require time-sensitive responses and the video quality is less important. Note that each
unicast client connecting to the server takes up additional bandwidth and the Network Camera allows up
to ten simultaneous accesses.

UDP_multicast: This protocol allows multicast-enabled routers to forward network packets to all clients
requesting streaming media. This helps to reduce the network transmission load of the Network Camera
while serving multiple clients at the same time. Note that to utilize this feature, the Network Camera must
be configured to enable multicast streaming at the same time. For more information, please refer to
RTSP Streaming on page 46.

TCP: This protocol guarantees the complete delivery of streaming data and thus provides better video
quality. The downside of this protocol is that its real-time effect is not as good as that of the UDP protocol.

HTTP: This protocol allows the same quality as TCP protocol without needing to open specific ports for
streaming under some network environments. Users inside a firewall can utilize this protocol to allow
streaming data through.

User's Manual - 31




MP4 Saving Options
— MP4 Saving Options

Folder: ‘ ci\Record

‘ Browse...

File name prefix | CLIP

Add date and time suffix to file name

Users can record live video as they are watching it by clicking IZ] Start MP4 Recording on the main

page. Here, you can specify the storage destination and file name.

Folder: Specify a storage destination for the recorded video files.

File name prefix: Enter the text that will be appended to the front of the video file name.

Add date and time suffix to the file

name: Select this option to append the date and time to the end of the

file name.

CUP M HE- 1HAET

root

e e prefix Dote ored e ol
The fmad = TR HHANVES
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Configuration

Click Configuration on the main page to enter the camera setting pages. Note that only
Administrators can access the configuration page.

LevelOne offers an easy-to-use user interface that helps you set up your network camera with
minimal effort. To simplify the setting procedure, two types of user interfaces are available:
Advanced Mode for professional users and Basic Mode for entry-level users. Some advanced
functions (HTTPS/ Access list/ Homepage layout/ Application/ Recording/ System log/ View
parameters) are not displayed in Basic Mode.

If you want to set up advanced functions, please click [Advanced Mode] on the bottom of the
configuration list to quickly switch to Advanced Mode.

In order to simplify the user interface, the detailed information will be hidden unless you click on
the function item. When you click on the first sub-item, the detailed information for the first sub-
item will be displayed; when you click on the second sub-item, the detailed information for the
second sub-item will be displayed and that of the first sub-item will be hidden.

The following is the interface of the Basic Mode and the Advanced Mode:

Basic Mode
kilevelone
== = eve One Configuration
>System
Home — System

Host name: Hega-Fhel Network Camera

[ Turn off the LCD indicator

Security

Configuration List
Network — System Time

DDNS ® Keep current date and time

) . OSynchronize with computer time
Audio and video
O Manual

Motion detection O Automatic

Camera tampering detection
— Dl and DO

Maintenance S T e I S
Digital input: The active state is | Low | the current state detected is High

Digital output: The active state is | Grounded ll'; :the current state detected is Open

Firmwara Warcinn
Cinmware version
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Advanced Mode

I
8
== = |8VE|One Configuration
>System
Home e
y
Host name: Mega-Pixel Network Camera

[ Turn off the LED indicator

— System Time

Time zone: i GMT+08:00 Beijing, Chongging, Hong Kong, Kuala Lumpur, Singapore, Taipei Dsi

Network Note: You can upload your Daylight Saving Time rules on Maintenance page or use the camera
default value.

DDNS

® Keep current date and time

O Synchronize with computer ime

Audio and video O manual

Motion detection © Automatic

Camera tampering detection — DI and DO

Camera control Digital input: The active state is ;the current state detected is High

Digital output: The active state is | Grounded v the current state dstected is Open

Save

View parameters

Maintenance

Click to switch to Basic Mode
R — Firmware Version
Each function on the configuration list will be explained in the following sections. Those functions that are

displayed only in Advanced Mode are marked with | Advanced Mode|. If you want to set up advanced
functions, please click [Advanced Mode] on the bottom of the configuration list to quickly switch over.

System

This section explains how to configure the basic settings for the Network Camera, such as the
host name and system time. It is composed of the following three columns: System, System
Time and DI and DO. When finished with the settings on this page, click Save at the bottom of
the page to enable the settings.

System System

Host name: Mega-Pixel Metwork Camera

] Turn offthe LED indicator

Host name: Enter a desired name for the Network Camera. The text will be displayed at the top of the
main page.

Turn off the LED indicators: If you do not want to let others know that the network camera is in operation,
you can select this option to turn off the LED indicators.

34 - User's Manual




System Time

— System Time

Time zone; | GMT+08:00 Beijing, Chongging, Hong Kong, Kuala Lumpur, Singapare, Taipei ,v;

Mote: You can upload your Daylight Saving Time rules on Maintenance page or use the camera
default value.

® Keep current date and time
O Sync with computer time:
& Manual:

O Autornatic:

Keep current date and time: Select this option to preserve the current date and time of the Network
Camera. The Network Camera’s internal real-time clock maintains the date and time even when the
power of the system is turned off.

Sync with computer time: Select this option to synchronize the date and time of the Network Camera with
the local computer. The read-only date and time of the PC is displayed as updated.

Manual: The administrator can enter the date and time manually. Note that the date and time format are
[yyyy/mm/dd] and [hh:mm:ss].

Automatic: The Network Time Protocol is a protocol which synchronizes computer clocks by periodically
querying an NTP Server.

NTP server: Assign the IP address or domain name of the time-server. Leaving the text box blank
connects the Network Camera to the default time servers.

Update interval: Select to update the time using the NTP server on an hourly, daily, weekly, or monthly
basis.

Time zone [Advanced Modej: select the appropriate time zone from the list. If you want to upload
Daylight Savings Time rules on the Maintenance page, please refer to Upload / Export Daylight Saving
Time Configuration File on page 103 for details.

DIl and DO

DI and DO
Digital input: The active state is the current state detected is High

Digital output: The active state is , the current state detected is Open

Digital input: Select High or Low to define normal status for the digital input. The Network Camera will
report the current status.

Digital output: Select Grounded or Open to define normal status for the digital output. The Network
Camera will show whether the trigger is activated or not.
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Security

This section explains how to enable password protection and create multiple accounts.

Root Password

— Root Password

Mote: Leaving the root password field empty means the camera will not be protected by
password.

Root Password: LTI YT Y]

Confirm root password: T YT

The administrator account name is “root”, which is permanent and can not be deleted. If you want to add

more accounts in the Manage User column, please apply the password for the “root” account first.

1. Type the password identically in both text boxes, then click Save to enable password protection.

2. A window will be prompted for authentication; type the correct user’s name and password in their
respective fields to access the Network Camera.

Manage Privilege JAdvanced Mode|

— Manage Privilege

Operator Viewer
Digital Dutput: O
PTZ control

] Allow ancnymous viewing

Digital Output & PTZ control: You can modify the manage privilege of operators or viewers. Check or
uncheck the item, then click Save to enable the settings. If you give Viewers the privilege, Operators will
also have the ability to control the Network Camera through the main page. (Please refer to Main Page
on page 17.)

Allow anonymous viewing: If you check this item, any client can access the live stream without entering a
User ID and Password.

Manage User — Manage User
Existing user name:
Username:
User password: Delete
Confirm user password:
Privilege: Update
Administrator

Qperator
Wiewer

Administrators can add up to 20 user accounts.
1. Input the new user’s name and password.
2. Select the privilege level for the new user account. Click Add to enable the setting.

Access rights are sorted by user privilege (Administrator, Operator, and Viewer). Only administrators can
access the Configuration page. Though operators cannot access the Configuration page, they can use
the URL Commands to get and set the value of parameters. For more information, please refer to URL
Commands of the Network Camera on page 106. Viewers access only the main page for live viewing.

Here you also can change a user’s access rights or delete user accounts.
1. Select an existing account to modify.
2. Make necessary changes and click Update or Delete to enable the setting.
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HTTPS (Hypertext Transfer Protocol over SSL) |Advanced Mode|

This section explains how to enable authentication and encrypted communication over SSL
(Secure Socket Layer). It helps protect streaming data transmission over the Internet on higher
security level.

Enable HTTPS
Check this item to enable HTTPS communication, then select a connection option: "HTTP & HTTPS"
or "HTTPS only". Note that you have to create and install a certificate first in the second column before
clicking the Save button.

— Enable HTTPS

*To enable HTTPS, you have to create and install cedificate first.

Enable HTTPS secure connection:

(&) HTTP & HTTPS ) HTTPS only

Create and install certificate method

& Create self-signed cerificate automatically
) Create self-signed cerificate manually;

) Create cerificate request and install;

Create and Install Certificate Method

Before using HTTPS for communication with the Network Camera, a Certificate must be created first.
There are three ways to create and install a certificate:

Create self-signed certificate automatically

1. Select this option.
2. In the first column, check Enable HTTPS secure connection, then select a connection option: “HTTP

& HTTPS” or “HTTPS only”.
3. Click Save to generate a certificate.

— Enable HTTPS

*To enable HTTPS, you have to create and install certificate first.

Enable HTTPS secure connection:

& HTTP & HTTPS O HTTPS only

Flease wait while the certificate is being

generated..
T E—

O o o e 1R e g e e e e

O Create self-signed certificate manually:

) Create certificate request and install:

— Certificate Information

Status: Mot installed w

| Property || Remove
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4. The Certificate Information will automatically de displayed in the third column as shown below. You can
click Property to view detailed information about the certificate.

Certificate Information

Status:

Country:

State or province:
Lacality:
Organization:
Organization Unit:

Comman Mame:

5. Click Home to return to the main page. Change the address from “http://” to “https://“ in the address

bar and press Enter on your keyboard. Some Security Alert dialogs will pop up. Click OK or Yes to
enable HTTPS.

=i levelone

WVided HrEam 1 @

Digital Curiput [0 )

P12 Pare=l Digitel =

Panspaed (0
Tik mpsed (0 W
Tomm epaed 0w
¥ Clobad View

rir‘"l Information wou exchange with thiz site cannot be viewed or
?. changed by others. Howewer, there iz a problerm with the site's
; security certificate.

& The security certificate wasz izsued by a company you have
not chosen bo tust, View the certificate to determine whether
you want to trust the certifying authaority.

a The security certificate date iz valid,

& The name on the security certificate iz invalid or doesz not
match the name of the site

Do you veant bo proceed?

es ] I Mo l [View Certificate

{yew | & (=] @ 0 0w Sirreens @) - S S
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Security Information
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items.

Do pou want to dizplay the nonsecure items?
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Create self-signed certificate manually

1. Select this option.
2. Click Create to open the Create Certificate page, then click Save to generate the certificate.
— Create and install certificate method

) Create self-zigned cedificate automatically

@ Create self-signed cedificate manually:
Sel-signed cedificate:

) Create cerificate request and install:

— Create Certificate

Country: I:l
|
|
|
|
|

State or province:

Locality:

Qrganization:

Qrganization Unit;

Common MName:

Validity: days

Flease wait while the certificate is heing
generated...

3. The Certificate Information will automatically be displayed in the third column as shown below. You
can click Property to see detailed information about the certificate.

— Certificate Information

Status: | Active “ |

Country:

State or province:
Locality:

COrganization:
Organization Unit:
Common Name:

[ Propery || memove |

Create certificate and install : Select this option if you want to create a certificate from a certificate
authority.

1. Select this option.
2. Click Create to open the Create Certificate page, then click Save to generate the certificate.
— Create and install certificate method

) Create selfsigned cerificate automatically

) Create selt-signed cerdificate manually:

& Create certificate request and install;

Certificate request:

Select certificate file: | |[Browse... | [ Upload
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— Create Certificate

Country:

State or province:
Locality:
Organization:
Organization Unit:
Commaon Name:

Validity: 9999 days

|

FPlease wait while the cerificate is being
generated...

3. If you see the following Information bar, click OK and click on the Information bar at the top of the page
to allow pop-ups.

‘A HTTPS - Microsoft Internet Explorer
File Edit ‘iew Favorites Tools  Help

oBack - e @ @ @SpSearch %Favuritas e @v éji! 3

Address @ http: /192, 168.5. 151 /setup/https.hitml
Pop-up blocked. To see this pop-up or additional options click here. ..

ilevelone

>*HTTPS

Home

Information Bar |z|

Did you notice the Information Bar?
The Infarmation Bar alertz you when Intermet Explorer blocks a
pop-up window or file download that might not be safe. If a

Wb page does naot dizplay properly. look for the Information
Bar [near the top of pour brawser)

[[] Do ot show this message again.

Learm about the Information Bar...

4. The pop-up window shows an example of a certificate request.
—— Create Certificate Request Completed

Copy the PEM format request below and send it to a CA for identify wvalidation. After that, yvou have to
install it by clicking the "Upload" hutton on HTTPS page.

— Certificate Request (PEM format)

MIIBuDCCASECADBEMOswC QY DVOOGEwI TV zERMASGAITECEMIUHIvitnlu¥2 UxEJAQ
BgNVEAcTCUNpdHkgTwF £ ETEANEgGLIUTEChMETS InTWSpemFO0aMSuIEShbTTxE ] AQ
BogNVEBA=TCVVUaXQgTF £t ZTETMEEGLLIUE AxMESVAGQWRkewV 2 2CBn= ANBykaghkiG
SWOBAQEFALOB QAW YRCYYEAUOT?SEYSZ gsSyPFMx E7wHAQlobhPescsELUx9DFuE
OMRheukFaXF DM+ k+KSoEPEPa ) 7 ?vhH+2dUHS 2 7EFSLGE 7RO 3oy ML hSwRZW
mCD+ S A1 JEE64dT/ wiHn P W 55G6FaxgMvbh ALex T+he IeDCWYnRgh/ £pFN ] +BxvVol
UreCAVEARa L AMAOGCSgGEIb3DOEEEQUALAGGEALVasWOALfe £ USAyFgTHOYO 1D,/ 20
FOTkonDO0QG15ed4fc I3 RODITwIIN g3 K8 esA38GAd3 pMEle gL YobrcadgqdC UgGil
S0bLGlsubWsEr38PngabwiToTpGigqlevUPJZL AVIdL 3 neSur TOABXOScCHOQGL H+
PEOdw4 0J TR ICSOhV
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5. Look for a trusted certificate authority that issues digital certificates. Enroll the Network Camera.
Wait for the certificate authority to issue a SSL certificate; click Browse... to search for the issued
certificate, then click Upload in the second column.

Cerificate request:

— Create and install certificate method

O Create self-signed certificate automatically
) Create self-signed cerificate manually:
(&) Create certificats request and install:

Create

Select cerificate file:

|[(Browse... ]| Upload

— Certificate Information

Status:

Waiting for cerificated

NOTE

» How do | cancel the HTTPS settings?

1. Uncheck Enable HTTPS secure connection in the first column and click Save; a warning dialog

will pop up.
2. Click OK to disable HTTPS.

— Enahle HTTPS

*To enahble HTTFS, you have to create and install certificate first.

[] Enable HTTPS secure connection:

— Create and install certificate method —

© Create selt-signed cedificate automatically

Microsoft Internet Explorer,

\y This will stop the HTTPS service, do wou really wank ko stop it?

i Ok i[ Cancel J

L B B T [Pl £ P Py |

3. The webpage will redirect to a non-HTTPS page automatically.

» If you want to create and install other certificates, please remove the existing one. To remove the
signed certificate, uncheck Enable HTTPS secure connection in the first column and click Save.
Then click Remove to erase the certificate.

— Centificate Information

Status:

State or pravince:
i"

Lacality:

Qrganization:

organization Unit;

Country: Microsoft Internet Explorer |X|

Active

Are vou sure you want ko delete the certificate?

i Ok i[ Cancel ]

Commaon Mame:

[ Froperty ][ Femaove J

IP Address
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SNMP (Simple Network Management Protocol) |Advanced Mode]

This section explains how to use the SNMP on the network camera. The Simple Network
Management Protocol is an application layer protocol that facilitates the exchange of
management information between network devices. It helps network administrators to remotely
manage network devices and find, solve network problems with ease.

m The SNMP consists of the following three key components:

1. Manager: Network-management station (NMS), a server which executes applications that monitor and
control managed devices.

2. Agent: A network-management software module on a managed device which transfers the status of
managed devices to the NMS.

3. Managed device: A network node on a managed network. For example: routers, switches, bridges,
hubs, computer hosts, printers, IP telephones, network cameras, web server, and database.

Before configuring SNMP settings on the this page, please enable your NMS first.

SNMP Configuration

Enable SNMPv1, SNMPv2c

Select this option and enter the names of Read/Write community and Read Only community according to
your NMS settings.

Enable SMMPyv1, SNMPv2e

SNMPv1, SNMPv2c Settings
Read/Write cormmunity; Frivate

Read only community: Public

Enable SNMPv3
This option contains cryptographic security, a higher security level, which allows you to set the
Authentication password and the Encryption password.

m Security name: According to your NMS settings, choose Read/Write or Read Only and enter the
community name.

m Authentication type: Select MD5 or SHA as the authentication method.
m Authentication password: Enter the password for authenrication (at least 8 characters).

m Encryption password: Enter a password for ecryption (at least 8 characters).

Enable SNMPV3

— SNMPv3 Settings
Read/Write Security name: | Private
Authentication Type:
Authentication Password:

Encryption Fassword:
Read only Security name: | Public

Autnentication Type:

Authentication Password:

Encryption Password:
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Network

This section explains how to configure a wired network connection for the Network Camera.

Network Type

— MNetwork Type
@ Lan:
(%) GetIP address automatically
O Use fixed IP address:
Enable UPnP presentation
[] Enable UPnF port forwarding
C PPPOE:
[] Enable IPvé

LAN

Select this option when the Network Camera is deployed on a local area network (LAN) and is intended
to be accessed by local computers. The default setting for the Network Type is LAN. Rememer to click
Save when you complete the Network setting.

Get IP_address automatically: Select this option to obtain an available dynamic IP address assigned by
the DHCP server each time the camera is connected to the LAN.

Use fixed IP address: Select this option to manually assign a static IP address to the Network Camera.
— MNetwork Type

& LAN:

) GetIP address automatically

@ Use fixed IP address:
IF address: 192.168.5.109
Subnet mask: 25525852550
Default router: 192.168.5.1
Frimary DMS: 192.1658.0.10
Secondary DMNS: 192.168.0.20

Primary WINS server:

[l

Secondary WINS server:
Enable UPnP presentation

DéEnabIe UPRP port forwarding

) PPPCE:
[] Enable IPvG

1. You can make use of LevelOne Installation Wizard 2 on the software CD to easily set up the Network
Camera on LAN. Please refer to Software Installation on page 10 for details.
2. Enter the Static IP, Subnet mask, Default router, and Primary DNS provided by your ISP.

Subnet mask: This is used to determine if the destination is in the same subnet. The default value is
“255.255.255.0".

Default router: This is the gateway used to forward frames to destinations in a different subnet. Invalid
router setting will fail the transmission to destinations in different subnet.
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Primary DNS: The primary domain name server that translates hostnames into IP addresses.

Secondary DNS: Secondary domain name server that backups the Primary DNS.

Primary WINS server: The primary WINS server that maintains the database of computer name and IP
address.

Secondary WINS server: The secondary WINS server that maintains the database of computer name
and IP address.

Enable UPnP presentation: Select this option to enable UPnP™ presentation for your Network Camera
so that whenever a Network Camera is presented to the LAN, shortcuts of connected Network Cameras
will be listed in My Network Places. You can click the shortcut to link to the web browser. Currently,
UPnP™ is supported by Windows XP or later. Note that to utilize this feature, please make sure the
UPnP™ component is installed on your computer.

"2 My Network Places

File  Edit Wiew Favorites Tools  Help #

e Back @ @ ‘p Search %Folders v

address |3 My Metwork Places l‘{l' 2

Local Network

Network Tasks @

i Add & retwork place [ | wireless Network Camera [ | WMega-pixel Network Camera (192.168.5.151)
(192.168.5.126)
—— a—

% Wiew network conneckions
Set up a home or small J )
office netwark | ‘wireless Network Camera with
¥y iew workgroup computers Pan/Tilt {192.165.5.141)
=

Enable UPnP port forwarding: To access the Network Camera from the Internet, select this option to
allow the Network Camera to open ports on the router automatically so that video streams can be sent
out from a LAN. To utilize of this feature, make sure that your router supports UPnP™ and it is activated.

PPPoE (Point-to-point over Ethernet)
Select this option to configure your Network Camera to make it accessible from anywhere as long as

there is an Internet connection. Note that to utilize this feature, it requires an account provided by your
ISP.

Follow the steps below to acquire your Network Camera’s public IP address.

1. Set up the Network Camera on the LAN.

2. Go to Home > Configuration > Application > Server Settings (please refer to Server Settings on page
86) to add a new email or FTP server.

3. Go to Configuration > Application > Media Settings (please refer to Media Settings on page 89). Select
System log so that you will receive the system log in TXT file format which contains the Network
Camera’s public IP address in your email or on the FTP server.

4. Go to Configuration > Network > Network Type. Select PPPoE and enter the user name and password
provided by your ISP. Click Save to enable the setting.

— Network Type

O LAN:

& PPPoE:
User name:
Fassword:

Confirm password:

5. The Network Camera will reboot.
6. Disconnect the power to the Network Camera; remove it from the LAN environment.
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NOTE

» If the default ports are already used by other devices connected fo the same router, the Network

Camera will select other ports for the Network Camera.

» If UPnP™ is not supported by your router, you will see the following message:

Error: Router does not support UPnP port forwarding.

» Steps to enable the UPnP™ user interface on your computer:

Note that you must log on to the computer as a system administrator to install the UPnP™

components.

1. Go to Start, click Control Panel, then click Add or Remove Programs.

¥ Control Panel

Fle Edt Wew Favorites Tools Help

Qe © | Pt [y ot |-

Pick a category

L=

R Windows Updete

@) telp and support

€ Other Control Panel
Options

W

User Accounts

Date, Time, Language, and Regional

B ontons

«(7)) Sounds, specch, and autio Devices Accessibility Options

and Maintenance:

Performance

2. In the Add or Remove Programs dialog box, click Add/Remove Windows Components.

¥ Add or Remove Programs

Currently installed programs:

Change or i5 Apple Software Update
Remove
Programs Cli informatio
Add New B4 Instalation Wizard Size  1.16VMB
Frograms
3 Microsoft Office Frafessional Ediion 2003 Sige  381.00MB
& mozila Firefox (2.0.0.6) Size  20.34MB
addiRemove | i3 PostaresoL 5.2 Size  57.50MB
Wwindows
Comporents |8 QuickTime Size  74,.39MB
) virtual Machine Additions Size: 0.90MB
5 windows XP Hotfix - KBE33407 Size  G.50MB —
15 Windaws ¥P Hetfi - KBEIS732 Size  66.96MB
55! windows Genvine Advantage Yalidation Tool (KES92130)
G5 windows %P Hotfix - KB323559
G5! windows %P Hotfix - KB326741
G5! windows %P Hotfix - KB333407
G5 windows %P Hotfix - KB335732 1
e . L]

Clase

3. In the Windows Components Wizard dialog box, select Networking Services and click Details.

Windows Components Wizard

Windows Components
*You can add of remave comporents of Windows <P,

To add o remove a companent, click the checkbox, & shaded box means that only
part of the component will be installed. To see what's included in a component, click
Details.

Components

[ s Message Queving
3

‘a1 Other Netwark File and Print Services
¥ [0 Indate: Aot Certifinates

Description:  Containg a varisty of specialized, netwaork-related services and protocals.

Total disk space required: 0.0MB
Details...
Space awailable on disk: 12125.4 MB

[ <Back [ MNew> | [ Cancel |
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4. In the Networking Services dialog box, select Universal Plug and Play and click OK.
X

Networking Services

To add or remove a component, click the check box. & shaded box means that only park
of the component will be inztalled. To zee what's included in a component, click Details.
Subcomponents of Metworking Services:

= RIP Listener 0.0 MB
Simple TCP/P Services 0.0 ME
r Universal Plug and Play 0.2 mMe "

Description:  Listens for route updates sent by routers that use the R outing Information
Frotocol version 1 [RIP«1].

Total disk space required: 0.0MEB | Details... |
Space available on disk: 121254 MB .

i Ok i[ Cancel J

5. Click Next in the following window.

Windows Components Wizard

Windows Components
You can add o remove components of Windows XP.

To add o remove a component, click the checkbox. A shaded box means that only
part af the component will be installed. Ta see what's included in a companent, click

Dretails.

Components

[[] =2 Message Queding 0.0 ME QTJ
¥ SN Explorer 13.5MB
Metworki es -
O =:Dthe et and Print Services 0.0 MB EJ
1 01 Inlate et Cetifinates nnme ¥

Descriptior:  Contains a variety of specialized, network-related services and protocols

Total disk space required: 0.0 ME
12125.4 MB

Space avalable on digk:

[ < Back l Mext > i[ Cancel J

6. Click Finish. UPnP™ s enabled.

» How does UPnP™ work?
UPnP™ networking technology provides automatic IP configuration and dynamic discovery of devices
added to a network. Services and capabilities offered by networked devices, such as printing and file
sharing, are available among each other without the need for cumbersome network configuration. In
the case of Network Cameras, you will see Network Camera shortcuts under My Network Places.

» Enabling UPnP port forwarding allows the Network Camera to open a secondary HTTP port on the
router-not HTTP port-meaning that you have fo add the secondary HTTP port number to the Network
Camera’s public address in order to access the Network Camera from the Internet. For example,
when the HTTP port is set to 80 and the secondary HTTP port is set to 8080, refer to the list below for
the Network Camera’s IP address.

Fromthe infemet LN
hittp:f202.87.124.123:8080 hiftpof182.168.4.160 or
hiftp-f182_168.4.160-2080

» If the PPPoE settings are incorrectly configured or the Internet access is not working, restore the
Network Camera to factory default; please refer to Restore on page 102 for details. After the Network
Camera is reset to factory default, it will be accessible on the LAN.
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Enable IPv6

Select this option and click Save to enable IPv6 settings.

Please note that this only works if your network environment and hardware equipment support IPv6. The
browser should be Microsoft® Internet Explorer 6.5, Mozilla Firefox 3.0 or above.

— Network Type

© LAN:
(&) GetIP address automatically
() Use fixed IP address:
Enable UPnP presentation
[] Enable UPnP port forwarding

QO PPPCE:

Enable IPvE

[ IPvG Information ]

[] Manually setup the IP address

When IPv6 is enabled, by default, the network camera will listen to router advertisements and be
assigned with a link-local IPv6 address accordingly.

IPv6 Information: Click this button to obtain the IPv6 information as shown below.

IPv6& NET Information

[eth0 address]
[ 1Pv6 address list of host |

[Gateway]

[ 1Pv6 address list of gateway |
[DNS]

| 1Pv6 address list of DNS |

If your IPv6 settings are successful, the IPv6 address list will be listed in the pop-up window. The IPv6
address will be displayed as follows:

Refers to Ethernet

[eth) address]

|2001:0c08:2500:0002-0202:d1F:Fe04 6554464 @Glokal —+f— Link-global IPv6 address/network mask
££80:0000:0000:0000-0000 1 £ £a04 6564464 @Link —— Link-local IPv6 address/network mask
[Gateway]

(£80:211:d8fF fead 12k |

[DNE]

|2010:0560:5784: |
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Please follow the steps below to link to an IPv6 address:

1. Open your web browser.

2. Enter the link-global or link-local IPv6 address in the address bar of your web browser.
3. The format should be:

hitp-} /HI 1 082500 100202 A1 F-falM-A 4]

1\

Py o cioress:

4. Press Enter on the keyboard or click Refresh button to refresh the webpage.
For example:

2 Network Camera - Microsoft Internet Explorer

Sl Edit Wiew Fawoiites  Tools  Help

Q- © M B @ Poma Goruoe @ 3-8

Lddress @ hittp:F[2001 20c08: 2500; 000220202 :d Lf-fe4:.654 ]/

Eevelone

NOTE

» If you have a Secondary HTTP port (the default value is 8080), you can also link to the webpage in
the following address format: (Please refer to HTTP on page 43 for detailed information.)

hitpc//200 1 0o 0002007l B fadd-d 4] /-A0R0

t )

1Py e s Seconcany HTTP port

» If you choose PPPoE as the Network Type, the [PPP0O address] will be displayed in the IPv6
information column as shown below. [eth( address]

|feEO:CCCO:CCCO:CCCO:02CQ;d1ff:fel1:2299;‘54@Ljnk |

[ppp0 address]
|feEO:OJCO:CCCO:0333:OQUE:d1fT:fel1:22994’10@]..1’11]; |

|2001:1100:01c0:0002:0202:d L fel 1 2299454 @Clokal |
[Gateway]

(£280:90:1a00:4142:8¢2d |
[DNE]

12001 5000: 1 |

Manually setup the IP address: Select this option to manually set up IPv6 settings if your network
environment does not have DHCPV6 server and router advertisements-enabled routers.
If you check this item, the following blanks will be displayed for you to enter the corresponding

information: Enable IPvé

[ IPvG Information ]

Manually setup the IP address
Qptional IP address / Prefix length 164
Opticnal default router

Opticnal primary DMS
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IEEE 802.1x | Advanced Mode |

Enable this function if your network environment uses IEEE 802.1x, which is a port-based network
access control. The network devices, intermediary switch/access point/hub, and RADIUS server must
support and enable 802.1x settings.

The 802.1x standard is designed to enhance the security of local area networks, which provides
authentication to network devices (clients) attached to a network port (wired or wireless). If all certificates
between client and server are verified, a point-to-point connection will be enabled; if authentication fails,
access on that port will be prohibited. 802.1x utilizes an existing protocol, the Extensible Authentication
Protocol (EAP), to facilitate communication.

m The components of a protected network with 802.1x authentication:

-

ol - <@g — [

Supplicant Authenticator Authentication Server
(Metwork Camera) {Metwork Switch) (RADIUS Server)

1. Supplicant: A client end user (camera), which requests authentication.

2. Authenticator (an access point or a switch): A “go between” which restricts unauthorized end users
from communicating with the authentication server.

3. Authentication server (usually a RADIUS server): Checks the client certificate and decides whether to
accept the end user’s access request.

m LevelOne Network Cameras support two types of EAP methods to perform authentication: EAP-PEAP
and EAP-TLS.

Please follow the steps below to enable 802.1x settings:

1. Before connecting the Network Camera to the protected network with 802.1x, please apply a digital
certificate from a Certificate Authority (ie. MIS of your company) which can be validated by a RADIUS
server.

2. Connect the Network Camera to a PC or notebook outside of the protected LAN. Open the
configuration page of the Network Camera as shown below. Select EAP-PEAP or EAP-TLS as the
EAP method. In the following blanks, enter your ID and password issued by the CA, then upload
related certificate(s).

— IEEE 802.1x

Enable 802 1x

EAF method: EAP-FEAR +

|dentity:

Password:

CA certificate: \[Browse... | Upload
Status: nofile Remove
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— IEEE 802.1x

Enable 302.1x

EAP method: EAP-TLS w0

|dentity:

Private key passord:

CA certificate: | [ Browse.. || Upload

Status: nofile Remaove
client certificate: | [ Browse.. || Upload
Status: nofile Remaove
Client private key: | [ Browse.. || Upload
Status: nofile Remaove

3. When all settings are complete, move the Network Camera to the protected LAN by connecting it to an
802.1x enabled switch. The devices will then start the authentication automatically.

NOTE

P The authentication process for 802. 1x:

1. The Certificate Authority (CA) provides the required signed certificates to the Network Camera (the
supplicant) and the RADIUS Server (the authentication server).

2. A Network Camera requests access to the protected LAN using 802.1X via a swiftch (the authenticator).
The client offers its identity and client certificate, which is then forwarded by the switch fo the RADIUS

Server, which uses an algorithm to authenticate the Network Camera and returns an acceptance or
rejection back to the switch.

3. The switch also forwards the RADIUS Server'’s certificate to the Network Camera.

4. Assuming all certificates are validated, the switch then changes the Network Camera’s state to
authorized and is allowed access fo the protected network via a pre-configured port.

Cerlificate Autharity
(GA)

Certificate Certificate

= Network Switch RADIUS Server
MNetwork Camera a

Protected LAN
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QoS (Quality of Service) |Advanced Mode |

Quality of Service refers to a resource reservation control mechanism, which guarantees a certain quality
to different services on the network. Quality of service guarantees are important if the network capacity
is insufficient, especially for real-time streaming multimedia applications. Quality can be defined as, for
instance, a maintained level of bit rate, low latency, no packet dropping, etc.

The following are the main benefits of a QoS-aware network:
m The ability to prioritize traffic and guarantee a certain level of performance to the data flow.

m The ability to control the amount of bandwidth each application may use, and thus provide higher
reliability and stability on the network.

Requirements for QoS

To utilize QoS in a network environment, the following requirements must be met:
m All network switches and routers in the network must include support for QoS.
m The network video devices used in the network must be QoS-enabled.

QoS models

CoS (the VLAN 802.1p model)

IEEE802.1p defines a QoS model at OSI| Layer 2 (Data Link Layer), which is called CoS, Class of
Service. It adds a 3-bit value to the VLAN MAC header, which indicates prioritization from 0~7 (Eight
different classes of service are available). The priority is set up on the network switches, which then use
different queuing disciplines to forward the packets.

Below is the setting column for CoS. Enter the VLAN ID of your switch (0~4095) and choose the priority
for each application (0~7).

— CoS
Enable Cos
WLAN 1D: 1
Live videao: 0w
Live audio: 0|
Event/Alarm: 0w
Management: 0%

If you assign Video the highest level, the switch will handle video packets first.

NOTE

» The web browsing may fail if the CoS setting is incorrect.

» Class of Service technologies do not guarantee a level of service in terms of bandwidth and delivery
time, they offer a "best-effort." Users can think of CoS as "coarsely-grained” traffic control and QoS as
"finely-grained"” traffic control.

» Though CoS is simple to manage, it lacks scalability and does not offer end-to-end quarantees since it
is based on L2 protocol.
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QoS/DSCP (the DiffServ model)

DSCP-ECN defines QoS at Layer 3 (Network Layer). The Differentiated Services (DiffServ) model is
based on packet marking and router queuing disciplines. The marking is done by adding a field to the
IP header, called the DSCP (Differentiated Services Codepoint). This is a 6-bit field that provides 64
different class IDs. It gives an indication of how a given packet is to be forwarded, known as the Per Hop
Behavior (PHB). The PHB describes a particular service level in terms of bandwidth, queueing theory,
and dropping (discarding the packet) decisions. Routers at each network node classify packets according
to their DSCP value and give them a particular forwarding treatment; for example, how much bandwidth
to reserve for it.

Below are the setting options of DSCP (DiffServ Codepoint). Specify the DSCP value for each application
(0~63).

— QoS/D5CP

Enable QoS/DSCP

Live video: |U |
Live audio: 0 |
Event/Alarm: |U |
Management 0 |
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HTTP | Advanced Mode |

To utilize HTTP authentication, make sure that your have set a password for the Network Camera first;
please refer to Security on page 26 for details.

— HTTP
Authentication:
HTTP port: 80
Secondary HTTP port: a0ao
Access name for stream 1: video.mjpa
Access name for stream 2 videoZ.mjpg
Access name for stream 3 video3.mjpg
Access name for stream 4 videod.mjpg
Access name for stream 5 videoany.mjpg

Authentication: Depending on your network security requirements, the Network Camera provides two
types of security settings for an HTTP transaction: basic and digest.

If basic authentication is selected, the password is sent in plain text format and there can be potential
risks of being intercepted. If digest authentication is selected, user credentials are encrypted using MD5
algorithm and thus provide better protection against unauthorized accesses.

HTTP port / Secondary HTTP port: By default, the HTTP port is set to 80 and the secondary HTTP port is
set to 8080. They can also be assigned to another port number between 1025 and 65535. If the ports are
incorrectly assigned, the following warning messages will be displayed:

Microsoft Internet Explorer : Microsoft Internet Explorer

:‘ ': HTTP port must be 80 of from 1025 ko 65535 :' > Secondary HTTP port must be From 1025 ko 65535
ok ]

To access the Network Camera on the LAN, both the HTTP port and secondary HTTP port can be used
to access the Network Camera. For example, when the HTTP port is set to 80 and the secondary HTTP
port is set to 8080, refer to the list below for the Network Camera’s IP address.

hitp:ff182.168.4.180 or
hitp:/f182.168.4.180:8080

Access name for stream 1 ~ 5: This Network camera supports multiple streams simultaneously. The
access name is used to differentiate the streaming source. Users can click Configuration > Audio and
Video > Video Settings to set up the video quality of linked streams. For more information about how to
set up the video quality, please refer to Viewing Windows on page 59.

When using Mozilla Firefox or Netscape to access the Network Camera and the video mode is set to
JPEG, users will receive video comprised of continuous JPEG images. This technology, known as “server
push”, allows the Network Camera to feed live pictures to Mozilla Firefox and Netscape.

User's Manual - 53




URL command -- http://<ip address>:<http port>/<access name for stream 1 ~ 5>
For example, when the Access name for stream 2 is set to video2.mjpg:

1. Launch Mozilla Firefox or Netscape.

2. Type the above URL command in the address bar. Press Enter.

3. The JPEG images will be displayed in your web browser.

) videoZ.mjpg (JPEG Image, 320x240 pixels) - Mozilla Firefox

File Edit Wiew History EBookmarks Tools  Help {:

ﬁ o Ea. - e] @ @ | http://192.166.5.151videoZ.mipg [=] B [[C)=] songke EY

[ custamize Links [ | Free Hotmail || Windows Madia [ Windaws

NOTE

» Microsoft® Internet Explorer does not support server push technology; therefore, using http://<ip
address>:<http port>/<access name for stream 1 ~ 5> will fail to access the Network Camera.

» Users can only use URL commands to request the stream 5. For more information about URL
commands, please refer to page 106.

HTTPS
|7HTI'F'S port: 4473

By default, the HTTPS port is set to 443. It can also be assigned to another port number between 1025
and 65535.

HTTPS

Two way audio
Two way audio
|7Twn way audio part: a0aEo
By default, the two way audio port is set to 5060. Also, it can also be assigned to another port number
between 1025 and 65535.

The Network Camera supports two way audio communication so that operators can transmit and receive
audio simultaneously. By using the Network Camera’s built-in or external microphone and an external
speaker, you can communicate with people around the Network Camera.
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Note that as JPEG only transmits a series of JPEG images to the client, to enable the two-way audio
function, make sure the video mode is set to “MPEG-4" on the Audio and Video Settings page and the
media option is set to “Video and Audio” on the Client Settings page. Please refer to Client Settings on
page 21 and Audio and Video Settings on page 53.

Mute:

E@@

Talk Buiton Mic Volume

Click @ to enable audio transmission to the Network Camera; click @ to adjust the volume of
microphone; click to turn off the audio. To stop talking, click again.

FTP

FTP
|7FTF' port: 1

The FTP server allows the user to save recorded video clips. You can utilize LevelOne's Installation
Wizard 2 to upgrade the firmware via FTP server. By default, the FTP port is set to 21. It also can be
assigned to another port number between 1025 and 65535.
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RTSP Streaming

To utilize RTSP streaming authentication, make sure that you have set a password for the Network
Camera first; please refer to Security on page 26 for details.

— RTSP Streaming
Authentication:
Access name for stream 1: live.sdp
Access name for stream 2: liveZ sdp
Access name for stream 3: live3.sdp
Access name for stream 4: lived.sdp
Access name for stream 5: liveany.sdp
RTSP part: 554
RTF port for video: alatali
RTCP port for video: 5657
RTF port for audia: 5558
RTCP part for audia: 5559

Authentication: Depending on your network security requirements, the Network Camera provides three
types of security settings for streaming via RTSP protocol: disable, basic, and digest.

If basic authentication is selected, the password is sent in plain text format, but there can be potential
risks of it being intercepted. If digest authentication is selected, user credentials are encrypted using
MD5 algorithm, thus providing better protection against unauthorized access.

The availability of the RTSP streaming for the three authentication modes is listed in the following table:

‘Disable 0 0
‘Basic 0 o)
‘Digest 0 X

Access name for stream 1 ~ 5: This Network camera supports multiple streams simultaneously. The
access name is used to differentiate the streaming source.

If you want to use an RTSP player to access the Network Camera, you have to set the video mode to
MPEG-4 and use the following RTSP URL command to request transmission of the streaming data.
rtsp://<ip address>:<rtsp port>/<access name for stream1 ~ 5>

For example, when the access name for stream 1 is set to live.sdp:

1. Launch an RTSP player. Open URL

2. Choose File > Open URL. A URL dialog box will pop up. T

3. Type the above URL command in the text box. rispi//192.166.5.151 554fve o | ~

4. The live video will be displayed in your player as shown
below.
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RTSP port /RTP port for video, audio/ RTCP port for video, audio
m RTSP (Real-Time Streaming Protocol) controls the delivery of streaming media. By default, the port
number is set to 554.

m The RTP (Real-time Transport Protocol) is used to deliver video and audio data to the clients. By
default, the RTP port for video is set to 5556 and the RTP port for audio is set to 5558.

m The RTCP (Real-time Transport Control Protocol) allows the Network Camera to transmit the data by
monitoring the Internet traffic volume. By default, the RTCP port for video is set to 5557 and the RTCP
port for audio is set to 5559.

The ports can be changed to values between 1025 and 65535. The RTP port must be an even number
and the RTCP port is the RTP port number plus one, and thus is always an odd number. When the RTP
port changes, the RTCP port will change accordingly.

If the RTP ports are incorrectly assigned, the following warning message will be displayed:

Microsoft Internet Explorer

: ' : Invalid port number, RTP video part must be an even number,

Multicast settings for stream 1 ~ 4: Click the items to display the detailed configuration information.
Select the Always multicast option to enable multicast for stream 1 ~ 4.
= Multicast settings for stream 1:
[ Akways multicast

Multicast group address: 230128.1.949
Multicast video port: 5860
Multicast RTCP video port: 5561
Multicast audio port: 5562
Multicast RTCP audio port; 5563
Multicast TTL [1~254]: 15

« hulticast settings far stream 2:

[ Always multicast

Multicast group address: 239.128.1.100

Multicast video port: 5564
Multicast RTCF video port: 5565
Multicast audio port: A566
Multicast RTCP audio port: 9567
Multicast TTL [1~254]: 15

Unicast video transmission delivers a stream through point-to-point transmission; multicast, on the other
hand, sends a stream to the multicast group address and allows multiple clients to acquire the stream at
the same time by requesting a copy from the multicast group address. Therefore, enabling multicast can
effectively save Internet bandwith.

The ports can be changed to values between 1025 and 65535. The multicast RTP port must be an even
number and the multicast RTCP port number is the multicast RTP port number plus one, and thus is
always odd. When the multicast RTP port changes, the multicast RTCP port will change accordingly.

If the multicast RTP video ports are incorrectly assigned, the following warning message will be
dISp|ayed Microsoft Internet Explorer, (%)

: [] : Invalid port number. Multicast stream 1 video port: must be an even number.

Multicast TTL [1~255]: The multicast TTL (Time To Live) is the value that tells the router the range a
packet can be forwarded.
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DDNS

This section explains how to configure the dynamic domain name service for the Network
Camera. DDNS is a service that allows your Network Camera, especially when assigned with a
dynamic IP address, to have a fixed host and domain name.

DDNS: Dynamic domain name service

— DDHNS: Dynamic domain name service

[] Enahle DDMS:

Provider: Dyndns.org(Dynamic) Iv;|

Host name:

User name:

Password:

Enable DDNS: Select this option to enable the DDNS setting.

Provider: Select a DDNS provider from the provider drop-down list.

LevelOne offers Safe100.net, a free dynamic domain name service, to LevelOne customers. It is
recommended that you register Safe100.net to access LevelOne’s Network Cameras from the Internet.
Additionally, we offer other DDNS providers, such as Dyndns.org(Dynamic), Dyndns.org(Custom), TZO.
com, DHS.org, CustomSafe100, dyn-interfree.it.

Note that before utilizing this function, please apply for a dynamic domain account first.

m Safe100.net

1. In the DDNS column, select Safe100.net from the drop-down list. Click | accept after reviewing the
terms of the Service Agreement.

2. In the Register column, fill in the Host name (xxxx.safe100.net), Email, Key, and Confirm Key, and
click Register. After a host name has been successfully created, a success message will be displayed
in the DDNS Registration Result column.

— Register

Hostname: |‘u"‘u"|'K.kaafe‘|ﬂU.net| |

Ermail: | |

Key: sese Faorget key
Contmtes -

To apply for a domain name for the camera, or to maodify the previously registered information, fill in

the following fields and then click "Reagister”.
DDME Registration Result:

[Register] Successfully Your account information has
been mailed to registered e-mail address

(EMEN

Upon successful registration, you can clickmc autornatically upload relevant information to the

DDOMNS form or you can manually fill it in. Then, click "Save” to save new settings.

3. Click Copy and all the registered information will automatically be uploaded to the corresponding fields
in the DDNS column at the top of the page as seen in the picture.
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— DDN5: Dynamic domain name service
Enahle DDNS:
Provider: |Safe‘|{]{].net l§§|
Host name: |‘u"'u"TK.safe‘|UU.net | [*.safe100.net]
Email: | |
KE}‘Z |tu-- |
— Register
Host name: |‘u"'u"TK.safe‘|UU.net |
Email: | |
Key: | ene | Forget key
Confirm key: |uu |

To apply for a domain name for the camera, or to modify the previously registered information, fill in

the following fields and then click "Register”.

DDMNS Reagistration Result:

[Register] Successfully Your account information has
been mailed to registered e-mail address

LAEY

Upon successful registration, you can click copy to automatically upload relevant information to the

DOME foarm ar you can manually fill itin. Then, click "Save™ to save new settings.

4. Select Enable DDNS and click Save to enable the setting.

m CustomSafe100

LevelOne offers documents to establish a CustomSafe100 DDNS server for distributors and system
integrators. You can use CustomSafe100 to register a dynamic domain name if your distributor or system
integrators offer such services.

1. In the DDNS column, select CustomSafe100 from the drop-down list.

2. In the Register column, fill in the Host name, Email, Key, and Confirm Key; then click Register. After a
host name has been successfully created, you will see a success message in the DDNS Registration
Result column.

3. Click Copy and all for the registered information will be uploaded to the corresponding fields in the
DDNS column.

4. Select Enable DDNS and click Save to enable the setting.

Forget key: Click this button if you have forgotten the key to Safe100.net or CustomSafe100. Your
account information will be sent to your email address.

Refer to the following links to apply for a dynamic domain account when selecting other DDNS
providers:

m Dyndns.org(Dynamic) / Dyndns.org(Custom): visit http://www.dyndns.com/

m TZ0O.com: visit http://www.tzo.com/

m DHS.org: visit http://www.dhs.org/

m dyn-interfree.it: visit http://dyn-interfree.it/

User's Manual - 59




Access List |Advanced Mode|

This section explains how to control access permission by verifying the client PC’s IP address.

General Settings

General Settings

Maximum number of concurrent streaming connection(s) limited to: | 10 [ View Information ]

[]Enable access list filtering

Maximum number of concurrent streaming connection(s) limited to: Simultaneous live viewing for 1~10

clients (including stream 1 and stream 2). The default value is 10. If you modify the value and click Save,
all current connections will be disconnected and automatically attempt to re-link (IE Explore or Quick

Time Player).

View Information: Click this button to display the connection status window showing a list of the current

connections. For example:
Connection status

IP address Elapsed time User 1D
O 192.168.1.147 12:20:34 root
a 61.22.15.3 00:10:09
g 192.168.3.25 45:00:34 greg
[ Refresh l [ Add to deny list ] [ Disconnect

m |P address: Current connections to the Network Camera.

m Elapsed time: How much time the client has been at the webpage.

m User ID: If the administrator has set a password for the webpage, the clients have to enter a user name
and password to access the live video. The user name will be displayed in the User ID column. If the
administrator allows clients to link to the webpage without a user name and password, the User ID

column will be empty.

There are some situations which allow clients access to the live video without a user name and

password:

1. The administrator does not set up a root password. For more information about how to set up a root
password and manage user accounts, please refer to Security on page 26.

2. The administrator has set up a root password, but set RTSP Authentication to “disable“. For more
information about RTSP Authentication, please refer to RTSP Streaming on page 46.

3. The administrator has set up a root password, but allows anonymous viewing. For more information
about Allow Anonymous Viewing, please refer to Security on page 26.
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m Refresh: Click this button to refresh all current connections.

m Add to deny list: You can select entries from the Connection Status list and add them to the Deny List
to deny access. Please note that those checked connections will only be disconnected temporarily
and will automatically try to re-link again (IE Explore or Quick Time Player). If you want to enable the
denied list, please check Enable access list filtering and click Save in the first column.

m Disconnect: If you want to break off the current connections, please select them and click this
button. Please note that those checked connections will only be disconnected temporarily and will
automatically try to re-link again (IE Explore or Quick Time Player).

Enable access list filtering: Check this item and click Save if you want to enable the access list filtering
function.

Filter

There are two lists for permission control: Allowed list and Denied list. Only those clients whose IP
addresses are on the Allowed list and not on the Denied list can access the Network Camera. Please
note that the IPv6 access list column will not be displayed unless you enable IPv6 on the Network page.
For more information about IPv6 Settings, please refer to page 37 for detailed information.

— General Settings

Maximum number of concurrent streaming connection(s) limited to; | 10 .V; [ View Information ]

[JEnable access list filtering

— Filter

— IPv4 access list

Allowed list Denied list
1.0.0.0-255.255.255.255

— IPvG access list
Allowed list Denied list
=10

m Add a rule to Allowed/Denied list: Click Add to add a rule to Allowed/Denied list.

There are three types of rules:
Single: This rule allows the user to add an IP address to the Allowed/Denied list.
For example:

filter address

Rule

IF address: | 192168 2.1

[ oK ][Cancel]

User's Manual - 61




Network: This rule allows the user to assign a network address and corresponding subnet mask to the
Allow/Deny List.
For example:

filter address

Rule; | Metwaork Df]

Network address / Network mask | 192.168.2.0 r2a |

[ QK “ Cancel ]

IP address 192.168.2.x will be bolcked.

Range: This rule allows the user to assign a range of IP addresses to the Allow/Deny List. This rule is
only applied to IPv4.
For example:

filter address

Rule:

IF address - IP address |192.1EB.2.{J | . |192_153_2.255

[ QK J[Cancel J

m Delete Allowed/Denied list:
In the Delete Allowed List or Delete Denied List column, make a selection and click Delete.

NOTE

» For example, when the range of IP addresses on the allowed list is set from 1.1.1.0 to
192.255.255.255 and the range in the denied list is set from 1.1.1.0 to 170.255.255.255, only users’
IPs between 171.0.0.0 and 192.255.255.255 can access the Network Camera.

Administrator IP address
Always allow the IP address to access this device: You can check this item and add the Administrator’s
IP address in this field to make sure the Administrator can always connect to the device.

[] Always allow the IP address to access this device

|7 Administrator IP address

Save
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Audio and Video

This section explains how to cofigure the audio and video settings of the Network Camera. It is
composed of the following two columns: Video Settings and Audio Settings.

Video Settings

— Video settings
Yideo fitle:
Color.
Fower line frequency:
Iris mode:
Select caching stream:
Video orientation: [] Flip [] Mirror
[] owerlay title and time stamp onvideo and snapshot.
[[] Enable time shift caching stream

Video title: Enter a name that will be displayed on the title bar of the live video.

o/ 2lln][s]o]]u[wl[B[x/[¥]=

Color: Select to display color or black/white video streams.

Power line frequency: Set the power line frequency consistent with local utility settings to eliminate image
flickering associated with fluorescent lights. Note that after the power line frequency is changed, you
must disconnect and reconnect the power cord of the Network Camera in order for the new setting to
take effect.

Iris mode: Select a proper iris mode for your environment.

Select caching stream: This Network Camera supports time shift cache stream on the Network Camera.
Select one stream and check the below option Enable time shift caching stream.

Enable time shift caching stream [Advanced Mode|: Check this item to enable the time shift cache
stream on the Network Camera, which will stores video in the camera’s embedded memory for a period
of time depending on the cache memory of each Network Camera. This function can work seamlessly
with LevelOne’s ST7501 recording software. When an event occurs, the recording software can request
time shift cache stream from the camera, which allows the user to get an earlier video data.

Video orientation: Flip--vertically reflect the display of the live video; Mirror--horizontally reflect the display
of the live video. Select both options if the Network Camera is installed upside-down (ex. on the ceiling)
to correct the image orientation. Please note that the preset locations will be cleared after flip/mirror.
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Overlay title and time stamp on video: Select this option to place the video title and time on the video
streams.

Note that when the frame size is set to 176 x 144 as shown in the picture below, only the time will be
stamped on the video streams.

Yideo{TCP-AY) 2008/06/25 17:08:56

17:08:56 2008/06/25 -.

0/l2ln][e]o]| B ¥

Options of Video JAdvanced Mode |
There are three options for you to choose: Video quality first, Video frame rate first, and Cropping
mode. Select either one mode according to your needs.

Options of Video
® Video quality first (MAX 15fps)
O video frame rate first (Maximum frame size 200x600)
) Cropping mode

m Video quality first: Select this option will reduce the maximum frame rate to 15fps and clear the settings
in the Viewing Window.

m Video frame rate first: Select this option will limit the frame size to 800x600 and clear the settings in the
Viewing Window.

m Cropping mode: The cropping function allows users to crop unnecessary information and simply
transmit the image of the target region for live viewing or storage. With the trimming, the transmitting
data size and thus, the network load is reduced and a higher frame rate is obtained. As a result,
bandwidth resources and storage space can be used more efficiently.

Image Settings JAdvanced Mode |

Click Image Settings to open the Image Settings page. On this page, you can tune the White balance,
Brightness, Saturation, Contrast, and Sharpness settings for the video.

[ Image Settings H Frivacy Mask H Sensor Settings ” Yiewing Window

[ Cropping Setting ]




Video(TCP-AY

— White Balance

Auto L§| Save

— Image Adjustment
Brightness: Saturation:
Contrast: Sharpness:

[ Preview ] [ Restore ] [ Save J

White balance: Adjust the value for the best color temperature.

m Auto
The Network Camera automatically adjusts the color temperature of the light in response to different light
sources. The white balance setting defaults to Auto and works well in most situations.

m Keep current value

Follow the steps below to manually set the white balance to compensate for the ambient lighting

conditions.

1. Set the White balance to Auto and click Save.

2. Place a sheet of white paper in front of the lens, then allow the Network Camera to adjust the color
temperature automatically.

3. Select Keep Current Value to confirm the setting while the white balance is being measured.

4. Click Save to enable the new setting.

Image Adjustment

m Brightness: Adjust the image brightness level, which ranges from -5 to +5.

m Saturation: Adjust the image saturation level, which ranges from -5 to +5.

m Contrast: Adjust the image contrast level, which ranges from -5 to +5.

m Sharpness: Adjust the image sharpness level, which ranges from -5 to +5.

You can click Preview to fine-tune the image, or click Restore to recall the original settings without

incorporating the changes. When completed with the settings on this page, click Save to enable the
setting and click Close to exit the page.
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Click Privacy Mask to open the settings page. On this page, you can block out sensitive zones to
address privacy concerns.

[ Image Settings [ Frivacy Mask ” Sensor Settings J[ YWiewing Window ]

| Cropping Setting |

[] Enable privacy mask Enable privacy mask

“Width 96
Height?2

Sawe

m To set the privacy mask windows, follow the steps below:

1. Click New to add a new window.
2. Use the mouse to size and drag-drop the window, which is recommended to be at least twice the size

of the object (height and width) you want to cover.
3. Enter a Window Name and click Save to enable the setting.
4. Select Enable privacy mask to enable this function.

NOTE
» Up to 5 privacy mask windows can be set up on the same screen.

» If you want to delete the privacy mask window, please click the x’ on the upper right-hand corner of
the window.
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Sensor Settings JAdvanced Mode |

Click Sensor Settings to open the Sensor Settings page. On this page, you can set the maximum
exposure time, exposure level, and AGC (Auto Gain Control) settings.

You can configure two sets of sensor settings: one for normal situations, the other for special situations,
such as day/night/schedule mode.

Video(TCP-A)

— Exposure
1
Maxirmurn Exposure Time: WIS |»
Exposure level: -4 ; )
m_ Sensor Setting 1:
Enzhle AGC: 4% v For normal situations
|| Enable BLC
o Sensor Settlng 2:
For special situations
[ Preview ] [ Restore ] [ Save ] [ Closz ]

Exposure

m Maximum Exposure Time: Select a proper maximum exposure time according to the light source of
the surroundings. The exposure times are selectable for the following durations: 1/480, 1/240, 1/120
second, 1/60 second, 1/30 second, 1/15 second, and 1/5 second. Shorter exposure times result in less
light.

m Exposure level: You can manually set the Exposure level, which ranges from 1 to 8 (dark to bright).The
default value is 4.

m Enable AGC (Auto Gain Control): You can manually set the AGC level (2X 4X, or 8X). The default value
is 4X.

m Enable BLC (Back Light Compensation): Enable this option when the object is too dark or too bright
to recognize. It allows the camera to adjust to the best light conditions in any environment and
automatically give the necessary light compensation.

You can click Preview to fine-tune the image, or click Restore to recall the original settings without
incorporating the changes. When completed with the settings on this page, click Save to enable the
settings and click Close to exit the page.
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If you want to configure another sensor setting for day/night/schedule mode, please click Profile to open
the Sensor Settings Profile Settings page as shown below.
2000001/01 00:49:48

— General Settings
[] Enable this profile
This profile is applied to
O Daymode

& Might mode

O Schedule mode:

— Exposure
Maximum Exposure Time: U535 lg
[——
Exposure level: 4%
Enable AGC:
[] Enable BLC

[ Preview ] [ Restore ]

[ Save ] [ Close ]

Please follow the steps beolw to setup a profile:

1. Check Enable this profile.

2. Select the applied mode: Day mode, Night mode, or schedule mode. Please manually enter a range of
time if you choose Schedule mode.

3. Configure Exposure settings in the second column. Please refer to last page for detailed information.

4. Click Save to enable the setting and click Close to exit the page.
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Click Viewing Window to open the Viewing Window Settings page.

—

[ Image Settings ” Frivacy Mask J[ Sensor Settings ] Yiewing Window ]

| Cropping Setting |

This Network Camera supports multiple streams with frame size ranging from 176 x 144 to 1600 x 1200.

The definition of multiple streams:
m Stream 1: Users can define the "Region of Interest" (viewing region) and the "Output Frame Rate" (size
of the live view window).

m Stream 2: Users can define the "Region of Interest" (viewing region) and the "Output Frame Rate" (size
of the live view window).

m Stream 3 (Mobile stream): Users can define the "Region of Interest" (viewing region), but the "Output
Frame Rate" (size of the live view window) is fixed at 176 x 144.

m Stream 4 (Global view stream): This stream captures the full view of the video and streams out at the
maximum resolution (1600 x 1200).

E;'i levelone Mega-Pixel Network Camera
Video Stieam[1 ¥

Digtal Outp [51[F7)
PTZ Parel Digital ¥

Region of Interest R 8
(Viewing Region} — | & :

EE@@. .@ E. Go o | —Selec one — v
Output Frame Size
(Size of the Live View Window)
NOTE

» All the items in the “Region of Interest” should not be greater than the “Output Frame Size” (current
maximum resolution).
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Click Viewing Window to open the viewing region settings page. On this page, you can set the Region
of Interest and the Output Frame Size for stream 1 ~ 3.

Viewing Window

Video Stream

Region of Interest
\ {{} {}15{}{}:{5{)0 custom ~

Tl + Frosmn e o

s

Please follow the steps below to set up those settings for a stream:

1. Select a stream which you want to set up the viewing region. If you want to stream out the video to a
mobile device, please select stream 3.

2. Select a Region of Interest from the drop-down list. The floating frame, the same as the one in the
Gloabl View window on the home page, will resize accordingly. If you want to set up a customized
viewing region, you can also resize and drag the floating frame to a desired position with your mouse.

3. Choose a proper Output Frame Size from the drop-down list according to the size of your monitoring
device.

m The parameters of the multiple streams:

1600 X 1200 ~ 176 x 144 (Selectable) 1600 X 1200 ~ 176 x 144 (Selectable)
_ 1600 X 1200 ~ 176 x 144 (Selectable) 1600 X 1200 ~ 176 x 144 (Selectable)
1468 x 1200 ~ 176 x 144 (Selectable) 176 x 144 (Fixed)

1600 X 1200 (Fixed) 1600 X 1200 (Fixed)

m The maximum Region of Interest of stream 3 is 1468 x 1200. You can also check the item "Set region
to full view" to extend the region to full view (1600 x 1200). However, the image will be distorted a little

bit. Video Stream

Region of Interest :
| (0,0} 1468x1200 custom v|
Cutput frame size:
176144
| [] Setregion to full view |

When completed with the settings in the Viewing Window, click Save to enable the settings and click
Close to exit the window. The selected Output Frame Size will immediately be applied to the Frame
size of each video stream as shown on the next page. Then you can go back to the home page to test
the e-PTZ function. For more information about the e-PTZ function, please refer to page 75.
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Cropping Setting [Advanced Mode |
Click Cropping Setting to open the Cropping Settings page.

| imageSettings || PrivacyMask ||  SensorSetings ||  viewing window

[ Cropping Setting ]

Please follow the steps below to set up cropping mode for mutiple streams:
1. Click Cropping Setting to open the window as shown below.
2. Select a Captured area from the drop-down list. The floating frame, the same as the one in the Global

View window on the home page, will resize accordingly. If you want to set up a customized viewing re-
gion, you can also resize and drag the floating frame to a desired position with your mouse

F

Captured area :
| (144 216) 1280x720 custom v|

3. Click Save to enable the settings and click Close to exit the window. Below is the illustration of
cropped image:

[ - cropped image

] I\
S AEESG TS N\
NOTE

» In cropping mdoe, the maximum frame rate will be up to 30fps if the width is under 1280 and the
height is under 720; otherwise, the maximum frame rate may be reduced to 15fps

» Select cropping mode will clear the settings in the Viewing Window and disable Motion Detection
Privacy Mask, and Preset Position.



Video Quality Settings |Advanced Mode
Click the stream item to display the detailed information. The maximum frame size will follow your

settings in above sections.
~ Video quality settings for stream 1:
&) MPEG-4:
Frame size:
Maximum frame rate:
Intra frame period:

Videa quality:

0 Constant bit rate:

& Fixed quality:
O H.264:
O JPEG:

~ Video quality settings for stream 2:

O MPEG-4:

O H.264:

& JPEG:
Frame size:
Maximum frame rate:

Video guality:

B00K600
512Kbps v
320x240

= Video quality settings for stream 3:

O MPEG-4:
® H.284 ﬂxled
Frame size: 1?|3xl144
Maximum frame rate: Customize ,v;_
12 fps [1~30]
Intra frame period:
Video quality:
() Constant hit rate:
2048  Kbps [1~8000]
) Fixed quality:
) JPEG:
= \ideo quality settings for stream 4:
O MPEG-4:
O H284
@ JPEG:
Frame size:
Maxirnum frame rate:
Video quality:

This Network Camera offers real-time H.264, MPEG-4 and MJEPG compression standards (Triple

Codec) for real-time viewing.

If H.264 | MPEG-4 mode is selected, the video is streamed via RTSP protocol. There are four parameters
for you to adjust the video performance:

m Frame size

#H.264:

Frame size:

Maximum frame rate:

Intra frame period:

Yideao quality:

) Constant bit rate:

® Fixed quality:

1600x1200 +
151ps e

15 v

512 Kbps v

Good |

You can set up different video resolution for different viewing devices. For example, set a smaller
frame size and lower bit rate for remote viewing on mobile phones and a larger video size and a higher
bit rate for live viewing on web browsers. Note that a larger frame size takes up more bandwidth.

m Maximum frame rate

This limits the maximum refresh frame rate per second. Set the frame rate higher for smoother video

quality.

If the power line frequency is set to 50Hz, the frame rates are selectable at 1fps, 2fps, 3fps, 5fps,
8fps, 10fps, 15fps, 20fps, and 25fps. If the power line frequency is set to 60Hz, the frame rates are
selectable at 1fps, 2fps, 3fps, 5fps, 8fps, 10fps, 15fps, 20fps, 25fps, and 30fps. You can also select
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m Intra frame period
Determine how often to plant an | frame. The shorter the duration, the more likely you will get better
video quality, but at the cost of higher network bandwidth consumption. Select the intra frame period
from the following durations: 1/4 second, 1/2 second, 1 second, 2 seconds, 3 seconds, and 4 seconds.

m Video quality
A complex scene generally produces a larger file size, meaning that higher bandwidth will be needed
for data transmission. Therefore, if Constant bit rate is selected, the bandwidth utilization is fixed at
a selected level, resulting in mutable video quality performance. The bit rates are selectable at the
following rates: 20Kbps, 30Kbps, 40Kbps, 50Kbps, 64Kbps, 128Kbps, 256Kbps, 512Kbps, 768Kbps,
1Mbps, 2Mbps, 3Mbps, 4Mbps, 6Mbps, and 8Mbps. You can also select Customize and manually
enter a value.

On the other hand, if Fixed quality is selected, all frames are transmitted with the same quality;
bandwidth utilization is therefore unpredictable. The video quality can be adjusted to the following
settings: Medium, Standard, Good, Detailed, and Excellent. You can also select Customize and
manually enter a value.

If JPEG mode is selected, the Network Camera continuously sends JPEG images to the client, producing
a moving effect similar to a filmstrip. Every single JPEG image transmitted guarantees the same
image quality, which in turn comes at the expense of variable bandwidth usage. Because the media
contents are a combination of JPEG images, no audio data is transmitted to the client. There are three
parameters provided in MUPEG mode to control the video performance:

® JPEG:
Frame size: 1600x1200 »
Maximurm frame rate: 15 fps w
Video quality: Good w

m Frame size
You can set up different video resolution for different viewing devices. For example, set a smaller
frame size and lower bit rate for remote viewing on mobile phones and a larger video size and a higher
bit rate for live viewing on web browsers. Note that a larger frame size takes up more bandwidth.

m Maximum frame rate
This limits the maximum refresh frame rate per second. Set the frame rate higher for smoother video
quality.
If the power line frequency is set to 50Hz, the frame rates are selectable at 1fps, 2fps, 3fps, 5fps,
8fps, 10fps, 15fps, 20fps, and 25fps. If the power line frequency is set to 60Hz, the frame rates are
selectable at 1fps, 2fps, 3fps, 5fps, 8fps, 10fps, 15fps, 20fps, 25fps, and 30fps. You can also select
Customize and manually enter a value. The frame rate will decrease if you select a higher resolution.

m Video quality
The video quality can be adjusted to the following settings: Medium, Standard, Good, Detailed, and
Excellent. You can also select Customize and manually enter a value.

NOTE

» Video quality and fixed quality refers to the compression rate, so a lower value will produce higher
quality.

» Converting high-quality video may significantly increase the CPU loading, and you may encounter
streaming disconnection or video loss while capturing a complicated scene. In the event of occurance,
we suggest you customize a lower video resolution or reduce the frame rate to obtain smooth video.



Day/Night Settings

~ Day/Might settings:

[] Switch to BAV in night made

IR cut filter: |Auto mode |

Light sensar sensitivity:
Switch to B/W in night mode

Select this to enable the Network Camera to automatically switch to B/W during night mode.

IR cut filter
With a removable IR-cut filter, this Network Camera can automatically remove the filter to let IR light into
the sensor during low light conditions.

m Auto mode
The Network Camera automatically removes the filter by judging the level of ambient light.

m Day mode
In day mode, the Network Camera switches on the IR cut filter at all times to block infrared light from
reaching the sensor so that the colors will not be distorted.

m Night mode
In night mode, the Network Camera switches off the IR cut filter at all times for the sensor to accept
infrared light, thus helping to improve low light sensitivity.

m Synchronize with digital input
The Network Camera automatically removes the IR cut filter when DI triggers.

m Schedule mode
The Network Camera switches between day mode and night mode based on a specified schedule.
Enter the start and end time for day mode. Note that the time format is [hh:mm] and is expressed in
24-hour clock time. By default, the start and end time of day mode are set to 07:00 and 18:00.

Light sensor sensitivity
Select Low, Normal, or High sensitivity for the light sensor.
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Audio Settings

— Audio Settings

[ Mute
Internal microphone input gain: 0 dB ,v'
External microphene input: 0dB ,v'
Audio type:

) AAC:

&) GSM-AMR:

GSH-ANR bit rate:

Mute: Select this option to disable audio transmission from the Network Camera to all clients. Note that
if mute mode is turned on, no audio data will be transmitted even if audio transmission is enabled on the
Client Settings page. In that case, the following message is displayed:

The media type has been changed to video only because the media from server contains no audio

Internal microphone input gain: Select the gain of the internal audio input according to ambient
conditions. Adjust the gain from +21 db (most sensitive) ~ -33 db (least sensitive).

External microphone input: Select the gain of the external audio input according to ambient conditions.
Adjust the gain from +21 db (most sensitive) or -33 db (least sensitive).

Audio type: Select audio codec AAC or GSM-AMR and the bit rate |Advanced Mode |
m AAC provides good sound quality at the cost of higher bandwidth consumption. The bit rates are
selectable from: 16Kbps, 32Kbps, 48Kbps, 64Kbps, 96Kbps, and 128Kbps.

m GSM-ARM is designed to optimize speech quality and requires less bandwidth. The bit rates are
selectable from: 4.75Kbps, 5.15Kbps, 5.90Kbps, 6.7Kbps, 7.4Kbps, 7.95Kbps, 10.2Kbps, and
12.2Kbps.

When completed with the settings on this page, click Save to enable the settings.

NOTE

» The Network Camera offers two inputs fo capture audio - internal microphone or external microphone.
The internal/external microphone switch is located on the back panel of the Network Camera.
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Motion Detection

This section explains how to configure the Network Camera to enable motion detection. A total

of three motion detection windows can be configured.
Enable motion detection

| Motion Detection Setting 1:
| For normal situations

Fercentage

| 0%
/

= SEe

[ F,:mﬁle Motion Detection Setting 2:

For special situations
Follow the steps below to enable motion detection:

1. Click New to add a new motion detection window.

2. In the Window Name text box, enter a name for the motion detection window.
m To move and resize the window, drag and drop your mouse on the window.
m To delete window, click X on the top right corner of the window.

3. Define the sensitivity to moving objects and the space ratio of all alerted pixels by moving the
Sensitivity and Percentage slider bar.

4. Click Save to enable the settings.

5. Select Enable motion detection to enable this function.

For example:

Enable motion detection

Window Mame
[
Sensitivity

—J_ 8%

Fercentage

10%

[ e Save

The Percentage Indicator will rise or fall depending on the variation between sequential images. When
motions are detected by the Network Camera and are judged to exceed the defined threshold, the
red bar rises. Meanwhile, the motion detection window will be outlined in red. Photos or videos can be
captured instantly and configured to be sent to a remote server (Email, FTP) by utilizing this feature as a
trigger source. For more information on how to set an event, please refer to Application on page 80.
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A green bar indicates that even though motions have been detected, the event has not been triggered
because the image variations still fall under the defined threshold.

If you want to configure other motion detection settings for day/night/schedule mode, please click Profile
to open the Motion Detection Profile Settings page as shown below. A total of three motion detection
windows can be configured on this page as well.

0%

e SEE

— General Settings

[ Enable this profile
This profile is applied to:
) Day mode

& Night mode

O Schedule mode:

Please follow the steps beolw to set up a profile:

1. Create a new motion detection window.

2. Check Enable this profile.

3. Select the applicable mode: Day mode, Night mode, or Schedule mode. Please manually enter a time
range if you choose Schedule mode.

4. Click Save to enable the settings and click Close to exit the page.

This motion detection window will also be displayed on the Event Settings page. You can go to

Application > Event Settings > Trigger to choose it as a trigger source. Please refer to page 82 for
detailed information.
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NOTE

» How does motion detection work?

There are two motion detection parameters: Sensitivity and Percentage. In the illustration above,
frame A and frame B are two sequential images. Pixel differences between the two frames are
detected and highlighted in gray (frame C) and will be compared with the sensitivity setting. Sensitivity
is a value that expresses the sensitivity to moving objects. Higher sensitivity settings are expected to
detect slight movements while smaller sensitivity settings will neglect them. When the sensitivity is set
to 70%, the Network Camera defines the pixels in the purple areas as ‘“alerted pixels” (frame D).

Percentage is a value that expresses the proportion of “alerted pixels” to all pixels in the motion
detection window. In this case, 50% of pixels are identified as ‘alerted pixels”. When the percentage is
set to 30%, the motions are judged fo exceed the defined threshold; therefore, the motion window will
be outlined in red.

For applications that require a high level of security management, it is suggested to use higher
sensitivity settings and smaller percentage values.
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Camera Tampering Detection

This section explains how to set up camera temper detection. With tamper detection, the
camera is capable of detecting incidents such as redirection, blocking or defocusing, or even
spray paint.

Camera tampering detection

Enable camera tampering detection

Trigger duration: secunds [10~600]

Please follow the steps below to set up the camera tamper detection function:

1. Check Enable camera tampering detection.

2. Enter the tamper trigger duration. (10 sec. ~ 10 min.) The tamper alarm will be triggered only when the
tampering factor (the difference between current frame and pre-saved background) exceeds the trigger
threshold.

3. Set up the event source as Camera Tampering Detection on Application page > Event Settings /
Server Settings (how to send alarm message) / Media Settings (send what type of alarm
message). Please refer to page 82 for detailed information.
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Camera Control

This section explains how to control the Network Camera’s Pan/Tilt/Zoom operation.

There are two ways to enable the camera control function:

1. Mechanical: Connect the Network Camera to a PTZ driver or scanner via RS485 interface.

2. Digital: Control the e-PTZ operation. It allows users to quickly move the focus to a target
area for close-up viewing without moving the camera physically. Please refer to page 75 for
detailed instruction.

Mechanical PTZ Operation

If you select “Mechanical“, the RS485 Settings section will be displayed as shown below:

Activated mode :

— RS5485 Settings

® Disable
) PTZ camera

) Transparent HTTP Tunnel

RS485 Settings

Disable: Select this option to disable this function.

PTZ camera: Select this option to enable PTZ operation.
To utilize this feature, please connect the Network Camera to a PTZ driver or scanner via RS485
interface first. Then you can configure the PTZ driver and RS485 port with the following settings.

() PTZ camera
() Transparent HTTP Tunnel
Camera D 1
FTZ driver: | None |
Fort settings:
Baud rate:
Data bits: g v
Stop bits:
Parity bit
[ Preset Position ] [ Custom Command J

LevelOne offers three PTZ drivers: DynaDome/SmartDOME, Lilin PIH-7x00, and Pelco D protocol.
If none of the above PTZ drivers is supported by your PTZ scanner, please select Custom camera
(scanner). Please refer to the user’s manual of your PTZ scanner to determine the Camera ID, PTZ
driver, and Port settings. The Camera ID is necessary to control multiple cameras. If you click Save to
enable this function, the camera control panel will be displayed on the main page. Please refer to the
illustration on page 72.
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Transparent HTTP Tunnel: If you want to use your own RS-485 device, you can use UART commands to
build a Transparent HTTP Tunnel. The UART commands will be sent through HTTP tunnel established
between the RS-485 device and the linked camera. For detailed application notes, please refer to URL
Commands on page 106 or http://www.LevelOne.com/downloadfiles/fag/videoserver/UART_HTTP_

Tunnel'pdf' (% Transparent HTTF Tunnel
Port settings:
Baud rate:
Data bits:
Stop bits:
Parity bit

Preset Positions

If you select DynaDome/SmartDOME, Lilin PIH-7x00, or Pelco D protocol as the PTZ driver and click
the Save button, the Preset Position button will be enabled. Click Preset Position to open the settings
page. You can also select preset positions for the camera to patrol. A total of 20 preset positions can be
configured.

Please follow the steps below to preset a position:

1. Adjust the shooting area to the desired position using the buttons on the right side of the window.

2. Enter a name for the preset position, which allows for up to forty characters. Click Add to enable the
settings. The preset positions will be displayed under the Preset Location list on the left-hand side.

3. To add additional preset positions, please repeat steps 1~2.

4. To remove a preset position from the list, select it from the drop-down list and click Delete.

5. The preset positions will also displayed on the main page. Please refer to the illustration on the next

page.
6. Click Save to enable the settings.
Wideo(TC -
[ Let | [ _Home | [ Right |
E Zoom
[ - ] [ Auto Focus J [ s J

Fan speed
Tilt speed
Zoom speed 0 i_‘f,-: |

|

Functions are the same
as the Control Panel on
Patrol selection: the home page

L T e—

Preset Position:

Goto || Delete

m ' Remove " Down ' IU I Update .
o
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Home page in Mechanical PTZ Mode

ailevelone

Mega-Pixel Network Camera

[=] Zoom [+]
| — | Focus
[ Fan [ stp [ Patrol ]
Pan speed
Tilt speed
Zoom speed [0 v

£

(83

@3 Client Settings
== Configuration
B Language

m The Preset Positions will also be displayed on the home page. Select one from the drop-down list, and
the Network Camera will move to the selected preset position.
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Patrol Settings

You can select some preset positions for the Network Camera to patrol.

Please follow the steps below to set up a patrol schedule:

1. Click a preset location on the list and click Select.

2. The selected preset location will be displayed on the Source list.

3. Set the Dwelling time for the preset location during auto patrol. You can also manually enter a value
in the blank and click Update.

4. Repeat step 1 and 3 to select additional preset locations.

5. If you want to delete a selected location, select it from the Source list and click Remove.

6. Select a location and click Up or Down to rearrange the patrol order.

7. Click Save to enable the settings.

o

Left [ Home [ Right |
Down
[ = ] [ Auto Focus ] [ + ]

FPan speed
Tilt speed

Zoom speed 1] Lﬁ

Patrol selection:

I
r|ght !
down right 10 | | m

Preset Position:

{ Goto | Delete
e e (ol 2om ([0 [ 1 s
5
Save e

Preset position name:
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Custom Command

If Custom Camera (scanner) is selected as the PTZ driver, the Preset Position and PTZ Control
Panel on the main page will be disabled. You will need to configure command buttons to control the PTZ
scanner. Click Custom Command to open the Custom Command page to set the commands in the
Control Settings session. Please refer to your PTZ scanner user's manual to enter the commands in the
following fields. Click Save to enable the settings and click Close to exit the page.

Control settings:
Up NOTE
Down »If you select DynaDome/SmartDOME, Lilin
Left PIH-7x00, or Pelco D protocol as the PTZ
R driver, the Control Settings column will not
ght ,
be displayed.
Home
Zoomin
Zoom out
Closer focus

More distant focus

Auto Focus

P For all PTZ drivers, a total of five additional

Leaving the "Button name” field empty means the command button will not be
command buttons can be configured.

displayed in the homepage.

Button name Command

Command 1: Upleft

Command 2: Upright

Command 3 Downleft
Command 4: Downright
Command 5
» The command buttons will be displayed on the main page:
[ (]} -
silevelone Mega-Pixel Network Camera
Video Stream
Digital Qutput

a2 ][e)[e] (<) ) B (] [¥ [
I

Uplet |  Upright | Dowrlet | Downrignt |
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E-PTZ Operation

If you select “Digital®, the e-PTZ control settings section will be displayed as shown below:

Activated mode :
Select stream :

| Let || Home |[ Right

:] Zoom

Fan speed

.

Tilt speed
Zoom speed

Auto panipatrol speed

[[]Zoom times display

— Patrol settings
o S | B |

] ]

Preset Position

| |3| IN ALY
It | | | | L€

Select

Select Stream: Select one of the stream 1~3 to set up the e-PTZ control. Please note that each stream
can be set up with its own e-preset positions and e-patrol settings. For detailed information about
how to set up Preset Positions and Patrol Settings, please refer to page 71~73.

Zoom Times Display
If you check this item, the zoom indicator will be displayed on the home page when you zoom in/out the

live viewing window as the picture shown on the next page.

When completed with the settings of e-PTZ, click Save to enable the settings on this page.
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Home page in E-PTZ Mode

nilevelone

0 2ln]e][o] | t[¥]E] |cot]setom I

'Y — Select one —

g Client Settings
e
[ =) Language

m The e-Preset Positions will also be displayed on the home page. Select one from the drop-down list,
and the Network Camera will move to the selected e-preset position.

m If you have set up different e-preset positions for stream 1~3, you can select one of the video streams
to display its separate e-preset positions.

Global View
In addition to using the e-PTZ control panel, you can also use the mouse to drag or resize the floating
frame to pan/tilt/zoom the viewing region. The live view window will also move to the viewing region
accordingly.

Moving Instantly
If you check this item, the live view window will switch to the new viewing region instantly after you move
the floating frame.

Click on Image
The e-PTZ function also supports “Click on Image®. When you click on any point of the Global View
Window or Live View Window, the viewing region will also move to that point.
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Homepage Layout JAdvanced Mode|

This section explains how to set up your own customized homepage layout.

Preview

This column shows the settings of your hompage layout. You can manually select the background and
font colors in Theme Options (the third column on this page). The settings will be displayed automatically
in this Preview field. The following shows the homepage using the default settings:

Logo

— Preview

uilavelone Mega-Pixel Network

Video Stream

Digital Output

o oy E

Here you can change the logo at the top of your homepage.

— Logo graph

You can upload a small logo{Gif, JPG or PHG), which will be resized to 160x50 pixels
(if it is not already that size) and which will be visible on the main page. Upload a
new logo will replace the old custom logo (if there was one uploaded)

Logo link:

O Default & Custom
=II= 1] | [(Browse... |
wilevelone  hilevelone

Follow the steps below to upload a new logo:

1. Click Custom and the Browse field will appear.

2. Select a logo from your files.

3. Click Upload to replace the existing logo with a new one.
4. Enter a website link if necessary.

5. Click Save to enable the settings.
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Theme Options

Here you can change the color of your homepage layout. There are three types of preset patterns for you
to choose from. The new layout will simultaneously appear in the Preview filed. Click Save to enable the
settings.

— Theme Options
— Themes ————————— — Color:
Font color: W
®
Preset Patterns [ | Font color of configuration il
area;
O [ | Font color of video title: -
[ Bk color of control area: #odeafl
O -. Bk color of configuration area: -
| _
Bk color of video area: #odeafl
Cust
o Hetom Frame color: -
Previow
¥ : —
& - - ¥ ol B Wi
ki|levelone Mega-Pixel Network i
widen Stream | 1 =
Pl Caler —— R
Dunitad Custps i [0s [ 03]
Hacigressl Dol ———
Carianl Aerm
Pl ol oF e
bl Caierof
Comiigexaiirs Marw

Prewiow

h 'JEVE[ODE Mega-Pixel Network

mi
wideo Stream 1
Digital Outper (200 ]

18 Chent Sstings

HI.ELILLILHL!’.II!JML!I.

P i

ki|levelone  Mega-Pixel Network

F"DIJ]E!EIHHI_HEI“]E'
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m Follow the steps below to set up the customed homepage:
1. Click Custom on the left column.
2. Click the field where you want to change the color on the right column.

— Theme Options
— Themes
o L1
[
© e
© -.
Custom I
Cust
Pattern L© Custom |

— Color
Faont color:

Font color of configuration area: #FFFFFF
Font color of video title:

Bk color of control area:

Bk color of configuration area:
Bl color of video area:

Frame color:

Color Selector

3. The palette window will pop up as shown below.

P

Hex: Hex: @ 3
rec: 0| e m
Greet: l:l Greet: E
Blue: l:l Blue: 138

Hue: l:l Hue: 212
Saturation: l:l Saturation: IE

4. Drag the slider bar and click on the left square to select a desired color.
5. The selected color will be displayed in the corresponding fields and in the Preview column.
6. Click Save to enable the settings.
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Application |Advanced Mode|

This section explains how to configure the Network Camera to responds to particular situations
(event). A typical application is that when a motion is detected, the Network Camera sends
buffered images to an FTP server or e-mail address as notifications.

In the illustration on the right, an event can be
triggered by many sources, such as motion detection
or external digital input devices. When an event is
triggered, you can specify what type of action that will
be performed. You can configure the Network Camera
to send snapshots or videos to your email address or

FTP site.

—— Ewvent Settings

HName Status Sun Mon Tue Wed Thu Fri  Sat

Time Trigger

— Customized Script

Date Time

Customized Script

This function allows you to upload a sample script (.xml file) to the webpage, which will save your time on
configuring the settings. Please note that there is a limited number of customized scripts you can upload;
if the current amount of customized scripts has reached the limit, an alert message will pop up. If you
need more information, please ask for LevelOne technical support.

Customized Script

Name Date Time
Userl 20081113 18:13:48
User2 20081113 18:11:32

Click to upload a file ——{Add] user1 v|[ Delete |

<?xml version="1.0" encoding="UTF-2"7>
<eventmgr version="0102">
<maxprocess>l</maxprocess>

<!-- from 08:30:00-20:30:00 on Monday to Friday every week -—->
<schedule id="0">

<duration>

<weekday>1-5</weekday>
<rime>08:30:00-20:30:00</time>
</duration>

</schedule>

<!-- Motion —->

<motion conditiom="Q">

CIICk to mOdIfy the <status id="0">trigger</status>
<status id="1">trigger</status>

script online
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</motion>

<event id="0">

<descriptionyMail system log to email adddress</descriptions
<condition»c0</condition>

<scheduleno>0</schedulenc>

<delay>10</delay>




Event Settings
In the Event Settings column, click Add to open the Event Settings page. On this page, you can
arrange three elements -- Trigger, Schedule, and Action to set an event. A total of 3 event settings can be

configured.

Eventname:|

[] Enable this event

Detect next event aﬂersecund{s}.

Mote: This can only applied to motion detection and digital input

— Trigger
(O Video motion detection:
O Periodically:

O Digital input

(*) Systemn boot

O Recording notify

O Camera tampering detection:

— Ewvent Schedule
Sun Mon Tue Wed Thu Fri Sat
Time

& Always

O From 0000 to 2400 [hh:mm]

— Action

[] Trigger digital uutputfursecunds

| AddServer || AddMedia |

Server  Media Extra parameter

[]SD |—MNone— v [ sDTest |[ View |

Event name: Enter a name for the event setting.

Enable this event: Select this option to enable the event setting.

Priority: Select the relative importance of this event (High, Normal, or Low). Events with a higher priority
setting will be executed first.

Detect next event after [] seconds: Enter the duration in seconds to pause motion detection after a
motion is detected.
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An event is an action initiated by a user-defined trigger source; it is the causal arrangement of the
following three elements: Trigger, Event Schedule, and Action.

Trigger

This is the cause or stimulus which defines when to trigger the Network Camera. The trigger source can
be configured to use the Network Camera’s built-in motion detection mechanism or external digital input
devices.

There are several choices of trigger sources as shown below. Select the item to display the detailed
configuration options.

m Video motion detection
This option makes use of the built-in motion detection mechanism as a trigger source. To enable this
function, you need to configure a Motion Detection Window first. For more information, please refer to
Motion Detection on page 66 for details.

— Trigger

® video motion detection:

Mormal: []1[]2[]3
Profile: []1[J]2[]3
Mote: Please configure Motion detection first

) Periodically:
O Digital input
O System boot
) Recording notify

() Camera tampering detection:

m Periodically

This option allows the Network Camera to trigger periodically for every other defined minute. Up to 999
minutes are allowed.

— Trigger

(O Video motion detection:
& Periodically:
Trigger every nther minutes
O Digital input
) Systemn boot
) Recording notify

O Camera tampering detection:

m Digital input
This option allows the Network Camera to use an external digital input device or sensor as a trigger
source. Depending on your application, there are many choices of digital input devices on the market
which helps to detect changes in temperature, vibration, sound, and light, etc.

m System boot
This option triggers the Network Camera when the power to the Network Camera is disconnected.
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m Recording notify
This option allows the Network Camera to trigger when the recording disk is full or when recording
starts to rewrite older data.

m Camera tampering detection
This option allows the Network Camera to trigger when the camera detects that is is being tampered
with. To enable this function, you need to configure the Tampering Detection option first. Please refer
to page 69 for detailed information.

— Trigger

' video motion detection:
) Periodically:

) Digital input

) Systemn boat

) Recording notify

*) Camera tampering detection:

Mote: Please configure Camera tampering detection first

Event Schedule
Specify the period for the event.

— Event Schedule

sun Man Tue Wed Thu Fri Sat

Time

@& Always

O From 0000 to 2400 [hemm]

m Select the days of the week.

m Select the recording schedule in 24-hr time format.

Action
Define the actions to be performed by the Network Camera when a trigger is activated.

— Action

[] Trigger digital output fnr seconds

| Add Server || AddMedia |

Server  Media Extra parameter

[]SD |—None— « [ SDTest |[ View |

m Trigger digital output for [] seconds
Select this option to turn on the external digital output device when a trigger is activated. Specify the
length of the trigger interval in the text box.
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To set an event with recorded video or snapshots, it is necessary to configure the server and
media settings so that the Network Camera will know what action to take (such as which server
to send the media files to) when a trigger is activated.

m Add Server / Add Media
Click Add Server to configure Server Settings. For more information, please refer to Server Settings
on page 86.
Click Add Media to configure Media Settings. For more information, please refer to Media Settings on
page 89.

Here is an example of the Event Settings page:

Event name:| Event1

Enahle this event

Detect next event aﬂersecnnd{s].

Mote: This can only applied to motion detection and digital input

— Trigger
0 Video motion detection
) Periodically
& Digital input
) System boot
) Recording notify

O Camera tampering detection

— Event Schedule
sun Mon Tue Wed Thu Fri Sat
Time

& Always

O From 0000 To 2400 [hhemm]

— Action

[] Trigger digital output farsecnnds

[ Add Server || AddMedia |

Server Media Extra parameter
[ sD —Mong— @ [ SD Test ][ View ]
O Fre
[] Create folders by date time and hour automatically
0 has

0 Emai
0 e
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When completed, click Save to enable the settings and click Close to exit Event Settings page. The new
event settings / server settings / media settings will appear in the event drop-down list on the Application
page.

Here is an example of the Application page with an event setting:

—— Ewvent Settings

Hame Status Sun Mon Tue Wed Thu Fn Sat Time Trigger
Event1 ON v W W v v W Voo 00:00-24:00 di

[m] Event1 l*{; Delete | |Help

— Server Settings

Name Type AddressiLocation

TP ftp

HAS ns U192 168.5122\nas

Email email

HTTP hitp http:i192.168.5.10/cgi-binfupload.cai

[E] FTP l*«-_’] Delete

— Media Settings
Available memory space: 8000KB

Hame Type
Snapshot snapshot
Video Clip videoclip

System log systemlog
Recording notify recordmsag

[m“ Znapshot l‘ﬁ| Delete

—— Customized Script

Hame Date Time

[aad]| +|[Delete |

When the Event Status is ON, once an event is triggered by motion detection, the Network Camera will
automatically send snapshots via e-mail.

If you want to stop the event trigger, you can click ON to turn it to OFF status or click Delete to remove
the event setting.

To remove a server setting from the list, select a server name from the drop-down list and click Delete.
Note that only when the server setting is not being applied to an event setting can it be deleted.

To remove a media setting from the list, select a media name from the drop-down list and click Delete.
Note that only when the media setting is not being applied to an event setting can it be deleted.
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Server Settings

Click Add Server on Event Settings page to open the Server Setting page. On this page, you can specify
where the notification messages are sent when a trigger is activated. A total of 5 server settings can be
configured.

Server name: Enter a name for the server setting.

Server Type
There are four choices of server types available: Email, FTP, HTTP, and Network storage. Select the item

to display the detailed configuration options. You can configure either one or all of them.

Email: Select to send the media files via email when a trigger is activated.

Server name: Email

— Server Type
& Email:

Sender email address:

Recipient email address:

Senver address:

User name:

FPasswaord:

Server port 25

[] This server requires a secure connection (S3L)
O FTP:
O HTTP:

0 Metwoark storage:

| Test| [ Save | Close |

m Sender email address: Enter the email address of the sender.

m Recipient email address: Enter the email address of the recipient.

m Server address: Enter the domain name or IP address of the email server.

m User name: Enter the user name of the email account if necessary.

m Password: Enter the password of the email account if necessary.

m Server port: The default mail server port is set to 25. You can also manually set another port.

If your SMTP server requires a secure connection (SSL), check This server requires a secure
connection (SSL).

To verify if the email settings are correctly configured, click Test. The result will be shown in a pop-up
window. If successful, you will also receive an email indicating the result.

2 http:/1192.168.5.121 fogi-binfadminfiestserverczi~ ... [ |L1|[58)

2 hitp:#192.168.5.12 1 ces binfadmivfiosiservercei- .. [ | (L[]

The email has been sent successfully. Error in sending email.

Click Save to enable the settings, then click Close to exit the page.
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FTP: Select to send the media files to an FTP server when a trigger is activated.
Server name: FF

— Server Type

O Email:
® FTP:
Server address:
Server port: 1
User name:
Password:
FTF folder name:
Passive mode
O HTTP:

) Network storage:

[Test|| save || Close |

m Server address: Enter the domain name or IP address of the FTP server.

m Server port
By default, the FTP server port is set to 21. It can also be assigned to another port number between
1025 and 65535.

m User name: Enter the login name of the FTP account.
m Password: Enter the password of the FTP account.

m FTP folder name
Enter the folder where the media file will be placed. If the folder name does not exist, the Network
Camera will create one on the FTP server.

m Passive mode
Most firewalls do not accept new connections initiated from external requests. If the FTP server
supports passive mode, select this option to enable passive mode FTP and allow data transmission to
pass through the firewall.

To verify if the FTP settings are correctly configured, click Test. The result will be shown in a pop-up
window as shown below. If successful, you will also receive a test.txt file on the FTP server.

2 http://192.168.5.121 /e gi- binfalminffestserver ogi - - [0 ||| 1K)

2 http:#/192.168.5.12 1 /cgi-binfad minftestserverczi- - [0 L1 |[5%)

fip transmizsion successfully. ftp transmission failed.

Click Save to enable the settings, then click Close to exit the page.
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HTTP: Select to send the media files to an HTTP server when a trigger is activated.

Server name: HTTH

— Server Type

O Email:
O FTP:
@ HTTR:
LIRL: hitp:/1192.168.5.10/cgi-binfupload.cgi

Username:
Fassword:

Metwork storage:

[Test] [Sa’ue] [ CIoseJ
m URL: Enter the URL of the HTTP server.

m User name: Enter the user name if necessary.
m Password: Enter the password if necessary.

To verify if the HTTP settings are correctly configured, click Test. The result will be shown in a pop-up
window as below. If successful, you will receive a test.txt file on the HTTP server.

3 hitp://192.168.5.121/c gi-bin/ad minstestserver.cgi - ... [0 |L1) ()

3 hitp:#f192 168_5 121 fcgi-binfad minfitestserver cgi - .. |__

HTTP Transmission successfully. Thanks HTTP Transmizsion failed.

Click Save to enable the settings, then click Close to exit the page.

Network storage: Select to send the media files to a network storage location when a trigger is activated.
Please refer to Network Storage Setting on page 93 for details.

Click Save to enable the settings, then click Close to exit the page.

When completed, the new server settings will automatically be displayed on the Event Settings page.
For example:

| AddServer || Add Media |

Server Media Extra parameter
[1SD |—None— v |[ SDTest |[ View |
0 Fre

a

) emai
v

[] Create folders by date time and hour automatically
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Media Settings

Click Add Media on the Event Settings page to open the Media Settings page. On this page, you can
specify the type of media that will be sent when a trigger is activated. A total of 5 media settings can be
configured.

Media name: Enter a name for the media setting.

Media Type
There are three choices of media types available: Snapshot, Video Clip, and System log. Select the item

to display the detailed configuration options. You can configure either one or all of them.

Snapshot: Select to send snapshots when a trigger is activated.

Media name: Snapshot

— Media Type
& Snapshat:
Source:
Send 1 pre-event imageis) [0~7]
Send 1 post-eventimage(s) [0~7]

File name prefix: Snapshot_
Add date and time suffix to file name
O video Clip

0 system log

m Source: Select to take snapshots from stream 1 ~ 4.

m Send [] pre-event images
The Network Camera has a buffer area; it temporarily holds data up to a certain limit. Enter a number
to decide how many images to capture before a trigger is activated. Up to 7 images can be generated.

m Send [] post-event images
Enter a number to decide how many images to capture after a trigger is activated. Up to 7 images can

be generated.

For example, if both the Send pre-event images and Send post-event images are set to 7, a total of 15
images are generated after a trigger is activated.

b s e .?.. o ok . e

Trigpgeer Aol

m File name prefix
Enter the text that will be appended to the front of the file name.

m Add date and time suffix to the file name
Select this option to add a date/time suffix to the file name.
For example:

Snopshol 20080104 100341

+ 1

Fie name gl Doke and fime st
The famnat 5 T TRWMDD HHAARWES

Click Save to enable the settings, then click Close to exit the page.
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Video clip: Select to send video clips when a trigger is activated.

Media name:|‘ufiden Clip

— Media Type

() Snapshot;
& video Clip

Source:

Pre-event recording: D seconds [0~9]

Maxirmum duration: seconds [1~10]

Maximum file size: Kbytes [50~200]

File name prefix |‘u’iden Clip_ |

() System log

m Source: The source of video clip, which will be identical to the time shift caching stream. For more
information about time shift caching stream, please refer to page 53.

m Pre-event recording
The Network Camera has a buffer area; it temporarily holds data up to a certain limit. Enter a number
to decide the duration of recording before a trigger is activated. Up to 9 seconds can be set.

m Maximum duration
Specify the maximum recording duration in seconds. Up to 10 seconds can be set.
For example, if pre-event recording is set to five seconds and the maximum duration is set to ten
seconds, the Network Camera continues to record for another 4 seconds after a trigger is activated.

.....?....

u. e

m Maximum file size
Specify the maximum file size allowed.

m File name prefix
Enter the text that will be appended to the front of the file name.

For example:

Video J0080704 100341

o

Fe nome relin  Dohe and fime sulfc
The format B2 TTYRRDD HHAMWES

Click Save to enable the settings, then click Close to exit the page.

System log: Select to send a system log when a trigger is activated.
Click Save to enable the settings, then click Close to exit the page.

When completed, click Save to enable the settings and click Close to exit this page. The new media
settings will appear on the Event Settings page.
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You can continue to select a server and media type for the event. Please go back to page 66 for detailed
information.

| AddServer || AddMedia |

Extra parameter

| SDTest || view |

[] FTP Snapshot
Yideao Clip
System log [] Create folders by date time and hour automatically

[] MAS  |Recording notify

] Email |—Nnne— l\g|

[] HTTP |—Nnne— l\g|

m SD Test: Click to test your SD card. The system will display a message indicating success or failure. If
you want to use your SD card for local storage, please format it before use. Please refer to page 93 for
detailed information.

m Create folders by date, time, and hour automatically: If you check this item, the system will generate
folders automatically by date.

m View: Click this button to open a file list window. This function is only for SD card and Network
Storage.

If you click View button of SD card, a Local storage page will pop up for you to manage recorded files
on SD card. For more information about Local storage, please refer to page 96 for illustration.

If you click View button of Network storage, a file directory window will pop up for you to view
recorded data on Network storage. For detailed illustration, please refer to the next page.
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The following is an example of a file destination with video clips:

] @ 20081120 The formatis: YYYYMMDD
Click to open the directory

] 20081121
[]# 20081122

Click to delete selected items—— Delete | [ Delete all +—Click to delete all recorded data

Click 20081120 to open the directory:

The format is: HH (24r)
Click to open the file list for that hour

I-:: o7 08 09 10 11 12 12 14 15 16 17 =

file name size date time
[1|Recordingl 58.mpa|l 2526004 2008/11/20 07/58i28
[1|recordingl 59.mpa| 2563536 2008/11/20 07/59:28

( DEIlletE | | Deleteal | | Back |

I
Click to delete Click to go back to the previous
selected items level of the directory

Click to delete all
recorded data

< 07 03 09 10 11 12 13 14 15 16 17 =

file name size date time

[]|Recording1 SEIImﬂ 2526004 2008/11/20 07:58:28
[] |Recordingl SQImE 2563536 2008/11/20 07:59:28

| Delete ||| Deleteall | | Back |

The format is: File name prefix + Minute (mm)
You can set up the file name prefix on Media Settings page.
Please refer to page 89 for detailed information.
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Recording |Advanced Mode|

This section explains how to configure the recording settings for the Network Camera.

Recording Settings

— Recording Settings

Mote: Before setup recording, you have to setup network storage firstvia Server page

Name Status Sun Mon Tue Wed Thu Fri Sat Time Source  Destination

(Ada) [ sD Test || v|[Delete |

Insert your SD card and click here to test
NOTE

P Before setting up this page, please set up the Network Storage on the Server Settings page first.

» Please remember to format your SD card when using for the first time. Please refer to page 96 for

detailed information.

Network Storage Setting
Click Server to open the Server Settings page and follow the steps below to set up:
1. Fill in the information for your server.

Forexample: | LT &)
2
Server name: | MAS |
— Server Type
" Email;
- FTE Network storage path
COHTTP: (Wserver name or IP address\folder name)

11 | ® Metwork storage:

Metwark starage location: |U.1 92168.5.133nas |

(For example:

Wy _nasidiskifolder)

VHOTKGrOURp:
‘ —
Password seeesseene
I[Test]ISave ][ Cloge ]
2 4 User name and password for your server
)
E‘l Done | | | | | | & Internet
2. Click Test to check the setting. The result will be shown in the pop-up window.
A http:/1192.168.5.151/cgi-binfadminitestserver... [= |21 |[X]
Mount successfully. Thankes Mlount faled.
@ Done ! ! ! ! ! ! 4 Internet _:5| @ Done ! ! ! ! ! ! ® Internet
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If successful, you will receive a test.txt file on the network storage server.

# NAS on ritali

Fil=  Edit “iew Favorites Tools  Help #

oBack < e & @ ‘pSearch E“]Folders v

Address | YritaliNas

= test. bxt
= | Text Document
= 1KE

File and Folder Tasks @

Eﬁ Rename this file
@ Mo this file
D Copy this file

I test.txt - Notepad
File Edit Faormat View Help

& Publish this file to the e
() E-mail this file

iy Print this file

¥ Delete this File

[MOTIFICATION]The Result of serwver Test of vour IP Camera ~

[~
|

Other Places @

3. Enter a server name.
4. Click Save to complete the settings and click Close to exit the page.

Recording Settings
Click Add to open the recording setting page. In this page, you can define the recording source,
recording schedule, and recording capacity. A total of 2 recording settings can be configured.

Recording name: | |

[[] Enable this recording

— Trigger

) Schedule

O Network fail

— Recording Schedule
sun Man Tue Wed Thu Fri Sat

Time

® Always

O From 0000 [to

2400 | [hhemm]

Destination | NAS v

Capacity:

() Entire free space

O Reserved space: I:I Mbytes
Flenameprenc |

[] Enable cyclic recording

Maote: To enable recording notification please configure Application first

Recording name: Enter a name for the recording setting.

Enable this recording: Select this option to enable video recording.

Priority: Select the relative importance of this recording setting (High, Normal, and Low).
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Source: Select the recording source (stream 1 ~ 4).

Trigger: Select a trigger source.

m Schedule: The server will start to record files on the local storage or network storage (NAS).

m Network fail: Since network fail, the server will start to record files on the local storage (SD card).

Recording Schedule: Specify the recording duration.

m Select the days of the week.
m Select the recording start and end times in 24-hr time format.
Destination: You can select the SD card or network storage that was set up for the recorded video files.

Capacity: You can choose either the entire free space available or limit the reserved space. The
recording size limit must be larger than the reserved amount for cyclic recording.

File name prefix: Enter the text that will be appended to the front of the file name.

Enable cyclic recording: If you check this item, when the maximum capacity is reached, the oldest file
will be overwritten by the latest one. The reserved amount is reserved for cyclic recording to prevent
malfunction. This value must be larger than 15 MBytes.

If you want to enable recording notification, please click Application to set up. Please refer to Trigger >
Recording notify on page 83 for detailed information.

When completed, select Enable this recording. Click Save to enable the setting and click Close to exit
this page. When the system begins recording, it will send the recorded files to the Network Storage.
The new recording name will appear in the drop-down list on the recording page as shown below.

To remove a recording setting from the list, select a recording name from the drop-down list and click
Delete. — Recording Settings

Mote: Befare setup recarding, you have to setup netwark starage first via Server page

Mame Status Sun Mon Tue Wed Thu Fri  Sat Time Source  Destination
Video ON W W W W W W i 00:00~24:00  stream? NAS

[ D Test ||video v |[ Delete |

m Click Video (Name): Opens the Recording Settings page to modify.
m Click ON (Status): The Status will become OFF and stop recording.

m Click NAS (Destination): Opens the file list of recordings as shown below. For more information about
folder naming rules, please refer to page 92 for details.

] = 20081120
]+ 20081121
[]#® 20081122

[ Delete | [ Deleteall |
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Local Storage Advanced Mode

This section explains how to manage the local storage on the Network Camera. Here you can
view SD card status, search for recorded files to playback, download, etc.
— 5D card management

» 5D card status: Detached ———no SD card

* 5D card control:

— Searching and viewing the records

*  File attributes:

= Trigger time:

— Search results

Show entries Search: |

Trigger time Media type Trigger type Locked

Mo matching records found
Showing 0to 0 of 0 entries 2l

| view || Download || UncheckAll || JPEGstoAVl || LockUnlock || Remove |

Mote: “View™ and "Download” only apply to the highlight iterm

SD Card Management
SD card status: This column shows the status and reserved space of your SD card. Please remember to
format the SD card when using for the first time.

— 5D card management

« 30 card status: Ready

Total size: 7310152 KBytes Free size: TA02043 KBytes
Lsed size: 208104 KBvies se (%) 2665 %
Format
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SD card control

m Enable cyclic storage: Check this item if you want to enable cyclic recording. When the maximum
capacity is reached, the oldest file will be overwritten by the latest one.

= S0 card control:
[] Enahle cyclic storage
[] Enable automatic disk cleanup

Maximum duration for keeping files: days

Save

m Enable automatic disk cleanup: Check this item and enter the number of days you wish to retain a file.
For example, if you enter “7 days”, the recorded files will be stored on the SD card for 7 days.

Click Save to enable your settings.

Searching and Viewing the Records
This column allows the user to set up search criteria for recorded data. If you do not select any criteria
and click Search button, all recorded data will be listed in the Search Results cloumn.

— Searching and viewing the records

~ File attributes:

Trigger type: [] Tampering [] Digital input [] Vvideo loss
[] System boot [] Recording notify  [] Motion
[] Periodically [] Metwork fail
Media type: [] video Clip [] snapshot [] Text
Locked: [] Locked [] Unlocked

W Trigger time:
From: Date | 2009-03-05 Time 00:00:00
To: Date 2009-03-05 Time 235959

(wyyy-mm-dd) (hh:mm:ss)

File attributes: Select one or more items as your search criteria.
Trigger time: Manually enter the time range you want to search.

Click Search and the recorded data corresponding to the search criteria will be listed in Search Results
window.
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Search Results

The following is an example of search results. There are four columns: Trigger time, Media type, Trigger
type, and Locked. Click ~ to sort the search results in either direction.

) ) Enter a key word to filter the
Numbers of entries displayed on one page search results

— SEarJh results ‘

Show | 10 | entries Search:
Trigger time Media type Trigger type Locked
item

F 2009-03-0510:48:58 Yideoclip FPeriadically

F 2009-03-0510:49:58 Yideoclip FPeriadically Mo

F 2009-03-0510:50:58 Yideoclip FPeriadically Mo

F 2009-03-0510:51:58 Yideoclip FPeriadically Mo

F 2009-03-0510:52:58 Yideoclip FPeriadically Mo

F 2009-03-0510:53:58 Yideoclip FPeriadically Mo

F 2009-03-0510:54:58 Yideoclip FPeriadically Mo

F 2009-03-05 10:55:587 Yideoclip FPeriadically Mo

Fl 2009-03-05 10:56:57 Videoclip Periodically Mo . .

Click to switch

Showing 11 to 20 of 32 entries __1_‘_5 pages

[ Wiew ][ Download ][ LIncheck All ][ JPEGS to AVl ][ LockiUnlock ][ Remuve]

Maote: “View™ and "Download” only apply to the highlight iterm

View: Click on a search result which will highlight the selected item in purple as shown above. Click the
View button and a media window will pop up to play back the selected file.
For example:

(Plavha

Click to adjust the image size
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Download: Click on a search result to highlight the selected item in purple as shown above. Then click
the Download button and a file download window will pop up for you to save the file.

JPEGs to AVI: This functions only applies to “JPEG* format files such as snapshots. You can select
several snapshots from the list, then click this button. Those snapshots will be converted into an AV file.

Lock/Unlock: Select the desired search results, then click this button. The selected items will become
Locked, which will not be deleted during cyclic recoroding. You can click again to unlock the selections.

For example:
— Search results
Show entries Search:
Trigger time Media type Trigger type Locked
[+] 2009-03-0510:47:57 Yideaclip FPeriodically Yes
[+] 2009-03-0510:48:58 Yideaclip FPeriodically
2 ____
] 2009-03-0510:50:58 Yideaclip FPeriodically
] 2009-03-0510:51:58 Yideaclip FPeriodically Mo
] 2009-03-0510:52:58 Yideaclip FPeriodically Mo
] 2009-03-0510:53:58 Yideaclip FPeriodically Mo
] 2009-03-0510:54:58 Yideaclip FPeriodically Mo
] 2009-03-05 10:55:57 Yideaclip FPeriodically Mo
] 2009-03-0510:56:57 Yideaclip FPeriodically Mo
Showing 11 to 20 of 22 entries Ak
| view || Download || Uncheckall || JPEGstoAvl | [~ LockiUniock || Remove |

Remove: Select the desired search results, then click this button to delete the files.
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System Log |Advanced Mode|

This section explains how to configure the Network Camera to send the system log to the
remote server as backup.

Remote Log

— Remote Log

[JEnable remote log

Log server settings

IP address:

part: 514

You can configure the Network Camera to send the system log file to a remote server as a log backup.
Before utilizing this feature, it is suggested that the user install a log-recording tool to receive system log
messages from the Network Camera. An example is Kiwi Syslog Daemon. Visit http://www.kiwisyslog.
com/kiwi-syslog-daemon-overview/.

E:D Kiwi Syslog Daemon (¥erzion 7.1 4)

File Wiew Help

& m Display 00 (Default] |

Date | Time  Prioiity | Hostname | Message |ﬂ
01122008 15:21:32 Userlnfo  192.168.5.121 ([RTSP SERVER]. Stap one session, IP=192,168.5 127 g
01-12-2008 15:21:31 Useclnfo  192.168.5.121 [RTSP SERVER]: Start one session, IP=192.168.5.122

01-12-2008 15:20:47 Syslog.Info  192.168.5.121 syslogd 1.4.1: restart.

~|
100% | 3MPH | | 15:34 | 01122008 A

Follow the steps below to set up the remote log:

1. In the IP address text box, enter the IP address of the remote server.

2. In the port text box, enter the port number of the remote server.

3. When completed, select Enable remote log and click Save to enable the setting.

Current Log

— Current Log
Mar 5 13:39:12 syslogd 1.5.0: restart. fal
Mar & 13:39:13 [swatchdog][232]. Ready to watch hitpd.

Mar 5 13:39:14 [EVENT MGR]: Starting eventmagr with support for ECTun

Mar 5 13:39:14 [DRM Service]: Starting DRM service.

Mar 5 13:39:15 [EVENT MGR]: Task conf file: there is novalid eventin recording_task.xml, skip it
Mar 5 13:39:15 [EVENT MGR]: Task conffile: there is no valid event in event_task.xml, skip it
Mar 5 13:39:22 [RTSP SERVER]: XMLSParser: open failed™M

Mar & 13:39:22 [WVENC]: Failed to set auto iris control

Mar 5 13:39:25 [IR Cut Control]: Day mode

Mar 5 13:39:27 [IR Cut Controll: Day mode

Mar &5 13:39:29 [3Y3] Serial number = 0002D17161CB

Mar 5 13:39:20 [SYS]: System starts at Fri Mar 5 13:39:29 UTC 2004

Mar 5 13:39:29 [NET]: === MET INFQ ===

Mar 5 13:39:29 [NET]: Host IP = 172 16.7.116

Mar 5 13:39:20 [NET]: Subnet Mask = 255.255.0.0

Mar 5 13:39:29 [NET]: Gateway=172.16.0.1

Mar 5 13:39:28 [NET]: Primary DNS = 192 168.0.10

This column displays the system log in chronological order. The system log is stored in the Network
Camera’s buffer area and will be overwritten when reaching a certain limit.
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View Parameters |Advanced Mode

The View Parameters page lists the entire system’s parameters in alphabetical order. If you

need technical assistance, please provide the information listed on this page.

— Parameter List

(-

system hostname='Mega-Pixel Network Camera'
system ledoff='0"

system lowlight='1"'

system date='2003/09/23"

system time='09:41:28"

system datetime=''

system _ntp='"

system timezoneindex='320"'

system daylight enable='0"'

system daylight dstactualmode="1"'
system daylight auto_begintime='NCHNE'
system daylight auto_endcime='HNCONE'
system daylight timezones=',-360,-320,-280,-240,-241,-200,-201,-1
system updateinterval='0"’
system info modelname='TIPE161'

system info extendedmodelname='TPE161"'
system info serialnumber='0002D103394F0'
system info firmwareversion='IP81l61-VWIE-0100g'
system info language_ countc="3"'

system info language_ i0='English'
system info language_il='Deutsch'
system info language iZ=' Ezpafiol®
system info language i3='Francais'
system info language i4='Italiano'
system_info_language iS='HZFE°*

system info language_ i&=' Fortugués"
system info language i7="fE{kchir’
system info language if='ZIffich=r:
systenm _info language ig=''

system info language il0=''

system info language ill=''

system info language i12=''

system info language i13=''

system info language ilg4=''

system info language i15=''

system info language ile=''

=

a 0 .. "

53
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Maintenance

This chapter explains how to restore the Network Camera to factory default, upgrade firmware

version, etc.
Reboot
|7Rebootthe device

This feature allows you to reboot the Network Camera, which takes about one minute to complete. When
completed, the live video page will be displayed in your browser. The following message will be displayed
during the reboot process.

Reboot

The device is rebooting now. Your browser will reconnect to hitp:/192 168.5.151:80/
Ifthe connection fails, please manually enter the above IP address in your browser.

If the connection fails after rebooting, manually enter the IP address of the Network Camera in the
address field to resume the connection.

Restore

Restore

Restore all settings to factory default except settings in

[] Metwork Type  [] Daylight Saving Time  [] Customn language

This feature allows you to restore the Network Camera to factory default settings.

Network Type: Select this option to retain the Network Type settings (please refer to Network Type on
page 33).

Daylight Saving Time: Select this option to retain the Daylight Saving Time settings (please refer to
System on page 24)

Custom Language: Select this option to retain the Custom Language settings.
If none of the options is selected, all settings will be restored to factory default.

The following message is displayed during the restoring process.

The device is rebooting now. Your browser will reconnect to http:/192 168.5.151:80/
Ifthe connection fails, please manually enter the above IP address in your browser.
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This feature allows you to Export / Upload daylight saving time rules, custom language files, and setting
backup files.

— Export files
Export daylight saving time configuration file
port
Exportlanguage file
port
Export setting backup file
port
— Upload files
Update davlight saving time rules | |[ Browse... || Upload
Update custom language file | |[ Brows=.. ][ Upload

Upload setting hackup file | |[ Browse... || Upload

Export daylight saving time configuration file: Click to set the start and end time of DST.

Follow the steps below to export:

1. In the Export files column, click Export to export the daylight saving time configuration file from the
Network Camera.

2. A file download dialog will pop up as shown below. Click Open to review the XML file or click Save to
store thefle oredting.

Do you want to open or save this file?

@5 Marne: config_dst,xm
% Type: XML Document, 11.1 KB

From: 192.168.5.151

[ Open ][ Save ]i Cancel i

harm your computer. [f you do nat truzt the source, do not open or

@ ‘while files from the Intermnet can be useful, some files can potentially
zave this file. What's the risk?

3. Open the file with Microsoft® Notepad and locate your time zone; set the start and end time of DST.
When completed, save the file.

In the example below, DST begins each year at 2:00 a.m. on the second Sunday in March and ends at
2:00 a.m. on the first Sunday in November.

2 config_dst - Notepad

File Edit Format View Help

<Day=</Day>
s <ﬁeek"|nMonth>F"|rst</week"|nl\u10nth> QJ
<bayofweek>sunday</Dayofweek >
<HOUr=2</Hour > i
EndTime EJ
</TimeZones
<Timezone id="-240" name="(GMT-06:00) Central Time (us and Canada)">
<StartTimes

<shift=60</shifts
<Months3 < Months
<Day></Day>
<week inMonth>second«weekinManths
<bayofweek>sunday</Dayofwesk
<HOUr>2</Hour >
</startTimes
<EndTimes
<shifts-60</shifts
<month>11</Month>
<Dayr</Day>
<waakimmonth>First<weakinMonths
<bayofweek>sunday</Dayofweek >
<HOUFr >2</Hour »
</EndTime:
</TimeZone>

<TimeZone id="-241" name="(GMT-06:00) Mexico City"> QJ
@ e W ¥
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Upload daylight saving time rule: Click Browse... and specify the XML file to upload.

If the incorrect date and time are assigned, you will see the following warning message when uploading
the file to the Network Camera.

B config_dst - Nolepad | W 3 nttp:/1192.16B.5.121/cgi-binfadmin/upload.cgi - Microsoft Int.... [ |[0)[X]
Fle Edit Format View Help — —

<Day»</Day> |
4 <¥eek"|nMUmth}F‘irst{/weekinMUnth) g
<baynfweelk>sunday</Dayofweek:
<HOUr=2<,/Hour >
</EndTime:> =]
</TimeZones
<TimezZone id="-240" name="({GMT-06:00) Central Time (Us and Canada)">
<startTime>
<shift>60c/shifts
<Day=</0ay~
<weekinMmonthrsecond< week inmMonths
<Dayonfweek>sunday</Dayofweek:>
<Hour=2</Hour:>
</startTimes
<EndTime:
<shift»-60</shifts
<Month>1l</Month:
<Day=</Day>
<weekinMonthsFirst < week inMonths
<baynfweek >sSunday</Dayofweek:»
<HOUr=2</Hour >

Invalid <Month> wvalue in TimeZone id: -240 . . .

< EndTimes
</TimeZonex
<Timezone id="-241" name="¢{GMT-06:00) Mexico City"»

|

a i S . I S —— = ]

The following message is displayed when attempting to upload an incorrect file format.

Microsoft Internet Explorer, |§|
: 1 ': The file must have a .xml filename suffisx,

Export language file: Click to export language strings. LevelOne provides nine languages: English,
Deutsch, Espaiiol, Francais, Italiano, HZ:E, Portugués, fffRAs3z, and £ ¥ <.

Upload custom language file: Click Browse... and specify your own custom language file to upload.

Export setting backup file: Click to export all parameters for the device and user-defined scripts.

Upload setting backup file: Click Browse... to upload a setting backup file. Please note that the model
and firmware version of the device should be the same as the setting backup file. If you have set up a
fixed IP or other special settings for your device, it is not suggested to upload a settings backup file.

Upgrade Firmware

Upgrade firmware

Select firmware ﬁle| | Browse...

This feature allows you to upgrade the firmware of your Network Camera. It takes a few minutes to
complete the process.
Note: Do not power off the Network Camera during the upgrade!

Follow the steps below to upgrade the firmware:

1. Download the latest firmware file from the LevelOne website. The file is in .pkg file format.

2. Click Browse... and specify the firmware file.

3. Click Upgrade. The Network Camera starts to upgrade and will reboot automatically when the upgrade
completes.

If the upgrade is successful, you will see “Reboot system now!! This connection will close”. After that, re-
access the Network Camera.
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The following message is displayed when the upgrade has succeeded.

Rebnot syshem nowll
ThEe connection will ciose.

The following message is displayed when you have selected an incorrect firmware file.

Shorting frrmrecre upgrode

[ mot power doam the server during The upprode.
The s=rver will redtart auriomalicaly ofter the usgrane &
completeal

Thi will fnke obout 1 - 5 minutes.
Wrong PEG file Farmot

Linpock Fol
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