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oy ...
; v&f Windows Server-2008
Technology Investments

Web

Windows Server 2008 vam umozni
poskytovat bohaté, na webe zaloZené
zazitky vykonne a efektivne, s
vylepSenou administraciou

a diagnostikou, vyvojovymi

a aplikacnymi nastrojmi a nizSimi
nakladmi na infrastrukturu.

Vdaka integrovanej technolégii
serverovej virtualizacie vam Windows
Server 2008 umozriuje znizovat
naklady, zvySovat’ hardvérovu utilizaciu,
optimalizovat vasu infrastruktaru

a zlepSovat serverovu dostupnost.

ecurity

Windows Server 2008 je doposial
najbezpecnejsi Windows Server.
Ustaleny operaCny systém

a bezpecénostné inovacie, vratane
Network Access Protection, Federated
Rights Management a Read-Only
Domain Controller poskytuju nebyvalé
urovne ochrany vasej siete, vasich dat

a vasho podnikania.

Management

Server Manager — “One-stop shop” to guide you through installation,
configuration, management, and reporting of server roles and features.

Windows PowerShell™ - Achieve greater control and productivity using
a powerful new command shell and scripting language for accelerated
system administration and task automation

Power Management — Reduce energy consumption and maintain server
performance through processor power management features.

High Performance Computing — Increase scalability and performance of
HPC workloads and improve management of clustered file systems.

Reliability

Server Core Installation Option - Minimal installation option for
increased reliability, security, and management

Next Generation Networking - New TCP/IP stack improves scalability,
performance and security.

Failover Clustering — Improved setup, validation, management, and
geo-clustering deployment simplifies implementation of highly-available
failover clusters and helps ensure business continuity.

Dynamic Partitioning - Datacenter and Itanium. Delivers mainframe-
class reliability. Increases workload resources, and allows one to hot-
add and replace processors and memory without rebooting,




Poziadavky na systém

Component

Processor

Memory

Available Disk Space

Drive
Display

Other

Requirement

Minimum: 1 GHz (x86 processor) or 1.4 GHz (x64 processor)
Recommended: 2 GHz or faster

Note: An Intel Itanium 2 processor is required for Windows Server 2008 for
Itanium-Based Systems

Minimum: 512 MB RAM

Recommended: 2 GB RAM or greater

Optimal: 2 GB RAM (Full installation) or 1 GB RAM (Server Core installation) or
more

Maximum (32-bit systems): 4 GB (Standard) or 64 GB (Enterprise and Datacenter)
Maximum (64-bit systems): 32 GB (Standard) or 2 TB (Enterprise, Datacenter, and
Itanium-Based Systems)

Minimum: 10 GB

Recommended: 40 GB or greater

Note: Computers with more than 16 GB of RAM will require more disk space for
paging, hibernation, and dump files

DVD-ROM drive

Super VGA (800 x 600) or higher resolution monitor

Keyboard and Microsoft Mouse or compatible pointing device



Edicie Windows Server 2008

r, Windows Server 2008 Enterprise delivers an enterprise-class platform for deploying business-critical applications. Help
| i Windows Server 2002 improve availability with clustering and hot-add processor capabilities. Help improve security with consolidated identity
- Enterprise management features. Reduce infrastructure costs by consolidating applications with virtualization licensing rights.
Windows Server 2008 Enterprise provides the foundation for a highly dynamic, scalable IT infrastructure.

Windows Server 2008 Datacenter delivers an enterprise-class platform for deploying business-critical applications and
large-scale virtualization on small and large servers. Improve availability with clustering and dynamic hardware partitioning
capabilities. Reduce infrastructure costs by consolidating applications with unlimited virtualization licensing rights. Scale
from 2 to 64 processors. Windows Server 2008 Datacenter provides a foundation on which to build enterprise-class
virtualization and scale-up solutions.

r i
A 7Wmdows$ewer'zms
Datacenter

P Designed to be used specifically as a single-purpose Web server, Windows Web Server 2008 delivers on a rock-solid

A ?\n’kﬁndeeb Cerver s foundation of Web infrastructure capabilities in the next-generation Windows Server 2008. Integrated with the newly re-
architected 1IS 7.0, ASP.NET, and the Microsoft .NET Framework, Windows Web Server 2008 enables any organization to
rapidly deploy Web pages, Web sites, Web applications, and Web services.

r‘ Windows Server ooz Windows Server 2008 for Itanium-Based Systems is optimized for large databases, line of business, and custom
" for Itanium-Based Systems applications providing high availability and scalability for up to 64 processors to meet the needs of demanding and mission-
critical solutions.

Windows HPC Server 2008, the next generation of high-performance computing (HPC), provides enterprise-class tools
for a highly productive HPC environment. Built on Windows Server 2008, 64-bit technology, Windows HPC Server 2008
P can efficiently scale to thousands of processing cores and includes management consoles that help you to proactively
& Tmndﬂm HPC Serverznns  monitor and maintain system health and stability. Job scheduling interoperability and flexibility enables integration
- between Windows and Linux based HPC platforms, and supports batch and service oriented application (SOA)
workloads. Enhanced productivity, scalable performance, and ease of use are some of the features that make Windows
HPC Server 2008 best-of-breed for Windows environments.

Py...
A ?WmdowsSewerzma
Standard without Hyper-\™

Py ..
A ?WlndcwsSewerzms
Enterprise without Hypar-V-

[ .
& T Windows Server-2008
Datacenter without Hyper-\™




_ 'i Windows Server2008

Instalacia, Server Manager, Serverove role

HEROES happen {here} &Y WindowsServerzs @ Visual Studio 2008 SOL Server200s



Windows Server 2008

e Image-based instalacia

e Siroké moznosti Uprav pre rozsiahlejsie
nasadenie
e Ovladace, aplikacie, nastavenie...

e Nedestruktivna instalacia
e Zakladna instalacia v niekolkych krokoch

e Nove spOsoby zakladného nastavenia a
Sprievodcovia

e \Windows Deployment Services



InStalacia

Demo
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Sprava Windows Serveru 2008

t Server Manager

File Acton View Help
== H

S hnroe 0
= |_# Manage Roles Server Manager (SEA ple Dl) ‘

1 File Server
Q Active Directory Domain Se g Get an overview of this server, change system properties, and install or remove server roles and features.
_H DNS Server T
H web Server (I15)
_H Windows SharePoint Servic
H Windows Media Services

: & System Information = | change system properties
_H Troubleshooting
{4 Event Viewer Full computer name: SEA-DC-01.Contoso.com Change Administrator account

i Services View Network Connections
Reliability and Performance

Q Configuration Local Administrator Administrator
(5) Task Scheduler account:
& Windows Firewall with Adv Local Area Connection: 192.168.16.2
g5 WMI Control
g2y Device Manager
= | § Storage and Backup
2 Windows Server Badkup

Disk Management 4 Security Summary Go to Windows Firewall

Windows Firewall Enabled Configure Windows Update
status: Open Security Configuration

Windows Lipdate Install updates automatically Wizard
status: Ched: for new updates

4 Sgrver Summary

HHHMME

Domain: Contoso.com

Product ID: 78440-033-0824223-70884

¥ Do not show me this console at logon

& Roles Summary

A Roles: 6 of 17 installed Go to Manage Roles

n




Role Windows Serveru 2008

Scription; DIScoverny; and Integration
(UDDBI) Senvices

WERISENEN
Windoews® Deployment:Senic
Windows® SharePeinte SeEnic!




Server Manager

Demo
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_ 'i Windows Server 2008

SERVER CORE
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Server Core

e \erzia bez GUI, ktora ponuka len zakladné serverové funkcie

e Bezpecnejsie rieSenie (“reduced attack surface”)
e Server Core znizuje celkovy pocet oprav o ~60%

e Na servery nebezia procesy, ktoré nie su nevyhnutne potrebné a vdaka tomu
ponuka Server Core bezpecnejSie a vykonnejSie rieSenie

e Len nova instalacia — nie je mozny upgrade!
e Umoznuje prevadzkovat niektore z roli WS2008:
e Napr. AD, AD LDS, DHCP, DNS, File, Print, WMS, IIS, Virtualization

e Ponuka dalSiu funkcionalitu pomocou vybranych funkcii:

e WINS, Failover Clustering, Backup, Multipath 10, Removable Storage
Management, Bitlocker Drive Encryption, SNMP, Telnet Client

e Podporuje:
e Notepad, Task Manager...
e Neumoznuje:
e Shell, CLR, GUI, aplikace ako IE, Windows Mail, Windows Media Player, atd.

... Je obsiahnuty vo verziach Standard, Enterprise a Datacenter (x86 and x64)



erver Core Desktop

ndows\system32\cmd.exe

Microsoft Windows [Uersion 6.0.52461
(C> Copyright 1985-2005 Microsoft Corp.

D:\Users\Administrator>y




Sprava Server Core

e RPC a DCOM na vzdialené pouzitie MMC

e CMD na lokalne spustanie procesov a
aplikacii

e CMD cez Terminal Server

e \WS-Management a Windows Remote Shell

e Task Scheduler

e Event Logging a Event Forwarding

e WMI

e SNMP



Instalacia serverovych roli

e Len z prikazového riadku, ziadny Server Manager

pozor — case sensitive!

Start /w OCSetup RolePackage

DHCP = DHCPServerCore

DNS = DNS-Server-Core-Role

File = File-Server-Core-Role

File Replication service = FRS-Infrastructure
Distributed File System service = DFSN-Server

Distributed File System Replication = DFSR-Infrastructure-
ServerEdition

Network File System = ServerForNFS-Base
Media Server = MediaServer

e Active Directory

Dcpromo /unattend:Unattendfile

Na inStalaciu Active Directory nie je podporovany OCSetup, ale
DCpromo



Instalacia systemovych
komponentov

e Start /w ,ocsetup” OptionalFeaturePackage

Failover Cluster = FailoverCluster-Core

Network Load Balancing = NetworkLoadBalancingHeadlessServer
Subsystem for UNIX-bases applications = SUA

Multipath 10 = Microsoft-Windows-MultipathlO

Removable Storage Management = Microsoft-Windows-
RemovableStorageManagementCore

Bitlocker Drive Encryption = BitLocker

Backup = WindowsServerBackup

Simple Network Management Protocol (SNMP) = SNMP-SC
Telnet Client = TelnetClient

WINS = WINS-SC



Server Core

Demo
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Read only Domain Controller
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Read-Only Domain Controller
(RODC)

Wiew Session Schedule Remediate Help

Deleting Domain Controller

L J

L

10U

L J

1inych)
-ator len

the lizt of accounts that were cached on this read only dorain contraller to View List ly h es I d

L J

Location:

L

s Bitlocker,

Test3 * emply *
Testl * gmpky * 3 * empty *
HUB-DC-01% * emphy * * emply *
RODC-DC-01% * emply *




Ako RODC funqguje

=
»
i @\DC Pobocka

A GBS RIS At DAt icicet-
© Bodbitimnieenie <ot aHOne



RODC

Demo
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Network Access Protection - NAP
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Siet’ definuje politika, nie
topologial




Co zakaznikov najviac trapi?

Priciny straty produktivity a miera financnej straty

WW Financial Impact

Rok Virus (USD)

e Zamestnanci, ktori sa vratia z 1999 Melissa 1.10 Billion
ciest 2000  Love Bug 8.75 Billion
e Hostia pripojeni do miestnej siete 2001 Code Red 5 75 Billion
. , e
Z,amestnanm po’u2|ve’aju0|v\’/P[\l 2002 Klez 750 Million
e Utoky na nechranene pocitaCe v —
sieti 2003 Slammer 1.25 Billion

Zdroj: Virus Attack Costs are Rising —Again. Computer Economics, Inc. Sept
2003.

e Detekuju a chrania pred utokmi

e Nastavuju politiky, ktoré vyzaduju dodrzat’ zakladne podmienky
na pripojenie

e Udrzia siet Co najmenej napadnutelnu

e Pomo&zu pri rieseni prienikov



NAP - moznosti

wZdravy“ klient Ostatni klienti
DHCP Priradena IP adresa, Obmedzene moznosti
uplny pristup presmerovania
VPN (MS a a y
externé nastroje) Uplny pristup Vyhradena VLAN
802.1X Uplny pristup Vlyhradena VLAN
Moze komunikovat' s A— :
A i
systéemom
IPsec

e Doplnenie ochrany na druhej vrstve
e Pracuje s existujucimi servermi a infrastrukturou
e Flexibilna izolacia




NAP v praxi

Firemna siet’

Siet' s obmezenym pristupom Remediation Windows Server 2008
Servers System Health
(napf. SCCM) Servers

%@

Tu ju mas!

Bozadyi g}a\/lgv"Pp”StUp Ma byt tento klient

je’moj aktualny stav. obmedzeny na zaklade
$vojho stavu?
|

|
, Klientje v poriadku,
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I(Switch, VPN)

Klient Z|§kavas obmedzeny | Network | daj mu pristup. IAS Policy
prlst'uvp do dc_)by, nez ACCESS , Server
spIniS podmienky. Device : (RADIUS)

|
|
|



Nasadenie NAP

e Priprava na nasadenie NAP spocCiatku znamena zvysené
usilie a casoveé naroky

e Pripravte vasu siet na tento novy model bezpecnosti

e Zaistite podporu pre NAP vo vasej spolocnosti

SECURITY"



http://www.alcatel.com/
http://www.altiris.com/
http://www.appsense.com/default.asp?bhcp=1
http://ca.com/eTrust
http://www.citrix.com/
http://www.f-secure.com/microsoft/
http://www.intel.com/business/business-pc/windows_server_2008.htm
http://www.juniper.net/
http://www.landesk.com/security/
http://phx.corporate-ir.net/phoenix.zhtml?c=104920&p=irol-newsArticle&ID=613845&highlight=
http://www.nortel.com/
http://www.rsasecurity.com/
http://www.symantec.com/
http://www.trendmicro.com/en/about/news/pr/archive/2004/pr071304.htm
http://www.verisign.com/
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Windows Firewall
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o

Novy Windows Firewall H

e Inbound and
Outbound Filtering

e New Management Console

e Integrated Firewall
and IPsec Policies

e Rule Configuration
on Active Directory Groups
and Users

e Support for IPv4 and IPv6
e Advanced Rule Options
e On by Default




Windows Firewall w/ Advanced Securi

'iti Group Policy Object Editor
File Acton View Help

—

Remote Desktop (TCP-In) Properties x| Remote Desktop (TCP-In) Properties

lUsers and Computers | Protocols and Ports | Scope Advanced I ' General I Programs and Services
General I Programs and Services Users and Computers | Protocols and Ports | Scope Advanced

') This is a predefined rule and some of its properties cannot — Authorized computers
- ELIin v Only allow connections from these computers:

—General
..L CONTOSONSEA-WRKADDS

ﬁl hame: M |CONTOSONSEA-WRK-0028
| Hemote Desldtop (TCP-In) :
Description:

Inbound rule for the Remote Desktop service to allow :I
RODP traffic. [TCP 3389 J

= — Authorized users
v  Enabled
e r Only allow connections from these users:

— Action
| AR
4 Mlow the connections Fush

L [ % Mlow only secure connections
r Require encyption

[T Overide block rules
™ Block the connections

Leam more about these settings Leam more about using authorization

ok | cancel | ok | Cancel |

— -
Windows Settings

1]

Policy-based networking




NAP a IPsec

Demo
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Internet information services (lI1S) 7
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\V/Seobecne o IS 7

ﬂ/

Administracia

~

Vylepsena bezpecnost’ a
 obmedzeny priestor na utoky

Nasadenie aplikacii

Aplikacny management pre
Windows Foundation Classes
. (WEC) services

~



\

Sprava webu s IS 7.0

Bezpecne HTTPS

Admlnlstra[

Zdielana
konfiguracia

Majitel stranok  App  Web: Co\wgb—ové ——

Vela nastrojov na spravu Bezpecna vzdialena sprava

Delegacia spravy Zdielana konfig:. pre webfarmy




IS7 Administracia

Vzdialena
sprava cez
HTTPS

IIS/ASP.NET
funkcie prehladne
usporiadané na
FahsSiu navigaciu

View  Help

2] * Default Web Site

ﬂ Internet Information Services (IIS) Manager

ASP.MET

s

Web Server Managei !
HTTP Features
Security

Group by: Mo Grouping

1 A

g @

NET NET MET Trust  Application ASP Authentic...
Compilation Globalization Levels Sef

Authori Default

Document

2 @

Failed Handler  ISAPIFilters Men ip Membership  Modules

Request Tra... Mappings

Profile

Virtual Directories
SE
e
Edit Site
@3 Basic Properties...
Bindings...
Logging...
Failed Request Tracing...
Limits...
| Properties...
Home Page Options
Hide Feature Filtering
@) Help

Delegovana sprava umoznuje majitelom stranok €i vyvojarom pohodlne

spravovat’ ich aplikacie a weby



IS 7.0 konzola, Feature
Delegation

Demo
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Terminal Services
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Novinky v Terminal Services

e TS Easy Print

Jednotny tlacovy ovladac!

e [S Gateway

Zabali RDP spojenie do HTTPS na jednoduchsiu
dostupnost cez firewall

e TS Remote Application

Nasadenie vzdialenych aplikacii, nie kompletneho
vzdialeneho prostredia

VyZzaduje Remote Desktop klienta (XPSP2/Vista)
Podporovana 32-bit farebna skala

Moznosti kopirovania a vlozenia dat medzi klientom a
TS



erminal Services Easy Print

Public

Windows Server {TM) Code Name “Longhorn™
For tesking purposes only, Build 6001

I Canon Bubble-Jet B




Novinky v Terminal Services

e TS Easy Print

Jednotny tlacovy ovladac!

e [S Gateway

Zabali RDP spojenie do HTTPS na jednoduchsiu
dostupnost cez firewall

e TS Remote Application

Nasadenie vzdialenych aplikacii, nie kompletneho
vzdialeneho prostredia

VyZzaduje Remote Desktop klienta (XPSP2/Vista)
Podporovana 32-bit farebna skala

Moznosti kopirovania a vlozenia dat medzi klientom a
TS



Terminal Services Gateway

Tunelovany
RDP cez

Obchodny
partner /
klientska siet’

Internet

Bezdrétové
pripojenie

VonkajsSi Firewall

DMZ

RDP vyjmuté
z HTTPS

_

Terminal Services
Gateway Server

Vnﬂtorny Firewall

LAN

Terminal

Server
e

RDP/SSL
spojenie s TS

Terminal

/ Server

Postovy

server
A\d



Novinky v Terminal Services

e TS Easy Print

Jednotny tlacovy ovladac!

e 1S Gateway

Zabali RDP spojenie do HTTPS na jednoduchsiu
dostupnost cez firewall

e TS Remote Application

Nasadenie vzdialenych aplikacii, nie kompletneho
vzdialeneho prostredia

Vyzaduje Remote Desktop klienta (XPSP2/Vista)
Podporovana 32-bit farebna skala

Moznosti kopirovania a viozenia dat medzi klientom a
TS



Terminal Services Remote Apps

Terminal Server Configuration

Vyzadovany
Remote

Remote Programs

M-uos?fr E /
Windows Server System

Terminal Services Remote Programs
' Qutbox - Microsoft Outlook

i File Edit View Go Tools Actions Help

erminal Services
emote Programs

ortal. .
Mail
"]
. : Favorite Folders
" This website - :
allows you to run g Inbox. (105) re no items to show in this view,
N - | Unreag it
» TogmS L SentItems
. i
9 emor.da"l ;ﬂ Mail Folders
4 Srmi; ervers e
Remote A B
o I
] within your Office L All Mail Rems
, organizations PowerPoint 12 failbox - Eric Rezabek =
- etwork Deleted Items 5
o : L 7| Drafts [3] g
=1 [} Inbox (108) :
o o launch a [ Longhorn Self H

emote program, (L1 WDS Talk (200)

lease click on its unk

icon.

SWet A A e

sise] g :Aepol g

Terminal Services
Gateway Server




Terminal Services

Demo
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Hyper-V
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Monolithic vs. Microkernelized

e Monolithic hypervisor e Micro-kernelized hypervisor
e Simpler than a modern kernel, but e Simple partitioning functionality
still complex e Increase reliability and minimize
e Contains its own drivers model TCB

e No third-party code
e Drivers run within guests

e
Virtualization VM 2 VM 3
Stack (“Child”) § (“Child”)

4 |

Hypervisor

Drivers [[| Drivers [[|§ Drivers [f

Hardware

Drivers ||




Provided

3 - (O]
Hyper-V Archﬂecture . _
PZ?{ifif;tn Child Partitions

orke
Ap ons

[ Provider ]
| VM Service l

| | | |
Windows I Windows I Non- I  Xen-Enabled 1
Server 2008 1 = Server2003, 1 - pHypervisor ! Linux Kernel !
' 2008 ' Awareos ! :
indow I indows I I I
WKr(]arrtl)eIS | WKe(rjnel VSC | | I
| | | |

. . , OWBIEY | Kernel
| | : I — I

. . | R | Mode

Windows hypervisor Ring -1

“Designed for Windows” Server Hardware



Hyper-V

e Capabilities

32-bit (x86) & 64-bit (x64) VMs

Large memory support (64 GB) per VM

SMP VMs (up to 4 cores)

Integrated cluster support for HA & Quick Migration
Live Backup: Volume Shadow Service integration
Pass-through disk access for VMs

Virtual Machine snapshots

New hardware sharing architecture (VSP/VSC/VMBUS)
e Disk, networking, input, video

Robust networking: VLANs and NLB

DMTF standard for WMI management interface

Support for Full or Server Core installations



Windows Server Core

e \Windows Server frequently

deployed for a single role
e Mustdeploy and service the entire

OS In earlier Windows Server
releases

e Server Core a new minimal
Installation option

e Provides essential server

functionality

e Command Line Interface only, no

GUI Shell

e Benefits

e

Fundamentally improves availability

Less code results in fewer patches
and reduced servicing burden

Low surface area server for targeted
roles

More secure and reliable with less
management

For tecng surposes orty. Buld 72!



Security

e |solation

No sharing of virtualized devices
Separate VMBuUS per vm to the parent

No sharing of memory
e Each has its own address space

VMs cannot communicate with each other,
except through traditional networking

Guests can’t perform DMA attacks because
they’'re never mapped to physical devices

Guests cannot write to the hypervisor
Parent partition cannot write to the hypervisor



< U .
_ 'i Windows Server 2008

Zaver
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DalSie zdroje informacii

Slovenska republika Mapa serveru v | SR Hlavnd | Worldwide

Vyhladavanie na Microsoft.com:

A/ Windows Server 2008 |

|

| Technické informacie | | Obchodné informacie

‘ Zakladny prehlad
‘ Vlastnosti (.CZ)

| Scendre pouzitia (.CZ)
FAQ

Semindre a skolenia

Zdroje informacii H

Microsoft Servery
Kontakt

Rok 2008 bude rokom vel'kej viny novych serverovych produktov
Windows Server 2008, SQL Server 2008 a Visual Studio 2008 - vetky tieto firemné riesenia budu
spoloéne predstavené 27. februdra 2008 v Los Angeles.

| Zakladny prehl’ad

Windows Server 2008 je serverovy operacny systém novej generacie od spoloénosti Microsoft, ktory
poméze odbornikom v oblasti IT ziskat maximalnu kontrolu nad ich infrastruktirou a pritom pontika
nebyvalé mozZnosti dostupnosti a spravy, ¢o vedie k ovela viac zabezpeéenejsiemu, spolahlivejSiemu a
* robustnejSiemu serverovému prostrediu, nez kedykolvek predtym.

NajéastejSie otazky

‘ Tato stranka obsahuje zoznam najéastejsich otdzok k systému Windows Server 2008.



http://www.microsoft.com/slovakia/windowsserver2008
http://www.microsoft.com/slovakia/windowsserver2008
http://www.microsoft.com/slovakia/windowsserver2008
http://www.microsoft.com/slovakia/windowsserver2008
http://www.microsoft.com/slovakia/windowsserver2008
http://www.microsoft.com/windowsserver2008
http://www.microsoft.com/windowsserver2008
http://www.microsoft.com/windowsserver2008
http://www.spravnyserver.sk/

Microsoft

Your potential. Our passion.”



