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Overview

Fortinet Device Package for Cisco Application Centric Infrastructure (ACI), previously called FortiGate for Cisco ACI, is
the Fortinet solution for providing seamless integration between FortiGate/FortiManager firewall deployments with
Cisco Application Policy Infrastructure Controller (APIC). This integration allows customers to perform single point of
FortiGate/FortiManager configuration and management operation through the Cisco APIC. This device package breaks
down into Service Manager Mode (FortiManager) and Service Policy Mode (FortiGate).

While the FortiGate series of firewalls enables superb firewall services, the insertion, configuration, and management of
network services such as a firewall can be complex and error-prone tasks in a data center environment. One solution for
such data center problems is Cisco ACI. Cisco ACI is a policy-based framework with integration of software and
hardware in the underlying leaf-spine fabric. In Cisco ACI, the APIC is a tool used to automate service insertion and
provisioning into the fabric of the network environment. Network service appliances, both physical and virtual, can be
attached to the ACI fabric's leaf node through APIC. Traffic demanding certain network services is steered by APIC-
managed policies to the appropriate resources. The Fortinet Device Package allows FortiGate to be included amongst
the list of resources that traffic can be directed to.
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Licensing

Fortinet Device Package for Cisco ACI is available free of charge for Fortinet customers. You must ensure that you
register your FortiGate/FortiManager with FortiCare on Fortinet Customer Service & Support.

Supported new features

Fortinet Device Package for Cisco ACI 2.3 supports the following functions:

l Service Manager mode. See Deploying Service Manager Mode on page 9.
l VLAN trunking for virtual FortiGate. See Configuring VLAN Trunking for FortiGate-VM on page 15.
l Multiple services per policy rule. See Adding multiple services per policy rule on page 16.

Supported Fortinet products

Supported Fortinet products refer to those that are compatible with the Fortinet Device Package for Cisco ACI software,
and will properly integrate into the Cisco ACI. To support Fortinet Device Package for Cisco ACI, you must have one of
the listed FortiGate models running one of the supported firmware versions.

Models

Fortinet Device Package for Cisco ACI 2.3 supports integration with the following predefined models:

l FortiGate-300D
l FortiGate-600D
l FortiGate-800D
l FortiGate-900D
l FortiGate-1000C
l FortiGate-1000D
l FortiGate-1200D
l FortiGate-1500D
l FortiGate-3000D
l FortiGate-3100D
l FortiGate-3200D
l FortiGate-3700D
l FortiGate-3980E
l FortiGate-6300
l FortiGate-6500
l FortiGate-VM
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Firmware

Fortinet Device Package for Cisco ACI 2.3 is compatible with FortiOS 6.0.3.
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Prerequisites

The following prerequisites must be met before deploying Fortinet Device Package for Cisco ACI:

l Cisco-side prerequisites on page 7
l FortiGate-side prerquisites on page 7
l FortiManager-side prerequisites on page 8

Cisco-side prerequisites

Before Fortinet Device Package for Cisco ACI can be successfully deployed, a number of prerequisites must be satisfied
within the Cisco environment. A Cisco ACI 3.2 or later environment must be in place. Within Cisco, the following
configurations must be completed before the Fortinet Device Package can be deployed:

l Creation of Access Policies configuration under the Fabric menu
l Creation of any needed tenant(s)
l Creation of network(s) including Bridge Domain (BD)
l Creation of application profile(s)
l Creation of endpoint group(s) (EPG)
l Creation of contract(s)
l Create BG/OSPF L3Out (only if BGP/OSPF is required)

For details, consult the Cisco APIC deployment guide.

Any pre-existing L4-L7 configuration based on the Fortinet Device Package 1.3 or 2.x must be reconfigured.

FortiGate-side prerquisites

Before Fortinet Device Package for Cisco ACI can be successfully deployed, a number of prerequisites must be satisfied
on the FortiGate:

Physical Firewall

1. Configure the administrator username and password.
2. Enable HTTP/HTTPS on the management port.
3. Configure the management port's IP address.
4. Enable VDOM-Admin globally.
5. Configure port-group if needed.
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VM firewall

1. Assign the network ports before starting the VM.
2. Configure the administrator username and password.
3. Enable HTTP/HTTPS on the management port.
4. Configure the management port's IP address.
5. Enable VDOM-Admin globally.

FortiManager-side prerequisites

Before the Fortinet Device Package can be successfully deployed, a number of prerequisites must be satisfied on
FortiManager:

1. Configure the administrator username and password.
2. Enable HTTP/HTTPS on the management port.
3. Configure the management port's IP address.
4. Register the FortiGate(s) with FortiManager.
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Fortinet Service Manager Mode

Service Manager Mode is an additional solution to the Cisco ACI platform provided by Fortinet Technologies Inc.. This
new device package automates the configuration push from Cisco ACI to FortiManager. The type of configuration
generated through the Cisco ACI relates to network components only. The user must configure the service policy in
FortiManager.

Deploying Service Manager Mode

The below sections provide a walk-through of deploying a service insertion within Service Manager Mode:

1. Import Fortinet Device Package into Cisco ACI.
2. Define the devicemanager.
3. Define L4-L7 devices andmap to the defined devicemanager.
4. Define the functional profile.
5. Create the service graph template.
6. Deploy the service graph to FortiManager.
7. Ensure that the service graph is deployed.

To import Fortinet Device Package into Cisco ACI:

1. In Cisco APIC, go to L4-L7 Services > Packages.
2. Import the Fortinet-FGAPICServiceManager-2.3 as shown.
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To define device managers:

1. Go to Tenant > L4-L7 > Services > DeviceManager.
2. Right-click, then select Create DeviceManager.
3. In theManagement field, enter the FortiManager IP address.
4. In the Username and Password fields, provide the FortiManager login information. ClickSubmit.

To define L4-L7 devices and map to the defined device manager:

1. Go to Tenant > L4-L7 > Devices.
2. Define all FortiGates controlled by the FortiManager.
3. For all L4-L7 devices, map to the FortiManager in the DeviceManager field.

To define the functional profile:

1. Go to Tenant > Services > L4-L7 > Functional Profiles.
2. Right-click, then select Create L4-L7 Services Function Profile.
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3. Create a functional profile as shown.

4. Enable the ADOMFolder folder. The folder contains the following parameters:

Parameter Description

ADOM Enter the name of the ADOM to deploy the VDOM to. If the ADOM does not exist, the VDOM is
programmed to be deployed to the ADOM that the FortiGate is residing on.
For example, if you enter ADOM1 for this parameter and ADOM1 exists on the FortiManager, the
VDOM is created under ADOM1. However, if ADOM1 does not exist on the FortiManager and the
FortiGate is controlled by the root ADOM, the VDOM is created under the root ADOM.

AutoPush Choose whether to push the configuration to the FortiGate(s) after the VDOM is created within
FortiManager. Note that the configuration is serially pushed to the FortiGate list defined under L4-
L7 devices.
If you have configured the settings to use zones in conjunction with AutoPush, the zone
information does not appear on the FortiGate(s) until the policy is pushed to them.

The VDOM-Folder folder also contains an AdomSettings parameter. Ignore this parameter as it is just a
placeholder.

5. For all L4-L7 devices, map to the FortiManager in the DeviceManager field.

To create the service graph template:

1. Go to Tenant > Tenant1 > Services > L4-L7 > Service Graph Templates > Create L4-L7 Service Graph
Template.

FortiOS Fortinet Device Package 2.3 for Cisco ACI Fortinet Technologies Inc.



Fortinet Service Manager Mode 12

2. Configure the service graph template.

3. ClickSubmit.

To deploy the service graph to FortiManager:

1. Go to Tenant > Services > L4-L7 > Service Graph Templates. Right-click the newly created service graph
template, then select Apply L4-L7 Service Graph Template.

2. Configure the desired EPGs for the Consumer EPG / External Network and Provider EPG / Internal Network
dropdown lists.

3. Enter a contract name.
4. ClickNext.

5. From the Service Graph Template dropdown list, select the service graph template configured earlier.
6. Configure the consumer and provider connectors.
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7. ClickNext.

8. Select the desired parameters for the device. Click Finish. The service graph is deployed.
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To ensure that the service graph is deployed:

1. Go to Tenant > Services > L4-L7 > DeployedGraph Instances. Ensure that the service graph has been deployed.

2. Go to Tenant > Services > L4-L7 > Deployed Devices.

3. In FortiManager, ensure that deployment was successful.
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Configuring VLAN Trunking for FortiGate-VM

FortiGate-VM now supports VLAN trunking, similar to physical FortiGate implementation. When this feature is enabled,
a VLAN interface is created on the FortiGate-VM instead of a physical port.

1. Configure the trunk port group.
2. Configure the L4-L7 device to use the trunk.
3. Deploy the service graph template.

To configure the trunk port group:

1. In Cisco APIC, go to Virtual Networking > VMM Domains > VMware > vcentername > Trunk Port Groups.
2. Configure the following:

a. Specify the VLAN ranges. By default, the VLAN list is taken from the domain's VLAN namespace.
b. Specify the trunk port group immediacy. By default, this is on-demand.
c. Enable or disable promiscuous mode. By default, this is disabled.
d. Enable or disable MAC changes. By default, this is enabled.
e. Enable or disable forged transmits. By default, this is enabled.

To configure the L4-L7 device to use the trunk:

1. Go to Tenant > Services > L4-L7 > Devices > devicename.
2. Select the Trunking Port checkbox.

To modify ACI dvSwitch’s portgroup to trunking:

In vCenter, modify the ACI dvSwitch to place VNICs into trunk port groups and set the VLAN type to VLAN Trunking.
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Adding multiple services per policy rule

You can add multiple services within a single policy rule. The example shows a policy rule with multiple services as
configured in Cisco APIC, which is then deployed to the FortiGate.
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Change log

Date Change Description

2019-03-26 Initial release.
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