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1 Introduction

The SAP Business One Cloud solution is highly available.

High availability refers to a system which is continuously operational for a desirably long period of time. You can
increase the availability of a server by using multiple components on different servers. With high availability,
you are able to avoid or reduce unplanned downtime, and protect databases against failures.

As of 1.1 PLO6, the SAP Business One Cloud solution supports high availability, for which the version of the
SAP Business One application must be 9.2 PLO5 or higher. High availability of SAP Business One Cloud can
be achieved by using one or more virtual IP (VIP) addresses and nginx reverse proxy servers. A VIP address
is an address that is shared by both the primary and secondary nodes. If one node fails, the VIP address is
automatically reassigned to another node.

The following figure illustrates the landscape of the high availability environment.
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SAP Business One Cloud can be installed on either the Windows operating system (OS) or the Linux operating
system. The Windows OS supports both SAP Business One and SAP Business One, version for SAP HANA. The
Linux OS supports only SAP Business One, version for SAP HANA.

i Note

In the high availability environment, when the primary server is down, back-end communications between
the SLD and the other components still take place; however no user interaction with the Cloud Control
Center or the other components in web browsers is available.

For example, when the primary SLD service is down, the Cloud Control Center page will be inaccessible, as
will the following component pages which need to navigate to the SLD to perform Single Sign-On:

* Analytics Platform: https://<host name>:<port number>/Enablement

* Job Service: https://<host name>:<port number>/job/

* Mobile Service: https://<host name>:<port number>/mobileservice/

* Browser Access Service: https://<host name>:<port number>/dispatcher
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® User Access Portal: https://<host name>:<port number>/UAP

Nevertheless, the SAP Business One client works properly.

This guide will walk you through how to set up high availability for the SAP Business One Cloud components,
specifically for the System Landscape Directory (SLD) and License Manager, by using one nginx server for all
services.

¢ If you want to install SAP Business One Cloud version 1.1 Patch Level (PL) 19 or higher for high availability,
see Installing Version 1.1 PL 19 or Higher [page 5].

¢ If you want to install SAP Business One Cloud version 1.1 PL18 Hotfix 01, PL18, or lower, for high availability,
see Installing Version 1.1 PL18 Hotfix 01, PL18, or Lower [page 101].
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2 Installing Version 1.1 PL 19 or Higher

As of SAP Business One Cloud version 1.1 PL19, for which the SAP Business One version is 10.0 FP 2208
or later, a new component SAP Business One Cloud Authentication Service is introduced and needs to be
installed with the System Landscape Directory (SLD). The procedure for setting up a highly available SAP
Business One Cloud is changed slightly.

In addition, as of SAP Business One Cloud version 1.1 PL19, for which the SAP Business One version is 10.0 FP
2208 or later, you can optionally configure high availability for SAP Business One, Web client.

The Web client runs on both the MS SQL Server database and SAP HANA database technology. It offers the
SAP Business One core business logic and processes provided in a new user experience based on the SAP Fiori
design concept. For more information about the Web client, see the Administrator's Guide for SAP Business
One 10.0, the Administrator's Guide for SAP Business One 10.0, version for SAP HANA, and the User Guide for
SAP Business One, Web Client.

The following figure illustrates the landscape of the high availability environment.
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SAP Business One Cloud can be installed on either the Windows operating system (OS) or the Linux operating
system. The Windows OS supports both SAP Business One and SAP Business One, version for SAP HANA. The
Linux OS supports only SAP Business One, version for SAP HANA.

To set up a high availability environment for the SAP Business One Cloud components, we recommend that you
prepare at least one Linux server for nginx and two or more Windows or Linux servers, one for the primary SLD
and License Manager and the others for the secondary. In the case of two additional servers, we assume the
server for the primary SLD is the primary server, and the server for the secondary SLD is the secondary server.
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i Note

* Before the installation, make sure that all the prerequisites for installing SAP Business One Cloud have
been met. For more information, see SAP Business One Cloud Administrator's Guide.

* High availability of the Service Layer is currently not supported. Even though the Service Layer is by
default configured as a load-balancing cluster so as to reduce the risk of failure, it is still a single point
of failure.

* High availability of the Job Service component is currently not supported. If you have configured the
SAP Business One Microsoft 365 integration feature, when the Job Service is down, the functionality of
the integration feature cannot be guaranteed.

* Please make sure that the date and time are the same on all servers. If the date and time are not
synchronized across all machines, errors will occur during authentication.

To install SAP Business One Cloud version 1.1 PL19 or higher for high availability, for which the SAP Business
One version is 10.0 FP 2208 or later, follow the procedures in this chapter.

Installing SLD on Primary Server [page 6]

Installing SLD on Secondary Server [page 23]

Configuring a Virtual IP Address for SLD [page 39]
Installing License Manager on Primary Server [page 50]
Installing License Manager on Secondary Server [page 65]

I N

Configuring a Highly Available Web Client [page 81]

2.1 Installing SLD on Primary Server

If your SAP Business One Cloud runs on the Windows OS, see Installing Primary SLD and Cloud Control Center
on Windows Server [page 7].

If your SAP Business One Cloud runs on the Linux OS, see Installing Primary SLD and Cloud Control Center on
Linux Server [page 15].

Parent topic: Installing Version 1.1 PL 19 or Higher [page 5]

Next: Installing SLD on Secondary Server [page 23]
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2.1.1 Installing Primary SLD and Cloud Control Center on
Windows Server

Procedure

i Note

For statistics (SAP Business One usage frequency) used internally by SAP only, we use information
including system number and hardware key from your SAP Business One landscape.

1. Navigate to the root folder of the installation package, right-click the SLD_x64 . exe file, and choose Run as
administrator.

2. Inthe SAP Business One SLD Service — InstallShield Wizard window that appears, choose Next.

SAP Business One SLD Service - InstallShield Wizard x
Welcome to the InstallShield Wizard for SAP
Business One SLD Service

The IrstaltS hisdd Wizatd vl irstall SAP Business One SLD
Serice on pou computer, To continue, choope Nest,

ca] [ [

3. Inthe next window, read and confirm the compatibility information in SAP Note 1756002. Choose Next.

SAP Business One Cloud Components High Availability Guide
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SAP Business One SLD Service - InstallShield Wizard

Confirmatson of Softwace Compatibilty Infomation

EA1 confiem that | have read and urdesstood the infoermation in SAP Mote 1758002
Read SAP Note 1756002

<Back | | Comcel

4. Inthe Choose Destination Location window, specify the installation destination folder.

5. Inthe System Landscape Directory Database Backup window, specify where you want to back up your
database schema and data.

SAP Business One 5LD Service - InstallShield Wizard x

System Landscape Directory Databaze Backup
Specify the lolder and file 1o back up datsbase schema and data.

To stast upgrade, chooss Next,
(] Backup databace
Backup file location:

®) SOL Server local folder
|C:\Program Fies'\Microselt SOL Serves\MSSOL12 MSSQLSERVER,

() Network folder [example: \\server\sharediolder\file biak)

cBack | [ Netr | | Cancel

6. Inthe System Landscape Directory Service Configuration window, specify the following logon credentials.

* Domain Name — Enter the domain name.

User Name — Enter the user name for the domain account that has local administrative permissions
and is the sysadmin role on the database server.

* Password — Specify the password for the domain account.
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SAP Business One SLD Service - Install3hield Wizard
Syztem Landzcape Directory Service Configuration
Specily e domain admnistrative account to be used by the SLD sevice for
opetations that requee Actrve Deectory access.

The accound wil ba uzed as the sanica logon accourt for the System Landscaps Directony,
The user associsted with this account can log in to the Cloud Control Center as the cloud
opedalod,

Domain Hame:

|DDTA

cBack | Cancel

i Note

The domain administrative account you have defined to be used by the SLD service for operations

that require Active Directory access can be later changed in the Cloud Control Center (I System

Configuration » Account for AD Operations 3).

7. Inthe Specify SLD Hostname window, specify the hostname or IP address for the SLD under which the
instance will be registered. The current server FQDN name is displayed here by default. Choose Next.

SAP Business One SLD Service - InstallShield Wizard

Specify SLD hostname \
Speciy hostname o IP address for System Landscape Diectory

Specdy hostname of IP sddress for Syslam Landscape Diectory under wiech this instance val
be registened

Hostname: | Y]

e

=

8. Inthe Web Protocol window, select which web protocol you want the SLD to use for connections. Choose

Next.
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9.

- Recommendation

For security reasons, select Hypertext Transfer Protocol Secure (HTTPS). If you choose this option, a
certificate is required for authentication; enter a valid PKCS12 certificate store and the password. For
more information, see Installing Certificates in SAP Business One Cloud Administrator's Guide.

SAP Business One 5LD Service - InstallShield Wizard

Web Protocol \
Select a web probocol to wse. Choose Mext bo continue.

(7} Hypertest Transher Protocl [HTTR)
(@) Hypeitest Transier Pretocel Secue [HTTPS)

Specy a PKCS12 carificate store and cerificate password:

Ceitficate Stoee: |

Browse.

Cettficate Passwoid | #0800008

oo | [hen> ] | Cen

*

In the Cloud Control Center Site Configuration window, specify the site name, IP address, and TCP/IP port
of the Cloud Control Center. To use the default values, select the corresponding checkboxes.

The default port depends on the Web protocol; it is either 80 or 443.

i Note

Don't use the default port number 443 for the Cloud Control Center. Use a different port number, for

example, 8443.

SAP Business One SLD Service - InstaliShield Wizard »
Cloud Control Center Site Configuration !

Specily a ste narme, IP address, and TCPAP port for the Cloud
Control Center.

[ Defauit web apphcaton as ROOT

Site Name:

7 Detautt binding to all IP addresses assigned to this machine

IP Address:

[ Use defaub port (30/443)
Poit: 443

k| (o] [ G

10. In the SLD installation mode window, choose Admin Node in the High Availability Mode Options section.

10

Choose Next.
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SAP Business One 5LD Service - InstallShield Wizard
SLD inztallation mode

Install the SLD in either standalore of in high availabbty mode az admin or worker node.

() Standalone Mode
High A-vailabaity Mode Options
(®) Adenin Node

() Worker Node [needs akieady installed Admin Mode)

< Back Meut » Cancel

11. In the next window, perform the following:

Specify the database type (Microsoft SQL database or SAP HANA database) and information for the
database on which you want the SLD to store data.

* If you use SAP Business One, choose MSSQL and specify the following fields:
* Database Server — Enter the database server name.
* Database Name — Enter the database name.

i Note

If the SLD database name that you specified already exists, you must confirm that you want to
use the database.

¢ If you use SAP Business One, version for SAP HANA, choose HANA and specify the following fields:
* Database Server — Enter the database server name.

i Note

If you are deploying SAP HANA database high availability, in the Database Server field, enter a
virtual IP address.

* Instance — Enter the database instance name.
* Tenant Name — Enter the container name.
* Database Name — Enter the database name.

i Note

For more information about installing SAP HANA 2.0, see Installing SAP HANA 2.0 in
Cloud Environments to Enable Multiple Database Containers in SAP Business One Cloud
Administrator's Guide.

SAP Business One Cloud Components High Availability Guide
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- Recommendation

We recommend that you do not use the SYSTEM user account. Instead, use the database user account
that you created as a substitute for the SYSTEM user. For more information, see Database Privileges for
Installing, Upgrading and Using SAP Business One Cloud in SAP Business One Cloud Administrator's
Guide.

SAP Business One SLD Service - InstallShield Wizard

Specily the databate nfoimation and authentication made lor

Systern Landscape Directosy connactvily.
Databaze Typa: (@) MSS0L () HANA
Database Server | |
Inslance; Tenant Hame
D atabase Mame: [ ]
Server Authenbcaton
{Cwindowes Authentication
(@) D atabaze Server Authentication using the following credentiale
Logn ID: | 53 |
Password [ sesneneeee ]
< Back Mext » Canced

12. In the Server Authentication area, select an authentication mode.

i Note

For SAP HANA Server, you need to use the Database Server Authentication option, because the
Windows Authentication option is not supported.

13. In the next screen for the SAP Business One Cloud authentication service, specify the database schema
and port number to be used for the authentication service.

The authentication service is a new component of the System Landscape Directory (SLD). For more
information, see Authentication Service Security Events in SAP Business One Cloud Administrator's Guide.

1. Inthe Schema Configuration area, choose the Create a new schema radio button to create a new
database schema for the authentication service.

2. Inthe Socket port bindings area, specify a port number to be used for the authentication service.
The ports will be used when signing into SAP Business One for service units with SAP Business One
10.0 FP 2208 and higher.

1. Port (HTTPS) — The default port number is 463. The default port number equals the SLD port
number plus 20. For example, if the SLD port number is 8443, the authentication port number is
8463.

2. Management Port (HTTP) — The default port is 464. The default management port equals the
authentication port number plus 1. For example, if the authentication port number is 8463, the
default management port number is 8464.

SAP Business One Cloud Components High Availability Guide
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i Note

Check your firewall settings and make sure that the port (HTTPS) and management port (HTTP)
are both accessible over the network.

InstaliShield Wizard

SAP Business One Cloud Authentication Sesvice: Specily
schema and ports bo use wath senice

Schema conhiguration
(®) Create & new schema |B1AS |

(7} Connect bo the existing schema

Siocket part bindngs

L

Management Port [HTTF] will be HTTPS +1. IFHTTFS iz 463, HTTF wall be 464

These ports will be used when ssgning into SAP Busmess One for servace units with
SAP Business One 10,0 FP 2208 and highes,

Check yous frewall settings and make sure that the port [HTTPS) and managenent
post [HT TP are both accessble aver the netwark.

< Back Ml = Cancel

14. In the Cloud Control Center Default Account Configuration window, enter the user name of the domain
account you want to use as the default account for accessing the Cloud Control Center.

SAP Business One SLD Service - InstallShield Wizard o
Cloud Contiol Center Defaull Account Configuation

Specily a uses 1o access the Clowd Control Center.
Specified user must be a member of B1CLOUD doman.

Uszer: |-

% Back Mest > Cancel

15. In the Ready to Install Components window, do the following:

* Toinstall the selected components, choose Install.
* To change the settings, choose Back to return to the previous steps.

SAP Business One Cloud Components High Availability Guide
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16.

SAP Business One SLD Service - InstallShield Wizard

Ready to Inztall Components
The wazard is ready to begen nstalation.

Choose Nest to begin the inallation. [f pou want to review of changs any setlings, chodse
Back. Choose Cancel bo esst the wizad.

Imvstalation Setiings:

T e

In the Complete window, choose Finish.

SAP Business One SLD Service - InstallShield Wizard

InstallShield Wizard Complete

The Iret sl hield Wizand has successiully nstaled SAF
Busress Oree SLD Service. Choose Finesh bo el the wazard

T T

- Recommendation

After completing the installation process, back up the keytools.dat and SLD.KEYSTORE files located

in <INSTALL DIRECTORY>\apache-tomcat-6.0.35\work\Catalina\localhost\sld\WEB-
INF\classes\META-INF\.

SAP provides you with a useful command utility for updating the KEYSTORE of tomcat. After the
completion of the installation process, the utility is installed under tomcat\bin. To update the https
certificate in tomcat\conf\server.xml, run the command:

updateKeystore.bat pkl2keystore pkl2keypass.

SAP Business One Cloud Components High Availability Guide

PUBLIC Installing Version 1.1 PL 19 or Higher



Results

After the installation, you can find the SAP Business One Cloud Authentication Service under Services on your
Windows machine.

2.1.2 Installing Primary SLD and Cloud Control Center on
Linux Server

Prerequisites

If you install the SLD service on a Linux machine, you can only create SAP HANA-based service units; Microsoft
SQL-based service units are not supported.

For statistics (SAP Business One usage frequency) used internally by SAP only, we use information including
system number and hardware key from your SAP Business One landscape.

Procedure

1. Logontothe Linux server as root.

2. Inacommand line terminal, navigate to the directory ../Linux where the install utility is located.

Start the installer by entering the following command:

.linstall
The installation process begins.

i Note

If you receive the error message: “Permission denied’, you must set execution permission on the
installer utility to make it executable. To do so, run the following command: chnod +x instal | .

3. Inthe Welcome window of the setup wizard, choose Next.

SAP Business One Cloud Components High Availability Guide
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SAP Business One Cloud Setup Wizard x

Setup Wizard

Welcome to the setup wizard fior SAP Business One Cloud components
Please seledt your setup type

& Installation and Upgrade
Install new compaonents and upgrade existing compaonents on this machine

Cancel Hext

4. Inthe Specify Installation Folder window, specify a folder in which you want to install the Cloud components
and choose Next.

SAP Business One Cloud Setup Wizard ®
Specify Installation Folder
Specify a folder where you want to install SAP Buginess One Cloud
!fﬁ'sffsap}ﬂFﬂ;uslnessamﬁndd |
i_nnmu Daefault Folder 1! Browse...
'|_E'm'"_' | Previous | | Next |

5. Inthe Select Features window, select the System Landscape Directory Cloud checkbox. Make sure that the
SLD Agent (OnDemand) checkbox is deselected. Choose Next.

SAP Business One Cloud Components High Availability Guide
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SAP Business One Cloud Setup Wizard *

Select Features

Component Hame Installed Yersion New Yersion | Action
v System Landscape Directory Cloud | ey | inztall
LI SLD Agent (OnDemand) l -

Description
System Landscape Directory (SLD) is the central source of system landscape information. it is required for user
authentication and landscape management

Cancel | Previous || Hext |

6. Inthe next window, read and confirm the compatibility information in SAP Note 1756002. Choose Next.

7. Inthe Network Address window, select an IP address or use the hostname as the network address for the
selected components.

SAP Business One Cloud Setup Wizard x

Metwork Address

This computer is represented esther by an IP address or a hostname. Choose the option which suits you best

@ |P Address

i >

) Hostname

Cancel | Frewious [ Mext I

8. Inthe Web Protocol window, select which web protocol you want the SLD to use for connections.

- Recommendation

For security reasons, select Hypertext Transfer Protocol Secure (HTTPS). If you choose this option, a
certificate is required for authentication; enter a valid PKCS12 certificate store and the password. For
more information, see Installing Certificates in SAP Business One Cloud Administrator's Guide.

SAP Business One Cloud Components High Availability Guide
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9.

SAP Business One Cloud Setup Wizard

x

Web Protocol

Select a Web protocol for Systemn Landscape Directon(SL0) installation

(2 Hypertext Transfer Protocol (HT TF)
(® Hyperext Transfer Protocol Secure (HT TPS)

PKCS512 Certificate
Cantificate Store File

Cenificate Password

i Cancel .

i Prll.lnu:

Mext

In the Service Port window, specify a port number, and choose Next.

The default port depends on the Web protocol; it is either 80 or 443.

i Note

Don't use the default port number 443 for the Cloud Control Center. Use a different port number, for

example, 8443.

SAP Business One Cloud Setup Wizard

x

Service Port

Specily a port number which will be used by the services to be installed
Port Number | Restore Default Port
Cancel

Privious

10. In the Authentication Service Ports window, specify port numbers to be used for the SAP Business One

18

Cloud authentication service.

The authentication service is a new component of the System Landscape Directory (SLD). For more
information, see Authentication Service Security Events in SAP Business One Cloud Administrator's Guide.
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The ports will be used when signing into SAP Business One for service units with SAP Business One 10.0
FP 2208 and higher.

1.

Port (HTTPS) — The default port number is 463. The default port number equals the SLD port number
plus 20. For example, if the SLD port number is 8443, the authentication port number is 8463.
Management Port (HTTP) — The default port is 464. The default management port equals the
authentication port number plus 1. For example, if the authentication port number is 8463, the default
management port number is 8464.

i Note

Check your firewall settings and make sure that the port (HTTPS) and management port (HTTP) are
both accessible over the network.

SAP Business One Cloud Setup Wizard x

Authentication Service Ports

Specify port numbers which will be used by the SAP Business Gne Authentication Service

Thesge poris wall be used when signing in to SAP Business Onefor service units with SAP Business One 10.0 FP 2208 and
higher Check your firewall settings and make sure that the port (HT TPS) and management port (HT TF) are both accessible over
The netwiork

Socket Port Bindings

Port (HTTPS) 463 |  Reset |
Managerment Port (HTTF)
Cancel | [ Previous I Mext |

11. In the SLD Hostname window, specify the hostname or IP address for the SLD under which this instance
will be registered.

SAP Business One Cloud Components High Availability Guide
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SAP Business One Cloud Setup Wizard x
SLD Hostname
Epecify hostname or IP address for SLD under which this instance will be registered
Hostname
Cancel Priviaus Mixt

12. In the Cloud Control Center Operator window, specify the following logon credentials:

20

* Fully-Qualified Domain Name — The fully-qualified domain name must be the full name in upper case.
* Domain Controller — Enter the domain controller IP address.

* OQOperator/User Name — Enter the user name for the domain account you want to use as the default
account for accessing the Cloud Control Center. This account should have local administrative
permissions. The domain user name is case-sensitive.

* Password — Specify the password for the domain account.

i Note

* Make sure that the UTC time on your Linux server is the same as that on your Windows domain
controller; otherwise, you cannot proceed with the installation.

* Make sure that you have registered a service principal name (SPN) for this domain user. For more

information on registering a SPN, see the SAP Business One Administrator's Guide, version for SAP
HANA on SAP Help Portal.

Select the checkbox to indicate that you have included the Linux machine in the specified Windows
domain, and then choose Next.
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SAP Business One Cloud Setup Wizard ]

Cloud Control Center Operator

Specify the domain administrative account to be used by the SLD service for operations that require Active Directory access
The user associated with this account can log into the Cloud Control Center as the doud operator

Fully-Qualified Domain Name
Domain Controller

Operafor / User Name

Pagsword

| Veonfirm this Linux machine is inchuded in the specified Windows Domain, see SAP Note 2592042

i Cancel . i Pravious . Next

13. In the Database Server Connection window, specify the information for the database on which you want the
SLD to store data.

i Note

If you are using SAP HANA, enter the container name in the Tenant Database field.

- Recommendation

We recommend that you do not use the SYSTEM user account. Instead, use the database user account
that you created as a substitute for the SYSTEM user. For more information, see Database Privileges for
Installing, Upgrading and Using SAP Business One Cloud in SAP Business One Cloud Administrator's
Guide.

SAP Business One Cloud Setup Wizard x

Database Server Connection

Specify the database information

Connection
SAP HANA Server | Instance Number (o

Tenant Database

Credentials
User Mame

Password @0 [reee

The specified databage user requires privileges according to the Administrator's Guide

Cancel | Pravious | Hext
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14. In the Service Databases window, create a new database schema for the SAP Business One Cloud
authentication service. Alternatively, specify a connection to an existing authentication service schema.

SAP Business One Cloud Setup Wizard *

Service Databases

Specify a new database or connection to the existing SAP Business One Authentication Service schema

& Create a new schema
[B1as

. Connett tothe existing schema

.H“.t.

; C-ll'l:l.l. I | ; Previous I |

15. In the System Landscape Directory Schema window, create a new database schema for the System
Landscape Directory or specify a connection to an existing schema.

SAP Business One Cloud Setup Wizard ]

System Landscape Directory Schema

Spexify & new schema of connedtion 10 the existing System Landscape Directory (SLD) schema

& Create a new schema
[ DDATACD

! Connect tothe existing schema

Previous | _ Mext

i Cancel

16. In the Review Settings window, review your settings carefully before proceeding to execute the installation.
If you need to change your settings, choose Previous to return to relevant windows; otherwise, choose Start

to start the installation.
17. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:
1. If all the selected components were installed successfully, choose Next to finish the installation.

SAP Business One Cloud Components High Availability Guide

22 PUBLIC Installing Version 1.1 PL 19 or Higher



2. If one or more components failed to be installed, choose Roll Back to restore the system. After the
rollback progress is complete, in the Rollback Progress window, choose Next to finish the installation.

18. In the Setup Process Completed window, review the installation results showing which components were
successfully installed and which were not.

19. Choose Finish to exit the wizard.

Results

After the installation is complete, you can find the SAP Business One Cloud Authentication Service

under Services registered on your Linux server as sapblod-authentication.service. To restart the
authentication service, use the command systemctl restart sapblod-authentication.service.
To check the status of the authentication service, use the command systemctl status sapblod-
authentication.service.

2.2 Installing SLD on Secondary Server

If your SAP Business One Cloud runs on the Windows OS, see Installing Secondary SLD and Cloud Control
Center on Windows Server [page 23].

If your SAP Business One Cloud runs on the Linux OS, see Installing Secondary SLD and Cloud Control Center
on Linux Server [page 32].

Parent topic: Installing Version 1.1 PL 19 or Higher [page 5]
Previous: Installing SLD on Primary Server [page 6]

Next: Configuring a Virtual IP Address for SLD [page 39]

2.2.1 Installing Secondary SLD and Cloud Control Center on
Windows Server

Procedure

For statistics (SAP Business One usage frequency) used internally by SAP only, we use information including
system number and hardware key from your SAP Business One landscape.

1. Navigate to the root folder of the installation package, right-click the SLD_x64 . exe file, and choose Run as
administrator.
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2. Inthe SAP Business One SLD Service — InstallShield Wizard window that appears, choose Next.

SAP Business One SLD Service - InstallShield Wizard x*
Welcome to the InstallShield Wizard for SAP
Businezs One SLD Service

The InstaltShield Wizstd wil install SAP Busness One SLD
Service on you computer, To continue, choose Nest,

| eBxck | B

3. Inthe next window, read and confirm the compatibility information in SAP Note 1756002. Choose Next.

SAP Business One SLD Service - InstallShield Wizard o

Confirmation of Softwases Compatibibty Infomation

FA11 confiem that | have read and undesstood the information in SAP Note 1758002
Read SAP Note 1756002

¢Back | Mest> | | Cancel

4. Inthe Choose Destination Location window, specify the installation destination folder.

5. Inthe System Landscape Directory Database Backup window, specify where you want to back up your
database schema and data.
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SAP Business One SLD Service - InstaliShield Wizard

System Landscape Directory Databaze Backup

Specify the folder and file 1o back up datsbase schema and data
To start upgade, choose Nexd,

£ Backup databace

Backup file location:

@) SOL Server local folder
|C:\Program Files'Microsolt SOL Server\MS50L12MSSOLSERVER

() Metwork. folder [sxample: \iserver\sharedfolderfile bak)

cBack | [ Nemr | | Cancal

6. Inthe System Landscape Directory Service Configuration window, specify the following logon credentials.

* Domain Name — Enter the domain name.

® User Name — Enter the user name for the domain account that has local administrative permissions
and is the sysadmin role on the database server.

® Password — Specify the password for the domain account.

SAP Business One 5LD Service - InstallShield Wizard
Syztem Landscape Dwectory Service Configuration
Specily e domain admnistrative account to be used by the SLD sevice for
opetations that requee Actrve Deectory access.

The account wil be used as the sanace logon accourt for the System Landscaps Directony,
The user associsbed with this sccount can log in to the Cloud Control Center as the cloud
opedalod,

Domain Mame:
|0DTA |

User Mame:

[lodsind |
Pazsword:

 sesesses |

cBack | Concel

i Note

The domain administrative account you have defined to be used by the SLD service for operations
that require Active Directory access can be later changed in the Cloud Control Center (| System

Configuration » Account for AD Operations ).
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7. Inthe Specify SLD Hostname window, specify the hostname or IP address for the SLD under which the
instance will be registered. The current server FQDN name is displayed here by default. Choose Next.

SAP Business One SL0 Service - InstaliShield Wizard
Specify SLD hostname
Specdy hostname o IP address for System Landscape Drectory

Specay haatnane of IP sddress for Syalam Landscape Diectoy undst whach this instance val
be registened

Hostname: | NNEERATY] |

oo | (o] [ o

8. Inthe Web Protocol window, select which web protocol you want the SLD to use for connections. Choose
Next.

- Recommendation

For security reasons, select Hypertext Transfer Protocol Secure (HTTPS). If you choose this option, a
certificate is required for authentication; enter a valid PKCS12 certificate store and the password. For
more information, see Installing Certificates in SAP Business One Cloud Administrator's Guide.

SAP Business One SLD Service - InstallShield Wizard
Web Protocol
Select & web protocol to use. Choose Mext bo conlinue.

() Hypertest Transfer Protocol (HTTF
(®) Hypestex! Transler Pretocel Secue [HTTPS)

Specdy a PECS12 carlificale store and certificate password:
Certiicate Stoee: |

Browse...

Cetiicate Password | @008eeee |

oo | o> ] [ oo

9. Inthe Cloud Control Center Site Configuration window, specify the site name, IP address, and TCP/IP port
of the Cloud Control Center. To use the default values, select the corresponding checkboxes.
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The default port depends on the Web protocol; it is either 80 or 443.

i Note

Don't use the default port number 443 for the Cloud Control Center. Use a different port number, for
example, 8443.

SAP Business One SLD Service - InstaliShield Wizard
Cloud Control Center Site Configuration

Specify & ste name, IP address, and TCPAP port for the Cloud
Control Center.

A Default web apphcation as ROOT

Site Name:

A Defautt binding 1o all IP addresses assigned to this machine
IP Address:

[ Use defaul port [80/443)

Port: 443

« Back Mt Cancal

10. In the SLD installation mode window, choose Worker Node in the High Availability Mode Options section.

SAP Business Une 3L0 Service - Installhield Wizard =
SLD installation mode \

Inztall the SLD in either standalors of in high availabibty mode a2 admin o weeker nods.

() Standalone Mode
High Availsbdity Made Dpbiors
() ddenins Node

(®) Worker Node [needs akieady installed Admin Node)

< Back Mext » Cancel

11. In the next window, specify the database type (Microsoft SQL database or SAP HANA database) and
information of the same database that you use for the primary SLD.

* If you use SAP Business One, choose MSSQL and specify the following fields:
* Database Server — Enter the same database server name of your primary SLD.
* Database Name — Enter the same database name of your primary SLD.

i Note

If the SLD database name that you specified already exists, you must confirm that you want to
use the database.
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If you use SAP Business One, version for SAP HANA, choose HANA and specify the following fields:

Database Server — Enter the same database server name of your primary SLD.

i Note

If you are deploying SAP HANA database high availability, in the Database Server field, enter a

virtual IP address.

Instance — Enter the same database instance name of your primary SLD.
Tenant Name — Enter the same container name of your primary SLD.
Database Name — Enter the same database name of your primary SLD.

i Note

For more information about installing SAP HANA 2.0, see Installing SAP HANA 2.0 in
Cloud Environments to Enable Multiple Database Containers in SAP Business One Cloud

Administrator's Guide.

SAP Business One 3LD Service - InstaliShield Wizard

Speciy the datsbasce rfoimation snd authentication mode for
System Landscape Directony connectmily,

Databaze Type: (@) MSSOL (T HANA

Database Server |

Inslarce: Tenart N ame

Database Namec |
Server Suthenbcation
O Windows Autheniication
(® Databse Server Autherkication using the folowing credertials
LogniD: ~ [sa |

Password [ [ — ]

< Back Ml =

Cancel

12. In the Server Authentication area, select an authentication mode.

i Note

For SAP HANA Server, you need to use the Database Server Authentication option, because the

Windows Authentication option is not supported.

13. In the next screen for the SAP Business One Cloud authentication service, specify the database schema

and port number to be used for the authentication service.

The authentication service is a new component of the System Landscape Directory (SLD). For more
information, see Authentication Service Security Events in SAP Business One Cloud Administrator's Guide.

1. Inthe Schema Configuration area, choose Connect to the existing schema and select the database
schema that you use for your primary authentication service from the dropdown list.

2. Inthe Socket port bindings area, specify a port number to be used for the authentication service.
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The ports will be used when signing into SAP Business One for service units with SAP Business One
10.0 FP 2208 and higher.

1. Port (HTTPS) — The default port number is 463. The default port number equals the SLD port
number plus 20. For example, if the SLD port number is 8443, the authentication port number is
8463.

2. Management Port (HTTP) — The default port is 464. The default management port equals the
authentication port number plus 1. For example, if the authentication port number is 8463, the
default management port number is 8464.

i Note

Check your firewall settings and make sure that the port (HTTPS) and management port (HTTP)
are both accessible over the network.

Instalishield Wizard b4

SAF Buginess Dre Cloud Authentication Service: Spacify

schema and poits bo uze with serace

Schema configueation

(C) Cieate 4 new schema B1AS

(@) Connect to the exsting schema  B1AS v
Secket port bindings

Poct HTTPS) 100 RESET

Managerment Porl [HTTP] wall be HTTPS +1. IEHTTPS iz 463, HT TP wall be 464

These poits will be used when signing into SAP Business One lor serace units with
LAP Buginess One 10.0 FF 2208 and higher,

Check pour firewall seltings and make sure thal the port HTTPS) and managerment
poit [HTTP) are both accassible over the network.

<Back | [ Mew» ][ cancel

14. In the Cloud Control Center Default Account Configuration window, enter the user name of the domain
account you want to use as the default account for accessing the Cloud Control Center.
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SAP Business One SLD Service - InstallShield Wizard
Cloud Contiol Center Default Account Configuration

Specily a user to access the Cloud Control Center.
Specified uzer must be a member of BICLOUD domar.

User: [-

<Bock | [ Wews ][ concel

15. In the Ready to Install Components window, do the following:

To install the selected components, choose Install.

To change the settings, choose Back to return to the previous steps.

SAP Business One SLD Service - InstallShield Wizard

Ready to Inztall Components \
The wizard is ready to begen nstalation.

Choote Nest to begin the intallation. |f pou want bo review of change ary sellings, choose
Back. Choose Cancel bo et the wizasd.

Imvstalation Setiings:

=

<Back | [ New> Cancel

16. In the Complete window, choose Finish.
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SAP Business One SLD Service - InstaliShield Wizard
InztallShield Wizard Complete

The lret sl hield Wizand has successfully nataled SAP
Busress Oree SLD Service. Choose Finesh bo el the wazard

<Back | | Frsh | | Cancel

- Recommendation

After completing the installation process, back up the keytools.dat and SLD.KEYSTORE files located
in <INSTALL DIRECTORY>\apache-tomcat-6.0.35\work\Catalina\localhost\sld\WEB-
INF\classes\META-INF\.

SAP provides you with a useful command utility for updating the KEYSTORE of tomcat. After the
completion of the installation process, the utility is installed under tomcat\bin. To update the https
certificate in tomcat\conf\server.xml, run the command:

updateKeystore.bat pkl2keystore pkl2keypass.

Results

After the installation, you can find the SAP Business One Cloud Authentication Service under Services on your
Windows machine.
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2.2.2 Installing Secondary SLD and Cloud Control Center on
Linux Server

Prerequisites

If you install the SLD service on a Linux machine, you can only create SAP HANA-based service units; Microsoft
SQL-based service units are not supported.

For statistics (SAP Business One usage frequency) used internally by SAP only, we use information including
system number and hardware key from your SAP Business One landscape.

Procedure

1. Logon to the Linux server as root.

2. Inacommand line terminal, navigate to the directory ../Linux where the install utility is located.

Start the installer by entering the following command:

.linstall
The installation process begins.

i Note

If you receive the error message: “Permission denied’, you must set execution permission on the
installer utility to make it executable. To do so, run the following command: chnod +x install.

3. Inthe Welcome window of the setup wizard, choose Next.

SAP Business One Cloud Setup Wizard x

H Welcome to the setup wizard fior SAP Business One Cloud components

Please seledt your setup type

Setup Wizard

@ Installation and Upgrade
Install new components and upgrade existing components on this machine

| cancel | [ Next |
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4. Inthe Specify Installation Folder window, specify a folder in which you want to install the Cloud components
and choose Next.

SAP Business One Cloud Setup Wizard ®
Specify Installation Folder
Specify & folder where you want to install SAF Buginess One Cloud
Vust/sap/SAPRusinessOneCloud
| Restore Default Folder || srowse.. |
Cancel | Previous | | Next |

5. Inthe Select Features window, select the System Landscape Directory Cloud checkbox. Make sure that the
SLD Agent (OnDemand) checkbox is deselected. Choose Next.

SAP Business One Cloud Setup Wizard *

Select Features

Component Hame Installed Version New Yersion | Action
|¥| System Landscape Directory Cloud | e | Install
L. SLD Agant (OnDemand) : ;

Description
System Landscapa Directory (SLD) is the central source of system landscape information. It is required for user
authentication and landscape management

Cancel Previous | | Hext
6. Inthe next window, read and confirm the compatibility information in SAP Note 1756002. Choose Next.

7. Inthe Network Address window, select an IP address or use the hostname as the network address for the
selected components.
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8.

9.

34

SAP Business One Cloud Setup Wizard

4

MNetwork Address

) |P Address

| >

) Hostname

This computer is represented ether by an IF address or a hostname: Choose the option which suits you best

. Cancel | i Previous

[ Net ]

In the Web Protocol window, select which web protocol you want the SLD to use for connections.

- Recommendation

For security reasons, select Hypertext Transfer Protocol Secure (HTTPS). If you choose this option, a
certificate is required for authentication; enter a valid PKCS12 certificate store and the password. For
more information, see Installing Certificates in SAP Business One Cloud Administrator's Guide.

SAP Business One Cloud Setup Wizard

x

Web Protocol

Select a Web protocol for Systemn Landscape Directon{500) installation

(=) Wyperext Transfer Protocol (HT TF)
® Hypenext Transfer Protocol Secure (HTTPS)
PKCS512 Certificate

Cefificate Store File [ | |

Cenificate Password |

. C.I:I'Itl.l . i I;-'rll.luul

Hext

In the Service Port window, specify a port number, and choose Next.

The default port depends on the Web protocol; it is either 80 or 443.
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i Note

Don't use the default port number 443 for the Cloud Control Center. Use a different port number, for
example, 8443.

SAP Business One Cloud Setup Wizard x

Service Port

Specify a pol number which will be used by the services 1o be installed
Port Nurmber | Restore Default Port
Cancel Previous Hext

10. In the Authentication Service Ports window, specify port numbers to be used for the SAP Business One
Cloud authentication service.

The authentication service is a new component of the System Landscape Directory (SLD). For more
information, see Authentication Service Security Events in SAP Business One Cloud Administrator's Guide.

The ports will be used when signing into SAP Business One for service units with SAP Business One 10.0
FP 2208 and higher.
1. Port (HTTPS) — The default port number is 463. The default port number equals the SLD port number
plus 20. For example, if the SLD port number is 8443, the authentication port number is 8463.
2. Management Port (HTTP) — The default port is 464. The default management port equals the
authentication port number plus 1. For example, if the authentication port number is 8463, the default
management port number is 8464.

i Note

Check your firewall settings and make sure that the port (HTTPS) and management port (HTTP) are
both accessible over the network.
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SAP Business One Cloud Setup Wizard x

Authentication Service Ports

Specify port numbers which will be used by the SAP Business One Authentication Service
Thasge pors wall be used when signing in to SAP Business Onefor service units with SAP Business One 10.0 FP 2208 and

higher Check your firewall settings and make sure that the port (HT TPS) and management pon (HT TF) are both accessible over
the network

Socket Port Bindings

Port (HTTPS) 463 | Reset |

Management Port (HTTF)

L Cancel : . Previous | MNext |

11. In the SLD Hostname window, specify the hostname or IP address for the SLD under which this instance
will be registered.

SAP Business One Cloud Setup Wizard x

SLD Hostname

Specify hostname or IP addiress for SLD under which this instance will be registered

Hastname

Cancel Prewious i | Mext |

12. In the Cloud Control Center Operator window, specify the following logon credentials:

* Fully-Qualified Domain Name — The fully-qualified domain name must be the full name in upper case.
* Domain Controller — Enter the domain controller IP address.

* Operator/User Name — Enter the user name for the domain account you want to use as the default
account for accessing the Cloud Control Center. This account should have local administrative
permissions. The domain user name is case-sensitive.

® Password — Specify the password for the domain account.
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i Note

* Make sure that the UTC time on your Linux server is the same as that on your Windows domain
controller; otherwise, you cannot proceed with the installation.

* Make sure that you have registered a service principal name (SPN) for this domain user. For more
information on registering a SPN, see the SAP Business One Administrator's Guide, version for SAP
HANA on SAP Help Portal.

Select the checkbox to indicate that you have included the Linux machine in the specified Windows
domain, and then choose Next.

SAP Business One Cloud Setup Wizard ®

Cloud Control Center Operator

Specify the domain administrative account to be used by the SLD service for operations that require Active Directory access
The user associated with this account can log intothe Cloud Control Center as the doud operator

Fully-Qualified Domain Mame
Domain Controller
Operator / User Name

Pagaword

| Iconfirm this Linux machine is inchuded in the specified Windows Domain, see SAP Note 2592042

Cancel | Pravious Next

13. In the Database Server Connection window, enter the same database information of the database that you
use for the primary SLD.

i Note

If you are using SAP HANA, enter the container name in the Tenant Database field.

- Recommendation

We recommend that you do not use the SYSTEM user account. Instead, use the database user account
that you created as a substitute for the SYSTEM user. For more information, see Database Privileges for
Installing, Upgrading and Using SAP Business One Cloud in SAP Business One Cloud Administrator's
Guide.
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14.

15.

16.

17.

18.

19.

SAP Business One Cloud Setup Wizard »

Database Server Connection

Specify the database information

Connection
SAP HAMA Server Invstance Numbss oo

Tenant Database

Credentials

User Name

Password @0 [reee

The specified database user requires privileges according to the Administrator's Guide
1

Cancel Pravious Hext

In the Service Databases window, choose Connect to the existing schema and select the database schema
that you use for your primary authentication service from the dropdown list.

In the System Landscape Directory Schema window, choose Connect to the existing schema and select the
database schema that you use for your primary SLD from the dropdown list.

In the Review Settings window, review your settings carefully before proceeding to execute the installation.
If you need to change your settings, choose Previous to return to relevant windows; otherwise, choose Start
to start the installation.

In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:

1. If all the selected components were installed successfully, choose Next to finish the installation.

2. If one or more components failed to be installed, choose Roll Back to restore the system. After the

rollback progress is complete, in the Rollback Progress window, choose Next to finish the installation.

In the Setup Process Completed window, review the installation results showing which components were
successfully installed and which were not.

Choose Finish to exit the wizard.

Results

After the installation is complete, you can find the SAP Business One Cloud Authentication Service

under Services registered on your Linux server as sapblod-authentication.service. To restart the
authentication service, use the command systemctl restart sapblod-authentication.service.
To check the status of the authentication service, use the command systemctl status sapblod-
authentication.service.
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2.3 Configuring a Virtual IP Address for SLD

A Virtual IP (VIP) address is an address that is shared by both the primary and secondary nodes. If one node
fails, the VIP address is automatically reassigned to another node.

To enable the VIP address, you need to configure an nginx server and the primary and secondary SLD.

Configuring an nginx Reverse Proxy [page 39]

Configuring SAP Business One Cloud Authentication Service [page 41]
Configuring SLD [page 44]

Editing SLD and Authentication Service Addresses [page 49]

AW

Parent topic: Installing Version 1.1 PL 19 or Higher [page 5]
Previous: Installing SLD on Secondary Server [page 23]

Next: Installing License Manager on Primary Server [page 50]

2.3.1 Configuring an nginx Reverse Proxy
Prerequisites

* You have prepared at least one Linux server.

* You have predefined an internal domain name for the nginx server. Make sure that the domain name is
the same as the one you prepared for the SAP Business One Cloud environment setup. For example:
nginxserverhostname.mocca.com, and the domain name is bound to this Linux server.

* You have downloaded and unzipped the file HA_Conf_for_OD_PL19.zip to obtain the file SLD HA Nginx
Conf for OD PL19.zip.

Procedure
1. From http:/nginx.org/ # . download the nginx binary file according to your target operating system and
extract the binary file to a local folder.

- Recommendation

The recommended nginx version is 1.8.0 or higher.

2. Install nginx on the Linux server that you prepared.

For instructions on installing nginx on Linux, see http://nginx.org/en/docs/install.ntml # .
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«» Example

Below are examples of installing some of the nginx dependencies (PCRE 8.41, zlib 1.2.11 and OpenSSL
library 1.0.2k) and nginx 1.12.2 on Linux.

* Installing the PCRE library, which is required by the NGINX Core and Rewrite modules and which
provides support for regular expressions.

$ cd /home

$ wget ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/
pcre-8.41_tar.gz

$ tar -zxf pcre-8.41.tar.gz

$ cd pcre-8.41

$ ./configure

$ make

$ sudo make install

* Installing the zlib library, which is required by the NGINX Gzip module for header compression.

$ wget http://zlib.net/zlib-1.2.11.tar.gz
$ tar -zxf zlib-1.2.11.tar.gz

$ cd zlib-1.2.11

$ ./configure

$ make

$ sudo make install

* Unpacking the OpenSSL library, which is required by the NGINX SSL modules to support the
HTTPS protocol.

$ wget http://www.openssl.org/source/openssl-1.0.2k.tar.gz
$ tar -zxf openssl-1.0.2k._tar.gz

* Installing and configuring nginx.
1. Download the nginx source file.

2. Nginx provides source files for both stable and mainline versions. To download and unpack the
source file for the latest mainline version, type in the following commands:

$ wget http://nginx.org/download/nginx-1.12.2.tar.gz
$ tar zxf nginx-1.12.2.tar.gz
$ cd nginx-1.12.2

3. Configure the Build Options.

$./configure --with-http_ssl _module --with-http_realip_module
--with-http_addition_module --with-http_sub _module --with-
http_dav_module --with-http_flv_module --with-http_mp4 _module
--with-http_gunzip_module --with-http_gzip_static_module --with-
http_random_index_module --with-http_secure_link _module --with-
http_stub_status _module --with-http_auth_request _module --with-file-
aio --with-ipv6 --with-pcre=/home/pcre-8.41 --with-openssl=/home/
openssl-1.0.2k

$ make

$ sudo make install

i Note

* If you encounter any error when running the commands configure, make or make install,
please see the error log and use a search engine to find the solution. Most errors are caused by
missing dependencies, such as gcc, gcc-c++, texinfo, autoconf or automake.
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I * Make sure that OpenSSL is enabled with nginx.

3. Copy the SLD files to the nginx server.

On either one of the SLD servers, go to <SLDInstal lationFolder>\tomcat\webapps, and copy the
ccc.war file to the nginx server, and unzip all contents to <nginxInstal lationFolder>\html\ccc.

4. Prepare certificates:

1. Using the OpenSSL library, generate the server.cer and server .key files from your PKCS12
(-pFx) file, which is used to install the SLD.

2. Copy both files to the folder <nginxInstal lationFolder>/cert/ (by default, Zusr/local/
nginx /cert).
If the cert folder does not exist, create it manually.

5. Copy thefile SLD HA Nginx Conf for OD PL19.zip to the folder /<nginxInstallationFolder>/
conf (by default, Zusr/local/nginx/conf) and extract the content to the folder. Overwrite the existing
content, if any.

6. Inthe conf folder, open the file blc_sldCluster.conf and edit as below:

* Inthe upstream sldStatelessService section, enter the IP addresses and port numbers of all your
primary and secondary SLD.

* Inthe upstream sldAdminService section, enter the IP address and port number of your Primary SLD.

* Inthe upstream licenseService section, enter the IP addresses and port numbers of your primary and
secondary License Manager.

* Inthe upstream licenseControlCenter section, enter the IP address and port number of your primary
License Manager.

* Inthe upstream BIAS section, add the IP addresses and port numbers of all your primary and
secondary SAP Business One Cloud Authentication Service. The port numbers should be the same
as those in the authentication service window when you install the primary and secondary SLD.

* Inthe subsequent server section, enter the listening port number, for example, 8888.
For the server name, enter the domain name which is bound to the IP address of the nginx server.

7. Goto<nginx Installation Folder>/sbin (by default, Zusr/local/nginx/sbin) and start nginx.

Task overview: Configuring a Virtual IP Address for SLD [page 39]

Next task: Configuring SAP Business One Cloud Authentication Service [page 41]

2.3.2 Configuring SAP Business One Cloud Authentication
Service

Procedure

1. Onthe primary server, proceed as follows:
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¢ If your SAP Business One Cloud runs on Microsoft SQL Server, proceed as follows:
1. Run Windows PowerShell as an administrator and run the following commands with the IP address
of the currently running server:

=, Sample Code

cd "C:\Program Files\SAP\SAP Business One SLD
Service\authentication\tools"
-\authentication_ha_start.psl install <IP Address of Server>

2. Open the Services app in your computer, find and select SAP Business One Cloud

Authentication Service, right click to open the context menu, and then choose Start.
* If your SAP Business One Cloud runs on SAP HANA, proceed as follows:

1. Goto the directory Zusr/sap/SAPBusinessOneCloud/Common/keycloak/tools.

2. Use the following command with the IP address of the currently running server to run the script
authentication_ha_start.sh:
./authentication_ha_start.sh install <IP Address of Server>

3. Runthe command systemctl restart sapblod-authentication.service torestart SAP
Business One Cloud Authentication Service.

2. Repeat the above steps on the secondary server.

3. Check if the configuration is successful.

* If your SAP Business One Cloud runs on Microsoft SQL Server, proceed as follows:
1. Onthe server that you install Microsoft SQL Server, open SQL Server Management Studio.
2. Find the database instance that you use for the SLD. Find and expand the database schema that
you create for the Authentication Service.
The default schema name is B1AS.
3. Find the table JGROUPSPING in the Tables folder.
4. You can see two new records are generated in this table, one for the primary node, the other for the
secondary node.
* |f your SAP Business One Cloud runs on SAP HANA, proceed as follows:
1. Onthe server that you install SAP HANA, open SAP HANA Studio.
2. Find the database instance that you use for the SLD. Find and expand the schema that you created
for the Authentication Service.
The default schema name is B1AS.
3. Find the table JGROUPSPING in the Tables folder.
4. You can see that two new records are generated in this table, one for the primary node, the other
for the secondary node.
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Results

Now you can access the Authentication Service with the virtual web address: https://<Nginx
Server Domain Name>:<Listening Port Number of SLD>/auth. Inthis example, https://
nginxserverhostname.mocca.com:8888/auth.
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Task overview: Configuring a Virtual IP Address for SLD [page 39]

Previous task: Configuring an nginx Reverse Proxy [page 39]

Next task: Configuring SLD [page 44]
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2.3.3 Configuring SLD

Prerequisites

You have downloaded and unzipped the file HA_Conf_for_OD_PL19.zip to obtain the file Redis related
Jar._zip.

Context

Before you can enable high availability for the SLD, you need to store the SLD memory in one of the following
ways:

Using database persistence.

[tis a built-in solution.

Using Redis persistence.

Redis customers need to set up a working Redis instance.

By default, we suggest using DB persistence. For huge performance pressure, we suggest using Redis
persistence.

Procedure

44

For DB persistence:
1. Stop the SLD services on the primary and the secondary servers.
2. Navigate to the SLD installation folder and find a file from the primary and the secondary servers
respectively.
* On Windows, navigate to C:\Program Files\SAP\SAP Business One SLD
Service\tomcat\conf and find server.xml.
* On Linux, navigate to Zusr/sap/SAPBusinessOneCloud/SLD/conf and find sld.xml.
3. Editserver.xml or sld.xml as below:
Update <Manager pathname="""/> into <Manager
className=""com.sap.bl.sld.catalina.session. jdbc.DBPersistSessionManager""

password=" "' pathname=""" url=" " username=" "/>
You can find the values of password, url and username from the Resource node in server .xml or
sld.xml.

4. Start nginx and the SLD.
1. Goto<nginxlnstallationFolder>/sbin (bydefault, Zusr/local/nginx/sbin), and start
nginx.
2. Start the SLD services on the primary and secondary servers.
For Redis persistence:
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i Note

Please install Redis on a separate Linux server, and make sure Redis can be accessed remotely.

Here are the general steps for installing Redis:

1. Download redis-3.x.x.tar.gz, and unzip it to /home.

2. Execute the Make file.

3. Gototheredis-3.x.x/src folder, and then execute ../redis-server/redis.conf.

1. Stop the SLD services on the primary and secondary servers.

2. Copy the files commons-pool2-2.4.2.jar and jedis-2.8.0.jar inthe Redis related
Jar.zip folder to the following installation folder of both the primary SLD and the secondary SLD:

* On Windows, the default folder is C:\Program Files\SAP\SAP Business One SLD
Service\tomcat\lib.

* On Linux, the default folder is Zusr/sap/SAPBusinessOneCloud/SLD/tomcat/lib.
i Note

You can enter the following commands to give full permissions to the Redis files if your access is
denied:

Chrmod 777 - R comons-pool 2-2.4. 2. jar

Chnod 777 -R jedis-2.8.0.jar

3. Navigate to the installation folder of the primary SLD and the secondary SLD.
* On Windows, the default folder is C:\Program Files\SAP\SAP Business One SLD
Service\tomcat\conf.
* On Linux, the default folder is Zusr/sap/SAPBusinessOneCloud/SLD/cont.

4. Findthe file server.xml on Windows or the file sld.xml on Linux, and edit the file as below:
Update <Manager pathname="""/> into:

=, Sample Code

<Manager
className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager"
host=""${Redis Server IP}"
port="%${Redis Server port}"
database="0"
maxlInactivelnterval="60" />

i Note
The default port number for the Redis server is 6379.

5. Start nginx and the SLD.

1. Goto<nginxInstallationFolder>/sbin (by default, Zusr/local/nginx/sbin), and start
nginx.

2. Start the primary and secondary servers; and start the SLD respectively.
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Results

You can access the SLD with your user name (B1SiteUser) and password through the virtual web address:
https://<Fully Qualified Domain Name of Nginx Server>:<port number>.In our example,
https://nginxserverhostname.mocca.com:8888.

You should always use the SLD VIP address for installation of other SAP Business One Cloud components.

Task overview: Configuring a Virtual IP Address for SLD [page 39]
Previous task: Configuring SAP Business One Cloud Authentication Service [page 41]

Next task: Editing SLD and Authentication Service Addresses [page 49]

Optional: Configuring High Availability for nginx Server

Context

If you want to set up high availability for the nginx server, you should prepare a secondary nginx server and a
virtual hostname (for example, virtualhostname .mocca.com).

In such a case, do as follows:

Procedure

1. Install and configure a new nginx server on the secondary server.
2. Install Keepal ived on both the primary and secondary servers.
1. Download the source file from http://www.keepalived.org/download.html.
2. Copy keepalived-*_tar.gzto /home.
3. Open the Linux terminal and enter, for example, the following commands to install Keepal ived.
# tar -zxvf keepalived-*._tar.gz
# cd /home/keepalived-1.2.18

# ./configure --prefix=/usr/local/keepalived --disable-lvs
# make && make install

i Note

* Make sure that the Keepalived servers are connected to the same subnet.
* During the configuration of Keepalived, disable LVS.

* If you encounter the following error when running ./configure, proceed as follows:

configur
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* Ifyou are running SLES 11 SP4, install openssl-devel.
* Ifyou are running SLES 12 SP1, install 1ibopenssl-devel and libopenssl-devel-32bit.
* Otherwise, use a search engine to find the solutions.

* Make sure that Autoconf and Automake are up to date.
For more information about Autoconf and Automake, visit
http:/www.gnu.org/software/autoconf/autoconf.html # and http:/www.gnu.org/software/
automake/#downloading #* .

o Example
Below is an example of how to install Autoconf and Automake:

1. Installautoconf-2.69

-/configure
make&&make install

2. Installautomake-1.15

-/bootstrap.sh
-/configure
make&&make install

3. Copy nginx_check.sh (under SLD HA Nginx Conf for OP.zip)to ../usr/local/keepalived.

i Note

Make sure the execution permission has been assigned to this utility.

4. Copy the Keepalived configuration template keepalived.conf (under SLD HA Nginx Conf for
OP.zip)to etc/keepalived, and update keepal ived.conf.

5. Open nginx_check.sh and update the path, priority and virtual IP address.
You can see the screenshot below for reference.
i Note
Set the priority for the primary node to 100, and for the secondary node to 90.

The virtual IP address is bound to the virtual hostname.
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L ! Configuration File for kesespaliwved
i global defs {

3 IDuter_id L?S_DE?EL

vrrp script chk nginx service {

| #=cript "/Lop/127.0.0.1/8888"
L #script "killall -0 ngina"

t interval 3

3 weight -20

i fail 2

2 rise 1

R

I  #vrrp_sync_group VGL {
I group {

1 # VI 1

TO# }

L #

i wrrp instance VI 1 {
: state BACEUP
a interface ethl
3 virtual router id 51
priority 100
; Gdvert int L
3 E&R&&&i&&
1 authentication {
L auth type PASS
L auth pass 1111
3 ¥
i virtual ipaddress {
3 }
f track script {
chk nginx service

Edit the blc_sldCluster .conf file on both the primary and secondary nginx servers.
In the server section, add the listening port number and server name.

For the server name, enter the virtual domain name which is bound to the virtual IP address.
Start nginx and Keepalived on the primary node and the secondary node, respectively.

* The default file path for starting nginx: .../usr/local/nginx/sbin/nginx
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* The default file path for starting Keepalived: ../usr/local/keepalived/sbin/keepalived

i Note

You must start nginx before you start Keepalived due to the latter's reliance on nginx.

Results

Now you can access the SLD with this virtual address: https://virtualhostname.mocca.com:<Port
Number>.

You should always use the SLD virtual IP address for installation of other SAP Business One Cloud
components.

2.3.4 Editing SLD and Authentication Service Addresses

Procedure

1. Signinto the Cloud Control Center by visiting either one of the following web addresses, using the default

account that you specify for accessing the Cloud Control Center when you install the SLD:
* https://<IP Address of Primary SLD>:<Port Number of Primary SLD>
* https://<IP Address of Secondary SLD>:<Port Number of Secondary SLD>
2. Inthe Cloud Control Center, from the System Configuration menu, choose Global Settings.
3. Inthe Global Settings window, make the following changes in the Value column:
1. Choose the £ Edit icon for the Authentication Service Address and change the
existing URL to the SLD virtual web address: https://<Fully Qualified Domain
Name of Nginx Server>:<Listening Port Number>.In our example, https://
nginxserverhostname.mocca.com:8888.
Choose the & Save icon to save your changes.

2. Choose the Z Edit icon for the System Landscape Directory Address and change the
existing URL to the SLD virtual web address: https://<Fully Qualified Domain
Name of Nginx Server>:<Listening Port Number>.Inourexample, https://
nginxserverhostname.mocca.com:8888.

Choose the & Save icon to save your changes.

Task overview: Configuring a Virtual IP Address for SLD [page 39]

Previous task: Configuring SLD [page 44]
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2.4 Installing License Manager on Primary Server

If your SAP Business One Cloud is set up with SAP Business One, see Installing Primary License Manager on
Windows Server [page 50].

If your SAP Business One Cloud is set up with SAP Business One, version for SAP HANA, see Installing Primary
License Manager on Linux Server [page 58].

Parent topic: Installing Version 1.1 PL 19 or Higher [page 5]
Previous: Configuring a Virtual IP Address for SLD [page 39]

Next: Installing License Manager on Secondary Server [page 65]

2.4.1 Installing Primary License Manager on Windows Server

Prerequisites

You have installed the SLD Agent Service. For more information about installing the SLD Agent, see section 4.2.
Installing SLD Agent Service in SAP Business One Cloud Administrator's Guide.

Procedure

1. Onthe primary server, navigate to ..\Packages.x64\ComponentsWizard of the product package and
run the install .exe file.

The installation process begins.

2. Inthe Welcome page of the setup wizard, choose Next.
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3.

4.

I3 S4P Business One - %

Setup Wizard

Welcome to the setup wizard for SAP Business One components.
Please select your setup type:

@ Installation and Upgrade
Install new components and upgrade existing components on this machine.

Cance

In the Specify Installation Folder window, specify where you want to install License Manager and choose
Next.

n SAP Business One Components - - X
p

Specify Installation Folder

Specify a folder where you want to install SAP Business One server tools.

[c\Program Files\SAP |

Restore Default Folder || Browse... |

Provious | | New |

In the Select Features window, select License Manager. Ensure that the System Landscape Directory
checkbox is deselected. Choose Next.
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5.

6.

52

[3 SAP Business One Components - - *

Select Features

Compaonent Mame Installed Version New Version Action
= Server Tools -~
Service Manager Install

[[] Data Interface Server
= Landscape Management
[] system Landscape Directory
[] Extension Manager
License Manager Install
[ ] Mobile Service
[[] Job Service
[] Workflow
[ 1 81N Aoent
Description

License Manager manages various license requests.

1]

Cancel Previous | ‘ Next |

In the Network Address window, select the IP address, or use the hostname, of the license server and
choose Next. The hostname is automatically populated with the fully qualified domain name (FQDN).

IZ3 SAP Business One - X

Network Address

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

) IP Address

@ Hostname

I

provors_| [

In the Service Port window, specify a port number that is to be used by the license server for single
single-on (SSO) and choose Next. The default port number is 40000.
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IZ3 SAP Business One Components - ° - X

Service Port

Specify a port number which will be used by the senvices to be installed.

PortNumber  [40000 | | Restore Default Port

previous | | Next

7. Inthe Specify Security Certificate window, specify a security certificate and choose Next. You can

also choose to use a self-signed certificate. For information about obtaining a certificate, see the
Administrator's Guide for SAP Business One 10.0.

I3 AP Business One Components - o %

Specify Security Certificate

A secure connection via HTTPS encryption is required by some components, including Service Layer and Web Client.

Specify a certificate for authentication:
@ Use a self-signed certificate

) Specify a PKCS12 cedificate store and certificate password

Cancel

Previous | ‘ Next i

8. Inthe Landscape Server window, enter the VIP address and port number of the nginx server for the SLD.

Enter the site user ID and password for SAP Business One Cloud. Choose Next.
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i Note

For the site user ID and password, use credentials for a domain account that is a cloud operator with
local administrative privileges.

B SAP Business One - X

Landscape Server

Enter the existing SLD address and site user credentials to which local components will be connected or registered.

Before proceeding, make sure thatthe System Landscape Directory is running.

Landscape Server | | Port

Site User ID |

Password |sese |

W —

9. Inthe License Server Node Type window, select High Availability Primary Node and enter the virtual URL
that contains the virtual IP address and port number.

B SAP Business One - X

License Server Node Type

Select a node type for this new license server installation.
Install the license server as either a standalone or high availability node if you require multiple hosts for high availability.

) Standalone Node
® High Availability Primary Node
() High Availability Secondary Node

Virtual Address
URL

prowows_| [_wem

10. In the Add Allowlist to License Manager window, add the virtual IP address and all primary and secondary
server IP addresses of Cloud Control Center, System Landscape Directory, and License Manager, to an
allowlist to grant access to License Manager.
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I3 sAP Business One - X

Add Allowlist to License Manager

Add a list of allowed IP addresses that can access License Manager.

To add an IP address, enter the IP address in the textbox and then use the "+ button. After an IP address is added successfully, it
is displayed in the list below.

To delete an added IP address from the list, use the corresponding X" button.

| | + | Please add the following IP addresses:
- The virtual IP address
X |~ - All primary and secondary server IP addresses of Cloud Control Center
X - All primary and secondary server IP addresses of System Landscape Directory
X - All primary and secondary server IP addresses of License Manager

1

Cancel Previous | ‘ Hext

Alternatively, you can add the allowlist manually after the installation:

1. Download and edit the allowlist configuration file bl-license-manager.xml # . Add all the IP addresses
in the following format:

=, Sample Code

<AllowOrigin>Virtual 1P Address</AllowOrigin>

<AllowOrigin>Primary Server IP Address of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Primary Server IP Address of System Landscape Directory</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Primary Server IP Address of License Manager</AllowOrigin>
<AllowOrigin>Secondary Server IP Address 1 of License Manager</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of License Manager</
AllowOrigin>

2. Save the file to your primary License Manager server.
* If your SAP Business One Cloud is deployed on Microsoft SQL, the default target path is
C:\Program Files\SAP\SAP Business One ServerTools\License Service\conf.

* If your SAP Business One Cloud is deployed on SAP HANA, the default target path is Zopt/sap/
SAPBusinessOne/ServerTools/License/cont.

3. Restart License Manager on your primary server.

* If your SAP Business One Cloud is deployed on Microsoft SQL, restart SAP Business One Server
Tools Service (64-bit).
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¢ If your SAP Business One Cloud is deployed on SAP HANA, run Zetc/init.d/

sapblservertools restart.

11. In the Database Server Specification window, specify the following information and then choose Next:

Connection

* MS SQL Server: Enter the hostname or IP address of the server of the same Microsoft SQL database

that you use for the primary SLD.
* Trusted Connection: Select this checkbox.

Credentials

* User Name: Enter the same database user name that you use for the primary SLD.

* Password: Enter the password for the user name.

I3 sAP Business One Components -

- x

Database Server Specification

Specify the database information.

Connection
MS SQL Server |

Trusted Connection |

Credentials
User Name |

Password |oooool-n-ea..

Cancel

| Previous | | Next

12. In the System Landscape Directory Schema window, choose to connect to the existing database schema

that you use for the primary SLD.
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IZ3 SAP Business One - X

System Landscape Directory Schema

Specify a new schema or connection to the existing System Landscape Directory (SLD) schema.

() Create a new schema

® Connectto the existing schema

I =]

cancel Previous | | Next

13. In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to begin the installation.

[3 SAP Business One — x

Review Settings

Review your settings carefully before starting the setup process:

Parameter Value
Installation -
Installation Folder
Senice Port 40000
Metwork Address

Landscape Server
Protocol hitps
Server Addrass
Server Port |
Site Llser [ o

You can save current settings in a propery file for future use. save Settings
Caution: Passwords will also be saved in the property file.

T -

14. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:

If License Manager is installed successfully, choose Next to finish the installation.

* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.
15. In the Setup Process Completed window, review the installation.

16. Choose Finish to exit the wizard.
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2.4.2 Installing Primary License Manager on Linux Server

Prerequisites

See the Administrator's Guide for SAP Business One 10.0, version for SAP HANA.

Context

If you use a service unit with the SAP HANA database platform, you must install the License Manager on a
Linux machine.

Procedure

1. Logontothe primary server as root.

2. Navigate to the directory ../Packages . Linux/ServerComponents of the product folder, where the
install scriptis located.

Start the installer by entering the following command:
.linstall

The installation process begins.

i Note

If you receive the error message: “Permission denied’, you must set execution permission on the
installer utility to make it executable. To do so, run the following command:

chnmod +x install

3. Inthe Welcome page of the setup wizard, choose Next.
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4.

5.

6.

[E9 SAP Business One Server Components - - O s

Setup Wizard

Welcome to the setup wizard for SAF Business One server components
Flease select wour setup tpe:

i® Installation and Upgrade
Install newy components and upgrade existing components on this machine.

In the Specify Installation Folder window, specify where you want to install the License Manager and choose

Next.
[E3 S4P Business One Server Components | | = O X
Specify Installation Folder |
Specify a folder where you want to install SAP Business One server tools, version for SAP HANA.
|/usr/sap/SAPBusinessOne |
Restore Default Folder | | Browse...

AL [ T -

In the Select Features window, select License Manager. Ensure that System Landscape Directory is
deselected. Choose Next.

In the Network Address window, select the IP address of the primary server, or use the hostname.
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7.

IZ3 54P Business One

= X

Network Address

O IP Address

® Hostname

I

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

Cancel

Previous

J \ Next

In the Service Port window, specify a port number that is to be used by the license server for single
single-on (SSO) and choose Next.

The default port number is 40000. You can change the port number as needed. To discard your changes

and revert to the default port number, choose Restore Default Port.

[E3 s4P Business One - O X
Service Port
Specify a port number which will be used by the services to be installed.
Port Number (40000 | ‘ Restore Default Port
Previous | | Next

8. Inthe Specify Security Certificate window, specify a security certificate and choose Next.

You can also choose to use a self-signed certificate.

For information about obtaining a certificate, see the Administrator's Guide for SAP Business One 10.0.
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El SAP Business One Server Components - - (] X

Specify Security Certificate

A secure connection via HTTPS eneryplion is requited by some components, including System Landscape Directory (SLD), Service
Layer and Web Client.

Specify a certificate for authentication:
® Use a self-signed certificate

O Specify a PKCS12 certificate store and certificate password

| Prevews | [ Mew |
9. Inthe Landscape Server window, enter the following:
* Landscape Server: Enter the SLD virtual IP address.
® Port: Enter the nginx proxy port number.
(54 SAP Business One Server Components - - O x
Landscape Server
The following address will be used by all other camponents as LD address for component registration.
If wou are not going to use High Awailability mode or reverse proxy or wirtual address for 5LD wou can keep the default
walles.
You can update SLD address but, make sure sour netwaork routing will forward it to local machine, where 5LD is being
installed.
Landscape Server | Port | ]
pevous | [ ex

10. In the License Server Node Type window, select High Availability Primary Node and enter the virtual address
and port number. License Manager is registered into the SLD automatically.
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SAP Business One Server Components - x

License Server Node Type

Select a node type for this new license server installation.
Install the license server as either a standalone or high availability node if you require multiple hosts for high availability.

() Standalone Mode
® High Availability Primary Mode
() High Availability Secondary Node

Virtual Address
URL |

[rons | [_tes

11. In the Add Allowlist to License Manager window, add the virtual IP address and all primary and secondary
server IP addresses of Cloud Control Center, System Landscape Directory, and License Manager, to an
allowlist to grant access to License Manager.

I3 sAP Business One - X

Add Allowlist to License Manager

Add a list of allowed IP addresses that can access License Manager.

To add an IP address, enter the IP address in the textbox and then use the "+ button. After an IP address is added successfully, it
is displayed in the list below.

To delete an added IP address from the list, use the corresponding "X button.

| | | + | Please add the following IP addresses:

; -Thevirtual IP address

! X |~ - All primary and secondary server IP addresses of Cloud Control Center

| X - All primary and secondary server IP addresses of System Landscape Directory
X - All primary and secondary server IP addresses of License Manager

1

s |_ten

Alternatively, you can add the allowlist manually after the installation:

1. Download and edit the allowlist configuration file bl-license-manager.xml # . Add all the IP addresses
in the following format:

=, Sample Code
<AllowOrigin>Virtual 1P Address</AllowOrigin>
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<AllowOrigin>Primary Server IP Address of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Primary Server IP Address of System Landscape Directory</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Primary Server IP Address of License Manager</AllowOrigin>
<AllowOrigin>Secondary Server IP Address 1 of License Manager</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of License Manager</
AllowOrigin>

2. Save the file to your primary License Manager server.

* If your SAP Business One Cloud is deployed on Microsoft SQL, the default target path is
C:\Program Files\SAP\SAP Business One ServerTools\License Service\conf.

¢ If your SAP Business One Cloud is deployed on SAP HANA, the default target path is Zopt/sap/
SAPBusinessOne/ServerTools/License/conf.

3. Restart License Manager on your primary server.

* If your SAP Business One Cloud is deployed on Microsoft SQL, restart SAP Business One Server
Tools Service (64-bit).

* If your SAP Business One Cloud is deployed on SAP HANA, run Zetc/init.d/
sapblservertools restart.

12. In the Database Server Connection window, specify the following information and then choose Next:
Connection

*  SAP HANA Server: Enter the hostname or IP address of the server of the same SAP HANA database
that you use for the primary SLD.

¢ Instance Number: Enter the same SAP HANA database instance number that you use for the primary
SLD.

i Note
The instance number must be a two-digit number from 00 to 97. If you use a one-digit number, it
will be converted automatically. For example, O will be converted into 0O.

* Tenant Database: Enter the same tenant database name that you use for the primary SLD.

Credentials

* User Name: Enter the same tenant database user name that you use for the primary SLD.
® Password: Enter the password for the user name.
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B SAP Business One Server Components -

- (=] X

Database Server Connection

Specify the database information.

Connection

SAP HANA Server

Tenant Database [

Credentials

Instance Number 00

User Name i

Password |

The specified database user requires privileges according to the Administrator's Guide,

| Previous

| | Mea

13. In the System Landscape Directory Schema window, choose to connect to the existing database schema

that you use for the primary SLD

IZ3 S4P Business One

System Landscape Directory Schema

- X

) Create a new schema

@ Connectto the existing schema

[~]

Specify a new schema or connection to the existing System Landscape Directory (SLD) schema.

14. In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to start the installation.

64

Note that the value of the Network Address is the address of the primary SLD on the primary server, while
the value of the Server Address is the SLD virtual address.
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I3 54P Business One — *

Review Settings

Review your settings carefully before starting the setup process:

Parameter Value
Installation -
Installation Folder
Senvice Port 40000
Metwork Address

Landscape Server
Protocal hitps
Server Address
Server Port |
Site User [ hal

You can save current settings in a property file for future use. Save Settings
Caution: Passwords will also be saved in the property file.

T -

15. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:

* If License Manager is installed successfully, choose Next to finish the installation.

* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

16. In the Setup Process Completed window, review the installation results.

17. Choose Finish to exit the wizard.

2.5 Installing License Manager on Secondary Server

If your SAP Business One Cloud is set up with SAP Business One, see Installing Secondary License Manager on
Windows Server [page 66].

If your SAP Business One Cloud is set up with SAP Business One, version for SAP HANA, see Installing
Secondary License Manager on Linux Server [page 73].

Parent topic: Installing Version 1.1 PL 19 or Higher [page 5]
Previous: Installing License Manager on Primary Server [page 50]

Next task: Configuring a Highly Available Web Client [page 81]
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2.5.1 Installing Secondary License Manager on Windows
Server

Prerequisites

You have installed the SLD Agent Service. For more information about installing the SLD Agent, see section 4.2.
Installing SLD Agent Service in SAP Business One Cloud Administrator's Guide.

Procedure

1. Onthe primary server, navigate to ..\Packages . x64\ComponentsWizard of the product package and
run the install .exe file.

The installation process begins.

2. Inthe Welcome page of the setup wizard, choose Next.

IE AP Business One — b

Setup Wizard

Welcome to the setup wizard for SAP Business One components.
Please select your setup type:

@) Installation and Upgrade
Install new components and upgrade existing components on this machine.

in Admini r i

3. Inthe Specify Installation Folder window, specify where you want to install License Manager and choose
Next.
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I3 SAP Business One Components -

- x

Specify Installation Folder

Specify a folder where you want to install SAP Business One server tools.

[e\Program Files\SAP

Restore Default Folder || Browse... |

Previous ‘ I Next

4. Inthe Select Features window, select License Manager. Ensure that the System Landscape Directory

checkbox is deselected. Choose Next.

[3 SAP Business One Components -

— >

Select Features

Compaonent Mame

Installed Version

MNew Yersion Action

1= Server Tools

Senice Manager

Install

[[] Data Interface Server

= Landscape Management

[ ] System Landscape Directory

[ ] Extension Manager

License Manager

Install

[ ] Mobile Service

[] Job Service

[] Workflow

[1 81N Anent

1]

Description

License Manager manages various license reguests.

Previous | ‘ Next |

5. Inthe Network Address window, select the IP address, or use the hostname, of the license server and
choose Next. The hostname is automatically populated with the fully qualified domain name (FQDN).
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I3 SAP Business One - b

Network Address

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

O IP Address

® Hostname

I

provors_| [

6. Inthe Service Port window, specify a port number that is to be used by the license server for single
single-on (SSO) and choose Next. The default port number is 40000.

IG3 SAP Business One Components - - - X

Service Port

Specify a port number which will be used by the senvices to be installed.

PortNumber  [40000 || Restore Default Port

Provious | | Mex

7. Inthe Specify Security Certificate window, specify a security certificate and choose Next. You can
also choose to use a self-signed certificate. For information about obtaining a certificate, see the
Administrator's Guide for SAP Business One 10.0.
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IZ3 SAP Business One Compenents - - X

Specify Security Certificate

A secure connection via HTTPS encryption is required by some components, including Service Layer and Web Client.

Specify a cerificate for authentication:
® Use a self-signed cerificate

) Specify a PKCS12 cerlificate store and cerificate password

-

8. Inthe Landscape Server window, enter the VIP address and port number of the nginx server for the SLD.
Enter the site user ID and password for SAP Business One Cloud. Choose Next.

i Note

For the site user ID and password, use credentials for a domain account that is a cloud operator with
local administrative privileges.

IZ3 SAP Business One - X

Landscape Server

Enter the existing SLD address and site user credentials to which local components will be connected or registered.

Before proceeding, make sure that the System Landscape Directory is running.

Landscape Server [ | Port

Site User 1D | |

Password ["n |

T —
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9.

In the License Server Node Type window, select High Availability Secondary Node and enter the primary

node address and port number. In the Virtual Address section, enter the virtual URL that contains the
virtual IP address and port number.

I3 SAP Business One - X

License Server Node Type

Select a node type for this new license server installation.
Install the license server as either a standalone or high availability node if you require multiple hosts for high availability.

() standalone Node

() High Availability Primary Node

{® High Availability Secondary Mode
Primary Node

Address | Port 40000

Virtual Address
URL [

e~

10. In the Add Allowlist to License Manager window, add the virtual IP address and all primary and secondary

server |P addresses of Cloud Control Center, System Landscape Directory, and License Manager, to an
allowlist to grant access to License Manager.

I3 sAP Business One - X

Add Allowlist to License Manager

Add a list of allowed IP addresses that can access License Manager.

To add an IP address, enter the IP address in the textbox and then use the "+ button. After an IP address is added successfully, it
is displayed in the list below.

To delete an added IP address from the list, use the corresponding "™ button.

| | | + ‘ Please add the following IP addresses:

; - The virtual IP address

! X |~ - All primary and secondary server IP addresses of Cloud Control Center

| X - All primary and secondary server IP addresses of System Landscape Directory
X - All primary and secondary server IP addresses of License Manager

1]

= —
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Alternatively, you can add the allowlist manually after the installation:

1. Download and edit the allowlist configuration file bl-license-manager.xml # . Add all the IP addresses
in the following format:

=, Sample Code

<AllowOrigin>Virtual 1P Address</AllowOrigin>

<AllowOrigin>Primary Server IP Address of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Primary Server IP Address of System Landscape Directory</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Primary Server IP Address of License Manager</AllowOrigin>
<AllowOrigin>Secondary Server IP Address 1 of License Manager</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of License Manager</
AllowOrigin>

2. Save the file to your primary License Manager server.

* If your SAP Business One Cloud is deployed on Microsoft SQL, the default target path is
C:\Program Files\SAP\SAP Business One ServerTools\License Service\conf.

* If your SAP Business One Cloud is deployed on SAP HANA, the default target path is Zopt/sap/
SAPBusinessOne/ServerTools/License/conf.

3. Restart License Manager on your primary server.

* If your SAP Business One Cloud is deployed on Microsoft SQL, restart SAP Business One Server
Tools Service (64-bit).

¢ If your SAP Business One Cloud is deployed on SAP HANA, run Zetc/init.d/
sapblservertools restart.

11. In the Database Server Specification window, specify the following information and then choose Next:
Connection

* MS SOL Server: Enter the hostname or IP address of the server of the same Microsoft SQL database
that you use for the primary SLD.

* Trusted Connection: Select this checkbox.
Credentials

¢ User Name: Enter the same database user name that you use for the primary SLD.

* Password: Enter the password for the user name.
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IZ3 SAP Business One Components -

- X

Database Server Specification

Specify the database information.

Connection

MS SQL Server |

Trusted Connection =l

Credentials

User Name [

Password |....ll..ll.

Cancel

Previous | | Next

12. In the System Landscape Directory Schema window, choose to connect to the existing database schema
that you use for the primary SLD.

I3 SAP Business One

- X

System Landscape Directory Schema

() Create a new schema

® Connectto the existing schema

Specify a new schema or connection to the existing System Landscape Directory (SLD) schema.

[v]

Previous | | Next

13. In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to begin the installation.
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I3 54P Business One — *

Review Settings

Review your settings carefully before starting the setup process:

Parameter Value
Installation -
Installation Folder
Senvice Port 40000
Metwork Address

Landscape Server
Protocal hitps
Server Address
Server Port |
Site User [ hal

You can save current settings in a property file for future use. Save Settings
Caution: Passwords will also be saved in the property file.

T -

14. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:

* If License Manager is installed successfully, choose Next to finish the installation.

* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

15. In the Setup Process Completed window, review the installation.

16. Choose Finish to exit the wizard.

2.5.2 Installing Secondary License Manager on Linux Server

Prerequisites

See the Administrator's Guide for SAP Business One 10.0, version for SAP HANA.

Context

If you use a service unit with the SAP HANA database platform, you must install the License Manager on a
Linux machine.
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Procedure

1. Logon to the secondary server as root.

2. Navigate to the directory ../Packages . Linux/ServerComponents of the product folder, where the
install scriptis located.

Start the installer by entering the following command:
.linstall

The installation process begins.

i Note

If you receive the error message: “Permission denied”, you must set execution permission on the
installer utility to make it executable. To do so, run the following command:

chnod +x install

3. Inthe Welcome page of the setup wizard, choose Next.

[E9 SAP Business One Server Components - - O x

Setup Wizard

Welcome tao the setup wizard for SAP Business One server campaonents
Please select wour setup twpe:

i® |nstallation and Upgrade
Install new companents and upgrade existing companents an this machine.

4. Inthe Specify Installation Folder window, specify where you want to install the License Manager and choose
Next.
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[E3 s4P Business One Server Companents - = 0 X

Specify Installation Folder

Specify a folder where you want to install SAP Business One server tools, version for SAP HANA.

[fust/sap/SAPBusinessOne — |
|

Restore Default Folder | | Browse... |

CEoT [ -

In the Select Features window, select License Manager. Ensure that System Landscape Directory is

5.
deselected. Choose Next.
6. Inthe Network Address window, select the IP address of the secondary server, or use the hostname.
IZ3 SAP Business One - X
Network Address
This computer is represented either by an IP address or a hostname. Choose the option which suits you best
) IP Address
I [~]
@®) Hostname
I
provious | [ e
7. Inthe Service Port window, specify a port number that is to be used by the license server for single
single-on (SSO) and choose Next.
The default port number is 40000. You can change the port number as needed. To discard your changes
and revert to the default port number, choose Restore Default Port.
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m SAP Business One

- O *
Service Port
Specify a port number which will be used by the services to be installed.
Port Number 40000 | ‘ Restore Default Port
provous | [ es

8. Inthe Specify Security Certificate window, specify a security certificate and choose Next.

You can also choose to use a self-signed certificate.

For information about obtaining a certificate, see the Administrator's Guide for SAP Business One 10.0.

[E3 SAP Business One Server Components - - (] X

Specify Security Certificate

A secure connection via HTTPS encryption is required by some components, including System Landscape Directory (SLD), Seevice
Layer and Web Client.

Specify a certificate for authentication:
(® Use a sell-signed centificate

Q Specify a PKCS12 certificate store and certificate password

Previous | [ MNext
9. Inthe Landscape Server window, enter the following:
* Landscape Server: Enter the SLD virtual IP address.
® Port: Enter the nginx proxy port number.
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[ 5AP Business One Server Components - - O Ed

Landscape Server

The following address will be used by all other components as 5LD address for component registration.
I ou are not going to use High Awailabilivy mode or reverse proxy or wirtual address for SLD wou can keep the default

walles.

You can update 5LD address but, make sure your network, routing will forward it to local machine, where 5L0 is being
installed.

Landscape Server Fort [ B

T -

10. In the License Server Node Type window, select High Availability Secondary Node, enter the IP address
and port number of the primary SLD to connect to the remote SLD, and then enter the virtual URL that
contains the virtual IP address and port number.

SAP Business One Server Components x

License Server Node Type

Select a node type for this new license server installation.
Install the license server as either a standalone or high availability node if you require multiple hosts for high availability.

i Standalone Node

22 High Availability Primary Node

® High Availability Secondary Node
Primary Node

Address Port

Virtual Address
URL |

[ rwwon | [ tes

11. Inthe Add Allowlist to License Manager window, add the virtual IP address and all primary and secondary
server IP addresses of Cloud Control Center, System Landscape Directory, and License Manager, to an
allowlist to grant access to License Manager.
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E SAP Business One

— *

Add Allowlist to License Manager

is displayed in the list below.

Add a list of allowed IP addresses that can access License Manager.
To add an IP address, enter the IP address in the textbox and then use the "+ button. After an IP address is added successfully, it

To delete an added IP address from the list, use the corresponding "X button.

| | + | Please add the following IP addresses:
- The virtual IP address
X |~ - All primary and secondary server IP addresses of Cloud Control Center
X - All primary and secondary server IP addresses of System Landscape Directory
X - All primary and secondary server IP addresses of License Manager

1

Previous | ‘ Hext

Alternatively, you can add the allowlist manually after the installation:

1. Download and edit the allowlist configuration file bl-license-manager.xml # . Add all the IP addresses

in the following format:

=, Sample Code

<AllowOrigin>Virtual 1P Address</AllowOrigin>

<AllowOrigin>Primary Server IP Address of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Primary Server IP Address of System Landscape Directory</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Primary Server IP Address of License Manager</AllowOrigin>
<AllowOrigin>Secondary Server IP Address 1 of License Manager</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of License Manager</
AllowOrigin>

2. Save the file to your primary License Manager server.
* If your SAP Business One Cloud is deployed on Microsoft SQL, the default target path is
C:\Program Files\SAP\SAP Business One ServerTools\License Service\conf.

* If your SAP Business One Cloud is deployed on SAP HANA, the default target path is Zopt/sap/
SAPBusinessOne/ServerTools/License/cont.

3. Restart License Manager on your primary server.

* If your SAP Business One Cloud is deployed on Microsoft SQL, restart SAP Business One Server
Tools Service (64-bit).
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¢ If your SAP Business One Cloud is deployed on SAP HANA, run Zetc/init.d/

sapblservertools restart.

12. In the Database Server Connection window, specify the following information and then choose Next:

Connection

e SAP HANA Server: Enter the hostname or IP address of the server of the same SAP HANA database

that you use for the primary SLD.

* Instance Number: Enter the same SAP HANA database instance number that you use for the primary

SLD.

i Note

The instance number must be a two-digit number from 00 to 97. If you use a one-digit number, it
will be converted automatically. For example, O will be converted into OO.

* Tenant Database: Enter the same tenant database name that you use for the primary SLD.

Credentials

* User Name: Enter the same tenant database user name that you use for the primary SLD.

* Password: Enter the password for the user name.

I:j SAP Business One Server Components -

= a X

Database Server Connection

Specify the database information.

Connection
SAP HANA Server Instance Number

Tenant Database

Credentials

User Name

Password

The specified database user requires privileges according to the Administrator's Guide.

Cancel

‘00

Previous ; | Mext

—_)

13. In the System Landscape Directory Schema window, choose to connect to the existing database schema

that you use for the primary SLD.
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IZ3 SAP Business One

System Landscape Directory Schema

X

Specify a new schema or connection to the existing System Landscape Directory (SLD) schema.
() Create a new schema

@) Connectto the existing schema

=]

Cancel Previous

Next

14. In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to start the installation.

Note that the value of the Network Address is the address of the secondary SLD on the
while the value of the Server Address is the SLD virtual IP address.

secondary server,

E SAP Business One

X

Review Settings

Review your settings carefully before starting the setup process:

Parameter Value

Installation

Installation Folder

Senvice Port 40000

Metwork Address

Landscape Server

Protocal https

Server Address

Server Port

Site User

-

You can save current settings in a property file for future use.
Caution: Passwords will also be saved in the property file.

Save Settings

Previous

Start

15. In the Setup Progress window, when the progress bar displays 100%, proceed with one
options:

If License Manager is installed successfully, choose Next to finish the installation.

of the following
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* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

16. In the Setup Process Completed window, review the installation results.

17. Choose Finish to exit the wizard.

2.6 Configuring a Highly Available Web Client

Context

If your SAP Business One Cloud version is 1.1 PL19 or higher, for which the SAP Business One version is 10.0 FP

2208 or later, you can optionally configure high availability for SAP Business One, Web client.

The following figure illustrates the landscape of the high availability environment of the Web client.

SAP Business One Cloud Components High Availability

~

Primary SLD (Cloud Primary Primary
Authentication Service) License Manager Web Client
/ " / -
l ™ s : ™ s !
Secondary SLD (Cloud Secondary Secondary
Authentication Service) License Manager Web Client
I / " | / . I
™ s ~ s
Second..ary .SLD [CIO.Ud Secondary License Manager Secondary Web Client
Authentication Service) (optional) ional
{optional) op (optional)

NGINX High Availability (Optional)

To set up a highly available environment for the Web client, we recommend that you prepare at least two
dedicated Windows or Linux servers, one for the primary node, the other for the secondary node.

i Note

Before the setup, make sure that you have installed the Service Layer in a separate server.

For more information, see Installing the Service Layer in the Administrator's Guide for SAP Business One
10.0 and the Administrator's Guide for SAP Business One 10.0, version for SAP HANA.

SAP Business One Client
and Other Components

|
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To install the Web client for high availability, follow the steps below:

1. Installing Web Client on Primary Server [page 82]
2. Installing Web Client on Secondary Server [page 89]
3. Configuring a Virtual Address for Web Client [page 96]

Task overview: Installing Version 1.1 PL 19 or Higher [page 5]

Previous: Installing License Manager on Secondary Server [page 65]

2.6.1 Installing Web Client on Primary Server

If your SAP Business One Cloud is set up with SAP Business One, see Installing Primary Web Client on Windows
Server [page 82].

If your SAP Business One Cloud is set up with SAP Business One, version for SAP HANA, see Installing Primary
Web Client on Linux Server [page 86].

Parent topic: Configuring a Highly Available Web Client [page 81]

Next: Installing Web Client on Secondary Server [page 89]

2.6.1.1 Installing Primary Web Client on Windows Server

Procedure

1. Onthe primary server, navigate to ..\Packages.x64\ComponentsWizard of the upgrade package and
run the install .exe file.
The installation process begins.

2. Inthe Welcome page of the setup wizard, choose Next.

3. Inthe Specify Installation Folder window, specify where you want to install your primary Web client and
choose Next.

4. Inthe Select Features window, select Web Client only and choose Next.
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£ s4p Business One - a X

Select Features

Component Name Installed Version New Version Action
[ License Manages == ]
L] Job Service
L Mobile Service
\= || App Framework
[ App Framework

lem] 1>

| || Web Client

I— | I Backup Service
[] Backup Service

|| SAP Busingss One Server

L] System ¢ wponents = '
Description

install

lacproous b | b

5. Inthe Network Address window, select the IP address of the primary server, or use the hostname.

IZ3 5AP Business One - x

Network Address

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

) IP Address

® Hostname

I

provous_| [ W

6. Inthe Specify Security Certificate window, specify a security certificate and choose Next.
You can obtain a certificate using one of the following methods:

* Third-party certificate authority - You can purchase certificates from a third-party global Certificate
Authority that Microsoft Windows trusts by default. If you use this method, select Specify a PKCS12
certificate store and certificate password and enter the required information.

¢ Certificate authority server - You can configure a Certificate Authority (CA) server in the landscape to
issue certificates. You must configure all servers in the landscape to trust the CA's root certificate. If
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you use this method, select Specify a PKCSIZ2 certificate store and certificate password and enter the
required information.

* [Not recommended] Generate a self-signed certificate - You can let the installer generate a self-signed
certificate; however, your browser will display a certificate exception when you access various service
Web pages, as the browser does not trust this certificate. To use this method, select Use a self-signed
certificate.

7. Inthe Landscape Server window, enter the VIP address and port number of the nginx server for the SLD.

In the Site Use ID field, enter the user name of an existing domain account that is a cloud operator with
local administrative privileges. In the Password field, enter the password for the domain account.

Choose Next.

I3 SAP Business One - X

Landscape Server

Enter the existing SLD address and site user credentials to which local components will be connected or registered.

Before proceeding, make sure that the System Landscape Directory is running.

Landscape Server | Port |

Site User ID [ |

Password ssee |

Cancel | Previous | Next

8. Inthe Web Client Port window, specify a port number for your primary Web client and choose Next.

The default port number is 443.

You can change the port number as needed. To discard your changes and revert to the default port number,
choose Restore Default Port.
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B9 sAP Business One - ()] *
v Web Client Port
Specify a port number which will be used by the Web Clienl.
Port Number 443 | Restore Default Port
3
[ cancet | | Previous . L Next

9. Inthe Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to begin the installation.
10. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:
* Ifthe Web client is installed successfully, choose Next to finish the installation.
* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.
11. In the Setup Process Completed window, review the installation.

12. Choose Finish to exit the wizard.

Results

1. Signinto the Cloud Control Center through the web addresshttps://<Nginx Server
Domain Name>:<Listening Port Number of SLD>,inourexample, https://
nginxserverhostname.mocca.com:8888, with the default account that you specify for accessing the
Cloud Control Center when you install the SLD.

2. Inthe Cloud Control Center, from the Service Unit Components menu, choose Web Clients for SAP
Business One.

3. Inthe Web Clients for SAP Business One window, you can see that a new service is registered for your
primary Web client. In the Service URL column, you can see the URL which includes your primary Web
client server name and port number.
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2.6.1.2 Installing Primary Web Client on Linux Server

Procedure

1. Copy the upgrade package to the primary server.
2. Logontothe primary server as root.

3. Navigate to the directory ../Packages . Linux/ServerComponents of the upgrade folder, where the
install scriptis located.

4. Start the upgrader by entering the following command:
.linstall

The upgrade process begins.
5. Inthe Welcome page of the setup wizard, choose Next.

6. Inthe Specify Installation Folder window, specify where you want to install your primary Web client and
choose Next.

7. In the Select Features window, select Web Client only and choose Next.

9 AP Businezs One - a b 4
Select Features
[ _Component Name | mstalledVersion | NewVersion | Action | |
i [ Ucense Manager [ '. a
L L] JobService | — B
[.] Mobile Service ! | E
=[] App Framework | ' m
i[ L] App Framework | |
- |
I__ N [v] Web Client . | I Install
I 1] Backup Service [ | |
L] Backup Service | 1 =
— || SAP Busingss One Server : |. |
| |J System E\ponmls | -
Description
Cancel Previous K [ Next

8. Inthe Network Address window, select the IP address of the primary server, or use the hostname.
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IZ3 SAP Business One - bt

Network Address

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

) IP Address

]

® Hostname

Cancel Previous Next

9. Inthe Specify Security Certificate window, specify a security certificate and choose Next.

You can obtain a certificate using one of the following methods:

* Third-party certificate authority - You can purchase certificates from a third-party global Certificate
Authority that Microsoft Windows trusts by default. If you use this method, select Specify a PKCS12
certificate store and certificate password and enter the required information.

¢ Certificate authority server - You can configure a Certificate Authority (CA) server in the landscape to
issue certificates. You must configure all servers in the landscape to trust the CA's root certificate. If
you use this method, select Specify a PKCS12 certificate store and certificate password and enter the
required information.

* [Not recommended] Generate a self-signed certificate - You can let the installer generate a self-signed
certificate; however, your browser will display a certificate exception when you access various service
Web pages, as the browser does not trust this certificate. To use this method, select Use a self-signed
certificate.

10. In the Landscape Server window, enter the VIP address and port number of the nginx server for the SLD.

In the Site Use ID field, enter the user name of an existing domain account that is a cloud operator with
local administrative privileges. In the Password field, enter the password for the domain account.

Choose Next.
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B SAP Business One - X

Landscape Server

Enter the existing SLD address and site user credentials to which local components will be connected or registered.

Before proceeding, make sure thatthe System Landscape Directory is running.

Landscape Server | | Port

Site User ID |

Password |ssse |

W —

11. In the Web Client Port window, specify a port number for your primary Web client and choose Next.

The default port number is 443.

You can change the port number as needed. To discard your changes and revert to the default port number,
choose Restore Default Port.

59 sAP Business One - () *
3 Web Client Port

Specify a port number which will be used by the Web Clienl.

Port Number la43 || Restore Defouh Port

Provous | | et

12. In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to begin the installation.

13. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:
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* Ifthe Web client is installed successfully, choose Next to finish the installation.

* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

14. In the Setup Process Completed window, review the installation.

15. Choose Finish to exit the wizard.

Results

1. Signinto the Cloud Control Center through the web addresshttps://<Nginx Server
Domain Name>:<Listening Port Number of SLD>,inour example, https://
nginxserverhostname.mocca.com: 8888, with the default account that you specify for accessing the
Cloud Control Center when you install the SLD.

2. Inthe Cloud Control Center, from the Service Unit Components menu, choose Web Clients for SAP
Business One.

3. Inthe Web Clients for SAP Business One window, you can see that a new service is registered for your
primary Web client. In the Service URL column, you can see the URL which includes your primary Web
client server name and port number.

2.6.2 Installing Web Client on Secondary Server

If your SAP Business One Cloud is set up with SAP Business One, see Installing Secondary Web Client on
Windows Server [page 89].

If your SAP Business One Cloud is set up with SAP Business One, version for SAP HANA, see Installing
Secondary Web Client on Linux Server [page 93].

Parent topic: Configuring a Highly Available Web Client [page 81]
Previous: Installing Web Client on Primary Server [page 82]

Next: Configuring a Virtual Address for Web Client [page 96]

2.6.2.1 Installing Secondary Web Client on Windows Server

Procedure

1. Onthe secondary server, navigate to ..\Packages.x64\ComponentsWizard of the upgrade package and
run the install .exe file.
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The installation process begins.
2. Inthe Welcome page of the setup wizard, choose Next.
3. Inthe Specify Installation Folder window, specify where you want to install your secondary Web client and

choose Next.
. Inthe Select Features window, select Web Client only and choose Next.
B9 540 Business One - =] b4
Select Features

Component Name Installed Version New Version Action

[] License Manager
] Job Service
I Mobile Service

= [ App Framework
D App Framework

lam | 1 »

Install

[ ] Backup Service
| SAP Busingss One Server
[_] system {wponents

Description

N Nex

[opmioss

In the Network Address window, select the IP address of the primary server, or use the hostname.

5.

IZ3 SAP Business One - X
Network Address

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

) IP Address

® Hostname

l |

provous_| [

6. Inthe Specify Security Certificate window, specify a security certificate and choose Next.
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You can obtain a certificate using one of the following methods:

* Third-party certificate authority - You can purchase certificates from a third-party global Certificate
Authority that Microsoft Windows trusts by default. If you use this method, select Specify a PKCS12
certificate store and certificate password and enter the required information.

¢ Certificate authority server - You can configure a Certificate Authority (CA) server in the landscape to
issue certificates. You must configure all servers in the landscape to trust the CA's root certificate. If
you use this method, select Specify a PKCS12 certificate store and certificate password and enter the
required information.

* [Not recommended] Generate a self-signed certificate - You can let the installer generate a self-signed
certificate; however, your browser will display a certificate exception when you access various service
Web pages, as the browser does not trust this certificate. To use this method, select Use a self-signed
certificate.

7. Inthe Landscape Server window, enter the VIP address and port number of the nginx server for the SLD.

In the Site Use ID field, enter the user name of an existing domain account that is a cloud operator with
local administrative privileges. In the Password field, enter the password for the domain account.

Choose Next.

I3 SAP Business One - X

Landscape Server

Enter the existing SLD address and site user credentials to which local components will be connected or registered.

Before proceeding, make sure thatthe System Landscape Directory is running.

Landscape Server | Pot |0 |

Site User ID [ |

Password ssss |

Cancel | Previous | Next

8. Inthe Web Client Port window, specify a port number for your secondary Web client and choose Next.

The default port number is 443.

You can change the port number as needed. To discard your changes and revert to the default port number,
choose Restore Default Port.
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B9 sAP Business One - ()] *
v Web Client Port
Specify a port number which will be used by the Web Clienl.
Port Number 443 | Restore Default Port
3
[ cancet | | Previous . L Next

9. Inthe Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to begin the installation.
10. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:
* Ifthe Web client is installed successfully, choose Next to finish the installation.
* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.
11. In the Setup Process Completed window, review the installation.

12. Choose Finish to exit the wizard.

Results

1. Signinto the Cloud Control Center through the web addresshttps://<Nginx Server
Domain Name>:<Listening Port Number of SLD>,inourexample, https://
nginxserverhostname.mocca.com:8888, with the default account that you specify for accessing the
Cloud Control Center when you install the SLD.

2. Inthe Cloud Control Center, from the Service Unit Components menu, choose Web Clients for SAP
Business One.

3. Inthe Web Clients for SAP Business One window, you can see that a new service is registered for your
secondary Web client. In the Service URL column, you can see the URL which includes your secondary Web
client server name and port number.
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2.6.2.2 Installing Secondary Web Client on Linux Server

Procedure

1. Copy the upgrade package to the secondary server.
2. Logontothe secondary server as root.

3. Navigate to the directory ../Packages . Linux/ServerComponents of the upgrade folder, where the
install scriptis located.

4. Start the upgrader by entering the following command:
.linstall

The upgrade process begins.
5. Inthe Welcome page of the setup wizard, choose Next.

6. Inthe Specify Installation Folder window, specify where you want to install your secondary Web client and
choose Next.

7. In the Select Features window, select Web Client only and choose Next.

9 AP Businezs One - a b 4

Select Features

Component Name | Installed Version |r New Version Action
i ] License Manager |
| L] Job Service _ I
l'J Wobile Service |
|| App Framework |
1 | App Framework |
|
|
|
|
|
|

lem| 1 »

=

I ~7

B | v 'u'n‘eb Client | _.

i—_{ L ndn.lp Service |

|i ) Backup Service !

| .
Description

: Install

Ly

[_] SAP Busingss One Server
[ | System K\ponmls

[ conce Previous K i Next i

8. Inthe Network Address window, select the IP address of the primary server, or use the hostname.
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IZ3 SAP Business One - bt

Network Address

Cancel Previous Next

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

) IP Address

]

® Hostname

9. Inthe Specify Security Certificate window, specify a security certificate and choose Next.

You can obtain a certificate using one of the following methods:

Third-party certificate authority - You can purchase certificates from a third-party global Certificate
Authority that Microsoft Windows trusts by default. If you use this method, select Specify a PKCS12
certificate store and certificate password and enter the required information.

Certificate authority server - You can configure a Certificate Authority (CA) server in the landscape to
issue certificates. You must configure all servers in the landscape to trust the CA's root certificate. If
you use this method, select Specify a PKCS12 certificate store and certificate password and enter the
required information.

[Not recommended] Generate a self-signed certificate - You can let the installer generate a self-signed
certificate; however, your browser will display a certificate exception when you access various service
Web pages, as the browser does not trust this certificate. To use this method, select Use a self-signed
certificate.

10. In the Landscape Server window, enter the VIP address and port number of the nginx server for the SLD.

In the Site Use ID field, enter the user name of an existing domain account that is a cloud operator with
local administrative privileges. In the Password field, enter the password for the domain account.

Choose Next.
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B SAP Business One - X

Landscape Server

Enter the existing SLD address and site user credentials to which local components will be connected or registered.

Before proceeding, make sure thatthe System Landscape Directory is running.

Landscape Server | | Port

Site User ID |

Password |ssse |

W —

11. In the Web Client Port window, specify a port number for your secondary Web client and choose Next.

The default port number is 443.

You can change the port number as needed. To discard your changes and revert to the default port number,
choose Restore Default Port.

59 sAP Business One - () *
3 Web Client Port

Specify a port number which will be used by the Web Clienl.

Port Number la43 || Restore Defouh Port

Provous | | et

12. In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to begin the installation.

13. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:
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* Ifthe Web client is installed successfully, choose Next to finish the installation.
* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

14. In the Setup Process Completed window, review the installation.

Results

1. Signinto the Cloud Control Center through the web addresshttps://<Nginx Server
Domain Name>:<Listening Port Number of SLD>,inour example, https://
nginxserverhostname.mocca.com:8888, with the default account that you specify for accessing the
Cloud Control Center when you install the SLD.

2. Inthe Cloud Control Center, from the Service Unit Components menu, choose Web Clients for SAP
Business One.

3. Inthe Web Clients for SAP Business One window, you can see that a new service is registered for your
secondary Web client. In the Service URL column, you can see the URL which includes your secondary Web
client server name and port number.

2.6.3 Configuring a Virtual Address for Web Client

To enable high availability of the Web client, follow the procedure in this section to configure and enable a
virtual address for the Web client.

1. Reconfiguring nginx Reverse Proxy [page 96]
2. Enabling Virtual Address [page 97]

Parent topic: Configuring a Highly Available Web Client [page 81]

Previous: Installing Web Client on Secondary Server [page 89]

2.6.3.1 Reconfiguring nginx Reverse Proxy

Procedure

1. Open the file b1c_sldCluster.conf, which was extracted under the folder /
<nginxInstallationFolder>/conf (by default, Zusr/local/nginx/conf) when you performed the
previous task Configuring an nginx Reverse Proxy [page 39].
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2. Inthe upstream webClient section, add the IP addresses and port numbers of all your primary and
secondary Web client.

3. Inthe server section in the Webclient HA configuration (Internal address mapping begins) part, add a
dedicated listening port number for the Web client, for example, 8989.
For the server name, enter the domain name which is bound to the IP address of the nginx server.

4. Save your changes to the file.

5. Restart nginx.

Results

The virtual web address for the Web client is created: https://<Nginx Server
Domain Name>:<Listening Port Number of Web Client>.Inthis example, https://
nginxserverhostname.mocca.com:8989.

Task overview: Configuring a Virtual Address for Web Client [page 96]

Next task: Enabling Virtual Address [page 97]

2.6.3.2 Enabling Virtual Address

Procedure

1. Runascript on the server of your primary Web client.

* |f your SAP Business One Cloud runs on Microsoft SQL Server, proceed as follows:
1. Run Windows PowerShell as an administrator.

2. Enter the following commands to run the script WebclientHA . ps1 in the installation directory
that you specify when you installed your primary Web client (by default, C:\Program
Files\SAP\SAP Business One Web Client).

=, Sample Code

cd "<Web Client Installation Directory>"
-\WebclientHA_psl

* When you are prompted to enter your SLD admin user, enter your landscape administrator
user name.

* Enter your Web client virtual URL https://<Nginx Server Domain
Name>:<Listening Port Number of Web Client>.Inour example, https://
nginxserverhostname.mocca.com:8989.
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3. Wait until you see the message Executed successfully.

i Note

If you are installing version 10.0 FP 2208 or 10.0 FP 2208 HF1, please download the file Web
Client HA Script MS SQL.zip and unzip to get the script WebclientHA . ps1. Copy the file
WebclientHA.psl to the Web client installation folder and then run the above commands in
Windows PowerShell as an administrator.

¢ If your SAP Business One Cloud runs on SAP HANA, proceed as follows:

1. Go to the installation directory that you specified when you installed your primary Web client (by
default, Zusr/sap/SAPBusinessOne/WebClient).
2. Enter./Webcl i ent HA. sh to run the script.

* When you are prompted to enter your SLD admin user, enter your landscape administrator
user name.

* Enter your Web client virtual address https://<Nginx Server Domain
Name>:<Listening Port Number of Web Client>.Inour example, https://
nginxserverhostname.mocca.com:8989.

3. Wait until you see the message Executed successfully.

i Note
If you are installing version 10.0 FP 2208 or 10.0 FP 2208 HF1, please proceed as follows:

1. Download the file Web Client HA Script SAP HANA.zip and unzip to get the script
WebclientHA.sh.

2. Copy the file WebclientHA . sh to the Web client installation folder and then run the
following commands:

chmod 777 -R WebclientHA.sh

=, Sample Code
-/WebclientHA_.sh

Sign in to the Cloud Control Center through the web address https://<Nginx

Server Domain Name>:<Listening Port Number of SLD>,inour example, https://
nginxserverhostname.mocca.com: 8888, with the default account that you specified for accessing the
Cloud Control Center when you installed the SLD.

In the Cloud Control Center, from the Service Unit Components menu, choose Web Clients for SAP
Business One.

In the Web Clients for SAP Business One window, you can see that a new service is registered for the
primary Web client with a virtual URL. You can see the virtual URL in the Service URL column.

On the secondary server, repeat the steps above.
Go to the Web Clients for SAP Business One window in the Cloud Control Center. You can see that your
primary and secondary Web client services are registered as a single shared record with the virtual URL.

In the Web Clients for SAP Business One window, keep the Web client virtual service record deselected.
Select all the other Web client service records that were generated when you installed your primary and

secondary Web client on the primary and secondary servers. Choose | Unregister » Yes Jto delete the
additional service records.
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7. Bind the newly registered Web client virtual service to an existing service unit.

1. Inthe Cloud Control Center, from the Central Components menu, choose Service Units.

2. Inthe Service Units window, select a service unit that you want to bind the virtual Web client service to.
3. Switch to the Software Components tab in the lower part of the Service Units window. Choose Register.
4

. Inthe Select Software Component window that appears, choose Web Client for SAP Business One and
select the virtual domain name from the dropdown list.

5. Choose Register.

8. Restart your primary Web client.

¢ If your SAP Business One Cloud runs on Microsoft SQL Server, proceed as follows:
1. Run Windows PowerShell as an administrator.

2. Enter the following commands to run the script WebClientStartup.psl in the installation
directory that you specified when you installed your primary Web client (by default, C:\Program
Files\SAP\SAP Business One Web Client.

=, Sample Code

cd "<Web Client Installation Directory>"
-\WebClientStartup.psl restart

* If your SAP Business One Cloud runs on SAP HANA, proceed as follows:

1. Go to the installation directory that you specified when you installed your primary Web client (by
default, Zusr/sap/SAPBusinessOne/WebClient).
2. Runthe command./startup.sh restart.

9. Restart your secondary Web client.

¢ If your SAP Business One Cloud runs on Microsoft SQL Server, proceed as follows:
1. Run Windows PowerShell as an administrator.

2. Enter the following commands to run the script WebClientStartup.psl in the installation
directory that you specified when you installed your secondary Web client (by default,
C:\Program Files\SAP\SAP Business One Web Client.

=, Sample Code

cd "<Web Client Installation Directory>"
-\WebClientStartup.psl restart

¢ If your SAP Business One Cloud runs on SAP HANA, proceed as follows:

1. Goto theinstallation directory that you specified when you installed your primary Web client (by
default, Zusr/sap/SAPBusinessOne/WebClient).
2. Runthecommand./startup.sh restart.

Results

Now you can access the Web client through its virtual web address: https://<Nginx Server
Domain Name>:<Listening Port Number of Web Client>.Inour example, https://
nginxserverhostname.mocca.com:8989.

SAP Business One Cloud Components High Availability Guide
Installing Version 1.1 PL 19 or Higher PUBLIC 99



Task overview: Configuring a Virtual Address for Web Client [page 96]

Previous task: Reconfiguring nginx Reverse Proxy [page 96]
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3 Installing Version 1.1 PL18 Hotfix O1, PL18,
or Lower

To set up a high availability environment for the SAP Business One Cloud components, we recommend that you
prepare at least one Linux server for nginx and two or more Windows or Linux servers, one for the primary SLD
and License Manager and the others for the secondary. In the case of two additional servers, we assume the
server for the primary SLD as the primary server, and that for the secondary SLD as the secondary server.

i Note

Before the installation, make sure that all the prerequisites for installing SAP Business One Cloud have
been met. For more information, see SAP Business One Cloud Administrator's Guide.

To install SAP Business One Cloud version 1.1 PL18 Hotfix 01, PL18, or lower, for high availability, for which the
SAP Business One version is 10.0 FP 2202 or earlier, follow the procedures in this chapter.

Installing SLD on Primary Server [page 101]

Installing SLD on Secondary Server [page 106]
Configuring a Virtual IP Address for SLD [page 112]
Installing License Manager on Primary Server [page 121]

o s W e

Installing License Manager on Secondary Server [page 133]

3.1 Installing SLD on Primary Server

Procedure

1. Onthe primary server, navigate to the root folder of the installation package, right-click the SLD_x64.exe
file, and choose Run as administrator.

2. Inthe SAP Business One SLD Service — InstallShield Wizard window that appears, choose Next.
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SAP Business One SLD Service - InstallShield Wizard

Welcome to the InstallShield Wizard for SAP

Buzinezz One SLD Semvice

The InstzlShield Wizard wil nstall SAP Business One SLD
Service an your computer. To continue, choose Nest

¢ Back | Mesd » Cancel |

3. Inthe Choose Destination Location window, specify the installation destination folder.

AP Business One SLD Service - InstallShield Wizard

Choose Destination Location
Select folder where zetup vall nstall files.

Satup will install SAP Business One SLD Sesvice in the foliowing folder.
To mstall to this folder, choose Mext. Toinstall to a different folder, chooze Browse and
zelect anothes foldes.
Destination Folder
’7 LA ASAPYSAP Business One SLD Service’ Browse. .
IFstall5 haeld
< Back ” Hext » I Cancel |

4. Inthe System Landscape Directory Service Configuration window, specify the following logon credentials.
* Domain Name — Enter the domain name.

* User Name — Enter the user name for the domain account that has local administrative permissions
and is the sysadmin role on the database server.

* Password — Specify the password for the domain account.
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SAP Business One SLD Service - Installshield Wizard

System Landscape Directory Service Configuration

Specily logon credentials for e Spstern Landscape Directory
SRIVICE,

Diomain Mame;

{MOCCA

Llser M ame;

|b1 admin

Password:

[ sessnnss

IFskal|Sheetd

<Back || Mext> Cancel

5. Inthe Specify SLD Hostname window, specify the hostname or IP address for SLD under which the
instance will be registered. The current server FQDN name will be displayed here.

SAP Business One SLD Service - InstallShield Wizard

Specity SLD hostname
Specify hostname o IF addiess for Sestem Landscape Directony
Specify hostname of IP address for Spstem Landscape Directany under which this instance wil
be regizterad.
Hostnarms: ||
IFstatameld
<Back || MNeat> Cancel |

6. Inthe Web Protocol window, select which Web protocol you want the SLD to use for connection.

- Recommendation

For security reasons, select Hypertext Transfer Protocol Secure (HTTPS). If you choose this option, a
certificate is required for authentication; enter a valid PKCS12 certificate store and the password.
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SAP Business One SLD Service - Installshield Wizard | x|

Web Protocol :
Select a web protocol to uge. Chooze Mext to continue. l ]

" Hypertext Transfer Protocol (HTTR)

% Hypertest Transfer Protocol Secure ([HTTPS)

Specify a PECS12 certificate store and certificate pazsword:

Certifizate Store; II::"-.LI zershbladmin MOCCAND eskiophpyal sap. corphaerver,|

Browze. .. |

Certificate Pazsward: I sssssens

| metallShield

¢ Back | M et > I Cancel

7. Inthe Cloud Control Center Site Configuration window, specify the site name, IP address, and TCPF/IP port
of the Cloud Control Center. To use the default values, select the corresponding checkboxes.

SAP Business One SLD Service - Installshield Wizard |

Cloud Control Center Site Configuration

Specify a zite name, IP addrezs, and TCPAP port for the Cloud ;
Control Center. ‘

v Default web application az BOOT

Site Mame:

[v Default binding to all IF addresses assigned to thiz machine

|F Address: I j

v Use default part [30/443)

Part: 443
[Fetalls hield

< Back | Mest = I Cancel

8. Inthe System Landscape Directory Database Configuration window, specify the database server and
database name on which you want the SLD to store data and select an authentication mode.
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i Note

For the SAP HANA database, you must specify the port number in the Database Server field. The
Windows Authentication option is not available. You must use Database Server Authentication.

SAP Business Dne SLD Service - InstallShield Wizard

System Landscape Directory Databaze Configuration

Specily the dalabase irformation and authenbc.sbon mode for
Systemn Landscape Diectony connectivity.

Dotabase Server. [0 ]
Database Name:  [SLDDATADDHAZ4

Server Authenbication
" Windows Authentication
= Database Server Authentication uting the folowing credentials
LogniD:  [5VSTEM
Password | eessssss

<Back || ]  coxe |

9. Inthe Cloud Control Center Default Account Configuration window, enter the user name of the domain
account you want to use as the default account for accessing the Cloud Control Center.

SAP Business One SLD Service - InstaliShield Wizard il

Cloud Control Center Default Account Configuration |

Specily a user to access the Cloud Control Center,
Specified user must be a member of B1CLOUD domain,

User [

I st afiShinld

<Back [ MNews | Comcel |

10. In the Ready to Install Components window, do the following:

* Toinstall the selected components, choose Install.
* To change the settings, choose Back to return to the previous steps.
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SAP Business One SLD Service - InstallShield Wizard |
Ready to Install the Components ‘
The wizard iz ready to begin installation. l ,,h

[f wou want to review ar change any of your ingtallation zettings, chooze Back. Choose Cancel
bo exit the wizard.

Chooze [nstall to beqin the installation.

|mztallShield

< Back |

Cancel |

11. In the Complete window, choose Finish.

Task overview: Installing Version 1.1 PL18 Hotfix O1, PL18, or Lower [page 101]

Next task: Installing SLD on Secondary Server [page 106]

3.2 Installing SLD on Secondary Server

Procedure

1. Onthe secondary server, navigate to the root folder of the installation package, right-click the
SLD x64.exe file, and choose Run as administrator.

2. Inthe SAP Business One SLD Service — InstallShield Wizard window that appears, choose Next.
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SAP Business One SLD Service - InstallShield Wizard

Welcome to the InstallShield Wizard for SAP

Buzinezz One SLD Semvice

The InstzlShield Wizard wil nstall SAP Business One SLD
Service an your computer. To continue, choose Nest

¢ Back | Mesd » Cancel |

3. Inthe Choose Destination Location window, specify the installation destination folder.

AP Business One SLD Service - InstallShield Wizard

Choose Destination Location
Select folder where zetup vall nstall files.

Satup will install SAP Business One SLD Sesvice in the foliowing folder.
To mstall to this folder, choose Mext. Toinstall to a different folder, chooze Browse and
zelect anothes foldes.
Destination Folder
’7 LA ASAPYSAP Business One SLD Service’ Browse. .
IFstall5 haeld
< Back ” Hext » I Cancel |

4. Inthe System Landscape Directory Service Configuration window, specify the following logon credentials.
* Domain Name — Enter the domain name.

* User Name — Enter the user name for the domain account that has local administrative permissions
and is the sysadmin role on the database server.

* Password — Specify the password for the domain account.
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SAP Business One SLD Service - Installshield Wizard

System Landscape Directory Service Configuration

Specily logon credentials for e Spstern Landscape Directory
SRIVICE,

Diomain Mame;

{MOCCA

Llser M ame;

|b1 admin

Password:

[ sessnnss

IFskal|Sheetd

<Back || Mext> Cancel

5. Inthe Specify SLD Hostname window, specify the hostname or IP address for SLD under which the
instance will be registered. The current server FQDN name will be displayed here.

SAP Business One SLD Service - InstallShield Wizard

Specity SLD hostname
Specify hostname o IF addiess for Sestem Landscape Directony
Specify hostname of IP address for Spstem Landscape Directany under which this instance wil
be regizterad.
Hostnarms: ||
IFstatameld
<Back || MNeat> Cancel |

6. Inthe Web Protocol window, select which Web protocol you want the SLD to use for connection.

- Recommendation

For security reasons, select Hypertext Transfer Protocol Secure (HTTPS). If you choose this option, a
certificate is required for authentication; enter a valid PKCS12 certificate store and the password.
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SAP Business One SLD Service - Installshield Wizard | x|

Web Protocol :
Select a web protocol to uge. Chooze Mext to continue. l ]

" Hypertext Transfer Protocol (HTTR)

% Hypertest Transfer Protocol Secure ([HTTPS)

Specify a PECS12 certificate store and certificate pazsword:

Certifizate Store; II::"-.LI zershbladmin MOCCAND eskiophpyal sap. corphaerver,|

Browze. .. |

Certificate Pazsward: I sssssens

| metallShield

¢ Back | M et > I Cancel

7. Inthe Cloud Control Center Site Configuration window, specify the site name, IP address, and TCPF/IP port
of the Cloud Control Center. To use the default values, select the corresponding checkboxes.

SAP Business One SLD Service - Installshield Wizard |

Cloud Control Center Site Configuration

Specify a zite name, IP addrezs, and TCPAP port for the Cloud ;
Control Center. ‘

v Default web application az BOOT

Site Mame:

[v Default binding to all IF addresses assigned to thiz machine

|F Address: I j

v Use default part [30/443)

Part: 443
[Fetalls hield

< Back | Mest = I Cancel

8. Inthe System Landscape Directory Database Configuration window, specify the same database server and
database name as those you have specified for the primary server. Choose Yes in the pop-up message.
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i Note

For the SAP HANA database, you must specify the port number in the Database Server field. The
Windows Authentication option is not available. You must use Database Server Authentication.

SAP Business One SLD Service - InstallShield Wizard E3
System Landscape Directory Database Configuration

Speciy the database infarmation and sutherlication mode fior
System Landscape Directoy connectivity,

Database Sanear I

SAP Business One SLD Service - InstallShield ¥izard [ <]
D atabaze
5LD database already exists, Are you sure to use the database?
Server Au
" Win
Yes I Mo
@ Dat
Login ID: [SYSTEM
Password | sssnnses
IstallShield

<Back | | conece

9. Specify a path to store the SLD database backup file.

SAP Business One SLD Service - InstallShield Wizard

Specify the folder to back up databaze schema and data Please comfimm the foler is
evasted on HANA sesver and has wike pemission, To start upgrads, choose Next

Backup file location: | /tmg

|rrsaiShneld

<Back [ New> | Concel

10. In the Cloud Control Center Default Account Configuration window, enter the user name of the domain
account you want to use as the default account for accessing the Cloud Control Center.
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SAP Business One SLD Service - InstallShield Wizard il

Cloud Control Center Default Account Configuration

Specily a user to access the Cloud Control Center,
Specified user must be a member of B1CLOUD domain,

Uiser, _

< Back Newt » Cancel |

11. In the Ready to Install Components window, do the following:

* Toinstall the selected components, choose Install.
* To change the settings, choose Back to return to the previous steps.

SAP Business One SLD Service - InstallShield Wizard

Ready to Inztall the Components

The wizard iz ready to begin installation.

Chooze [nstall to beqin the installation.

[f wou want to review ar change any of your ingtallation zettings, chooze Back. Choose Cancel
bo exit the wizard.

|metallSheld

< Back |

Cancel |

12. In the Complete window, choose Finish.

i Note

You can set up the SLD on multiple secondary servers.
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Task overview: Installing Version 1.1 PL18 Hotfix O1, PL18, or Lower [page 101]
Previous task: Installing SLD on Primary Server [page 101]

Next: Configuring a Virtual IP Address for SLD [page 112]

3.3 Configuring a Virtual IP Address for SLD

A Virtual IP (VIP) address is an address that is shared by both the primary and secondary nodes. If one node
fails, the VIP address is automatically reassigned to another node.

To enable the VIP address, you need to configure an nginx server and the primary and secondary SLD.

1. Configuring an nginx Reverse Proxy [page 112]
2. Configuring SLD [page 115]

Parent topic: Installing Version 1.1 PL18 Hotfix 01, PL18, or Lower [page 101]
Previous task: Installing SLD on Secondary Server [page 106]

Next task: Installing License Manager on Primary Server [page 121]

3.3.1 Configuring an nginx Reverse Proxy
Prerequisites

* You have prepared at least one Linux server.

* You have predefined an internal domain name for the nginx server. Make sure that the domain name is
the same as the one you prepared for the SAP Business One Cloud environment setup. For example:
nginxserverhostname.mocca.com, and the domain name is bound to this Linux server.

* You have downloaded and unzipped the file HA Conf for OD.zip to obtain the file SLD HA Nginx Conf
for OD.zip.

Procedure

1. From http://nginx.org/ # , download the nginx binary file according to your target operating system and
extract the binary file to a local folder.
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- Recommendation

The recommended nginx version is 1.8.0 or higher.

2. Install nginx on the Linux server that you prepared.

For instructions on installing nginx on Linux, see http:/nginx.org/en/docs/install.html # .
«* Example

Below are examples of installing some of the nginx dependencies (PCRE 8.41, zlib 1.2.11 and OpenSSL
library 1.0.2k) and nginx 1.12.2 on Linux.

* Installing the PCRE library, which is required by the NGINX Core and Rewrite modules and which
provides support for regular expressions.

$ cd /home

$ wget ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/
pcre-8.41_tar.gz

$ tar -zxf pcre-8.41.tar.gz

$ cd pcre-8.41

$ ./configure

$ make

$ sudo make install

* Installing the zlib library, which is required by the NGINX Gzip module for header compression.

$ wget http://zlib.net/zlib-1.2.11._tar.gz
$ tar -zxf zlib-1.2.11.tar.gz

$ cd zlib-1.2.11

$ ./configure

$ make

$ sudo make install

* Unpacking the OpenSSL library, which is required by the NGINX SSL modules to support the
HTTPS protocol.

$ wget http://www.openssl.org/source/openssl-1.0.2k.tar.gz
$ tar -zxf openssl-1.0.2k.tar.gz

* |Installing and configuring nginx.
1. Download the nginx source file.

2. Nginx provides source files for both stable and mainline versions. To download and unpack the
source file for the latest mainline version, type in the following commands:

$ wget http://nginx.org/download/nginx-1.12.2.tar.gz
$ tar zxf nginx-1.12.2.tar.gz
$ cd nginx-1.12.2

3. Configure the Build Options.

$./configure --with-http_ssl_module --with-http_realip_module
--with-http_addition_module --with-http_sub _module --with-
http_dav_module --with-http_ flv_module --with-http_mp4_module
--with-http_gunzip_module --with-http_gzip_static_module --with-
http_random_index_module --with-http_secure_link _module --with-
http_stub_status module --with-http_auth_request _module --with-file-
aio —-with-ipv6 --with-pcre=/home/pcre-8.41 --with-openssl=/home/
openssl-1.0.2k

$ make

$ sudo make install
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i Note

* |f you encounter any error when running the commands configure, make or make install,
please see the error log and use a search engine to find the solution. Most errors are caused by
missing dependencies, such as gcc, gcc-c++, texinfo, autoconf or automake.

* Make sure that OpenSSL is enabled with nginx.

3. Copy the SLD files to the nginx server.
On either one of the SLD servers, go to <SLDInstal lationFolder>\tomcat\webapps, and copy the
ccc.war file to the nginx server, and unzip all contents to <nginxInstal lationFolder>\html\ccc.
4. Prepare certificates:
1. Using the OpenSSL library, generate the server.cer and server .key files from your PKCS12
(-pTx) file, which is used to install the SLD.
2. Copy both files to the folder <nginxInstal lationFolder>/cert/ (by default, Zusr/local/
nginx /cert).
If the cert folder does not exist, create it manually.
5. Copy the file SLD HA Nginx Conf for OD.zip to the folder /<nginxlInstallationFolder>/conf
(by default, Zusr/local/nginx/conf) and extract the content to the folder. Overwrite the existing
content, if any.

6. Inthe conf folder, open the file blc_sldCluster.conf and edit as below:

* Inthe upstream sldStatelessService section, enter the IP addresses and port numbers of all your
primary and secondary SLD.

* Inthe upstream sldAdminService section, enter the IP address and port number of your Primary SLD.

* Inthe upstream licenseService section, enter the IP addresses and port numbers of your primary and
secondary License Manager.

* Inthe upstream licenseControlCenter section, enter the IP address and port number of your primary
License Manager.

* Inthe server section, enter the listening port number and the server name.
For the server name, enter the domain name which is bound to the IP address of the nginx server.

server
{

listen 531:

SEIVEr name

# SLD HA configuration(Internal address mapping) begins
location /gld/saml2 {
include blc proxy common.gonf:
proxy set header HOST $server name:$server port;

proxy pass https://sldService;

* If your System Landscape Directory is deployed with SAP Business One 10.0 FP 2202 or later, add
the tagi p_hash to the upstream sldService section. If your License Manager is deployed with SAP
Business One 10.0 FP 2202 or later, add the tag i p_hash to the upstream licenseService section.
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upstream sldService{

|

server 3
server -
keepalive 3

¥

upstream licenseService{

server I,'

server 3
upstream licenseControlCenter{

server -
upstream extManager{

server -

Task overview: Configuring a Virtual IP Address for SLD [page 112]

Next task: Configuring SLD [page 115]

3.3.2 Configuring SLD

Prerequisites

You have downloaded and unzipped the file HA Conf for OD.zip to obtain the file Redis related jar.zip.

Context

Before you can enable high availability for the SLD, you need to store the SLD memory in one of the following
ways:

* Using database persistence.
Itis a built-in solution.

* Using Redis persistence.
Redis customers need to set up a working Redis instance.

By default, we suggest using DB persistence. For huge performance pressure, we suggest using Redis
persistence.
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Procedure

* For DB persistence:
1. Stop the SLD services on the primary and secondary servers.
2. Navigate to the folder C:\Program Files\SAP\SAP Business One SLD
Service\tomcat\conf, and edit server.xml as follows:
* Ifyou are installing SAP Business One Cloud 1.1 PL11 or lower, update <Manager pathname=""'/>
into:

=, Sample Code

<Valve
className=""com.sap.bl.sld.catalina.session.SessionHandlerValve'/>
<Manager

className=""com.sap.bl.sld.catalina.session. jdbc.DBPersistSessionManag
er'/>

* Ifyou are installing SAP Business One Cloud 1.1 PL12 or higher, update <Manager
pathname="""/> into:

<Manager
className=""com.sap.bl.sld.catalina.session.jdbc.DBPersistSessionManager"
password=" " pathname=""" url=" " username=" "/>

You can find the values of password, url and username from the Resource node in
server.xml.
3. Start nginx and the SLD.
1. Goto<nginxlInstallationFolder>/sbin (bydefault, Zusr/local/nginx/sbin), and start
nginx.
2. Start the SLD services on the primary and secondary servers.

* For Redis persistence:

i Note
Please install Redis on a separate Linux server, and make sure Redis can be accessed remotely.
Here are the general steps for installing Redis:

1. Download redis-3.x.x.tar.gz, and unzip it to /home.
2. Execute the Make file.
3. Gotothe redis-3.x.x/src folder, and then execute ../redis-server/redis.conf.

1. Stop the SLD services on the primary and secondary servers.

2. Copy the files commons-pool2-2.4.2.jar and jedis-2.8.0.jar inthe Redis related
Jar.zip folder to the installation folder of the primary SLD and the secondary SLD: C:\Program
Files\SAP\SAP Business One SLD Service\tomcat\lib.

i Note

You can enter the following commands to give full permissions to the Redis files if your access is
denied:

Chnod 777 -R comons-pool 2-2.4.2.j ar
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I Chrmod 777 -R jedis-2.8.0.jar

3. Navigate to the installation folder of the primary SLD and the secondary SLD (C:\Program
Files\SAP\SAP Business One SLD Service\tomcat\conf), and edit server.xml as follows:
* Ifyou are installing SAP Business One Cloud 1.1 PL11 or lower, update <Manager pathname=""'/>
into:

=, Sample Code

<Valve
className=""com.sap.bl.sld.catalina.session.SessionHandlerValve'/>
<Manager
className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager"
host=""${Redis Server IP}"

port="${Redis Server port}"

database="0"

maxlnactivelnterval="60" />

* If you are installing SAP Business One Cloud 1.1 PL12 or higher, update <Manager
pathname="""/> into:

=, Sample Code

<Manager
className=""com.sap.bl.sld.catalina.session.redis.RedisSessionManager"
host=""${Redis Server IP}"
port="${Redis Server port}"
database="0"
maxlInactivelnterval="60" />

i Note

The default port number for the Redis server is 6379.

4. Start nginx and the SLD.
1. Goto<nginxInstallationFolder>/sbin (by default, Zusr/local/nginx/sbin), and start
nginx.
2. Start the primary and secondary servers; and start the SLD respectively.

Results

Now you can access the SLD with your user name (B1SiteUser) and password through this virtual web address:
https://<Fully Qualified Domain Name of Nginx Server>:<port number>.For example,
https://nginxserverhostname.mocca.com:<Port Number>.

You should always use the SLD VIP address for installation of other SAP Business One Cloud components.
Task overview: Configuring a Virtual IP Address for SLD [page 112]

Previous task: Configuring an nginx Reverse Proxy [page 112]
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Optional: Configuring High Availability for nginx Server

Context

If you want to set up high availability for the nginx server, you should prepare a secondary nginx server and a
virtual hostname (for example, virtualhostname .mocca.com).

In such a case, do as follows:

Procedure

1. Install and configure a new nginx server on the secondary server.
2. Install Keepal ived on both the primary and secondary servers.
1. Download the source file from http://www.keepalived.org/download.html.

2. Copy keepalived-*_tar.gzto /home.
3. Open the Linux terminal and enter, for example, the following commands to install Keepal ived.

# tar -zxvf keepalived-*.tar.gz

# cd /home/keepalived-1.2.18

# ./configure --prefix=/usr/local/keepalived --disable-lvs
# make && make install

i Note

* Make sure that the Keepalived servers are connected to the same subnet.
* During the configuration of Keepalived, disable LVS.

* If you encounter the following error when running . /configure, proceed as follows:

* Ifyou are running SLES 11 SP4, install openssl-devel.

* Ifyouare running SLES 12 SP1, install libopenssl-devel and libopenssl-devel-32bit.
* Otherwise, use a search engine to find the solutions.

* Make sure that Autoconf and Automake are up to date.
For more information about Autoconf and Automake, visit
http://www.gnu.org/software/autoconf/autoconf.html # and http:/www.gnu.org/software/
automake/#downloading #* .

» Example
Below is an example of how to install Autoconf and Automake:

1. Installautoconf-2.69

./configure
make&&make install
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-/configure

2. Install automake-1.15
./bootstrap.sh
make&&make install

3. Copy nginx_check.sh (under SLD HA Nginx Conf for OP.zip)to../usr/local/keepalived.

i Note

Make sure the execution permission has been assigned to this utility.

4. Copy the Keepal ived configuration template keepal ived.conf (under SLD HA Nginx Conf for
OP.zip)toetc/keepalived, and update keepalived.conf.

5. Open nginx_check.sh and update the path, priority and virtual IP address.

You can see the screenshot below for reference.

i Note
Set the priority for the primary node to 100, and for the secondary node to 90.

The virtual IP address is bound to the virtual hostname.
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L ! Configuration File for kesespaliwved
i global defs {

3 IDuter_id L?S_DE?EL

vrrp script chk nginx service {

| #=cript "/Lop/127.0.0.1/8888"
L #script "killall -0 ngina"

t interval 3

3 weight -20

i fail 2

2 rise 1

R

I  #vrrp_sync_group VGL {
I group {

1 # VI 1

TO# }

L #

i wrrp instance VI 1 {
: state BACEUP
a interface ethl
3 virtual router id 51
priority 100
; Gdvert int L
3 E&R&&&i&&
1 authentication {
L auth type PASS
L auth pass 1111
3 ¥
i virtual ipaddress {
3 }
f track script {
chk nginx service

Edit the blc_sldCluster .conf file on both the primary and secondary nginx servers.
In the server section, add the listening port number and server name.

For the server name, enter the virtual domain name which is bound to the virtual IP address.
Start nginx and Keepalived on the primary node and the secondary node, respectively.

* The default file path for starting nginx: .../usr/local/nginx/sbin/nginx
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* The default file path for starting Keepalived: ../usr/local/keepalived/sbin/keepalived

i Note

You must start nginx before you start Keepalived due to the latter's reliance on nginx.

Results

Now you can access the SLD with this virtual address: https://virtualhostname.mocca.com:<Port
Number>.

You should always use the SLD virtual IP address for installation of other SAP Business One Cloud
components.

3.4 Installing License Manager on Primary Server

Context

If your SAP Business One Cloud is installed with SAP Business One 10.0 FP 2111 or later, see Installing Version
10.0 FP 2111 or Later [page 121].

If your SAP Business One Cloud is installed with SAP Business One 10.0 FP 2108 or earlier, see Installing
Version 10.0 FP 2108 or Earlier [page 128].

Task overview: Installing Version 1.1 PL18 Hotfix O1, PL18, or Lower [page 101]
Previous: Configuring a Virtual IP Address for SLD [page 112]

Next task: Installing License Manager on Secondary Server [page 133]

3.4.1 Installing Version 10.0 FP 2111 or Later

Procedure

1. Onthe primary server, navigate to ..\Packages . x64\ComponentsWizard of the product package and
run the install _exe file.

The installation process begins.
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2.

3.

4.

122

In the Welcome page of the setup wizard, choose Next.

I 5AP Business One — h'e

Setup Wizard

Welcome to the setup wizard for SAP Business One components.
Please select your setup type:

@) Installation and Upgrade
Install new components and upgrade existing components on this machine.

In the Specify Installation Folder window, specify where you want to install License Manager and choose
Next.

I3 sAP Business One Components - - x

Specify Installation Folder

Specify a folder where you want to install SAP Business One server tools.

[c\Program Files\SAP |

Restore Default Folder H Browse... ‘

provors | [

In the Select Features window, select License Manager and choose Next.

i Note

Apart from the SLD and License Manager, other components must be installed on one server, rather
than multiple servers.
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I3 SAP Business One Components -

- x

Select Features

Component Mame

Installed Version

Mew Yersion Action

= Server Tools

Senvice Manager

[ ] Install

[[] Data Interface Server

= Landscape Management

[ ] System Landscape Directory

[ ] Extension Manager

License Manager

[] Mobile Service

[] Job Senice

[ ] Workflow

[1 81D Anent

O e Install
[ ]
[

4]

Description

License Manager manages various license requests.

Previous ‘ | Next

5. Inthe Network Address window, select the IP address of the local server, or use the hostname.

I3 SAP Business One

- X

Network Address

) IP Address

® Hostname

l

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

previous | | Next

6. Inthe Service Port window, specify a port number and choose Next.

The default port number is 40000.
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7.

124

IZ3 SAP Business One Components - - X
Service Port
Specify a port number which will be used by the semnvices to be installed.
Port Number  |40000 I Restore Default Port
- |
Cancel Previous | | Next

In the Specify Security Certificate window, specify a security certificate and choose Next.

You can obtain a certificate using one of the following methods:

* Third-party certificate authority - You can purchase certificates from a third-party global Certificate
Authority that Microsoft Windows trusts by default. If you use this method, select Specify a PKCS12
certificate store and certificate password and enter the required information.

¢ Certificate authority server - You can configure a Certificate Authority (CA) server in the SAP Business
One landscape to issue certificates. You must configure all servers in the landscape to trust the
CA's root certificate. If you use this method, select Specify a PKCS12 certificate store and certificate
password and enter the required information.

* [Notrecommended] Generate a self-signed certificate - You can let the installer generate a self-signed
certificate; however, your browser will display a certificate exception when you access various service
Web pages, as the browser does not trust this certificate. To use this method, select Use a self-signed
certificate.
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IZ3 SAP Business One Compenents - - X

Specify Security Certificate

A secure connection via HTTPS encryption is required by some components, including Service Layer and Web Client.

Specify a cerificate for authentication:
® Use a self-signed cerificate

) Specify a PKCS12 cerlificate store and cerificate password

-

8. Inthe Landscape Server window, enter the VIP address and port number of the nginx server for the SLD.
Choose Next.

B SAP Business One - X

Landscape Server

Enter the existing SLD address and site user credentials to which local components will be connected or registered.

Before proceeding, make sure thatthe System Landscape Directory is running.

Landscape Server I | Port

Site User ID | |

Password qu |

T ——

9. Inthe License Server Node Type window, select High Availability Primary Node and enter the virtual URL
that contains the virtual IP address and port number.
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IZ3 5AP Business One - X

License Server Node Type

Select a node type for this new license server installation.
Install the license server as either a standalone or high availability node if you require multiple hosts for high availability.

) Standalone Node
@ High Availability Primary Mode
) High Availability Secondary Node

Virtual Address
URL |

[provous ] [_ten

10. In the Database Server Specification window, specify the following information and then choose Next:

* MS SQL Server: Enter the hostname or IP address of your SQL database server.
* User Name and Password: Enter the credentials for your SQL database server.

IE3 SAP Business One Components -

- x

Database Server Specification

Specify the database information.

Connection

MS SQL Server |

Trusted Connection O

Credentials

User Name |

Password |....Iiil...

Cancel

Previous ‘ | Next

11. Inthe System Landscape Directory Schema window, choose to connect to the existing SLD schema that

you created.
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IZ3 SAP Business One - X

System Landscape Directory Schema

Specify a new schema or connection to the existing System Landscape Directory (SLD) schema.

() Create a new schema

® Connectto the existing schema

I =]

cancel Previous | | Next

12. In the Review Settings window, review your settings carefully. If you need to change your settings, choose
Previous to return to the relevant windows; otherwise, choose Start to begin the installation.

[3 SAP Business One — x

Review Settings

Review your settings carefully before starting the setup process:

Parameter Value
Installation -
Installation Folder
Senice Port 40000
Metwork Address

Landscape Server
Protocol hitps
Server Addrass
Server Port |
Site Llser [ o

You can save current settings in a propery file for future use. save Settings
Caution: Passwords will also be saved in the property file.

T -

13. In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:

If License Manager is installed successfully, choose Next to finish the installation.

If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

14. In the Setup Process Completed window, review the installation.
15. Choose Finish to exit the wizard.
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16. If your License Manger is deployed with SAP Business One 10.0 FP2202 or later, add a cluster of the virtual
IP address and all primary and secondary server IP addresses of Cloud Control Center, System Landscape
Directory, and License Manager, to an allowlist to grant access to License Manager.

1. Download and edit the allowlist configuration file bl-license-manager.xml # . Add all the IP addresses

in

the following format:
=, Sample Code

<AllowOrigin>Virtual IP Address</AllowOrigin>

<AllowOrigin>Primary Server IP Address of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Primary Server IP Address of System Landscape Directory</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Primary Server IP Address of License Manager</AllowOrigin>
<AllowOrigin>Secondary Server IP Address 1 of License Manager</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of License Manager</
AllowOrigin>

2. Save the file to your primary License Manager server.

If your SAP Business One Cloud is deployed on Microsoft SQL, the default target path is
C:\Program Files\SAP\SAP Business One ServerTools\License Service\conf.

If your SAP Business One Cloud is deployed on SAP HANA, the default target path is Zopt/sap/
SAPBusinessOne/ServerTools/License/conf.

3. Restart License Manager on your primary server.

3.4.2

If your SAP Business One Cloud is deployed on Microsoft SQL, restart SAP Business One Server
Tools Service (64-bit).

If your SAP Business One Cloud is deployed on SAP HANA, run Zetc/init.d/
sapblservertools restart.

Installing Version 10.0 FP 2108 or Earlier

Prerequisites

If you are installing License Manager for Windows, make sure that you have installed the SLD Agent Service.

Procedure

1. Onthe primary server, navigate to ../Packages/Server TOOLS of the installation package and run the
setup.exe file.

128
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The installation process begins.

2. Inthe Welcome window of the setup wizard, choose Modify.

SAP Business One Server Tools {32-bit) - Installshield Wizard | x| |

Welcome

Modify, repair, or remove the program,

Wielcome to the SAP Business One Server Tools (32-bit) Setup Maintenance program, This
program lets wou modify the current installation. Click one of the options below.

{* ModiFy
.:: Select new program features ko add or select currently installed Features to
(%) rEmove,
" Repair

Reinstall all program Features installed by the previous setup,

-
(3]
.

" Remove
/."-..
)

Installshield

Femove all installed Features,

= Back I Mexk = I Cancel

3. Inthe Select Features window, select License Manager and other components you want to add, and choose
Next.

i Note

Apart from the SLD and License Manager, other components must be installed on one server, rather
than multiple servers.
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4.

5.
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Select Features

SAP Business One Server Tools {32-bit) - InstallShield Wizard | x|

Select the featurez you want to install, and dezelect the features you do not want to install,

El-- Server Tool

- [F Service Manager

01 Sereer

=[] Landscape Management
Lizenze Manager

----- System Landzcape Directary

----- [ E =tenzion banager
-[JJob Service
ok o

179.64 MB of space required on the C dive

Installzhield

2075482 MB of space available on the C dive

— Dezcription

The licenze manager iz
reguired for activation of the
S54P Buginess One application.

Canicel

¢ Back M et = I

In the System Landscape Directory Server window, enter the proxy IP address and its port number. Choose

Next.

SAP Business One Server Tools (32-bit) - Installshield Wizard | x| |

Spstem Landscape Directory Server
Enter Landscape server hostname/ P and part

Fleaze enter a walid server hostname/IP addresz and port.

Hostharme1P: “

Part;

Install=hield

Cancel

< Back I MHext > I

In the Site User Authentication window, enter the service account user (for example, SAPServiceB1C) and

the password to connect to the SLD server for SAP Business One Cloud.
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6. For SAP Business One 10.0 FP 2011 or higher, in the License Server Node Type window, select Primary

Node to connect to the existing database on the primary server, and enter the virtual URL that contains the

virtual IP address and port number.

SA4P Business One Server Tools (32-bit) - InstallShield Wizard
License Server Node Type

Select a node type for this new License Server installation
Install the license server as either a standalone or high availabilty node f you require
multiple hosts for high availability.

() Standalone Mode

High Awailability Mode Options
{®) Primary Node

() Secondary Node
Primary Mode Address Port

Cluster VIP Address - example:  https://nginx your-domain.com: 8443

Pt

< Back Mext =

Cancel

For a version lower than 10.0 FP 2011, in the License Server Node Type window, select Primary Node to

connect to the existing database on the primary server.
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SAP Business One Server Tools (32-bit) - Installshield Wizard

Licenze Server Hode Type

Inztall the license server az either a standalone or high availability node if you require
rultiple hosts for high availability.

i~ Standalone Mode

— High &vailability Mode Options
" Primary Mode

" Secondary Mode

Installshield

< Back | = I Cancel

7. Inthe Ready to Install the Program window, choose Install to launch the installation. If you want to review or
change any of your installation settings, choose Back.

SAP Business One Server Tools {32-bit) - InstallShield Wizard | x| |

Ready to Install the Program

The wizard is ready to begin installation.

Click. Install to begin the installation,

If wou wank ko review of change any of your installation settings, click Back, Click Cancel ko
exit the wizard,

Instal 5hield

< Back I Inskall I Cancel

8. Inthe InstallShield Wizard Completed window, choose Finish to exit the wizard.
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3.5 Installing License Manager on Secondary Server

Context

If your SAP Business One Cloud is installed with SAP Business One 10.0 FP 2111 or later, see Installing Version
10.0 FP 2111 or Later [page 133].

If your SAP Business One Cloud is installed with SAP Business One 10.0 FP 2108 or earlier, see Installing
Version 10.0 FP 2108 or Earlier [page 140].

Task overview: Installing Version 1.1 PL18 Hotfix O1, PL18, or Lower [page 101]

Previous task: Installing License Manager on Primary Server [page 121]

3.5.1 Installing Version 10.0 FP 2111 or Later

Procedure

1. Onthe secondary server, navigate to ..\Packages .x64\ComponentsWizard of the product package and
run the install . exe file.

The installation process begins.

2. Inthe Welcome page of the setup wizard, choose Next.

I3 S4P Business One - X

Setup Wizard

Welcome to the setup wizard for SAP Business One components.
Please select your setup type:

@ Installation and Upgrade
Install new components and upgrade existing components on this machine.
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3.

4.

5.

134

In the Specify Installation Folder window, specify where you want to install License Manager and choose

Next.

m SAP Business One Components -

- x

Specify Installation Folder

Specify a folder where you want to install SAP Business One server tools.

|(:!.Prngram Files\SAP

Restore Default Folder H Browse... ‘

Cancel

In the Select Features window, select License Manager and choose Next.

i Note

Apart from the SLD and License Manager, other components must be installed on one server, rather

than multiple servers.

[3 SAP Business One Components -
p

- x

Select Features

Component Mame

Installed Version Mew Version Action

1= Server Tools

Senice Manager

[ ] Install

[[] DataInterface Server

= Landscape Management

[ ] System Landscape Directory

[ ] Extension Manager

License Manager

[] Mobile Service

[] Job Serice

[] Workflow

[ ] SIDAcent

I I Install
[
[ ]

4]

Description

License Manager manages various license requests.

Cancel

Previous ‘ | Next

In the Network Address window, select the IP address of the local server, or use the hostname.
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6.

7.

I3 SAP Business One - b

Network Address

This computer is represented either by an IP address or a hostname. Choose the option which suits you best

O IP Address

@ Hostname

I

provors_| [

In the Service Port window, specify a port number and choose Next.

The default port number is 40000.

I3 SAP Business One Components -~ - X

Service Port

Specify a port number which will be used by the senvices to be installed.

Port Number  [40000 || Restore Default Port

o] [

In the Specify Security Certificate window, specify a security certificate and choose Next.

You can obtain a certificate using one of the following methods:

* Third-party certificate authority - You can purchase certificates from a third-party global Certificate
Authority that Microsoft Windows trusts by default. If you use this method, select Specify a PKCS12
certificate store and certificate password and enter the required information.
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¢ Certificate authority server - You can configure a Certificate Authority (CA) server in the SAP Business
One landscape to issue certificates. You must configure all servers in the landscape to trust the
CA's root certificate. If you use this method, select Specify a PKCS12 certificate store and certificate
password and enter the required information.

* [Not recommended] Generate a self-signed certificate - You can let the installer generate a self-signed
certificate; however, your browser will display a certificate exception when you access various service
Web pages, as the browser does not trust this certificate. To use this method, select Use a self-signed
certificate.

IE3 5AP Business One Components - o X

Specify Security Certificate

A secure connection via HTTPS encryption is required by some components, including Service Layer and Web Client.

Specify a certificate for authentication:
@ Use a self-signed certificate

) Specify a PKCS12 ceificate store and certificate password

Next

| ‘

Cancel Previous

8. Inthe Landscape Server window, enter the VIP address and port number of the nginx server for the SLD.
Choose Next.
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9.

B SAP Business One - X

Landscape Server

Enter the existing SLD address and site user credentials to which local components will be connected or registered.

Before proceeding, make sure thatthe System Landscape Directory is running.

Landscape Server [ | Port

Site User ID | |

Password ["u |

-

In the License Server Node Type window, select High Availability Secondary Node and enter the primary
node address and port number. In the Virtual Address section, enter the virtual URL that contains the
virtual IP address and port number.

I SAP Business One - X

License Server Node Type

Select a node type for this new license server installation.
Install the license server as either a standalone or high availability node if you require multiple hosts for high availability.

) Standalone Node
() High Availability Primary Node
@ High Availability Secondary Node

Primary Node
Address | Port |40000
Virtual Address
URL [

[ prevous | [ wem

10. In the Database Server Specification window, specify the following information and then choose Next:

* MS SQL Server: Enter the hostname or IP address of your SQL database server.
* User Name and Password: Enter the credentials for your SQL database server.
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IZ3 SAP Business One Components - - X

Database Server Specification

Specify the database information.

Connection
MS SQL Server | i |

Trusted Connection =l

Credentials
User Name [ |

Password |....II..II. |

T —

11. In the System Landscape Directory Schema window, choose to connect to the existing SLD schema that

you created.

I3 SAP Business One - X

System Landscape Directory Schema

Specify a new schema or connection to the existing System Landscape Directory (SLD) schema.

) Create a new schema

® Connectto the existing schema

I [v]

] [

12. In the Review Settings window, review your settings carefully. If you need to change your settings, choose

138

Previous to return to the relevant windows; otherwise, choose Start to begin the installation.
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13.

14.
15.
16.

I3 54P Business One — *

Review Settings

Review your settings carefully before starting the setup process:

Parameter Value
Installation -
Installation Folder
Senvice Port 40000
Metwork Address

Landscape Server
Protocal hitps
Server Address
Server Port |
Site User ks hd

You can save current settings in a property file for future use. Save Settings
Caution: Passwords will also be saved in the property file.

T -

In the Setup Progress window, when the progress bar displays 100%, proceed with one of the following
options:

* If License Manager is installed successfully, choose Next to finish the installation.

* If the installation fails, choose Roll Back to restore the system. When the rollback progress is
completed, in the Rollback Progress window, choose Next to finish the installation.

In the Setup Process Completed window, review the installation.
Choose Finish to exit the wizard.

If your License Manger is deployed with SAP Business One 10.0 FP2202 or later, add a cluster of the virtual
IP address and all primary and secondary server IP addresses of Cloud Control Center, System Landscape
Directory, and License Manager, to an allowlist to grant access to License Manager.

1. Download and edit the allowlist configuration file bl-license-manager.xml # . Add all the IP addresses
in the following format:

=, Sample Code

<AllowOrigin>Virtual 1P Address</AllowOrigin>

<AllowOrigin>Primary Server IP Address of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of Cloud Control Center</
AllowOrigin>

<AllowOrigin>Primary Server IP Address of System Landscape Directory</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 1 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of System Landscape
Directory</AllowOrigin>

<AllowOrigin>Primary Server IP Address of License Manager</AllowOrigin>
<AllowOrigin>Secondary Server IP Address 1 of License Manager</
AllowOrigin>

<AllowOrigin>Secondary Server IP Address 2 of License Manager</
AllowOrigin>
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2. Save the file to all of your secondary License Manager servers.

¢ If your SAP Business One Cloud is deployed on Microsoft SQL, the default target path is
C:\Program Files\SAP\SAP Business One ServerTools\License Service\conf.

* If your SAP Business One Cloud is deployed on SAP HANA, the default target path is Zopt/sap/
SAPBusinessOne/ServerTools/License/conf.
3. Restart License Manager on all of your secondary License Manager servers.
* If your SAP Business One Cloud is deployed on Microsoft SQL, restart SAP Business One Server
Tools Service (64-bit).
¢ If your SAP Business One Cloud is deployed on SAP HANA, run Zetc/init.d/
sapblservertools restart.

3.5.2 Installing Version 10.0 FP 2108 or Earlier

Prerequisites

If you are installing License Manager for Windows, make sure that you have installed the SLD Agent Service.

Procedure

1. Onthe secondary server, navigate to ../Packages/Server TOOLS of the installation package and run the
setup.exe file.

The installation process begins.

2. Inthe Welcome window of the setup wizard, choose Modify.
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SAP Business One Server Tools {32-bit) - Installshield ¥izard |

Welcome

Madify, repair, or remave the prograr,

Welcome to the SAP Business One Server Tools (32-bit) Setup Maintenance program. This
program lets wou modify the current installation, Click one of the options below,

f+ Maodify

.:: Select new program Features ko add or seleck currently installed Features ko
o remove,

" Repair
" Reinstall all program features installed by the previous setup,
" Remove
"= Remove all installed Features,
1
ImstallShisld

= Bach I Mexk = I Zancel

3. Inthe Select Features window, select License Manager and other components you want to add, and choose
Next.

i Note

Apart from the SLD and the License Manager, other components must be installed on one server,
rather than multiple servers.
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4.

5.

142

Select Features

SAP Business One Server Tools {32-bit) - InstallShield Wizard | x|

Select the featurez you want to install, and dezelect the features you do not want to install,

El-- Server Tool

- [F Service Manager

01 Sereer

=[] Landscape Management
Lizenze Manager

----- System Landzcape Directary

----- [ E =tenzion banager
-[JJob Service
ok o

179.64 MB of space required on the C dive

Installzhield

2075482 MB of space available on the C dive

— Dezcription

The licenze manager iz
reguired for activation of the
S54P Buginess One application.

¢ Back M et = I

Canicel |

In the System Landscape Directory Server window, enter the proxy IP and port number, and choose Next.

SAP Business One Server Tools (32-bit) - Installshield VWizard | x| |

System Landscape Directory Server
Enter Landzcape zerver hoztname/ P and part

Pleasze enter a valid server hosthame/IF address and port.

HostharnedP: "

Port:

Install=hield

Cancel

< Back I et = I

In the Site User Authentication window, specify the password for the site user (B1SiteUser), and choose

Next.
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SAP Business One Server Tools (32-bit) - Installshield Wizard

Site User Authentication

Enter passwiord for zite user

To connect ba the Syatem Landzcape Directory server, please enter and confirm a new

pazzwiord for the zite user,

Uzermnarne: IEH Sitell zer

Faszword: I LI

Confirm password: I LLLL
InistallShield

< Back MHest » Cancel

6. From SAP Business One 10.0 FP 2011 to FP 2108, in the License Server Node Type window, select
Secondary Node, enter the IP address and port number of the primary SLD to connect to the remote
SLD, and then enter the virtual URL that contains the virtual IP address and port number.

SAP Business One Server Tools (32-bit) - InstallShield Wizard pod

License Server Node Type

Select a node type for this new License Server installation

Install the license server as either a standalone or high availability node i you require

multiple hosts for high availability.
() Standalone Node

High Awailabilty Node Options
() Primary Mode
(®) Secondary Node

Primary Mode Address

b [

Cluster VIP Address - example:

hitps://nginx your-domain.com: 3443

< Back Mext = Cancel
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For a version lower than 10.0 FP 2011, in the License Server Node Type window, select Secondary Node, and
enter the IP address and port number of the primary SLD to connect to the remote SLD.

SAP Business One Server Tools (32-hit) - Installshield Wizard

Licenze Server Node Type

Inztall the icensze server az either a standalone or high availability node if you require
multiple hosts for high availability.

" Standalone Mode

— High dwailability Wode Options
" Primary Mode

* Secondam Mode

b azter Hode Address Part I

Installshield

< Back “ Mest » I Cancel |

7. Inthe Ready to Install the Program window, choose Install to launch the installation. If you want to review or
change any of your installation settings, choose Back.

SAP Business One Server Tools (32-hit) - Installshield Wizard |
Ready to Install the Program

The wizard is ready to begin installation.

Click. Install to begin the installation,

If wou wank ko review or change any of your installation settings, click Back, Click Cancel ko
exit the wizard,

Install5hield

< Back I Inskall I Cancel
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8. Inthe InstallShield Wizard Completed window, choose Finish to exit the wizard.
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Document History

This section provides details about the changes made in each version of this document.

Version Date Change
10 2016-10-12 Initial version.
11 2017-08-15 Minor updates.
1.2 2017-08-30 Added procedure for installing license
servers.
13 2017-09-04 Added a note and the procedure for in-
stalling Keepalived.
14 2018-04-04 ® Added supported SAP Business
One Cloud and SAP Business One
Versions.
® Restructured the Appendix section
and renamed it Configuring a Vir-
tual IP Address for SLD.
® Minor revisions and corrections.
15 2018-10-15 Minor updates.
16 2020-12-11 Updates for SAP Business One 10.0
FP2011.
1.7 2021-12-24 Updates for SAP Business One 10.0
FP2111.
1.8 2022-03-25 Updates for SAP Business One 10.0
FP2202.
19 2023-06-30 ® Added a new section about instal-
ling SAP Business One Cloud 1.1 PL
19 or higher for high availability.
® This guide is available in HTML for-
mat, in addition to PDF.
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Important Disclaimers and Legal Information

Hyperlinks

Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

®  Links with the icon o : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your
agreements with SAP) to this:
®  The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.
®  SAPdoes not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.
L]

Links with the icon ’h": You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using
such links, you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this
information.

Videos Hosted on External Platforms

Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within
the control or responsibility of SAP.

Beta and Other Experimental Features

Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use
the experimental features in a live operating environment or with data that has not been sufficiently backed up.

The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your
feedback (e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code

Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax
and phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of
example code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language

SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities,
genders, and abilities.
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© 2023 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form
or for any purpose without the express permission of SAP SE or an SAP
affiliate company. The information contained herein may be changed
without prior notice.

Some software products marketed by SAP SE and its distributors
contain proprietary software components of other software vendors.
National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for
informational purposes only, without representation or warranty of any
kind, and SAP or its affiliated companies shall not be liable for errors or
omissions with respect to the materials. The only warranties for SAP or
SAP affiliate company products and services are those that are set forth
in the express warranty statements accompanying such products and
services, if any. Nothing herein should be construed as constituting an
additional warranty.

SAP and other SAP products and services mentioned herein as well as
their respective logos are trademarks or registered trademarks of SAP
SE (or an SAP affiliate company) in Germany and other countries. All
other product and service names mentioned are the trademarks of their
respective companies.

Please see https://www.sap.com/about/legal/trademark.html for
additional trademark information and notices.
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