SAP Custom Development

SAP Corporate Connectivity
for Banking

Configuration Guide

Version Status Date

1.0 Customer January 24, 2013

mThe Best-Run Businesses Run SAP™



Typographic Conventions

Type Style

Description

SAPd

Example Text

Example text

EXAMPLE TEXT

Example text

Example text

<Example
text>

EXAMPLE TEXT

Words or characters quoted
from the screen. These
Include field names, screen
titles, pushbuttons labels,
menu names, menu paths,
and menu options.

Cross-references to other
documentation

Emphasized words or
phrases in body text, graphic
titles, and table titles

Technical names of system
objects. These include report
names, program names,
transaction codes, table
names, and key concepts of
a programming language
when they are surrounded by
body text, for example,
SELECT and INCLUDE.

Output on the screen. This
Includes

Directory names and their
paths, messages, names of
variables and parameters,
source text, and names of
Installation, upgrade and
database tools.

Exact user entry. These are
words or characters that you
enter in the system exactly
as they appear in the
documentation.

Variable user entry. Angle
brackets indicate that you
replace these words and
characters with appropriate
entries to make entries in the
system.

Keys on the keyboard, for
example, F2 or ENTER.

lcons
lcon Meaning
A Caution
e Example
k] Note
D Recommendation
Syntax

Additional icons are used in SAP Library
documentation to help you identify different
types of information at a glance. For more
Information, see Help on Help — General
Information Classes and Information
Classes for Business Information
Warehouse on the first page of any version
of SAP Library.
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1 About This Document

1.1 Purpose and

Scope

The purpose of this document is to highlight the prerequisites and configuration settings, which need to
be applied to leverage standard SAP integration components to support customer requirements.

This configuration information document provides a central starting point for the technical implementation
and configuration of SAP Corporate Connectivity for Banking. It contains all activities necessary for

configuring the solution.

SAP Corporate Connectivity for Banking supports the following business scenarios:

e CGI1S02022 V3 Credit and Direct Debit Transfer Payments
e CGI1S02022 Payment Status Update & Bank Reconciliation Statements

This document mainly provides technical implementation and configuration details for below-given
communication channels that support above-listed business scenarios.

e Web service Connector

1.2 Target Audience

This document is intended for the following target audiences:

e Consultants
e Partners
e Customers
e System administrators
e Business process owners
e  Support specialists
1.3 Glossary
Term Definition

SAP application

An SAP software solution that serves a specific business area, for example,
ERP, CRM, PLM, SRM, SCM.

Business scenario

From a microeconomic perspective, a business scenario is a cycle, which
consists of several interconnected logical processes in time.

Typically, a business scenario includes several company departments and
Involves other business partners. From a technical point of view, a business
scenario needs at least one SAP application (SAP ERP, SAP SCM, or others)
for each cycle and possibly other third-party systems.

A business scenario is a unit that can be implemented separately and reflects
the customer’s prospective course of business.

Component

The smallest individual unit considered within the Solution Development
Lifecycle.

Components are separately produced, delivered, installed and maintained.

1.4 Related Information

Specification document
Technical Documentation




Reference to SAP help portal

FAQs

Links to SAP Service Marketplace
SAP Solution Manager
Other documentation

1.5 Important SAP Notes

You must ensure that the required software is installed before you start the implementation. You can find
the installation information in the SAP Notes listed in the table below.

[I We recommend that you read the SAP Notes before you start to install and implement the solution.
The SAP Notes contain the latest information about the installation as well as corrections to the
installation information.

Make sure that you have the up-to-date version of each SAP Note, which is available on SAP Service
Marketplace at https://service.sap.com/notes.

List of Related SAP Notes

SAP Note Title Description

Number(s)

1809007 Release strategy for ABAP This SAP Note contains information about planning the
add-on CBCOM 100 installation and upgrades of the ABAP add-on [Add-on].

1665873 CGl' DMEE XML Format as | This SAP Note provides information on Implementation
per 1S020022 steps and details for processing CGI ISO20022 Credit

Transfer.

1737313 CGI Direct Debit Transter: This SAP Note provides information on Implementation steps
DMEE XML Format as per and details for processing CGI 1SO20022 Direct Debit
1SO20022

e 1686264 e XML bank statement, | These SAP Notes provide information on Implementation

o 1729745 for example steps and details for processing XML Bank statements in

CAMT053.001.02
(Caution for language
EN: Translation not
Current!)

e XSLT for
camt053.001.02

CAMT053.001.02.

2 Solution Overview

SAP Corporate Connectivity for Banking was developed to exchange messages between your ERP
system and Westpac Bank’s Pl system as a part of a connectivity solution. Using this connectivity
solution, you can send your payment instructions to the bank PI for processing. The Bank PI will send
status messages back to your SAP ERP to update the Payment Run Cockpit. Bank Pl will also send the
bank statement messages to your system for reconciling the payment instructions you have issued to the
bank. The solution updates the statuses and makes them available in the Payment Run Cockpit.

The process flow diagram below shows the SAP Corporate Connectivity for Banking solution with Web
service communication channels.
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Figure 1 System Landscape
SAP Corporate Connectivity for Banking is designed to function across inter-corporate landscapes.

The solution connects your landscape with the bank’s to process payment information at the bank’s end.
Further, it also provides connectivity from the bank to your SAP ERP for processing the Information
relevant to post payment processing.

Refer to the Security Configuration Guide provided with solution for more details on the system
landscape.

2.1 Implementation and Configuration — Basic Settings

The Configuration Guide is a tool for configuring the SAP system to meet customer requirements.

The Implementation Guide (IMG) covers all steps of the implementation process, the SAP standard
(factory) Customizing settings, and the system configuration activities. The hierarchical structure of the
IMG is based on the application component hierarchy and lists all documentation that is relevant to
Implementing the SAP system.

This section highlights the prerequisites and configuration settings which need to be applied to leverage
standard SAP integration components to support customer requirements.

Westpac requires payments to be transmitted in CGI 1ISO20022 Pain.001 message format. Customers
can leverage the Payment Medium Workbench tool with DMEE Engine in SAP to generate the required
message format.

The PMW/DME functionality can create the appropriate payment file format on the back of a standard
payment proposal and payment run. As part of the configuration in SAP, the payment file format defined
iIn the PMW/DME will be mapped to a newly-created payment method configured to group all related
payments.

As a prerequisite to support the bank's requirements, the following configuration settings are required.
e Master Data Configuration




W

e FI configuration
e Payment File Configuration
e |[ntegration with BCM

2.1.1 Master Data Configuration Detalils

All master data (Customer, Vendor, and G/L) configuration settings required to support the processes for
payments within SAP should be maintained in the system.

The below-given table lists Information needed to be maintained in customer master and vendor master
to provide the requisite Information in payment messages sent to the bank.

Customer / Vendor master Data
e Field Manda Remarks
tory
Address Data | Name X
Country X
Street/house
number
Postal code/city
Region
Payment X
Transactions | Bank country
View
X Max. 6 digits. To change the length
Bank key of bank key, use transaction code
oY17
Bank account X
Bank name X
Bank branch X BSB code of branch
Swift code Maintain if available
IBAN Maintain if available
Account
Information Recon account
accounting
Payment X :
. Valid payment methods for vendor /
transaction Payment methods customer
accounting




2.1.2 PMW Configuration Details

The following section details the settings required to generate the XML payment file from the Payment
Medium Workbench (PMW) with DME Engine.

2.1.2.1 PMW/DME Configuration

Use

Execution of a payment run will generate an XML Message in CGI V3 pain.001 format as required by
bank. The configuration given below, details the transmission of the ISO 20022 V3 XML message as
provided by Westpac.

Prerequisites
e Solution Installation and configuration in your system

Procedure

The PMW/DME tree allows mapping to be performed between a source and target structure; the source
being the payment run values and the target being the V3 CGI-compliant-format. User exits are available
within the mapping to carry out more complex mapping; these are in the form of function modules.

The below-given table provides the payment formats applicable for Westpac.

No. Payment Format Description

1. | CBCOM/CGI_XML_CT_V1 DMEE Credit Transfer Format as per CGI

CBCOM/CGI_XML_DD DMEE XML Direct Debit Format as per CGl

Step # | Description Additional Information

Change View Payment Medium Formats

Enter Transaction Code —
OBPM1

2. Choose New Entries
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Step # | Description Additional Information
Maintain below-given details = New Entries: Details of Added Entrie:
for the following formats. @ 1B /e@Q DHE 0o8 NRCIQE
(Perform these steps for each New Entries: Details of Added Entries
format) VEE B
Dialog Structure Format CBCOM/CGT_ XML, CT V1 |-:S3:r* Customer settings for Format
I ’ CB CO M/CG I—XM L—C v o E"'me"'t MEdu:ilurIn F;'”T“ Description DMEE Credit Transfer format as per CGI
T Vl Event Modules for |
B . Do oo | Fomat oot
” CB COM/CGI XM L D » [ Text Fields for Refe '.'..F'av,rment medium w:ﬂ:h docs. Type |SAPscri. =
D - - | Payment medium without docs. . Type |[WebS. =
| Extra list for payment medium
. ~|Payment medium accompanying sheet
Credit transfer :
Format information
Ill.  Format — - =
External format description
CBCO M/ CG I_XM L_C Documentation module FPM_DOCU_CBCOM CGI_XML CIT
T Prograrm control
.. Struct. for format parameters FEM CGI | & Default |
V. Description: DMEE T
Credlt Transfer Form at +|Mapping using DME engine | DME engine |
aS per CG I Payment medium output divided by level of detail:
| Company code
V. Select checkbox -
. House bank acct
Payment Medium 2R
without docs and from B
the adjacent drop
down list, select File,
and choose Save.
3

VI. In order to set the
code page for the
payment medium,
select pushbutton

‘6’:{’ Customer settings for Format

VII. On the next screen,
switch to change
mode and enter Code
Page 4110

VIII. Return to the previous
screen and select
checkbox Payment
Medium without docs.
In the adjacent drop-
down-list, select Web
Services Connector

IX. Enter ‘FPM_CGI’ In
field Struct for format
parameters

X. Enter function module
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Step # | Description Additional Information
/FPM_DOCU_CBCOM (= Table View  Edit Goto  Selection  Utilities(M)}  Systern  Help
_CGI_XML_CTinfieId & -dE Q@ DHE D08 DR | @
documentation module New Entries: Details of Added Entries
. o E B3
XI. Select options _ : _
Diglog Structure Format CBCOM/CGI_XMI. DD |-§’q’° Custorer settings for Format
COmpany Code and ~ U Payment Medium Form: | pescription DMEE XML Direct Debit Format as per CGI
+ [JEvent Madules for F
¢ ! + [JFormat Parameter
House Banks . I:Igupplt:lrlentS ﬁ:1|:r F': EOMHE ST
« (7 Text Fields for Refe || [_|Payment medium with docs. Type |SAPscri. =
XI I . PreSS Save and return f"F‘avment medium without docs. . Type |(WebS5S. «
to the previous screen. = e
Dl reCt Deb |t Format information
Country
Choose NeW Entrles and Eztceurrnnael:g:;; :':;;S:lt"j” FPM DOCU CBCOM CGI XKML CT

perform the below-given steps

Prograrm control

XII. Format — ‘;tf;dfgt forrat paramatars FR CGI (& pefout_|
CBCOM/CG |_XM L_C ¥|Mapping using DME engine |  DME engine |
T (PI’GSS F4 to select Payment medium output diided by level of detail:
the entry) i

XIV.  Description: Enter S
DMEE XML Direct _Jmeat methiod
Debit Format as per
CGil.

XV. Select checkbox
Payment medium
without docs and in
the adjacent drop
down list, select File
and choose Save

XVI. In order to set the
code page for the
payment medium
select push button

‘&r’ Customer settings for Format

XVII. On the screen that is
displayed, switch to
change mode and
enter Code Page as
4110

XVIII. Return to the previous
screen and select
checkbox Payment
medium without docs.
From the adjacent
drop down list, select
Web Services
Connector




Step #

Description

Additional Information

Enter function module
/[FPM_DOCU_CBCOM
_CGI_XML_CT in field
Documentation
Module

Enter FPM_CGl in
field Struct for format
parameters

XIX.

XX.

XXI. Select Mapping using

DMEE Engine

Select options
Company Code and
House Banks

XXII.

Press Save and return to the
previous screen.

Select the Payment Medium
Format again and double-click
on tree node Event Modules
for Payment Medium Formats
on the screen.

Choose New Entries and
maintain below values.

Event : 05

Function Module :
[FI_PAYMEDIUM DMEE_05

Choose Save and go back.

Note : Repeat this step with
same parameters for Format
CBCOM/CGI_XML_DD

W Newbnties B & 0

Dialog Structure
* (Payment Medium Formats
+ E1Event Modules for Payment Medium Fommats
+ (JFormat Parameter Required Fieds
+ (JSupplements for Payment Medium Formats
+ (0 Text Fields for Reference Information

Change View "Event Modules for Payment Medium Formats": Overview

Format CBCOM/CGI XML CT V1

Event Modules for the Implementation of Formats

Fyent Function module
i 1. PAYMEDITM DMEE 00

05 FT_PRTVEDIT DMEE (5

mplementation [

E

@

F Y

¥




SAPd

Step # | Description Additional Information
[= Table View Edit Goto Selection  Utifies(M) System  Help
Double-click on tree node Text & Y (EICAQICHE fTNOD REG @M
Fields for Reference
Information on the screen Change View "Text Fields for Reference Information": Overview
: New Entries LE |5 :
Choose New Entries and ¢ e BR 08 B
maintain entries as shown Dialog Structure Format CBCOM/CGT_XML, CT V1 6 Note to payee
here * [T Payment Medium Formats
4, ' » [(JEvent Modules for Payment Medium Formats Tt Bl e B st B E e
Total entries: 3 » [(IFormat Parameter Required Fields - :
» [ Supplements for Payment Medium Formats Ihddrtmnal Type Field Len.  No.of fids
Note : Repeat this step with + {0l Text Fields for Reference Information e R e D R :
same arameters fOI‘ format Short entry for note to payee. ¥ 35 I
p sShort entry for note to payee. ¥:35 a:

CBCOM/CGI_XML_DD

Change view Note to Payee

Enter transaction code —
OBPM2

Choose New Entries and
2. maintain Values as shown in
the adjacent column

f r TRY i ooy Pimdem 7l
. R o .
: Y O NAra ' DaVas }w'- -]

- CW IYULE LU payec » LCLally

o

(BIC@Q EHE ST08 REAY QR

Change View "Note to payee": Details
"2 New Entries % @ & B

Dialog Structure
* S lote to payee

+ [JIDefault Note to Payee
+ [JLanguage-Dependent Note to Payee

Description
CECOM/NOTETOPRYEE
Corporate2Bank Connectivity sample Note to Payee

Note to payee

Description of note to payee

Structure
v!Note to payee layout using Customizing

“|Nate to payee fyout using funct. module




Step # | Description Additional Information
[© Table View Edt Gofo Selection  Ufifties(M) System Hel
U (B¢ BHE 8000 ARG QO
Change View "Default Note to Payee": Overview
%" New Entries @- ) @
Dialog Structure Note £o payee CBCOM/ROTETOPAYEE ‘ﬁ Praview ‘
i DEE [0 payee Description Corporate2Bank Connectivity sample Note to Payee ‘ SAPscript ‘
* 4 Default Note to Payae =
-3 Lanquage-Dependent Note to Payee ER——
Typ Lng no.  Segment text Nofe to payes fext
I 0 BFPAYH-XBLNRS/&FPAYH-BLDATR
A BFPAYH-DOCIRA
A BFPAYH-EIKTOR
Double-click tree node :
Default Note to Payee. o h
Maintain the entries as
shown in adjacent column or
per your requirements.
iInfluence the way EndtoEnd — | o
3 |D |S Constructed in a ment Eormat Tree  Edift Goto  BEwfras  Ufiities  System  Help
' pay @ (O e@e CHE DDOD DN QF
message.
DMEE: Display Format Tree CBCOM/CGI_XML_CT _V1
Here the End to End field is o
updated with value in field as T8 : .
~ Aftrbutes . Source - Aggregation | Conditions | Comment |
referred to 2nd key of Note B )
. . DMEE format tree Refere...
to Payee configured in ) () Grpiiar e AT
previous step. “ R — i
: + (8) PocInfid Constant
that is, &FPAYH-DOC1R& (&) ot
' @Hb:'fns e Mapping from structure field
« () Ctrisum IAZ
b (&) PucTplIng Source offset ”
b [®) ReqdExctnlt Structure DMEE_PAYD
’ %Dbtr Field name TEXT
¥ Dbtricct Key field
» {®) Dbtrigt
. @Ehrgﬂi
b (&) Chrgshcet Reference to other tree node
* (8) CdtTrfTxIng X Refer. Node ID Aftribute
* (o) Poeld
: %iizzij Exit function
* (%) EndToEndld Exit function
+ =p PAYD2 E2E
4 Choose Save.

Change View Payment Medium Formats
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Step # | Description Additional Information
1 Enter Transaction code :
OBPM3
& -8 @@ SHE DDLON ARG @
Change View "Payment Medium Formats": Overview
vE o E R
. Dialog Structure Payment Medium Formats
Select payment medium ~ 3 Payment Medium Form Format Definition of payment medium format i
format SE"E”ttMPDdMESt F 005 Domestic payments Canada A
CBCO M/CG |_XM L_CT_Vl Sl A Gl ACB ZL DME format tree for South Africa et
. . ACH Domestic payment transactions USA
2 NOte- Rep eat thIS Step Wlth ACH CTX FG Domestic payment USA: CTX - Federal Gove
. same param eters fOI’ ACH FG BULK Domestic payment USA: Mass CCD and PPD
format AUTOPLANL Format for Payment Medium Hong Kong
LU BECS BECS File Format for Australia w/out Bal Rec
CBCOM/CGI—XML—DD AU BECS B BECS File Format for Australia with Bal Rec
BECS
BE BEPDTA Fareign Payments Belgium
BE DOMBO Domestic Debit Memas Belgium
BE PIBDTA Domestic Transfers Belgium
BOE Bill of Exchange
BTL91 Dutch foreign bank transfers
|CBCOM/CGI_ XML CT V1 DMEE Credit Transfer Format as per CGI
Double-click tree node Event - o
Modules for Payment [ Table View Edt Goto Selection  Utiities  System  Help
Medium Formats on the v (8 Caa SHE fhad ARV QR
screen. T— a ;
Change View "Event Modules": Overview
Select New Entries and .
. "9 New Entries (B [ )
3 enter below-given values.

Event : 21

Function module :
/CBCOM/PAYMEDIUM_ DM
EE 21

Choose Save and go back.

Dialog Structure Format CBCOM/CGI_XML CT V1 G Al events

* [IPayment Medium Form;

» T Event Modules

Event Modules
+ [IFormat Parameter F

Event Function module name Refations Standard Module

21 /CBCOM/PAYMEDTUM DMEE 21

b

Creating or assigning selection variants

Choose IMG menu path, or
enter transaction code
OBPM4

Financial Accounting -> Accounts Receivable and Accounts Payable

-> Business Transactions -> Outgoing Payments -> Automatic

Outgoing Payments -> Payment Media -> Make Settings for Payment

Medium Formats and Note to Payee to Payment Method ->




Step # | Description Additional Information
Create/Assign Selection Variants
Double-click on
CBCOM/CGI_XML_CT V1
Note : Repeat this step
5 with same parameters for
" | Format
‘CBCOM/CGI_XML DD’ as
well
Payment Medium: Selection Variants
‘ﬁ’ %SEttings %‘u’ariants
For the ‘Paying Company Payment Medum Formats 1 e — e e
3 COde’ and the ‘House Ban k’ . E:Eg:iggi:i:t:gl:ﬂ - Format Description DMEE Credit Transfer Format as per CGI
. . . ‘ . JCGL XML_| e
combination, select ‘Other B acowsomnc | REEE & B REEE (PR e
Va|ue’ button + [ CBCOM/PAINOOL_V3_ACH Paymt Medium Output Separated With...
’ CBCOM/PAINDO1_V3_CHQ pCoCd House... |Sel. variant Other V...
: Eg(l:oxr:;fll_ﬂﬁgﬁnnl_ﬂ_‘;ﬁfIRE !_ ;AHU]_ 200 CBCOM/CGI CT | =53 |
. B CGI XML DD 210 CBCOM/CGI CT | & |
[& Payment Medium: Additional Selection Variants
| Payment medium output separated according to... Ey =Nl
Paying company code AT01 l@:"”]
4. | CBCOM/CGI_CT and press

‘Execute’ icon

B =
(CBCOM/CGT_CT _|'

@)
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Step # | Description Additional Information

Maintain Variant: Report SAPFPAYM, Variant CBCOM/CGI_CT

Variant Attributes | |=[

= =t
Run Date Iqt:|3.1|:|.2|:|1:a'.|_|
Identification VN30

~|Proposal run

Enter the following data:

. ‘Payment Medium
Format’ enter s
CBCOM/CG |_X|\/| L_CT_Vl Payment Medium Format CBCOM/CGI_ XML CT V1
5 and press Enter |'::"‘ Format Parameters
e Select ‘Data Medium Print Control
Exchange’, checkbox v|Data Medium Exchange
~ |Payment Summary | o Print Parameters |
_|Error Log |':5" Print Parameters |
Qutput Control
 |Payment Document Validation
Payment Summary Layout Screen Cutput

Go back and give the variant
a hame, choose Save and

©. return to the configuration
screen.
2 Choose Transport to save %

the value to the transport

Assign the format name in the BAdI Implementation to get the correct XML file in UTF-8 format

Enter Transaction Code :
OBPM3
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Step # | Description Additional Information
Change View "Payment Medium Formats": Details
Yy @ A Ed
Dialog Structure Format CGI_XML CT [ ‘0’3;(’ Standard settings
~ 3 Payment Medium Form; Description DMEE XML Credit Transfer Format as per CGI
+ [(JEvent Modules
+ [JFormat Parameter F
Format structures
SAP structure FPM_CGI 9 Default val.
Verify to ensure that for the Customer struct. Defaukal
formats |
CBCOM/CGI_XML_CT_V1 DO SOIND. -
2 an d CB CO M/CG I_XM L_DD Code Page L‘”-:I-GJ@ Unicode UTF-8
the code page is maintained T
as 4110 ' DME engine
Payment medium separated according to level of detaik
~ |House bank acct
| Debit/cr. memo
Payment method
Maintain this DMEE format
In the BAdI implementation
DMEE_ XML BADI 01 so
that above code page will be
3. filled and the DME file shall
be created in 4110 (Unicode
UTF-8 format)
4, Go to Transaction SE19
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Step # | Description Additional Information
BAdI Builder: Initial Screen for Implementations
@ G0
Edit Implementation
In the BAdI Builder: Initial
Screen for Implementations, New BAGI
select the Classic BAdI
. radio button and enter the Enhancement Implementation J
' value
DMEE_XML_BADI_01 in |
the Implementation field as *)Classic BAdI . -
shown below: Implementation L:'}IE_}Q{L_BAJI_01| J'
lf?u° Disphay ‘ ‘{? Change
Change
6 Click on the Change button.
In the Business Add-In Business Add-In Builder: Display Implementation DMEE_XML_BADI_01
Builder: Display
Implementation WH @ g5 2 H Defintion Documenta Documentation
DMEE_XML_BADI_01 : =
screen, assign the format Implementation Name DNEE L EADT 01 J (tive
2 g%ecrghr;/%sG | XML CT V1 Implementation Short Text BAdI Implementation for X'ML
& CBCOM/CGI XML DD as Definition Name DMEE BADI 01
filter values of the Runtime Behavior Implementation wil be called

Implementation
DMEE_XML_BADI 01 as

shown below:




Step # | Description

Additional Information

= Implementation

&

[Ex Form. Tree

Edit Goto Utilities Environment Systermn Help

" JH C@Q CHE DD o8 BE& | @ M

Business Add-I'n Builder: Display Implementation DMEE XML _BADI 01
P A ga B

Implementation Mame DMEE ¥MI. BADT 01 Active
Implementation Short Text BadI Implermentation for XML
Definition Name DMEE BADT 01
Runtime Behavior Implementation will be called
< Properties | Interface |
| General Data
Package BEFIEL BLYM
Language DE| German
Last Changed By NATESANV Last activated by: NATESLHV
Last change 09.11.2012409:-48:253 Activated on 9. 1120120948253
Type
Filter Type DMEE TREEID
DMEE: unigue description for a DMEE format tree
=1
Filter Values

*| Short text Form. Tree

CBCOM/CGL XML _CT_V1
CBCOM/CGL_XML_DD

Save the changes and
activate the
Implementation.

Table 1 — PMW/DME Configuration

2.1.3 Finance (FI) Configuration Detalls

The following section details the Finance configuration required. All configuration settings will be required
to support the processes for payments within SAP. The configuration section has been split into the

following sections:

Section Name

Overview

Balance Sheet
Account

To manage the reconciliation process

House Bank

New house bank for Westpac related payment processing

Payment Method

New payment methods specifically for payments made for Westpac

Automatic
Clearing Process

Configuration to support the automatic reconciliation process

2.1.3.1 Westpac Balance Sheet Account

Use




statements

Prerequisites

T

G/L Account to perform payments to Vendors and customers and for reconciling payments via Bank

None
Procedure
:tep Description Additional Information
Accounting -> Financial Accounting -> General Ledger -> Master Records -> GL
1. | SAP Menu . .
Accounts -> Individual Processing -> Centrally
Enter the GL account
number that you wish to
create (depends on the
5 number ranges set up within | G/L Account 112233
~ | the Chart or Accounts) In Company Code AU01| SAP Australia
the ‘G/L account no’ field
and the ‘Company Code’
for the account
3 Click on the ‘Create with

Template’

Enter an existing Account
number that is currently
used as a clearing account
4. | that is already set up within
the existing configuration
and the company code and
press ‘Enter’

On the Type/description
tab page, check and amend
the following:

e Check the ‘Account
group’is correct

e Ensure ‘Balance
5. sheet account’ radio-
button is selected

e Change the ‘Short
Text’ and the ‘Long
Text’ as required

e Check the ‘Group
account number’

Create G/L Account Centrally
T [

By | g | =G| 4 » Edit financial statement version  Edit set  Edit cost element

G/L Account 112233

Company Code aU01!  SAP Australa e 2] D (D) Wi == i

4 Type/Description | Control Data - Create/bankfinterest |~ Key word/translation " L./ DE

Control in chart of accounts
Account Group Liguid funds accounts -
[ P&l statement acct

# Balance Sheet Account

Description in maintenance language (DE)
Short Text Bankl (A-Uberw.Ink)
G/L Acck Long Text Bank 1 {Ausgangs-Ueberweisungen Inknd)

Consolidation data in chart of accounts

Trading Partner




Ste .. " :
4 P Description Additional Information
GfL Account 112233
Company Code 2001 SAP Australia s (2] [O] [O Ell |
on the ‘CO ntr()l d at a’ tab Type/Description . “ Control Data | Create/bank/interest kKey word/transkation |_T
page; CheCk and am end the | Account control in company code _
fO”OW] ng Account currency [EJZI'B{ : j Australian Dollar
[ Tonby balances in local croy
P ‘Account Currency’ |S Exchange rate difference key
Valuation group
6. AUD Tax category

e Ensure ‘Open item
management’ and
‘Line item display’ are
selected.

[ |Posting without tax allowed
Recon. account for acct type w*
Alcernative Account Mo.

_ Hccuunt_man_a_gemen_t in company _cnde
[¢|Open Item Management
[#|Line item display
Sort key 003 Document date
Accounting clerk |

Check the detalls on the
7. | Create/bank/interest tab
page and ‘Save’ the Data

Table 2 — Westpac Balance Sheet Account Configuration

2.1.3.2 House Bank

Use

Create a new House Bank to manage all Westpac related payments. This will keep the payment
processing of Westpac related invoices separate from invoices paid by existing methods.

Prerequisites
None

Procedure

Step # Description

Additional Information

House Bank

1. IMG Path

Define House Banks

Financial Accounting -> Bank Accounting -> bank Accounts ->

Enter the ‘Company Code’

2. for the House Bank and press

‘Enter’

[ Determine Work Area: Enftry

Company Code

Waork Area
I =
AU01
L= =l

|f|| Further select cond. || Append ||%"||ﬁ|

3. Press ‘New Entries’




Step # Description Additional Information
Enter the following data:
Change View "House Banks": Details
° ‘HOUSG bank_ W NewkEntries [B [E @ @ B EF
Appropriate Identifier as | [ = leme s
per your namlng = [JBank Accounts
. House Bank Data
4. Conventlons Ba.n.k Cnuntr}r. Ehtli ] Australia &
Bank Key 112233 |p‘? Change
e ‘Bank Country’ as AU -
Communications data .
Telephone 1 123 Tax Number 1
L ‘Bank Key’ - Enter a 6 Cont[;ct Person
digit Bank Key
Press ‘Create’ to create the
5.
bank record
(= Bank Data X
Bank Country AT
Bank Key 112233
Address
Enter details in the popup for |  ®rcmem  Wespackak
Region RLD| Queenslkand
the bank data Street Kent Street
City -S}rdne*,r
6. Bank Branch — Branch BSB S — 0143
Code
Control data
Swift Code (If available) SWIFT code  |WPACSY76
Bank group
_|Postbank Acct
Bank number 1112233
MEIEY
Press ‘Save’ and add the
7 configuration to a
' Customizing transport
request
Double click on ‘Bank
8. Accounts’ on the left hand

menu

Press ‘New Entries’




Step # Description Additional Information

Change View "Bank Accounts": Details
%2 New Entries E o & B E

Dialog Structure Company Code ATO01 SAP Australia
~ [(OHouse Banks Hotcs Bark
+ SlBank Accounts

Enter the following data: = e
e ‘AccountID’- ok rccounttumper oot @ ] conmaey
Appropriate ldentifier as . oL s
per your nam | ng Reference info.
Conventlon House Bank Data
10. T
e ‘Description’ }
Bank Mame Westpac Bank
L ‘Ban k ACCOU nt Region QLD
Number’ . e
Branch Office 732-143
e ‘Currency’ as AUD Control it

SWIFT Code WEACSY76
Bank Group

Bank Mumber 112233

Press ‘Save’ and add the
configuration to a
Customizing transport
request

11.

2.1.3.3 Payment Method

Use
As part of the solution a payment method is required to be set up. This payment method will be used to:

e Group invoices to be paid by Westpac
e Ensure the appropriate payment file is generated within SAP and transmitted to Westpac

Prerequisites

e Itis assumed the configuration related to setting up the company code for payment transactions
will have already been configured

e Configuration of the Westpac format using the PMW (see later section in this guide)
e New House Bank
e Creation of Westpac balance sheet account

Procedure

Step # | Description Additional Information

Payment Methods Per Country( For Credit Transfer)

Financial Accounting -> Accounts Receivable and Accounts
Payable -> Business Transactions -> Outgoing Payments ->
1. IMG Path Automatic Outgoing Payments -> Payment Method/Bank
Selection for Payment Program -> Set Up Payment Methods
per Country for Payment Transactions




SAPd

Press ‘New Entries’

Enter the following data:

‘Country’ code as AU

‘Pymt method’ shown on the

example as 5
‘Description’

Select the ‘Outgoing
payments’ radio button

Select the ‘Bank transf’
payment method
classification

Enter the ‘Document type
for payment’ and

the ‘Clearing document
type’

Select ‘Use payment
medium workbench’ and
enter the format
CBCOM/CGI_XML_CT V1
or select from F4 help for
credit Payment method

Select Currencies Allowed.

Create and Assign Note to

Change View "Payment Method/Country": Details
6‘? New Entries B

Dialog Structure Country BU | Australia |E§> Use in company codes
~ CdPayment Method/Country | pyrmt Method  |5|
= [ currencies Allowed

- [(Onote to Payee by Origin

it
Description L‘u'-.“estpac - Local ACH {DE)|

| Payment method for
® Outgoing payments

() Incoming payments

| Payment method classification

% Bank transf

"I Check

Bl ex

(" 1Check/billf ex.

[ IPost office curr.acct method? B
| Allowed for personnel payments 115K Payment Procedure
] EU Internal Transfer

_ Req_u_ired master re_cu_rd specifications Posting details
| Street,P.0.box or P.0O.box pst code Document type for payment EE.
[| Bank details Clearing document type sA
| Account Number Required Sp.G/L ind.b/ex. / b/ex.pmnt req.
— |IBAN Required [ IPayment order only

" |SWIFT Code Required
["|collection authorization

| Payment medium

(s1Use payment medium workbench | Information for PMW |
Format cecomsce1 x| [H e Format settings |
Format supplement

Example shows ‘CBCOM/CGI_XML_CT_ V1’ as the file
generation method

S Tabke Vew Edt  Goto  Selectior tioes(M]  System  Hep w

] (B oG DHE DO AR @R
Change View "Currencies Alfowed": Overview
‘? Rew Erftnes J;h&:‘EEE

|| Diog Structure  Courtry Tam
n- (T Payment Method/Courtry | -F*.-lrt Method |
(I S8 Cumendes Mlowed
L= CINote ta Payee by Ongn
Currency m | Permited qumences
AtD -
R In this sz, you enter those oumencies that are
= permited for the payment method, Leaving ths
nsn table empty vl mean that al curences are
penmided,
| Postn., Entry 10f3

- ¢ SPRO™ lowh | INS
1 e




Payee

Table View  Edt  Goke Selection.  Utites(M)  System Help
& JdBe@a DHR ODDO0 DR M
Change View "Note to Payee by Origin": Overview
P tew e 10 b 20 B B .
Dhslog S lll'.ll.ll-t‘.‘ Country RO ki Mate: to paryes

* CIpaymert Methed/ Country || pyrmt Method 5
+ [(Dturmences Mowed
| % Par/

'Save’' the data and add the

5. configuration to Customizing

transport request

Payment Methods Per Country( For Direct debit)

Financial Accounting -> Accounts Receivable and Accounts
Payable -> Business Transactions -> Outgoing Payments ->

6. IMG Path Automatic Outgoing Payments -> Payment Method/Bank
Selection for Payment Program -> Set Up Payment Methods
per Country for Payment Transactions

7

Press ‘New Entries’

8. Enter the following data;

‘Country’ code as AU

‘Pymt method’ shown on the
example as 5

‘Description’

Select the ‘Incoming
payments’ radio button

Select the appropriate
classification for Payment
methods either ‘Bank
transf’ / Check

Enter the ‘Document type
for payment’ and

‘Clearing document type’

Select ‘Use payment medium
workbench’ and enter the format




CBCOM/CG I_XML_DD DMEE [= Table view Edit Goto Selection  Utiities(M) System  Help
for Direct Debit Payment Method @ B @@ CHE D08 RENC @

Change View "Payment Method/Country": Details
5? Mewr Entries 2]

Dialog Structure Country LU | Australa |ﬂ§’
~ CdPayment Method/Coun | pymt Method |z
+ [Jcurrencies Allowed
+ [(OMote to Payee by C

Use in company codes

Description WEsmac - Wire Trfr Ld - DD
| Payment method for

() 0Outgoing payments
(®!Incoming payments

Create and Assign Note- to — aprent method cfesten
Payee by Origin 2

() Billf exch.pyt req.

() Payment demand

[ 1Post office curr.acct method? [1Bil of exch. accepted
[v| Allowed for personnel payments [115R Payment Procedure
Required master record specifications | Posting details _
[ |Street,P.0.box or P.0O.box pst code Document type for payment DR
[|Bank details Clearing document type sa)
[| Account Mumber Reguired Sp.G/L ind.bfex. / b/ex.pmnt req. B
[1IBAN Required [ 1Payment order only

[ 1SWIFT Code Required

[ | Collection authorization

Payment medium

() Use payment medium workbench I Inforrmation for PMW |
Foniat CBCOM/CEI X..| G Format settings |
Format supplement '

) Use classic payment medium programs (RFFO*)

Select currencies allowed Payment medium proaram Key in code line

[= Table view [Edt Goto  Seletion  Utles(M)  Svstem Help "

& 48 e DHRE ODLoa0 B @
Change View "WNote to Payee by Origin": Overview
"-.:9 New Entres [ E. 7] E H. E.

Dhslog Sructure Country AT ,:_5,,. Mok to payes
- I:I'-"'cfyl'wll'! Mathod! Courry 1} Pyt Method 5
+ [(tumencies Mloved
- {20 Mota 1o Payes by Drign Mote to P e by D
Dingiri Mote to panyee E
- 4
CBCOM HOTETOPRAYEE Jlj -
: =
| -
[
5] Fostan... Entry 1 of 1

[ one entry chosen

B e e | e —————————————————




& Table Vew Edt  Golo  Select tities(M)  System  Hep w

¢ (B CEe BHE DOOD AR OF
Change View "Currencies Alfowed": Overview
::? Mew Erfines :] g @ E |].

|| Eiog Structure Courtry
* CIPayment Method/Country 1| ot Method. |5
+ 4 Cumences Alowed
* CIMate to Payee by Ongn
Currency E | Permied aumenices
AlD
PR - In this [z, you enter those oumencies that are
e permited for the payment method, Leaving the
table empty vl mean that al curences are
penmided.
H Poston., Entry 1 of 3
¢ SPRO™ ldowck | INS
D e e e e e

11

'Save’ the data and add the

configuration to Customizing
transport request

Payment Methods Per Company Code

Financial Accounting -> Accounts Receivable and Accounts
Payable -> Business Transactions -> Outgoing Payments ->
1 IMG Path Automatic Outgoing Payments -> Payment Method/Bank
Selection for Payment Program -> Set Up Payment Methods
per Company Code for Payment Transactions
2 Press ‘New Entries’
Enter the following data:
] ‘Payi Nng CoO. CO de’ from Change View "Maintenance of Company Code Data for a Payment Method": D
which the invoices will be % New Entries % @ B E
pald from Paying co. code AU01  SAP Australia |'-‘33a’“ Pymt meth. in ctry |
Pymt Method 5 Westpac - Local ACH (DE)
e Enter Pymt Method as
Amount limits Grouping of items
3_ Shown Minimum amount Ej*m__ - jAUD |Single payment for marked tem
.. Maximum amount 99,999,999,99 AUD ~|Payment per due da
e Enter Minimum amount b e T
(Com pany-dependent) Foreign payments/foreign currency payments Bank selection control
° Entel’ MaX| m u m am 0 u nt :; llj:ureign business partner allowed - No anf:imizatinn
[« Foreign currency allowed Optimize by bank group
(Com pany dependent) | Cust/vendor bank abroad allowed? "' Dptimize by postal code
4. 'Save’ the data and add the




SAPd

configuration to Customizing
transport request

Bank Determination

Financial Accounting -> Accounts Receivable and Accounts Payable ->
Business Transactions -> Outgoing Payments -> Automatic Outgoing
Payments -> Payment Method/Bank Selection for Payment Program -> Set
Up Bank Determination for Payment Transactions

. IMG Path

Select the company
code required and

6. select ‘Ranking
Order’ on the left
hand menu
Click on the ‘New
7. L.
Entries’ icon
Enter the following
data:
e ‘Payment Change View "Ranking Order": Overview
method’ as
. % NewEntres [ E v B EH B
previously S e
created Dialog Structure Paying co. code  RAUOL
* [dBank Selection
8. e ‘Currency’ as ) E:antilg Gr'jetr Ranking Order
* gl CCoLnts
AUD o i Kbl Arrinte P.. Crcy  Rank.order I_HIIIL|15E'.' Elk_IHn:uuse bk Acck for bil/exch.
‘ , » [(Ovalue Date 5 AUD 1 200
e ‘Rank Order » [JExpenses/Charges 5 RUD 2 210 1
as l 5 EUTR 1 200
& AUD i L 200

e ‘House Bank’
as previously
created

0. 'Save’ the data and
add the
configuration to
Customizing
transport request

Select ‘Bank
10. Accounts’ on the
left hand menu

Click on the ‘New

11. Entries’ icon




12.

Enter the following
data:

e ‘House Bank’
as previously
created

e ‘Payment
method’ as
previously
created

e ‘Currency’ as
AUD

e The ‘Account
ID’ from which
payments are
to be made as
previously
created

e Enter the Bank
Subaccount —
This will be the
balance sheet
account where
the cleared
Invoice
documents are
reconciled.

Change View "Bank Accounts”: Overview

%2 MNew Entries 5} EL

Dialog Structure
~ [JBank Selection
+ [JRanking Order
- =i Bank Accounts
+ [JAvailable Amounts
» [(Ovalue Date
+ []Expenses/Charges

Paying company code RU01| SAP Australz

Bank Accounts

House ... P.. CUfT... Accoun... Bank subaccount | Clear.acct

i
200 5 AUD Eimcl
200 5 EUR WEAC

4
43102
113102

Charge ind |Bu...

13.

'Save’ the data and
add the
configuration to a
Westpac-specific
Customizing
transport request

14.

Select ‘Available
Amounts’ on the left
hand menu

15.

Click on the ‘New
Entries’ icon

16.

Enter the following
data:

e ‘House Bank’
as previously
created

e ‘Account ID’
as previously
created

Change View "Available Amounts": Overview

Diglog Structure
* [JBank Selaction
- [JRanking Order
« [Bank Accounts
« & Available Amounts
» [value Date
« [ Expenses/Charges

% MNew Entries U3 I; ) @ E].a I:ll

Paying company code EO01  SAP Austziz

Available Amounts

House ba... Accoun... Days Cumency Availble for outgoing ...

200 WERC 3 ATD
200 WEAC 5 EUR

£
I}.nnn.unn,nm

_________

Scheduled incoming pa...
A

1.000.000,00
J

1.000.000,00




e ‘Days’ as 999

e ‘Currency’ as
AUD

e ‘Available for
outgoing
payments’ as
1000000000

17.

'Save’ the data and
add the
configuration to a
Customizing
transport request

2.1.3.4 Bank Statement Processing

Use

In your system, each payment made to an individual supplier will be posted as an individual FI document.
The bank will process the payments as advised and send the reconciliation status of payments at the end
of the day to you. The following section details the necessary configuration to be done for processing

bank statements automatically.

Prerequisites

e Balance Sheet Account

e SAP Note 1686264,1729745 are installed

Procedure

St

ep | Description Additional Information
#

Automatic Clearing

1 IMG Path

Bank Accounting -> Business Transactions -> Payment
Transactions -> Electronic Bank Statement -> Make Global
Settings for Electronic Bank Statement

| Enter Appropriate Chart of
| account and press Enter.

(= Determine Work Area: Entry x

Work Area
Application aool

= T—
Chart of Accounts LINT _|

|g|| Further select cond. || Append ||E||g|




St
ep

Description

Additional Information

Select Create
Transaction Type, then
select tab page New
Entries.

Enter transaction type
and name as shown.

Save.

New Entries: Overview of Added Entries
P =

Dialog Structure

+ [dcreate Account Symbols

» [J Assign Accounts to Account Symbol
- [ create Keys for Posting Rules

» [ODefine Posting Rules

~ '3 Create Transaction Type

Trans. type Mame
z-91 Westpac Bank

Choose the entry which
IS created in step 3(i.e.
z-91)

Select ‘Assign External
Transaction Types to
Posting Rules’. (Before
performing these steps,
consult the bank on
possible external
transaction codes)

Select tab page New
Entries

Assign External
Transaction, Sign,
Posting Rule and
Interpretation Algorithm
as shown.

Save.

Change View "Assign External Transaction Types to Posting Rules": Over
®2  MNew Entries &=

Dialog Structure
= [create Account Symbols
» [JAssign Accounts to Account Symbol

Trans. type £ 91
MName Westpac Bank

» [dCreate Keys for Posting Rules
« [ Define Posting Rules
~ [Create Transaction Type
- 0 Assign External Transaction Types to Posting Rules
= I:IAssign Bank Accounts to Transaction Types

Assign External Transaction Types to Posting Rules

I8 |
Fm»rrlc:lmsm - JeES
EMNTICDISOVR -  |/cBS

External transaction |+/... Posting rule |Interpretation Algorithm

P Prncessingﬁ

909 Customer-Specific Interpreta. | [Dummy ern =

909 Customer-Specific Interpreta. ™| [Dummy en b

Select tab page Assign
Bank Accounts to
Transaction Types.

Select tab page New
Entries

Fill entries as shown and

sSave.

Dialog Structure
+ [ Create Account Symbaols

Assign Bank Accounts to Transaction Types

. Bank Key Bank Account  Trans. type Cu...
+ [ Assign Accounts to Account Symbol 'EL12"33 100101-:1103 i
+ [ Create Keys for Posting Rules i 4 =
11122334 001010101 F

* [ Define Posting Rules

- DCreate Tmnﬁctinn T}rpe 1122334 1234567849 2_31
4 [:IAssign External Transaction Types to Posting Rules 123456 2222222322232 . 1Zh

+ {21 Assign Bank Accounts to Transaction Types 13345678 MO

P..

Su...
| auol

C0... Cash Mana... Worklist

| ool

] nool

| RERF

M.

D



St
ep

Description

Additional Information

‘ fis
& ~dH & & sl [
Display IMG
- e Exising BC Sa05 o Bl Ratease raptes Changs Log  Whess Bes Usad
Structurs
o D, SAR Custormizng Implementation Guids
X D‘p @ Activate Business Functions
g SAP NetWeaver
v [ Entemrse Stucture
(NET Cross-Applcation Components
Financal Accountng (Mew)
w Financial Supply Chan Managemant
Carpomate Connactadty for WestPac
Conparabe Technical Configurations
= [ & Mantan Flz Types —
. = [ & Maintain Extemal Statuses il itk i ==
= [ @& Mantan Mapoing of Extarnal Status to Intarna Status
. eaC IVa e e au = [ @ maintan Technical Configurations (Inbownd, Outhound, and En ﬂ Deactvate the actes Add-In rmolsmsntaben?
= r%— E‘b Maintain Inbound Messags Procassing Rulss ICECOM/ENH STMT STAT
= - r?,- L-‘Fv’ Maintain Bank-Specfic Paymant Mathods R -
I I I l p | el I Ie ntatl O n for = [@ @ Maintan DMEE Rules for Payment Methods
= [@ @ Mamtan vandor's Bller Codas Y H | = |
. = [@ @ Mantan Paymant Mathods for Payment Cockp = s s o SR
L B- G}- Mamtan Houwsa Bank IDs for Payment Cockpit
rocessing + Mk G Makta Mobe_To payes' Comratn T ymant Wethode
= Business Add-Ins
B Bf [3} BadE PGP Encrypbon snd Decryption
an d I I I l Iel I Ie nt O u r + [By @ BAdL Implementations for PGP Encryption and Decryption [SHELL)
By & padl: Implemantstions for CAMT Processng
I Billar Diract
Billng Consobdaton
corporate-specitiic cesn rd Ly Managarmens
Collections Management
1" - Credt Management
CAMTO53 reconciliation
Bank Comrmunication Management
L |_3'-,.- In-Housa Cash
Debt Recovary Managemant
pa ¥ Stratagic Entenwke Managemant/Business Analytics
v A Controling
v A Inwastrmant Managamant
" I._;’v' Entenprise Controling
Financial Supply Chain o
C te Connectivity
Add-Ins->BAdlI :
.
CAMT Processing
& prog Ed G System  Hek
& -ldH eae B B8 SEABLE L Akl v B
Bank Statement: Various Formats (SWIFT, MultiCash, BAIL..)
o
Fils spacifications
< Import data [=ARAR: t Drectory of =
Elact, bank gatemant format XML & Q'M %
MML or bank-specfic farmat CAMT.053.001.02 SMEYCH HEIg=]
Skaterrnt Fle ‘Yarant Catalog for Program RFEBKADO
Line Eam fe Varant nama Shart Description E P Chanpad by
et CAMTOSIV? CAMTOS3w2 Varant A HATESANY
R cIml Ciibank A s
Zemo Revenue Permitted (Swift) bR drigs anly = Hands O A Bap
OTAUS DTAUS A SAP
Posting parametern DTAUS L DTALS debk mema [returms) A CAR
’ M 1 t 1 V : t f = Past Immadataly KD kith 2 A SAP
al n al n a ar I an Or Only Bank Accounting ::z:'CEST kdpe? A zi: =
& =
- - Genarabe batch Rput CRamian Aarmes 1 W
CAMTO053 Processing In
o Assign value date | K
Standard FF.5 —
. CM Payment Adwce SUTTTAMEITIon Pamnning type
[ransaction
-
Algorthims
BELMR niumbar intenval to =3
¥BLNR numbear intendal to & |
Bunding Items per Bundie
Output Controd

Execute as background job
Prnt bank statemsnt

Print posting kg

PrinT sarsncs

Separate Bt

Maintain the Variant
details in Technical
Configuration Settings in
following IMG path.




St
ep

Description

Additional Information

Financial Supply Chain
Management-
>Corporate Connectivity
for Westpac->Corporate
Technical
Configurations-
>Maintain Technical
Configurations (Inbound,
Outbound and
Encryption).

Enter below Details for
various fields

o Parameterl
9
CAMTO053

o Parameter2
->
VARIANT

o Value ->
‘Enter the
Variant
created in
Previous
Step’

[ TakVew Edt Goto Seecton Uties System  Heb

v (H00Q CHE 000 BRG OB

Change View "Main, View for Tech. Configurations of C2B Connectivity":

'?59 Mew Enfries @ ) @

Main. View for Tech, Configurations of C28 Connectiviy

Parameter 1 Paameter 2 Key Value
CAMT053 VARIANT

Value
CAMTOS3V2

= |

Verification of CAMTO053
message Processing

Enter Transaction Code
SLG1 and External ID
(Message ID of
CAMTO053 message)
and execute.

Detailed processing log
of the message will be
displayed.

Tima Rastnction

Transaction coda
rrrrrrrr

Log Craation

Dealog

Batch mput

I EE S




St

ep | Description Additional Information

#
¢ log Edit Gofo  System  Heb
V] v(HCAQ CHE SDIL RRG O®
Display logs

& @ GrTechnicl nformation.  EHelp

Date/ Time/User NU... External D Object &t
v @12.12.2012 11:16:02 NATESAN 5 006a6550000... /CBCOM/C2B
b [@12.12.2012 11:16:39 NATESAN 5 006a655f0000... /CBCOM/C2B
v [@12.12.2012 11:17:02 NATESAN 5 0063655f0000... /CBCOM/C2B

() s

Sub-object text | Tran

Program | Mode Log number
Dialog pro... 00000000000000001964
Dialog pro... 00000000000000001965
Dialog pro... 00000000000000001966

% [EFMEFE E) O A E.
Selected Logs

T Message Text

@ message detaisin <file content tag decoded
D detaisin <fle content> tag decrypted
@ CAMT053 Payment Statement Processing Job Scheduled Successfully.

@ulofaofas

O (0063655f000001367722327100038dc2@qvalent.com processing started for fil ID

@ Processing completed with fle 1D 0063655f0000013b7726327100038dc2@qvalent.com

Table 3 — Automatic Clearing Program Configuration

2.1.4 Integration with BCM

Use

When payment run concludes, payment collector is created which merges the payment runs, thereby
creating one virtual payment run. Single payments of the payment collector are grouped into batches. The
grouping of payments is subject to batching rules, which define the criteria for group payments to

batches.

The system creates a payment file for each single batch. The approval strategy for batches before the
system can create the payment file as well as the payment batch status can be handled by SAP

configuration.

Prerequisites

e Activate Bank Communication Management (BCM) Software Component.

e Requisite BCM Specific customizing for Payment Grouping & Approval.

Procedure
Etep Description Additional Information

Activate BCM for integration with payment run

SAP
o Transactio
n “OBPM5”

Click on “FlI
AP/AR




Step

4 Description Additional Information
Payment
program for
customers and
vendors” option
button
Change View "Reservation for Cross-Payment Run Payment Media": Overvie
Click on the B ew entres | 8| [l 22 Bl BB
‘NeW Ent“eS’ Run indicator FI AP/AR Payment program for customers and vendors i
e | IcOn and Enter S S
Reservation for Cross-Payment Run Payment Media
the data as Jdentifier lBrRM |
GEB* [+]
shown. — 5
s ]
e | Press ‘Save’
Map External
Status to
Internal Status
via IMG path
_ _ [ Table View Edit Goto Selection Utiities System  Help
Financial :
Supply Chain & * €@ OHE T8 BEREE N
M;malg(;ement- Change View "Map external status to internal statu”: Overview
>pban
Communication & New Entries ER2
° Management' Map external status to internal statu
>Payment CoCd|House Bk Ext. Status Code PymTr Alert Category E!
Status AUD1 WESTE  ACCE BRE -
Management- AU0O1 WESTE  ACSE BAC i
>|\/|ap External AU01 WESTE ACTC BRS
Status to AU01 WESTF  PART BEA
Internal Status L WETE ki HER
Ste L " :
” P Description Additional Information

Technical Configurations to integrate BCM (Only relevant for connector installation with active
BCM implementation)

SAP Transaction
“SE24"




Step

Description

Additional Information

In the Class Builder:
Initial Screen provides
the object type value

Class Builder: Initial Screen
go 1 &8 & o @@

(Class Browser

e | AS
‘/CBCOM/CL_TECH_ Object type DCECDHECL_TECH_UELITE ::|jl
UTILITY’ and click on
the ‘Display’ button. G Dspay |||# Change |[[0  cCreate |
Now double click on
method
‘UPDATE_BCM_STA
e | TUS’ and click on the
‘Enhance’ button (@
[= Method giT' Goto  Utiiles Environment  System  Help
& Pretty Printer Shift+F1 i@' o B oo @
| Pattemn Ctri+Fo6 |
After that navi g ate the Class B Cipboard » CL_TECH_UTILITY Change Enhancem
BRI Dnd/Rephce. CluteF T H & attern  Pretty Printer ignature
menu bar as Edit -> €7 rien o (NS AR
Enhancement — L I .[ e
(] . % i ,
Operations -> Show | e (
. . 4 odification Operations » iy
Imp“Clt EnhanCem ent - Enhancement Operations » Create Enhancement
1 Cancel F12 Undo Enhancement @0 JHULUL
O ptl O n S ) L = Replace Enhancement |
Tt ~_ __ > Change Enhancement
: bate 1 stscd Show Impict Enhancement Options
Z — _ : ‘—‘ _‘ ‘ Hide Impiicit Enhancement Options
Now you can able to Class Builder: Class /CBCOM/CL_TECH_UTILITY Change Enhancements
see the enhancement &= PP o @S SHEBOH @ @ Pattern  Pretty Printer | Signature | =] Public Section
° Opt|0ns ava”able |n Method UPDATE_BCM STATUS Active
|2 F(IMETHOD update bcm status.
the selected method. O T
After that right click on _
the enhancem ent a-i’:mw ;.a ;r .;e-m-m; N .; B BN O @R eateen pet::f:: nS;::n’Zpubucsmm e
available after the first e
line of the method and ;_
o : &

navigate as
Enhancement
Implementation ->
Create.

HH Aok

0= G 1wy < o=l Rl | RN I
S A S e L L e

e SLRELY
Unao

NHNNNE NN

Replace

Soopc \ME1HOL update_bom_status Change




Step

Description

Additional Information

Now system will pop
for enhancement type,
click on ‘Code’.

[ = Choose Enhancement Mode

@ Zhoo=e Tyvpe of Enhancement

f
||_ Declaration Code |ﬁ Cancel

After that provide the
enhancement
Implementation details
and click on Enter
button.

[= Create Enhancement Implementation

Enhancement Implementation |ZCBCOM ENH ECM UPDATE
Short Text I_Eh::l‘-ﬂ status update procesy

Composite Enhancement Implementation ' @

Now copy the existing
commented code in
the method and paste
It in between the
enhancement section.
After that uncomment
the code and activate
It.

Now again go to the
transaction code
SE24 and provide the
object type as
‘CL_BNK_PROC_XS
TAT_MSG’ and click
on ‘Display’ button.

Class Builder: Initial Screen
g0 1 @[ O OGP CassBrowser

LTy pe E&Lﬂ_éﬁﬁ_ﬁﬁﬁ&_iééﬁé’_ﬁg d =1

Iy Dispy | |;f? Change | [ Create |

Double click on
INSERT_MSG’
method and click on
the ‘Enhance’ button

(@)-




Step

Description

Additional Information

[= Method _i Edit | Goto Utiiles Environment System  Help
& Q@ DHRBR B a8 @m
| Pattern Ctri+F&
Class B  Cipboard » BROC XSTAT_MSG Change Enhancements
N | B Find/Replace... Ctrl+F = .
After that nav|gate the « = % I - N7 | @ Pattern | Signature | [JCreate 42 Change
Method Active
menu bar as Edit -> e
= More functions v
Enhancem ent ; Modffication operations Y s e T o
o - 5 Enhancement Operations > Creafé ]mlp}le.mentation” Ctrl-;sh'rFt+F8 |
Operatlons -> ShOW § Cancel F12 | UndoImplementation shit+Ctrl+0 ~ Fat_msg,
Implicit Enhancement " T ot meiat ey Ceroelmplementaton  CuiShiteFs
. 1 _tab xstat_r =7  Replace Implementation Ctri+Shift+F7
O ptl ons. 1 tab xstat tx Create Option
13 1l cx proc :
12 l:loE_ref baicdo gt D -
13 Change Option
14 1 method name = '"INSE  ghow Implict Enhancement Options
_: 56 e & by s b e Hide Implicit Enhancement Options Sy
Method INSERT MSG
13-’-1; EXPORTING
65 i tab xstat tx = 1 tab xstat tx.
6 ENDIF .
f__; TRY - -
NOW you can able to 70 CALL METHOD me->end action
see the enhancement = S . :
°® i ] ) ] 2 i action = con action cre
Opt|0ns ava”able N :i J:__ie f_bnlfc_ent_xstat_msg = i_;e f_ern;_:-:ste
j £ i log re = 1 log ref.
the selected method. 5 CATCH cx bnk proc INTO 1 cx proc.
76 raise> text-001 1 method name.
T ENDTRY .
", e msg guid = 1 str xstat msg—guid.
‘_ :"_ FFFFFFFFFFFF FF FFFFFF FF FFFFFF FF FFFFFF FF FFFFFF FF FFFFFF FF FFFFFF FF FFFFFF FF FFFFFF FF FFFFFF AR FFFFFF R FE I
g 2 ENDMETHOCD .
15% o CATCH cx bnk proc INTO il et
76 raise> text-001 1 mei  Next Identical Structure Level
- - 77% r ENDTRY. Previous Identical Structure Level
After that right click on <! 2
i : Buffer b
the enhancement /9 e msg guid = 1 str xstat| -
point which is 80: Enhancement Operations 4 Cr
. 0 N R N N RN R AT VT hie b g b di Al Al diaifiRidiniRinisiiRin i giRinifil
available before last | * &1 1 un
- g2 - ENDMETHOD.
line of the method and e R R R R e Ch
° ) 0
navigate as e
Enhancement Cre
Implementation -> i
Create. Ch
sh
Hic




Step

Description

Additional Information

Now system will pop
for enhancement type,
click on ‘Code’.

[ = Choose Enhancement Mode

@ Zhoo=e Tyvpe of Enhancement

f
||_ Declaration Code |ﬁ Cancel

Subsequently provide
the enhancement
Implementation details
and choose Confirm.

[= Create Enhancement Implementation

Enhancement Implementation ZCBC DM_ENH_BCH_UPDATEi
Short Text I_El(:l"-’l Status upadate process

Composite Enhancement Implementation |E|

Copy and paste the
code in the adjacent
Additional Information
column into the
enhancement section
and activate Iit.

EXPORT guid = 1 _str_Xxstat _msg-
guid to MEMORY i1d "GV MSG GUID".

2.1.5 Solution Technical Settings

The following section details the solution-specific technical configuration required. All configuration

settings will be required to support the processes for payments within SAP and communication to the

bank. The configuration section has been split into the following sections:

1. Solution Customizing ( Imported from BC Set)
2. PGP Encryption Specific Settings.

2.1.5.1 Solution Customizing (Imported from BC Set)

The following section details settings required to enable the solution to process the payment messages
and send the same to the bank.

Prerequisites

The solution is installed

FI — specific settings are completed as mentioned in section 2.1.2

Solution Specific configurations were provided as Business configuration Sets and same should

be imported as detailed below.

details in the
selection screen:
Field : BC Set

:tep Description Additional Information
Enter transaction
code SCPR20 and
1 enter following




SAPd

gtep Description Additional Information
Value = Business Con franrstinn Safcs ArfFivafFinn
/CBCOM/BC_SET = - = J g = s LLATTTIL T LIV Sl MLLIVOLS
S_CBCOM & | {H CGQ SHE DDhad ARG @
Business Configuration Sets: Activation
G W, o @ g FE PR 0
BC Set SCBCOM/BC SETS CBCOM
Short Text BC Sets for CBCOM
Business Configuration Sets: Activation
Choose the
Activate % @ go i
pushbutton.
The system will
prompt you fora |gcset /CBCOM/BC_SETS CBCOM
transport request  |sport Text [T WYY - 3
to the
Customizing; enter Request XCBKD00339 Workbench request
the transport Short Description test
request number - —
|£| |E| Own Requests | |E|
3 Press OK to
continue.




Step Description Additional Information

[ BCSet Edit Goto  Utilities(M)}  Systerm  Help

& vy JH @  CHE Do EEG @
Business Configuration Sets: Activation
o o @3 o A
BC Set FCBCOM/BC _SETS CBCOM _
Chirt Tt BC Sets for CBCOM || Caution You have started the BC Set activation If you continue, new data

recards will be created and/or existing ones overwritten.

Activation Information Activation Options
Activated By: MATESANW Owerwrite Data
Datef Time: 07.01.2013 / 12:25:42 = Overwrite All Data
SystemyClient: HCB S 200 “iDefault Values not Owverwrit
Workbench Regst: XCBKOOD339
Customizing Regst: System Inactive Select Activation Mode
Activation Links: Create Locally = Default Mode (Reccomend)
i Expert Mode

Activation Languages: German

English Deletion Functionality

- |Enable for Classical BC Sets
i »

Messages

Release the TR
created In
Step 2 and
transport
across
landscape.

e Following configuration settings shall be maintained based on Fl settings explained in section
2.1.2.

e Below-given configurations were maintained via IMG path Financial Supply Chain Management -
> Corporate Connectivity for Westpac -> Corporate Technical Configurations -> Maintain
Technical Configurations(Inbound, Outbound and Encryption)
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Step

Description

Additional Information

IMG Activity :

Maintain Bank-
Specific
payment
Methods

Display IMG
% BN 0% | Existing BCSets & BC Sets for Activity S Activated BC Sets for Activty [N Release Notes
Structure

¥ SAP Customizing Implementation Guide
J @ Activate Business Functions
’ SAP HetWeaver
4 Enterprise Structure
' Cross-Application Components

' Financial Accounting (New)
i Financial Supply Chain Management
i Corporate Connectivity for WestPac
¥ Corporate Technical Configurations

i (% Maintain File Types

' & Maintain External Statuses

° (£ Maintain Mapping of Extemnal Status to Intemal Status

. @ Maintain Technical Configurations (Inbound, Qutbound, and Encryption)
L &> Maintain Inbound Message Processing Rules

' @ Maintain Bank-Specific Payment Methods

: ($» Maintain DMEE Rules for Payment Methods

i (& Maintain Vendor's Biler Code

: (& Maintain Payment Methods for Payment Cockpit

' (» Maintain House Bank IDs for Payment Cockpit

: (> Maintain Note-To-Payee Converstion for Payment Methods

Change Log  Where Else Used

Click New
Entries and
Enter below
details for each
Payment
Method.

EX:
Country : AU

Bank PayMethod:
Select a value from
drop down. )(for
example, Direct
Entry)

PM : Enter SAP
payment methods
configured in
section 2.1.3.3

Y ~(B/0e@ BHE §DL8 BHAY OB

New Entries: Overview of Added Entries
7= E R

WestPac Payment Methods

Cty Bank PayMethod
AU Direct Entry

Repeat above
Steps for the
Payment Methods
that shall be used
by you to send the
credit transaction.
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IMG Activity :

Maintain
Vendor’s Biller
Code

Biller code is
mandatory
Information for
Bank to process
Bill Pay Credit
Instruction.

Select the IMG
activity and click
New Entries.

EX:

Vendor : Enter
Valid Vendor No

Biller Cd : Enter

[ TableView Edt Goto

g *(B0@@ BHE B0O0 HRY QW

Selection  Utiities(M)  System  Help

Change View "Maintain Vendor Biller Codes": Overview

"2 New Entries (B [

Maintain Vendor Biler Codes

Vendor BillerCd M
VENDOR AT 1234567890 *

¥

10 digit Biller
Code
IMG Activity :
_ _ [ Table View Edit Goto Selection  Utilities(M) System  Help
Maintain Payment
Methods for v (B ¢ BHE DDL8 FRY QOH
Payment Cockpit R P TR T
Select the IMG ew Entries: Overview o ntries
activity and click e B E
New Entries.
Ex: Maintain en...
' cty P[]
Country : AU m——
Payment 8

Methods : Enter
SAP payment
methods configured
In section 2.1.3.3

Maintain all
Payment Methods
created for
Westpac




T

IM(-_:" _ [E TableView Edt Goto Selection Utilties(M) System Help
Activity : 1
o & -0 @@ LHE Do ARG @l
Maintain House
Bank ID’s for New Entries: Overview of Added Entries
Payment
Cockpit = E B
Select the IMG Maintain enfries of House Bank H...
activity and click CoCd House Bk Acct ID [
New Entries. 4701 200 WEAC
EX:
Company Cd :
AUO1
5 House Bank:
Enter SAP
House Bank

configured Iin
section 2.1.3.2

Maintain all
House Banks
created for
Westpac

Acct ID: Enter
Account ID
associated with
House Bank.

2.1.5.2 PGP Encryption Specific Settings

The following section discusses the settings required to plug in your company-specific PGP
Implementation. A default Implementation for PGP Implementation with necessary technical settings is
provided as a reference for you to implement your preferred PGP Implementation.

Prerequisites

e PGP software is Installed and it is accessible from your ERP system

e You have exported and sent your PGP public certificate to the bank

e You have Imported the bank's PGP public certificate to your PGP key store (request certificate
from bank)

To plug-in your corporate-specific PGP Implementation, you should maintain the following settings.

Stg Description Additional Information
1 Implement your
Preferred PGP




Ste

Description

Additional Information

Implementation via
PGP Encryption
Business Add-In via
IMG Path

Financial Supply
Chain Management-
>Corporate
Connectivity for
Westpac->Business
Add-Ins->BAdI :PGP
Encryption and
Decryption

%% EH 9% | Existing BC Sets &y BC Sets for Activity S Activated BC Sets

Dicryl=w TRIME
LASpiay 1MG

Yl @@ CHR 20080 B @

Display TMG

E release Notes Change Log  Where Else Used

Structure
= SAP Customizing Implementation Guide

= @y @ Activate Business Functions
L SAP NetWeaver
Enterprise Structure
@1 Cross-Application Components
Financial Accounting (Mew)
Financial Supply Chain Management
. Corporate Connectivity for WestPac i1 Implementations |j
- Corporate Technical Configurations —— —
& @ @ Maintain File Types
= @ Maintain External Statuses
* @ Maintain Mapping of External Status to n

Implementations for BAdI Definition /CBCOM/BADI_PGP_ENCRYP TION

Actve(IMG) Actve(Im... Enhancement Implementation BAdI Implementation Description i
v /CBCOM/ENH PGP ENCRYFTION /CBCOM/BADI PGF ENCRYFTION IMF Custom BAdi Implementation for BPGF “
. B+ Maintain Technical Configurations (Inbour -
L= @ Maintain Inbound Message Processing Rul
+ B &F Maintain Bank-Spedific Payment Methods|
: Maintain DMEE Rules for Payment Method
Maintain Vendor's Biller Codes
Maintain Payment Methods for Payment {
- Maintain House Bank IDs for Payment Coq
. (E Maintain Mote-To-Payee Converstion for |
¥ Business Add-Ins |
= @ @ BAdI: PGP Encryption and Decryption
* (E» BAdL Implementations for PGP Encryptio|
= Q’} BAdIL: Implementations for CAMT Process
Biller Direct
Biling Consolidation
Cash and Liquidity Management

PO

W

: @
: @
: @
: &

®

T

Collections Management
Credit Management
Dispute Management
Bank Communication Management
In-House Cash 4[» ? [
Debt Recovery Management |
Strategic Enterprise Management/Business Analytics| |§"ﬁ"6"
Controlling e

Investment Management I |§|

Enterprise Controling

@

]
&)
&
O

Maintain requisite
technical settings for
PGP Implementation
iIn below IMG path.

Financial Supply
Chain Management-
>Corporate
Connectivity for
Westpac->Corporate
Technical
Configurations-
>Maintain Technical
Configurations
(Inbound, Outbound
and Encryption).

e Enter below
Details for
various fields

e Parameterl =2
ENCRYPTION

o o = L= -y -
T O . e e e ¥ — R = 7 . w an i e — gl L
- r 3 a P = ¥ s i -T T = A S 7 A ‘e Tk ol L 5y Fa b ol £
— s N | W J - - f = = | = Y LT F T KR YEFLFE oy LK W -

_ - igm - = .
o oo o, o o po e oy ol e

s el =] g g T i
] i YL L/
e el N

& ~ 4 H CGE@  DHE DHhoax EEEG @ M

Change View "Main. View for Tech. Configurations of C2B Connectivity":
ﬁ"ﬁ? New Entries @- L3

Main. View for Tech. Configurations of C2B Connechivity

Parameter 1 Parameter 2 Key Value Value M
ENCRYPTION COMMANDNAME ZPGPEMCSCRIPT ==
ENCEYETION DECRYPT SCRIET.. Jusr/sap/YCB/PGP_YCB/Pgpdecrypt.sh
ENCREYETION ENCRYPFT SCRIPT . Jusr/sap/YCB/PGP_YCB/Pgpencrypt.sh
ENCRYFTION LOGFILE DEC IN /CBCOM/LOGFILE_DEC_S

ENCRYPTION LOGFILE DEC OUT JCBCOM/LOGFILE_DEC_T

ENCRYPTION LOGFILE IN /CBCOM/LOGFILE_ENC_S

ENCRYPTION LOGFILE OUT JCBCOM/LOGFILE_ENC_T

ENCRYPTION LOGICAL FILE JCBCOM/PGP_LF

ENCRYETION SOURCE DECPATH |.XML fusr/sap/YCB/pogpdec/in/

ENCEYETION SOURCE ENCPATH |.XML fusr/sap/YCB/pgpenc/in/

ENCRYFTION SYSTEM SHELL

ENCRYETICH TARGET DECPEATH |.ASC fusr/sap/YCB/pgpdec/out/

ENCEYETION TARGET ENCPATH |.ASC fusr/sap/YCB/pgpenc/out/

3 Business Scenarios

3.1 Web Service Connectivity

For the various Business Scenarios, the following topics are covered:




Overview
Technical system landscape
Configuration details

3.1.1 Overview

The Configuration process detailed in this document helps to configure the Proxy and Service as a part of
the Consumer and Provider Configurations, elaborated in sections 3.1.3 and 3.1.4 in the ERP that
leverages the standard solution to connect to the Connector Application.

3.1.2 Technical System Landscape
Refer Section 2.1

3.1.3 Configuration Details — Scenario PINF

This section lists the sequence of steps — Web Service Consumer Configurations (Technical
configuration, Application configuration) required to implement the Business Scenario PINF Connectivity
from your SAP ERP towards BANK Pl to BANK Legacy System. It supports PAINOO1 file format.

Consumer Proxy Interface: The Proxy Application/Interface is to be implemented on the SAP ERP /
(consumer side). This will then be used to generate the proxies based on the data design structure from
the ESR of the BANKPI (Provider side).

Steps:

Step 1: Import the Package of the Proxies on the ERP system.
Step 2: Go to TCODE: SPROXY in your SAP ERP as shown in the following figure.

et |

& | /nsproxy vJEH G CHE &Dho8 HE | & N

& B - = B rd
i I el P -

- Fj @ I i N

| e B oo i F ¥ == &

L . i P | =1 = -

Figure 2

Step 3: Navigate to the structure of the required proxy from the available Namespaces in the list that
concerns the scenarios and expand it.
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~ Object Navigator
@ =% B H §edt object

|8 MIME Repository
lﬁﬂepnsfmw Browser

[@@ Repasitory Information System
I Tag Browser

[% Transpart Organizer

l@ Test Repository

Enterprise Services Browser

v AR

Local Objects only (Mo Connection to ESR) |

b http://sap.com/xi/BPM/AbsenceDemo “
b http://sap.com/xi/BS/ Basis/PAF v
L T B Cl=mie 118 . "'|g

http://sap.com/xi/CBCOM/ Global2

[P/ /5ap. COMmX

b hittp://sap.com/xi/CRD/Global2

b hittp://sap.com/xi/ CRD/Globalz/ Testing

b hittp://sap.com/xi/DocB

b hittp://sap.com/xi/EA-HR/Global

b hittp://sap.com/x/EA-RETALL

b hittp://sap.com/x/EA-SAWE/Globalz

b hittp://sap.com/xi/EA-SCM/Global2
/I
/I
/I
/I
/I
/I
/I

v http://sap.com/xi/ECCFIN/ Global

b http://sap.com/xi/ERECRUIT/Global

b hittp://sap.com/xi/ESF

b hittp://sap.com/xi/ES Administration Tools
b hittp://sap.com/xi/ESL Brunswig

b hittp://sap.com/xi/ESYReferencelase

b http://sap.com/xi/ESYReferenceCaseStr

Figure 3

HTML5 ISLANDS

Integrate HTMLS into your Web Dynpro ABAP Applications

var MyMMLIsland = |

saydcmathing: function (message) |
alezt (massage) ;

Step 4: Navigate to the Service Interface WIB_PINF_OB_ Sl that contains the corresponding objects of
the Scenario PINF as explained in the Section 3.1.3
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Display Service Consumer WIB_PINF_OB_SI
5 HWE g s S EE N sk

M —— 7
[ MIME Repository Service Consumer (ESR) LFIE_FIHF_EB_SI | Active
|5 Repositary Browser ~ /'properties | Extemal View | Inteal View | Used Objects | Configuration | Classffications
I@@ Repository Information System
2] Taq Browser  External Key
I% Transport Organizer Type |Senvice Interface v|cource |Enterprise Service Repo..
|@. Tast Repository Name 'WIB PINF OB 5I |
EE Enterprise Services Browser MNamespace 'http: //3ap.com/xi/CBCOM,/Global2
Description ‘Outbound 5I for Payment Instruction from Corporate Customer |
5 @0 :
“ﬁ| ﬁ" I':”E ‘l It:ﬁ-“I$ ‘l llﬁ “[ﬁ' || I‘ Direction Outhound v State | not released v
Local Objects only (No Connection to ESR)
v hitp://sap.com/ws_errors/vkraska il |1
b http://sap.comy/xi/AB/FS/VP - || _ .
v http://sap.com/xi/ ABA Proxy Mame /CBCOM/CO PAYMENT ASYNC OUT Prefix | /CBCOM/
 httpy/ sap.cnrru":-:!,fAEMEInhal Description ‘Qutbound SI for Payment Instruction from Corporate Customer
v hittp://sap.comfxi/ APPL
v hittp://sap.com/xi/ APPL/EDX .
" hittp://sep.com/x/APPL/Global | Interface Attributes
v hitp://sap.com/xi/ APPL/Global2 - e -
v http://sap.com/xi/ APPL/Global2/ Testing SO B SR R eten
v http://sap.com/xi/ APPL/MDG/ Global2 -
¥ http://sap.com/xj/ APPL/PI/ TM/UX ' General Data
v hittp://sap.comfxil APPL/SC/Global2 | -
v http://sap.com/xi/BASIS/Global Original Language EN Englisr v
 Nttp://sap.com/xi/BPM/AbsenceDemo Created by 5143021  |om |10.08.2012 |08:45:44
v http://sap.com/xi/BS/Basis/PAF ; _ ? :
b http:”ﬁp.CDmFxHESIEHEEEPFLFfITEEtmg EhHI’lgEd |::|1‘|r HATESENRV GI 08.11.2012 jO06:53:12

http://sap.com/xi/CBCOM/Global2
v 5] Faultmessagetypes
v =] Messagetypes

* (B Service Interfaces

» WIB_PINF_0B_SI

* WIB PCNF IB 5I
' i Datatypes
http://sap.com/xi/CRD
http://sap.com/xi/CRD/Global2
http://sap.com/xi/CRD/Global2/ Testing
http://sap.com/xi/DocB
http://sap.com/xi/EA-HR/Global
http://sap.com/xi/EA-RETAIL
httn:/fsan.com/¥ilFA-SAWF/ Glnhal?

b

Figure 4

Step 6: Double Click to expand the above mentioned Interface. Its details can be observed as shown on
Figure 3.

Configuration Steps:

Step 1: Access the TCODE: SOAMANAGER on the ERP system to open the Web based SOA Interface
as shown in the figure 4.

© 2013 SAP AG Title: SAP Corporate Connectivity for Banking Page 49 of 74
Dietmar-Hopp-Allee 16 Version: 1.0
D-69190 Walldorf Date: January 24, 2013



SAPd

¢ EmEE - (H/CQQICHR 8ndd IR QR

Figure 5

Step 2: Select the Service Administration tab page followed by the Web Service Configuration tab page
as depicted in figure 5.

S0A Management (YCB;200)

Technical Administration | Logs and Traces | Management Connections |~ Services Registry |~ Monitoring Tools

Web Service Configuration
Configure Service Definttions, Consumer Proxies and Service Groups

=implified Web Service Configuration
Configure Service Definttions for Web Service Consumers with limited capabilties

Business Scenario Configuration
Configure multiple Service Definitions and Service Groups supporting Change Management

Logon Data Management
Iaintain logon data used by Business Scenario Configuration

Pending Tasks
Process Pending Tasks generated by Business Scenario Configuration

Logical Receiver Determination
iMaintain rules for finding Buziness Applications at runtime based on the business context

Figure 6

Step 3: Click on the Search by dropdown and Select the Consumer Proxy option. Also, key in the
Interface WIB_PINF_OB_SlI in the input box relevant to the Search Pattern and click on GO as shown in
Figure 6.

Web Service Configuration (YCB;200)

.~ Search Design Time object for Web Service Configuration

/.Eenml'h | .Elrﬂws-e.i

search By Service Definition, Consumer Proxy or ServiceGroup

Search b Search Patterng | VWIB_PINF_0OB Sl Go BShow Advanced Search

Figure 7

Step 4: The following view shows the Proxy relevant to the Scenario PINF as shown in Figure 7.
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search Design Time object for Web Service Configuration

~search | Browse

search By Service Definition, Consumer Proxy or ServiceGroup

Search h‘,m Search Pattern:§WIB_PINF_OB_Sl Go | Show Advanced Search

Search Results

| Internal Hame | External Hamespace | External Name

' [CBCOM/CO_PAYMENT_ASYNC_OUT hitp://=ap. comxCBCOM/Global2 WiB_PINF_0B_3l

Apply Selection

Figure 8

Step 5: Select the Proxy Name and “Hit” the Apply Selection button to access the details of Consumer
Proxy as shown in Figure 7. Select the Configuration tab page to create the configuration for the logical
port for the proxy as shown in figure 8.

Search By Service Definition, Consumer Prooy or ServiceGroup

Search by: [Consumer Proay | Search Pattern: WB_PWF_08 5| || Go | Show Advanced Search
Starch Resuns
intermial Hame Exfernal Namespacs Extarnal Hame
[ |a {E}EEEMW_F!.\"EEHT_AS‘WE_WT hitp isap. comxiCBCOIRGREaR WEB_PNF_08_%
| Apply Selechon

Details of Consumer Proxy: ICBCOMCO_PAYMENT _ASYNC_OUT

e T

Figure 9

Step 6: Click on Configurations -> Create as shown in figure 9 to create a LP. Provide a Name for the LP,
Description and check the “Logical Port is Default” option. Further, select from the available options of
Configuration Type as “WSDL Based Configuration” and WSDL Base as “Via File”.
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bd Note: This logical Port is created from the configurations of the WSDL File, obtained from the
Bank Pl System.

S0A Management

Figure 10

Step 7: Click on Browse to select the location relevant to the WSDL file obtained from BANKPI as
mentioned in Step 6. Hit on Apply Settings to Configure the Logical Port as depicted on Figure 10.
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Select one single binding out of the lizt of potential bindings indicated by WSDL document

Configuration Subjects identified by W3DL Document

e | Subject Type Display  Subject N Dispy Prop. Name Display  Property Valie -
[ Binding Binding_1BCES| WIB_PNF_OB_5100003_232229E85BDE33F4B3BCCERD | WS Protocol ttp:horww, w3.0rg/2005/08/3ddressing
| RN Protocal hitp://docs.oasiz-open.org/ws-rxwsrm2(0702
B Ahertcatin Hehod ~ sapspHTIPXGI9
- sapsp:HTTPBasic
g Used Algorthm Combingtin Basici26Rsal I
I__.| Encryption Expected fale
algnature Expected false
el Add Encrypio e
sign Message falze
] 5ecure Communications S5l
W3DL_DESER XSLT_VERSION 800
- Wessage ID Protocol http:/fwrww. w3.org/2005/08/addressing
| _i Target Appication ID 005056931F521EE1BDC5B00206B5393C

Optimized XML Trangfer SAPBnaryXhL

Transport Binding Type http:l/zchemas. xmisoap.org/soapihitp l r
Toggle Detaik
Apply Settings (¥ Cancel
Figure 11

Step 8: Provide the details - User Name, Password (Obtained from the Bank) and the SSL client of
transaction STRUST (SAP ERP server) as shown in Figure 11 for authentication at the BANKPI Network.

id Note: The SSL client PSE of transaction STRUST should ideally by “DFAULT which points to the
key store view relevant to the SSL client standard PSE of STRUST in the ERP system.

Please make sure all the relevant Security Settings are maintained in the ERP system before the
Step 8 is completed. For more details on the same, refer the Security Guide.
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Configuration of Logical Port 'LP_WSDL' ‘
Display Save Cancel

Configuration of Consumer Settings additional to WSDL Document Information LP=LP_W5DL

| User IDiPassword

" X509 5L Client PSE

331 Clent PSE of transaction STRUST:
Properties from WSDL Document
Transport Security
Signature Expected: false
Encryption Expected: false
Sign Message: Tfalse
Add Encryption: falze
Authenticati
Authentication Method: '3apspHTTPXS09
Figure 12

Step 9: Observe the relevant Messaging Settings as depicted in figure 12.
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Configuration of Logical Port "LP_WSDL"

Display Save Cancel

Consumer Securty £ Messaging I Transport Settings Operabion specific k Administrative Information

Reliable Mes=saging (Asynchr.)

RM Protocol: WS-RM 1.1 -

Me=ssage 1D (Synchronous)

Message ID Protocok 'WS-A Message D 1.0 |

Metering of Service Calls

Data transfer scope: Minimal Data Transfer -
Transfer protocol: Transfer via HTTP header -
Figure 13

Step 10: Click on the Transport Settings tab page as shown in Figure 14. Ensure that the attribute
Computer Name of Access URL is not an IP address but a Fully Qualified Host Name as agreed by the
BANK.

If there is a proxy in your SAP ERP landscape that governs outbound traffic from the ERP to BANKPI,
ensure that the details are maintained in Proxy Host and Port fields as shown in Figure 13.

Important: All the Settings shown in the figure 13 should be as per the configuration settings
maintained at the BANKPI system.

Consumer Security |~ Messaging / Transport Settings Operation specific | Administrative Information

Transport Binding

URL Access Path: [sap/bcisrixip/sap/hitp177sapZcom7xif cbecom7 global21ohTw00/wibSpin fSobSsvvuiD0,
URL Protocol Information: HTTPS
Port Number of Access URL: (443
ESR Target Client: 001
1o Language: Language of User Context

Mame of Proxy Host: 3 1.5_5___. 56.68.228

Port Number of Pro : 080
User Name for Proxy Access:

Password of Proxy User:

Transport Binding Type: '__SEIAF‘ 1':1 |
Make Local Call: ‘Mo Callin Local system
Maximum Wait for W5 Consumer: i
Optimized XML Transfer: I_E_lin ary XML
Compress HTTP Mes=sage: Inactive
Compress Hesponse: _”True
Figure 14

Step 11: Verify that the configuration for the Operation Specific tab is as shown in Figure 15. (BANKPI
relevant)
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Configuration of Logical Port "LP_WSDL'

Display Save Cancel

Consumer Security 5 Messaging Transport Settings J}f ' ﬂmmm Administrative Information

: Operation | ' Transport Binding

| WB_PNF_0B_S SOAP Action: http://sap.comixiCBCOM/Global2v ™

Transport Security

Signed Message Elements:
|| = Encrypted Message Elements:
Signed Meszage Elements:

Encrypted Message Elements:

W3 A{Iﬁr&s zing

Inbound Message Action: hitp-//sap.comxiCBCON/GIo haEﬂNIi ]

Figure 15

Step 12: Verify that the configuration for the tab Administrative Information is as shown in Figure 16. The
LP name should be the same as that maintained in Step 6.

Configuration of Logical Port "LP_WSDL"

Display Save Cancel

Consumer Securiby 5 Mes=saging Transport Settings ' Operation specific f” Administrative Information

Internal ldentification

Configuration Key: 0030569801761 ED28ACE30BF09524157
Binding Key: 0050569801768 1ED283ACEE0BF0S52A157
Eﬁang& Information

Changing User:
Change Date:
Change Time: 000000

Logical Port Settings

Logical Port Name: |LP_1.-'I.I'E-DL
[+] Logical Port is Default

Description Information

Description: |LF' based on BANK WSO

Izsolation Settings

= izolated
[ | Izolation iz permanent

Figure 16

Step 13: Choose Save to do so for the logical port with all the configurations and settings maintained from
the previous steps as shown in Figure 17.
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Configuration of Logical Port 'LP_WS3DL'

Display Save Cancel

Consumer Security Messaging : Transport Settings Operation specific f: Administrative Information

i

Figure 17

Step 14: Use this Logical Port to test the Consumer Proxy from SPROXY in reference to the Outbound
Message from your SAP ERP towards BANKPI as shown in Figure 17-19

Display Service Consumer WIB_PINF_0B_SI
€= 5% g *Eaﬁﬂnsmricks

@ MIME Repositary Service Consumer (ESR) !WIE_PIHF_{:E_SI  Active
pities | External View | Intemal View | Used Objects | Configuration | Clasfications

‘% Repasicory Browser . f,;.. "
Figure 18

[ Test Service Consumer

| Test Object |
Class Hame |/CBCOM/CO_PRYMENT ASYNC OUT |
(#)Use Runtime Local Interface Call
Logical Port Name ELP_WEDL :
Method Name 'WIB PINF OB 5I
(#!Use generated consumer class ("1Pass through XML data
 Input |
(¢! Generate Request Template () Generate Initial Reg. Template
(xsi:nil for all Leaf Elements (ixsienil for nilable Leaf Elm.

| | Deletion Indicator

!I Processing
| |Extended ¥ML Handling
| |Enforce stylesheet generation

@lga check |[H[H|X)

Figure 19

Step 15: Click on the execute icon from Figure 19 to send data using the above created Logical Port with
the relevant Sample Payment Data.
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Further, click on Trigger COMMIT WORK option from the Menu -> Extras to initiate the message transfer.

£ Service Interface  Edit  Goto | Extras | System  Help

r.. D= ”

@ I} Tj {3 |E Camnle Reenonse Pavin hﬁ gj E @
o] |

Test Service Consumer: Trigger ROLLBACK WORK
G PR

. Request |

- «n0:WIB_PINF_MT xmins:n0="http://sap.com/xi/CBCOM/Global2">
<FilelD =String 1</FilelD >
<FlleType=String 2</FileType>
<MimeType=8String 3</MimeType:
<FilleName =8tring 4 </FileName >

- <Parameter=
<MName=String 5</Name >
<\Value=String 6</Value=
</Parameter>
- <Parameterz
<MName=String 7 </Name >
<\Value=String 8</Value =
</Parameter=
<FlleContent=8tring 9 </FileContent>
</n0:WIB_PINF_MT =

Figure 20

3.1.4 Configuration Details — Scenario PCNF

This section lists the sequence of steps — Web Service Provider Configurations (Technical configuration,
Application configuration) required to implement the Business Scenario PCNF Connectivity from BANK
Legacy System towards BANKPI to the SAP ERP. It supports PAINOO2 and CAMTO053 file format.

Provider Proxy Interface: The Proxy Application/Interface is to be implemented on the SAP ERP
(Provider Side). This will then be used to generate the proxies based on the data design structure from
the ESR of the BANKPI (Consumer side).

Steps:
Step 1: Import the Package of the Proxies on the ERP system if not done from the previous section.
Step 2: Goto TCODE: SPROXY in the SAP ERP as shown in the figure 20
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[c- SAP Easy Access

& E_fﬁsp oy

SAPd

* dH @@ EHEE BHTman @ B

Figure 21

Step 3: Navigate and expand the structure of the relevant proxy from the available Namespaces in the list

that concern the scenarios.

' Object Navigator
- = | B Y Edit Object

[#% MIME Repository

[E Repository Browser

[%Repcrsitﬂr'; Information System

I Tag Browser

[% Transport Organizer

ﬁ Test Repository

| Enterprise Services Browser

e e e e e

K

Z)8](388) [ ¥ (i) ] (=]

Local Objects only (Mo Connection to ESR) |

¥ http://sap.com/xi/BPM/AbsenceDemo
¥ http://sap.com/xi/BS/Basis/PAF

gsting

p:f/sap.com/ x| CR
http://sap.com/xi CRD/Global2
http://sap.com/xi/ CRD/Global2/ Testing
http://sap.com/xi/DocB
http://sap.com/xi/EA-HR/Global
http://sap.com/xi/EA-RETAIL
http://sap.com/xi/EA-SAWE/Global2
http://sap.com/xi/EA-SCM/Global2
http://sap.comyxif ECCFIN/Global
http://sap.com/xi/ERECRUIT/Global
http://sap.com/xi/ESF
http://sap.com/xi/ESL Administration Tools
http://sap.com/xi/ESI/Brunswig
hittp://sap.com/xi/ESI/ReferenceCase
http://sap.com/xi/ESI/ReferenceCaseSir

O

Figure 22

Tl e i FOTIM e e HE e

W0 W pn, mom gy WEogen B g
ABAP SPOTLIGH

Bom ot S §

HTMLS ISLANDS

Integrate HTMLS into your Web Dynpro ABAP Applications

var HyHDHLIsaland = |
sayZcsathing: function (mesasage) |
alect (massagel ;

Step 4: Navigate to the Service Interface WIB_PCNF_IB Sl that agrees to the Scenario PCNF.
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Display Service Interface WIB_PCNF_IB_SI
eoGYudn G&EBEE N Wi
: 1
IEMIME Repository Service Interface J‘Attive
‘% Reposiary Browser _/ Pmpﬁﬂﬂﬁ External View + Intemal View * Used Db]ed:s / Configuration WsnL | ¢ Chssfications |
I@@ Repository Information System
[ Taq Browser . Extemal Key |
|%Transpnrt Organizer Type ISanice Interface v|Source | Enterprise Service Repo.
\@ Test Repository Hiame fHIB_PﬂJF_IB_SI
o0 Entemrise Services Brawser Namespace hetp:// 3ap. com/x1/CBCOM/ Global?
= Description Inbound 31 for Payment Confirmation and Status Instruction |
n 2
PR Direction [Inbound v\ State | not releases
Local Objects only (No Connection to ESR)
b hitp: Hsap cnmf:-:L(EPMMhsenceDerm “1 o
 bitp:/sap.comyx|BS/BaskPAF v || 222 | |
b hitp://sap.com/xi/BS/Basis/ PAF/ Testing Proxy Name ifEEEﬂHfIITHIE_PﬂJF_IB_SI Prafy | /CBCOM/
" hitpy//sap.com CBCOM/Global Description ‘Tnbound S1 for Payment Confirmation and Status Instruction
b ] Faultmessagetypes
b 5] Messagetypes |
v @ Service Interfaces Interface @:rrhutes |
Provider Class \/CBCOM/CL WIB PCHF IB SI
Description Tnbound ST for Payment Confirmation 2nd Status Instruction
‘ htl:p f ;JEEID [DmJ'IWEHD WebService Definition If CBCOM/WIE PCNF IB 3l
 http://sap.com/xj/CRD/Global2 Communication Type  |Point t0 Point enablec v
b hitp://sap.com/xi/CRD/Global2 Testing
b hitp://sap.com/xj/DocB .
it [sap.com s EA-HR/Glba GeneralDafs
 http://sap.com/x/EARETAIL Package /CBCON/COMANICATION
b hitp://sap.com/xj/EA-SAWE/Global2 o m -
 http://sap.com/x|/EA-SCM) Global2 Qrignal Language e "
 hitp://sap.com/xj/ECCFIN/Global Created by 5143021 lon  06.0B.2012 |10:28:41]
 hitps//sap.com//ERECRUIT/Gobal Changed by WATESMW  on (08.10.2012 |06:52:57
b hittp://sap.com/xj/ESF -
b hitp://sap.com/xi/ESL Administration Tools

Figure 23

Step 5: Double-click to expand the mentioned Interface and observe the details as shown in Figure 22.
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Configuration Steps:

Step 1: Go to TCODE: SOAMANAGER on the ERP to open the Web based interface as shown.

¢ Emrm -|(HICQQLCHE Dhio8 HE QR

Figure 24

Step 2: Click on the Service Administration tab page and then Web Service Configuration tab page as
depicted in Figure 25.

SOA Management (YCB;200)

Technical Administration Logs and Traces | anagement Connections Services Registry | Monittoring Tu-ulsl

Web Service Configuration
Configure Service Definttions, Consumer Proxies and Service Groups

simplified Web Service Configuration
Configure Service Defintions for Web Service Consumers with limited capabilities

Business Scenario Configuration
Configure multiple Service Definitions and Service Groups supporting Change Management

Logon Data Management
IMaintain logon data used by Business Scenarie Configuration

Pending Tasks
Process Pending Tasks generated by Business Scenario Configuration

Logical Receiver Determinaticn
Maintain rules for finding Businezss Applications at runtime bazed on the business context

Figure 25

Step 3: Click on the Search by dropdown and Select the “Service Definition” option. Provide the input field
relevant to Search Pattern with the value “WIB_PCNF_IB_SI” as shown in Figure 26.

Web Service Configuration (YCB;200)

| Search Des ign Time object for Web Service Configuration

 Search | Browse

Search By Service Definition, Consumer Proxy or ServiceGroup

Search by: |S&r'.ri|::e Definition *'r| Search Pattern: |WIEL_F'E‘.HF_IB_51 || Go | Show Advanced Search
Search Results
| Internal Name | External Mamespace External Name
| Apply Selection |
Figure 26

Step 4: Click on GO to open the Service Proxy relevant to the Scenario PCNF as shown in Figure 27.
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E] 1 entities found!

Web Service Configuration (YCB;200)

search Design Time object for Web Service Configuration

,-“.-;’ Search | Browse |

search By Service Definition, Consumer Proxy or ServiceGroup

Search b |Service Definition w |RSearch Pattern:jWIB_PCNF_IB_Sl Go | Show Advanced Search

Search Reszults
; Internal Name i External Namespace ; External Hame
|:| @l JCBCOMAWIB_PCNF_IB_SI http://=ap.comxCBCOM/Global2 WIB_PCNF_IB_SI

Apply Selection

Figure 27

Step 4: Click on the Configurations tab page and click on the sub-tab Create to create a service for the
provider configurations as shown in Figure 28.

Web Service Configuration (YCB;200)

Search Design Time object for Web Service Configuration

~ Search Browse |

Search By Service Definition, Consumer Proxy or ServiceGroup

search by § Service Defintion « W Search Pattern; §WIB_PCNF_IB_S || Go | Show Advanced Search

Search Results

' Internal Name | External Namespace External Name ' Type

= (1) /CBCOMMIB_PCNF_IB_S| hitp:/fsap.comixiCBCOMIGIobal2 WIB_PCNF_IB_SI Service Definition

| Apply Selection |

Details of Service Definition: /CBCOMMANIB_PCHNF_IB_SI

 Classificaons | Details |

elete Edt Display | Actwate Deactivate

| Service ' Binding State Enescripmn
B
Figure 28

Step 5: Give a service name, description and a binding name for the newly-created service and click on
Apply Settings to create the provider configurations as shown in Figure 29.
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S0A Management

service Information

Service Mame: * [SM_PCHMNF

Description: * service for PCMNF Scenario

Binding Information

Mew Binding Name: = |[BN_PCNF |
| ]

Apphly Settings | | Cancel I

Figure 29

Step 6: Maintain Provider Security details as shown in Figure 30. The authentication setting has the
authentication method - Transport Channel Authentication -> X.509 SSL Client Certificate.

Configuration of Web Service "SH_PCNF": Binding 'BN_PCNF'

I
| Display Save Cancel

Messaging . Transport Setfings | Operation specific © Administrative Information |

Transport Guarantee

Communication Security

(+) SSL (HTTPS, Transport Channel Securty)
() Symmetric Message Signature / Encryption
(") Asymmetric Message Signature | Encryption

| Secure Conversation
[]Ext Sianature and Header Protection

Authentication Settings
Authentication Method | Collected Authentication Methods

[N Autierieson  Authenticaton Hetod |
Trangpaort Channel Authentication 2apsp:HTTPXE09
User ID/Pazsword

/] X509 55L Client Cerfificate
| Single Sign On using SAP Assertion Ticket

|_I

]

Meszage Authentication

] User IDVPassword
X509 Certficate
"] Single Sign On using SAML

Figure 30
Step 7: Verify the parameters on the Messaging tab page of the created binding as shown in Figure 31.
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' Configuration of Web Service 'SN_PCNF": Binding 'BN_PCHF'

Display Save Cancel

Provider Security ¢ | Transport Settings Operation specific Administrative Information
Reliable Messaging (Asynchr.)
EM Protocol WS-RM 2005/02 -
Figure 31

Step 8: Verify the transport settings of the service as shown in the Figure 32. Ensure that the protocol is
HTTPS. The tabs Operation Specific and Administrative Information are generic to the created service

with the above configurations.

Configuration of Web 3ervice 'SN_PCHNF": Binding "BN_PCHNF'
Dizplay Save Cancel
Provider Security
Transport Binding
Alternative Access URL:
Calculated Access URL:
Calculated Protocol HTTPS
Tranzport Binding Type: S0AP 1.2 |
Hake Local Call No Callin Local System
State Management Timeout; 0
Figure 32

Step 9: Once verified choose the Save icon to save the service for the provider configurations.

Configuration of Web Service 'SN_PCHF" Binding 'BN_PCNF'

Display Cancel

 Provider Securty

Figure 33

Step 10: Once saved, Click on the Overview tab page and confirm that the attributes have been
maintained as shown in Figure 34. The meta data protocol and the binding protocol should be set to
HTTPS.
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* Details of Service Definition: (CBCOMMIB. PCHF IB_SI B
Configurations Classifications | Detais
L l— -
General Attributes ﬂ
Configuration Status: Services: 3/ Bindings: 3
External Namespace: httn://zap.comixiCECOM/Global2
External Namg: WIB_PCNF B 3
Internal Name: [CBCOMMIB_PCNF 1B S
S0AP Application; URN.SAP-COM: SOAP-APPLICATION ESR- SERVERT10
Package Name; [CBCOMICOMMUNICATION
Software Component CBCON
Application Component; AC
|

Select Binding: SN_PCNF:BN_PCNF m

Design Time Documentation
Show | hide selected Binding's or Service's WSOL URL

WSDL Generation S
Monolithic WSOL WSDL Format
(+)True (s} W5 Policy
) Fake ) Standard
WSDL Style WSDL Document Type
(+) Document (s) Allbindings of Service
| RRC ) Selected Binding Only
Binding SOAP Version
() S0AP1 1
( 50AP12
() Bath Versions

Options for WSDL Access and URLs

Aternate Host | | AR Port (hftp): Meta Data Protocol
Path Prefix | | At Port (hitps): | | Binding Protocol
Figure 34

Step 11: Click on the Link “Open WSDL document for selected binding or service” as shown in figure 33.
The WSDL document opens up on a URL and this is the WSDL URL which needs to be shared with the
BANKPI or alternatively, save the WSDL document available at the WSDL URL and export it to the
BANKPI.

Step 12: The End point URL can be seen at the bottom of the WSDL Document under the SOAP Address
Location Tag as shown in Figure 35.
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8 | hitps://ych.chcom.sap.com/sap/be/st/wsdl/srve 0050563801761 ED28ACACAZDBCER025L /wsdllL/allinane/ws_policy/documentTsap-clie * ﬂ B ‘H‘ A ‘p Google Search

B

7 Favarites ‘Ehttp:!fj,rch.chcum.5ap.cumfsapfbc:’srt!wsdh‘sw... ‘ ‘ G TR v B v om v Pagev Safetyv Tookv

b

<wsp:PolicyReference URI="#IF_IF_WIB_PCNF_IB_SI' /> .
</wsp:Policy
- ¢wsdl:operation name="WIB_PCNF_IB_SI':
- <wsp:Policy
<wsp;PolicyReference URI="#0P_IF_OP_WIB_PCNF_IB_ST' />
</wsp:Policy
<wsdl:input message="tns:WIB_PCNF_MT' /
</wsdl:operationz
¢/wsdl:portType>
- <wsdl:binding name="BN_PCNF" type="tns:WIB_PCNF_IB_STI'>
- <wsp:Policy»
<wsp:PolicyReference URI="#BN_BN_BN_PCNF' />
</wsp:Policy»
<ws0ap12:binding transport="http://schemas.xmlsoap.org/soap/http" style="document’ />
- ¢wsdl:operation name="WIB_PCNF_IB_SI':
<wsoapl2:operation style="document’ />
- wsdlinput
<wsoapl12:body use="literal" />
fwsd:input>
</wsdl:operationz
</wsdl:binding>»
- ¢wsdl:binding name="BN_PCNF_SOAP12" type="tns:WIB_PCNF_IB_SI">
- <wap:Policy
<wsp:PolicyReference URI="#BN_BN_BN_PCNF_SOAP12" />
</wsp:Policy
<ws0ap12:binding transport="http:/ /schemas.xmlsoap.org/soap/http’ style="document’ />
- <wadl:operation name="WIB_PCNF_IB_SI':
<ws0apl2:operation style="document’ />
- wsdlinput
<ws0apl12:body use="literal" />
fwsdl:input=
</wsdl:operationz
¢/wsdl:binding»
- zwsdl:service name="SN_PCNF"
- ¢wsdl:port name="BN_PCNF" binding="tns:BN_PCNF">
<ws0ap12:address location="https://ycb.cbcom.sap.com/sap/bc/srt/xip/cbcom/wib_pcnf_ib_si/200/sn_pcnf/bn_pcnf' />
<fwsdl:port>
- <wadl:port name="BN_PCNF_S0QAP12" binding="tns: AP12'
<ws0ap12:address location=fhttps:
fwsdl:port>
<fwsdl:service
zfwsdl:definitions

ma

A

J/ Trusted sites | Protected Mode: Off v B100% v

Figure 35

Important Note: If the End Point URL and WSDL URL are not obtained on Fully Qualified Host Names

the same needs to be maintained in the Reverse Proxy Settings in the SOAMANAGER as shown in
Figure 36.
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Go to Technical Administration - > SAP Client settings - > Reverse Proxy settings.

Provide a Reverse Proxy Name; the relevant applicable Substitute Host Name which should be the
FQHN; the relevant HTTPS Port along with other relevant information as shown.

SOA Management (YCB;200)

Servie Adminstraton | Technical Administration

AP Client Seftings

Logs and Traces : |anagement Connections ServicesRegisty | Momhorng | Tooks |

ngs for the current SAP client

Profles
Waintain technical settings for Business Scenari Configuration

Provider Syatems
Waintain Provider Systems for Business Scenario Configuration

SAP Client Settings (YCB;200)

| AppendRow Delete Row  Meta Data Cache Refresh Save b

*Reverse prowy name | lcoming hto header host name | ncoring CH port | Substitute host name  Subsffute hto port | Subsfiute htips port - Addiional path prefic  Meta data protocal subsiion | Endpoit profocolsubstufion | Saus |

ycb.chcom.zap.com

Figure 36

Step 13: Verify that the End point shown in the above snapshots is nhow updated as shown under

Transport Settings in Figure 37. This can now be used by the BANKPI to communicate with your SAP
ERP for sending messages.

Configuration of Web Service "SH_PCHNF": Binding "BN_PCHNF"
Edit Sawve Cancel

Provider Security . Messaging ~  Transport Settings | Operation specific 5 Administrative Information
f = .

Transport Binding

Alternative Access UREL:

Calculated Access URL: 'sap/bo/sritxip/cbcomiwib ponf ib siZ200Msn ponfibn ponf

Calculated Protocol: |HTTPS

Transport Binding Type: soAaP1.2

Make Local Call: | Mo Call in Local System

State Management Timeout: 0
Figure 37
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3.2 Role and Authorization Concept for the Solution

3.2.1 Standard Roles

There are no standard roles that are used by the solution.

3.2.2 Standard Authorization Objects

The table below shows the security-relevant authorization objects that are used by the solution.

Authorization Object | Field Value Description

/ICBCOM/PRT ACTVT 16 Corporate to Bank
connectivity Payment
monitor Cockpit -
Execute

/ICBCOM/PRT ACTVT A9 Corporate to Bank
connectivity Payment
monitor Cockpit —
Resend Message

4 Operations Information

Designing, implementing, and running your SAP applications at peak performance 24 hours a day is vital
for your business success. This chapter contains important information on how to smoothly operate this
solution provided by SAP for Westpac. The important topics discussed are Monitoring, Administration,
Software Change Management, High Availability, and Troubleshooting. This chapter describes the tasks
to execute and the tools to use.

e This chapter does not replace the operations handbook in which the customer or the operations
organization documents the concrete tasks, involved parties, and interaction procedures.

The solution is based on SAP ECC 6.0 and Software Components SAP_BASIS SP17 Rel. 700,
SAP_APPL SP14 Rel. 600, SAP_AP SP 14 Rel. 700.

Therefore, the general operations information that is covered in the corresponding operations guides also
apply to the solution.

For a complete list of available SAP Operations Guides, see http://service.sap.com/instguides.

The operations information specific to the solution is described in the following sections. The following
areas are covered:

e  Monitoring

e Administration and Management

e Software Change Management

e Troubleshooting

5 Monitoring

The following tools are used to monitor the message flow in case of Web service channel:

1: Go to Transaction SXMB_ADM: Following configurations must be done in order to successfully log
messages in SXMB_MONI



http://service.sap.com/instguides
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Integration Engine: Administration
P B

* (3 Integration Engine

* (3 Administration
. @ Manage Queues
+ @ Schedule Archiving Job
+ (& Schedule Delete Jobs
+ & Error Analysis Settings

* 3 Configuration
. @ Configure Event-Controlled Message Processing
+ (B Configure Fitter for Queue Prioritization
- ® Configure Sender/Receiver ID
+ (O Integration Engine Configuration
+ (& Configure Delete Procedure
+ (& Define Interfaces for Archiving and Retention Periods
+ (& Display Pipeline Definition
+ ® Configure Principal Propagation

Figure 38

Go to Integration Engine Configuration -> Specific Configuration and add the entries as given below:
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Display View "Configuration of the Integration Engine”: Overview
/ZAE !

Current Configuration
Do... Category Parameters Subparameter Prefix.  Default Value
—'F;':::t:az v ENGINE_TYPE ] UNDEFINED
RUNTIME v 15 _URL L
RUNT IME v LOGGING_PROPAGATION 0 o
RUNTIME * LOGGING_SYNC Lo
[ Javrnee v TRACE_LEVEL 0 1
Figure 39

2. SOAMANAGER: Log/Trace viewer; following screenshots show the configurations that needs to be
done:

SOA Management

Technical Configuration ( Application and Scenario Communication """""'Tml Monitoring

Logs/Trace Viewer
Display all logs and traces.

Logs Confiquration
Configure logs.

Trace Confiquration
Configure traces.

Trace Information
Information about Trace Paftern

SOA Configuration Log Viewer
You may analyze the logs of the SOA Configuration activities.

SOA Publication Log Viewer
You may analyze the logs of the SOA Publication activities.

SOA Configuration Trace
You may analyze the soa trace, turn it on/off.

Figure 40
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Log Configuration

m

C5143021 All Events
MATESANV All Events

=[=]~ |8 - HEE
Heset to default logging | | Switch logging off | | Refresh table
Add new | | Edit | | Delete

Figure 41
3. SOAMANAGER: Trace Configuration ; following screenshots show the configurations that needs
to be done
Trace Configuration - — P— Back

4 s B
| Reset to defautt tracing | | Switch tracing off | | Refresh table |
| Add new || Edit] [ Delete |

Figure 42
4. SOAMANAGER: Log/ Trace Viewer; to view logs & traces for the past 24 hrs.

5.1.1 Alert Monitoring

Alert Monitoring on a communication level can be done using standard Web service monitoring
functionality.

SXMB_MONI — To monitor the status of Web Service call
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(5 Message List Edit Goto  System  Help w

g | | {JH C@o@ DR SEDhios HES & m

| Monitor for Processed XML Messages

¥ nicplay &8 Error Information M Referencing Messages g | EvRestart ¥ | WElexpand  FExpand All Messages & | B

55 XML Messages Found =
=]
=] [&[FEEFL [E]E @ =]
XML Messages
|| Ov_ | Out | Status Details | Ack | Executed Fro_ “ StartTim_~ EndTime | Sender Component | Sender Namespace | Sender Interface | Receiver Compone  Receiver Namespace | Receiver Interface P
| [ ﬁ 21.12.2012 09:39:27  09:39:30 http://sap.com/xi/CBCOM/Global2 WIB_PINF_OB_SI Voa
A 00:30:40  09:39:40 hitp://sap.com/xi/CBCOM/Glabal2 WIB_PCNF_IB_SI V v
[ [ ﬁ 09:39:48  (09:39:48 http://sap.com/xifCBCOM/Global2 WIB_PCNF_IB_SI V
|:| ~ 09:39:52  09:39:52 http://sap.com/xi/ CBCOM/Global2 WIB_PCNF IB_SI V
|| i) 10:20:55  10:20:59 http://sap.com/x/CBCOM/Global2 WIB_PINF_OB_SI v
| 10:21:07  10:21:08 http://sap.com/xifCBCOM/Global2 WIB_PCMF_IB_SI V¥
|:| =) 10:21:14  10:21:14 http:f',"sap.CDWxUCECDMIGIGbEIE WIB_PCNF_IB_SI V'
I | ﬁ 10:21:18  10:21:18 http://sap.comyxi/ CBCOM/Global2 WIB_PCMF IB_SI V¥
:| a4 10:24:38  10:24:41 http://sap.com/x|/ CBCOM) Global2 WIB_PINF_OB_SI v
| | ) 10:24:48  10:24:48 hittp://sap.com/xif CBCOM/Global2 WIB_PCNF_IB_SI V'
! | ﬁ 10:24:52  10:24:52 http://sap.com/xi/CBCOM/Global2 WIB_PCMNF IB_SI V¥
|:| ﬁ 10:24:55  10:24:56 http://sap.com/xi/ CRBCOM/Global2 WIB_PCHF_IB_SI V¥

Figure 43

In case of errors, tracing via SOA Manager can be switched on to identify the source of the error. Another
option is the Web Service Ultility (transaction SRT_UTIL).

Web Service Utilities

@ &ErrorLog (K Search asynch. Messages

~ 3 Users & Request URI ~_/ configuration | Performance Trace | Functional Trace - Payload Trace
» (3J /sap/bo/sits
User Name '
Request URI /sap/be/srt/
- Available Traces
Performance Trace 1 Acti_. -
" —
Functional Trace L.ﬂ Inac.. '_l
Payload Trace 1 Acti.. *

") Consumer only
) Provider only

® Consumer & Provider
(«) Any Consumer Proxy ‘s) Any Service Definition
") Specific Consumer Proxy " Specific Service Definition
Consumer Proxy | Service Definition
Consumer Proxy | Service Definition
Consumer Proxy ' Service Definition
Save Configuration | Active Traces are valid until | | Last change
Figure 44
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5.1.2 Error Logs

The application logs are logged in the application and can be viewed in the transaction 'SLG1'.

SAPd

[ Log Edt Goto System Help
& 1 {H O ESHE DL BREG @ M
Display logs
{=x| @) &> Technical Information [l Help
Date/ Time/User Mu... External ID Object txt Sub-object text  Tran Program Mode Log number
» @ 02.01.2013 08:16:28 C5142887 2 DEL0120130102 Payment medi... SAPLFPAY... Batch proc... 00000000000000002852
» @ 02.01.2013 08:16:28 C5142887 2 MessageProces... /CBCOM/C2B fCBCOM/OUT Batch proc... 00000000000000002851
» @ 02.01.2013 08:17:08 VISHAL MessageProces... [CBCOM/C2B JCBCOM/INB Dialog pro... 00000000000000002853
v @ 02.01.2013 10:37:32 C5142887 10 MessageProces... /CBCOM/C2B JCBCOM/INB SPROXY Dialog pro... 00000000000000002854
» @ 02.01.2013 10:41:43 (5142887 MessageProces... [CBCOM/C2B JCBCOM/INB SPROXY Dialog pro... 00000000000000002855
» @ 02.01.2013 11:53:05 C5142887 2 MessageProces... JCBCOM/C2B JCBCOM/INB SE38 Diglog pro... 00000000000000002856
¢ @ 02.01.2013 12:12:20 C5142887 10 MessageProces... /CBCOM/C2B JCBCOM/INB SPROXY Diglog pro... 00000000000000002857
» @ 02.01.2013 12:14:38 (5142887 MessageProces... [CBCOM/C2B f/CBCOM/INB SPROXY Dialog pro... 00000000000000002858
¢ @ 032.01.2013 04:38:12 NATESAM 2 MessageProces... /CBCOM/C2B JCBCOM/INB SE38 Diglog pro... 00000000000000002852
i i

] B (= L)e )@ J=. @omom0]

Selected Logs
T. | Message Text
@ Payment status processing started for file ID 0063655f0000013bbcd4d42f0011660c@qgvalent.com
@ Payment status message defails in <file content> tag decoded
@ Payment status details in <file content> tag decrypted
@ Payment status message parsed
@ Contents of payment status message read and extracted
@ Payment status message contents validated
@ Payment Information ID 1000059520 updated with status RICT
@ Credit Instruction Information ID 01-AU0120000007602012 updated with status RICT
@ Status update process successful for all valid Credit Instruction Informations in message content
@ Processing completed with file ID 006a655f0000013bbcd4d42f0011660c@gvalent.com

Figure 45

5.1.3 Workload Monitoring
Not Applicable

5.1.4 Interface Monitoring

Standard Integration Monitor (SXMB_MONI) can be used for monitoring messages send/received via
Web service Interface.

5.1.5 Background Job Monitoring

Standard tools can be used to monitor background jobs

5.2 Administration and Management

5.2.1 Starting and Stopping
Not Applicable.

5.2.2 Technical Configuration
Not Applicable.




5.2.3 Backup and Restore
Not Applicable.

5.2.4 Periodic Tasks
Not Applicable.

5.2.5 User Management
Not Applicable.

5.2.6 Load Balancing and Scalability
Not Applicable.

5.2.7 High Availability
Not Applicable.

5.3 Software Change Management
Not Applicable.

5.4 Troubleshooting
Not Applicable.
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