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1 SAP Plant Connectivity

Product Information

Product SAP Plant Connectivity
Release 15.3 (SPO1)
Based On .Net-Framework as of version 4.7.2

Documentation Published November 2019
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Overview of SAP Plant Connectivity

With SAP Plant Connectivity (PCo), SAP provides a software component that enables the exchange of data
between an SAP system and the industry-specific standard data sources of different manufacturers, for
example, process control systems, plant Historian systems, and SPC systems.

With PCo, you can receive tags and events from the connected source systems in production either
automatically or upon request and forward them to the connected SAP systems. Furthermore, using PCo, you
can execute, receive, and process OPC UA method calls and thereby also map complex coordination tasks in
the programmable logic controllers (PLC) environment. The PCo Web server extends these options and allows
for self-defined methods that can be called as Web service operations.

SAP Plant Connectivity
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The SAP Plant Connectivity component has the following advantages:

PCo can be configured quickly. No additional developments of your own are necessary in order to connect
source systems in production.

PCo can communicate with different software systems on the shop floor.

A PCo system can be configured for one or multiple locations.

The flexible, method-based connection of servers and clients in production is possible using the OPC UA
standard or Web service standards.

The SAP Plant Connectivity component supports various processes: For more information, see Processes and
Integration Scenarios with SAP PCo [page 29].

Implementation Considerations

PCois a Windows-based application that builds on the .NET-Framework. PCo supports various Web
service standards.

To be able to implement PCo, you must first have installed .NET Framework 4.7.2 or a higher release.
PCo requires Visual C++ Redistributable for Visual Studio 2012 Update 1 as a Microsoft runtime library. This
is installed when PCo is installed.

If PCo is used in the notification process, you can manage queues for the messages using Microsoft
Message Queuing (MSMQ). You can install the Windows component automatically when installing PCo.
(See also: Storage Method [page 481].)

If the source system works with OPC DA interfaces, you need to download and install the corresponding
OPC software from the manufacturer or from the OPC Foundation. The libraries for connecting OPC UA
servers and clients are already integrated in PCo.

Integration

Source Systems

Using agents, PCo supports all current software interfaces to be able to receive data from the source systems.
An agentis a .NET DLL assembly component that can establish the connection between the data source and
PCo.

PCo agents support the following standardized software interfaces:

6

OPC Data Access

OPC Historical Data Access

OPC Alarms & Events

OPC Unified Architecture

OLE DB

Open Database Connectivity (ODBC)
Modbus

MQTT

GE Fanuc Proficy Historian
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e (OSlsoft Pl

® Asset Framework
e Socket

e |P21

e (Citect

® File Monitor Agent
e File System Agent

i Note

You can use the Software Developer Kit (SDK) to develop additional agents of your own. The SDK is a
development package that is supplied in addition to PCo.

You can create additional agents that are adapted to the special requirements of particular data sources
such as weighing systems and printing machines.

Destination Systems

PCo can send the data received to the following systems:

e SAP Manufacturing Integration and Intelligence (SAP MIl)

e SAP Manufacturing Execution (SAP ME)

e Business Suite system, for example, SAP ERP or SAP EWM

e SAP Event Stream Processor (SAP ESP) or SAP HANA smart data streaming

e SAP HANA database

e MS SQL Server 2008

e MQTT

e OPC UA client (method-based)
You can also run PCo as the server (see: PCo as OPC UA Server and as Web Server [page 43]). It then
supports the following protocols:

o  WebSocket server
o OPC UA server (method-based)
o  Web server

The following graphic provides an overview of the integration of the Plant Connectivity system in the system
landscape.

SAP Plant Connectivity
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Integration of SAP PCo in the System Landscape

SAP ERP

]

NetWeaver

HTMLS SAP

Socket ODBC ODATA RFC WS
I REST

SAP Plant Connectivity (PCo)
/

Supported Protocols: Citect, FileMonitor, IP21, ODBC, OLE DB, OPC A&E, OPC DA,
OPC HDA, OPC UA, OSlIsoftPl, Proficy Historian, Socket + SDK for additional agents

\
Devices and Controllers

Features

Plant Connectivity Management Console

The Plant Connectivity Management Console is the central administrative tool for setting up and monitoring
Plant Connectivity.

You can create and configure the following elements in the PCo Management Console:

Source System [page 118]
Destination System [page 254]
Agent Instance [page 410]
Notification [page 490]

Monitoring

8

Monitoring and administration

The Remote Client is available for monitoring and administration of your PCo systems in production. The
Remote Client is a snap-in of the Microsoft Management Console (MMC 3.0), which is provided by SAP
together with the SAP Plant Connectivity component. With the Remote Client, you can monitor all PCo
systems - also on remote computers - with their individual agent instances at a glance as well as start and
stop the agent instances. See also: Remote Client [page 571]

SAP Plant Connectivity
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e Active monitoring
In addition to monitoring with the Remote Client, PCo offers active monitoring. During productive
operation, all agent instances can be monitored automatically so that outages in the communication
connection can be reported immediately.

SAP Plant Connectivity
SAP Plant Connectivity PUBLIC



2 Basics

e Tags[page 10]
® Methods [page 11]
e System Settings [page 12]

2.1 Tags

Use

All the data for a source system with which PCo can connect is stored in the form of tags. Each tag is identified
by a unique ID and contains the following information:

e \Value, for example, measured value
e Specification of the data quality for the value
e Time stamp

The tags are stored in a hierarchy in a node structure. The tags themselves form the lowest level of the
hierarchy.

You can subscribe to specific tags in a source system to be able to monitor these tags for possible value
changes. (See: Notification Process (with SAP MII) [page 30].)

Queries can read or write individual tag values or determine information about the tag structure. (See: Query
Process (with SAP MII) [page 33].)

Example

The following graphic shows the hierarchical structure of the data in a source system. The individual nodes
(folder symbols) can represent the sensors of a plant, for example. The individual tags - such as Boolean 1,
Boolean 2, and so on in the example here - are on the lowest level of the hierarchy.

SAP Plant Connectivity
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Tags

‘] Data Type Examples
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7] _System
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e _WriteOptimization DutyCycle
16 Bit Device
(] _System
(] K Registers | &
-~ Boolean1
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s Boolean3
e Booleand
-k Doublel
e Double2
L Double3

m

s DWord4 -

2.2 Methods
Definition

A method is a key element of a service-oriented architecture for industrial applications. Using a method, a
server provides an interface with which clients can call specific services or data from the server. The server
defines the semantic of the method and which input and output parameters it has. It makes sure that when the
method is called, the desired action is executed and that the output parameters are supplied after the action
has run.

You can also run an agent instance as a server in PCo (see: PCo as OPC UA Server [page 43] or PCo Web

Server [page 460]), and configure methods at this level. However, PCo also supports the calling of methods as a
client of a remote server or within your own installation using the OPC UA destination system (see: OPC UA
Destination System [page 359]).

If you use PCo as a Web server, you can provide methods for callers in the form of service operations. Service
operations of a remote server are accessible via the universal Web service destination system or within your
own installation.

SAP Plant Connectivity
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Example

Example 1

A robot offers a method RoboterExecuteJob with which the execution of a specific robot program can be
triggered. A method like this could have the following interface:

Input Parameter Description

inHandle Unique ID for calling the robot program. This might be the
serial number of the product being produced.

inJobNumber Number of the robot program that is to be executed
Output Parameter Description
outSuccess True if execution was successful, False if not. An error num-

ber is issued at the same time.

outErrorNumber Error code to which there can be a reaction in further proc-
essing

You can call such a method in a process-controlled way using PCo and receive and process the return value
further after successful execution, for example, in the multiple call destination system.

Example 2

PCo offers a method carrierArrivedthatis called by the transport system if a carrier has reached a specific
position in the production plant:

Input Parameter

inHandle Unique ID of the product on the carrier

inPos ID of the position reached on the transport system

PCo can then start a configured process if this method is called at a specific position, for example, trigger a
robot movement or start a drill.

2.3 Tools for System Settings

e Managing System Settings [page 13]
Under | Tools » Options 3, you can make basic global and user-specific settings such as language, date/
time format, displaying of logs.

® Registering PCo in the SLD [page 20]
You can register your PCo system in the System Landscape Directory system.

SAP Plant Connectivity
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e Authorization Management [page 21]
e Settings for Cloud Integration [page 23]

2.3.1 Options

To call the basic system settings, in the menu choose [ Tools » Options 3. You have the following options:

e Global Settings [page 13]
The global settings that you make affect all Plant Connectivity users on this computer.

e User Settings [page 16]
The user settings only apply to the user who is currently logged in.

2.3.11 Global Settings

i Note

The global settings affect all Plant Connectivity users on this computer.

1. To make the global settings, choose the menu entry | Tools » Options 3 in the Plant Connectivity
Management Console.
The Options dialog box appears.

2. Ifyou click the system ID option, you can change the system ID of your PCo instance. See also: Specifying
the System ID [page 13]

3. Click on Management Host, in order to make the settings for the Management Host. (See: Configuring the
Management Host [page 14].)

4. Click on Compatibility. In the compatibility settings, you can then allow the creation of deprecated
configuration elements or the use of the deprecated expression parser. (See: Compatibility Settings [page
15])

5. Click OK.

i Note

The Reset All Settings to Defaults pushbutton resets your changes to the default values.

23111 Specifying the System ID

Use

You can specify a system ID for your PCo Management Console under Global Properties. The system ID of the
PCo Management Console is required for SLD registration. See also: Registering PCo in the SLD [page 20]

SAP Plant Connectivity
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Features

You can specify the system ID for PCo under |# Tools » Options » Global Properties ¥ System ID . PCO is
automatically the default value in the System ID field after an upgrade, a reinstallation, or a migration. You can
change this value.

A Caution

If you change the system ID, all agents that are running are stopped and the PCo Management Console is
restarted automatically.

2.3.11.2 Configuring the Management Host

Procedure

1. Inthe Plant Connectivity Management Console, choose the menu entry | Tools » Options  Management
Host j Settings 3.
2. Enter the name of the server on which you have installed PCo, such as VvMW3341 .wdf . sap.corp.

3. Enter the port, such as 50050.

Valid ports range from 1 to 65535.

i Note

PCo uses the server name and the port to generate the URL needed for the Web service access. The
URL is static and formatted as follows: http://<server>:<port>/PCoManagement.

i Note

The name that you define here for the Management Host Service is also used as the host name for the
following PCo applications:

o As host name for the WebSocket server
o Asinternal host name for the socket connections to Mll

Usage of the same host name increases the reliability of the data connections and creates the
prerequisite for using PCo in high availability data clusters. Furthermore, PCo configurations can be
exchanged more easily between installations because the dependency of the configuration on the host
name is no longer a factor.

4. Inthe Service Start Mode field, you define the start mode of the Management Host Service:

SAP Plant Connectivity
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Service Start Mode Description

Automatic If you choose this setting, the Management Host Service
is started automatically for PCo when the operating sys-
tem starts.

Manual If you choose this setting, you have to start the Manage-

ment Host Service manually for PCo.

Disabled The Management Host Service is never started.

You can then start the Management Host Service directly and check the status of the Service.

By choosing the Copy WSDL URL to Clipboard pushbutton, you can copy the WSDL URL for Plant
Connectivity to the clipboard and from there enter it into the address row of a browser or another
configuration dialog.

7. If you choose the Open WSDL URL in Internet Browser pushbutton, you can open the WSDL URL, which is
provided by the Management Host, in the browser.

2.3.11.3 Compatibility Settings

You can make settings here that ensure compatibility with earlier PCo versions.

i Note

However, SAP recommends that you only use this switch in exceptional cases and retain the new default
settings, if possible.

Settings
Field Meaning
Allow Creation of Deprecated Configuration Elements If you select this checkbox, you can still create the source
and destination systems that are flagged as deprecated:
® File monitor source system (successor: File system
source system)
e (OData destination system (successor: Universal Web
service destination system)
e RESTful Web service destination system (successor:
Universal Web service destination system)
e \Web service destination system (successor: Universal
Web service destination system)
The specified source and destination systems are still func-
tional. However, SAP reserves the right to correct new pro-
gram errors in the successor system types only.
SAP Plant Connectivity
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Field

Meaning

Use Deprecated Expression Parser

If you select this checkbox, PCo uses the expression parser
that was standard before PCo 15.2.2.

The purpose of this compatibility checkbox is to ensure that
existing PCo configurations, which possibly rely on the faulty
behavior of the old parser, still deliver the same calculation
results after a migration to PCo 15.2.2 or higher.

In the deprecated expression parser, the order of the logical
operators '=="and ' I =" is too low compared to other oper-
ators. This means that a logical expression that is in itself
correct,suchas 'a' == 0 || 'b' == 0,canonlybeeval-

uated correctly if it is enclosed in brackets as follows:

(ta' == 0) Il ('b"'" == 0)

i Note

If you generate new PCo configurations, you should not
select this checkbox.

OPC UA Server: Allow Usage of Deprecated Security Options

If you select this checkbox, you can continue to use the dep-
recated security policies Basic256 and Basic128Rsal5 for
OPC UA. (See also: Select Endpoint [page 139].)

2.31.2 User Settings

i Note

The user settings that you make here only apply to the user who is currently logged on.

1. Inthe Plant Connectivity Management Console, choose the menu entry | Tools » Options » User

Settings .

2. Click on Language and choose the language in which you want to display the PCo console.
The PCo Management Console is restarted using the new setting as soon as you close the dialog box by

choosing|[ox].

3. To select the language in which you want to display the application help, choose Online Help.

4. If you want to adjust the date and time, click Date/Time Format. Select the Use Custom Date/Time Format

checkbox and enter the required data.

5. If you click Browsing, you can specify the number of tags that you want to be displayed on the Subscription
Items tab in the agent instance when browsing. The default value is set as 100, meaning that the search

returns 100 tags. You can change the value here.

16 PUBLIC
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A\ Caution

If you set the number too low, the source system will be inundated with calls. If you set the number too
high, you will not be able to cancel a browse effectively.

6. To change the status of the agent instance, select the Update Status on Startup or Update Status
Periodically checkboxes. In the Update Status 'Every' field, you can specify that you want the status to be
updated every 3 seconds, for example.

i Note

The default setting for the update of the status is every 3 seconds. If more than one PCo system is
running on a server, you must increase this time since the PCo systems become too slow due to the
frequent status updates.

Related Information

Configuring the Log Display for the Agent Instance [page 17]
Configuring the Audit Log Display [page 18]

Enhanced Error Handling [page 18]

Settings for the Expression Editor [page 19]

2.3.1.2.1 Configuring the Log Display for the Agent
Instance

Use

PCo creates a log for each agent instance and displays this on the Log tab of the agent instance. (See Agent
Instance: Log Tab [page 413].)

Here you can specify the columns you want to display on the log tab of the agent instance.

Procedure

1. Onthe Plant Connectivity Management Console screen, choose | Tools ¥ Options 3.

2. Choose |l Log Display » Columns .
3. To choose which columns you want to display, select the relevant checkboxes or deselect the columns that
you no longer want to display. Click OK.

i Note

By default, all columns are selected and so all are shown in the log display.

SAP Plant Connectivity
Basics PUBLIC 17



4. If required, choose the option Automatically Adjust Column Width if you want to adjust the column width of
the log display automatically to fit its content.

For more information about the meaning of the columns, see Agent Instance: Log Tab [page 413].

2.3.1.2.2 Configuring the Audit Log Display

Use

The audit log documents all changes that the users have made, for example:

e Date/time of change

e User who made the change

e Object changed

e The operation that was carried out, such as Add or Update
® Previous value and new value

To display the audit log, choose | Display » Audit Log J from the menu.

Procedure

To specify which columns are displayed in the audit log, proceed as follows:

1. Onthe Plant Connectivity Management Console screen, choose | Tools # Options  Audit Log Display

Columns 3.
2. Select or deselect the checkboxes and choose OK.

2.3.1.2.3 Enhanced Error Handling

If errors occur when you are configuring PCo using the Management Console, error icons are displayed within
tables at the beginning of the row in which the error occurred. The error message is displayed as a quick info
that you can see when you hold the mouse over the error icon. Similar error handling is also often used for
input fields. Errors are symbolized by an error icon next to the affected field and the error text is available as a
quick info.

To support users with visual or motor impairments, you can also display such visualized errors in a separate
dialog box in an overview. You can make the required settings here.

SAP Plant Connectivity
18 PUBLIC Basics



Settings for Error Handling

Field Description

Enable Log Display for Input Errors If you select this checkbox, a pushbutton is provided next to
the pushbutton for the application help (on the screens on
which the function is supported). You can then display the
errors in a dialog box. The pushbutton is active as soon as
there are error messages on the screen. You can also use the
function key to call the dialog box.

Start Numbering of Table Rows with Zero In the speech output of tables, the first row is called row
zero. You can use this option to adjust the row number dis-
play in the error dialog so that it also begins with zero.

Show Additional Windows Notification for New Errors If you also select this checkbox, a Windows notification is is-
sued when a new configuration error occurs. In the Windows
system settings, you can define how long the notification is
displayed. If you click on the notification, the dialog box also
opens to display the error.

Min. Notification Interval Indicates the minimum time in seconds between consecu-
tive notifications. This helps you avoid having too many noti-
fications issued when a screen is being maintained. The min-
imum value is O. In other words, you receive a notification as
soon as the error situation changes on the current screen.

i Note

The setting is only effective for the current screen. If you
switch to another screen on which enhanced error han-
dling is active, the time interval starts again.

2.31.24 Settings for the Expression Editor

You can make the following settings here:

e Use simple text editor to support screen readers

e Use enhanced text editor

e Highlight syntax of expressions
You use this setting if you want to use syntax highlighting for expressions. Syntax highlighting is set by
default, but can be deactivated here. (See also: Syntax Highlighting in the Expression Editor [page 538].)

SAP Plant Connectivity
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2.3.2 Registering PCo in the SLD

Prerequisites

You have updated the SAP NetWeaver System Landscape Directory (SLD) with the current content of the
Component Repository. For more information, see SAP Note 669669 ¥ .

Context

You only perform a System Landscape Directory registration in the PCo Management Console if you want to
monitor several distributed PCo systems in the Remote Client and want to manage the PCo instances centrally
in the SLD. See also: Remote Client [page 571].

i Note

SLD registration is not mandatory for using the Remote Client. In the Remote Client, you can also manually
add the PCo systems that you want to monitor by entering the host name. In this case, SLD registration is
not necessary.

Procedure

1. Inthe PCo Management Console, choose ||# Tools ¥ SLD Registration 3 from the menu.

The System Landscape Directory dialog box appears.

2. Enter the following data:

Field Description

System Landscape URL Here you enter the URL of the SLD system in which you
want to register your PCo system. The URL is structured
as follows: http: //<servername>:<port>/SLD

User Name User name for the SLD system
Password Password for the SLD system
PCo System ID The system ID that you specified previously under |+ Tools

> Global Properties > System ID } is displayed here. See
also: Specifying the System ID [page 13]

SAP Plant Connectivity
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PCo Release Indicates the PCo release that is installed.

«» Example

Plant Connectivity 2.202.1066.827.
This means: Plant Connectivity 2.2 (SP02).

PCo Description Description of the PCo instance; the PCo instance and the
server on which the PCo instance is running are given as
default values. The description can be changed.

Enable Tracing Select the checkbox.

3. Choose the Register pushbutton to register your PCo instance in the SLD system.

PCo issues a success message.

4. Choose the Remove pushbutton if you want to remove the registration from the SLD system.

PCo issues a relevant success message.

Results

The PCo system is now in the System Landscape Directory (SLD). In the Remote Client, you can use the Use
SLD function key to include the PCo system in the list of systems to be monitored. See Adding a PCo System
via SLD [page 575].

2.3.3 Authorization Management

You can use authorization management to define specifically which PCo services you want external callers to
be able to access.

Use

Plant Connectivity provides a number of services that can be used by remote computers:

e Management Service

Using the Management Service, you can call PCo functions using Web services. You can configure, start, or

stop agent instances and query configurations, status information, or protocols.

e Remote Client

The remote client enables you to monitor PCo from a remote computer, to start or stop agent instances, to

export and import configurations, and to query protocols.

e PCo Web Server
The PCo Web server provides configurable methods in the form of Web service endpoints.
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The services simply require that the user can log on to the Windows computer on which PCo is installed. If you
want to control in a more restrictive way which PCo services can be accessed by external callers, you can use
authorization management in PCo.

Procedure

You can call authorization management in the PCo Management Console under |# Tools # Authorization
Management 3 or by choosing the relevant icon in the taskbar.

The dialog provides you with a multilevel list of available PCo services. You can define the authorizations for the
services at each level and thereby control access in a more detailed way as required.

PCo's authorization management uses Windows user groups to control access to PCo services. There are four
options in the Access Mode column for configuring access to a specific service:

e No Access
External callers cannot access this service.

® Unrestricted Access
Each user who can log on to the Windows computer with the PCo installation has access to the service in
question. This setting corresponds to the system behavior until now but is not recommended.

® Access Depending on User Group
Only users who are members of the specified Windows user group can use the service in question. You
maintain user groups and the assignment of users in Computer Management under Local Users and
Groups. You can also use the Active Directory for this task.

® Access Inherited from Superordinate Service
With this setting the access rights to a specific service are inherited from the superordinate level of the
hierarchy. This is the standard setting for newly added agent instances or methods and you only need to
change this setting if you want to maintain different access rights.

i Note

This setting is not possible for the services at the topmost level.

In the last column of the dialog (Effective Authorization), PCo displays for each service how the settings affect
how the service is executed.

Standard Settings

After installing PCo, only users that belong to the Administrators user group have access to the services
provided by the Management Service. The PCo Web server can be called by users that belong to the
PCoWebServer user group provided this user group existed at the time of installation. Otherwise, and for all
other services, the default setting is No Access for the topmost level and Access Inherited from Superordinate
Service for the lower levels. After installation, you can revert at any time to these standard settings by choosing
the relevant pushbutton.
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Notes for the Configuration

If you have configured the endpoint of a PCo Web server so that no authentication is required when services
stored there are called, no authorization check can take place when the services are called. Each caller who
knows the URL of the service can use the service. The settings in authorization management are not effective
for a Web server configured in this way and this is shown accordingly in the Effective Authorization column.

If you configure authorizations for the remote client, you need to bear in mind that authorization configuration
only has an effect on the functions of the remote client of the current computer. If you are managing remote
computers using the remote client, the authorization settings of the remote computer are also effective.

2.3.4 Settings for Cloud Integration

Describes the settings for PCo cloud integration

PCo communicates with the Cloud Connector using the Windows service CloudServicesHost thatis based
on RESTful Web services. You can specify here the parameters of this connection, in particular the security
settings and the authorizations for calling the services provided. The WebSocket protocol, whose parameters
you can also maintain here, is used for internal communication between the CloudServicesHost, and the
service providers (agent instances).

i Note

You can only make the settings for the CloudServicesHost if the relevant Windows service has been
stopped.

Maintain the settings for cloud integration on the following tabs:
Host Service Tab [page 24]

User Configuration Tab [page 24]

Server Security Settings Tab [page 26]

Internal WebSocket Communication Tab [page 27]

Internal Host Service Communication [page 28]

Related Information

Cloud Integration [page 39]
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2.3.4.1 Host Service Tab

Settings for the host service

Status

You can see in the Execution Status field whether the CloudServicesHost service is running. To start this
service, choose Start. This establishes the connection to the Digital Manufacturing Cloud and enables the
data exchange between PCo and the Cloud.

You can stop the service by choosing Stop, if, for example, you want to change the user configuration.

Basic Settings

Field Description

Port to Cloud Connector Select an unused port number on the computer between

1025 - 65535.

i Note
Note that you may need to configure the computer’s
firewall to be able to use the port number.

Service Start Mode Specifies the start mode of the CloudServicesHost serv-

ice.

If you choose the automatic service start mode, the
CloudServicesHost service is started automatically when
the computer is started.

For the manual service start mode, you need to start the
service using this configuration dialog or the Microsoft Man-
agement Console for services (services.msc).

2.3.4.2 User Configuration Tab

You can define here the rights of the users who can access the services provided by the CloudServicesHost.
Predefined roles are assigned to individual services. You can assign the roles to the individual users.

To create a new user, choose the Add User pushbutton below the list of users. The system proposes a name
and an ID for the new user. You can change this proposed data on the right side of the screen.

SAP Plant Connectivity
24 PUBLIC Basics



Each user must have a unique name and a unique user ID. The user ID can be identical to the user ID of the
Windows user. Select the roles that you want to assign to each user.

If role assignments are maintained via the Digital Manufacturing Cloud, you only need to maintain one user
in PCo with the Administrator role. Other users and their roles are created via the Digital Manufacturing Cloud.
You can identify users who have been created via the Cloud by whether or not the Created Through Cloud

Services checkbox is selected.

i Note

The master data of users, which were created using Cloud services, is protected from changes made in the
Management Console. In exceptional cases, you can remove the write protection by choosing Unlock User
Created Through Cloud Services and then make the necessary changes.

Note, however, that this results in an inconsistency with the leading Cloud system and that this change can

be overwritten from there at any time.

The roles have the following meaning:

Roles
Role Description
Administrator This role is for the administration of users and authoriza-

tions.

- Recommendation
SAP recommends that users with this role shouldn't be

assigned any additional business roles.

Users with the Administrator role can only be created lo-
cally in PCo.

CertificateAdministrator

A user with this role can manage certificates. In particular,
he or she can establish the trust relationship with communi-
cation partners.

PCoConfigurator

A user with this role can create and change PCo configura-
tion elements, in particular service providers and their de-
pendent configuration elements such as source and destina-
tion systems.

ServiceExecutor

This role is required to execute machine methods of the ma-
chine model. (For more information about the machine
model, see https://help.sap.com/viewer/
76070b8329954174b76a3411ad31f034/latest/en-US.)

DataReader

This role is required to read data from a source system using
aquery.

DataStorer

A user with this role can use a store query to write data back
to a source system.
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Role

Description

Operator

A user with this role can start and stop service providers and
query the runtime status of service providers (agent instan-
ces).

2.3.4.3 Server Security Settings Tab

Here you define the security settings that apply for communication between the CloudServicesHost service

as a server and the Cloud Connector as a client.

Field

Description

Session Timeout

Time interval in minutes after which an inactive session is
terminated automatically.

Authentication Mode

In the basic authentication mode, the service user is regis-
tered using the user name and password.

In the principal propagation authentication mode, authenti-
cation takes place using temporary certificates provided by
the Cloud Connector.

Displayed Realm

This setting is only relevant in the basic authentication mode
and specifies the domain (“realm") that is displayed for the
relevant PCo system in the Cloud Connector. This allows a
semantic distinction to be made between multiple PCo sys-
tems.

Server Certificate

The server certificate of the type x.509-v3 enables secure
communication between PCo and the Cloud Connector. It
should be issued for the host name of the computer on
which PCo is running and can be self-signed or be embed-
ded in a hierarchy of certificates.

When a PCo system is created, the SAP Digital Manufactur-
ing Cloud requests the public key of the server certificate
specified here. PCo forwards the public key to the DMC. The
DMC needs this public key so that it can transfer the pass-
words, which you have specified for specific configuration el-
ements in the machine model, in encrypted form to PCo.
Only the PCo system that has the appropriate private key
can decrypt the passwords.

In the screen section for client certificates, you specify how the certificates, which are exchanged during
communication between PCo as a server and the Cloud Connector as a client, or between PCo as a WebSocket
server and the service providers as clients, are processed.
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The client certificate is handled according to the same principles as for communication between an OPC UA
server and a UA client:

If the CloudServicesHost service wants to set up a secure connection to a Cloud Connector as a client, it
gets a certificate with a public key from the client. PCo accepts this certificate if it regards it as trustworthy.
Otherwise, the certificate is stored in a directory for rejected client certificates. For the CloudServicesHost,
adirectory certs located under $ProgrambData%\SAP\PCo\ CertificateStores\CloudServicesHost
\Rejected\ is used for this purpose.

If the client is using a self-signed certificate, you can, after an unsuccessful connection attempt, copy the
certificate from this store location to the directory for trusted certificates. This establishes the trust
relationship between the server and client on the PCo side. This is the Trusted directory in the directory tree
named above $ProgramData%\SAP\PCo\ CertificateStores\CloudServicesHost.

If the application certificate of the client is embedded in a certificate hierarchy, the related root certificate
needs to be available to establish a trust relationship to the server. This root certificate must be in the subfolder
certs of the directory TrustedIssuer inthe above path.

Field Description

Store Type The store type cannot currently be changed because the file
system is predefined as store type. The certificates used
when the connection to the client is set up are stored in fixed
storage folders in the file system. You can find these folders
as subfolders under $ProgramData%\SAP\PCo\

CertificateStores\CloudServicesHost.

The pushbutton to the right of the selection opens the de-
fault directory Rejected.

Revocation Check You specify here how you want PCo as a server to perform
the check for revoked certificates.

Revocation Check Scope Controls which parts of a certificate chain are involved in the
revocation check.

Accept Invalid Host Name If you choose this option, PCo accepts an invalid host name
in the client certificate.

Accept Expired Validity Period If you choose this option, PCo also accepts expired client
certificates.

2.3.4.4 Internal WebSocket Communication Tab

The CloudServicesHost service communicates with the agent instance wrapped as a service provider through
the WebSocket protocol. The service is configured as a server and the individual agent instances are configured
as clients. If necessary, you can define parameters that differ from the default values for this communication.
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Field Description

Internal WebSocket Port You specify a free port number between 1025 and 65535. In
the standard system, the same port number is used here as
for the host service.

Authentication Mode Use the authentication mode None, if you are sure that on
the PCo computer no WebSocket connections are possible
from outside. Otherwise, select the authentication mode
certificate and create a client certificate with which the indi-
vidual agent instances can authenticate themselves as cli-
ents at the server (in this case, the CloudServicesHost serv-
ice).

Client Certificate for Authentication A client certificate is required if you have selected the au-
thentication mode certificate.

Host Name Host name that is to be used for internal WebSocket com-
munication. It might be necessary, especially if you are using
client certificates, to specify the host name given in the cer-
tificate.

2.3.4.5 Internal Host Service Communication

In some scenarios, services that are provided by the CloudServicesHost service are called internally in PCo.
This is the case, for example, in the notification scenario, if the response from a Web service called in the SAP
Digital Manufacturing Cloud is to be written back to the data source. The query Web service of the
CloudServicesHost service is then called within PCo.

Here you can enter the certificate for PCo-internal communication with the CloudservicesHost that you
want to be used as client certificate when you authenticate yourself to the CloudServicesHost service.

The certificate can be self-signed and needs to be issued for the user whose ID is being used to call the service.

i Note

The necessary roles need to be assigned to this user so that the relevant service of the
CloudServicesHost service can be called. In the notification scenario described above, the user needs,
for example, the role DataStorer to be able to call the query Web service.
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3 Processes and Integration Scenarios with
SAP PCo

PCo supports the following processes and integration scenarios:

e Notification Process [page 30]
The notification process enables you to monitor production facilities and record any sudden, undesired
events and report them to a destination system. However, you can also use this process to record regularly
occurring, desired events such as confirmations.

e Query Process (with SAP MIl) [page 33]
You use the query process if you want to query tags from a query-capable source system, starting from an
SAP Ml system, for example.

e Cloud Integration [page 39]
You use cloud integration if you want to connect instances of PCo with business applications of the SAP
Digital Manufacturing Cloud. This enables information to be exchanged between, on the one hand,
systems installed on the shop floor or Internet-enabled devices, and on the other hand, SAP Digital
Manufacturing Cloud applications.

® PCoas OPC UA Server [page 43]
You can configure agent instances of Plant Connectivity as OPC UA servers. If it is started as an OPC UA
server, the agent instance can receive and process method calls from OPC UA clients.

e PCo Web Server [page 460]
PCo agent instances can be run as Web servers or as OPC UA servers. The Web server provides methods in
the form of service operations that can be executed using Web service calls from Web clients. All current
Web service standards such as SOAP, OData, and REST are supported.

® Integration with Third-Party Systems Using Web Services (WS Destination System) [page 55]
You can use PCo directly to transfer data from production to a third-party system, such as an SAP ME
system. To do this, you can use the notification process. You can subscribe to specific tags of the data
source. When specific events occur, PCo sends notification messages to the destination system by means
of a Web service call.

® |[ntegration with Third-Party Systems Using Enhanced Notification Processing (ENP) [page 57]
Enhanced notification processing (ENP) enables you to flexibly control and document the data flow in
production in connection with various destination systems, for example, with Web services. In this way, you
can connect a third-party system (such as SAP ME) to PCo and transfer data from machine level to the
desired SAP ME activity using Web service calls.

® (Connection of Web Applications via WebSocket [page 76]
The WebSocket network protocol, in accordance with specification RFC6455, allows a high-performance,
network-resource-efficient communication between a WebSocket server and a Web application configured
as a WebSocket client.

e (Connection of External Data Sources to Bus. Suite Applications [page 76]
SAP Plant Connectivity (PCo) easily facilitates the communication between SAP Business Suite
applications and external data sources such as weighing systems, production machines, OPC servers, or
process control systems.

® |[ntegration with SAP ODA [page 113]
If you are using SAP ODA or intend to do so in the future, you can use the Plant Connectivity component to
establish the connection to an OPC server instead of using the SAP ODA Connector.
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3.1 Notification Process

Use

The notification process enables you to monitor production facilities and record any sudden, undesired events
and report them to a destination system. However, you can also use this process to record regularly occurring,
desired events such as confirmations.

With this process, you can monitor tags from the source system (from a control system for a production plant,
for example) for possible changes. You can specify the trigger conditions in detail that must be satisfied for PCo
to send a notification message to one or more destination systems. .

You can specify the following as trigger conditions:

e Changesinvalues
e Formulas
e FEvents (such as production standstill)

You can use the following source systems for the notification process:

All OPC source systems
e Plsource system

Proficy Historian source system

Socket source system

Asset Framework source system

File monitor source system

File system source system
e Modbus source system

e ODBC source system

e OLE DB source system

i Note

For all types of source systems except OPC DA systems, PCo continually transmits the tags and checks
whether the specified conditions are met. If so, PCo sends a notification message to the destination system
or systems.

If the source system is an OPC DA system, the source system checks the measurement values itself and
sends only the deviating tag to PCo. PCo then sends the notification message to the destination system or
systems.
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I:@ﬂll Transaction 1 l Transaction 2 I Dest, SySt_ 2

e II

Source syst., e.g. OPC tags \%% ‘“ %

Notification Process

Notification 1

Value change

Formula (‘tag 1°
= 100)

Events

Agentinstance

1. The PCo system continually receives measurement values from the source system and checks whether the
condition that you defined on the Trigger tab is met.
For an OPC DA source system, the source system checks whether the condition is met and only sends a
tag to PCo if the trigger condition is met.

2. If the trigger condition is met, PCo creates a notification message and sends it to one or more destination
systems.

3. Ifthe destination system is an SAP Mll system, for example, SAP Mll processes the notification message.

Example

You are monitoring a boiler with PCo. The boiler control system (source system) is an OPC DA system. You have
specified that the boiler temperature tag is to be sent to PCo if the measured value falls short of or exceeds the
permissible temperature bandwidth.

On the Trigger tab, you have selected the trigger type On True.

You have specified the formula TAG_TEMP<57 || TAG_TEMP>63 as the trigger condition.
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If the measured value lies below 57°C (134.6°F) or above 63°C (145.4°F), PCo creates a notification message
and sends it to the destination system (an SAP MIl system, for example). The SAP Ml system can then send an
e-mail to a previously defined recipient or create a maintenance notification in ERP, for example.

More Information

Settings for the Notification Process with SAP Ml [page 32]

3.1.1 Settings for the Notification Process with SAP Mil

To use the notification process with SAP MII, you need to make the following settings:
Settings in SAP MilI
You have set up the following connection data for PCo in the SAP Ml system:

® You have created a new transaction in SAP MII.
For more information, see SAP Help Portal under |» SAP Manufacturing and Intelligence 15.1 » SAP
Manufacturing and Intelligence  Content Development ¥ SAP MIl Workbench ¥ Transactions  Creating
Transactions 3.

® You have defined the transaction properties. You need to specify the input property of type XML.
For more information, see the SAP MIl documentation under |» SAP Manufacturing and Intelligence ¥
Content Development » SAP Ml Workbench » Transactions » Properties for Transactions 4.

® You have specified how you want the notification message to be further used in SAP MII. For example, you
have specified that an e-mail is to be sent and you have configured the e-mail accordingly. For more
information, see the SAP MIl documentation under Send Mail.

Settings in PCo

® You have created the source system (an OPC DA system, for example) and made the required entries for
the source system [page 118] on the Settings tab. You have also checked the settings on the Reliable
Connection tab. See also: Source System: Reliable Connection Tab [page 130]

® You have created the destination system, for example, SAP MII.

® You have created the agent instance for the agent you specified for the source system, for example, OPC
DA.

® You have selected the tag or tags for the agent instance on the Subscription Items tab. You can use the
browse function to search through the source tags and choose the tag you want.

e You have added a notification for the agent instance. See also: Notification [page 490].

® You have added an expression for each subscription item for the notification on the Output tab. See also:
Output Tab [page 501]. Using the expression editor, you also need to specify the subscription item you
want, meaning that you have to specify the tags whose value you want to be adopted in the notification.
You can also enter a message text. See also: Formulating and Calculating Expressions [page 535]
The completed message can then be saved as an XML file and used in a destination system as a template
for setting up the processing function in SAP Ml (for example, as a test value for the input property of an
MIl transaction).
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e Onthe Destinations tab, you have defined one or more destinations for the notification to which the
message is to be sent. For example, you can choose the SAP Mll system. For the SAP MII system, you then
need to choose the previously created Ml transaction. (See Define Data for SAP MII System [page 5091.)

3.2 Query Process (with SAP Mil)

Use

You use the query process if you want to query tags from a query-capable source system, starting from an SAP
MII system, for example. With a tag query or a PCo query in SAP MII, you can read out the tags of your choice
via PCo and, if necessary, also write values to SAP MII. You can use all functions in SAP Mll to represent or
forward the data determined via the query process:

e Dashboard

e Alerts
e Forwarding and further processing in SAP ERP, such as creating a maintenance notification in SAP ERP

Prerequisites

Plant Connectivity Console

® You have created a source system.

i Note

All agents delivered with PCo are query-capable.

e |f necessary, you have defined an alias for the source system. See also: Source System: Aliases Tab [page
127].

e You have created an agent instance.

® Onthe Servers tab, you have selected the SAP MII Query Server or SAP Mll Query Server (before 12.2)
checkbox and made the settings for the SAP MIl system that is to be connected. See also: Servers Tab
[page 417].

® You have made the settings on the Tag Query tab for the agent instance. See also: Tag Query Tab [page
471].

SAP Mil
You have set up the connection data for PCo in the SAP MIl system:

® You have created a data server in SAP MIl. For more information, see the SAP Manufacturing Integration
and Intelligence documentation under Data Servers.
o For the data server, you use the connector type ubc if you are using an SAP Ml system up to and
including Ml 12.1. (See also: SAP Manufacturing Integration and Intelligence documentation under
Universal Data Connector.)
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o For the data server, you use the connector type PCoConnector if you are using an SAP MIl system as
of Ml 12.2. (See also: SAP Manufacturing Integration and Intelligence documentation under PCo
Connector.)

e You have created a query in SAP MII. In the query, you define which tags are to be queried in the source
system.

o You use a tag query if you are using an SAP MIl system up to and including MIl 12.1. (See also: SAP
Manufacturing Integration and Intelligence documentation under Tag Query.

o You use a PCo query if you are using an SAP MIl system as of MIl 12.2. (See also: SAP Manufacturing
Integration and Intelligence documentation under PCo Query.

Process

Query Process

Destination System, for example, SAP Mil

Plant
Connectivity

Agent Instance Query Interface a

Source System

Data Source U .
{for example, OPC DA Server) Device Tags .’

1. SAP Mll starts a query, for example, to supply a specific dashboard with current data by sending a request
to the agent instance.

2. PCo uses a query to query the selected tags in the source system.
3. PCo returns the query results to SAP Mll in the form of a response where they are processed further.
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Example

Example: Settings for a Query Process with SAP MII 12.1 [page 35]

Example: Settings for a Query Process with SAP MII 14.0 [page 37]

3.2.1 Example: Settings for a Query Process with SAP Mll 12.1

Use

The example shows how to proceed if you want to be able to query tags from an OSISoft Pl source system
starting from SAP MII.

i Note

In this context, OSISoft Pl is to be regarded as a data source merely representing every other query-capable
data source (for example, an OPC UA server) and is not to be the focus of this example.

The following information, in connection with PCo, refers to:

e (OS/Soft Pl (source system)
e SAPMII12.1 (destination system)

Prerequisites

e Inthe PCo console, under |+ Tools » Options j» Management Host 4, you have entered the server and the
port on which PCo is running, such as server VMW3341 and port 50050.

® You have started the management host service on the server on which PCo is running. (See
also:Configuring the Management Host [page 14].)

Activities

Settings in PCo

1. Create a source system of the type Pl Agent. See also: OSISoft Pl Source System [page 220]
2. Create an agent instance and choose the Servers tab.

3. Onthe Servers tab, select the SAP MII Query Server (Before 12.2) checkbox and enter the port, for
example, 9001.

4. Start the agent instance.
Settings in SAP MiI

Creating a Data Server
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7.
8.

In the MIl menu, choose || Data Services ¥ Data Servers 3.
The MII system shows a list with all available data servers. For more information, see the SAP
Manufacturing Integration and Intelligence documentation under Data Servers.

Choose the Create pushbutton.
The New SAP Ml Data Server screen appears.

Enter the following data:
o Server Name
o Connector Type UDC
Choose the Finish pushbutton.
The data server is created and the Settings and Connection tabs are displayed.
On the Settings tab, select the Enabled checkbox.
Enter the following on the Connection tab:

Field Description
P Here you enter the name of the server on which PCo is
running.
i Note

You can find the server name in the PCo console un-
der |+ Tools » Options # Management Host
Settings 4.

Port Specify the port.

i Note

You can copy the port from the Servers tab of the
agent instance.

Writable If you select this checkbox, you can write values into the
tags of the source systems, starting from MiIl.

Save your entries.
Start the agent instance in the PCo Console. This establishes the connection between MIl and PCo. The
status of the data server on the Status tab is then green.

Creating a Tag Query

1.

36

Starting from the MIl menu, choose [ Content Development » Workbench 3.
The catalog overview is displayed.

Click on the project you created previously.

. Open the context menu using the right mouse button.

In the context menu, choose |# New » Tag Query 3. For more information, see the SAP MIl documentation
under Tag Query.
The Data Source screen appears.

Choose the data server you created previously.
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6. Inthe Mode field choose, for example, Current (read the current value of the tag).
7. Inthe Template Categories screen area, double-click the Tag Query Details entry.

8. Choose the desired tag on the Tag Query Details screen. (See also: SAP MIl documentation under Tag
Query: Details and Values.)

3.2.2 Example: Settings for a Query Process with SAP MIl 14.0

Concept

The example shows how to proceed if you want to be able to query tags from an OSISoft Pl source system
starting from SAP MII.

i Note

In this context, OSISoft Pl is to be regarded as a data source merely representing every other query-capable
data source (for example, an OPC UA server) and is not to be the focus of this example.

The following information, in connection with PCo, refers to:

e (OSISoft Pl (source system)
e SAP MII 14.0 (destination system)

Prerequisites

® |nthe PCo Management Console, under |l Tools # Options  Management Host ¥ Settings 3, you have
entered the server and the port on which PCo is running, such as server vMw3341 and port 50050.

® You have started the Management Host Service on the server on which PCo is running. (See also:
Configuring the Management Host [page 14].)

Activities

Settings in PCo

1. Create a source system of the type Pl Agent. (See also: OSISoft PI Source System [page 220].)
2. Create an agent instance and choose the Servers tab.
3. Onthe Servers tab, select the SAP MIl Query Server checkbox and enter the port, for example, 9001.

Settings in SAP MIl 14.0
Creating a Data Server

1. Inthe MIl menu, choose | Data Services ¥ Data Servers J.
The MII system shows a list with all available data servers. For more information, see the SAP Ml
documentation under Data Servers.
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2.

3.

Choose the Create pushbutton.
The New SAP MII Data Server dialog box appears.

In step 1 Connector enter the following data:

Field Description

Server Name Enter a name of your choice for the server on which PCo is
running.

Connector Type Choose the PCoConnector entry.

In step 2 Connectivity, enter the URL for the PCo instance manually: http: //<servername>:<port>/

PCoManagement.

The MIl system displays a dialog box for logging on to the computer on which PCo is running.

Enter User Name and Password for the computer on which PCo is running.

Step 3 Component appears. The Ml system displays the agent instances created in PCo.

Choose the agent instance that you created previously for your Pl source system.

Choose the Finish pushbutton.

The new data server is created. The name of the data server and the type PCoConnector are displayed in
the upper screen area. The Settings and Connection tabs are displayed in the lower screen area.

On the Settings tab, select the Enabled checkbox.

The data server that you created for PCo is now activated.

You need to check or specify the following data on the Connections tab:

Field Description

Agent Name The name of the selected PCo agent instance is displayed
here.

Agent Port The port of the PCo agent instance is displayed here.

Agent IP Here you need to enter the IP address of the computer on

which PCo is running.

Writable Select the checkbox if, using the query, you want to
change values of specific tags in the Pl source system
starting from SAP MiII.

For more information, see the SAP MIl documentation under PCo Connector.

Creating a PCo Query

1

Starting from the MIl menu, choose | Content Development » Workbench 3.

The catalog overview is displayed.

If you have not yet created your own project, select the root of the catalog tree and choose the option New
Project either using the right mouse button or from the menu. Enter a project name.

3. Select the project you created previously. Open the context menu using the right mouse button.

38

In the context menu, choose [ New » PCo Query 3. For more information, see the SAP MIl documentation
under PCo Query.
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The screen for selecting the available data servers appears.

5. Select the data server you created previously and then choose the entry TagRetrieveQuery in the Mode
field. (See also: SAP MIl documentation under Data Source for Queries.)

6. Inthe Template Categories screen area, double-click the Tag Retrieve Query entry.
The Hierarchy tab is displayed. All tags of the Pl source system are displayed.

7. Onthe Hierarchy tab, select one or more tags that you want to query using the query. (See also: SAP M|
documentation under Tag Retrieve, Aggregate, and Store Queries).

Testing a PCo Query

1. To test the newly created query, open the project in the workbench.
2. Select the query and choose Test in the context menu.
The Ml system displays the Test Query Template dialog box.
3. Select Inner Frame and choose the OK pushbutton to start the query.
The MIl system displays the query results: The selected tags are displayed with the current tag values.

3.3 Cloud Integration

Integration with Cloud Systems

You can connect instances of Plant Connectivity with SAP Digital Manufacturing Cloud applications to enable
information exchange between, on the one hand, production related, locally installed systems or Internet-
enabled devices, and on the other hand, business applications in the cloud. Communication from the cloud to
PCo is through the cloud connector to satisfy the security requirements for Internet communication.
Communication from PCo to the cloud is performed directly, that is, without the cloud connector.

The connection of local systems starting from PCo takes place using agent instances that are wrapped as
service providers. Service providers are the endpoints of machines in the machine model and model the tag
information and the services that the machine offers.
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SAP Digital Manufacturing Cloud

Cloud Connector Edge

i

Runtime Services Al Sl
{WebSocket Server)

Cloud Management

WebSocket Client WebSocket Client

Connectivity Framework Connectivity Framework

Agent Instance 1 Agent Instance 2
SAP Plant Connectivity
Machine Service Provider 1 Machine Service Provider 2

In PCo, the connection to the cloud connector functions using the Windows service CloudServicesHost
that is started automatically if you have chosen cloud integration on installation. You can set the parameters of
the service in the settings for cloud integration. You can call up these settings in the Management Console by

choosing|F Tools » Cloud Integration 3 from the menu. (See also: Settings for Cloud Integration [page 23].)

The CloudservicesHost service provides the services that can be called for the applications from the SAP
Digital Manufacturing Cloud and with which the service providers can be accessed at machine level.

Communication between PCo and the cloud connector and the SAP Digital Manufacturing Cloud takes place
using RESTful Web services. Internal communication between the CloudServicesHost service and the agent
instances that function as service providers takes place using the WebSocket protocol for which the agent
instances function as clients and the CloudServicesHost service as server.

The configuration elements that were created in PCo using SAP Digital Manufacturing Cloud applications are
protected in the Management Console against manual changes. If required, you can enable processing of

locked configuration elements in the Management Console by choosing | Edit » Unprotect Cloud
Configuration Element Jin the menu. Restore consistency with the cloud application as soon as possible.

Use

You can connect PCo in a first step to the machine/equipment model application of the SAP Digital
Manufacturing Cloud. The following scenarios are supported:

e Reading and writing tags of machines

SAP Plant Connectivity
40 PUBLIC Processes and Integration Scenarios with SAP PCo



e Performing services or methods of machines

Prerequisites

® You have installed SAP Plant Connectivity and selected the cloud integration component.

® You have configured and started the CloudServicesHost service (see Settings for Cloud Integration
[page 23]).

® You have installed the cloud connector locally on the same network as SAP Plant Connectivity. (See also
the Cloud Integration section in the Application Operations Guide on the PCo product page https://
help.sap.com/viewer/p/SAP_PLANT_CONNECTIVITY.)

® You have configured the cloud connector so that it can be used for the application machine/equipment
model. (See also the Cloud Configuration section in the Application Operations Guide on the PCo product
page https://help.sap.com/viewer/p/SAP_PLANT_CONNECTIVITY.)

More Information

For more information about the machine/equipment model, see the product page of the SAP Digital
Manufacturing Cloud under https://help.sap.com/viewer/76070b832a9954174b76a3411ad31f034/latest/en-
us.

For more information about shop floor integration, see https://help.sap.com/viewer/
c86ca4026faed4cb3bab6ed751866175b/latest/en-US/b39¢c43dab5b94106a01c9d01ec81f23c.html.

For more information about SAP Cloud Platform Connectivity, see https://help.sap.com/viewer/product/
CP_CONNECTIVITY/Cloud/en-US

3.3.1 Assignment of Machine/Equipment Model Entities to
Configuration Elements in PCo

The machine/equipment model in the SAP Digital Manufacturing Cloud is used to manage information
about machines and devices on the shop floor. The digital twin of a machine in the machine/equipment model
contains all the information about the machine that is required to call up machine data or plan a machine
orchestration.

A machine can contain one or more service providers. A service provider in the machine/equipment model is
a server that provides an endpoint with which you gain access to data and functions of the machine. The
following functions are available:

e Tags
® Services
e Fvents

With the help of a service provider, you can model objects, services, and tag information in the machine/
equipment model. When you configure the service provider, you define the service provider type (internal or
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external) and the usage of the object in PCo, for example, usage as a data source. The corresponding
configuration elements are then generated automatically in PCo. The following table shows which objects (that
you configure in the machine/equipment model) correspond to which configuration elements in PCo.

Mapping of Entities

Object in Machine Model

Service Provider Type

Usage Type

PCo Configuration Ele-
ments

Service provider

External

OPC UA data source

OPC UA source system and
corresponding agent in-
stance

Service provider

External

OPC DA data source

OPC DA source system and
corresponding agent in-
stance

Service provider

External

P21 data source

IP21 source system and cor-
responding agent instance

Service provider

External

AF data source

Asset Framework source sys-
tem and corresponding
agent instance

Service provider

External

OPC UA server (in this case,
you select methods and not
tags)

OPC UA source system
(without agent instance)

Service provider

External

Web server

Service provider is only cre-
ated in the PCo database;
display in the PCo Manage-
ment Console is not possible

Service provider

Internal

OPC UA server

Service provider in the data-
base and an agent instance
for the OPC UA server

Service provider

Internal

Web server

Service provider in database,
an agent instance for Web
server

Tag

Internal

Tag

Service

External

Service, only metadata, dis-
play in the PCo Management
Console is not possible

Service

Internal

Direct destination call

Service, method definition,
method notification with ref-
erence to a destination sys-
tem
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PCo Configuration Ele-

Object in Machine Model Service Provider Type Usage Type ments

Client proxy - Multi Destination system of the

type multiple call destination

A client proxy is generated

system

automatically in the machine 4

model based on the service

providers and service param-

eters)

Client proxy - Universal Web Server Destination system of the
type Universal Web service
destination system (RESTful)

Client proxy - OPC UA Server Destination system of type

OPC UA destination system

3.4 PCo as OPC UA Server and as Web Server

You can configure agent instances of Plant Connectivity as OPC UA servers or as Web servers.

If itis started as an OPC UA server, the agent instance can receive and process method calls from OPC UA
clients. If you run an agent instance as a Web server, the agent instance can provide methods in the form of
service operations and make them accessible to Web service callers. In the Management Console, you can
configure the actions that are to be executed by a client when a method is called. (See: OPC UA Server [page
451] or Web Server [page 460].)

In principle, there are two ways of executing methods using a PCo server:

Method with direct destination system call

You can configure the method as a method with direct destination system call. To do so, you define the
name of the method, the input parameters, and the output parameters manually. Then you assign to the
method a method notification using which you can call exactly one destination system. (See also: Method
Notification [page 441].)

At runtime, the method notification is executed when the method is called and the destination system
defined there is called. If this destination system call delivers return values, these can be written back to
the output parameters of the method and thereby be returned to the caller of the method.

Enhanced method processing (EMP)

You can load the assembly (DLL) of an enhanced method processing (EMP) to the PCo Management
Console and activate and configure the methods defined there. The input and output parameters of the
methods and the method names are already defined in the EMP assembly and cannot be changed. By
creating a method notification you can activate individual methods of the EMP assembly and make them
visible and executable for callers. The action that is to be executed when the method is called is defined for
EMP methods in the implementation. Depending on the implementation of the EMP method, an additional
destination system call needs to be configured.

At runtime, the method of the EMP implementation is executed by PCo and the results of the execution are
written back, if necessary, to the output parameters of the method. If the EMP method requires a
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destination system call, this call is carried out at the appropriate place using the program logic in the EMP
implementation. (See also: Enhanced Method Processing (EMP) [page 46].)

Usage Options

Using the definition of a method with direct destination system call and usage of the multiple call
destination system, you can run a defined sequence of steps if the method is called by a client. For example,
you can use such methods to control processes at production plants for which individual parts of the plant
need to be coordinated.

By using the assembly (DLL) Locking that is delivered as standard in EMP, you can use an agent instance as a
lock server for a part of a plant that is needed by various production steps but can only process one request at
atime.

3.4.1 Method Notification

Use

You can use a method notification to activate a method of a PCo OPC UA server or a PCo Web server and define
which action you want to run if the method is called up by a client. See also: Methods [page 11].

The functions offered in the method notification are related to the notification in the notification process but
differ in detail, depending on the type of method.

e For methods that you have configured manually (methods of the type direct destination system call), you
define the trigger condition based on the method input parameters. You then configure the output
expressions that are forwarded to the input variables of the destination system call. The output
expressions are also based on the method input parameters. You can assign exactly one destination
system to the notification. If the destination system delivers return values, such as the OPC UA destination
system, Web service destination system, or the multiple call destination system, you can assign the output
variables of the destination system call to the output parameters of the method.

e For methods that you have loaded into the PCo configuration using an EMP implementation, a distinction is
made between methods with and methods without a destination system call.

o For EMP methods without a destination system call, you can only configure the trigger condition
based on the method input variables. Processing of the method call is adopted directly from the
implementation. The input and output parameters of the method are received directly from the
implementation or returned to PCo.

o For EMP methods with a destination system call, you can also define a trigger condition. The
implementation of method processing provides for a destination system call at the appropriate place in
the logic. The EMP implementation provides special input variables for the destination system call that
you need to assign to output expressions in the method notification.

You can configure exactly one destination system in the notification. The output variables of the
destination system call are assigned to the output variables provided by the EMP implementation so
that the implementation can continue to work with the result of the destination system call. The input
and output parameters of the method are received directly from the EMP implementation or returned
to PCo.
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Runtime Behavior of Method Calls

You can create multiple method notifications for a method. However, you need to maintain the trigger
conditions so that no more than one of the notifications is executed at runtime. Depending on the input
parameters of the method, you can trigger various actions, for example, various destination system calls.

i Note

If no method notification is executed at runtime due to the trigger conditions, process control goes back
directly to the caller. Any output parameters are supplied with their initial value.

The method notification is processed directly when the method is called; in other words, in technical terms, in
the same thread of the Windows process through which the agent instance is running. If the method is
configured as a synchronous method, PCo waits until the end of processing of the destination system call or of
processing in the EMP implementation. Only then does process control go back to the caller, with the output
parameters being supplied according to the configuration. For asynchronous methods, process control
returns to the caller immediately after processing is triggered while the destination system call runs in an
asynchronous thread in the background. Any output parameters of the method are supplied with the initial
value.

Configuration Options

The method notification reveals its potential in particular in conjunction with the multiple call destination
system and the definition of suitable trigger conditions. The configuration involves the following steps:

® You define a method for the direct destination system call. See also: Server Method Definitions Tab (OPC
UA Server) [page 457] or Web Server Method Definitions Tab (Web Server) [page 465].

® You create a method notification for the method.

® You configure a multiple call destination system as a destination system, which you supply with the input
parameters of the method.
In the multiple call destination system, you can program complex processes, such as the multiple call of
various destination systems, processing of interim results, branching conditions, and loops using
configuration. See also: Multiple Call Destination System [page 376].

e By creating multiple method notifications for the same method that have different trigger conditions, you
can, depending on the input parameters of the method, call different multiple call destination systems that
model different processes.
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Method Processing with Direct Destination System Call

Example of Variable Assignment

Agent Instance

Destination System

Method Method Notification Input and Output
Variables
Input and Output Trigger Assignment of . _“f
Parameters Condition Input Parameters | |Destination System
of Method
P y onTrue | | Expressionl | » InputVariablel |
[ InputParam.1 || » Expression2 | »[ Input Variable 2 |
| InputParam.2 | ———— » Expression3 | » InputVariable 3 |
[ InputParam.3 | [ Expressiond | »[ Input Variable 4 |
| Expression5 |[——t» InputVariable5 |
Assignment of
Output Parameters

| Output Param.1 |« G D | OutputVar. 1 |
| Output Param. 2 |« (= —-'k"{}-——-'_}: | OutputVar. 2 |

i Note

If the configuration options described are not flexible enough, you can implement an enhanced method
processing (EMP) in which you can program the actions when calling a method.

3.4.2 Enhanced Method Processing (EMP)

EMP Concept

Use

Using the concept of enhanced method processing (EMP), you can program yourself the actions that run when
amethod of a PCo OPC UA server or a PCo Web server is called, if you want to achieve maximum flexibility.

You can use EMP if the configuration options that result from the interaction of methods with a direct system
call, method notification and multiple call destination system, are not sufficient to cover your requirements.

Implementation

To use EMP with your own programming, you need Microsoft Visual Studio 2012 or higherasa
programming environment. You set up the .NET-based implementation of a class that inherits from the PCo
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class MethodProcessingFramework.ApplicationMethodsBase and thatis compiled to an assembly. For
details about the procedure during the implementation and for an example, see the Implementation Guide
Enhanced Method Processing (EMP) in Plant Connectivity 15.1. (See: SAP Note 2354578 )

With the implementation of the EMP, you provide methods that can be made callable using the PCo OPC UA
server or Web server. From the programmed flow of a method call, you can, if required, execute a destination
system call whose return values can flow into further programming of the method. For this purpose, you
provide special input and output variables in the EMP implementation that you can use in the Management
Console to parameterize the destination system call. The EMP implementation of the method is called up using
the method notification that you assign to the method.

The following overview shows how the EMP implementation is embedded in the configuration of the

Management Console if a destination system is to be called from the EMP implementation.

Enhanced Method Processing with Destination System Call
Example of Variable Assighment

Agent Instance Destination System

Method Method Notification Input and
Output Variables
Input and Trigger EMP Implementation Assignment of 01 )
Output Parameters Condition Input Variables Desstlsr;atlon
of Method Programmed Method Parameters ystem
{from EMP Impl.) and EMP Variables for Destination System Call [ Expression1  |4—#[ InputVariablel |
Input Parameter 1|~ /N »[ = Input Parameter I' |-  pooram |#{EMPInputvVar. 1144s{  Expression2  |{—» InputVariable2 |
Input Parameter 2 I »[ = nputParameterz” |-»| 9B Lo [EMPinputVar 2] 3] Expression3  |-{—r>[ Input 3 ]
Input Parameter 3 \ »| = Input Parameter 3° |—> —>{F_W|mut\.rx_3 |ﬁ-+| Expression 4 } =} Input Variable 4 |
= -»[EMPInputVar 4] | | [ Expression5 | {—» InputVariable5 |
Assignment of
Output Variables
Output Parameter 1 = "Output Parameter 1' e <—|EMP Output Var 1 c - /.4)4 Output Variable 1
= OutputParameter 2 [« Output Var 2 "D« [ Output Variabie 2 |
e’
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If the EMP implementation handles the program logic completely when the method is called and does not call a
destination system, you implement an EMP method without destination system call. The following graphic
shows variable assignment for this case:

Enhanced Method Processing with Destination System Call
Example of Variable Assignment

Agent Instance

Metheod Method Notification

Input and Trigger EMP Implementation
Output Parameters Condition

of Method
(from EMP Impl.) and Ehﬁlgo\%;?ir:tr)‘::sd fhodregle(:tjlrf:trlgnmg;esrtzm Call
[imputPeramerer 1 2 St Paraneter > g

Output Parameter 1 = 'Output Parameter 1°
Output Parameter

i Note

In this case, the method notification has only one trigger condition. No other settings are necessary and so
they are hidden for configuration using the Management Console.

You can use the same EMP implementations for a PCo UA server and a PCo Web server. However, the different
message log of UA method calls and service operation calls requires several adjustments to the context of the
server:

e [fyou create an EMP implementation for a PCo UA server, specific status codes need to be returned to the
method caller according to the OPC UA standard. You can return to the caller the status code that is
dependent on the method execution result using an additional parameter that is designed as a
TypedObject (see also SAP Note 2395778#% ). This parameter is not relevant in a Web server
environment.

If you want to use an EMP implementation in the context of a PCo Web server, it might be necessary to
adjust the format of the response to the requirements of the caller. For this purpose, PCo provides a
separate interface XYZ with which you can, if required, influence the response specific to each method.

The result of the implementation is a compiled assembly (DLL) that you copy to the system directory of the
PCo installation. As a rule, the system directory is in the C:\Program Files (x86)\SAP\Plant Connectivity
\System directory if you have installed PCo using the standard specifications on a Windows 64-bit operating
system.

Configuration

To be able to use the methods defined in the EMP implementation, you need to load the method definitions
from the assembly into the configuration of the OPC UA server or Web server in the Management Console. To
do so, follow the steps that are described under Server Method Definitions Tab (OPC UA-Server) [page 457] or
Web Server Method Definitions Tab (Web Server) [page 465].
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You need to assign at least one method notification to the methods that are to be visible to a client and that are
to be callable, and, if necessary, carry out variable assighment according to the principle described above.

More Information

Standard EMP Implementation Locking [page 49]

Standard EMP Implementation Key-Value Pair Buffer [page 52]

34.21 Standard EMP Implementation Locking

In the standard system, SAP delivers the EMP implementation Locking with which you can use an agent
instance as a lock server for a resource in production.

The EMP implementation provides a queue for lock requests. Each entry in the queue is given a unique ID, for
example, the SFC of the product that is to be produced by the resource. Only the first entry in the queue has
access to the resource. The other lock requests are either rejected after a specified time or they move to the
first position in the queue during this time and gain access to the resource. The implementation provides the
following methods:

Method Input Parameter Output Parameter Function

_Lock inHandle outSuccess Locks the resource that is
T imeout modeled by the agent in-

stance. The input parameter
inHandle needs to contain
the unique ID of the lock re-
quest. This might be, for ex-
ample, the SFC of the prod-
uct that is to be produced by
the resource. If the lock can-
not be set within the time-
frame set by inTimeout,
outSuccess is “false”; oth-
erwise itis “true”. If the lock
was able to be set, other lock
requests are rejected using
the method Lock provided
the resource has not been
unlocked again using
_Unlockor UnlockAll .
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Method Input Parameter Output Parameter Function

_Unlock inHandle outSuccess Unlocks the resource that is
modeled by the agent in-
stance. The input parameter
inHandle contains the
unique ID of the lock request.
If there is a lock of the re-
source for this ID, the lock is
removed and the output pa-
rameter outSuccess is set
to “true”. Otherwise it is
“false” and any existing lock
remains.

If the lock for the ID was able
to be removed, the next ID in
the queue moves up and can
use the resource.

_UnlockaAll outSuccess The UnlockAll method re-
moves all lock requests that
have been sent to the re-
source. In this case, the out-
put parameter outSuccess
is “true”.

For example, you use the
method for initializing the
production flow.

_ListLocks outHandles Provides the list of IDs of the
lock requests that have cur-
rently been sent to the re-
source and that have not yet
been rejected. The first ID in
this list is active and can use
the resource. The subse-
quent IDs are in the queue
and are rejected if they can-
not go to the top of the queue
before the timeout.
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Using a sequence of lock requests, the following graphic shows the behavior of the lock server in the EMP
implementation locking:

Events >
Starting Lock Request Lock Request Lock Request Lock Request Timeout
Situation _Lock {ID1) _Lock {ID2) _UnLock(ID1}) _Lock (ID3) Reached for
Position 1
Position 2
Resource is D1 goes to Resource can D71 is Resource can Resource can
unlocked. first position still be used rermnoved from still he used still be used
CUELE [ inthe gueue. by 101 gueue. by 102 by
empty. Resource can D2 is waiting D2 moves up 103 iswaiting D2
still be used in second and resource for D3 is
Effect by position far can now he release by remaoved fram
101, release by used by timeout. fueue again
timeout. D2, hecause
timeout
reached.
Response OUtSUCCESS (Request for OUtSUCCESS (Request for OUtSUCCESS
to Lock for ID1 is D2 iz waiting) for ID1 and 103 iz waiting) for 103 is
Request "true" IDZ is "trug" "false"

None of the methods of the EMP implementation Locking need any additional destination system call.

Example

In production, you are using a robot that is used by various parts of the production plant and therefore gets
work orders from various clients. Then you can use a PCo agent instance as a central lock server for this robot
and make sure that each client needs to request the lock on the resource before it can send a work order to the
robot.
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34.2.2 Standard EMP Implementation Key-Value Pair
Buffer

In the standard system, SAP delivers the EMP implementation KvpBuf fer that represents a key-value pair
buffer. You can use the implementation to convert every agent instance into a buffer agent instance.

Function of the Buffer

Using the buffer, you can, using method calls, store data in the form of key-value pairs and then enrich
notification messages with this data.

The prerequisite for using the implementation is that you are running the agent instance as an OPC UA server
or as a PCo Web server.

The buffer entries can be persisted in the local file system or not persisted in the working memory only.
Different callers can access the same buffer data.

Example

e A production line has a transport system of carriers. Each carrier has a unique ID. There might be a product
on each carrier that corresponds to an SFC in the SAP Manufacturing Execution system. You want the
assignment of carrier ID to SFC to be retained and this assignment must not be lost if the PCo agent
instance has to be restarted.

® A machine delivers measurement values frequently that are written via an OPC UA agent to an SAP HANA
database as a tag-based notification. You want to enrich the measurement values with the name of the
worker who is currently on shift. The worker's name is kept in PCo and updated three times a day via an
SAP MiIl user interface.

Implementation Methods

The implementation provides the following methods:

Implementation Methods

Method Input Parameter Output Parameter Function

_ClearBuffer Deletes all keys and values
from the buffer.
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Method

Input Parameter

Output Parameter

Function

_GetAllKeys

outKeys

Provides a string array
outKeys that contains all the
keys that are currently in the
buffer.

_GetAllKeyValuePairs

inClearBuffer

outKeyValuePairs

Provides a string array
outKeyValuePairs that
contains all the key-value
pairs that are currently in the
buffer. If the input parameter
inClearBuffer is settothe
value True, the entire buffer is
emptied after all key-value
pairs have been read.

_GetAllKeyValuePairsdJs

on

inClearBuffer

outKeyValuePairs

Provides a JSON-formatted
character string
outKeyValuePairs that
contains all the key-value
pairs that are currently in the
buffer. If the input parameter
inClearBuffer is settothe
value True, the entire buffer
is emptied after all key-value
pairs have been read.

_GetKeysByValue

inValue

outKeys

Returns a string array
outKeys that contains all
keys that have the value

inValue

_GetNumEntries

outNumEntries

In the output parameter
outNumEntries returns the
number of all key-value pairs
that are currently in the buf-
fer.

_GetValueByKey

inKey

outSuccess

outValue

Returns the value outvalue
for the key inKey. If the key
inKey is in the buffer, the
output parameter is
outSuccess True; other-

wiseitis False.
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Method Input Parameter Output Parameter Function

_KeyExists inKey outKeyExists Checks if the key inKey oc-
curs in the buffer. If the key
does occur, the output pa-
rameter outKeyExistsis
setto True, otherwise itis
setto False.

_RemoveKey inKey outSuccess Deletes the key-value pair
with the key inkKey from the
buffer. If the key inKey ex-
isted in the buffer before de-
letion, the output parameter
outSuccess issetto True,

otherwise it is setto False.

_SetKeyValue inKey If the key inKey does not yet
: occur in the buffer, the
inValue

method adds a new key-
inPersistent value pair with the key inKey

and the value invalue. If the
key inKey already occurs,
the value of the key-value
pair is updated. If
inPersistentissetto
True, the key-value pair is
written to the local data car-
rier and is still available after
the agent instance is re-
started. If inPersistent s
set to False, the key-value
pair is only kept in the work-
ing memory.

If you set the input parameter inPersistent to True inthe SetKeyvalue method, the EMP
implementation KvpBuffer generates the directory C: \ProgramData\SAP\EMP KvpBuffer\[ID of agent
instance] in the Windows directory ProgramData and generates a file for each key-value pair with the key as
file name and the value as file content. For this reason, the key inKey must only contain characters that are
permitted in a Windows file name if you want to persist the entry. In general, the EMP implementation ignores
and cuts off spaces before and after a key.

You can determine the ID of the agent instance from the XML file, for example, after the export of the agent
instance.

A\ Caution

If you set the input parameter inPersistent to True inthe SetKeyvalue method, you may only use
the EMP implementation key-value pair buffer at most once for each agent instance. Otherwise, the files
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inthe C:\Programbata\SAP\EMP KvpBuffer\[ID of agent instance] directory cannot be
assigned correctly to the various buffer instances.

3.5 Integration with Third-Party Systems Using Web
Services

Use

You can use PCo directly to transfer data from production to a third-party system, such as an SAP ME system.
To do this, you can use the notification process. You can subscribe to specific tags of the data source. When
specific events occur, PCo sends notification messages to the destination system by means of a Web service
call.

If, for example, you want to connect SAP ME, you need to create a universal Web service destination system in
PCo. SAP ME provides its own Web services, such as the Web service ProductionProcessingInClient.

PCo retrieves variable values such as the SFC number (SFC) from the data source and transfers them to the
SAP ME system, for example, to a particular ME activity. PCo can predefine fixed values for specific parameters
of the Web service.

Integration

For more information about the Web services provided by SAP ME, see https:/help.sap.com/viewer/p/
SAP_MANUFACTURING_EXECUTION.

Example

The following example shows which settings you need to make in the PCo Management Console for you to be
able to transfer the SFC to SAP ME using the ProductionProcessingInClient Web service provided by SAP ME,
for example.

o Example

A barcode reader is installed in front of the RES1 machine that records the SFCs of all plant pieces before
they are processed. The results from the barcode reader are stored on an OPC DA server and can be
retrieved from the OPC DA server in the SCAN1 tag. For each scan operation, you want a message to be
sent to SAP ME so that the status of the SFC can be set there to In Process at Resource RES]. For this
purpose, SAP ME provides the ProductionProcessingInClient Web service, which requires the SFC, plant,
resource, and the operation. Since the machine is stationary and always executes the same operation, the
machine, the plant, and the operation can have constant values. The SFC originates from the OPC server
and is therefore variable.
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Settings in the PCo Management Console

1. InPCo, you create an OPC DA source system, for example, for a KEPWARE OPC server.
2. You create a universal Web service destination system:

o Onthe Web Service Settings tab, you define the settings for the Web service provided by SAP ME (see
also: Web Service Settings Tab [page 302].)

o Onthe Operation Configuration tab, in the Operation field, you select the Start
(StartRequestMessage_sync StartRequest_syn) entry.
For more information, see Operation Configuration Tab [page 311].

3. You create the agent instance for the OPC source system to connect the OPC source system to the
destination system.

o Define the settings on the Host tab; for example, log level Verbose.

o Onthe Subscription Items tab, choose the Browse pushbutton. The PCo system then displays the
available tags, for example, for Device 1. Select the tag scani, for example.

4. Create a notification. The notification is used to be able to transfer the information from the source system
to the destination system.

o On the Output tab, enter the following expressions and values:

Expression Name Expression Value
SFC “SCAN1"
i Note

SCANL is the subscribed tag.

SITE “QATEST"

OPERATION “OP1"

RESOURCE “RES1”

USER “SITE_ADMIN"
i Note

The expression values QATEST (name of the plant), OP1 (operation), RES1 (resource used), and
SITE_ADMIN (user name) are master data that you created previously in SAP ME. The output value
SCANL is the subscribed tag. The tag value is transferred here to SAP ME. In this example, the tag
value is an SFC that is read and transferred to SAP ME.

o Click on the Destinations tab, where you select the destination system and assign the appropriate
output values to the destination variables. You can also have an automatic proposal of the assignment
between the Web service variables and the output expressions. The assignment can only be made
automatically if the Web service variable and the output expression have the same name.
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i Note

You can also call service operations of a PCo Web server configured on a remote computer via the universal
Web service destination system.

3.6 Integration with Third-Party Systems Using ENP

Use

Enhanced notification processing (ENP) enables you to flexibly control and document the data flow in
production in connection with various destination systems, for example, with Web services. In this way, you can
connect a third-party system (such as SAP ME) to PCo and transfer data from machine level to the desired SAP
ME activity using Web service calls. This makes it possible, for example, starting from PCo, to call a Web service
provided by SAP ME, evaluate the result of the call, and then, depending on the results of the Web service call,
call an additional Web service or write data back to a source system.

SAP delivers the standard enhancement Destination System Calls with Response Processing for enhanced
notification processing with which you can execute one or multiple destination system calls and with which you
can write back the results of the calls to the data source of the agent instance or other agent instances. This
covers the most common requirements in communication between data sources of production and business
systems.

If you want to implement requirements that go beyond the function scope of the SAP standard enhancement,
you can implement a customer-owned enhancement. PCo provides an interface for this purpose that you can
implement. The notification enhancement is mapped in the form of a destination system so that the
enhancement is called as part of a notification process.

Enhanced notification processing enables you to do the following:

® You can call one or more destination systems one after the other in any order. This might be, for example, a
regular Web service or a RESTful Web service. (See RESTful Web Service Destination System [page 275].)

® You can call mass-enabled destination systems (Web services) for multiple object instances, for example,
for multiple SFCs.

® You can assign the output expressions of a notification to the parameters of a Web service statically or
dynamically.

e You can perform a program-controlled evaluation of the results of a destination system call and react to the
results accordingly.

e After a notification message is received, the destination system can send information to a specific agent
and update, for example, a tag value in the source system.

® You can send data from the notification enhancement to a data stream or a data window in an ESP project.
(See also: Data Streaming Destination System [page 364])

® You can send data to a destination system of the type ODBC destination system. (See ODBC Destination
System [page 350].)
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Prerequisites

If you want to create your own implementation, the following prerequisites must be fulfilled:

® You are using PCo 15.1 or higher.

® You are using .NET Common Language Runtime (CLR) 4.0 or higher.

® Youare using a .NET development environment, such as Microsoft Visual Studio 2012 or higher.
e You have .NET development experience, preferably C#.

® You have experience in using Web services.

Integration

To facilitate the implementation of these functions, the enhanced notification processing framework has a
library with help methods with which you can call Web services or agents.

If you have implemented a customer-owned implementation and then made the required settings in PCo, this
enhancement is called automatically when notification messages are processed. (See also: Process with
Enhanced Notification Processing (ENP) [page 58].)

More Information

Process with Enhanced Notification Processing (ENP) [page 58]
Destination System Calls with Response Processing [page 70]

For more information about integration with third-party systems in connection with enhanced notification
processing (ENP), see the Implementation Guide for Enhanced Notification Processing (ENP) in the SAP Help

Portal under https://help.sap.com/pcof or on SAP Service Marketplace under | /instguides ¥ SAP Business

Suite Applications » SAP Manufacturing » Plant Connectivity » Plant Connectivity 15.1 3. The Implementation
Guide also contains example implementations.

3.6.1 Process with Enhanced Notification Processing (ENP)

Use

This document shows how enhanced notification processing (ENP) is integrated in the notification process.
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Notification Process with Enhanced Notification Processing (ENP)

1. PCoreceives a change event from the connected source system.

2. The notification manager ensures that a notification message is built up.

3. The notification message is stored in the queue of notification messages (message queue). (See also:
Notification Message Queue and Dispatch Settings [page 477].)

4. The dispatcher reads the notification message from the queue and forwards it to the destination system.
Since enhanced notification processing (ENP) is attached in PCo in the form of a special destination
system (destination system for the notification enhancement), the notification message is sent to this
destination system.

5. The destination system for the notification enhancement forwards the notification message to the
customer-owned enhancement or to the SAP standard enhancement Destination System Calls with
Response Processing. This enhancement implements the enhanced notification processing (ENP) interface
(Interface ICustomLogic ).

6. Starting from this interface, the modules that you configured previously as destination systems are called
synchronously. The ENP supports the following destination system types:

o Web Service Destination System [page 258]
o RESTful Web Service Destination System [page 275]
o Data Streaming Destination System [page 364]
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o ODBC Destination System [page 350]
o OData Destination System [page 289]
Apart from the data streaming destination system, all modules can also return a response from the called
destination system.
7. Using the modules, the variable values taken from the data source, such as the SFC number, are
transferred to the third-party system (for example, SAP ME).
8. The connected third-party system, such as SAP ME, can now send a response to the interface.
9. The interface can interpret the response and then trigger the following actions:
o Call up an additional Web service or an additional supported destination system
o Start an agent call to read or to write tag values in a source system
o Transfer data to the data streaming system
o Send data to the ODBC interface

More Information

Destination System Calls with Response Processing [page 70]

3.6.2 Implementing and Configuring Enhanced Notification
Processing (ENP)

Use

You can either create your own implementation of the ICustomLogic interface or use an implementation from
a third-party. The DLL of a third-party must be compiled for a 32-bit operating system.

Prerequisites

If you want to implement a customer-owned implementation yourself, you need a development environment
for the .NET development. SAP recommends that you use Microsoft Visual Studio 2008 or higher.

Process

1. Implementing your own enhancement in the Microsoft Visual Studio:
©  You create a class that implements the ICustomLogic interface.
o You create an implementation for a constructor without parameters.
©  You create implementations for the following interface methods:
O GetLogicModules
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O GetCustomVariables
O Initialize
0 Send
o You compile your implementation. A DLL (Dynamic Link Library) is thus generated from the class,

which you then use for the configuration of enhanced notification processing (ENP) in the PCo
Management Console.

i Note

For technical details about implementing enhanced notification processing (ENP), see the
Implementation Guide for Enhanced Notification Processing (ENP) on SAP Service Marketplace under

|+ /instguides » SAP Business Suite Applications » SAP Manufacturing ¥ Plant Connectivity ¥ Plant
Connectivity 15.1 4.

2. Making settings in the PCo Management Console:
The concept of enhanced notification processing (ENP) envisages that the implementation of a customer-
owned enhancement is created without specific reference to a particular destination system and a
particular agent instance. The advantage of this concept is that you can use the same implementation for
different processes.
For that reason, you must make specific settings in the PCo Management Console to link your
implementation with a specific destination system and a specific agent instance. You need to perform the
following configuration activities:
o Copy the DLL into the PCo system directory
You copy the DLL that you generated for your implementation into the system directory of your PCo
installation.

i Note

In the case of a Windows 32-bit installation, you can find the system directory under the following
path: <Installation Drive>:\Program Files\SAP\Plant Connectivity\System.

In 64-bit systems, you can find the system directory under the following path: <Installation
Drive>:\Program Files (x86)\SAP\Plant Connectivity\System.

o Create a source system
o Create a destination system of one of the following supported types and make the relevant settings:
o Web Service Destination system (See Server Settings Tab (WS Destination System) [page 259].)

i Note

You must create a separate Web Service Destination system for each individual Web service
operation that you want to call using your enhancement implementation.

o Data streaming destination system (See Destination System: Configuration Tab (Data Streaming)
[page 365].)

o ODBC destination system (See ODBC Destination System: Configuration Tab [page 352].)

o RESTful Web Service Destination system (See RESTful WS Destination System: Configuration Tab
[page 275].)

o OData destination system [page 289]

o If you want to send data to a normal Web service (Web Service Destination system), you also need to
create the configuration of the service operation.
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To do so, click on the Operation Configuration tab. Then choose the service operation you want. You
then define the variables for the Web service fields that are to be filled dynamically by the notification
enhancement. (See Operation Configuration Tab (WS Destination System) [page 261].)

o If you want to send data to a RESTful Web service (destination system type RESTful Web Service
Destination system), you also need to specify the configuration of the input and output parameters.
(See RESTful WS Destination System: Configuration Tab [page 275].)

o Create an agent instance for the source system

o Settings on the Notification Processing tab
If you want the notification enhancement calls via the notification process to retain a specific
sequence, you need to activate the option Process Notification Messages Exactly Once in Order on the
Notification Processing tab in the agent instance settings.

o AssignaDLL to the agent instance
On the Notification Processing tab of the agent instance, you assign the DLL and create the destination
system for the notification enhancement. (See Enhanced Notification Processing [page 62].)

o Create a notification

o Define enhanced notification processing as the destination of a notification
On the Destinations tab, you need to define enhanced notification processing as a destination and
assign the modules and variables. (See: Assignment of Modules and Variables (ENP).) [page 64]

3.6.2.1 Enhanced Notification Processing

Use

In the Enhanced Notification Processing screen area, you can specify whether you want to use an enhancement
for your notification processes. You have the following options for the notification enhancement:

e SAP standard enhancement Destination System Calls with Response Processing
This SAP standard enhancement is delivered with the standard installation of SAP Plant Connectivity. If you
choose this option, the corresponding enhancement is included automatically in notification processing.

e Customer-Owned Enhancement
With this option, you create your own enhancement implementation and assign it here. With the
enhancement implementation, you can define your own functions that you want PCo to execute in the
notification process. For example, you can interpret information from the data source and then call a
specific sequence of Web services.

Moreover, you need to create the destination system for the notification enhancement. This destination system
is a special destination system of the agent instance and is therefore not displayed in the destination systems
area.

Prerequisites

If you want to use a customer-owned enhancement, you first need to create and compile your implementation.
During the compilation, a Dynamic Link Library (DLL) is generated.
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Procedure

1. Choose the Enhanced Notification Processing tab.
2. Select the notification enhancement you want:

Field Description

None With this option, there is no enhanced notification proc-
essing.

Destination System Calls with Response Processing With this option, the system automatically uses the SAP

standard enhancement Destination System Calls with
Response Processing (see also: Destination System Calls
with Response Processing [page 70].)

Customer-Owned Enhancement With this option, you create your own enhancement imple-
mentation and assign it in the Details of the Enhancement
Implementation screen area. This implementation is an
enhancement in the form of a Dynamic Link Library (DLL)
with which you can implement your own functions. For ex-
ample, you can interpret information from the data source
and then call a specific sequence of destination systems
(Web services).

3. If you have selected the Customer-Owned Enhancement option, you need to choose the Browse
pushbutton to search for your implementation.

4. Then select the desired Dynamic Link Library (DLL) or executable file that you generated previously.
If, in your implementation, you have only defined one class that implements the enhanced notification
processing interface, this class appears automatically in the Class field. If you defined more than one class,
you need to select the appropriate class.

5. If you want to delete the configuration for the DLL and the class, choose Reset.

6. Create a destination system for notification processing by choosing the Create Destination System function
key.
PCo displays the status of the destination system and its usage.

i Note

You can then select this destination system on the Destinations tab of the notification by selecting the /
Enhanced Notification Processing entry inthe Destination System Type field. (See also:
Assignment of Modules and Variables (ENP) [page 641].)

7. To delete the destination system, you can choose the Delete Destination System pushbutton. You can only

delete the destination systemif it is not being used in a notification.

More Information

For more information about using the customer-owned enhancement, see the Implementation Guide for
Enhanced Notification Processing on the PCo product page under Additional Information.
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36.2.2 Assighnment of Modules and Variables (ENP)

Use

In the screen area Module and Variable Assignment, you define the modules and variables for enhanced
notification processing (ENP).

Prerequisites

e On the Notification Processing tab, you have chosen either Destination System Calls with Response

Processing or Customer-Owned Enhancement for your agent instance and you have created the destination
system for the agent instance. (See: Enhanced Notification Processing [page 62].)

You have created one or multiple destination systems. The following destination system types are
supported:

o Web Service Destination System [page 258]

o RESTful Web Service Destination System [page 275]

o Data Streaming Destination System [page 364]

o ODBC Destination System [page 350]

o OData Destination System [page 289]

For each Web Service Destination system, you have also configured the service operation and variable
definition of the selected Web service. (See: Destination System: Operation Configuration Tab (WS
Destination System) [page 261].)

Procedure

Add Destination System

1.

In your notification, choose the Add Destination System icon on the Destinations tab.
The Add Destination System dialog box appears.
In the Destination System Type field, select the entry /Enhanced Notification Processing.

. Inthe Name field, enter a name of your choice for the destination system and choose OK.

You have assigned the destination system for enhanced notification processing. The system now displays
the destination system in the Destinations screen area.

Agent and Destination System Calls

1

64

Expand the entry for the destination system and choose the Module and Variable Assignment row.
The following two assignment tables are now displayed:

o Agent and Destination System Call Modules

o Assignment of Enhancement Variables
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2. Inthe Agent and Destination System Call Modules table, assign the agent instances and destination
systems (Web Service Destination systems) that you want to call using enhanced notification processing.
The table is structured as follows:

Column Description

Module All the modules that are provided by the implementation
of notification processing are displayed in this column.
The modules set up the connection to agent instances and
destination systems that are to be called up from ENP.

Module Type Specifies the type of module. The following module types
are possible:

o Destination system call
You can use this module to call one of the supported
destination systems. You must assign the destination
system in the Destination System column.

o Agentcall
From ENP, you can use this module type to specify
that data coming from the connected destination sys-
tem is transferred to or read by the current or other
running agent instances.

Exception Handling Select this checkbox if you want to deal with exceptions
that occur in the destination system call in a controlled
way. (See: Exception Handling in Enhanced Notification
Processing [page 68].)

If you do not set the indicator, exception handling is not
enabled. Without exception handling, every exception
within the destination system leads to termination of noti-
fication message processing and to an error message in
the agent log.

Edit To configure exception handling, choose the Edit pushbut-
ton.
Destination System For a module of the type destination system call, you must

select a destination system here. Only the permitted desti-
nation systems are offered in the dropdown box.

Agent Instance In the case of a module of the type Agent Call, you must
select an agent instance here. Only the permitted agent in-
stances are offered in the dropdown box.

Assignment of Enhancement Variables

1. The Destination System Variables and Source System Tags tabs are displayed in the lower screen area
Assignment of Enhancement Variables.

2. Choose the Destination System Variables tab. All the destination system variables that PCo determined for
the destination system selected previously are displayed here. Now assign the appropriate notification
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enhancement variables to the destination system variables. The enhancement variables are offered in a

dropdown box. The assignment table is as follows:

Column

Description

Destination System Call Module

All the modules for calling the destination system(s) are
displayed here.

Destination System Variable

All destination system variables are displayed here that
are determined from the configured destination system:

o If you configure a destination system of the type data
streaming destination system, the variables from the
schema of the data stream or the data window are
displayed here.

o For an ODBC destination system, the system displays
the table columns configured as variables.

o Inthe case of a destination system of the type
RESTful Web service, Web Service Destination system,
or OData destination system, you see the input and
output parameters configured as variables as well as
the calculated variables (only for Web Service Desti-
nation systems).

Category Shows if the variable is a request variable, a response vari-
able, or a calculated variable.
Data Type Indicates the data type of the destination system varia-

bles.

Enhancement Variable

Here you assign the appropriate enhancement variable to
each destination system variable.

In the dropdown box, the system only offers the enhance-
ment variables that you have defined in your implementa-
tion or that were provided by the SAP standard enhance-
ment. You can only assign variables with matching data
types.

O\ Caution

Note that you need to assign an enhancement variable to each request variable. However, you do not
need to assign an enhancement variable to each response variable and to each calculated variable.

3. Choose the Propose Assignment pushbutton if you want the system to propose the appropriate
enhancement variables. The prerequisite for this is that the enhancement variables have the same name or
a similar name to the destination system variables, and have the appropriate data type.

You can use this function most effectively when configuring the SAP standard enhancement Destination
System Calls with Response Processing because same-name variables are used by preference there. See
also: Destination System Calls with Response Processing [page 70]
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4. Choose the Source System Tags tab. Here you can browse for tags for the selected agent instances and
assign them to the enhancement variables. You only need to select these source system tags if you want to
read or write tag values by means of an agent instance in enhanced notification processing. (See:
Assigning Source System Tags [page 67].)

5. If the names or data types of the modules and the variables are changed after you have configured them in
the PCo Management Console, you receive a warning when you call the configuration dialog again. The
system then removes invalid configurations automatically and you can then complete the configuration.

More Information

For more information about the assignment of modules and variables, see the Implementation Guide for
Enhanced Notification Processing (ENP) on SAP Service Marketplace under || /instguides » SAP Business Suite
Applications » SAP Manufacturing ¥ Plant Connectivity ¥ Plant Connectivity 15.1 4.

3.6.2.21 Assighing Source System Tags

Context

On the Source System Tags tab, you can search for tags for the selected agent instances and assign them to the
enhancement variables. You only need to select source system tags if you want to read or write tag values by
means of an agent instance in response processing within enhanced notification processing.

Procedure

1. Click on the Source System Tags tab.

The tab is displayed.
2. Choose the Insert Row or Append Row pushbutton.

PCo displays a new row with the agent call module agent.

3. Choose the Browse pushbutton.

PCo displays a dialog box.

4. If the namespace is empty, click Browse (next to the Filter field).

The namespace of the source system connected via the agent appears.

5. To be able to display the entire hierarchy of the namespace, open the top node (Root) and then all lower-
level nodes.

6. Click to select the tag or tags that you want and then choose Add Selected Items.
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The selected tags are displayed in the lower screen area (Selected Objects).
7. To close the dialog box, click OK.

PCo now adds the selected tags to the Source System Tags tab. If you have selected more than one tag, the
system creates a new row for each tag.

8. Now you assign the appropriate enhancement variable to each tag. The variables can be selected from the
dropdown box.

i Note

The correct data type can only be determined for an enhancement variable directly after the tags are
browsed. If you leave the Source System Tags tab without first assigning the variables, the rows without
variable assignment cannot be configured later. In this case, you need to delete these rows and select
tags again.

3.6.2.2.2 Exception Handling

Prerequisites

® |nenhanced notification processing:
You have configured an agent instance that is to call up one or multiple destination systems using a
customer-owned enhancement or the SAP standard enhancement Destination System Calls with Response
Processing.
You call the Destinations tab in the notification. You have assigned a Web Service Destination system to a
module of the type destination system call here. See: Assignment of Modules and Variables (ENP) [page
64].
You have activated exception handling for this module by selecting the Exception Handling checkbox.

® |nthe multiple call destination system:
You have created a multiple call destination system with which one or multiple destination systems are to
be called in a specific sequence. On the Destination System Calls tab, you have selected the Exception
Handling checkbox in the Sequence of Destination System Calls table.

Context

You can react in a controlled way to exceptions, which can occur when destination systems are called, by
configuring exception handling so you do not have to terminate the destination system call process but rather
can continue working with defined values for the destination system output variables.

Exception handling can be called in the following applications:

e Enhanced notification processing
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You can activate exception handling for enhanced notification processing, for example, using the SAP
standard enhancement Destination System Calls with Response Processing or a customer-owned
enhancement.

e Multiple call destination system
You can activate exception handling for individual steps in a multiple call destination system.

Errors can occur within the processing logic of a called destination system that go back to PCo as exceptions.

Some exceptions indicate actual errors, such as a destination system that is temporarily unavailable, incorrect
input parameters, or errors in the processing of calculated variables in a Web Service Destination system.

However, some exceptions can be foreseen from the process flow or can be tolerated and do not need to lead
to the termination of the processing of a notification message.

* Example

A foreseeable exception might occur if in SAP ME an SFC number is to be set to done using PCo but this
SFC was already set to done in a manual process. In this case, SAP ME sends an error message. This
exception should no longer lead to an error message in the agent instance log but should rather be caught
by exception handling.

Procedure

1. Choose .

The Exception Handling for Module dialog box appears.

2. Define alogical condition in the Condition field. Use the expression editor to formulate the condition. You
can evaluate notification enhancement variables and the text for the exception message in the condition
expression (variable 'EXCEPTION MESSAGE!). A return value of O means that the condition is false. A
return value that does not equal O means that the condition is true. An empty condition expression has the
same meaning as the return value O, in other words, the condition is false.

«* Example

You would like to define that the condition is true if the exception text contains the text "Message
13979". In this case, the condition expression is: stringindexof (' |EXCEPTION MESSAGE!',
"Message 13979")

3. Specify what you want to happen in the case of a true condition and a false condition. In both cases, you
can choose one of the following two options:

o Raise Exception
The exception is not caught. It is forwarded to the enhanced notification processing (ENP) that called
the destination system. This corresponds to the behavior without exception handling. In this case,
processing of the notification message is terminated.

o Catch Exception and Set Destination System Output Variables
The exception is caught. You can define the values for the destination system output variables in the
Set Value of Destination System Output Variables table. You can use fixed values or expressions to
determine the values.
If an exception is caught, processing of the notification message continues. The return values then
correspond to the values that you defined here in the table.
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3.6.3 Destination System Calls with Response Processing
Definition

The SAP standard enhancement Destination System Calls with Response Processing is used within enhanced
notification processing (ENP). You can use this standard enhancement to call up to three destination systems
with the contents of a notification message, for example, from an OPC UA source system. Possible destination
systems are:

e Data streaming destination system

e Multiple call destination system

e (OData destination system

e (ODBC destination system

e OPC UA destination system

® Query destination system

e RESTful Web service destination system
e Universal Web service destination system
e \Web service destination system

With the exception of the data streaming destination system, all these destination systems can return
responses that can then be written back to the source system or to up to two additional source systems of
selected agent instances. Alternatively, you can call up additional destination systems using the results of
previous destination system calls.

The special feature of the agent instance configuration is that when defining the output expressions for the
notification, you define enhancement variables with the same name. In this way, you define both the variables
for populating the input variables of the destination system as well as the variables for temporary storage of
the output values of a destination system.

Moreover, the SAP standard enhancement Destination System Calls with Response Processing offers four
additional enhancement variables that are independent of the definition of the output expressions. The names
of these variables start and end with an exclamation mark, for example, !Response !. With these special
variables, the trigger tag can be reset, and information as to whether the destination system calls were
successful can be written back to specific tags in the data source. Subsequent processes can react to the value
change of these tags at the data source.

i Note

Unlike a customer-owned enhancement that you plan yourself, with Destination System Calls with
Response Processing you do not have any implementation effort in an integrated development environment
(IDE), for example, Microsoft Visual Studio. You simply need to select the option Destination System Calls
with Response Processing on the Notification Processing tab and then create a destination system for the
notification enhancement. (See also: Enhanced Notification Processing [page 62].)
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Use

The following graphic illustrates the functions of the SAP standard enhancement Destination System Calls with
Response Processing with an example:

Source System Agent Instance Destination System
Tags Subscription Motification Destination System
Items Variables

Trigger QOutput
Condition | |Expressions

Enhancement
Variables

Tag1 l Yarl I =I Yarl I =I Input Yariahle 1 |

[
|
——>| ltem 2 =I OnTrue | | Warld |~ ¢|3

I ltem 1 | >

h 4

Tag2 L_ —b! WarZ
e o
Trigger Tag l{ ITrigger!
Status MWessage |« IStatus_Msg!

Output Variahle 1 }:|

Calculated War, 1

Destination System Calls with Response Processing

The graphic shows a destination system of the type Web Service Destination system that is called using the tag
values of a source system. The results of the Web service are then written back to the source system.
Furthermore, the example contains a calculated variable in the Web service response message. (See also:
Calculated Variables in a Web Service Response Message [page 267].)

The example shows which PCo configuration data is required and needs to be linked together:

® You need to create subscription items and output expressions for the tags of the data source that serve to
supply the Web service (subscriptionitem Elem. 1 and output expression var1l in the graphic shown
above).

e For the trigger tag that is used in a trigger expression and that triggers the notification, you also create a
subscriptionitem (Elem. 2).

e To be able to define the variables of the SAP standard enhancement, you define the output expressions
(var2 and var3). In the simplest case, you can generate them from the subscription items so that they
have the same names as them.

At the runtime of the agent instance, the input variables of the Web service destination system are populated
from the assigned variables of the standard enhancement (here: var1). The output variables of the Web
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service destination system are written back to the assigned variables of the standard enhancement. In the
graphic above, these are the output expressions var2 and var3 that you have created without reference to a
subscription item and have given an appropriate data type.

At the end of the destination system call, the standard enhancement writes the values of the enhancement
variables back to the assigned tags of the data source. The trigger tag is also reset to then be able to trigger a
new notification operation.

The standard enhancement Destination System Calls with Response Processing is able to write back the values
of the enhancement variables to the source systems of up to three different agent instances. Moreover, the
standard enhancement can call up to three destination systems one after the other for each notification
message:

Destination System 1:
Destination System

Jest Variables
Enhancement
o
Variables Gﬂ

Output Yariahle 1
Calculatedar, 1

H

WarZ |

Destination System 2:
Destination System
Variables

L% Input Yariable 1

O3
Output YWariahle 1

— Ward

— ITrigger!

IResponse!

— IError!

— IStatus_Msg!

The output variables and the calculated variables of a destination system call, as in the example given above,
can be stored temporarily in the enhancement variables (here: the output expressions var2 and var3) and be
used for calling the next destination system. The SAP standard enhancement only writes the values of the
enhancement variables back to the source system or source systems at the end of the call sequence.

i Note

The sequence of destination system calls and the times at which the values of the enhancement variables
are written back to the source systems are, in the standard enhancement destination system calls with
response processing, predefined and cannot be changed. Instead of the standard enhancement, you can
also use a multiple call destination system [page 376] in conjunction with a query destination system [page
397] to be able to achieve greater flexibility in the process flow. Furthermore, the multiple call destination
system provides conversion functions for output variables of any destination system type, whereas with the
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standard enhancement destination system calls with response processing you can only convert output
variables of Web service destination systems using calculated variables. The calculated variables only exist
for the destination system type Web service destination system.

Activities

Configuring Destination System Calls with Response Processing [page 73]

3.6.3.1 Configuring Destination System Calls with
Response Processing

Use

The following graphic gives an example of how the SAP standard enhancement Destination System Calls with
Response Processing is included in enhanced notification processing and which objects are to be configured:

Source System Agent Instance Destination System
Tags Subscription Notification Destination System
Elements Variables

Trigger QOutput
Condition | |Expressions

Enhancement
Variables

Warl I =I Warl I =I Request Yariable 1 |

[
|
——>| Elem. 2 =I OnTrue | | Warl |— ¢|£

Tag 1 I =I Elem. 1 I b

Tagl L. b-! VarZ I: IRespDnsev\fariable 1 }:|
Tag 3 ' | h! Yard I: I Calculated var 1 |

Trigger Tag lr_ = ITrigger!
Response Tag |« IResponse!
Error Indicator |« IError!
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Procedure

To use the standard enhancement, do the following:

1

74

Open the PCo Management Console and create a destination system, for example, of the type Web Service
Destination system. Configure the Web service as required. (See also: Server Settings Tab (WS Destination
System) [page 259] and Operation Configuration Tab (WS Destination System) [page 261].)

Create an agent instance based on a source system that supports the notification process.

Choose the Notification Processing tab of your agent instance. Select the Destination System Calls with
Response Processing option.

Then create a destination system for the notification enhancement by choosing the Create Destination
System function key. (See also: Enhanced Notification Processing [page 62].)

On the Subscription Items tab, create the subscription items for all source system tags that you need to
populate the input parameters of the destination system call. (See also: Agent Instance: Subscription
Items Tab [page 472].) Create a subscription item for the source system tag that is to be used later as a
trigger tag in the trigger expression.

Create a notification and create output expressions on the Output tab. These output expressions define
the enhancement variables simultaneously.

First create output expressions for the enhancement variables that you need for populating the input
parameters of the destination system call. As a rule, these output expressions use subscription items or
constant values. Moreover, you need output expressions for the enhancement variables in which you want
to temporarily store the results or interim results of destination system calls before writing the values back
to the data sources. To do so, create empty output expressions that only consist of a name. For all output
expressions, choose the appropriate data types that match the input and output parameters of the
destination systems. For Web services, you can also use the calculated variables as output parameters.

i Note

You do not need an output expression for the trigger tag.

On the Notification tab, define a trigger expression so that the destination system is only called if a specific
source system tag (trigger tag) changes. The corresponding source system tag must be of the data type
Integer and must be able to have the following values:

o O: The trigger is in the initial setting

o 1: The notification process is to be triggered

o 3: The parsing of the notification message has failed

For that reason, define a trigger expression that triggers the notification as soon as the trigger tag has the
value 1, for example, ' [subscription item of the trigger tag]' == 1 and alsochoose the
trigger type OnTrue.

On the Destinations tab, choose the entry Enhanced Notification Processing as the destination and make
the module and variable assignment.

Now make the following settings in the screen area Agent and Destination System Call Modules:

1. Assign the agent instances - at whose data source you want to change the data tags after processing
the notification message - to the modules Agent, Agent_2, and Agent_3. If you want to automatically
reset the trigger tag after processing the notification message, you need to assign at least the agent
instance of the trigger tag to a module here. If you do not assign any agent instance to a module, this
module is not taken into account by the SAP standard enhancement.

2. Assign your destination systems of the supported types to the modules WS_Call, WS_Call_2, and
WS_Call_3. At the runtime of the agent instance, the destination systems are called up in exactly this
order. You can also define exception handling for the destination system call modules. If you do not
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assign any destination system to a module, this module is not taken into account by the SAP standard
enhancement.

3. Inthe Assignment of Enhancement Variables screen area, on the Destination System Variables tab, you
link the request and response variables of the destination system with the enhancement variables. In
the case of a Web service, the calculated variables can also be linked here. Choose the Propose
Assignment pushbutton if you want the system to automatically suggest the variable assignment. The
prerequisite for this is that the enhancement variables have the same name as a destination system
variable and the variable type is also compatible with the variable type of the Web service variables.

i Note

You need to assign exactly one enhancement variable to each request variables of a destination
system. On the other hand, you do not need to assign an enhancement variable to each response
variable and to each calculated variable.

4. Inthe table on the Source System Tags tab, link the source system tags to the enhancement variables.
In the selection list for the enhancement variables, you see the output expressions that match the data
type of the source system tags and some special variables. These special variables are preceded and
followed by exclamation marks:

o ITrigger!
Assign the trigger tag to these enhancement variables. The trigger tag is set to the initial value 0
before the first destination system is called. If there is an error, if parsing of the notification
message has failed, it is set to the value 3.
o IResponse!
At the end of Destination System Calls with Response Processing, this enhancement variable is set
to the value 1. It shows the follow-on processes that the processing of a notification message is
completed by the SAP standard enhancement.
o IERROR!
This enhancement variable shows whether the destination system calls were successful (value is
0) or contained errors (value is 1) after the processing of a notification message by the SAP
standard enhancement.
o ISTATUS_MSG!
This enhancement variable contains a possible error message after the SAP standard
enhancement has run.
(See also: Assignment of Modules and Variables (ENP) [page 64].)
9. Start the agent instance.
A value change to the trigger tag at the source system from O to I calls up the destination system. You can
see the results of the destination system calls at the source system in the relevant tags that you assigned
to the response variables and special enhancement variables. The trigger tag is set to the initial value O
after successful execution or, if there are errors, to the value 3.
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3.7 Connection of Web Applications via WebSocket

Use

The WebSocket network protocol, in accordance with specification RFC6455, allows a high-performance,
network-resource-efficient communication between a WebSocket server and a Web application configured as a
WebSocket client.

Against this backdrop, PCo can be set up as a WebSocket server and, in particular, support notification
scenarios for which the events provided by the source system are displayed directly on modern user
interfaces.

o Example

For example, you can use SAP Mll's Self Service Composition Environment as a user interface. The Self
Service Composition Environment is a Web-based collaborative environment that you can use to configure
and display content provided by PCo, for example. For more information, see the SAP Ml Documentation
under SAP M|l Self Service Composition Environment.

The WebSocket has an exceptional position among the various PCo destination system types because the
query and notification scenarios are technically combined. On the PCo side, a specific port is envisaged
through which the bi-directional communication between PCo and the Web application takes place.

You make the connection settings for the WebSocket in the agent instance on the Servers tab. You also create
the destination system here. On the Destinations tab for the notification, you need to select this destination
system and make the variable assignment.

More Information

WebSocket Server [page 434]

Settings for the Notification Process with WebSocket [page 437]

3.8 Connection of External Data Sources to Bus. Suite
Applications

Concept

SAP Plant Connectivity (PCo) easily facilitates the communication between SAP Business Suite applications
and external data sources such as weighing systems, production machines, OPC servers, or process control
systems. PCo agents and agent instances [page 410] are used to exchange data between the external data
sources and PCo.
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You can use PCo to transfer shop floor data directly to a Business Suite system such as SAP ERP, where you
can process the data further in an application of your choice. PCo thus closes the gap between the control
systems of the automation level and the software-supported production planning, for example, in SAP ERP.

PCo is integrated with Business Suite applications through an ABAP-based integration layer that is part of SAP
NetWeaver.

The data transfer between the Business Suite systems and the PCo agents is based on RFC function calls of
the type TCP/IP. Each PCo agent is assigned to a corresponding RFC Destination in the Business Suite system
beforehand. Business Suite applications that want to exchange data with PCo agents run SAP NetWeaver
methods for this purpose.

Prerequisites

The following technical prerequisites are necessary to be able to use Plant Connectivity (PCo) to include
external data sources:

e SAP Plant Connectivity as of Version 2.2
o Microsoft .Net framework as of Version 3.5, SP 1
e An SAP Business Suite system with SAP NetWeaver Application Server ABAP, as follows:
NW ABAP Release 7.31
NW ABAP Release 7.02, as of Support Package SAPKB70208
NW ABAP Release 7.01, as of Support Package SAPKB70109
NW ABAP Release 7.00, as of Support Package SAPKB70024
e TCP/IP communication options between PCo and SAP Business Suite system

[¢]

o

O

[¢]

Depending on the type of external data sources used, OPC data servers also need to be installed and
configured.

Features

PCo provides two methods for Business Suite applications and external systems to exchange data:

e Using PCo queries
PCo queries are queries that can access data from the external data source directly, starting from the
Business Suite applications. You can use these queries to change the data in the data source directly. See
also: Data Exchange Using Queries [page 78]

e By sending PCo notifications
The notifications are triggered by the external data source. PCo sends the notification messages to the
Business Suite applications for further processing. See also: Generation and Processing of Notifications
[page 83]
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More Information

For more information and sample implementations on integrating PCo with the SAP Business Suite, see SAP
Note 1576651 .

3.8.1 Data Exchange Using Queries

Use

Business Suite applications can use PCo to send queries to external data sources, for example, to read or
change values of data source tags. The PCo agent instance, which is connected to the external data source,
receives the query and interprets the statements it contains. PCo provides three types of query:

® Tagquery
These queries that refer to tags.

e Database query
These queries are SQL queries that refer to database content. The SQL dialect used corresponds to the
connected data source.

e Textquery
These queries are text-type queries with text-type content that you can define freely.

The results of the queries support certain data types, see: SQL Data Types [page 111]

More Information

Process Steps for the Data Exchange Using Queries [page 78]
3.8.11 Process Settings for the Data Exchange Using
Queries

Use

The following steps are necessary for running and evaluating queries.
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Process

Step System Activity
1 Business Suite system  Defining an RFC destination (transaction SM59):
® You create an RFC connection of type TCP/IP (T) with the activation type
Registered Server Program. See also: Defining an RFC Destination [page 80].
® You define the gateway options.
® You can choose whether you define the data for secure network communication
(SNC). See also: SNC Settings [page 81]
2 Business Suite system  Assigning authorizations
You need to assign the necessary authorizations to the User that is used to exchange
RFC data between the Business Suite system and PCo. The Authorization Object
S_PCO_INT is available for this purpose. You can assign the authorization object to the
user role.
i Note
You can display the authorization object and its documentation in the Business
Suite system in transaction SE80Q in the package S_PCO.
Alternatively, the following roles for integration in transaction PFCG are available as
templates that you can assign to the user:
e SAP_BC_SRV_PCO_BS_INT_ADMIN
e SAP_BC_SRV_PCO_BS_INT_USER
3 PCo Adding a source system
You select the Source System Type (for example, OPC DA Agent) and enter the server
connection data.
4 PCo Adding a destination system
You select the destination system type RFC Destination and maintain the RFC client
data:
e Application server and additional connection data for associated SAP Business
Suite system
e Type SAPNW
For more information, see RFC Destination System [page 369].
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Step System Activity

5 PCo Adding an agent instance

You create the agent instance for the previously created source and destination sys-
tem.

e Onthe Host tab of the agent instance, enter the Service User Name and the
Service User Password to run the PCo agent instance as an MS Windows Service.
See also: Host Tab [page 411]

e Onthe Query Ports tab, maintain the settings for the port type SAP NW RFC
Server:

You enter the RFC server settings.

You enter the name of the registered server program that was defined in the RFC
connection.

You assign the destination system that provides the information for the repository
structure of the .Net Connector.

See also: Servers Tab (SAP NW RFC Server) [page 426]

6 Business Suite system  Implementing method calls for the ABAP wrapper classes of package S_PCO

® You assign the name for the application handle that is transferred to PCo.

® You create the method calls in suitable positions in the code of Business Suite ap-
plications (for example, user exit, BAdI)

e For sample implementations, see 1576651 #r .

7 PCo Starting an agent instance

8 Business Suite system  Running a Business Suite application

38111 Defining an RFC Destination

Context

In the Business Suite system, you need to use transaction SM59 to define the RFC destination for a PCo
agent instance. The communication between a Business Suite system and PCo is established using Remote
Function Calls (RFC modules).

You need to create exactly one RFC destination for each PCo agent instance.
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Procedure

1. Make the following general settings in transaction SM59:
o RFC Destination: This can be defined freely
o Connection Type: T (TCP/IP connection)

2. Make the following entries on the Technical Settings tab:
o Select Registered Server Program.

o Program ID: Here you enter the value that you specified in the Program ID field in the PCo agent
instance on the Query Ports tab.

o Gateway Host: Here you enter the value that you specified in the SAP Gateway Host field in the PCo
agent instance on the Query Ports tab.

o Gateway Service: Here you adopt the value that you specified on the Query Ports tab.
© You can use the Test Connection pushbutton to check the connection to PCo.
3. Onthe Logon & Security tab, you can enter the following if you want to implement the Secure Network
Communication (SNC) component:
o Select the Active radio button in the Security Options screen area.
o Choose the SNC pushbutton. The Change SNC Extension View: Details dialog box appears.

o Inthe QoP (Quality of Protection) field, enter the value that you set in PCo in this field on the Query
Ports tab.

o Inthe Partner field, enter the SNC name of the user, for example, p: CN=DOXXXXX, O=SAP-AG, C=DE.
This name is in User Maintenance (transaction SUO1) on the SNC tab.

You also need to enter this name in the PCo Console on the Query Ports tab in the User SNC Name
field.

o For more information about SNC settings, see SNC Settings [page 81].

Results

You can now create the following data in the PCo Management Console:

® You create a Source System.
® You create a Destination System of the type RFC Destination. See also: RFC Destination System [page 369]

® You create the Agent Instance and enter the RFC connection data on the Query Ports tab. See also: Servers
Tab [page 417]

3.8.11.2 SNC Settings

This example describes the settings required if you want to use the Secure Network Communications (SNC)
component for communication between the PCo Management Console and the connected Business Suite
system.

This example describes only the procedure in the internal SAP environment when using Single Sign-On
(SSO).
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i Note

You have installed SSO on the local physical machine. If SSO has not yet been installed, you can use Run
Advertised Programs to find it.

After SSO is installed, a certificate is automatically created for the current user.

You can access the library for SSO under C:\Program\Files\SECUDE\Office\Security\secude\dll.

For information about the general procedure for SNC, see the SNC User's Guide under | http://
service.sap.com/security ¥ Security in Detail » Secure User Access # Authentication & Single Sign-On 3.

SNC Settings for the RFC Server (SM59)

1. Intransaction SM59 in the connected Business Suite system, select the RFC Destination (type TCP/IP
connection) that you created previously. See also: Defining an RFC Destination [page 80]

2. Click on the Logon & Security tab.

3. Choose the SNC pushbutton.
The Change SNC Extension View: Details dialog box appears.

4. Inthe Partner field, enter the SNC name of the user, for example, p: CN=DOXXXXX, O=SAP-AG, C=DE.

i Note
This name is in User Maintenance (transaction SUO1) on the SNC tab.

5. Ifrequired, enter a value in the QoP field and save your entries.
6. Onthe Logon & Security tab, select the Active option to activate SNC.

SNC Settings in the PCo Agent Instance (Query Ports Tab)

Click on the Servers tab of your agent instance.
Select the RFC server, for example, NW RFC Server.
In the SNC screen area, select the Enabled checkbox.

AW

In the User SNC Name field, enter the SNC name for the user that you entered in the Partner field for your

RFC destination in transaction SM59, for example, p : CN=DOXXXXX, O=SAP-AG, C=DE.

. The entry in this field is mandatory.

5. Inthe Server SNC Name field, enter the SNC name of the Business Suite system, for example, p:CN=UI3,
O=SAP-AG, C=DE. Thisentry is optional.

6. If the SNC library path differs from the path above, you can enter the path in the Library field (optional).
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SNC Settings in the RFC Destination (Destination System)

1. Inthe PCo Management Console, click on the destination system (type RFC Client Destination) that you
created for the Business Suite system.

2. Click the RFC Client Settings tab.

3. Inthe SNC Settings screen area, select the Enabled checkbox.

4. Inthe User SNC Name field, enter the SNC name that you entered in the Partner field for your RFC
destination in transaction SM59, for example, p : CN=DOXXXXX, O=SAP-AG, C=DE. The entry in this field
is mandatory.

5. Inthe Server SNC Name field, enter the SNC name of the Business Suite system, for example, p: CN=UI3,
O=SAP-AG, C=DE. Thisentryis mandatory.

6. If the SNC library path differs from the path above, you can enter the path in the Library field (optional).

7. The user name and password are no longer required as logon information. The system uses the SSO user
certificate.

3.8.2 Generation and Processing of Notifications

In some business processes it is useful to trigger SAP Business Suite activities when certain values or
parameters of external data sources change. The following table provides some examples:

Business Process Business Suite Activities
The state of a machine changes from "In Process" to "Mal- e Automatic generation of a maintenance notification
function" e Status change in the equipment master data record

The value of a temperature sensor exceeds the previously Alarm message to the shift supervisor via e-mail or SMS
defined maximum temperature of 120°C (248°F)

The weight of an intermediate product is determined by indi- ®  Automatic generation of a time ticket confirmation
vidual weighing e QOrder release of repeat order

e (Creation of a production inspection lot

In the examples mentioned above, specific Business Suite applications need to be addressed automatically.
They receive the necessary data and information for the tags via notifications that PCo generates and sends as
soon as the defined trigger conditions are met. There are two options for this:

e Remote Subscription
With this technique you maintain the subscription to tags in the Business Suite system. The following
applies:
o The relevant tags are selected through subscriptions made by the Business Suite applications.

A\ Caution

Expired subscriptions or changes to subscriptions in the Business Suite system are not displayed
automatically in the PCo Management Console. To update the display in the PCo Management
Console, you need to close and reopen the PCo Management Console.
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o The processing of PCo notifications that are sent back to the Business Suite can be controlled using
BAdI implementations on a case-by-case basis and in detail.
The advantage of remote subscription is that the business context can be assigned in detail (for example,
up to the level of the individual production order) using the application handle [page 89].
For more information about the process steps in this technique, see Process Steps for Remote
Subscription [page 84].

e Subscription in the PCo Console
With this technique you can maintain the subscription of tags in the PCo Console directly. This technique is
the same as the notification process with SAP MII.
The processing of PCo notifications that are sent back to the Business Suite can be controlled using BAdI
implementations on a case-by-case basis and in detail.

For more information about the process steps in this technique, see Process Steps for the Subscription in
the PCo Console [page 87].

i Note

The application handle is defined automatically by PCo. PCO_NOTIFY is always specified as the
application (see Application Handle [page 89]).

3.8.2.1 Process Steps for Remote Subscription
Use

The following describes the steps for creating a remote subscription and for generating and processing
notifications.

Process
Step System Activity
1 Business Suite system Defining an RFC destination (transaction SM59):

® You create an RFC connection of type TCP/IP (T) with the activation type
Registered Server Program. See also: Defining an RFC Destination [page 80].
® You define the gateway options.

® You can choose whether you define the data for secure network communication
(SNC). See also: SNC Settings [page 81]
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Step System Activity

2 Business Suite system  Assigning authorizations

You need to assign the necessary authorizations to the User that is used to exchange
RFC data between the Business Suite system and PCo. The Authorization Object
S_PCO_INT is available for this purpose. You can assign the authorization object to
the user role.

i Note

You can display the authorization object and its documentation in the Business
Suite system in transaction SE80 in the package S_PCO.

Alternatively, the following roles for integration in transaction PFCG are available as
templates that you can assign to the user:

e SAP_BC_SRV_PCO_BS_INT_ADMIN

e SAP_BC_SRV_PCO_BS_INT_USER

3 PCo Adding a source system

You select the Source System Type (for example, OPC DA Agent) and enter the
server connection data.

4 PCo Adding a destination system

You select the destination system type RFC Destination and define the RFC client
data:

e Application server and additional connection data for associated SAP Business
Suite system

e Type SAPNW

For more information, see RFC Destination System [page 369].

5 PCo Adding an agent instance

You create the agent instance for the previously created source and destination sys-
tem.

e Onthe Host tab of the agent instance, enter the Service User Name and the
Service User Password to run the PCo agent instance as an MS Windows
Service. See also: Host Tab [page 411]

® Onthe Servers tab, maintain the settings for the port type SAP NW RFC Server:
You enter the RFC server settings.

You enter the name of the registered server program that you have defined in
the RFC connection data.

You assign the destination system that provides the information for the reposi-
tory structure of the .Net Connector.

For more information, see SAP NW RFC Server [page 426].
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Step

System

Activity

PCo

Creating a notification template
You create a notification template [page 522] for the agent instance:

e Trigger tab
You select the trigger type Always.

i Note

Trigger type Always is the preferred trigger type for Business Suite integra-
tion scenarios. The other trigger types can only be used insufficiently for
Business Suite integration scenarios.

® Onthe Remote Subscription tab, you define the Lifetime for the associated tag
subscription. The default value for the lifetime is an hour (3600 seconds). See
also: Notification Template: Remote Subscription Tab [page 523]
e Onthe Reliable Connection tab, you define the settings for reliable connections
and reliable message delivery:
o Number of connection attempts if the PCo connection to the external data
source is lost
o Lifetime of notification messages that could not be delivered. The default
value for the lifetime is one day.
® Onthe Destinations tab, you assign the PCo destination system for your Busi-
ness Suite system, which is to receive and process the notification message.
(See also: Destinations Tab [page 5071.)

Business Suite system

Creating classes

You create classes that are to process the notifications (transaction SE24). These
classes inherit characteristics and functions from the superclass CL_PCO_NO-
TIF_HANDLER and overwrite the method EXECUTE with suitable implementations.

Business Suite system

Implementing a BAdI

You implement the BAdI BADI_S_PCO_HANDLE_NOTIF (transaction SE19 or SES0
[package S_PCO, enhancement spot S_PCO_ES_BADI_HANDLE_NOTIF]):

Depending on the BAdI filter value in the application of the Application Handle, the
name of the previously created class that is to process the notification is returned.

Business Suite system

Implementing method calls

While the subscription of tags is performed by the Business Suite application, the
following steps also need to be performed to implement the method calls for the
ABAP wrapper classes of package S_PCO:

1. Naming of the application handle that is transferred to PCo

2. Creating method calls in suitable sections of code (user exit, BAdI, or similar) of
the Business Suite applications. For sample implementations, see the end of
this guide in SAP Note 1576651 F .
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Step System Activity

9 PCo Starting an agent instance

10 Business Suite system  Subscribing to tags

Subscribing to tags for which notifications are to be sent, provided that the trigger

conditions have been met

11 Business Suite system 1. Defining an application handle
You define an application handle to which the notification is assigned. When the
notification is received, the Business Suite system can use the application han-
dle to control how the notification is to be processed further by Business Suite
applications.
i Note
The test program RPCO_BS_INT_TEST uses the application SAPTEST-
ING and the handle LOG as default values
An active BAdI implementation (BAdI_S_PCO_HANDLE_NOTIF) exists for
the filter value of the application SAPTESTING. This BAdI implementation
can be used to format and save the contents of the notification as applica-
tion log messages.
2. Assigning a notification template
In the code, you assign the notification templates that you created previously
for the agent instance.
12 PCo PCo sends a notification

If the defined trigger conditions have been met, PCo uses an RFC call to send the

notification as an XML document to the associated recipient in the Business Suite.

The function module S_PCO_RFC_EXECUTE_RECEIVE_EVNT is run in which
the notification is processed:

Itis first checked whether there is a class that processes the notification for the
application that was defined in the application handle of the notification.

If this is the case, an instance of this class is generated and the EXECUTE in-
stance method of the class is run.

3.8.2.2 Process Steps for the Subscription in the PCo

Console

Use

The following section shows the steps that are necessary for the notification process with the subscription of

tags directly in the PCo console.
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Process

Step System Activity

1 Business Suite system Assigning authorizations

You need to assign the necessary authorizations to the User that is used to ex-
change RFC data between the Business Suite system and PCo. The Authorization
Object S_PCO_INT is available for this purpose. You can assign the authorization
object to the user role.

i Note

You can display the authorization object and its documentation in the Busi-
ness Suite system in transaction SE80 in the package S_PCO.

Alternatively, the following roles for integration in transaction PFCG are available
as templates that you can assign to the user:

e SAP_BC_SRV_PCO_BS_INT_ADMIN

e SAP_BC_SRV_PCO_BS_INT_USER

2 PCo Adding a source system

You select the Source System Type (for example, OPC DA Agent) and enter the
server connection data.

3 PCo Adding a destination system

You select the destination system type RFC destination system and maintain the
RFC client data:

e Application server and additional connection data for associated SAP Busi-
ness Suite system

e Type SAPNW

For more information, see RFC Destination System [page 369].

4 PCo Adding an agent instance

You create the agent instance for the previously created source and destination
system.

e Onthe Host tab of the agent instance, enter the service user name and the
service user password to run the PCo agent instance as a Windows service.
See also: Host Tab [page 411]

e Onthe Subscription Items tab, you select the tag to which you want to sub-
scribe. See: Subscription Iltems Tab [page 472]

e No entries are required on the Servers tab.
Ensure that no server type is selected.
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Step System Activity

5 PCo Creating a notification

e On the Notification tab the Enabled checkbox and the trigger type Always
must be selected.

e Onthe Output tab, you need to enter a subscription item, meaning the tag
whose value is to be transferred to the notification.

«* Example

You have selected the tag TAG1 on the Subscription Items tab. You now

need to specify the following on the Output tab:
Name: can be defined freely, for example, Tagl
Expression: ' TAGL'

e Onthe Destinations tab, you need to specify the destination system created
previously. See also: Destinations Tab [page 507]

6 PCo Starting an agent instance

You start the agent instance. PCo sends notification messages to the connected
Business Suite system. PCo assigns an application handle [page 89] automati-
cally.

3.8.2.3 Application Handle
Definition

A system-wide unique ID for an application in a Business Suite system.

Use

An Application Handle is used to assist communication between the Business Suite applications and PCo.
When the queries are run, this application handle is transferred to PCo.

Integration

Remote Subscription

If you perform the subscription in the Business Suite system, each Business Suite application defines its own
Application Handle. When the queries are run, this application handle is transferred to PCo.

SAP Plant Connectivity
Processes and Integration Scenarios with SAP PCo PUBLIC 89



The application handle is composed of two different parts:

e APPLICATION: Freely definable, 10-digit name for the application, which triggers the query or is to process
the notification of the value change at a later point, for example:

o PRODORDCON (production order confirmation)
o MAINTMSGCR (creation of maintenance messages)
o  WEIGHINFO1 (Information about the weighing process)
e HANDLE: Freely definable content (a maximum of 80 characters) that can contain additional information
about the application context, for example:
o Order confirmation: Plant, order type, confirmation number
o Maintenance message: Plant, equipment ID
o Weighing process: Location, equipment ID, type of scales

When value changes of tags are subscribed to, the application handle is also transferred:

e PCo uses the application handle to group the subscribed tags.

e |[f notifications are created for this subscription, they contain the application handle of the related
subscription and more.

e Application handle information can be evaluated specifically when the notification is processed.
«* Example

An application handle that contains the unique number of the order confirmation permits the related
order data and operation data to be read.

Subscription in the PCo Console
For a subscription in the PCo Console directly, PCo automatically specifies the application handle:
APPLICATION: PCO_NOTIFY (fixed entry)

HANDLE: The name of the notification that you defined when you created the notification is stated here.

3.8.3 Test Program RPCO_BS_INT_TEST

Use

The test program RPCO_BS_INT_TEST facilitates a basic understanding of the communication between PCo
and the SAP Business Suite applications. This program shows how easy it is to make the necessary
implementations in the SAP Business Suite applications so that external data sources can be connected to the
SAP Business Suite using PCo.

The test program focuses on the exchange of data between the SAP Business Suite and external data sources
that have read and write access to tags. The following default values are predefined for the application handle
for the test program:

e Application: SAPTESTING
e Application Handle: LOG

You can overwrite the default values of the test program with your own values as required.
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If you want to use the test program to run the sample implementation for processing notifications, you must
transfer the value SAPTESTING for the application (APPLICATION) of the application handle.

Features

The test program contains all functions that the standard SAP system provides for integrating external data
sources using tag access:

Displaying the supported characteristics of PCo agent instances (PCo agent features)
Browsing namespaces of tag hierarchies

Reading tags

Writing value changes of tags

Subscribing to tags that are to be used for notifications

Displaying information about subscribed tags

Extending subscriptions

Deleting subscriptions

Displaying notification templates

Displaying application logs that were generated for the log object S_PCO

More Information

Initial Screen [page 91]

Results List [page 95]

3.8.3.1 |Initial Screen

The following selection options are available on the initial screen of the test report:

Parameters for Communication Between Business Suite and PCo Agents [page 92]
Parameters for Processing Tags [page 93]
Parameter for ALV Results Display

User-specific ALV display variants can be maintained for displaying the results list. You can use the F4 help

for the input field to select these variants.

The following function keys are available on the initial screen:

Function Keys on the Initial Screen [page 92]
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3.8.3.1.1 Function Keys on the Initial Screen

The following function keys are displayed on the initial screen of the test program:

Function Key Meaning

Execute The test report is run according to the selection conditions
maintained for the initial screen.

Get Variant Previously created report variants can be loaded. The selec-
tion conditions for the initial screen were saved as a report
variant previously (Save pushbutton).

Display Log Jumps to the selection of application logs that were gener-
ated and saved as part of the Business Suite integration of
Business Suite applications

PCo Agent Characteristics Displaying the characteristics of the PCo agent instance that
is connected to the Business Suite system via the chosen
RFC connection, for example, read, write, subscribe, support
native filters.

RFC Destination Characteristics Enables the jump to the detailed view of the RFC connection
maintenance for the selected RFC connection (transaction
SM59)

3.8.3.1.2 Parameters for Communication Between Bus.
Suite and PCo Agent

The following parameters are of significance for the communication between the Business Suite and the PCo
agent:

Parameter Meaning

RFC Connection of PCo Agent Instance The F4 input help for the field lists all RFC connections of the
Type TCP/IP that are available in the system.

RFC Connection Test If you select the checkbox, when the object instances are
generated the system performs an RFC connection test for
the PCo agent that is to be called via the RFC connection.
The result of the connection test is issued as a status mes-
sage.

Application The field content is interpreted as the name of the applica-
tion for the application handle. It must have 10 characters.
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Application Handle

The field content is interpreted as the handle content of the
application handle.

e The field content must have at least one character.

e You can maintain a maximum of 80 characters as han-
dle information.

Logging Active

If you select the checkbox, application logs are generated
and saved automatically when test report functions are run.

Load Features Automatically

If you select this checkbox, the characteristics of the associ-
ated PCo agent instance are loaded and buffered when the
object instances are generated.

Test Mode (Without PCo)

If you select this checkbox, the test report runs in test mode
and uses hard-coded data to display results.

® Thereis no communication with PCo.

e Test mode is used mainly to simulate the interfaces.

3.8.31.3 Parameters for Processing Tags

The following parameters of the test program are relevant for processing tags:

e Checkbox Namespace Browsing Mode
This checkbox has three modes:

© Preselection Using Tag Hierarchy

In this mode the tag hierarchy of the connected external data source is displayed as a tree structure. If
you select individual hierarchy tags, the associated value of the tag, its fully qualified path details, and
additional details are determined while the test report is running and are displayed in the results list. If
you select a group folder, the system determines all tags (child nodes) that have the group folder as
parent nodes. When the program is then run, the system determines additional detailed information on

the tags and displays this in the results list.

o Preselection by Specifying Qualified Path ID (F4 Help)
If you select this mode, an additional input field appears on the initial screen for the fully qualified path.

Proceed as follows:

1. After you have chosen the F4 help for the input field, the tag hierarchy is displayed as a tree

structure.

2. You can select only one entry (tag or tag group).

3. After you have made a selection, the input field receives the fully qualified path of the tag or tag

group.

4. Now run the program. The system reads additional data for the tag of the external data source and

displays this in the results list.

If you have selected a tag group, the system determines the tags that were assigned to the tag
group directly as child nodes. If there are tags, the associated detailed information is displayed in

the results list.
o Preselection Using Filter Value for Tags
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After you have selected this mode, you have two additional input fields available:
o Input field Masking:
You can use the F4 help to select the Filter Type to be used to search for tags. The PCo settings for
the associated agent instance determine whether the search is supported by the chosen filter
type. The following filter types are available:
o Filter type NATIVE:
This filter uses the filter options of the connected data source. This filter access is usually of
high performance. (See Filter Functions [page 250])
o Filter type REGEX:
This filter uses regular expressions (see Filter Functions [page 250]).
o Filter type LEGACY:
This filter uses the old filter logic of the PCo predecessor function UDS (Universal Data
Sources) that SAP Mll currently still uses to connect external data sources.
o Input field Filter String for Tag Alias:
You can use placeholders (¥) to search for the name or alias of tags. If the system finds tags, the
detailed information is displayed in the results list when the test program is run.
The following functional restrictions apply for using filters to determine tags:
o No tags were found for which the search string is only part of the fully qualified path.

o Example

Searching for *Tag_A* provides the tag Root/Temperatur/TempTag_A, but not the tag
Root/Tag_A/Temp_A

o The fully qualified path information cannot be determined for these tags. However, the fully
qualified path of tags is needed to subscribe to tags. Therefore, subscriptions are not possible.
In the test program, the function keys for Subscription, Extension of Subscriptions, and
Deletion of Subscriptions are therefore hidden in the ALV results display. In addition, the values
in the column Tag Alias (Abbreviated) cannot be changed.

e |nput field Maximum Value (MaxRows)
This input parameter is used to restrict the number of the determined groups and tags. If a tag group was
selected and the maximum number is restricted to 6, the system reads the first six subgroups as well as
the first six tags that are the child nodes for the selected tag group. If there are more tags or tag groups
than were selected restrictedly, a relevant message is issued.

e |nput field Number of Decimals (Floating Point)
For floating point numbers the decimal display is chosen as the preference. A value of 0 or . means that
the floating point numbers are displayed without restricting the number of decimal places. Other values
restrict the number of decimals and lead to rounded floating point numbers. Through the internal display
of decimal places of a floating point number of ABAP data type f through dual fractions, there is not an
exact equivalent for each number that can be displayed in the decimal system, whereby there may be
rounding errors for assignments and in intermediate results of calculations. These can only be avoided by
using two-stage rounding.
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3.8.3.2 Results List

Use

If tags were found for the selection conditions, the systems reads additional data for the tags and displays the

results as a table overview (ALV grid).

Features

Displayed Information on Tags

The following data is displayed in the results list:

Field

Meaning

Tag Alias (Abbreviated)

States the name of the tag or the alias name of the tag (Tag
Alias).

The alias name can be changed when subscribing. While the
associated subscription exists, the alias name is always dis-
played. Otherwise, the system issues the name of the tag.

Qualified Tag ID

States the entire path for the tag. The fully qualified path is
displayed in the internal PCo format (using / as the separa-
tor):

To be able to communicate with PCo, fully qualified paths of
tags always need to be transferred to PCo in the internal PCo
format.

Subscription (Icons)

Displays whether there are subscriptions for the tag.

Tag Value

The tag value is displayed as an abbreviation (maximum of
40 characters).

e The cellis ready for input.
® Tag values that are not valid are identified by the char-
acter string ——-.

Value Change

Icon that states whether the value of the tag has been
changed.

To be able to display the values of the selected tags you then
need to perform the function for writing the value change.

Short Text

Short text for the SQL data type of the tag (see SQL Data
Types [page 111])
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Timestamp Timestamp in UTC format
Date and Time Date and time of the tag
Function Keys
The following function keys are available:

Function Key Meaning

Display Agent Properties

The system displays a dialog box that displays all functions
available for the PCo agent.

Application Logs

The system displays the application logs that are used for
the object S_PCO.

Display Subscriptions

Dialog box display of information about subscriptions that
are available for the defined application handle:

e Name of subscription
e Name or alias of tag

e Fully qualified path of tag in native display

> Example

In contrast to the internal PCo display of path infor-
mation, the native display of path information de-
pends on the data source, for example, the OPC
server or the assigned PCo agent instance. The
OPC standard does not specify which separator in-
dicator is to be used. The individual elements of the
path information are often separated by a period.

Example: Path details for tag "Temperatur_1" of tag
group "TempSensor", which hangs directly on the
root node 'Root' of the tag hierarchy:

o Internal PCo display: Root/TempSensor/
Temperatur_1

o Native display: Root.TempSensor.Tempera-
tur_1

Notification Templates

The system shows a dialog box in which the name and de-
scription of the notification templates that are maintained
for the selected PCo agent instance are displayed.
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Subscribe You can select the tags of the results list for which notifica-
tions are to be generated when the values of the tags
change.

e |fyou choose the Subscribe function key, the system
displays the available notification templates that are
maintained for the PCo agent.

e After you have selected a notification query, the sub-
scription is performed.

e Tags for which subscriptions were performed success-
fully have a cube icon in the Subscr. column of the re-
sults list.

Delete Subscriptions You can use this function key to remove subscriptions:

e |fyou have not selected any entries in the results list,
the system deletes all subscriptions that exist for the
application handle specified.

e |fyou have selected individual entries in the results list
for which there are subscriptions, the system deletes
these tags from the subscriptions.

Extend Subscriptions You can use this function key to extend the validity period for
all subscriptions of the application handle. The validity area
is extended by the start of the validity period being set to the
values for the current date and current time.

Write Values for Tag You can use this function key to forward the changed values
of the tags (icons in the column Value Change) to the exter-
nal data source that is connected to the Business Suite via
the PCo agent instance.

Update Display You can use this function key to reload the detailed informa-
tion for the selected tags.

3.8.3.3 F4 Input Help for Browsing for Namespaces

Use

The Business Suite applications require a simple option for the targeted processing of tags and tag groups of
the external data source.

The elementary search help S_PCO_ELM_BROWSE_TAG in package S_PCO is a sample template for selecting
a tag or atag group. The namespace of tags is displayed in a dialog box. After the tag or tag group has been
selected, the search help returns the fully qualified path of the selected object.
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Features

The following search help parameters are available:

Search Help Parameter

Meaning

MAX_ENTRIES

Entry of the maximum value for selecting tags and tag
groups. The entered number must have a value > 0.

RFC_DEST

Entry of the RFC connection for the selected PCo agent in-
stance

SIMUL_MODE

Running the search help in simulation mode (X), whereby
there is no communication with the PCo agent instance,
hard-coded data is accessed instead.

TAG_ID

Output field for the first 255 characters of the fully qualified
path for the selected object in the internal PCo format
(with / as the separator)

TAG_DESCR

Output field for the description of the tag:

® [sonly filled with values in simulation mode

e Currently, the description of the tag cannot be deter-
mined in productive mode:
This PCo metadata object is not returned to the calling
Business Suite application when the PCo query is run.

NODE_TEXT

Output field for the name of the tag or tag group

IS_GROUP

Output field for the indicator that states whether the se-
lected object is a tag or tag group

Due to the width of 464 characters it is not possible to create a personal input help for the search help. The
output of the fully qualified path must also be limited to a maximum of 255 characters due to the restrictions
for the output of character strings in search helps/screens.

i Note

If you want to avoid the last-mentioned restriction, use the function module
S_PCO_CALL_POPUP_NAMESP_BROWS (in package S_PCO, function group S_PCO) instead of the search

help.

3.8.3.4 Error Handling

If errors occur in PCo during the processing of PCo queries, the PCo agent instance transfers relevant
messages (PCo user messages) to the calling Business Suite application and triggers a class-based exception
(class CX_PCO_BS_INT). The calling applications intercepts this exception.
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PCo messages are stored in the table attribute PCO_MSG_OBJ of the exception object and can be evaluated by
the Business Suite application.

The utility class CL_PCO_UTILITY provides additional methods for converting PCo messages into application
log data records and saving them as an application log.

Note that while running F4 help, the exceptions that occurred may not be raised as error messages or
termination messages (message type Error [E] or Termination [A]). This results in a short dump. Instead, use a
more suitable message type (Status [S], Information [I], or Warning [W1]) and use the ABAP command
DISPLAY LIKE to setthe display format Error or Termination:

MESSAGE 1lv_err txt TYPE cl pco utility=>gc msgty stat DISPLAY LIKE
cl pco utility=>gc msgty error.

3.8.4 ABAP Sample Implementations

Use

The following sections contain ABAP sample implementations that demonstrate how easy it is to use ABAP to
implement the exchange of information between external data sources and Business Suite applications. For
communication with the external data source the relevant PCo agent instances must be created and started.

More Information

Example of Data Exchange Using Queries [page 99]

Examples of Generating and Processing Notifications [page 101]

3.8.4.1 Example of Data Exchange Using Queries

Transfer Default Values for Order Confirmation

The production progress of a discrete production is entered using confirmations. For this, the user creates a
Time Ticket Confirmation in the ERP system in transaction CO11N. After the user has chosen the Actual Data
pushbutton, the system suggests the input fields with the relevant data of the associated order operation. The
machine that is used for production can provide the actual data for yield, scrap, and manual rework. Using PCo,
this data is to be transferred to the relevant input fields automatically when the actual data is suggested.
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Conversion

Read access for the data of the external data source is required. A suitable code position for implementing the
PCo query is the include zxCcoOFU06 that belongs to the user exit CONFPPO1. If the user chooses the Suggest
Actual Data pushbutton, the user exit code is run.

Simplifications

For simplicity, the fully qualified path details for the data source tags are hard-coded. The fully qualified path
must always be stated in the internal PCo format using / as the separator. Note the following:

Use the test program RPCO BS INT TEST or the searchhelp s PCO ELM BROWSE TAG to determine the
fully qualified path.

If the fully qualified path of the tag is too long, use the function module

S _PCO CALL POPUP_NAMESP BROWS and evaluate the output parameter ET SEL NODES. You can take
the fully qualified path as a string variable from the component TAG_ID.

Implementation of a User Exit

Call transaction CMOD and create any project.
Assign the enhancement CONFPPO1.

3. Switch to the component view and place the mouse pointer on the EXIT SAPLCORF 101 entry of the

function module exit.

Use the mouse to double-click.

The system switches to the display of the function module EXIT SAPLCORF 101.

Create the implementation for the user exit by placing the mouse pointer on ZxCoruU11 in the change
mode and then double-clicking.

Insert the sample code from the document (page 21 to 24) attached to SAP Note 1576651#% as the source
code.

Save and activate your changes.

Activate the user exit.

Sample Code Explanations

The sample code in SAP Note 15766514 consists of the following parts:

100

Generating an application handle

Instantiating the wrapper class for PCo integration (CL._PCO_PAC)

Structuring the buffer table with information on tags whose values are to be read
Calling the wrapper method to read tag information

Converting the query results (data reference) to floating point values and assigning them to relevant fields
of the confirmation structure
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