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1 Introduction

This section introduces NextLabs Dynamic Authorization Management for SAP.

Topics in this section

e About NextLabs Dynamic Authorization Management for SAP . . . ... ............. 11
e What’sNew inthisRelease . ... ... ... .. ...t 11
o Key Benefits . . oo i i e e e e e e e e e e 12
e Classifying Objects . . . . . o i ittt i e e e e e e e 12
e The SAP Authorization Workflow . . . . . . . ... e 13
e About Extending SAP Authorizations . ... ... ... .. .. e e 15
o Logical Architecture OVerview . . . .. .. ittt it ittt e e e e e e 17
e Functional Integration During a Policy Check. . . ... ... ... . . i 19
e About SAP EEC and cFolders Integration . . . . . . ... .. i i e e 22
e Contacting Technical Support. . . . ... i i e e e et e e e 24

About NextLabs Dynamic Authorization Management for SAP

NextLabs Dynamic Authorization Management for SAP is an extensible, XACML-based system that
enables enterprises to configure, administer, enforce, and audit fine-grained, enterprise-wide,
data authorization policies from a central location. It is the only solution that provides enter-
prise-class manageability, productivity, and scalability with comprehensive, policy-based, cover-
age for SAP data. It supports these SAP components:

o SAP ECC

e SAP PLM

e SAP EasyDMS
o SAP BW

o SAP cFolders
o SAP DFPS

o SAP ECTR

What’s New in this Release

This release introduces the Dynamic Transaction Interception feature. This feature reduces the
number of sub-components in the Entitlement Pack and automates the process of transactional
attribute collection through configuration. This simplifies the implementation process and the
process of scaling to a large volume of transactions. It also removes the need to maintain multi-
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ple include programs at the transaction level, thereby making maintenance simpler. Additionally,
this release introduces the User-based Filter feature. This feature allows administrators to con-
figure specific users to receive policy checks, while other users are exempt from policy checks.

Key Benefits

Dynamic Authorization Management for SAP extends role-based SAP authorization to provide pol-
icy-driven, fine-grained access control based on user or resource attributes, and supports the
interception of SAP transactions for access control. In addition, the Entitlement Manager for SAP
can be extended to support other SAP transactions and functions. The Entitlement Manager for
SAP is available in a base installation version for SAP, with add-ons, called Entitlement Packs, for
SAP ECC, SAP PLM, SAP EasyDMS, SAP BW, SAP cFolders, SAP DFPS, and SAP ECTR.

Table 1.1: Entitlement Packs and Supported Access Controls

Entitlement Pack Supported Access Controls

SAP ECC Objects, such as Materials, Documents, BOMs, Routings, and Engineering
Workbench.

SAP PLM Materials, Documents, BOMs, and Change Masters. The Entitlement

Manager for SAP distinguishes between versions of materials and
documents, which enables access control based not just on Document, but
on Document Type, Part, and Version.

SAP EasyDMS All actions that users can perform on documents from within EasyDMS.
SAP BW BW objects including InfoArea, InfoProvider and InfoObjects.
SAP DFPS DFPS Organizational elements such as Force elements, Storage Locations,

and MRP Areas.
SAP ECTR Documents, Materials, and various file types generated by the CAD tools.

Classifying Objects

Business objects can be classified manually or automatically when users create or modify busi-
ness objects. Classifications can be designed to address multiple security or compliance concerns
simultaneously, and can be quickly configured, extended, and managed, using batch, interactive,
or programmatic interfaces.

In addition, originals stored within SAP can be protected using NextLabs Integrated Rights Man-
agement, which automatically applies classifications to originals and protects data so it cannot
be accessed by unauthorized users, even after originals are downloaded out of SAP.

Drawing from values in the Security Classification module, as well as defined Access Control Con-

texts in SAP PLM, policy rules can also take into account an SAP user’s identity attributes and
dynamic and contextual factors, such as the computer or location. For example, a policy rule
may state, “Allow only US Persons in US locations with Access Control Context Manufacturing to
access Materials with Security Classification ITAR.” When users attempt to access the Material
from within SAP PLM, this rule is validated in real time, with no perceptible latency.

12
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The SAP Authorization Workflow

The SAP Authorization Workflow

There are four information-control objectives for managing the creation, access, and distribution
of data, also known as the SAP authorization workflow:

Classification of Business Objects on page 13
e Access Control on page 14

Integrated Rights Management on page 14
Auditing on page 14

Classification - }?**Access Control- f;?flntegrated Rights Management—) Auditing

= ==

authorized user?

uploaded original

- m=a, J

Figure 1-1: The Authorization Workflow

Classification of Business Objects

The first step to controlling how business objects are accessed and used in SAP is classifying the
data. The Security Classification module manages data classifications and simplifies the process
of identifying and maintaining classification values. Custom classification values can be created
and applied for all transactions, for only selected transactions, and down to the data level, for
only certain business objects. The Entitlement Manager for SAP supports both manual, as well as
automatic policy-based classification. For Policy Based Security Classification (PBSC), the classifi-
cation table can be populated automatically based on the originals uploaded into SAP. After clas-
sifications are established, they are referenced in Access Control on page 14 and Integrated
Rights Management on page 14 policies.

Security Classification schemes can include values in the NextLabs Security Classification Mainte-
nance table, as well as Access Control Context (ACC) authorizations maintained in SAP PLM. See:

« Applying Security Classifications on page 187
» Designing SAP Access Control Policies on page 202

NextLabs Dynamic Authorization Management for SAP « User’s Guide 13
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Access Control

Access control policies authorize or block user access to specific business data within SAP, based
on both the Classification of Business Objects and selected user identity attributes. User alerts
can be customized to provide authorized users with guidance and education on compliance
restrictions and requirements.

Access control policies can be designed to apply at the transaction level, at the data level (even
different versions of data, as described in About Compound Classification Keys), and/or at both

the transaction and data level. You can control transactions performed in SAP ECC, functions in

SAP PLM, and user actions in SAP EasyDMS, SAP cfolders, and SAP ECTR.

For documents accessed through EasyDMS, SAP cfolders, and SAP ECTR, there is an additional
layer of access control—view filtering—which determines whether users can view documents they
are not authorized to access. If view filtering is enabled, users must be authorized to view docu-
ments for files to be displayed.

For SAP BW, user access to data can be controlled in the reporting tool, Business Explorer (BEx)
Analyzer. Policies can be written to restrict access to classified InfoArea and InfoProvider
objects. More granular access control can be applied to specific classified data in InfoObjects.

« For more information on how to construct access control policies, see Example Policy: Access
Control Based on Classification and ACC on page 203.

« For more information on actions you can control in SAP ECC, SAP PLM, SAP EasyDMS, and SAP
ECTR, see What Can Dynamic Authorization Management Do? on page 178.

» For more information on view filtering in EasyDMS, see Example Policy: View Filtering
(EasyDMS Only) on page 218.

« For more information on View Filtering in cFolders, see Configuring SAP Data Handling and
Connection Settings on page 92.

Integrated Rights Management

Using Integrated Rights Management (IRM), originals uploaded in SAP can be classified automati-
cally so tags applied to documents persist even when documents are downloaded out of SAP.
Using other NextLabs products, you can then design complementary policies that prevent con-
trolled data from being used or distributed in unauthorized ways. A typical example is a policy
that blocks users from emailing documents that have been downloaded out of SAP to unautho-
rized users. In addition, IRM enables users to design policies that automatically apply NextLabs
encryption to files, which adds an additional layer of persistent protection. To decrypt and
access the data, users must have authorized encryption keys

For more information on how to construct Integrated Rights Management policies that tag and
apply NextLabs encryption to files, see Designing Integrated Rights Management Policies on page
226.

Auditing

Administrators need insight into the actions users are performing in SAP, including how users are
creating, accessing, and downloading data. Audit policies enable administrators to log these
details, as well as include notification emails to administrators in appropriately serious cases. In
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addition, administrators can generate reports to identify the classifications that are being auto-
matically populated through PBSC.

About Extending SAP Authorizations

Figure 1-2 shows how Dynamic Authorization Management for SAP draws from user and document
attributes, native to SAP, and applies them in access control policies. When users attempt to
access a document through SAP ECC, SAP PLM, SAP EasyDMS, cFolders, or SAP ECTR, a policy
check is triggered. Depending on how policies and classification schemes are designed, the Next-
Labs Policy Controller can check the request against a Security Classification, PLM ACC setting, or
both. In our example, the Security Classification “export security = ITAR” and the Access Control
Context “Project A” are applied to a document. A policy limits access to all data that is flagged
as “ITAR” and “Project A” to users with the attribute “country = US”.

This is just one example of how you can extend SAP authorizations with Dynamic Authorization
Management for SAP. You can also apply fine-grained conditions to access control, for example,
to make exceptions for Export Licenses, or to set special conditions for the location of the device
(in certain networks or geographic locations, or for remote laptops). Figure 1-2 draws from both
Security Classification and Access Control Context, but a policy could also only draw from one or
the other, or prioritize one over the other when both are present. For example policies, see Using
Classifications and Policies on page 177.
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Allow only
User Attribute user.country = US
country = US To access documents

with export security = ITAR

/
/ and ACC = Project A
/ / On deny show message

/ “Access denied.”
/
no Policy
+ Check SAP PLM
Access Control Context
“Access denied.” yes ACC = Project A
Dynamic Authorization Management/ fo
Security Classification
Docl | —— export security = ITAR

Figure 1-2: Policy-Based Authorization Using SAP Attributes

Coordinating Security Classifications and Access Control Contexts

Policies that control access to SAP business objects can be designed in a variety of ways. How-
ever, it is best to coordinate SAP PLM Access Control Contexts (ACC) with Security Classifications
to capitalize on the strengths of each authorization scheme.

ACCs are most useful for providing flexible, coarse, role-based authorizations. For instance, you
can assign a family of business objects to a department or team. You can also distinguish
between long-standing authorizations and temporary ones. For example, you might temporarily
grant access to external contractors while a certain project is active. For more information, see
Standard and Compound Access Control Contexts on page 118.

After coarse authorizations are defined, you can design fine-grained, data-level Security Classifi-
cations on top of them to classify objects subject to regulatory and internal compliance require-
ments. Within a team, for instance, you can distinguish members who should be able to view a
specific material based on the security classification applied to that material and the identity
attributes of the user, including location, citizenship, and so on.

Classification and ACC Schemes

Depending on how the Entitlement Manager for SAP is configured, and which Entitlement Packs
are implemented (ECC, PLM, EasyDMS, or BW), you can design policies that apply any available

16 NextLabs Dynamic Authorization Management for SAP « User’s Guide
Send feedback on this document

12/14/17


mailto:techpubs@nextlabs.com

12/14/17

Logical Architecture Overview

classification scheme across all SAP components. In other words, you can combine ACCs defined
in SAP PLM and/or classifications from SAP ECC to control how materials and documents are
viewed in SAP ECC. You can do the same for SAP PLM, SAP EasyDMS, and SAP BW.

Extensibility of the Dynamic Authorization Management for SAP

The Dynamic Authorization Management for SAP can be customized to enhance the SAP authori-
zation model:

« Customize which attributes of SAP business objects are checked upon policy evaluation (for
example, export license, jurisdiction, and other attributes). For more information, see Cus-
tom Security Classification Identifiers on page 259.

« Intercept SAP transactions. For more information, see Custom Enhancement Activations on
page 265.

» Enable dynamic looks-up of user or resource information; for instance, for user attributes that
are not enrolled into the NextLabs policy system, design extensions so this information can be
retrieved dynamically at the point of a policy check. For more information, see Dynamic User
and Resource Attributes on page 272.

« Design custom obligations in SAP’s ABAP language that trigger upon a policy enforcement
event. For example, upon the event that a user is denied access to a resource, you can auto-
mate a workflow or execute an SAP transaction. For more information, see Custom Obligations
on page 275.

Logical Architecture Overview

The logical architecture of Dynamic Authorization Management for SAP includes a generic Policy
Controller, and a Policy Controller Communication Protocol that provides the connection to
Dynamic Authorization Management for SAP, as shown in Figure 1-3.

-
| .
| Policy |

Policy | Controller |

Server : "- S e

- | —

| Policy | ‘
| Controller | Entitlement
| Communication| | Manager
L

Figure 1-3: Overview of Logical Architecture

The Policy Controller provides the interface to the Policy Server, and functions as the Policy Deci-
sion Point, or PDP. It comprises a set of software modules that are delivered ready-to-install and
requires no customization.
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The Policy Controller Communication Interface provides the connection between the Policy Con-
troller (PDP) and the Dynamic Authorization Management for SAP, which resides in SAP and
serves as the Policy Enforcement Point, or PEP. The following sections provide more detail on
these components.

About the Policy Controller

The functions that the Policy Controller provides can be grouped into these categories:

» Policy Evaluation on page 18
« Monitoring and Auditing on page 18
» Policy Controller Functional Components on page 18

Policy Evaluation

Whenever a policy enforcement point (PEP) detects an event that may be covered by a currently
deployed policy, it sends a request to the Policy Controller which acts as the policy decision point
(PDP). The Policy Controller applies all context information to the events, and makes decisions
on what policy applies and how. It then relays the effects of any relevant policy back to the PEP,
which contains system-specific logic to apply the enforcement.

The PEP then instructs the application or file system to respond to the user’s action as the policy
requires—either allow or deny. If the policy evaluation results in the action being denied, the Pol-
icy Controller returns a message indicating that access is denied or that the requested action
cannot be performed. These may take the form of standard system errors, or the customized text
balloon that was defined with the policy being enforced, or both. Depending on the policy, it may
also be accompanied by an obligation being triggered.

Monitoring and Auditing

Every Policy Controller can monitor how users are accessing documents on that host, so that even

if it never blocks any actions by policy subjects, it is still providing a valuable service of captur-

ing who is using what information, how, and when. To do this, create and deploy Allow policies.
Policy Controller Functional Components

The functional components of the Policy Controller are represented in Figure 1-4.

| Policy Controller

Policy<_|_'_> ICENet Client | ] Obligation Manager \

I

I

Server | |
| ’ Policy Evaluation Engine ‘ |

I ’ Control Manager ‘ | Context Manager ‘ I

I I

e e e o e o — _— —_—— -

Figure 1-4: Policy Controller Detail
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Functional Integration During a Policy Check

« The Policy Evaluation Engine evaluates whether or not every user action is covered by any of
the policies currently cached at that enforcement point. It bases this on multiple criteria such
as who the user is, what host he is using, how he is connected to the network, what action is
being attempted, and on what resource; the date, the time, and so on. It does this in real
time, and operates continuously whether the host is connected to the network or not.

« The Context Manager keeps constant track of the environmental context of all events, and
provides it to the Policy Engine and Policy Adapter. The context includes user identity, com-
puter host name, network connection type, and date and time.

» For any policy that evaluates to True, the Obligation Manager initiates an obligation by send-
ing a request to a policy adapter’s obligation services or executing built-in obligations. It con-
tains three sub-components:

e Policy Logger - Collects and logs all activity details and policy decision results.
» Messaging Services - Sends message to recipients or targets listed in a policy.

» Application Extender - Launches an application or custom executable that performs
some custom obligation.

Note: Although it is logically a part of the Policy Controller, the Obligation Manager
runs as a separate process, visible in the Processes tab in Windows Task Man-
ager.

« The Control Manager records non-policy activities, updates the configuration, and secures the
controller. Components include:

o Activity Recorder - Records activities tracked by the Policy Adapter in real time.
« Configuration Manager - Applies profile and system configuration changes, in real time.
» Policy Authentication - Authenticates the policy set from the Policy Server and encrypts
it on the local file system.
« The ICENet Client provides the interface for all communication with the Policy Server. It is

used for deploying new or changed policies, periodically sending activity logs from each con-
trol point, and providing controller health status.

About the Policy Controller Communication Interface

The Policy Controller Communication Interface sends policy check event information from the
PEP to the PDP, where policy evaluation occurs, and then sends the PDP policy decision and result
back to the PEP, where enforcement occurs. This communication interface uses a NextLabs Java
Connector (JCo) plug-in that integrates with the SAP Remote Function Call (RFC) interface.

Functional Integration During a Policy Check

This section provides information about the interaction of components during a policy check. The
Dynamic Authorization Management for SAP is a Policy Enforcement Point (PEP) that intercepts
user actions in SAP ECC, SAP PLM, SAP EasyDMS, SAP cFolders, SAP DFPS, and SAP ECTR. When
users request access to data or perform actions on an SAP business object, the steps described
below occur. The back-end ABAP-based system where the Entitlement Manager for SAP is
installed can be SAP ECC, SAP cFolders, or any combination thereof.
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Figure 1-5: Functional Overview

Transaction/Ul Function Integration

The Transaction/Ul Function Integration module is one component of Dynamic Authorization Man-
agement for SAP that resides within the ABAP-based SAP back-end system (currently, SAP ECC or
SAP cFolders). Transaction/Ul Function Integration enables NextLabs to “hook” policy checks
into specific events, such as when a user executes transaction MMO3 in SAP ECC, submits a Dis-
play Material Ul function in SAP PLM, or attempts to access a document through EasyDMS or
cFolders. Information about each event is routed through the Transaction/Ul Function Integra-

tion module. (Figure 1-5, Steps 1a, 1b, 1c, and 1d.)
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SAP Agent

The SAP Agent is another one of the three components of Dynamic Authorization Management for
SAP that reside within the ABAP-based back-end system. The SAP Agent collects information from
the Security Classification module and Transaction Integration and routes it to enterprise services
created using SOA Manager (Figure 1-5, Step 2.)

Security Classification

Security Classification is another one of the three components of Dynamic Authorization Manage-
ment for SAP that reside within the ABAP-based SAP back-end system (SAP ECC or SAP cFolders).
The Security Classification module stores classification settings for SAP business objects (Materi-
als, Documents, and Transactions). Classifications settings, which are customized upon imple-
mentation, can be applied manually in the Security Classification Maintenance screen.

The steps necessary to configure Security Classifications are discussed in Quick Reference for Set
Up on page 25. This includes defining the security classification identifiers and establishing the
classification priority to use when multiple identifiers are present for a single transaction. For
more information, see Applying Security Classifications on page 187 or Example Policy: Access
Control Based on Classification and ACC on page 203.

Policy Controller Communication Interface

The Entitlement Manager for SAP implementation must include an interface that enables commu-
nication between the ABAP-based SAP back-end system (either SAP ECC or cFolders, or both) and
the NextLabs Policy Controller (Figure 1-5, Step 3).

When a transaction occurs, transaction information is routed from the SAP Agent to the Policy
Controller Communication Interface. The Interface routes that information to the Policy Control-
ler, which checks the transaction and classification information against any pertinent policies.
The Policy Controller sends the allow or deny result back through the communication interface to
the SAP Agent. For PLM Ul functions, the response is then routed through the Java Application
Server to the SAP PLM web application interface.

This communication interface is configured using the NextLabs Java Connector (JCo) plug-in. The
NextLabs Java Connector is a middleware component that enables development of SAP-compati-
ble components and applications in Java. It is configured with SAP ECC using the Remote Function
Call (RFC) interface.

For more information about configuring the Java Connector, see Configuring the Policy Controller
Communication Interface: Java Connector on page 47.

SAP Policy Model

A few SAP-specific components must be configured in NextLabs Control Center and Policy Studio.
These components enable the integration of SAP Security Classification settings with polices cre-
ated in NextLabs Policy Studio.

SAP Obligations

Included in a Policy Controller response might be a custom SAP Obligation. There are several
options for custom obligations. One obligation displays an SAP message informing users that
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access is denied or allowed (with educational warnings on how sensitive data should be handled).
Another customer obligation applies file tagging to an SAP document so that Security Classifica-
tion settings persist even outside SAP ECC and SAP PLM. In addition, custom obligations can be

designed in ABAP code, so that any program created in ABAP an be triggered upon a policy evalu-

ation.

SAP Obligations must be registered with the Control Center, as is discussed in Configuring SAP
Obligations (Desktop Client Version only) on page 68 and Configuring the IRM Obligation on page

160. The example policies in Using Classifications and Policies on page 177 describe how to asso-

ciate the obligations with policies.

SAP Action

As is discussed in Using Classifications and Policies on page 177, when creating SAP policies in Pol-

icy Studio, you might need to select SAP-specific actions, such as “Copy from SAP.” SAP actions

must be registered with the Control Center, as discussed in Configuring SAP Actions (Desktop Cli-

ent Version only) on page 67.

Policy Based Security Classification

Depending on system configuration, classification policies can be designed to automatically add
classification values to the Security Classification Maintenance screen upon user actions, such as
the creation or editing of a material or document (Figure 1-5, Step 5). For instance, a policy
could monitor for the creation of documents with certain keywords. When users save documents,
a policy check detects the keyword, and based on policy, automatically populates classification
information that can be referenced by access control and IRM policies. For more information on
required configuration, see Configuration for Policy-based Security Classification. For an exam-
ple, see Example Policy: Security Classification Based on Content Analysis.

Rights Management Server

The NextLabs Dynamic Authorization Management for SAP can be integrated with the NextLabs

Rights Management Server. Integrated Rights Management (IRM) enables you to embed classifica-
tions into originals as they are uploaded into SAP. That way, classifications are present when doc-

uments are downloaded out of SAP. The Rights Management Server can also apply NextLabs
encryption to files. For more information on configuring the Rights Management Server, see Con-
figuration for Integrated Rights Management (IRM). For example policies, see Example Policy: IRM
Encryption and Tagging.

To access NextLabs encrypted files, Rights Management Client must be installed on all endpoints.
For more information, see the NextLabs Rights Management Client User’s Guide.

About SAP EEC and cFolders Integration

SAP cFolders (Collaboration folders) is the SAP web-based application for sharing information. It
can be integrated with SAP ECC and SAP PLM. Users can select business objects within SAP ECC
and export them to SAP cFolders, where other users may access and modify documents (including
files associated with Documents, Materials, and BOMs).
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As with SAP ECC, if the Entitlement Pack for cFolders is implemented, you can apply security
classifications to documents that are created or edited in cFolders. If your implementation
includes Entitlement Packs for both SAP ECC and SAP cFolders, classification values applied
within SAP ECC also persist when data is exported from SAP ECC to cFolders. If your implementa-
tion includes SAP PLM, you can also pass ACC values to data that is exported to cFolders. You can
also design policies that apply Policy Based Security Classification (PBSC) and Integrated Rights
Management (IRM) to files within cFolders.

Figure 1-6 and Figure 1-7 show an example integration scenario for an implementation that
includes both SAP ECC and SAP cFolders.

In the example, a document is attached to a business object in SAP ECC. (1) PBSC runs to assess
how the file should be classified, and based on the presence of key words, sets the file’s Export
Classification value to ITAR in the Security Classification Maintenance table within SAP ECC. (2)
IRM also runs to insert this classification value into the file’s metadata (tag it), and apply Next-
Labs encryption to the file (protect it). (3) A user exports the file to the cFolders system, and
automatically, the system updates the classification in the cFolder’s Security Classification Main-
tenance table. An authorized user attempts to access the file, and a policy check references the
cFolders classification to ensure access should be allowed. (4) This authorized user modifies the
file in cFolders.

@ Set classification value,

@ @ @ Tag and protect.
&

© Export to cFolders.
SAP ECC * Classification persists
Py v

_
- {F’ @ Authorized user
SAP cFolders modifies file,

Figure 1-6: Exporting Files from SAP ECC to cFolders

(5) After the user finishes modifying the file, PBSC runs again, this time within SAP cFolders.
Based on the presence of new keywords in the file’s content, PBSC resets the classification value
of the file (for example, to Export Security = EAR). (6) PBSC can also be configured to append a
new classification (rather than overwrite it). IRM also runs in cFolders, and overwrites the old tag
on the file with the new tag. IRM can also append a new tag, rather than overwrite.
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When the file is imported back into SAP ECC from cFolders (7), it is managed by SAP ECC as a hew
version (different from the original that was exported). This new version is initially unclassified
in SAP ECC, meaning there is no classification associated with the document in the Security Clas-
sification Maintenance screen. The file is reclassified when PBSC runs again (8) to analyze the
contents of the file and determine the proper classification.

Reset classification value
for new version.

r

<

e

@ Import into SAP ECC.
SAP ECC + 4 Protection and tags persist,
(4]

|

SAP eFalders -

(1] (1]
@ Reclassify, @ @ @ Update tags.

Figure 1-7: Importing Files Back into SAP ECC

Contacting Technical Support

For help with NextLabs products, email Technical Support at support@nextlabs.com.
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2 Quick Reference for Set Up

This section provides links to the installation and configuration procedures for Dynamic Authori-
zation Management for SAP and all the Entitlement Packs. In addition, this section lists the orga-
nizational roles typically responsible for performing each procedure.

Dynamic Authorization Management for SAP must be installed and configured on all implementa-
tions. Installing Entitlement Packs is optional.

Note: If your implementation is not represented in one of the examples, see the
installation and configuration sections to identify the required procedures.

Topics in this section

o Explanation of User Roles . . . ... ... it e 25
e Dynamic Authorization Management Installation Procedures (All Cases) . . .......... 26
o Example 1: Configuring SAP ECC Only. . . . . . . oot ittt i e e e e 26
o Example 2: Configuring SAP ECC, cFolders,andPLM. . . . . ... ... ... .. ....... 27
o Example 3: Configuring SAPECCand EasyDMS . . . . . .. .. . ittt iie e i 29
e Example 4: SAPECCand BW. . . . . ..o e 30

Explanation of User Roles

Table 2.1 lists users and associated permissions that are required to install and configure
Dynamic Authorization Management for SAP and all Entitlement Packs. These roles are refer-
enced in the tables that follow. The roles at your organization may vary. For example, an SAP
Consultant might be responsible for the SAP ABAP Developer functions. However, the permission
requirements are still relevant.

Table 2.1: Installation and Configuration Roles

Role Description/Requirements
NextLabs Must have Administrator privileges on the host where the NextLabs Policy
Administrator Server and Policy Controller are installed; must have Administrator Profile

password and NextLabs Administrator password

Basis Administrator ~ Must have permissions to perform Basis administrator functions, including
installing .car files and configuring enterprise services within SAP

SAP Functional Must have access to all tables, transactions, and programs within the
Consultant /NEXTLABS/ namespace

SAP ABAP Developer  Must have a developer key
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Dynamic Authorization Management Installation Procedures (All Cases)

Table 2.2 provides links to the procedures for installing and configuring Dynamic Authorization
Management for SAP, including Entitlement Packs, and then performing basic configuration.These
procedures must be performed for ALL implementations, regardless of the Entitlement Packs

being deployed.
Begin with the procedures in Table 2.2, then proceed to the procedures required for each Entitle-
ment Pack.

Note: These procedures do not include NextLabs Control Center installation, which is

covered in the NextLabs Control Center Installation Guide.

Table 2.2: Procedures for Installing and Configuring Dynamic Authorization Management for SAP

Procedure(s) System Access

Step 1: Installing the Policy Controller on page Policy Controller Administrator Password
38

Configuring the Policy Controller IIS configuration

Communication Interface: Java Connector on

page 47

Enrolling Users from SAP into Control Center In SAP: /NEXTLABS/USER_EXTRACT

on page 63 and
On Control Center: NextLabs Enrollment
Manager

Configuring SAP Actions (Desktop Client Control Center Policy Server

Version only) on page 67

Configuring SAP Obligations (Desktop Client Control Center Policy Server
Version only) on page 68

Role

NextLabs Administrator

NextLabs Administrator
and
SAP Basis Administrator

SAP Functional Consultant
and
NextLabs Administrator

NextLabs Administrator

NextLabs Administrator

Example 1: Configuring SAP ECC Only

Table 2.3 lists the procedures for configuring an implementation that includes the Entitlement
Pack for SAP ECC only. This is the most basic configuration for Entitlement Packs.

Table 2.3: Configuring the Entitlement Pack for SAP ECC

Procedure(s) Transaction/System Access
Activating Entitlement Packs (EPCONF) on page 75 SM30 > /NEXTLABS/EPCONF
Adding Composite Keys and Classification Values on SE11 > /NEXTLABS/SECENH_CLS or > /

page 76 NEXTLABS/CLS_APPEND
Linking Composite Keys (SECENH) on page 81 SM30 > /NEXTLABS/SECENH
Mapping Security Fields (SECMPG) on page 82 SM30 > /NEXTLABS/SECMPG

Configuring Security Identifier/Composite Key Value ~ SM30 > /NEXTLABS/EPVAL
Tables (EPVAL) on page 84

Role
SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant
SAP Functional Consultant

SAP Functional Consultant
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Table 2.3: Configuring the Entitlement Pack for SAP ECC (Continued)

Procedure(s)

Mapping Transaction Codes and Ul Functions to
Actions (ACTIONS) on page 89

Configuring SAP Data Handling and Connection
Settings on page 92

Configuring Number Range Intervals on page 101

Configuring Policy Checks Based on Transaction/Ul
Function on page 106

Configuring Special Fields for the Security
Classifications Maintenance Table on page 107

Defining How Multiple Security Classifications Should
Be Applied on page 113

Configuring the Transactions or Functions to Intercept
on page 121

Configuring the NextLabs Number Range on page 102

Configuration for Policy-based Security Classification
on page 122

Configuration for Integrated Rights Management (IRM)
on page 141

Configuring Enhancement Implementations on page

Transaction/System Access
SM30 > /NEXTLABS/ACTION

SA38 > /NEXTLABS/CONCFG_MAINTAIN
and
SM30 > /NEXTLABS/CONCFG

SM30 > /NEXTLABS/NRCONF
SM30 > /NEXTLABS/CHKCLS

SM30 > /NEXTLABS/EPCLS
SM30 > /NEXTLABS/OPTCFG
/NEXTLABS/TXFLTR

SNRO

SM30 > /NEXTLABS/PBSCFG
SM30 > /NEXTLABS/PBSDIR
SM30 > /NEXTLABS/PBSMAT
/nFile

SM36

and

Control Center Policy Server

/nFile

SE38 > /NEXTLABS_IRM_DOWNLOAD
SE38 > /NEXTLABS_IRM_CFX

SM36

Control Center Policy Server

Rights Management Server

CMOD, SE18, SE24, SE37, SE38

Role

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

and
NextLabs Administrator

SAP Functional Consultant

and
NextLabs Administrator

SAP ABAP Developers

Example 2: Configuring SAP ECC, cFolders, and PLM

Table 2.4 lists the procedure for configuring an Implementation that includes Entitlement Packs

for SAP ECC, cFolders, and PLM. Additional procedures (which are not required with the most

basic configuration, Example 1: Configuring SAP ECC Only on page 26), are indicated with a plus

(+) symbol.

Table 2.4: Configuring the Entitlement Packs for SAP ECC, cFolders, and PLM

Add-on
Steps

Procedure(s)

Activating Entitlement Packs (EPCONF)
on page 75

Transaction/System Access

SM30 > /NEXTLABS/EPCONF

Role

SAP Functional Consultant
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Table 2.4: Configuring the Entitlement Packs for SAP ECC, cFolders, and PLM (Continued)

Add-on Procedure(s) Transaction/System Access Role
Steps
Adding Composite Keys and se11 > /NEXTLABS/SECENH_CLS or > / SAP Functional Consultant
Classification Values on page 76 NEXTLABS/CLS_APPEND
Linking Composite Keys (SECENH) on SM30 > /NEXTLABS/SECENH SAP Functional Consultant
page 81
Mapping Security Fields (SECMPG) on SM30 > /NEXTLABS/SECMPG SAP Functional Consultant
page 82
Configuring Security Identifier/ SM30 > /NEXTLABS/EPVAL SAP Functional Consultant
Composite Key Value Tables (EPVAL) on
page 84
+ Configuring Ul Functions on page 86 SM30 > UIFUNC SAP Functional Consultant
Mapping Transaction Codes and Ul SM30 > /NEXTLABS/ACTION SAP Functional Consultant
Functions to Actions (ACTIONS) on page
89
Configuring SAP Data Handling and sa 38 > /NEXTLABS/CONCFG_MAINTAIN SAP Functional Consultant
Connection Settings on page 92 and
SM30 > /NEXTLABS/CONCFG
Configuring Number Range Intervals on  SM30 > /NEXTLABS/NRCONF SAP Functional Consultant
page 101
Configuring Policy Checks Based on SM30 > /NEXTLABS/CHKCLS SAP Functional Consultant
Transaction/Ul Function on page 106
Configuring Special Fields for the SM30 > /NEXTLABS/EPCLS SAP Functional Consultant
Security Classifications Maintenance
Table on page 107
+ Defining How Security Classifications SM30 > /NEXTLABS/EVLIDT SAP Functional Consultant
and Access Control Contexts Should Be
Applied on page 109
Defining How Multiple Security SM30 > /NEXTLABS/OPTCFG SAP Functional Consultant
Classifications Should Be Applied on
page 113
+ Configuring Access Control Context SM30 > /NEXTLABS/ACCMNT SAP Functional Consultant
Settings (PLM Only) on page 118
Configuring the Transactions or /NEXTLABS/TXFLTR SAP Functional Consultant
Functions to Intercept on page 121
Configuring the NextLabs Number Range = SNRO SAP Functional Consultant
on page 102
Configuration for Policy-based Security ~ SM30 > /NEXTLABS/PBSCFG SAP Functional Consultant
Classification on page 122 SM30 > /NEXTLABS/PBSDIR
SM30 > /NEXTLABS/PBSMAT
/nFile
SM36 and
Control Center Policy Server NextLabs Administrator
Configuration for Integrated Rights /nFile SAP Functional Consultant
Management (IRM) on page 141 SE38 > /NEXTLABS_IRM_DOWNLOAD
SE38 > /NEXTLABS_IRM_CFX
SM36 and
Control Center Policy Server NextLabs Administrator
Rights Management Server
Configuring Enhancement CMOD, SE18, SE24, SE37, SE38 SAP ABAP Developers
Implementations on page 134
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Example 3: Configuring SAP ECC and EasyDMS

Table 2.5 lists the procedure for configuring the Entitlement Packs for SAP ECC and EasyDMS.
Additional procedures (which are not required with the most basic configuration, Example 1:
Configuring SAP ECC Only on page 26), are indicated with a plus (+) symbol.

Table 2.5: Configuring the Entitlement Packs for SAP ECC and EasyDMS

Add Procedure(s) Transaction/System Access Role
on
Step
Activating Entitlement Packs (EPCONF) on SM30 > /NEXTLABS/EPCONF SAP Functional Consultant
page 75
Adding Composite Keys and Classification SE11 > /NEXTLABS/SECENH_CLS or > SAP Functional Consultant
Values on page 76 /NEXTLABS/CLS_APPEND
Linking Composite Keys (SECENH) on page 81  SM30 > /NEXTLABS/SECENH SAP Functional Consultant
Mapping Security Fields (SECMPG) on page 82  SM30 > /NEXTLABS/SECMPG SAP Functional Consultant
Configuring Security ldentifier/Composite Key = SM30 > /NEXTLABS/EPVAL SAP Functional Consultant
Value Tables (EPVAL) on page 84
+ Configuring Ul Functions on page 86 SM30 > UIFUNC SAP Functional Consultant
Mapping Transaction Codes and Ul Functions SM30 > /NEXTLABS/ACTION SAP Functional Consultant
to Actions (ACTIONS) on page 89
Configuring SAP Data Handling and SA38 > /NEXTLABS/CONCFG_MAINTAIN SAP Functional Consultant
Connection Settings on page 92 and
SM30 > /NEXTLABS/CONCFG
+ Configuring View Filtering (EasyDMS Only) on  SM30 > /NEXTLABS/EDMS SAP Functional Consultant
page 100
Configuring Number Range Intervals on page  SM30 > /NEXTLABS/NRCONF SAP Functional Consultant
Configuring Policy Checks Based on SM30 > /NEXTLABS/CHKCLS SAP Functional Consultant
Transaction/Ul Function on page 106
Configuring Special Fields for the Security SM30 > /NEXTLABS/EPCLS SAP Functional Consultant
Classifications Maintenance Table on page 107
Defining How Multiple Security Classifications = SM30 > /NEXTLABS/OPTCFG SAP Functional Consultant
Should Be Applied on page 113
Configuring the Transactions or Functions to /NEXTLABS/TXFLTR SAP Functional Consultant
Intercept on page 121
Configuring the NextLabs Number Range on SNRO SAP Functional Consultant
page 102
Configuration for Policy-based Security SM30 > /NEXTLABS/PBSCFG SAP Functional Consultant
Classification on page 122 SM30 > /NEXTLABS/PBSDIR
SM30 > /NEXTLABS/PBSMAT
/nFile
SM36 and
Control Center Policy Server NextLabs Administrator
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Table 2.5: Configuring the Entitlement Packs for SAP ECC and EasyDMS (Continued)

Add Procedure(s) Transaction/System Access Role
on
Step
Configuration for Integrated Rights /nFile SAP Functional Consultant
Management (IRM) on page 141 SE38 > /NEXTLABS_IRM_DOWNLOAD
SE38 > /NEXTLABS_IRM_CFX
SM36 and
Control Center Policy Server NextLabs Administrator
Rights Management Server
Configuring Enhancement Implementationson = CMOD, SE18, SE24, SE37, SE38 SAP ABAP Developers
page 134

Example 4: SAP ECC and BW

Table 2.6 lists the procedure for configuring the Entitlement Packs for SAP ECC and SAP BW. Addi-
tional procedures (which are not required with the most basic configuration, Example 1: Config-
uring SAP ECC Only on page 26), are indicated with a plus (+) symbol.

Table 2.6: Configuring the Entitlement Packs for SAP ECC and BW

Add  Procedure(s) Transaction/System Access Role

on

Step
Activating Entitlement Packs (EPCONF) on SM30 > /NEXTLABS/EPCONF SAP Functional Consultant
page 75
Adding Composite Keys and Classification SE11 > /NEXTLABS/SECENH_CLS or > SAP Functional Consultant
Values on page 76 /NEXTLABS/CLS_APPEND
Linking Composite Keys (SECENH) on page 81  SM30 > /NEXTLABS/SECENH SAP Functional Consultant
Mapping Security Fields (SECMPG) on page 82  SM30 > /NEXTLABS/SECMPG SAP Functional Consultant
Configuring Security Identifier/Composite Key SM30 > /NEXTLABS/EPVAL SAP Functional Consultant
Value Tables (EPVAL) on page 84

+ Configuring Ul Functions on page 86 SM30 > UIFUNC SAP Functional Consultant
Mapping Transaction Codes and Ul Functions SM30 > /NEXTLABS/ACTION SAP Functional Consultant
to Actions (ACTIONS) on page 89
Configuring SAP Data Handling and SA38 > /NEXTLABS/CONCFG_MAINTAIN SAP Functional Consultant
Connection Settings on page 92 and
SM30 > /NEXTLABS/CONCFG
Configuring Number Range Intervals on page ~ SM30 > /NEXTLABS/NRCONF SAP Functional Consultant
101
Configuring Policy Checks Based on SM30 > /NEXTLABS/CHKCLS SAP Functional Consultant
Transaction/Ul Function on page 106
Configuring Special Fields for the Security SM30 > /NEXTLABS/EPCLS SAP Functional Consultant
Classifications Maintenance Table on page 107
+ Defining How Security Classifications and SM30 > /NEXTLABS/EVLIDT SAP Functional Consultant

Access Control Contexts Should Be Applied on
page 109
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Example 4: SAP ECC and BW

Table 2.6: Configuring the Entitlement Packs for SAP ECC and BW (Continued)

Add
on
Step

Procedure(s)

Defining How Multiple Security Classifications
Should Be Applied on page 113

Configuring the Transactions or Functions to
Intercept on page 121

Configuring the NextLabs Number Range on
page 102

Configuration for Policy-based Security
Classification on page 122

Configuration for Integrated Rights
Management (IRM) on page 141

Configuring Enhancement Implementations on
page 134

Transaction/System Access

SM30 > /NEXTLABS/OPTCFG
/NEXTLABS/TXFLTR
SNRO

SM30 > /NEXTLABS/PBSCFG
SM30 > /NEXTLABS/PBSDIR
SM30 > /NEXTLABS/PBSMAT
/nFile

SM36

Control Center Policy Server

/nFile

SE38 > /NEXTLABS_IRM_DOWNLOAD
SE38 > /NEXTLABS_IRM_CFX

SM36

Control Center Policy Server

Rights Management Server

CMOD, SE18, SE24, SE37, SE38

Role

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

and
NextLabs Administrator

SAP Functional Consultant

and
NextLabs Administrator

SAP ABAP Developers
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Installation and Set Up

This section describes the basic installation and set up procedures required for the Entitlement
Manager for SAP.

Topics in this section

Before You Begin . . . . . oo e e e e e e e e e 33
Step 1: Installing the Policy Controller. . . ... ... ittt i 38
Step 2: Installing Dynamic Authorization Management for SAP . . ... ............. 38
Configuring the Policy Controller Communication Interface: Java Connector. . .. ... .. 47

Before You Begin

Before you begin, ensure that your environment meets the following requirements:

Supported Platforms and Products
Firewall and Port Requirements
Gateway Requirements

Supported Configurations

Supported Platforms and Products

For information about supported platforms for the Policy Controller, refer to the
NextLabs Control Center Installation Guide. In addition, the following platforms are supported:

SAP ECC 6.0 and above

SAP ECTR 5.1

SAP PLM 6.0 and above

SAP EasyDMS 7.0 and above

SAP BW 7.3 and 7.4

SAP cFolders 4.5

NextLabs Control Center 8.1, desktop client version
NextLabs Control Center 8.5, desktop client version
NextLabs Control Center 8.5, Unified Web Console
NextLabs Java Policy Controller 8.0.3.0

NextLabs Java Policy Controller 8.5

NextLabs Policy Studio 8.0.0.0

NextLabs Policy Studio 8.5

NextLabs Rights Management Server 8.2

NextLabs Java Connector 7.6
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Firewall and Port Requirements

Each Windows PC where the NextLabs Enforcer is being installed must be configured to enable
communication between the Control Center over the required ports. These port settings are
required to enable the Enforcer to send heartbeat messages to the Control Center and receive
policy bundles in return. The ports are also used by the administrative applications that connect
to the Enforcers for status updates and other information.

The following are the default port assignments:

o Push Deployment port: 2000
« Policy Controller port: 8443

* RMI Registry port: 1099. If your implementation uses the Policy Controller for Java, an excep-
tion for the RMI Registry port. To change this port assighment, you need to modify the Javas-
DKService.properties file.

Note: The port numbers listed here are defaults. If your Control Center uses different
port assignments, the exception ports on each Windows PC must match the
Control Center port assignments. The Push Deployment port in particular is
special in that it can be set differently for each Enforcer profile, in the
Enforcer Profile Configuration tab in the Control Center Administrator inter-
face. For details, see the NextLabs Control Center Administrator’s Guide.
Configuring Firewall Settings

Configure firewall settings on each Windows PC where the enforcer is being installed to allow

connections to the appropriate ports.

Procedure

1 In the Windows Control Panel, select System and Security, then select Windows Firewall.
2 Select Advanced settings.

3 Select Inbound Rules, then select New Rule, as shown in Figure 3-1.
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Before You Begin

Mindowe — =
9 Windows Firewall with Advanced S&lﬂH E‘_‘g
O —

Eile Action View Help

% 2@ = H
Name G... Profile Enabled Action = || Inbound Rules -
Outbound Rules . . ; . =
E-b Connection Security Rules @Mlcrosof‘t Office Communi... Private  Ves Allow (| &3 MNew Rule... )
» %L Monitoring (@ Microsoft Office Communi.. Domain  Ves Allow T Filterby Profile b
@ Microsoft Office Cormmuni... Private  Yes Allow .
@ Microsoft Office Communi... Domain  Yes Allow ' Filter by State ’
@ Microsoft Office Groove Private  Yes Allow ¥ Filter by Group »
@ Microsoft Office Groove Private  Ves Allow View »
@ Microsof't O‘I"fice Live Meeti... P‘ril.raté Yes Allow G Refresh
@ Microsoft Office Live Meeti... Domain  Yes Allow
(@ Microsoft Office Live Meeti... Private  Yes Allow = Exportlist..
@ Microsoft Office Live Meeti... Domain  Ves Allow ﬂ Help
@ Microsoft Office OneMote Private  Ves Allow -
4 1 pll e T 3
f T — — = wee— ae——— —

Figure 3-1: Creating a new inbound rule
4  Select Port as the type of rule to create, then click Next.

5 Select TCP, then select Specific local ports and type the port number or numbers, as
shown in Figure 3-2, then click Next.

— | Te— . . — - —
9 MNew Inbound Rule Wizard - g

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:
& Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports TCP
@ Action ) UppP 1
@ Profile !
@ Mame . . |

Does this rule apply to all local ports or specific local ports?

) Al local ports

( @ Specific local ports: 8443, 443 )

Example: 80, 443, 5000-5010

| Leam more about protocol and ports

| <Back || Net> || Caneel

Figure 3-2: Specifying the ports
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6 Select Allow the Connection, then click Next.
7  Select Domain, Private, and Public, then click Next.

8 Type a name and description for the port rule, then click Finish.

Gateway Requirements

If you are installing Dynamic Authorization for SAP on a server with SAP Basis release 750 or later,
see the Configuring Gateway Settings section for the steps necessary to ensure that the SAP
instance is able to communicate with the Policy Controller.

Supported Configurations

Dynamic Authorization Management for SAP offers several configuration options to support dif-
ferent platforms and communication interfaces. The SAP system can be installed on any platform
certified by SAP. The following sections describe the configurations that are supported.

1. Policy Controller for Java + Java Connector on Windows

The NextLabs Policy Controller for Java can be installed on Microsoft Windows Server 2012 R2.
When you install the Java Connector with the Policy Controller for Java, you must manually per-
form all the installation steps for installing the Java Connector.

Policy Controller for Java SAP System

Java Connector

Windows Server

Figure 3-3: Java Policy Controller + Java Connector on Windows

2. Policy Controller for Java + Java Connector on Red Hat Linux

The NextLabs Policy Controller for Java can also run on Red Hat Linux. All the steps of the Java
Connector installation on Red Hat Linux must be performed manually; no installation script is
available.
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Policy Controller for Java SAP System

Java Connector

D '

Red Hat Linux

Figure 3-4: Policy Controller for Java + Java Connector on RHEL

3. Server Policy Controller + Java Connector on Windows

The NextLabs Policy Controller for Windows File Servers runs on Windows Server 2012 R2. If you
install Java Connector and the Server Policy Controller on Windows, NextLabs supplies an instal-
lation script that installs files in the proper locations and configures a properties file.

File Server Policy Controller SAP System

Java Connector

4

Windows Server

Figure 3-5: Server Policy Controller + Java Connector on Windows

Installation Procedures for Supported Configurations
This section provides the order of steps that should be followed:
o Step 1: Installing the Policy Controller

» Step 2: Installing Dynamic Authorization Management for SAP
» Configuring the Policy Controller Communication Interface: Java Connector
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Step 1: Installing the Policy Controller

You must install one of the following Policy Controllers:

o The Server Policy Controller.
o The Policy Controller for Java.

For more information about installing Policy Controllers, see the Installing Policy Controllers sec-

tion in the NextLabs Control Center Installation Guide.

Next Steps

The next step is Step 2: Installing Dynamic Authorization Management for SAP on page 38.

Step 2: Installing Dynamic Authorization Management for SAP

This section provides information on a new installation of Dynamic Authorization Management for
SAP. NextLabs Professional Services supplies you with the appropriate .car files for Dynamic
Authorization Management products you are installing. This section includes information on the
following topics:

« Installation Files on page 38
« Installation Sequence and Procedure on page 39

Installation Files

If you are upgrading from a previous release, install the Attribute Change Packages listed in
Table 3.1 before installing the installation files in Table 3-2. For information about installing
Attribute Change Packages, see Installing Attribute Change Packages on page 349.

The following table lists the Attribute Change Packages required for upgrading Dynamic Authori-
zation Management for SAP.

Table 3.1: Attribute Change Packages for upgrading Dynamic Authorization
Management for SAP

Product Installation File
Attribute Change Package for SAP ECC NXLECC_770 004 ACP.CAR
Attribute Change Package for SAP DFPS NXLDFPS ACP 780.CAR
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Step 2: Installing Dynamic Authorization Management for SAP

The following table lists the installation files for Dynamic Authorization Management for SAP and
the ECC Entitlement Pack.

Table 3-2: Installation Files for Dynamic Authorization Management for SAP

Product Installation File
Dynamic Authorization Management for SAP NEXTLABS_850.CAR
Entitlement Pack for SAP ECC NXLECC_850.CAR
Entitlement Pack for SAP DFPS NXLDFPS_850.CAR

Installation Sequence and Procedure

As described in Table 3.1, Dynamic Authorization Management for SAP and each applicable Enti-
tlement Pack has its own . car files (Compressed Archive files). The procedure for installing the
.car files is the same, no matter which products you are installing.

Install files in this sequence:
1 Install Dynamic Authorization Management for SAP using the NEXTLABS 850 .CAR file.
2 If your base ABAP data system is SAP ECC, install the NXLECC 850.CAR file.
3 If you are using the Entitlement Pack for SAP DFPS, install the NXLDFPS 850.CAR file.

Before You Begin

Contact NextLabs Support at support@nextlabs.com to obtain the necessary installation pass-
words.

Procedure
1 In the SAP interface, log in to client 000.

2  Enter transaction sa1nT. The Add-on Installation Tool screen shows a list of all pre-config-
ured add-ons and systems.

3 Click Start to begin a new Add-on Installation.
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=4 S =RES
Installation Package Edit Goto  Ewras  Utilities  Ervironment  Systern  Help

g _ IO CEe CHE aDoamE
Add-On Installation Tool - Version 7.01/0040

Cl] el

| m |

Ldd-0On Installation Tool : Installed Add-ons

Add-ons and Preconfigured Systems installed in the system
Add-onfPCS |Re|ease |Leve| |Descripti0n |Impnrt clim
ADFTOOLS 400_700 0000 Add-0On Assembly Kit (AOFTOOLS 400_700) D[:
BI_CONT 704 0008 Business Intelligence Content ' oE
EA-APPL .504 0008 5AF Enterprise Extension FLM, SCM, Finan l ac
EA-DFFS .EIJD 0018 5AP Enterprise Extension Defense Farces l ac
EA-FINSERY 'EDD 0018 5AP Enterprise Extension Financial Servi . ac
EA-GLTRADE .604 0008 SAP Enterprise Extensiaon Global Trade . ac
EA-HR B0 D059 SAP Enterprise Extension HR ' ot
EA-HRCAR w00 0059/5uh companent EA-HRCAR of EA-HR ' oc[=]
EA-HRCAT 00 0059 Sub component EA-HRCAT of EA-HRE . U[E
[ I 10

StatusfRemarks -
The overview shows you the installed Add-ons and Preconfigured systems
- Choose [START] to start an installation or an uparade

Figure 3-6: Starting a New Add-On Installation

4  Locate an Installation Package from Installation Package > Load packages > From Front
End.

= =1 @ [
Installation Package Edit Goto  Exdras  Utilities  Environment | System  Help

Load packages »  From Front End ARG (AR R
it SRIT+E 3 Frarm ARpNCatan Server
A e oo D040

Add-0n Installation Tool: PCS package selection

B =W
Installable PCS packages in the System

| PCS |Re|ease |Descripti0n |Package hrp

t Mo Installation Packages are available H

Figure 3-7: Loading an Installation Package
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5 Navigate to the appropriate .car file for your installation, then click Open. To identify
the appropriate file, see the section Installation Sequence and Procedure on page 39.

6  When prompted, click Decompress to extract the installer files.

rarne |5ize |F'ath to tardﬁl
NiTO020612293_000000Z  PAT; 275. 650 1 45AP-DEY[4]
[+]
B
[~]
[ [ |[4][+]
Mumber offiles: 1
Total size in bytes: 274 640
|u¥ Decompress |

Figure 3-8: Decompressing the Installation Files

7  Click Start.
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Add-0n instaliation Tool - Version 7.01/0042
T8 B0

Add-0n Installation Tool : Installed Add-ons

Add-ons and Preconfigured Systems installed in the system
Add-on/PCS Release Level Description Import tl.ﬁ
EA-APPL 604 0002 SAP Enterprise Extension PLM, SCM, Finan oc
EA-DFPS BO0 0015 SAP Enterprise Extension Defense Forces oC
EA-FINSERY 600 0015 SAP Enterprise Extension Financial Servi oc
EA-GLTRADE 600 0015 SAP Enterprise Extension Global Trade oC
EA-HR 600 0038 SAF Enterprise Extension HR oc
EA-HRCAR 600 0038 Sub component EA-HRCAR of EA-HR oc
EA-HRCAT 600 0038 Sub component EA-HRCAT of EA-HR oc
EA-HRCAL 600 0038 5ub component EA-HRCAL of EA-HR OrC =
EA-HRCBE 600 0038 Sub component EA-HRCBE of EA-HR 0c =
4 » 4 b
_Staiusfﬂemarks

o The overview shows you the installed Add-ons and Preconfigured systems
- Choose [START] to start an installation or an upgrade

o] Bac I@ Start I 1% Cancel |

Figure 3-9: Starting the Installation

8 Select the Installation Package from the Installation queue and click Continue to launch
the installation.
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Add-On Installation Tool - Version 7.01/0042

=

Installation of Add-on NEXTLABS Rel.51@ @ Calculated gueus

ABIICIERERS,  Software Components
%’ OCE packages for import
QCE Package IPackage type Software Compon |Release Shart descridm
SAPK-8 10COINMNEXTLABEINStallation MEXTLABS 510 MEXTLABS &
[+]
[~]
(L] I <[]

StatusiRemarks .~
The displayed packages must be imported when installing the Add-on
- ¥ou have not selected any further Support Packages
- Choose [CONTIMNUE] to add Modification Adjustment Transports to the queue
- Choose [BACK] to go backto the Support Package selection

[ sack [ cope [[S  Logs | Screen3/6 [ Cancel |

Figure 3-10: Selecting the Installation Package from the Queue

The screen shown in Figure 3-11 appears. You do not need to enter any information.
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Add-On Installation Tool - Version 7.01/0033

EIENCE]

Installation of Add-on NEXTLABS Rel &1 . Support Package selection
Installation queue Support Package selection

Software Comp.  Target Support Package Lewvel Calculated Package Level [+
NEXTLABS | a \BAPK-SOACOINNEXTLABS |@@00|
SAP_BASIS i a ' | m
SAP_ABA ]
PI_BASIS =]
ST-FI E]
SAP_BW ]
BAP_BS_FMND | —
WEBCUIF ] %

Figure 3-11: Add-On Installation Tool continued
9 Click Continue three times through the screens that display.

10 When prompted to add Modification Adjustment Transports to the queue, click No.

Il:E’Add Maodification Adjustment Transports to the Queus

Doyou want to add Madification Adjustment Transports to
the queue?

Yes f Mo [[5] Info |

Figure 3-12: Modification Adjustment Transports

11  When prompted, enter the appropriate password for the OCS package then click OK. You
must obtain this password from NextLabs.
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III:' SAIMT: Password request

The 0CS Packages specified below reguire wou to enter a password
hefore you can import them.

The specified SAP Motes contain the relewvant password and also
important information, which if you do not take into consideration can
cause serious problems in your system.

IT wou double-click the SAP MWotes you can display them directly in the
SAP Service Marketplace.

OCS Package |3aP Mote |Password |
BAPK-510COINNEXTLABE 567635

ol W

[0l [«[]

Figure 3-13: Enter the Appropriate Password

After the installation process runs, a message appears stating that the installation suc-
ceeded.

Note: If the installation fails due to a missing ACP (Attribute Change Package), install
the ACP builds provided by NextLabs Support. For more information, see
Installing Attribute Change Packages.

12 Click Logs to view the installation Logs and confirm the installation was successful, then
click Finish.
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Add-On Installation Tool - Version 7.01/0033

[l E e (=0, Software Components

Installation of Add-on NEXTLABS Rel .51 : Imported gueue

% |mported OCS packages

OCE Packange |Package type |S|:|ﬁware Campon |Re|ease |8h|:|rt descridﬁ‘

SAPK-500COIMNMNEXTLABSInstallation MEXTLABS gl MEXTLABS 5

[41[]

[l ]] D]

Status/Remarks

_6 The Add-on was successfully imported with the displayed queue
- Choose [LOGSE] to display the import logs

- Choose [FINIEH] to complete the installation

Back Il_@ Finish [ Logs || Screen 616 |R Cancel

13

14

Figure 3-14: Viewing Logs and Completing the Installation
When you click Finish, the final screen indicates that the installation succeeded.

Note: You can verify in the Status/Remarks that the installation was successful. You
can also scroll through the components to locate the newly installed NextLabs

Add-on.

Repeat the preceding steps, depending on the type of installation you are performing. See
Installation Sequence and Procedure on page 39.

After you have installed all the necessary NextLabs components, log off client 000 and log
in to client 100.

Note: If you encounter any installation errors due to conflicts with other NextLabs
products that have been installed previously, perform the following steps:

1 Click the back arrow to exit the SAINT transaction.
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Configuring the Policy Controller Communication Interface: Java Connector

2 Delete the decompressed queue from the SAINT transaction that received
the error.

3 Enter transaction /NEXTLABS/CRT.

4 After the /NEXTLABS/CRT transaction has completed successfully, go to
step 1 and repeat the procedure to install the next .car file.
Next steps

The next step is to configure the communication interface between the Policy Controller and SAP.
See Configuring the Policy Controller Communication Interface: Java Connector on page 47.

Configuring the Policy Controller Communication Interface: Java
Connector

Setting up the communication interface between the Policy Controller and SAP Agent involves the
following procedures:

« Verify that all prerequisites are met (see Before You Install on page 47)

 Installing the Java Connector on page 49

» Configuring the RFC Connection on page 54

« Configuring the SAPJavaSDK Properties File (Manual Installation only) on page 58

» Configuring the Windows System Services File (Manual and Script Installation) on page 59
» Testing the Java Connector Configuration on page 60

Before You Install
The procedures discussed in this section must be performed before you set up the NextLabs Java
Connector.
Install C++ Runtime Environment on the Policy Controller Host

Before installing the Java Connector on Windows, you must install runtime components of Visual
C++ libraries.

For 64 bit machines:

« Install the 64-bit version of Microsoft Visual C++ 2005 SP1 Redistributable Package. This
download is available for free from the Microsoft Download Center.

« Install the patch for Microsoft Visual C++ 2005 SP1. This download is available for free
from the Microsoft Download Center.

For 32 bit machines:

 Install the 32-bit version Microsoft Visual C++ 2005 SP1 Redistributable Package. This
download is available for free from the Microsoft Download Center.
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Define an SAP Gateway Host and Port

The SAP Gateway Host name and port must be defined within SAP ECC. In the steps below, the
host name and port must be inserted into a properties file used by the Java Policy Connector.

Create an RFC User

An RFC user must already be configured within the SAP system (of type Communication, with the
assigned Communication role), before you configure the Java Policy Connector. In addition, the
RFC User must have the following authorizations defined as RFC Name Values:

» /NEXTLABS/*
» RFC1
» SDIFRUNTIME
o SYST

In the procedures that follow, the RFC user must be inserted into a properties file used by the
Java Policy Connector.

Locate Required Values for Configuration

Before you install and configure the Java Connector, make sure you have all the values that you
need to enter as part of set up. Required parameters are listed in Table 3.3, along with
procedures for how to locate the values (where applicable). You need these values whether you
are installing manually or using the install script.

Table 3.3: Required Parameters for Configuring the JavaSDK.properties File (for
both Script Install and Manual Procedure)

Parameter Explanation How to Retrieve
pc_hostname FQDN for host where the  Contact IT
Policy Controller is
installed
ashost Host where SAP ECC is Contact IT
installed
user RFC user This user should be created by the Basis Administrator.

This user should be Communication type and have the
appropriate role for a RFC user, including the RFC name
values:

o /NEXTLABS/*
« RFC1
» SDIFRUNTIME
o SYST
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Table 3.3: Required Parameters for Configuring the JavaSDK.properties File (for
both Script Install and Manual Procedure) (Continued)

Parameter Explanation How to Retrieve

passwd Password for the RFC User | If you are performing a manual install, you must encrypt
the RFC User password (the script installation does this
automatically, so you can just enter the plain text version
of the password in the installation menu.

For a manual installation, this password should be
encrypted using the mkpassword.bat utility supplied with
the installation of the Control Center:

« On the host where the Policy Server is installed, open a
command prompt and browse to <install
dir>PolicyServer/tools/crypt.

« Run mkpasswd.bat -password <plain text password>

« The encrypted version of the plain text password
appears. Copy it for use when you configure the SAP
JavaSDK Properties File manually.

gwhost FQDN of host where SAP Contact IT
ECC is installed

gwserv and port The Gateway Service This gateway service name is configured in the following
Name and port defined location:

within SAP ECC « Enter transaction SMGW.

« Navigate to Goto > Expert functions > Host Name Buf-
fer.

« At the bottom of the screen, Gateway Service Ports and
Names are defined.

progid The program ID for the This program ID was defined in the procedures discussed in
Remote Function Call the section Configuring the RFC Connection on page 54.
defined for the Java
Connector communication
interface

<system> The SAP system name Contact the Basis Administrator

Installing the Java Connector

If your implementation includes the Server Policy Controller, the Java Connector can be installed
using a script or manually. If your implementation includes the Policy Controller for Java, the
Java Connector must be installed manually.

» Script Installation of the Java Connector for the Server Policy Controller on page 49
« Manual Installation of the Java Connector for the Server Policy Controller on page 52
« Manual Installation of the Java Connector for the Policy Controller for Java on page 53

Script Installation of the Java Connector for the Server Policy Controller

If you are installing the Java Connector with the Server Policy Controller, a script is available that
automatically installs and uninstalls the Java Connector files and adds the required values to the
Properties file. This script is only available for Server Policy Controllers running on Windows
Server 2012, and it must be run from the command line.

Note: Although the script automatically installs and uninstalls files, you still need to
enter values in the Properties file when running the script.
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Before You Begin

« Obtain the Java Connector installation file from NextLabs. For more information, contact Nex-
tLabs Technical Support at support@nextlabs.com.

« To stop the Policy Controller, you must have the profile password defined in the Control Cen-
ter Administrator interface.

Procedure
1 Stop the Policy Controller, if it is running.

2  Locate the Java Connector installation file from NextLabs support (SAPJCo-Entitlement-
Manager-<version number>.zip).

3 Open a command prompt as Administrator and navigate to the folder where SAP Java Con-
nector zip file is extracted.

4 Run deployManager.bat. The install menu appears in the console.

2

B C:\Windows\system32\cmd.exe = B %

gt SAP JCo Deployment Manager #HHEHEHHHHNTHT

OTE: Please STOP Policy Controller hefore proceeding further.

[1] Set »oot directory of Policy Controller [C:“Program Files“MextLabs“Policy
Controller].

[8]1 Install

[?] Uninstall

[@B]1 Exit

hoose an option [default is 81 :

Figure 3-15: JCO Deployment Manager First Screen

5 In the first screen, enter 1 and specify the root location of the Policy Controller. The
default is c:Program Files\Nextlabs\Policy Controller.
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B C\Windows\system32\cmd.exe |ﬂ|i"]

it SAP JCo Deployment Manager HHHHHHEHHTHT
MOTE: FPleaze STOP Policy Controller bhefore proceeding further.

[1]1 Set root directory of Policy Controller [C:sProgram Files“NextLabhs“FPolicy
Controller].

[8]1 Install

[?]1 Uninstall

[@]1 Exit

Choose an option [default i=s A1 -1
Enter root directory of PCldefault iz C::\Program Filez“MextLahs“Policy Controlle
1 :C:wProgram FilessMextLahs“Policy Controller_

Figure 3-16: Setting Location of the Policy Controller

6 Enter g to access the install menu. A screen appears for each of the configuration values
you need to define.

y C\Wind tem3 i I:'Ehﬁ
B W indow NS Y s e
#ifididd SAP JCo Deployment Manager #HH#HHEHHEHHTHT

Installation Menu

[11 Set Client Host [zap—-devB3.demoZB.nextlabs.coml

[2]1 Set Client System Ho. [BA]1

[31 Set Client ID [18A1

[4]1 Set Client Uszer [nx1l_comml

[5]1 Set Client Password [nextlabhs123]

[6]1 Set Gateway Host [sap-devBl.demoZB.nextlabs.com]

[7]1 Set Gateway Service [sapguwdBl

[8]1 Set Gateway Program ID [NXL_COMMECT_TO_PC]

Ea} EPDﬁEEd with INSTALLATION. Make sure all above values are correctly
ac

Chooze an option [default is A1 =

Figure 3-17: Installation Menu Options
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7

10

11

Using the numbered options 1 through 8 in the Installation Menu, enter the values for the
Properties file. The instructions for retrieving these values are provided in Locate Required
Values for Configuration on page 48.

Note: When you install the Java Connector using the Deployment Manager script, the
RFC user password can be supplied in plain text form. You do not need to use
the mkpassword.bat utility to encrypt the password (as you do for the manual
process).

Uninstall deletes all the jars, dlls, and configured values in the SAPJavaSDKser-
vice.properties file.

It is recommended that you make a backup of the SAPJavaSDKService.proper-
ties file.

When you have entered all the Properties values, select 9 to proceed with installation.

There is one installation file for the Java Connector that the script cannot install because it is
specific to the host where the Java Connector is being installed. From the extracted
contents of the . zip file, open the x1ib folder. Open the folder that corresponds with the
operating system of the host on which you are installing the Java Connector. To determine
which folder to use, see OS/JRE Platform and Corresponding JCo Lib Folder.

Copy x1ib /<SAP JCo Lib Folder>/sapjco3.jarto [install home]/Policy
Controller/jre/lib/ext.

Copy x1ib/<SAP JCo Lib Folder>/sapjco3.dllto
[install home]/Policy Controller/jre/lib/ext

Manual Installation of the Java Connector for the Server Policy Controller

If your implementation uses the Server Policy Controller, you can manually install the Java Con-
nector as described in this section.

Before You Begin

» The Policy Controller must be installed.
o Obtain the Java Connector installation file from NextLabs. For more information, contact Nex-
tLabs Technical Support at support@nextlabs.com.

« To stop the Policy Controller, you must have the profile password defined in the Control Cen-
ter Administrator interface.

Procedure

1
2

Stop the Policy Controller, if it is running.
Create the following folders in the Policy Controller install directory:

<install dir>/Policy Controller/jservice/config
<install dir>/Policy Controller/jservice/jar/sap
<install dir>/Policy Controller/jre/lib/ext
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3 Locate the Java Connector installation file from NextLabs support (SAPJCo-Entitlement-
Manager-<version number>.zip).

4 In the zip file, locate the saPJavasSDKService.Properties file at SAPJCo-Entitlement-
Manager-<version number>.zip/SAPJCo-EntitlementManager/config.

5 Copy the sapJavasSDKService.Properties file to <install dir>/Policy Controller/
jservice/config.

6 In the zip file, locate the saPJco-EntitlementManager.jar file at SAPJCo-Entitlement-
Manager-<version number>.zip/SAPJCo-EntitlementManager.

7 Copythe SAPJco-EntitlementManager.jar file to <install dir>/Policy Controller/
jservice/jar/sap.

8 From the extracted contents of the . zip file, open the x1ib folder that matches the host
on which you are installing the Java Connector. To determine which folder to use, see OS/
JRE Platform and Corresponding JCo Lib Folder.

9 Copy=xlib /<SAP JCo Lib Folder>/sapjco3.jarto [install home]/Policy
Controller/Jjre/lib/ext.

10 Copy x1ib/<SAP JCo Lib Folder>/sapjco3.dllto
[install home]/Policy Controller/jre/lib/ext.

Manual Installation of the Java Connector for the Policy Controller for Java

If your implementation includes the Policy Controller for Java, the Java Connector must be
installed manually. The procedure is the same for both Windows and Red Hat Linux systems.

Before You Begin
o Obtain the Java Connector installation file from NextLabs. For more information, contact Nex-
tLabs Technical Support at support@nextlabs.com.

» To stop the Policy Controller, you must have the profile password defined in the Control Cen-
ter Administrator interface.

Procedure

1 Stop Policy Controller, if it is running.

2  Create the following folders, if these do not exist (where <tomcat-home> is the installation
location of the Tomcat server).

<tomcat-home>/nextlabs/dpc/jservice/config
<tomcat-home>/nextlabs/dpc/jservice/jar/sap
<tomcat-home>/nextlabs/dpc/jservice/jar/javasdk
<tomcat-home>/nextlabs/shared lib/

3 Locate the Java Connector installation file from NextLabs support: SAPJCo-Entitlement-
Manager-<version number>.zip.
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4 From the extracted contents of the zip file, locate config/SAPJavaSDKService.proper-
ties.

5 Copy the saPJavasSDKService.properties file to <tomcat-home>/nextlabs/dpc/jser-
vice/config.

6 From the extracted contents of the zip file, locate jars/SaAPJCo-EntitlementMan-
ager.jar.

7  Copy the saPJCO-EntitlementManager.jar file to <tomcat-home>/nextlabs/dpc/jser-
vice/jar/sap.

8 From the extracted contents of the . zip file, open the x1ib folder that matches the host
on which you are installing the Java Connector. To determine which folder to use, see OS/
JRE Platform and Corresponding JCo Lib Folder.

9 Copyxlib /<SAP JCo Lib Folder>/sapjco3.jarto [install home]/Policy
Controller/jre/lib/ext.

10 Copy x1lib/<SAP JCo Lib Folder>/sapjco3.dll to
[install home]/Policy Controller/jre/lib/ext.

OS/JRE Platform and Corresponding JCo Lib Folder

Choose the appropriate SAP JCo Lib Folder based on the OS/JRE platform:

» Windows 32-bit - NTia32 folder

o Windows 64-bit Intel-Arch - NTia64 folder

o Windows 64-bit AMD - NTamdé4 folder

« Solaris on Intel 32/64-bit - sunx86_64 folder
o Linux on 32/64-bit - linuxx86_64 folder

o IBM Power8 64 LE - ibm_power8 folder

Next Steps

After installation of the Java Connector is complete, the next step is to configure the Remote
Function Call (RFC) connection. See Configuring the RFC Connection on page 54.

Configuring the RFC Connection

After installing the Java Connector, the next step is to configure a Remote Function Call. This
step must be performed regardless of the installation method used.

Procedure

1 In the SAP interface, enter transaction sm59. The RFC connection configuration screen
appears.

2 Select the TCP/IP connections folder, then click Create.
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[5- RFC Edit Goto  Extras Utlities  System Help

IOrHCEG CHE Do EHE @b

Configuration of RFC Connections

@E[O2)e)m]

RFiZ Connections Ty... | Comment
v [ ABAP Connections
¥ [ HTTP Connections to External Server
» [ Internal Connections
~ TI[TCRJIP connections|

« [2] CALLTP windowshT

* [E] DOCUMENTATION_HELP

« B BU_scrRP_ w2

+ [B F1_HELP_SERVER

« [2] F1_HELP SERWER 22

* [£] F1_HELP_SERWER_40

« B Grw_ITS_RFC

Transport Tools: tp Interface

Call winHelp and winword from R/f3
Graphical Screen Painter (WindowshT
Windows RFC setver for F1 help on fiel
Windows RFC server for F1 help on fiel
Windows RFC server for F1 help on fiel

4444444~ o w

Figure 3-18: Creating a TCP/IP RFC Connection
3 Set the Connection type to T.
4 Enter an RFC Destination name, for example, NEXTLABS PC.

Note: Make note of the RFC Destination name. You need to enter this name in the
NEXTLABS/CONCEFG table in a subsequent step.

5 In the Technical Settings tab, select Registered Server Program.
6  Enter a Program ID, for example, NXL CONNECT TO PC.

Note: Make note of the Program ID. You need to enter this ID in a properties file in a
subsequent procedure.
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[5 Connection  Edit  Goto Extras  Utilities  Swstern Help

rHCEGQ SHE DL RAE &

RFC Destination NEXTLABS _PC

Connection Test  Unicode Test 52

RFC Destination MEXTLABS P
Connection Type T TCP/IP Connection Description
Description

Description 1
Description 2

Description 3

- Administration 'I:e?hHEaISEttlngs " Logon & Securityr MDMP & Unicode

Special Options

Activation Type
“IStart on Application Server
I5tart on Explicit Host

15tart on Front-End Work Station
Registered Server F‘rn:ugrarn

s Registered Server Program

Prograrn ID LN}'{L_CONNECT_TO_Pd

Start Type of External Program

Figure 3-19: Defining the RFC
7  Click the MDMP & Unicode tab.

8 Select Unicode.
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[5 Connection Edit  Goto  Extras  Utilities  Systern Help

rEO e CHE 200 RE @m

RFC Destination NEXTLABS PC

Connection Test  Unicode Test %2

RFC Destination MNEXTLABS_PC
Connection Type T| TCF/IP Connection Description
Descriptiun

Description 1
Desctiption 2

Description 3

 Administration | Technical Settings | Logon & Security, MDMP & Unicode | Special Options

| Communication Type with Target System =

MNon-Unicode
MDOMP Settings

s =3
& LInicode
L |
Character Conwversion
« Default Setting Ignare Error, Error Indicatar; '#' = U+0023

“15hart Durnp &fter Canversion Errar

Figure 3-20: Selecting Unicode

9 Save the configuration.

Next Steps

After RFC connection is configured, the next step is to configure the properties file used by the
Java Connector. See Configuring the SAPJavaSDK Properties File (Manual Installation only) on
page 58.
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Configuring the Properties and Services Files Manually

Two additional files must be configured for the Java Connector: the
SAPJavaSDKService.properties file and the Windows services file.

If you used the script method of installation, then the SAPJavaSDKService.properties file is
already configured (the script provides a menu where you can enter the required values, which
are written to the properties file automatically). However, you must still configure the Windows
Services file manually.

Configuring the SAPJavaSDK Properties File (Manual Installation only)

If the Java Connector files are installed manually, the SAPJavaSDK properties file must be config-
ured to communicate with the SAP Server and the Policy Controller.

Note: If you use the installation script, the properties file is configured automati-
cally. Configuring the SAPJavaSDK properties file when using the script is nec-
essary only if you want to change information after the initial installation, or
add additional SAP Servers or Policy Controllers to your implementation. For
more information on how to configure multiple Policy Controllers for load bal-
ancing, see Load Balancing the Policy Controller on page 255.

Procedure

1

2

Stop the Policy Controller.
Navigate to and open the sapJavasSpkService.properties file in the following location:

<tomcat-home>/nextlabs/dpc/jservice/config
Verify that jar-path is set to the following:

<install dir>/Policy Controller/jservice/jar/sap/SAPJCo-EntitlementManager.jar

Locate the section for server destination details prefix.

If necessary, add a new set of server and destination parameters to reflect the number of
servers in your implementation.

For each server instance, you must append prefix values to the server name property in
the following format: sErRv<number> ; where <number> refers to the server instance.

For example, below is the configuration for three server instances.

#server destination details prefix
server prefix=SERV1 ;SERV2 ;SERV3 ;
If our implementation included four server instances, we would add serv4 ; to

server prefix.

Locate the destination data provide connection details section. Enter the following
information:

e ashost = FQDN for the host where SAP ECC is installed
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e sysnr= System number
e client= client
e user= RFC user name

» passwd= RFC user password. This password must be encrypted using the mkpass-
word.bat utility installed with the Policy Server. These instructions are provided in
Locate Required Values for Configuration on page 48.

Note: For more information on how to use the mkpassword.bat utility, see Control
Center Installation Guide.

* lang= language code (en for English)

7 Locate the server data provider connection details section. Enter the following
information:

e gwhost = Gateway host name
e gwserver = Gateway service nhame

e progid = Program ID that was defined in the RFC configuration step (in our example,
NEXTLABS CONNECT TO PC)

8 If you are upgrading from a previous release of Dynamic Authorization Management for SAP,
enter the following line in the saP module names section:

jpc_query mval handler=/NEXTLABS/JPC MAIN MVAL

9  After you have made all the changes, save and close the properties file.

Configuring the Windows System Services File (Manual and Script Installation)
You must enter the SAP Gateway service and port number in the Windows Services file on the host
where the Policy Controller is installed.
Procedure

1 Browse to <windows Home>System 32\drivers\etc.
2 Open the services file using Wordpad or Notepad.

3 Add a new entry in the file for the Gateway Service name (the gwserv parameter value)
and port. For example:

sapgw<nn> 33<nn>/tcp #sap connection for NextLabs

where, <nn> is the instance number.

Note: There are several ways to find the instance number. One method is to execute
Function Module GET syYsSTEM NUMBER in SE37. You may opt to leave the RFC
target system field blank if you are using the same system for which you want
to know the instance number.

4  Save the file.
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Next Steps

After configuring the Properties and Services files, the next step is to test the connection. See
Testing the Java Connector Configuration on page 60.

There is an additional step to configure the Java Connector: you must define the AGENT comMMU-
NICATION OPTION and AGENT RFC NAME in /NEXTLABS/CONCFG. This step is discussed in Config-
uring SAP Data Handling and Connection Settings on page 92.

Testing the Java Connector Configuration

After the configuration is complete, the final step is to test the Java Connector configuration.
Procedure

1 In SAP ECC, enter transaction smcw. The Gateway Monitor appears.

2 In the Go to menu, select Logged in Clients.

3 Check for the Program ID that was defined for the RFC in SM59.

[ List Edit Goto Settings  Systen Help

orH CG@ ODHE DL  BRE @

Gafeway Monitor for NQ3 / Conneclions fo Ciients
T &F EaEg TEHEITHE

Mo LU Marme TP Mare Syst. Type Host 1

[ o jNQS.qapr.qalabD1.next,__ sapgw00 Local wieh AS MNO3.Gf

175 MOQ3-PC-Copy MEL_COMMECT _ 08 Registered Server MNO3-A
244 W03 [G5.M03 Registered Server M3

Figure 3-21: Testing the Java Connector Connection

Testing the Connection from the Policy Controller Side

You can test the connection from the Policy Controller side provided that you have performed the
following tasks:

 Installed Dynamic Authorization Management for SAP.
« In /NEXTLABS/CONCFG table (accessed through sm30), made the following configuration
changes:
e AGENT CO