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n Introduction

This section introduces NextLabs Dynamic Authorization Management for SAP Advanced Edition.
Topics include:

» About NextLabs Dynamic Authorization Management for SAP
+ What’s New in this Release

» Key Benefits

« Classifying objects

» The SAP Authorization Workflow

o About Extending SAP Authorizations

» Logical Architecture Overview

e Functional Integration During a Policy Check

o About SAP EEC and cFolders Integration

» Contacting Technical Support

About NextLabs Dynamic Authorization Management for SAP

NextLabs Dynamic Authorization Management for SAP Advanced Edition is an extensible, XACML-
based system that enables enterprises to configure, administer, enforce, and audit fine-grained,
enterprise-wide, data authorization policies from a central location. It is the only solution that
provides enter-prise-class manageability, productivity, and scalability with comprehensive,
policy-based, cover-age for SAP data. It supports these SAP components:

e SAP ECC

e SAP PLM

* SAP EasyDMS
o SAP BW

o SAP cFolders
o SAP DFPS

NextLabs Dynamic Authorization Management for SAP « User’s Guide 11



Chapter 1: Introduction

What’s New in this Release

This release introduces a new Defense Forces and Public Security (DFPS) Entitlement Pack that
extends fine-grained access control to the Defense Forces and Public Security Add-on. The DFPS
Organizational elements, such as Force elements, can be used to determine user access. The
solution also allows filtering of data based on user access.

Key Benefits

The Dynamic Authorization Management for SAP extends role-based SAP authorization to provide
policy-driven, fine-grained access control based on user or resource attributes, and supports the
interception of SAP transactions for access control. In addition, the Entitlement Manager for SAP
can be extended to support other SAP transactions and functions. The Entitlement Manager for
SAP is available in a base installation version for SAP, with add-ons, called Entitlement Packs, for
SAP ECC, SAP PLM, SAP EasyDMS, SAP BW, SAP cFolders, and SAP DFPS.

Table 1-1: Entitlement Packs and supported access controls

Entitlement Pack Supported access controls

SAP ECC Objects, such as Materials, Documents, BOMs, Routings, and Engineering
Workbench.

SAP PLM Materials, Documents, BOMs, and Change Masters. The Entitlement

Manager for SAP distinguishes between versions of materials and
documents, which enables access control based not just on Document, but
on Document Type, Part, and Version.

SAP EasyDMS All actions that users can perform on documents from within EasyDMS.
SAP BW BW objects including InfoArea, InfoProvider and InfoObjects.
SAP DFPS DFPS Organizational elements such as Force elements, Storage Locations,

and MRP areas.

Classifying objects

Business objects can be classified manually or automatically when users create or modify busi-
ness objects. Classifications can be designed to address multiple security or compliance concerns
simultaneously, and can be quickly configured, extended, and managed, using batch, interactive,
or programmatic interfaces.

In addition, originals stored within SAP can be protected using NextLabs Integrated Rights Man-
agement, which automatically applies classifications to originals and protects data so it cannot
be accessed by unauthorized users, even after originals are downloaded out of SAP.

Drawing from values in the Security Classification module, as well as defined Access Control Con-
texts in SAP PLM, policy rules can also take into account an SAP user’s identity attributes and

12
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The SAP Authorization Workflow

dynamic and contextual factors, such as the computer or location. For example, a policy rule
may state, “Allow only US Persons in US locations with Access Control Context Manufacturing to
access Materials with Security Classification ITAR.” When users attempt to access the Material
from within SAP PLM, this rule is validated in real-time, with no perceptible latency.

The SAP Authorization Workflow

There are four information-control objectives for managing the creation, access, and distribution
of data, also known as the SAP authorization workflow:

» Classification of Business Objects on page 13
e Access Control on page 14

» Integrated Rights Management on page 14

« Auditing on page 15

Classification - }Té?Access Control- f;flntegrated Rights Management—) Auditing

=

authorized user?

ldocl | | .
imat1 | | | |
idoc2| | [ | 111 |
imatZ‘ | 1

..I\ A

45

uploaded original

.y

Figure 1-1: The Authorization Workflow

Classification of Business Objects

The first step to controlling how business objects are accessed and used in SAP is classifying the
data. The Security Classification module manages data classifications and simplifies the process
of identifying and maintaining classification values. Custom classification values can be created
and applied for all transactions, for only selected transactions, and down to the data level, for
only certain business objects. The Entitlement Manager for SAP supports both manual, as well as
automatic policy-based classification. For Policy Based Security Classification (PBSC), the classifi-
cation table can be populated automatically based on the originals uploaded into SAP. After clas-
sifications are established, they are referenced in Access Control on page 14 and Integrated
Rights Management on page 14 policies.

NextLabs Dynamic Authorization Management for SAP « User’s Guide 13



Chapter 1: Introduction

Security Classification schemes can include values in the NextLabs Security Classification Mainte-
nance table, as well as Access Control Context (ACC) authorizations maintained in SAP PLM. See:

o Applying Security Classifications on page 188
» Designing SAP Access Control Policies on page 204

Access Control

Access control policies authorize or block user access to specific business data within SAP, based
on both the Classification of Business Objects on page 13 and selected user identity attributes.
User alerts can be customized to provide authorized users with guidance and education on com-
pliance restrictions and requirements.

Access control policies can be designed to apply at the transaction level, at the data level (even
different versions of data, as described in About Compound Classification Keys on page 189),
and/or at both the transaction and data level. You can control transactions performed in SAP
ECC, functions in SAP PLM, and user actions in SAP EasyDMS and SAP cfolders.

For documents accessed through EasyDMS and SAP cfolders, there is an additional layer of access
control—view filtering—which determines whether users can view documents they are not autho-
rized to access. If view filtering is enabled, users must be authorized to view documents for files
to be displayed.

For SAP BW, user access to data can be controlled in the reporting tool, Business Explorer (BEx)
Analyzer. Policies can be written to restrict access to classified InfoArea and InfoProvider
objects. More granular access control can be applied to specific classified data in InfoObjects.

» For more information on how to construct access control policies, see Example Policy: Access
Control Based on Classification and ACC on page 205.

« For more information on actions you can control in SAP ECC, SAP PLM, and SAP EasyDMS, see
What Can Dynamic Authorization Management Do? on page 180.

» For more information on view filtering in EasyDMS, see Example Policy: View Filtering
(EasyDMS Only) on page 220.

» For more information on View Filtering in cFolders, see Configuring SAP Data Handling and
Connection Settings on page 94.

Integrated Rights Management

Using Integrated Rights Management (IRM), originals uploaded in SAP can be classified automati-
cally so tags applied to documents persist even when documents are downloaded out of SAP.
Using other NextLabs products, you can then design complementary policies that prevent con-
trolled data from being used or distributed in unauthorized ways. A typical example is a policy
blocking users from emailing documents that have been downloaded out of SAP to unauthorized
users. In addition, IRM enables users to design policies that automatically apply NextLabs encryp-
tion to files, which adds an additional layer of persistent protection. To decrypt and access the
data, users must have authorized encryption keys

For more information on how to construct Integrated Rights Management policies that tag and
apply NextLabs Encryption to files, see Designing Integrated Rights Management Policies on page
228.

14
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About Extending SAP Authorizations

Auditing

Administrators need insight into the actions users are performing in SAP, including how users are
creating, accessing, and downloading data. Audit policies enable administrators to log these
details, as well as include notification emails to administrators in appropriately serious cases. In
addition, administrators can generate reports to identify the classifications that are being auto-
matically populated through PBSC.

About Extending SAP Authorizations

Figure 1-2 shows how Dynamic Authorization Management for SAP draws from user and document
attributes, native to SAP, and applies them in access control policies. When users attempt to
access a document through SAP ECC, SAP PLM, SAP EasyDMS, or cFolders, a policy check is trig-
gered. Depending on how policies and classification schemes are designed, the NextLabs Policy
Controller can check the request against a Security Classification, PLM ACC setting, or both. In
our example, the Security Classification “export security = ITAR” and the Access Control Context
“Project A” are applied to a document. A policy limits access to all data that is flagged as “ITAR”
and “Project A” to users with the attribute “country = US”.

This is just one example of how you can extend SAP authorizations with Dynamic Authorization
Management for SAP. You can also apply more finely grained conditions to access control, for
example, to make exceptions for Export Licenses, or to set special conditions for the location of
the device (in certain networks or geographic locations, or for remote laptops). Figure 1-2 draws
from both Security Classification and Access Control Context, but a policy could also only draw
from one or the other, or prioritize one over the other when both are present. For example poli-
cies, see Using Classifications and Policies on page 179.

NextLabs Dynamic Authorization Management for SAP « User’s Guide 15
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Allow only
User Attribute user.country = US
country = US To access documents

with ‘export security = ITAR

/
/ and ACC = Project A
/ / On deny show message

/ “Access denied.”
/
no Policy
+ Check SAP PLM
Access Control Context
“Access denied.” yes ACC = Project A
Dynamic Authorization Managemen{ fo
Security Classification
Docl | —— export security = ITAR

Figure 1-2: Policy-Based Authorization using SAP Attributes

Coordinating Security Classifications and Access Control Contexts

Policies that control access to SAP business objects can be designed in a variety of ways. How-
ever, it is best to coordinate SAP PLM Access Control Contexts (ACC) with Security Classifications
to capitalize on the strengths of each authorization scheme.

ACCs are most useful for providing flexible, coarse, role-based authorizations. For instance, you
can assign a family of business objects to a department or team. You can also distinguish
between long-standing authorizations and temporary ones (for example, granting access to
external contractors while a certain project is active). For more information, see Standard and
Compound Access Control Contexts on page 121.

After coarse authorizations are defined, you can design fine-grained, data-level Security Classifi-
cations on top of them to classify objects subject to regulatory and internal compliance require-
ments. Within a team, for instance, you can distinguish members who should be able to view a
specific material based on the security classification applied to that material and the identity
attributes of the user (i.e., location, citizenship, and so on).

Classification and ACC Schemes

Depending on how the Entitlement Manager for SAP is configured, and which Entitlement Packs
are implemented (ECC, PLM, EasyDMS, or BW), you can design policies that apply any available

16 NextLabs Dynamic Authorization Management for SAP « User’s Guide
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Logical Architecture Overview

classification scheme across all SAP components. In other words, you can combine ACCs defined
in SAP PLM and/or classifications from SAP ECC to control how materials and documents are
viewed in SAP ECC. You can do the same for SAP PLM, SAP EasyDMS, and SAP BW.

Extensibility of the Dynamic Authorization Management for SAP

The Dynamic Authorization Management for SAP can be customized to enhance the SAP authori-
zation model:

« Customize which attributes of SAP business objects are checked upon policy evaluation
(for example, export license, jurisdiction, and other attributes). For more information,
see Custom Security Classification Identifiers on page 255.

» Intercept SAP transactions. For more information, see Custom Enhancement Activations
on page 261.

» Enable dynamic looks-up of user or resource information; for instance, for user attri-
butes that are not enrolled into the NextLabs policy system, design extensions so this
information can be retrieved dynamically at the point of a policy check. For more infor-
mation, see Dynamic User and Resource Attributes on page 268.

» Design custom obligations in SAP’s ABAP language that trigger upon a policy enforce-
ment event. For example, upon the event that a user is denied access to a resource, you
can automate a workflow or execute an SAP transaction. For more information, see Cus-
tom Obligations on page 271.

Logical Architecture Overview

The logical architecture of Dynamic Authorization Management for SAP includes a generic Policy
Controller, and a Policy Controller Communication Protocol that provides the connection to
Dynamic Authorization Management for SAP, as shown in Figure 1-3.

-
| .
| Policy |

Policy | Controller |

Server : "- S e

- | —

| Policy | ‘
| Controller | Entitlement
| Communication| | Manager
L

Figure 1-3: Overview of Logical Architecture

The Policy Controller provides the interface to the Policy Server, and functions as the Policy Deci-
sion Point, or PDP. It comprises a set of software modules that are delivered ready-to-install and
requires no customization.
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The Policy Controller Communication Interface provides the connection between the Policy Con-
troller (PDP) and the Dynamic Authorization Management for SAP, which resides in SAP and
serves as the Policy Enforcement Point, or PEP. The following sections provide more detail on
these components.

About the Policy Controller

The functions that the Policy Controller provides can be grouped into the categories:

» Policy Evaluation on page 18
e Monitoring and Auditing on page 18
» Policy Controller Functional Components on page 18

Policy Evaluation

Whenever a policy enforcement point (PEP) detects an event that may be covered by a currently
deployed policy, it sends a request to the Policy Controller which acts as the policy decision point
(PDP). The Policy Controller applies all context information to the events, and makes decisions
on what policy applies and how. It then relays the effects of any relevant policy back to the PEP,
which contains system-specific logic to apply the enforcement.

The PEP then instructs the application or file system to respond to the user’s action as the policy
requires—either allow or deny. If the policy evaluation results in the action being denied, the Pol-
icy Controller returns a message indicating that access is denied or that the requested action
cannot be performed. These may take the form of standard system errors, or the customized text
balloon that was defined with the policy being enforced, or both. Depending on the policy, it may
also be accompanied by an obligation being triggered.

Monitoring and Auditing

Every Policy Controller can monitor how users are accessing documents on that host, so that even
if it never blocks any actions by policy subjects, it is still providing a valuable service of captur-
ing who is using what information, how, and when. To do this, create and deploy Allow policies.

Policy Controller Functional Components

The functional components of the Policy Controller are represented in Figure 1-4.

| Policy Controller

Policy<_|_'_> ICENet Client | ] Obligation Manager \

Server |

’ Policy Evaluation Engine ‘

Control Manager ‘ | Context Manager ‘

Figure 1-4: Policy Controller Detail
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» The Policy Evaluation Engine evaluates whether or not every user action is covered by
any of the policies currently cached at that enforcement point. It bases this on multiple
criteria such as who the user is, what host he is using, how he is connected to the net-
work, what action is being attempted, and on what resource; the date, the time, and so
on. It does this in real time, and operates continuously whether the host is connected to
the network or not.

« The Context Manager keeps constant track of the environmental context of all events,
and provides it to the Policy Engine and Policy Adapter. The context includes user iden-
tity, computer host name, network connection type, and date and time.

« For any policy that evaluates to True, the Obligation Manager initiates an obligation by
sending a request to a policy adapter’s obligation services or executing built-in obliga-
tions. It contains three sub-components:

- Policy Logger - Collects and logs all activity details and policy decision results.
- Messaging Services - Sends message to recipients or targets listed in a policy.

- Application Extender - Launches an application or custom executable that performs
some custom obligation.

Note: Although it is logically a part of the Policy Controller, the Obligation Manager
runs as a separate process, visible in the Processes tab in Windows Task Man-
ager.

» The Control Manager records non-policy activities, updates the configuration, and
secures the controller. Components include:
- Activity Recorder - Records activities tracked by the Policy Adapter in real time.
- Configuration Manager - Applies profile and system configuration changes, in real
time.
- Policy Authentication - Authenticates the policy set from the Policy Server and
encrypts it on the local file system.
« The ICENet Client provides the interface for all communication with the Policy Server. It
is used for deploying new or changed policies, periodically sending activity logs from
each control point, and providing controller health status.

About the Policy Controller Communication Interface

The Policy Controller Communication Interface sends policy check event information from the
PEP to the PDP, where policy evaluation occurs, and then sends the PDP policy decision and result
back to the PEP, where enforcement occurs. This communication interface uses a NextLabs Java
Connector (JCo) plug-in that integrates with the SAP Remote Function Call (RFC) interface.

Functional Integration During a Policy Check

This section provides information about the interaction of components during a policy check. The
Dynamic Authorization Management for SAP is a Policy Enforcement Point (PEP) that intercepts
user actions in SAP ECC, SAP PLM, SAP EasyDMS, and SAP cFolders. When users request access to
data or perform actions on an SAP business object, the steps described below occur. The back-
end ABAP-based system where the Entitlement Manager for SAP is installed can be SAP ECC, or
SAP cFolders, or any combination thereof.
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Figure 1-5: Functional Overview

Transaction/Ul Function Integration

The Transaction/Ul Function Integration module is one component of Dynamic Authorization Man-
agement for SAP that resides within the ABAP-based SAP back-end system (currently, SAP ECC or
SAP cFolders). Transaction/Ul Function Integration enables NextLabs to “hook” policy checks into
specific events, such as when a user executes transaction MMO3 in SAP ECC, submits a Display
Material Ul function in SAP PLM, or attempts to access a document through EasyDMS or cFolders.
Information about each event is routed through the Transaction/Ul Function Integration module.
(Figure 1-5, Steps 1a, 1b, 1c, and 1d.)
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SAP Agent

The SAP Agent is another one of the three components of Dynamic Authorization Management for
SAP that reside within the ABAP-based back-end system. The SAP Agent collects information from
the Security Classification module and Transaction Integration and routes it to enterprise services
created using SOA Manager (Figure 1-5, Step 2.)

Security Classification

Security Classification is another one of the three components of Dynamic Authorization Manage-
ment for SAP that reside within the ABAP-based SAP back-end system (SAP ECC or SAP cFolders).
The Security Classification module stores classification settings for SAP business objects (Materi-
als, Documents, and Transactions). Classifications settings, which are customized upon imple-
mentation, can be applied manually in the Security Classification Maintenance screen.

The steps necessary to configure Security Classifications are discussed in Quick Reference for Set
Up on page 25. This includes defining the security classification identifiers and establishing the
classification priority to use when multiple identifiers are present for a single transaction. For
more information, see Applying Security Classifications on page 188 or Example Policy: Access
Control Based on Classification and ACC on page 205.

Policy Controller Communication Interface

The Entitlement Manager for SAP implementation must include an interface that enables commu-
nication between the ABAP-based SAP back-end system (either SAP ECC or cFolders, or both) and
the NextLabs Policy Controller (Figure 1-5, Step 3).

When a transaction occurs, transaction information is routed from the SAP Agent to the Policy
Controller Communication Interface. The Interface routes that information to the Policy Control-
ler, which checks the transaction and classification information against any pertinent policies.
The Policy Controller sends the allow or deny result back through the communication interface to
the SAP Agent. For PLM Ul functions, the response is then routed through the Java Application
Server to the SAP PLM web application interface.

This communication interface is configured using the NextLabs Java Connector (JCo) plug-in. The
NextLabs Java Connector is a middleware component that enables development of SAP-compati-

ble components and applications in Java. It is configured with SAP ECC using the Remote Function
Call (RFC) interface.

For more information about configuring the Java Connector, see Configuring the Policy Controller
Communication Interface: Java Connector on page 49.

SAP Policy Model

A few SAP-specific components must be configured in NextLabs Control Center and Policy Studio.
These components enable the integration of SAP Security Classification settings with polices cre-
ated in NextLabs Policy Studio.

SAP Obligations

Included in a Policy Controller response might be a custom SAP Obligation. There are several
options for custom obligations. One obligation displays an SAP message informing users that
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access is denied or allowed (with educational warnings on how sensitive data should be handled).
Another customer obligation applies file tagging to an SAP document so that Security Classifica-
tion settings persist even outside SAP ECC and SAP PLM. In addition, custom obligations can be

designed in ABAP code, so that any program created in ABAP an be triggered upon a policy evalu-

ation.

SAP Obligations must be registered with the Control Center, as is discussed in Configuring SAP
Obligations on page 70 and Configuring the IRM Obligation on page 164. The example policies in

Using Classifications and Policies on page 179 describe how to associate the obligations with pol-

icies.

SAP Action

As is discussed in Using Classifications and Policies on page 179, when creating SAP policies in Pol-

icy Studio, you might need to select SAP-specific actions, such as “Copy from SAP.” SAP actions
must be registered with the Control Center, as discussed in Configuring SAP Actions on page 69.

Policy Based Security Classification

Depending on system configuration, classification policies can be designed to automatically add
classification values to the Security Classification Maintenance screen upon user actions, such as
the creation or editing of a material or document (Figure 1-5, Step 5). For instance, a policy
could monitor for the creation of documents with certain keywords. When users save documents,
a policy check detects the keyword, and based on policy, automatically populates classification
information that can be referenced by access control and IRM policies. For more information on
required configuration, see Configuration for Policy-based Security Classification. For an exam-
ple, see Example Policy: Security Classification Based on Content Analysis.

Rights Management Server

The NextLabs Dynamic Authorization Management for SAP can be integrated with the NextLabs

Rights Management Server. Integrated Rights Management (IRM) enables you to embed classifica-
tions into originals as they are uploaded into SAP. That way, classifications are present when doc-

uments are downloaded out of SAP. The Rights Management Server can also apply NextLabs

encryption to files. For more information on configuring the Rights Management Server, see Con-

figuration for Integrated Rights Management (IRM). For example policies, see Example Policy: IRM
Encryption and Tagging.

To access NextLabs encrypted files, Rights Management Client must be installed on all endpoints.
For more information, see the NextLabs Rights Management Client User’s Guide.

About SAP EEC and cFolders Integration

SAP cFolders (Collaboration folders) is the SAP web-based application for sharing information. It
can be integrated with SAP ECC and SAP PLM. Users can select business objects within SAP ECC
and export them to SAP cFolders, where other users may access and modify documents (including
files associated with Documents, Materials, and BOMs).
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About SAP EEC and cFolders Integration

As with SAP ECC, if the Entitlement Pack for cFolders is implemented, you can apply security
classifications to documents that are created or edited in cFolders. If your implementation
includes Entitlement Packs for both SAP ECC and SAP cFolders, classification values applied
within SAP ECC also persist when data is exported from SAP ECC to cFolders. If your implementa-
tion includes SAP PLM, you can also pass ACC values to data that is exported to cFolders. You can
also design policies that apply Policy Based Security Classification (PBSC) and Integrated Rights
Management (IRM) to files within cFolders.

Figure 1-6 and Figure 1-7 show an example integration scenario for an implementation that
includes both SAP ECC and SAP cFolders.

In the example, a document is attached to a business object in SAP ECC. (1) PBSC runs to assess
how the file should be classified, and based on the presence of key words, sets the file’s Export
Classification value to ITAR in the Security Classification Maintenance table within SAP ECC. (2)
IRM also runs to insert this classification value into the file’s metadata (tag it), and apply Next-
Labs encryption to the file (protect it). (3) A user exports the file to the cFolders system, and
automatically, the system updates the classification in the cFolder’s Security Classification Main-
tenance table. An authorized user attempts to access the file, and a policy check references the
cFolders classification to ensure access should be allowed. (4) This authorized user modifies the
file in cFolders.

@ Set classification value,

@ @ @ Tag and protect.
&

© Export to cFolders.
SAP ECC * Classification persists
- L 4
—
- {F’ @ Authorized user
SAP cFolders madifies file,

Figure 1-6: Exporting Files from SAP ECC to cFolders

(5) After the user finishes modifying the file, PBSC runs again, this time within SAP cFolders.
Based on the presence of new keywords in the file’s content, PBSC resets the classification value
of the file (for example, to Export Security = EAR). (6) PBSC can also be configured to append a
new classification (rather than overwrite it). IRM also runs in cFolders, and overwrites the old tag
on the file with the new tag. IRM can also append a new tag, rather than overwrite.
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When the file is imported back into SAP ECC from cFolders (7), it is managed by SAP ECC as a new
version (different from the original that was exported). This new version is initially unclassified
in SAP ECC, meaning there is no classification associated with the document in the Security Clas-
sification Maintenance screen. The file is reclassified when PBSC runs again (8) to analyze the
contents of the file and determine the proper classification.

Reset classification value
for new version.

r

<

e

@ Import into SAP ECC.
SAP ECC + 4 Protection and tags persist,
(4]

|

SAP eFalders -

(1] (1]
@ Reclassify, @ @ @ Update tags.

Figure 1-7: Importing Files Back into SAP ECC

Contacting Technical Support

For help with NextLabs products, email Technical Support at support@nextlabs.com.
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Quick Reference for Set Up

This section provides links to the installation and configuration procedures for Dynamic Authori-
zation Management for SAP and all the Entitlement Packs. In addition, this section lists the orga-
nizational roles typically responsible for performing each procedure.

Dynamic Authorization Management for SAP must be installed and configured on all implementa-
tions. Installing Entitlement Packs is optional.

Topics:

» Explanation of User Roles

e Dynamic Authorization Management Installation Procedures (All Cases)
» Example 1: Configuring SAP ECC Only

o Example 2: Configuring SAP ECC, cFolders, and PLM

« Example 3: Configuring SAP ECC and EasyDMS

» Example 4: SAP ECC and BW

If your implementation is not represented in one of the examples, go through the installation and
configuration sections to identify the required procedures.

Explanation of User Roles

Table 2-1 lists users and associated permissions that are required to install and configure
Dynamic Authorization Management for SAP and all Entitlement Packs. These roles are refer-
enced in the tables that follow. The roles at your organization may vary. For example, an SAP
Consultant might be responsible for the SAP ABAP Developer functions. However, the permission
requirements are still relevant.

Table 2-1: Installation and Configuration Roles

Role Description/Requirements
NextLabs Must have Administrator privileges on the host where the NextLabs Policy
Administrator Server and Policy Controller are installed; must have Administrator Profile

password and NextLabs Administrator password

Basis Administrator ~ Must have permissions to perform Basis administrator functions, including
installing .car files and configuring enterprise services within SAP

SAP Functional Must have access to all tables, transactions, and programs within the
Consultant /NEXTLABS/ namespace

SAP ABAP Developer = Must have a developer key
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Dynamic Authorization Management Installation Procedures (All Cases)

Table 2-2 provides links to the procedures for installing and configuring Dynamic Authorization
Management for SAP, including Entitlement Packs, and then performing basic configuration.These
procedures must be performed for ALL implementations, regardless of the Entitlement Packs

being deployed.
Begin with the procedures in Table 2-2, then proceed to the procedures required for each Entitle-
ment Pack.

Note: These procedures do not include NextLabs Control Center installation, which is

covered in the NextLabs Control Center Installation Guide.

Table 2-2: Procedures for Installing and Configuring Dynamic Authorization Management for SAP

Procedure(s) System Access

Step 1: Installing the Policy Controller on page Policy Controller Administrator Password
38

Configuring the Policy Controller 1IS configuration
Communication Interface: Java Connector on
page 49

Enrolling Users from SAP into Control Center In SAP: /NEXTLABS/USER_EXTRACT

on page 65 and
On Control Center: NextLabs Enrollment
Manager
Configuring SAP Actions on page 69 Control Center Policy Server
Configuring SAP Obligations on page 70 Control Center Policy Server

Role

NextLabs Administrator

NextLabs Administrator
and
SAP Basis Administrator

SAP Functional Consultant
and
NextLabs Administrator

NextLabs Administrator

NextLabs Administrator

Example 1: Configuring SAP ECC Only

Table 2-3 lists the procedures for configuring an implementation that includes the Entitlement
Pack for SAP ECC only. This is the most basic configuration for Entitlement Packs.

Table 2-3: Configuring the Entitlement Pack for SAP ECC

Procedure(s) Transaction/System Access
Activating Entitlement Packs (EPCONF) on page 77 SM30 > /NEXTLABS/EPCONF
Adding Composite Keys and Classification Values on SE11 > /NEXTLABS/SECENH_CLS or > /

page 78 NEXTLABS/CLS_APPEND
Linking Composite Keys (SECENH) on page 83 SM30 > /NEXTLABS/SECENH
Mapping Security Fields (SECMPG) on page 84 SM30 > /NEXTLABS/SECMPG

Configuring Security Identifier/Composite Key Value ~ SM30 > /NEXTLABS/EPVAL
Tables (EPVAL) on page 86

Role
SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant
SAP Functional Consultant

SAP Functional Consultant
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Table 2-3: Configuring the Entitlement Pack for SAP ECC (Continued)

Procedure(s)

Mapping Transaction Codes and Ul Functions to
Actions (ACTIONS) on page 90

Configuring SAP Data Handling and Connection
Settings on page 94

Configuring Number Range Intervals on page 103

Configuring Policy Checks Based on Transaction/Ul
Function on page 109

Configuring Special Fields for the Security
Classifications Maintenance Table on page 111

Defining How Multiple Security Classifications Should
Be Applied on page 116

Configuring the Transactions or Functions to Intercept
on page 123

Configuring the NextLabs Number Range on page 104

Configuration for Policy-based Security Classification
on page 125

Configuration for Integrated Rights Management (IRM)
on page 145

Configuring Enhancement Implementations on page

Transaction/System Access
SM30 > /NEXTLABS/ACTION

SA38 > /NEXTLABS/CONCFG_MAINTAIN
and
SM30 > /NEXTLABS/CONCFG

SM30 > /NEXTLABS/NRCONF
SM30 > /NEXTLABS/CHKCLS

SM30 > /NEXTLABS/EPCLS
SM30 > /NEXTLABS/OPTCFG
/NEXTLABS/TXFLTR

SNRO

SM30 > /NEXTLABS/PBSCFG
SM30 > /NEXTLABS/PBSDIR
SM30 > /NEXTLABS/PBSMAT
/nFile

SM36

and

Control Center Policy Server

/nFile

SE38 > /NEXTLABS_IRM_DOWNLOAD
SE38 > /NEXTLABS_IRM_CFX

SM36

Control Center Policy Server

Rights Management Server

CMOD, SE18, SE24, SE37, SE38

Role

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

and
NextLabs Administrator

SAP Functional Consultant

and
NextLabs Administrator

SAP ABAP Developers

Example 2: Configuring SAP ECC, cFolders, and PLM

Table 2-4 lists the procedure for configuring an Implementation that includes Entitlement Packs

for SAP ECC, cFolders, and PLM. Additional procedures (which are not required with the most

basic configuration, Example 1: Configuring SAP ECC Only on page 26), are indicated with a plus

(+) symbol.

Table 2-4: Configuring the Entitlement Packs for SAP ECC, cFolders, and PLM

Add-on
Steps

Procedure(s)

Activating Entitlement Packs (EPCONF)
on page 77

Transaction/System Access

SM30 > /NEXTLABS/EPCONF

Role

SAP Functional Consultant
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Table 2-4: Configuring the Entitlement Packs for SAP ECC, cFolders, and PLM (Continued)

Add-on Procedure(s) Transaction/System Access Role
Steps
Adding Composite Keys and se11 > /NEXTLABS/SECENH_CLS or > / SAP Functional Consultant
Classification Values on page 78 NEXTLABS/CLS_APPEND
Linking Composite Keys (SECENH) on SM30 > /NEXTLABS/SECENH SAP Functional Consultant
page 83
Mapping Security Fields (SECMPG) on SM30 > /NEXTLABS/SECMPG SAP Functional Consultant
page 84
Configuring Security Identifier/ SM30 > /NEXTLABS/EPVAL SAP Functional Consultant
Composite Key Value Tables (EPVAL) on
page 86
+ Configuring Ul Functions on page 88 SM30 > UIFUNC SAP Functional Consultant
Mapping Transaction Codes and Ul SM30 > /NEXTLABS/ACTION SAP Functional Consultant
Functions to Actions (ACTIONS) on page
90
Configuring SAP Data Handling and sa 38 > /NEXTLABS/CONCFG_MAINTAIN SAP Functional Consultant
Connection Settings on page 94 and
SM30 > /NEXTLABS/CONCFG
Configuring Number Range Intervals on  SM30 > /NEXTLABS/NRCONF SAP Functional Consultant
page 103
Configuring Policy Checks Based on SM30 > /NEXTLABS/CHKCLS SAP Functional Consultant
Transaction/Ul Function on page 109
Configuring Special Fields for the SM30 > /NEXTLABS/EPCLS SAP Functional Consultant
Security Classifications Maintenance
Table on page 111
+ Defining How Security Classifications SM30 > /NEXTLABS/EVLIDT SAP Functional Consultant
and Access Control Contexts Should Be
Applied on page 112
Defining How Multiple Security SM30 > /NEXTLABS/OPTCFG SAP Functional Consultant
Classifications Should Be Applied on
page 116
+ Configuring Access Control Context SM30 > /NEXTLABS/ACCMNT SAP Functional Consultant
Settings (PLM Only) on page 121
Configuring the Transactions or /NEXTLABS/TXFLTR SAP Functional Consultant
Functions to Intercept on page 123
Configuring the NextLabs Number Range = SNRO SAP Functional Consultant
on page 104
Configuration for Policy-based Security = SM30 > /NEXTLABS/PBSCFG SAP Functional Consultant
Classification on page 125 SM30 > /NEXTLABS/PBSDIR
SM30 > /NEXTLABS/PBSMAT
/nFile
SM36 and
Control Center Policy Server NextLabs Administrator
Configuration for Integrated Rights /nFile SAP Functional Consultant
Management (IRM) on page 145 SE38 > /NEXTLABS_IRM_DOWNLOAD
SE38 > /NEXTLABS_IRM_CFX
SM36 and
Control Center Policy Server NextLabs Administrator
Rights Management Server
Configuring Enhancement CMOD, SE18, SE24, SE37, SE38 SAP ABAP Developers
Implementations on page 137
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Example 3: Configuring SAP ECC and EasyDMS

Table 2-5 lists the procedure for configuring the Entitlement Packs for SAP ECC and EasyDMS.
Additional procedures (which are not required with the most basic configuration, Example 1:
Configuring SAP ECC Only on page 26), are indicated with a plus (+) symbol.

Table 2-5: Configuring the Entitlement Packs for SAP ECC and EasyDMS

Add  Procedure(s) Transaction/System Access Role

on
Step

Activating Entitlement Packs (EPCONF) on
page 77

Adding Composite Keys and Classification
Values on page 78

Linking Composite Keys (SECENH) on page 83
Mapping Security Fields (SECMPG) on page 84

Configuring Security Identifier/Composite Key
Value Tables (EPVAL) on page 86

Configuring Ul Functions on page 88

Mapping Transaction Codes and Ul Functions
to Actions (ACTIONS) on page 90

Configuring SAP Data Handling and
Connection Settings on page 94

Configuring View Filtering (EasyDMS Only) on
page 102

Configuring Number Range Intervals on page
Configuring Policy Checks Based on
Transaction/Ul Function on page 109

Configuring Special Fields for the Security
Classifications Maintenance Table on page 111

Defining How Multiple Security Classifications
Should Be Applied on page 116

SM30 > /NEXTLABS/EPCONF

SE11 > /NEXTLABS/SECENH_CLS or >

/NEXTLABS/CLS_APPEND
SM30 > /NEXTLABS/SECENH
SM30 > /NEXTLABS/SECMPG
SM30 > /NEXTLABS/EPVAL

SM30 > UIFUNC
SM30 > /NEXTLABS/ACTION

SA38 > /NEXTLABS/CONCFG_MAINTAIN

and
SM30 > /NEXTLABS/CONCFG

SM30 > /NEXTLABS/EDMS

SM30 > /NEXTLABS/NRCONF

SM30 > /NEXTLABS/CHKCLS

SM30 > /NEXTLABS/EPCLS

SM30 > /NEXTLABS/OPTCFG

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant
SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

Configuring the Transactions or Functions to /NEXTLABS/TXFLTR SAP Functional Consultant
Intercept on page 123
Configuring the NextLabs Number Range on SNRO SAP Functional Consultant

page 104

Configuration for Policy-based Security
Classification on page 125

SM30 > /NEXTLABS/PBSCFG
SM30 > /NEXTLABS/PBSDIR
SM30 > /NEXTLABS/PBSMAT
/nFile

SM36

Control Center Policy Server

SAP Functional Consultant

and
NextLabs Administrator
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Table 2-5: Configuring the Entitlement Packs for SAP ECC and EasyDMS (Continued)

Add Procedure(s) Transaction/System Access Role
on
Step
Configuration for Integrated Rights /nFile SAP Functional Consultant

Management (IRM) on page 145 SE38 > /NEXTLABS_IRM_DOWNLOAD

SE38 > /NEXTLABS_IRM_CFX

SM36 and

Control Center Policy Server NextLabs Administrator
Rights Management Server

Configuring Enhancement Implementationson CMOD, SE18, SE24, SE37, SE38
page 137

SAP ABAP Developers

Example 4: SAP ECC and BW

Table 2-6 lists the procedure for configuring the Entitlement Packs for SAP ECC and SAP BW. Addi-
tional procedures (which are not required with the most basic configuration, Example 1: Config-
uring SAP ECC Only on page 26), are indicated with a plus (+) symbol.

Table 2-6: Configuring the Entitlement Packs for SAP ECC and BW

Add  Procedure(s) Transaction/System Access Role

on

Step
Activating Entitlement Packs (EPCONF) on SM30 > /NEXTLABS/EPCONF SAP Functional Consultant
page 77
Adding Composite Keys and Classification SE11 > /NEXTLABS/SECENH_CLS or > SAP Functional Consultant
Values on page 78 /NEXTLABS/CLS_APPEND
Linking Composite Keys (SECENH) on page 83  SM30 > /NEXTLABS/SECENH SAP Functional Consultant
Mapping Security Fields (SECMPG) on page 84 SM30 > /NEXTLABS/SECMPG SAP Functional Consultant
Configuring Security ldentifier/Composite Key = SM30 > /NEXTLABS/EPVAL SAP Functional Consultant
Value Tables (EPVAL) on page 86

+ Configuring Ul Functions on page 88 SM30 > UIFUNC SAP Functional Consultant
Mapping Transaction Codes and Ul Functions ~ SM30 > /NEXTLABS/ACTION SAP Functional Consultant
to Actions (ACTIONS) on page 90
Configuring SAP Data Handling and SA38 > /NEXTLABS/CONCFG_MAINTAIN SAP Functional Consultant
Connection Settings on page 94 and
SM30 > /NEXTLABS/CONCFG
Configuring Number Range Intervals on page  SM30 > /NEXTLABS/NRCONF SAP Functional Consultant
Configuring Policy Checks Based on SM30 > /NEXTLABS/CHKCLS SAP Functional Consultant
Transaction/Ul Function on page 109
Configuring Special Fields for the Security SM30 > /NEXTLABS/EPCLS SAP Functional Consultant
Classifications Maintenance Table on page 111
+ Defining How Security Classifications and SM30 > /NEXTLABS/EVLIDT SAP Functional Consultant

Access Control Contexts Should Be Applied on
page 112
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Table 2-6: Configuring the Entitlement Packs for SAP ECC and BW (Continued)

Add
on
Step

Procedure(s)

Defining How Multiple Security Classifications
Should Be Applied on page 116

Configuring the Transactions or Functions to
Intercept on page 123

Configuring the NextLabs Number Range on
page 104

Configuration for Policy-based Security
Classification on page 125

Configuration for Integrated Rights
Management (IRM) on page 145

Configuring Enhancement Implementations on
page 137

Transaction/System Access

SM30 > /NEXTLABS/OPTCFG
/NEXTLABS/TXFLTR
SNRO

SM30 > /NEXTLABS/PBSCFG
SM30 > /NEXTLABS/PBSDIR
SM30 > /NEXTLABS/PBSMAT
/nFile

SM36

Control Center Policy Server

/nFile

SE38 > /NEXTLABS_IRM_DOWNLOAD
SE38 > /NEXTLABS_IRM_CFX

SM36

Control Center Policy Server

Rights Management Server

CMOD, SE18, SE24, SE37, SE38

Role

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

SAP Functional Consultant

and
NextLabs Administrator

SAP Functional Consultant

and
NextLabs Administrator

SAP ABAP Developers
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Installation and Set Up

This section describes the basic installation and set up procedures required for the Entitlement
Manager for SAP.

Topics:

» Before You Begin

« Step 1: Installing the Policy Controller

o Step 2: Installing Dynamic Authorization Management for SAP

» Step 3: Making the NextLabs Namespace Modifiable

« Configuring the Policy Controller Communication Interface: Java Connector

Note: After installation and setup is complete, additional configuration steps are

required for basic and optional features. See:

« Configuring Basic Features
» Configuring Optional Features

Before You Begin

Before you begin, ensure that your environment meets the following requirements:

Supported Platforms and Products
Firewall and Port Requirements
Gateway Requirements

Supported Configurations

Supported Platforms and Products

The following platforms are supported:

For the Policy Controller for Microsoft File Servers: Windows Server 2008, 64-bit; with
Application Server Role, with ASP.net enabled

For the Policy Controller for Java: Windows Server 2008, or Red Hat Enterprise Linux 6.6
and 7.0

SAP ECC 6.0 and above
SAP PLM 6.0 and above
SAP EasyDMS 7.0 and above
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e SAPBW7.3and 7.4

» SAP cFolders 4.5

« NextLabs Control Center 7.7

» NextLabs Policy Controller 7.7

» NextlLabs Policy Studio 7.7

« NextLabs Rights Management Server 8.2
» NextLabs Java Connector 7.6

Firewall and Port Requirements

Each Windows PC where the NextLabs Enforcer is being installed must be configured to enable
communication between the Control Center over the required ports. These port settings are
required to enable the Enforcer to send heartbeat messages to the Control Center and receive
policy bundles in return. The ports are also used by the administrative applications that connect
to the Enforcers for status updates and other information.

The following are the default port assignments:

e Push Deployment port: 2000
« Policy Controller port: 8443

« RMI Registry port: 1099. If your implementation uses the Policy Controller for Java, an
exception for the RMI Registry port. To change this port assignment, you need to modify
the JavasDkService.properties file.

Note: The port numbers listed here are defaults. If your Control Center uses differ-
ent port assignments, the exception ports on each Windows PC must match
the Control Center port assignments. The Push Deployment port in particular
is special in that it can be set differently for each Enforcer profile, in the
Enforcer Profile Configuration tab in the Control Center Administrator inter-
face. For details, see the Control Center Administrator’s Guide.

Configuring Firewall Settings
Configure firewall settings on each Windows PC where the enforcer is being installed to allow
connections to the appropriate ports.
Procedure

1 In the Windows Control Panel, select System and Security, then select Windows Firewall.
2 Select Advanced settings.

3 Select Inbound Rules, then select New Rule, as shown in Figure 3-1.
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Before You Begin

Mindowe — =
9 Windows Firewall with Advanced S&lﬂH E‘_‘g
O —

Eile Action View Help

% 2@ = H
Name G... Profile Enabled Action = || Inbound Rules -
Outbound Rules . . ; . =
E-b Connection Security Rules @Mlcrosof‘t Office Communi... Private  Ves Allow (| &3 MNew Rule... )
» %L Monitoring (@ Microsoft Office Communi.. Domain  Ves Allow T Filterby Profile b
@ Microsoft Office Cormmuni... Private  Yes Allow .
@ Microsoft Office Communi... Domain  Yes Allow ' Filter by State ’
@ Microsoft Office Groove Private  Yes Allow ¥ Filter by Group »
@ Microsoft Office Groove Private  Ves Allow View »
@ Microsof't O‘I"fice Live Meeti... P‘ril.raté Yes Allow G Refresh
@ Microsoft Office Live Meeti... Domain  Yes Allow
(@ Microsoft Office Live Meeti... Private  Yes Allow = Exportlist..
@ Microsoft Office Live Meeti... Domain  Ves Allow ﬂ Help
@ Microsoft Office OneMote Private  Ves Allow -
4 1 pll e T 3
f T — — = wee— ae——— —

Figure 3-1: Creating a new inbound rule
4 Select Port as the type of rule to create, then click Next.

5 Select TCP, then select Specific local ports and type the port number or numbers, as
shown in Figure 3-2, then click Next.

— | Te— . . — - —
9 MNew Inbound Rule Wizard - g

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:
& Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports TCP
@ Action ) UppP 1
@ Profile !
@ Mame . . |

Does this rule apply to all local ports or specific local ports?

) Al local ports

( @ Specific local ports: 8443, 443 )

Example: 80, 443, 5000-5010

| Leam more about protocol and ports

| <Back || Net> || Caneel

Figure 3-2: Specifying the ports
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6 Select Allow the Connection, then click Next.
7 Select Domain, Private, and Public, then click Next.

8 Type a name and description for the port rule, then click Finish.

Gateway Requirements

If you are installing Dynamic Authorization for SAP on a server with SAP Basis release 750 or later,
see the Configuring Gateway Settings section for the steps necessary to ensure that the SAP
instance is able to communicate with the Policy Controller.

Supported Configurations

Dynamic Authorization Management for SAP offers several configuration options to support dif-
ferent platforms and communication interfaces. The SAP system can be installed on any platform
certified by SAP. The following sections describe the configurations that are supported.

1. Policy Controller for Java + Java Connector on Windows

The NextLabs Policy Controller for Java can be installed on Microsoft Server 2008 or 2012. When
you install the Java Connector with the Policy Controller for Java, you must manually perform all
the installation steps for installing the Java Connector.

Policy Controller forJava SAP System 6.0

Java Connector

Windows Server 2008 or 2012

Figure 3-3: Java Policy Controller + Java Connector on Windows

2. Policy Controller for Java + Java Connector on Red Hat Linux

The NextLabs Policy Controller for Java can also run on Red Hat Linux. All the steps of the Java
Connector installation on Red Hat Linux must be performed manually; no installation script is
available.
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Before You Begin

Policy Controller for Java SAP System 6.0

Java Connector

—

Red Hat Linux

Figure 3-4: Policy Controller for Java + Java Connector on RHEL

3. Server Policy Controller + Java Connector on Windows

The NextLabs Policy Controller for Windows File Servers only runs in Windows Server 2008 or 2012
environments. If you install Java Connector and the Server Policy Controller on Windows,
NextLabs supplies an installation script that installs files in the proper locations and configures a
properties file.

File Server Policy Controller SAP System 6.0
E Java Connector

Windows Server 2008 or 2012

Figure 3-5: Server Policy Controller + Java Connector on Windows

Installation Procedures for Supported Configurations

This section provides the order of steps that should be followed:

» Step 1: Installing the Policy Controller

» Step 2: Installing Dynamic Authorization Management for SAP

o Step 3: Making the NextLabs Namespace Modifiable

» Configuring the Policy Controller Communication Interface: Java Connector
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Step 1: Installing the Policy Controller
You must install one of the following Policy Controllers:

o The Server Policy Controller.
e The Policy Controller for Java.

For more information about installing Policy Controllers, see the Installing Policy Controllers sec-
tion in the NextLabs Control Center 7.7 Installation Guide.

Next Steps
The next step is Step 2: Installing Dynamic Authorization Management for SAP on page 38.

Step 2: Installing Dynamic Authorization Management for SAP

This section provides information on a new installation of Dynamic Authorization Management for
SAP. NextLabs Professional Services supplies you with the appropriate .car files for Dynamic
Authorization Management products you are installing. This section includes information on the
following topics:

 Installation Files on page 38
 Installation Sequence and Procedure on page 39
« Install the . car files for additional Entitlement Packs as needed. on page 39

Installation Files

The following table lists the installation files for Dynamic Authorization Management for SAP and
for different Entitlement Packs.

Table 3-1: Installation Files for Dynamic Authorization Management for SAP

Product Installation File

Dynamic Authorization Management for SAP NextLabs_Base_770_001.CAR
Entitlement Pack for SAP ECC NXLECC_770_004.CAR
Entitlement Pack for SAP DFPS NXLDFPS_780.CAR
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Installation Sequence and Procedure

As described in Table 3-1, Dynamic Authorization Management for SAP and each applicable Enti-
tlement Pack has its own . car files (Compressed Archive files). The procedure for installing the
.car files is the same, no matter which products you are installing.

Install files in this sequence:

1 Install Dynamic Authorization Management for SAP, either on the SAP ECC system, on the
SAP cFolders system, or on both, using the NextLabs Base 770 001.CAR file.

2 If your base ABAP data system is SAP ECC, install the appropriate .car file for the Entitle-
ment Pack for SAP ECC:

« If your implementation includes support for ACCs, use the NextLabs ECC AC-
C _DMS_770.CAR file.

« If you do not require support for ACCs, use the NextLabs ECC_ 770 004.CAR file.

3 Install the . car files for additional Entitlement Packs as needed.

Before You Begin

Contact NextLabs Support at support@nextlabs.com to obtain the necessary installation pass-
words.

Procedure
1 In the SAP interface, log in to client 000.

2 Enter transaction SAINT. The Add-on Installation Tool screen shows a list of all pre-config-
ured add-ons and systems.

3 Click Start to begin a new Add-on Installation.
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=4 S =RES
Installation Package Edit Goto  Ewras  Utilities  Ervironment  Systern  Help

g _ IO CEe CHE aDoamE
Add-On Installation Tool - Version 7.01/0040

Cl] el

| m |

Ldd-0On Installation Tool : Installed Add-ons

Add-ons and Preconfigured Systems installed in the system
Add-onfPCS |Re|ease |Leve| |Descripti0n |Impnrt clim
ADFTOOLS 400_700 0000 Add-0On Assembly Kit (AOFTOOLS 400_700) D[:
BI_CONT 704 0008 Business Intelligence Content ' oE
EA-APPL .504 0008 5AF Enterprise Extension FLM, SCM, Finan l ac
EA-DFFS .EIJD 0018 5AP Enterprise Extension Defense Farces l ac
EA-FINSERY 'EDD 0018 5AP Enterprise Extension Financial Servi . ac
EA-GLTRADE .604 0008 SAP Enterprise Extensiaon Global Trade . ac
EA-HR B0 D059 SAP Enterprise Extension HR ' ot
EA-HRCAR w00 0059/5uh companent EA-HRCAR of EA-HR ' oc[=]
EA-HRCAT 00 0059 Sub component EA-HRCAT of EA-HRE . U[E
[ I 10

StatusfRemarks -
The overview shows you the installed Add-ons and Preconfigured systems
- Choose [START] to start an installation or an uparade

Figure 3-6: Starting a New Add-On Installation

4 Locate an Installation Package from Installation Package > Load packages > From Front
End.

= =1 @ [
Installation Package Edit Goto  Exdras  Utilities  Environment | System  Help

Load packages »  From Front End ARG (AR R
it SRIT+E 3 Frarm ARpNCatan Server
A e oo D040

Add-0n Installation Tool: PCS package selection

B =W
Installable PCS packages in the System

| PCS |Re|ease |Descripti0n |Package hrp

t Mo Installation Packages are available H

Figure 3-7: Loading an Installation Package

40 NextLabs Dynamic Authorization Management for SAP « User’s Guide

1/10/17



Step 2: Installing Dynamic Authorization Management for SAP

5 Navigate to the appropriate .car file for your installation, then click Open. To identify the
appropriate file, see the section Installation Sequence and Procedure on page 39.

6 When prompted, click Decompress to extract the installer files.

rarne |5ize |F'ath to tardﬁl
NiTO020612293_000000Z  PAT; 275. 650 1 45AP-DEY[4]
[+]
B
[~]
[ [ |[4][+]
Mumber offiles: 1
Total size in bytes: 274 640
|u¥ Decompress |

Figure 3-8: Decompressing the Installation Files

7 Click Start.
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Add-0n instaliation Tool - Version 7.01/0042
T8 B0

Add-0n Installation Tool : Installed Add-ons

Add-ons and Preconfigured Systems installed in the system
Add-on/PCS Release Level Description Import tl.ﬁ
EA-APPL 604 0002 SAP Enterprise Extension PLM, SCM, Finan oc
EA-DFPS BO0 0015 SAP Enterprise Extension Defense Forces oC
EA-FINSERY 600 0015 SAP Enterprise Extension Financial Servi oc
EA-GLTRADE 600 0015 SAP Enterprise Extension Global Trade oC
EA-HR 600 0038 SAF Enterprise Extension HR oc
EA-HRCAR 600 0038 Sub component EA-HRCAR of EA-HR oc
EA-HRCAT 600 0038 Sub component EA-HRCAT of EA-HR oc
EA-HRCAL 600 0038 5ub component EA-HRCAL of EA-HR OrC =
EA-HRCBE 600 0038 Sub component EA-HRCBE of EA-HR 0c =

4 » 4 b

| _Staiusfﬂemarks

o The overview shows you the installed Add-ons and Preconfigured systems
- Choose [START] to start an installation or an upgrade

o] Bac I@ Start I 1% Cancel |

Figure 3-9: Starting the Installation

8 Select the Installation Package from the Installation queue and click Continue to launch
the installation.
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Add-On Installation Tool - Version 7.01/0042

=

Installation of Add-on NEXTLABS Rel.51@ @ Calculated gueus

ABIICIERERS,  Software Components
%’ OCE packages for import
QCE Package IPackage type Software Compon |Release Shart descridm
SAPK-8 10COINMNEXTLABEINStallation MEXTLABS 510 MEXTLABS &
[+]
[~]
(L] I <[]

StatusiRemarks .~
The displayed packages must be imported when installing the Add-on
- ¥ou have not selected any further Support Packages
- Choose [CONTIMNUE] to add Modification Adjustment Transports to the queue
- Choose [BACK] to go backto the Support Package selection

[ sack [ cope [[S  Logs | Screen3/6 [ Cancel |

Figure 3-10: Selecting the Installation Package from the Queue

The screen shown in Figure 3-11 appears. You do not need to enter any information.
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Add-On Installation Tool - Version 7.01/0033

EIENCE]

Installation of Add-on NEXTLABS Rel &1 . Support Package selection
Installation queue Support Package selection

Software Comp.  Target Support Package Lewvel Calculated Package Level [+
NEXTLABS | a \BAPK-SOACOINNEXTLABS |@@00|
SAP_BASIS i a ' | m
SAP_ABA ]
PI_BASIS =]
ST-FI E]
SAP_BW ]
BAP_BS_FMND | —
WEBCUIF ] %

Figure 3-11: Add-On Installation Tool continued
9 Click Continue three times through the screens that display.

10 When prompted to add Modification Adjustment Transports to the queue, click No.

Il:E’Add Maodification Adjustment Transports to the Queus

Doyou want to add Madification Adjustment Transports to
the queue?

Yes f Mo [[5] Info |

Figure 3-12: Modification Adjustment Transports

11 When prompted, enter the appropriate password for the OCS package then click OK. You
must obtain this password from NextLabs.
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III:' SAIMT: Password request

The 0CS Packages specified below reguire wou to enter a password
hefore you can import them.

The specified SAP Motes contain the relewvant password and also
important information, which if you do not take into consideration can
cause serious problems in your system.

IT wou double-click the SAP MWotes you can display them directly in the
SAP Service Marketplace.

OCS Package |3aP Mote |Password |
BAPK-510COINNEXTLABE 567635

ol W

[0l [«[]

Figure 3-13: Enter the Appropriate Password

After the installation process runs, a message appears stating that the installation suc-
ceeded.

12 Click Logs to view the installation Logs and confirm the installation was successful, then
click Finish.
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Add-On Installation Tool - Version 7.01/0033

Installation of Add-on NEXTLABS Rel .51 : Imported gueue

Installation

G Software Companernts

o Imported OCS packages a‘
OCE Packange |Package type |S|:|ﬁware Campon |Re|ease |8h|:|rt descriﬁ
EAPK—5EIEICOINNEKTLAEIElInstaIIatiDn MEXTLABS .5| MEXTLABS &
[+]
[~]
[« ]] <[]

- Choose [FI

StatusiRemarks
_6 The Add-onwas successfully imported with the displayed gqueue

- Choose [LOGS] to display the import logs

MISH] to complete the installation

Back

Il_@ Finish [ Logs || Screen G 6 |R Cancel

Figure 3-14: Viewing Logs and Completing the Installation

When you click Finish, the final screen indicates that the installation succeeded.

Note:

You can verify in the Status/Remarks that the installation was successful. You
can also scroll through the components to locate the newly installed NextLabs

Add-on.

13 Repeat the preceding steps, depending on the type of installation you are performing. See
Installation Sequence and Procedure on page 39.

14 After you ave installed all the necessary NextLabs components, log off client 000 and log in
to client 100. This step is required to continue with the configuration.

Next Steps
The next step is Step 3: Making the NextLabs Namespace Modifiable on page 47.

46
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Step 3: Making the NextLabs Namespace Modifiable

Step 3: Making the NextLabs Namespace Modifiable

Upon initial system setup, you must configure the NextLabs Namespace to be modifiable. This
step must be performed prior to configuring the NextLabs Number Range. The NextLabs Name-
space should be made unmodifiable after configuration is complete.

Note: The only modifications supported for the NextLabs namespace are officially
released NextLabs product code. Customers should not store other modifica-
tions to code in the NextLabs namespace because it can result in installation
and upgrade issues.

Procedure

1 In the SAP interface, enter transaction se03. The Transport Organizer Tools screen
appears.

2 Select Set System Change Option.
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[5 Tool Edit Goto Systemn  Help

@ [dH @@ DHB DDOD DE oW

Transport Organizer Tools

@ @

* 3 Transpon Organizer Tools

= T4 Objects in Requests The Transport Organizer Tools are

. Search for Objects in RequestsiTasks
« 1 Analyze Objects in RequestsMasks For mformation on what a tool does
+ i Include Objects in a Transport Request Documentagion) The documentaty

~ {3 Objects
. Modification Browser
+ & Objects in Custorner Namespace
. Mamespace Information System
- &y DisplawChange Maintenance Objects
« i Display Repalred Objects
= 3 Object Directory
+ 47 Change Object Directory Entries
+ 4 Change Object Directory Enfries of Objects in 3 Request
+ € Change Person Responsible for Objects
* (O ReguestsiTasks
. M Find Reguests
« & Merge Object Lists
+ & Unlock Objects (Expert Tool)
+ D Cancel Relocation Transport
~ {3 Adminisiration
+ [ Sei System Change Opiion]
+ g7 DisplayiChange Namespaces
+ &7 DisplayChange Naming Conventions
- [ clobal Customizing (Transport Organizer
« ¥ DisplayChange Raguest Atiribules

To execute the tool, posiion the cur

Figure 3-15: Transport Organizer Tools
3 In the System Change Option screen, scroll down to the NextLabs NameSpace.

4 In the Modifiable field, change Not Modifiable to Modifiable.
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System Change Option

’? E Q Clignt Sefting
Global Setling Modifiable -
Software Component Technical Name Maodifiable Ei
SAP Enterprise Extension PLM, SCM, Financ _EA-APPL Modifiable -
SAP Enterprise Extension Defense Forces & EA-DFPS Modifiable -
SAP Enterprise Extension Financial Services EA-FINSERY ModiTiable -
SAP Enterprize Extension Global Trade EA-GLTRADE Modifiable -
SAP Enterprise Extension HR EA-HR Modifiable -
Sub component EA-HRCAR of EA-HR EA-HRCAR Modifiable v a
Sub component EA-HRCAT of EA-HR EA-HRCAT Modifiable v| -

LI i »
Namespace/Name Range Prefix Modifiable TEI
SAP Leaming Solution fLS0Y Modifiable - |
Next Labs Mamespace IHEXTLABS/ | Mot moditiable  [<|/
MF INFM! Modifiable i

JoLcs Mot modinable M

SAP Office Suite Program 105PY Modifiable - |
PLM Core Basis fPLHBS Modifiable - |{
PLMW Core ERP integration fPLH1/ Hot modifiable -
PLM Product Centric View IPLHPCY? Not modifiable v/ a
PLM Core Liser Interface fPLMUS Modifiable vl -

i ) 41 »

Figure 3-16: Making the NextLabs Namespace Modifiable
5 Click the Save button.

Next steps

The next step is to configure the communication interface between the Policy Controller and SAP.
See Configuring the Policy Controller Communication Interface: Java Connector on page 49.

Configuring the Policy Controller Communication Interface: Java
Connector

Setting up the communication interface between the Policy Controller and SAP Agent involves the
following procedures:

« Verify that all prerequisites are met (see Before You Install on page 50)

 Installing the Java Connector on page 51

» Configuring the RFC Connection on page 56

« Configuring the SAP JavaSDK Properties File (Manual Installation only) on page 60

» Configuring the Windows System Services File (Manual and Script Installation) on page 61
« Testing the Java Connector Configuration on page 62
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Before You Install

The procedures discussed in this section must be performed before you set up the NextLabs Java
Connector.

Install C++ Runtime Environment on the Policy Controller Host
Before installing the Java Connector on Windows, you must install runtime components of Visual
C++ libraries.

For 64 bit machines:

 Install the 64-bit version of Microsoft Visual C++ 2005 SP1 Redistributable Package. This
download is available for free from the Microsoft Download Center.

 Install the patch for Microsoft Visual C++ 2005 SP1. This download is available for free
from the Microsoft Download Center.

For 32 bit machines:

« Install the 32-bit version Microsoft Visual C++ 2005 SP1 Redistributable Package. This
download is available for free from the Microsoft Download Center.

Define an SAP Gateway Host and Port

The SAP Gateway Host name and port must be defined within SAP ECC. In the steps below, the
host name and port must be inserted into a properties file used by the Java Policy Connector.

Create an RFC User

An RFC user must already be configured within the SAP system (of type Communication, with the
assigned Communication role), before you configure the Java Policy Connector. In addition, the
RFC User must have the following authorizations defined as RFC Name Values:

o /NEXTLABS/*
» RFC1
« SDIFRUNTIME
o SYST

In the procedures that follow, the RFC user must be inserted into a properties file used by the
Java Policy Connector.

Locate Required Values for Configuration

Before you install and configure the Java Connector, make sure you have all the values that you
need to enter as part of set up. Required parameters are listed in Table 3-2, along with
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procedures for how to locate the values (where applicable). You need these values whether you
are installing manually or using the install script.

Table 3-2: Required Parameters for Configuring the JavaSDK.properties File (for
both Script Install and Manual Procedure)

Parameter Explanation How to Retrieve
pc_hostname FQDN for host where the  Contact IT
Policy Controller is
installed
ashost Host where SAP ECC is Contact IT
installed
user RFC user This user should be created by the Basis Administrator.

This user should be Communication type and have the
appropriate role for a RFC user, including the RFC name
values:

e /NEXTLABS/*
« RFC1
» SDIFRUNTIME
e SYST

passwd Password for the RFC User If you are performing a manual install, you must encrypt
the RFC User password (the script installation does this
automatically, so you can just enter the plain text version
of the password in the installation menu.

For a manual installation, this password should be
encrypted using the mkpassword.bat utility supplied with
the installation of the Control Center:

« On the host where the Policy Server is installed, open a
command prompt and browse to <install dir>Policy
Server/tools/crypt.

« Run mkpasswd.bat -password <plain text password>
« The encrypted version of the plain text password

appears. Copy it for use when you configure the SAP
JavaSDK Properties File manually.

gwhost FQDN of host where SAP Contact IT
ECC is installed

gwserv and port The Gateway Service This gateway service name is configured in the following
Name and port defined location:

within SAP ECC « Enter transaction SMGW.

« Navigate to Goto > Expert functions > Host Name Buf-
fer.

« At the bottom of the screen, Gateway Service Ports and
Names are defined.

progid The program ID for the This program ID was defined in the procedures discussed in
Remote Function Call the section Configuring the RFC Connection on page 56.
defined for the Java
Connector communication
interface

<system> The SAP system name Contact the Basis Administrator

Installing the Java Connector

If your implementation includes the Server Policy Controller, the Java Connector can be installed
using a script or manually. If your implementation includes the Policy Controller for Java, the
Java Connector must be installed manually.
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« Script Installation of the Java Connector for the Server Policy Controller on page 52
» Manual Installation of the Java Connector for the Server Policy Controller on page 55
» Manual Installation of the Java Connector for the Policy Controller for Java on page 55

Script Installation of the Java Connector for the Server Policy Controller

If you are installing the Java Connector with the Server Policy Controller, a script is available that
automatically installs and un-installs the Java Connector files and adds the required values to the
Properties file. This script is only available for Server Policy Controllers running on Windows
Server 2008 and 2012, and it must be run from the command line.

Note: Although the script automatically installs and uninstalls files, you still need to
enter values in the Properties file when running the script.

Before You Begin

« Obtain the Java Connector installation file from NextLabs. For more information, con-
tact NextLabs Technical Support at support@nextlabs.com.

» To stop the Policy Controller, you must have the profile password defined in the Control
Center Administrator interface.
Procedure

1 Stop the Policy Controller, if it is running.

2 Locate the Java Connector installation file from NextLabs support (SapJCo-Entitlement-

Manager-<version number>.zip).

3 Open a command prompt as Administrator and navigate to the folder where SAP Java Con-
nector zip file is extracted.

4 Run deployManager.bat. The install menu appears in the console.

52
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Bl C:\Windows\system32\cmd.exe
fiiiiit SAP JCo Deployment Manager #Hit#EHEHEHHTHT

INMOTE: FPlease ST0OF Policy Controller before proceeding further.

[1]1 Set root directory of Policy Controller [C:sProgram FilessMextLahs“Policy
Controller].

[8]1 Install

[9]1 Uninstall

[B]1 Exit

hooze an option [default is A1 =

Figure 3-17: JCO Deployment Manager First Screen

5 In the first screen, enter 1 and specify the root location of the Policy Controller. The
default is c:Program Files\Nextlabs\Policy Controller.

BN C:\Windows\system32\cmd.exe |ﬂ|i-]

ikt SAP JCo Deployment Manager HEHHHHHHHHHT
MOTE: Please STOP Policy Controller hefore proceeding further.

[1] Set »oot directory of Policy Controller [C:sProgram Files“NextLabs“Policy
Controller].

[8]1 Install

[?]1 Uninstall

[B]1 Exit

Choosze an option [default is A1 :1
Enter root directory of PCLldefauwlt is C:S\Program Filesz“MextLahs“Policy Controlle

] :C:“Program Files“HextLabs“Policy Controller_

Figure 3-18: Setting Location of the Policy Controller
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6 Enter g to access the install menu. A screen appears for each of the configuration values
you need to define.

T
N C\Wind ows\system%w. Y
i SAP JCo Deployment Manager #HiH#EHHEHHHHHT

Installation Menu

[11]
[21
[31
[4]
[51
[61
[?1
[B1
[21
[al

Choose

Set Client Host [sap—devB3.demoZB.nextlabs.com]

Set Client System Mo. [AA]

Set Client ID [1881]

Set Client User [nxl_comml

Set Client Password [nextlabhs1231

Set Gateway Host [zap—devB3.demo2B_nextlahs.coml

Set Gateway Sewvvice [zapguwB@dl

fet Gateway Program ID [NXL_CONMNECT_TO_PC]

EPDﬁEEd with IHSTALLATIOM. Make sure all above values are correctly set.
ac

an option [defauwlt is @1 :

Figure 3-19: Installation Menu Options

7 Using the numbered options 1 through s in the Installation Menu, enter the values for the
Properties file. The instructions for retrieving these values are provided in Locate Required
Values for Configuration on page 50.

Note: When you install the Java Connector using the Deployment Manager script, the
RFC user password can be supplied in plain text form. You do not need to use
the mkpassword.bat utility to encrypt the password (as you do for the man-
ual process).

Uninstall deletes all the jars, dlls, and configured values in the SAPJavaSDK-
service.properties file.

It is recommended that you make a backup of the SAPJavaSDKService.proper-
ties file.

8 When you have entered all the Properties values, select 9 to proceed with installation.

9 There is one installation file for the Java Connector that the script cannot install because it
is specific to the host where the Java Connector is being installed. From the extracted con-
tents of the .zip file, open the x1ib folder. Open the folder that corresponds with the
operating system of the host on which you are installing the Java Connector:

» "Windows 64-bit, Intel-Arch: Open the NTia64 folder
o "Windows 64-bit, AMD: open the NTamdé64 folder
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10 In the appropriate folder, select sapjco3.jar and sapjco3.d11. Copy the files to
<install dir>/Policy Controller/jre/lib/ext

Manual Installation of the Java Connector for the Server Policy Controller

If your implementation uses the Server Policy Controller, you can manually install the Java Con-
nector as described in this section.

Before You Begin

» The Policy Controller must be installed.

« Obtain the Java Connector installation file from NextLabs. For more information, con-
tact NextLabs Technical Support at support@nextlabs.com.

» To stop the Policy Controller, you must have the profile password defined in the Control
Center Administrator interface.
Procedure

1 Stop the Policy Controller, if it is running.
2 Create the following folders in the Policy Controller install directory:

<install dir>/Policy Controller/jservice/config
<install dir>/Policy Controller/jservice/jar/sap
<install dir>/Policy Controller/jre/lib/ext

3 Locate the Java Connector installation file from NextLabs support (SAPJCo-Entitlement-
Manager-<version number>.zip).

4 In the zip file, locate the sapJavasSDKService.Properties file at SAPJCo-Entitlement-
Manager-<version number>.zip/SAPJCo-EntitlementManager/config.

5 Copy the sapJavasSDkService.Properties file to <install dir>/Policy Controller/
jservice/config.

6 In the zip file, locate the saPJco-EntitlementManager.jar file at SAPJCo-Entitlement-
Manager-<version number>.zip/SAPJCo-EntitlementManager.

7 Copy the saPJco-EntitlementManager.jar file to <install dir>/Policy Controller/
jservice/jar/sap.

8 From the extracted contents of the .zip file, open the x1ib folder that matches the host on
which you are installing the Java Connector:

» Windows 64-bit, Intel-Arch: open the nTia64 folder
» Windows 64-bit, AMD: open the NTamdé64 folder
9 In the appropriate folder, select sapjco3.jar and sapjco3.dll. Copy the files to
<install dir>/Policy Controller/jre/lib/ext.
Manual Installation of the Java Connector for the Policy Controller for Java

If your implementation includes the Policy Controller for Java, the Java Connector must be
installed manually. The procedure is the same for both Windows and Red Hat Linux systems.
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Before You Begin

« Obtain the Java Connector installation file from NextLabs. For more information, con-
tact NextLabs Technical Support at support@nextlabs.com.

» To stop the Policy Controller, you must have the profile password defined in the Control
Center Administrator interface.
Procedure

1 Stop Policy Controller, if it is running.

2 Create the following folders, if these do not exist (where <tomcat-home> is the installa-
tion location of the Tomcat server).

<tomcat-home>/nextlabs/dpc/jservice/config
<tomcat-home>/nextlabs/dpc/jservice/jar/sap
<tomcat-home>/nextlabs/dpc/jservice/jar/javasdk
<tomcat-home>/nextlabs/shared lib/

3 Locate the Java Connector installation file from NextLabs support: SAaPJCo-Entitlement-
Manager-<version number>.zip.

4 From the extracted contents of the .zip file, locate config/SAPJavaSDKService.proper-
ties.

5 Copy the sapJavasSDkService.properties file to <tomcat-home>/nextlabs/dpc/jser-
vice/config.

6 From the extracted contents of the .zip file, locate jars/sSAPJCo-EntitlementMan-
ager.jar.

7 Copy the sAPJCO-EntitlementManager.jar file to <tomcat-home>/nextlabs/dpc/jser-
vice/jar/sap.

8 From the extracted contents of the .zip file, open the x1ib folder appropriate for the host
on which you are installing the Java Connector:

« "Windows 64-bit, Intel-Arch: Open the nTia64 folder
» "Windows 64-bit, AMD: open the NTamd64 folder

9 In the appropriate folder, select sapjco3.jar and sapjco3.d11. Copy the files to [tom-
cat—home]/nextlabs/shared_libﬁ
Next Steps

After installation of the Java Connector is complete, the next step is to configure the Remote
Function Call (RFC) connection. See Configuring the RFC Connection on page 56.

Configuring the RFC Connection

After installing the Java Connector, the next step is to configure a Remote Function Call. This
step must be performed regardless of the installation method used.
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Procedure

1 In the SAP interface, enter transaction sm59. The RFC connection configuration screen
appears.

2 Select the TCP/IP connections folder, then click Create.

[ RFC  Edit Goto Extras  Utiities  System Help

rH CG@ OHE ODo EHE &b

Configuration of RFC Connections

SO &)@

RFC Connections Ty... | Comment
v [ ABAP Connections
¥ [ HTTP Conrections to External Server
v+ [ Internal Connections
~ TITCR/IP connections|

« [3) CALLTP_wWindowsMT

. DOCUMENTATICN_HELP

- [E] EU_SCRP_win32

* [ F1_HELP_SERVER

E F1_HELF_SERVEFR._3Z2

. F1_HELP_SERVER._40

- [B) GFw_ITS_RFC

Transport Tools: tp Interface

Call winHelp and winWord from B3
Graphical Screen Painter (WindowsMT
Windows RFC server for F1 help on fiel
Windows RFC server for F1 help on fiel
Windows RFC server for F1 help on fiel

44444944~ @ w

Figure 3-20: Creating a TCP/IP RFC Connection
3 Set the Connection type to T.
4 Enter an RFC Destination name, for example, NEXTLABS PC.

Note: Make note of the RFC Destination name. You need to enter this name in the
NEXTLABS/CONCFG table in a subsequent step.

5 In the Technical Settings tab, select Registered Server Program.
6 Enter a Program ID, for example, NXL_ CONNECT TO PC.

Note: Make note of the Program ID. You need to enter this ID in a properties file in a
subsequent procedure.
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[5 Connection  Edit  Goto Extras  Utilities  Swstern Help

rHCEGQ SHE DL RAE &

RFC Destination NEXTLABS _PC

Connection Test  Unicode Test 52

RFC Destination MEXTLABS P
Connection Type T TCP/IP Connection Description
Description

Description 1
Description 2

Description 3

¢ Special Options

Activation Type
J5tart on Application Server
I5tart on Explicit Host

Start on Front-End Waork Station
Registered Server F‘rn:ugrarn

& Registered Server Program

[ = -
Prograrn ID LN}'{L_CONNECT_TO_Pd

Start Type of External Program

Figure 3-21: Defining the RFC
7 Click the MDMP & Unicode tab.

8 Select unicode.
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[5 Connection Edit  Goto  Extras  Utilities  Systern Help

rEO e CHE 200 RE @m

RFC Destination NEXTLABS PC

Connection Test  Unicode Test %2

RFC Destination MNEXTLABS_PC
Connection Type T| TCF/IP Connection Description
Descriptiun

Description 1
Desctiption 2

Description 3

 Administration | Technical Settings | Logon & Security, MDMP & Unicode | Special Options

| Communication Type with Target System =

MNon-Unicode
MDOMP Settings

s =3
& LInicode
L |
Character Conwversion
« Default Setting Ignare Error, Error Indicatar; '#' = U+0023

“15hart Durnp &fter Canversion Errar

Figure 3-22: Selecting Unicode

9 Save the configuration.

Next Steps

After RFC connection is configured, the next step is to configure the properties file used by the
Java Connector. See Configuring the SAP JavaSDK Properties File (Manual Installation only) on
page 60.
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Configuring the Properties and Services Files Manually

Two additional files must be configured for the Java Connector: the
SAPJavaSDKService.properties file and the Windows services file.

If you used the script method of installation, then the SAPJavaSDKService.properties file is
already configured (the script provides a menu where you can enter the required values, which
are written to the properties file automatically). However, you must still configure the Windows
Services file manually.

Configuring the SAP JavaSDK Properties File (Manual Installation only)
If the Java Connector files are installed manually, the SAPJavaSDK properties file must be config-
ured to communicate with the SAP Server and the Policy Controller.

Note: If you use the installation script, the properties file is configured automati-
cally. Configuring the SAP JavaSDK properties file when using the script is nec-
essary only if you want to change information after the initial installation, or
add additional SAP Servers or Policy Controllers to your implementation. For
more information on how to configure multiple Policy Controllers for load bal-
ancing, see Load Balancing the Policy Controller on page 251.

Procedure

1 Stop the Policy Controller.
2 Navigate to and open the sapJavaSDKService.properties file in the following location:

<tomcat-home>/nextlabs/dpc/jservice/config

3 Verify that jar-path is set to the following:

<install dir>/Policy Controller/jservice/jar/sap/SAPJCo-EntitlementManager.jar
4 Locate the section for server destination details prefix.

5 If necessary, add a new set of server and destination parameters to reflect the number of
servers in your implementation.

For each server instance, you must append prefix values to the dest name and
server name property in the following format: DEST<number> ; and SERV<number> ;
where <number> refers to the server instance.

For example, below is the configuration for three server instances.

#server destination details prefix
dest prefix=DEST1 ;DEST2 ;DEST3 ;
server prefix=SERV1 ;SERV2 ;SERV3 ;

If our implementation included four server instances, we would add DEST4 ; t0 dest pre-
fix and SERV4 ; tO server prefix.

6 Locate the destination data provide connection details section. Enter the following
information:
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e ashost = FQDN for the host where SAP ECC is installed
e sysnr= System number

e client= client

e user= RFC user name

e passwd= RFC user password. This password must be encrypted using the mkpass-
word.bat utility installed with the Policy Server. These instructions are provided in
Locate Required Values for Configuration on page 50.

Note: For more information on how to use the mkpassword.bat utility, see Control
Center Installation Guide.
e lang= language code (en for English)
7 Locate the server data provider connection details section. Enter the following

information:

e gwhost = Gateway host name

e gwserver = Gateway service hame

e progid = Program ID that was defined in the RFC configuration step (in our example,
NEXTLABS CONNECT TO PC)

8 If you are upgrading from a previous release of Dynamic Authorization Management for SAP,
enter the following line in the sAP module names section:

jpc_query mval handler=/NEXTLABS/JPC_MAIN MVAL

9 After you have made all the changes, save and close the properties file.

Configuring the Windows System Services File (Manual and Script Installation)
You must enter the SAP Gateway service and port number in the Windows Services file on the host
where the Policy Controller is installed.
Procedure

1 Browse to <windows Home>System 32\drivers\etc.
2 Open the services file using Wordpad or Notepad.

3 Add a new entry in the file for the Gateway Service hame (the gwserv parameter value)
and port. For example:

sapgw00 3300/tcp #sap connection for NextLabs
4 Save the file.

Next Steps

After configuring the Properties and Services files, the next step is to test the connection. See
Testing the Java Connector Configuration on page 62.

There is an additional step to configure the Java Connector: you must define the AGENT comMU-
NICATION OPTION and AGENT RFC NAME in /NEXTLABS/CONCEG. This step is discussed in Config-
uring SAP Data Handling and Connection Settings on page 94.
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Testing the Java Connector Configuration

After the configuration is complete, the final step is to test the Java Connector configuration.
Procedure

1 In SAP ECC, enter transaction sMcw. The Gateway Monitor appears.

2 In the Go to menu, select Logged in Clients.

3 Check for the Program ID that was defined for the RFC in SM59.

[E Lst Edt Goto  Settings  Swstem Help

OoH CGQ DHE Do BE @6

Gafeway Monitor for NQ3 / Connechions fo Clients
TYEFE aF BE =l TP <T [

Mu LU Name TP Mame Syst. Type Host 1

[ 1] jNQS.qapr.qalahD1.next___ sapgw00 Local web AS MO,

175 NOI-PC-Copy XL _COMMECT _0A Reqgistered Server MNO3-A
244 N3 IGS.NQ3 Registered Server NO3

Figure 3-23: Testing the Java Connector Connection

Testing the Connection from the Policy Controller Side

You can test the connection from the Policy Controller side provided that you have performed the
following tasks:

« Installed Dynamic Authorization Management for SAP.

e In /NEXTLABS/CONCFG table (accessed through sm30), made the following configuration
changes:
- AGENT COMMUNICATION OPTION should be set to rrc.
- AGENT RFC_NaME should be set the RFC Destination Name that was defined in
SM59.

After you have performed these tasks and started the Policy Controller, you can test the connec-
tion from the Policy Controller side.
Procedure

1 Browse to the location of the Agent log at <InstallDir>\Policy
Controller\Agentlog.
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2 Search the log for the following message, which indicates the starting of the SAPJavaSDK,
used in the Communication interface.

INFO: SAPJAVASDK init () started.

The installation is complete.

Next steps

The next step is to configure Dynamic Authorization Management for SAP. See Configuring Next-
Labs Control Center for Dynamic Authorization Management for SAP on page 65.
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This section describes the basic configuration steps for the Entitlement Manager for SAP. It cov-
ers configuration of the base product and all the Entitlement Packs.

Topics:

« Configuring NextLabs Control Center for Dynamic Authorization Management for SAP
« Configuring NextLabs Entitlement Packs and SAP Data

» Using the NextLabs Configuration Tool

« Configuration for Policy-based Security Classification

« Configuring Enhancement Implementations

Configuring NextLabs Control Center for Dynamic Authorization
Management for SAP

This section explains how to configure NextLabs Control Center for Dynamic Authorization Man-
agement for SAP. The configuration procedures in this section are required regardless of the Enti-
tlement Packs and features installed on your implementation.

» Enrolling Users from SAP into Control Center
« Configuring SAP Actions
« Configuring SAP Obligations

Enrolling Users from SAP into Control Center

You can enroll SAP users into NextLabs Control Center so that they can be added to User Compo-
nents in Policy Studio. This is a two-stage process: first extract user data from SAP; then upload
user data into Control Center.

Extracting User Data from SAP

You can download user data from SAP by scheduling a batch job to run the extract program: /
NEXTLABS/USER_EXTRACT.
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Procedure

1 In the SAP interface, enter transaction sM36. The Define Background Jobs screen appears.
See Figure 4-1.

Define Background Job
|ﬁ Start condition ||E';>" Step | |£ Job selection |||3 Owin johs ||ﬁB Job wizard || Standard jobs
General data
Job narne EXTRAGT_USER1
Jobclass C
Status Scheduled
Exec. Target Spool list recipient
Joh start Joh frequency
Job steps

Figure 4-1: Define Background Job Screen

2 Enter the Job name and click Step on the application tool bar. A pop-up window appears.

Program values

“ ABAP program || |E}€terna|cummand| | External program

Figure 4-2: Program Values Pop-up Window
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3 Click ABAP program, and enter the name of the ABAP program: /NEXTLABS/USER EX-
TRACT.

Program values

|| ABAF prograrm || | External command I | External prograrm
ABAF program
Hame ‘ fMEXTLABS/USER_EXTRACT |
Variant
Language EN/

Figure 4-3: Enter the ABAP program name

4 Click Check and Save at the bottom of the window, then, return to the Define Background
Job screen by clicking Back.

5 Click Start Condition in the tool bar. A pop-up window appears, prompting you to schedule

the job.
Immediatel | DatelTirme | | After job | | After event | | Atopers
DiaterTirme
Scheduled start Date [=)Time
Mo Start After Date Tirme

Figure 4-4: Scheduling the background job

6 Schedule the start Date and Time conditions, or click Immediate to start the job at once.
You can also schedule the job to run repeatedly by clicking on the Date/Time button and
specifying the frequency. Click Check and Save.

7 After the pop-up disappears, be sure to click Save to save the job definition in the original
screen. This is very important. If the job definition is not saved in the Define Background
Job screen, the job is not scheduled. After you save the job, a message appears at the bot-
tom of the screen in the status bar displaying the job saved or released message.

8 To verify the job definition, enter transaction sM37 and click Execute. Make sure the User
name in the selection screen is the same as the one used to define the job. The jobs sched-
uled or released by this user are displayed as in Figure 4-5.

Note: The download path for the user extract file can be configured using the FILE
transaction.
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Jati Lri| Job Craatads | status Start date|Start time |Duration(sec.)|Delay (s&c.)
- GODE_INSPECTOR_DELETION DEVELOPERS  |Fimiskisd 30.08,2010]81:00:12 4 12
[ EU_PUT DEVELOPERS  |Fimishad 20.08.2010)00:18:11 1 1
[l EU_REDRS DEVELOPERS  |FArdEhed 30.08.2010)01:40:12 218 12
] EXTRACT_USER1 DEVELOPERS |Fifi&hed 30.08.2810]17:17:35 1 ]

Figure 4-5: Verifying the job definition

Uploading SAP User Data into Control Center

After you have extracted user information from SAP, you need to upload it into NextLabs Control
Center.

Before You Begin

Obtain the Enrollment Adapter file from NextLabs. For more information, contact NextLabs Tech-

nical Support at support@nextlabs.com.

Procedure

1 Locate the Enrollment Adapter file from NextLabs Technical Support.

2 Extract the Enrollment Adapter zip file to c:\Program Files\NextLabs\Policy-
Server\tools\enrollment. This creates a folder named sAPEnrollmentAdapter, Which
contains the following files:

» Mapping.properties (maps SAP export columns to the ldif template)

» Sap_nextlabs_com.def (ldif enrollment definition file that maps ldif to the dictionary)
» Sap2ldif.bat (script that calls the ldif converter)

« SAPDatalLdifConverter.jar (converter program)

3 Change the mapping properties enrollment domain in two places to reflect the SAP system
and company, for example, “EC2.nextlabs.com.”

 dn: cn=<<UserlD>>,dc=sap,dc=domain_name,dc=com
« userPrincipalName: <<UserID>>@sap.domain_name.com

4 Set two file paths in sap21dif.bat. The first points to the folder on the SAP ECC server
where the user extract is being placed. You should share this folder on the ECC system so
that the enrollment process can reach it. The second is the output location of the ldif file.

e “C:\Program Files\NextLabs\PolicyServer\java\lbin\java” -jar SAP-
DatalLdifConverter.jar mapping.properties “\\DEMO20-
SAP02\src\userdata.txt”

e “C:\Users\user.name\Documents\sapldif\sap nextlabs com.ldif”
5 In sap_nextlabs com.def, change the location of the ldif filename to

“C:\Users\user.name\Documents\sap 1ldif\sap nextlabs com.ldif” (Thisis
the same path as the output file.)
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e 1dif.filename C:/Users/user.name/Documents/sapldif
sap nextlabs com.ldif

6 To run the conversion, run sap21dif.
7 Set up enrollment for the ldif using the enroll and sync commands of the enrollmgr utility.

enrollmgr -u Administrator -enroll -t LDIF -n sap.domain name.com
-d “C:\Program Files\NextLabs\PolicyServer\tools\enrollment\SAPEn-
rollmentAdapter\sap nextlabs com.def”

enrollmgr -u Administrator -sync -t LDIF -n sap.domain name.com
-d “C:\Program Files\NextLabs\PolicyServer\tools\enrollment\SAPEn-
rollmentAdapter\sap nextlabs com.def”

Next steps

The next step is Configuring SAP Actions on page 69 in Policy Studio.

Configuring SAP Actions

Before you can write SAP policies, you must add SAP actions to Policy Studio. Actions include SAP
Copy-From, Execute Transaction, Check-in, and others.

Procedure

1 Use Notepad or WordPad to open one of the following XML files supplied by NextLabs Tech-
nical Support:

e Open SAP Actions_FullBuild.xml if you are installing Dynamic Authorization Management
for SAP for the first time. This file contains all the SAP actions.

» Open SAP Actions_Upgrade.xml if you are upgrading Dynamic Authorization Management
for SAP. This file contains only the new SAP actions added in the current release.

2 Open the main configuration file, configuration.xml, on the Control Center host. By
default, this file is located in

<installDirectory>\PolicyServer\server\configuration

3 Copy the actions from SAP Actions_FullBuild.xml or SAP Actions_Upgrade.xml.
4 Paste the actions into configuration.xml in the <ActionList> </ActionList> section.
The following are examples of actions in the <ActionList> section of configuration.xml.

<ActionList>
<Action>
<Name>SAP_ COPY FROM</Name>
<DisplayName>SAP Copy-From</DisplayName>
<ShortName>CF</ShortName>
<Category>Transform</Category>
</Action>
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<Action>
<Name>CHECK IN</Name>
<DisplayName>Check in</DisplayName>
<ShortName>CN</ShortName>
<Category>Transform</Category>
</Action>

</ActionList>

5 Save the changes and restart Control Center.

6 After the system restarts, test the configuration by opening Policy Studio and searching for
the new actions in the Actions component pane.

Next steps

The next step is Configuring SAP Obligations on page 70 for Policy Studio.

Configuring SAP Obligations

You also must insert obligations for Entitlement Manager for SAP in the Control Center configura-
tion.xml file. The following obligations may be required, depending on your configuration:

o SAP User Alert: Display messages defined in Policy Studio to users in SAP

« SAP Message Class Display: Display messages from SAP Message classes as part of a NextLabs
policy notification

« Set Classification Value: Trigger Policy Based Security Classification (PBSC)

» Data Segregation - Blacklist: Specify the content servers where classified data cannot be
stored

» Data Segregation - Whitelist: Specify the content servers where classified data can be stored

Note: Another obligation pertinent to Rights Management Server may be required to
implement Integrated Rights Management policies. See Configuration for Inte-
grated Rights Management (IRM) on page 145.

Procedure

1 Use WordPad or NotePad to open one of the following XML files, supplied by NextLabs Pro-
fessional Services:

« Open SAP Obligations_FullBuild.xml if you are installing Dynamic Authorization Manage-
ment for SAP for the first time. This file contains all the SAP obligations.

» Open SAP Obligations_Upgrade.xml if you are upgrading Dynamic Authorization Manage-

ment for SAP. This file contains only the new SAP obligations added in the current
release.

2 Open the main configuration file, configuration.xml, on the Control Center host. This file is
located at:
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<installDirectory>\NextLabs\PolicyServer\server\configuration

3 Copy the obligations you require from SAP Obligations_FullBuild.xml or
SAP Obligations_Upgrade.xml.

4 Paste the obligations into configuration.xml file in the <obligations> </Obligations>
section.

5 Save your changes and restart Control Center.

6 After the system restarts, test the configuration by opening Policy Studio and creating a
new policy. The new obligations should appear in the drop-down list of Custom Obligations.

Note: For example policies that use these obligations, see Designing SAP Access Con-
trol Policies on page 204, Designing Integrated Rights Management Policies on
page 228 and Designing Data Segregation Policies on page 231.

This completes the configuration of NextLabs Control Center to support Dynamic Authoriza-
tion Management for SAP.

Next steps

The next steps are Configuring NextLabs Entitlement Packs and SAP Data.

Configuring NextLabs Entitlement Packs and SAP Data

After NextLabs Control Center has been configured for Dynamic Authorization Management for
SAP, Entitlement Packs and SAP data can be configured. The required procedures vary depending
on which Entitlement Packs are being used. Many of the procedures described in this section,
however, apply to all the Entitlement Packs.

» Activating Entitlement Packs (EPCONF) on page 77
« Configuring Data in the Security Classification Maintenance table:
- Adding Composite Keys and Classification Values on page 78
- Linking Composite Keys (SECENH) on page 83
- Mapping Security Fields (SECMPG) on page 84
- Configuring Security Identifier/Composite Key Value Tables (EPVAL) on page 86
« Configuring Ul Functions on page 88
» Mapping Transaction Codes and Ul Functions to Actions (ACTIONS) on page 90
» Configuring SAP Data Handling and Connection Settings on page 94
« Configuring View Filtering (EasyDMS Only) on page 102
» Configuring Number Range Intervals on page 103
« Configuring the NextLabs Number Range on page 104
» Configuring Policy Checks Based on Transaction/Ul Function on page 109
» Configuring Special Fields for the Security Classifications Maintenance Table on page 111

» Defining How Security Classifications and Access Control Contexts Should Be Applied on
page 112
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» Defining How Multiple Security Classifications Should Be Applied on page 116
» Configuring Access Control Context Settings (PLM Only) on page 121
« Configuring the Transactions or Functions to Intercept on page 123

Using the NextLabs Configuration Tool

Use the NextLabs configuration tool to configure Dynamic Authorization Management and Entitle-

ment Packs using SPRO (SAP Project Reference Object).

Note: The configuration tool covers only the configuration procedures performed in
SAP. You must already have installed the software components as described in
Installation and Set Up on page 33, and performed the configuration proce-
dures in the NextLabs Control Center as described in Configuring NextLabs
Control Center for Dynamic Authorization Management for SAP on page 65.
Procedure

1 In the SAP interface, do one of the following:

Enter transaction/NEXTLABS/CONFIG. This transaction shows the installed NextLabs
components only, as shown in Figure 4-6.
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FCIick the Documentation icon for information about the procedure

Display IM
% EF Existing BC Sets & S ”

MextLabs: Entitlernent (Manager/Packs) Configuration
= MextLabs Entitlernent Manager Configuration

b @f MextLabs Entitlernent Pack for ECC Configuration

b @f MextLabs Entitlernent Pack for EasyDMS Configuration
e MextLabs Entitlernent Pack for PLM Configuration
=t MextLabs Entitlernent Pack for BW Configuration

Figure 4-6: Using /NEXTLABS/CONFIG to access the configuration tool

» Enter transaction SPrRO, then do the following:

a Click SAP Reference IMG, then expand the Cross-Application Components node.

b Expand NextLabs: Entitlement (Manager/Packs) Configuration. As shown in
Figure 4-7, the configuration tool organizes procedures by Dynamic Authorization
Management and Entitlement Packs. You see only the Entitlement Packs that you
have installed.
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Display IMG
%% B 07 | Existing BC Sets & Gy i
Structure
- & SAP Custornizing Irmplementation Guide —
o @f @ Activate Business Functions -
* SAP MetWeaver

¥ @f Enterprize Structure

- B Cross-Application Components

“ @f @extLahS: Entitlernent (Manager/Packs) Cunﬁguratiuﬁ!
b

....................................................................... |
Mextlabs Entitlernent Manager Configuration

Mextlabs Entitlernent Pack for ECC Configuration
Mextlabs Entitlernent Pack for EasyDMS Configuration
MextLabs Entitlernent Pack for PLM Configuration
Mextlabs Entitlernent Pack for BW Configuration
Processes and Tools for Enterprise Applications

PEPEE

b

v B motification

¥ @f European Monetary Lnion: Buro

b @f Docurnent Management -
e Classification System -

Figure 4-7: Using SPRO to access the configuration tool
3 Configure the NextLabs Dynamic Authorization Management, which is the base product.

4 Configure each Entitlement Pack that you want to implement. See Configuring NextLabs
Entitlement Packs and SAP Data on page 71.

5 For more information about procedures, click the Documentation icon shown in Table 4-1.

Checking Configuration Status

As you finish configuring Dynamic Authorization Management and each Entitlement Pack, you can
run a utility to check if each component has been configured correctly. To run this utility, either
run transaction /NEXTLABS/UTIL CNFG, or execute the Utility Program to Check Configura-
tion activity, as shown in Figure 4-8.
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Display IMG
% EJ % Existing BC Sets Gy &y >
StructLre

v B INextLabs: Entitlement (Manager/Packs) Configuration|
e @f MextLabs Entitlernent Manager Configuration

v B Set-up Communication between Policy Controller and SAP
v B Configure SAP Data Handling and Connection Settings
- B & cConfigure Number Range of Subobjects
d @f @ Define Murmber Range for fNEXTLABS, Obiject
« By &b Map Classification Fields with Policy Field Attributes
b @f Configure SAP User Extraction
y B Enhancerments

d @(@ Utility Program to Check Cunﬁguratiun)

Figure 4-8: Executing the utility to check configuration status

The utility displays a report showing the status of each configuration activity, as shown in
Figure 4-9. The Activity Message column provides a description of the status. The Activity Result
column provides a graphical status. A green symbol indicates that the configuration meets the
minimum requirements, a yellow symbol is advisory (for example, an optional item is inactive),
and a red symbol indicates an error that needs to be fixed.

The utility’s primary function is to report which configuration activities have been completed and
which have not. Even if all activities are complete and have the green or yellow status, this does
not necessarily mean that the configuration is appropriate for your system or that policies will
run as intended.The utility is comparable to a programming tool that can detect syntax errors,
but not errors in logic.
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v [ INSTALLER_CHECK
__________________ L5

~ 3 [CONFIG_CHECK]
~  EM_CONFIG
v [ COMCFG_TABLE
« [ SECMPG_TABLE
« [ NRCOMF_TABLE
« B NUMBER_RAMNGE
~ I EP_CONFIG
+ [E) EPCOMF_TABLE
+ [ EPCLS_TABLE
» [ SECENH_TABLE
+ [ EVLIDT_TAELE
« [B) CHECLS_TABLE
- [E) EPVAL_TABLE
+ [B) ACTION_TABLE
+ [ OPTCFG_TABLE
« [3) PESCFG_TABLE
- 2 ECC_COMFIG
« [ EPCOMF_TABLE
« [E) PESMAT_TaELE
* [ PESDIR_TAELE
+ = EDMS_CONFIG
+ [ EPCOMF_TABLE
« B EDMS_FUNC
- [E) EDMS_FILTER
~ 2 PLM_CONFIG
+ [2) EPCOMF_TABLE
« B PLM_FuUNC
- B pLm_acc
v [ ENHSMNCEMENTS CHECK

To Check Config, Doubleclick the Mode!

Mextlabs Entitlement Config Check

Nextiabs: Enfitiement Manager/Pachs Configuration Check

Activity Result

(e v oo o I v v O o v o o v o o o o o v v e

Activity Message

SECMPG Table is configured correctly
MRCOMF Table is configured correctly
MEXTLABS Murnber Range is configured Correctly

EPCOMF Tahle is configured correctly

EPCLS Table is configured correctly

Compound Key is Configured in the system

EVLIDT Table is configured correctly

CHECLS Table is configured correctly

Security Identifier YWalue table is configured correctly

ACTIOM Table is configured correctly

Security Identifier Default configuration with Transaction Code is
PBSC Configuration for, Security Identifier with UL FuncfFunction

EPCOMF Tahle is configured correctly
PBESC Configuration for,Material Identifier is configured correctly
PESC Configuration for, Document Identifier is configured correct

EPCOMF Table is configured correctly
EasyDMS: LI Function Table is configured
EasyDMS: Wiew Filtering is active

EPCONF Table is configured correctly
PLM: LI Function Table is configured
PLM: &ccess Control Context Table is configured

Figure 4-9: Configuration status report
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Activating Entitlement Packs (EPCONF)

The next configuration step is to activate the Entitlement Pack for the SAP back-end systems in
the /NEXTLABS/EPCONF table.

Procedure

1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen appears.

2 In Table/View, enter /NEXTLABS/EPCONF to access the NextLabs Entitlement Pack Configu-
ration screen.

3 Click Maintain.
4 Enter the NextLabs Entitlement Pack you are installing:

o For SAP BW, enter NXLBW

o For SAP cFolders, enter NxLCFX

o For SAP EasyDMS, Enter NXLEDMS
o For SAP ECC, enter NXLECC

e For SAP PLM, enter NXLPLM

o For SAP S/4HANA, enter Nx1Ls4H

5 Select Flag for Activation of EP.
6 Enter the Identifier Append Structure used for the Entitlement Pack.

» For SAP BW, enter /NEXTLABS/SECIDT BW

» For SAP cFolders, enter /NEXTLABS/SECIDT CF

» For SAP EasyDMS, enter /NEXTLABS/SECIDT ECC

» For SAP ECC, enter /NEXTLABS/SECIDT ECC

» For SAP PLM, enter /NEXTLABS/SECIDT ECC

o For SAP S/4HANA, enter /NXLS4H/SECIDT S4HANA

7 Click Save to save the configuration. Figure 4-10 shows a configuration example to activate
SAP cFolders and SAP ECC.

NextLabs Dynamic Authorization Management for SAP « User’s Guide 77



Chapter 4: Configuring Basic Features

& ~dH @@ ODHE DDhozx BAE 20

Display View "NextLabs:Entitiement Pack Configuration”: Overview

7E B E

MextLabs:Entitlerment Pack Configuration

Mextlabs Entitlernent Pack Flag for Activation of EP Identifier Append Structure il
= =

EIXLCFX J f JHEXTLAES /SECIDT_CF o
WHLECE v /NEXTLAES/SECIDT _ECC o

Figure 4-10: Example of NextLabs Entitlement Pack Configuration

Next Steps
The next step is Linking Composite Keys (SECENH) on page 83 for Entitlement Pack for ECC.

Adding Composite Keys and Classification Values

The first step of configuring data for the Security Classification Maintenance table is identifying
the data to be displayed. The following are the types of data that appear in the Security
Classification Maintenance table:

» Security Identifiers on page 78
« Composite Keys on page 79
» Classification Values on page 79

Security ldentifiers

A Security Identifier is the primary business object that classifications are applied to. Several
Security Identifiers are configured in the Security Classification Maintenance screen upon
installation, including Material and Document. Custom Security Identifiers can also be
configured. However, this addition is only relevant if you are adding custom enhancements for
new transactions, and this procedure is discussed in This section explains the custom
enhancements available for the NextLabs Dynamic Authorization Management for SAP. on page
255.
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Composite Keys

The Security Classification Maintenance table also contains Composite Keys. Composite keys
enable you to create a unique version of a Security Identifier that can be classified
independently. For example, if the Identifier is Document and a Composite Key is Document
Version, you can maintain a unique classification for the combination of Document and Document
Version. A Security Identifier can have any number of Composite Keys associated with it.

Classification Values

The Security Classification Maintenance table also contains Classification Values. These are clas-
sifications customers want to associate with business objects. Some common examples are
export control, license, and IP control category. Classification values should be configured to
reflect requirements addressed in a customer implementation.

Security Identifiers Which fields should display as classification values?

= E O E
Phject Edit Goto  System  Help

| 34 CEQ I JEHE OTon RE| @ D
Security Classification

ElEIEEEEE N E E RIS E R E R R R EE ER T A = R
Security Classification Maintenance |
MATERIAL |DOCUMENT TRAMSACTION WL FUNCTIONlE}{PORT SECURITY |E>{PORT LICENSE |COMPANY SECURITY |ECC[~‘
MAT-100-3 E % ITAR

MAT-100-5 = [ITAR

MAT-200-1 il ITAR

MAT-200-4 | *

ITAR
Figure 4-11: Customizing the SAP Security Classification Screen

Adding Composite Keys

Composite Keys are not required, but are commonly used in SAP systems to track different states
of business objects. For example, the Composite Keys for Document are included in the NextLabs

installation because they are so common; these include DOKTL, DOKAR, and DOKVR. You can add
composite keys as needed.

Note: To prevent custom enhancements from being overwritten by NextLabs
upgrades, create Append Structures in your customer namespace. Do not you
add Append Structures to the NextLabs namespace.

Procedure

1 In the SAP interface, enter transaction sg11.

2 Select Data Type, and in the field, enter the structure name /NEXTLABS/SECENH CLS, then
click Display. The pre-configured composite keys display.
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3 Click Append Structure on the toolbar.

[= Structure  Edit  Goto Utlities  Extras Erdronment  System Help W

&

Dictionary: Display Structiure

s PR e L aBEE Higrarchy Display Cﬂppend Structure..)
Structure JHEXTLABS /SECENH _CLS Active -
Short Description Mextlabs: SECCLS: Composite key for Classification

attributes < Components } Entry helpfcheck 1 Currencyfguantity fislds

dH @@ CHE DDa8 BE @

¥ ||[|'§'3| [k ==L |€||||E"§| Predefined Type 173
Component Typing Method Component Type  Data Type  Length |Dedi... Short Description
ZDD_KAR ij:ues ¥ DOKAR CHAR. 3 0Docurnent Type
DOETL Types * DOKTL_I CHAR 3 0Docurnent Part
LOEVE Types * DOEVE CHAR & 0Docurnent Wersion
i) i

Figure 4-12: Append Structure
4 If the message No append defined appears, click OK.
5 Click Create Append, enter an Append Structure name, then click Continue.

6 In the Append Structure screen, enter information for the Component you want to add. In
our example, we add a werks Component for Plant.

Note: To add additional Composite Keys, you can add them to the same Append
Structure.
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[= Structure Edit  Goto Utilities  Extras  Erwironment  Systern Help

& - JH @@ CHE ©DDhLod BRE @ E
Dictionary: Display Append Structure
== | P E 4u ) L S E Hierarchy Display  &ppend Structure

Append Structure ZCUSTOM COMPOSIT KEY Active

Shott Description CLstorner Cornposite Keys

Y EFEEE [ZPE[E]4] redeined Tie | show appending ob Todn
Component RT... Component type Data Type  |Length Deci... Short Description
E]'ERKS li WEEK: D CHAF. 4 OPlant

Figure 4-13: Adding a Composite Key as a New Component
7 Save and Activate the new component.

8 Save and Activate the new Append Structure.

Adding New Classification Values

Custom Classification values can be added to the Security Classification Maintenance table.

Note: To prevent custom enhancements from being overwritten by NextLabs
upgrades, create Append Structures in your customer namespace. Do not add
them to the NextLabs namespace.

Procedure

1 In the SAP interface, enter transaction se11.

2 Select Data Type, and in the field, enter the structure name /NEXTLABS/CLS APPEND. The
default Classification values that default on installation display.
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3 Click Append Structure on the toolbar.

[5 Structure  Edit  Goto  Utlities  Extras Erwironment  System Help w_

& FdH @@ SHR Dhoh BRE @

DicHanary: Display Structure
- = S SOl B - S A = | Higrarchy Display | Append Structure..,

Structure JNEXTLABS /CLS_APPEND ] Active

Shiort Description Net ahs: SEECL S:Classification Structure

. attributes ./ Components Currency/quantity fields

¥ [EleEE FEER] -
Component RT... Component type Data Type  Length Deci.. |Short Description
[EXPSECRTY j || /NEXTLAES/EXPSEC CHAR 4 OExport Security
EXPORTLIC [| /NEXTLAES/EXPLI.. CHAR 10 0Export License
CMPSECRTY | /NEXTLAES/CMPSEC CHAR z0 0 Company Security
ECCN [ /NEXTLAES/ECCH  CHAR 5 0ECCH
USHL [[| /HEXTLAES/USHL  CHAR 10 0LUSML
IF_SECRTY 7| /NEXTLAES/IFSEC CHAR 10 0IP Security
ACC | /HEXTLAES/ACC CHAR 255 0 Access Control Context (Back_End Integration)
SOURCE S¥3 | /MEXTLAES/SYS CHAR 30 OMextLabs - Source of System -
L 1“0

Figure 4-14: Append Structure
4 If the message No append defined appears, click OK.
5 Click Create Append, enter an Append Structure name, then click OK.
6 In the Append Structure screen, enter information for a new Component(s).
a Enter the Component name.

b If you want to select a predefined Component type, enter it in the Component type
screen (the characteristics of the Component type default in the Data Type, Length, and
other fields).

¢ If you do not want to select a pre-defined Component type, define the component char-
acteristics:

- Enter the component Data Type (for example, CHAR).
- Enter the Length of the field.
- Enter a Short Description of the component.
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4 Save and Activate New Component.

5 Save and Activate the new Append Structure.

Next steps

The next step for Composite Keys is to associate them with a Security Identifier (see Linking Com-
posite Keys (SECENH) on page 83). This step is not necessary for Classification Values. If you are

configuring Classification Values only, the next step is Mapping Security Fields (SECMPG) on page
84.

Linking Composite Keys (SECENH)

After adding Composite Keys, you must link them to a Security Identifier. This is done in SECENH.

Procedure

1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen
appears.

2 In Table/View, enter /NExTLABS/SECENH. Click Display. The Maintain Security Identifier
Composite Key screen appears.

3 Change from Display to Change view.
4 Click New Entries.

5 For the existing Security Identifier pocnuM, enter the following three Key Fields (as shown
in Figure 4-15):

e DOKAR: For Document Type
e DOKTL: For Document Part
e DOKVR: For Document Version
6 Associate each new Composite Key configured in the previous step with a Security Identi-

fier. In Figure 4-15, the Security Identifier for Material (MATNR) is linked with a Composite
Key for Plant (WERKS).

Note: You can use the Search Help to see the list of valid Security Identifiers and Key
Field (Composite Key) Names.
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[E Table Wiew  Edit Goto  Selection  Utiities  System Help

& " JH O EHE DDhLo8 AR @
Display View "Nextlabs:Maintain Security Identifier Composite Key': Ov
v E E

Mextlabs:Maintain Security Identifier Composite Key

Security Identifier Key Field Mame E

DOCNTM DOKAR -

D CHUM DOETL et

DOCNTTM DOKVE

MATNE E]'ERKS j

Figure 4-15: Linking Composite Keys to Security Identifiers

7 Save the changes.

Next steps
The next step is Mapping Security Fields (SECMPG) on page 84 to the Policy Controller.

Mapping Security Fields (SECMPG)

For classification fields configured in the Security Classification Maintenance table, you must
perform the step of mapping values to the Policy Controller. This procedure is required for fields

to be passed to the Policy Controller.

Procedure
1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen
appears.

2 In Table/View, enter /NEXTLABS/SECMPG.
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Display View "Nextiabs: Security Fields Mapping”: Overview
v B B

Field narne
ECCH
EXPORTLIC
EXPIECETY
IF_SECETY
TCODE
TSHL

Mextlabs: Security Fields Mapping

Property name Cardlinalty Source E
ECCH Single ¥ Claszification Data o
EXPORT LICEN3ZE Gingle ¥ Claszification Data g

EXPORT 3ECURITY Single vl 3
IF SECURITY Multiple * Classi

TEANSACTION Jingle i 0 B ol

MONITIONS Jingle ¥ Claszificarcion Data

Figure 4-16: NextLabs Security Fields Mapping

3 For each classification field to configure:

a Enter the Field Name that was added to the Append Structure for Classification Values.

b Enter the Property Name. This is the name of the value that should be entered in Policy
Studio when the classification value is added to policy in a Resource component.

Note: For more information on referencing classification values in policies, see
Designing SAP Access Control Policies on page 204.

¢ Select Multiple or Single Cardinality.
d Enter the source of the classification data in the Source column:

- If the value should be passed to the Policy Controller from the Security Classification
table, select Classification Data.

- If the value should be passed from a transaction, select Transaction Data.

5 Save the changes.

Next steps

The next step is Configuring Security Identifier/Composite Key Value Tables (EPVAL) on page 86.
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Configuring Security Identifier/Composite Key Value Tables (EPVAL)

For each composite key, default security identifier, and custom security identifier in your imple-
mentation, designate the master data table and field from which data should be drawn, and
select options for restricting the data and records to be validated.

This procedure must be performed for each SAP back-end system.

Procedure

1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen
appears.

2 In Table/View, enter /NEXTLABS/EPVAL to access the Security Identifier/ Composite Key
Value screen.

3 Click New Entries. For each entry, specify the following information:

In Security Identifier/Composite Key, enter the security identifier or composite key
added as part of your implementation.

In Value Table, enter the master data table to use to supply values for the security iden-
tifier or composite key.

In Field Name, enter the name of the field in the master data table that supplies the
values for the security identifier (skip this step if you do not require a value table and
select Inactive for Validation).

In Validation Attributes, select one of the following options:
- Active for Validation: Select this option to validate field entries against a designated

value table. If this option is selected, the field can come from any value table main-
tained in SAP. During validation, the table is checked to validate whether the user is
entering a valid value in the Security Classification Maintenance table.

- Combine Validation with other fields: Select this option to require a Security Identi-

fier and/or its Composite key(s) to come from the same value table. If this option is
selected, the field must come from the same record in the value table as other fields
that both (1) come from the same table and (2) have Combined Validation with
other fields selected. In other words, you can have one Security Identifier (DOCNUM)
and two composite keys (DOKAR and DOKVR) mapped to the same table (DRAW). If
Combined Validation with other fields is selected for DOCNUM, DOKAR, and DOKVR,
a validation check ensures that the values come from the same record in the same
table. In this case, the Security Identifier and Composite Keys are always bound as a
data set.

- Inactive for Validation: Select this option if you do not want to require validation

against a value table in SAP. In this case, the values do not need to come from a table
maintained within the SAP system. Any data can be entered in the Security Classifi-
cation Maintenance table by a user.

Figure 4-17 shows an example of security identifiers configured in the EPVAL table.
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Figure 4-17: Configuring Security Identifiers and Value Tables

4 Click Save.

Table 4-1 lists the security identifiers and composite keys for all the Entitlement Packs, and their
associated value tables and fields. The required identifiers must be configured for each installed

Entitlement Pack.

Table 4-1: Security identifiers, value tables and fields

Entitlement Pack Identifier/Composite Key  Value Table Field

ECC/EasyDMS/PLM DOCNUM DRAW DOKNR
ECC/EasyDMS/PLM DOKAR DRAW DOKAR
ECC/EasyDMS/PLM DOKTL DRAW DOKTL
ECC/EasyDMS/PLM DOKVR DRAW DOKVR
ECC MATNR MARA MATNR
ECC NXL_BUKRS TOO1 BUKRS

ECC NXL_BWART T156 BWART
ECC NXL_BWLVS T333 BWLVS
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Table 4-1: Security identifiers, value tables and fields (Continued)

Entitlement Pack Identifier/Composite Key  Value Table Field
ECC NXL_EQUNR EQUI EQUNR
ECC NXL_KUNNR KNA1 KUNNR
ECC NXL_LGNUM T300 LGNUM
ECC NXL_LGORT TOO1L LGORT
ECC NXL_LIFNR LFA1 LIFNR
ECC NXL_RECIPE PLKO PLNNR
ECC NXL_TPLST TTDS TPLST
ECC NXL_VSTEL TVST VSTEL
ECC NXL_WERKS TOO1W WERKS
cFolders MAT_ID CFF_LOIO PROP09
cFolders DOC_ID CFF_LOIO PROP09
BW NXL_INFOAREA RSDAREA INFOAREA
BW NXL_INFOPROV RSDDTALOC INFOPROV
S/4HANA NXL_KOSTL CSKS KOSTL
S/4HANA NXL_PARTNER BUTO000 PARTNER
S/4HANA NXL_PRCTR CEPC PRCTR
S/4HANA NXL_SAKNR SKA1 SAKNR
Next steps

If your implementation includes Entitlement Packs for PLM, EasyDMS, BW, SAP S/4HANA, or
cFolders, the next step is Configuring Ul Functions on page 88. Otherwise, skip to Mapping Trans-
action Codes and Ul Functions to Actions (ACTIONS) on page 90.

Configuring Ul Functions

Before policies can be designed for SAP PLM, EasyDMS, SAP cFolders, SAP S/4HANA, or SAP BW,
the Ul functions related to the installed Entitlement Packs must be configured in the /NEXTLABS/
UIFUNC table.

Procedure
1 In the SAP interface, enter transaction SM30. The Table Maintenance View screen appears.
2 In Table/View, enter /NEXTLABS/UIFUNC, then click Display.

3 Click Edit to toggle from Display to Edit mode.
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New Enfries: Overview of Added Entries
Z & E

Mairtain Mextlabs Function

Mesxtlabs EM LI Mode Wieh Dynpro Comnponent Function
L

L

Figure 4-18: Entering New Functions in the UIFUNC table

4 Click New Entries.

5 Based on which Entitlement Packs you are configuring, enter values from Table 4-2.

NextLabs EM
NextLabs BW Addon
NextLabs BW Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs cFolder Addon
NextLabs EasyDMS Addon

Ul Mode

Display
Filter
Change
Change
Change
Display
Display
Display
Deletion
Deletion
Deletion
Filter
Filter
Filter
Insertion
Insertion
Insertion
Copy
Copy

Copy
Change

Table 4-2: Required Settings in the NextLabs Function Maintenance Screen

Web Dynpro Component

ANALYZER
ANALYZER
BOM_CFOLDER
DOC_CFOLDER
MAT_CFOLDER
BOM_CFOLDER
DOC_CFOLDER
MAT_CFOLDER
BOM_CFOLDER
DOC_CFOLDER
MAT_CFOLDER
BOM_CFOLDER
DOC_CFOLDER
MAT_CFOLDER
BOM_CFOLDER
DOC_CFOLDER
MAT_CFOLDER
BOM_CFOLDER
DOC_CFOLDER
MAT_CFOLDER
(Leave this field blank)

Function
ANALYZER_DISPLAY
ANALYZER_FILTER
CHANGE BOM
CHANGE DOCUMENT
CHANGE MATERIAL
DISPLAY BOM
DISPLAY DOCUMENT
DISPLAY MATERIALS
DELETE BOM
DELETE DOCUMENT
DELETE MATERIAL
FILTER BOM

FILTER DOCUMENT
FILTER MATERIAL
CREATE BOM
CREATE DOCUMENT
CREATE MATERIAL
COPY BOM

COPY DOCUMENT
COPY MATERIAL
CHANGE DOCUMENT
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Table 4-2: Required Settings in the NextLabs Function Maintenance Screen (Continued)

NextLabs EM

NextLabs EasyDMS Addon
NextLabs EasyDMS Addon
NextLabs EasyDMS Addon
NextLabs EasyDMS Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon
NextLabs PLM Addon

Ul Mode

Display
Filter
Print
Copy

Change

Change

Change

Change

Display

Display

Display

Display

Deletion
Deletion
Insertion
Insertion
Insertion
Copy
Copy
Copy
Copy

Web Dynpro Component
(Leave this field blank
(Leave this field blank
(Leave this field blank
(Leave this field blank
/PLMU/WDA_DIR_OIF
/PLMU/WDA_ECN_OIF
/PLMU/WDA_MAT_OIF
/PLMU/WDA_MBOM_OIF
/PLMU/WDA_DIR_OIF
/PLMU/WDA_ECN_OIF
/PLMU/WDA_MAT_OIF
/PLMU/WDA_MBOM_OIF
/PLMU/WDA_ECN_OIF
/PLMU/WDA_MBOM_OIF
/PLMU/WDA_DIR_OIF
/PLMU/WDA_MAT_OIF
/PLMU/WDA_MBOM_OIF
/PLMU/WDA_DIR_OIF
/PLMU/WDA_ECN_OIF
/PLMU/WDA_MAT_OIF
/PLMU/WDA_MBOM_OIF

)
)
)
)

Function

DISPLAY DOCUMENT
FILTER DOCUMENT
PRINT DOCUMENT

COPY DOCUMENT
CHANGE DOCUMENT
CHANGE CHANGE MASTER
CHANGE MATERIAL
CHANGE MATERIAL BOM
DISPLAY DOCUMENT
DISPLAY CHANGE MASTER
DISPLAY MATERIAL
DISPLAY MATERIAL BOM
DELETE CHANGE MASTER
DELETE MATERIAL BOM
CREATE DOCUMENT
CREATE MATERIAL
CREATE MATERIAL BOM
COPY DOCUMENT

COPY CHANGE MASTER
COPY MATERIAL

COPY MATERIAL BOM

6 Click Save.

Next steps

The next step is Mapping Transaction Codes and Ul Functions to Actions (ACTIONS) on page 90.

Mapping Transaction Codes and Ul Functions to Actions (ACTIONS)

For each Entitlement Pack you are installing, you must also map transactions or Ul functions (or
both) to Policy Studio actions. By default, all SAP actions, whether transactions executed in SAP
ECC or Ul functions in SAP PLM, EasyDMS, or cFolders, are mapped to the Run action in Policy Stu-

dio. But this can be changed if a different mapping is required.

If your installation includes SAP PLM, it is recommended that you map two PLM Ul functions (Copy
From and Delete) to separate policy actions, to make the policies more fine-grained.
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Note: For more information on defining the Copy from SAP action, see Configuring
SAP Actions on page 69. For more information about the user events that trig-
ger policy checks, see What Can Dynamic Authorization Management Do? on
page 180

Procedure
1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen appears.
2 In Table/View, enter /NEXTLABS/ACTION, then Click Display.

All the entered action mappings display. In Figure 4-19, a setting that defaults on installa-
tion maps all SAP Transactions and Ul functions to Run. Additional mappings are entered for
Copy From and Delete.

L =] @
Tahle Wiew Edit Goto Selection  Utilities  Systern Help

G I e BHE DDLOD BR e

Change View "Maintain Policy Action with SAP Transaction Code":

Maintain Policy Action with SAP Transaction Code. J
LIl FunctionTcade |Ne>dLahs Palicy Action | E‘
g RUN [=]
" |COPY CHANGE MRSTER AP _COPY_FROM [~]
" |cOPY DOCUMENT SAP_COPY_FROM
" |COPY MATERIAL AP _COPY_FROM
| |cOPY MATERIAL BOM SAP_COPY_FROM —
" |DELETE CHANGE MASTER DELETE
| |DELETE MATERIAL BOM DELETE

Figure 4-19: Policy Action Mapping
3 Click the toggle button to change from Display to Change view.

4 Click New Entries to add a new Action mapping.
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Eg DB E Y
TahleView Edit Goto Selection  Ufilities  Systern  Help
& I B Ca@ BEE Dhoan BEE e

New Entries: Overview of Added Entries

Maintain Palicy Action with SAP Transaction Code

Ul FunctioniTeode |Ne}dLabs Falicy Action |

)

e

Figure 4-20: Adding a New Entry for Action Mapping

5 Enter a valid Ul Function or Transaction Code, or click the Search Help icon on the right
side of the field for the Search Help, where you can search for valid Ul Functions or Tcodes,
and select one from the list.

Note: If you are mapping the same action for multiple Add-on components (for
example, “Display Document” for both EasyDMS and PLM), you only need to
add it once. You cannot map the same action from different add-on compo-
nents to different actions.
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[ Transaction Code IFunction Mame (17 22 Entries found

Transaction Code < Funietion |
\_ .
-
C2 LYt Sl )
NextLabs Add on “ MextLabs Function
[E4svDms | CHANGE DOCUMENT
EASYDMS COPY DOCUMERNT
EASYDMS DISPLAY DOCUMENT
EASYDMS FILTER DOCUMENT
EASYDMS FRINT DOCUMENT
FLI CHAMGE CHANGE MASTER
PLI CHANGE DOCLIMENT
FLI CHAMNGE MATERIAL
FLI CHAMNGE MATERIAL BOM
PLI COPY CHAMGE MASTER
FLI COPY DOCUMENT
PLI COPY MATERIAL
FLI COPY MATERIAL BOM
PLI CREATE DOCUMENT
PLA CREATE MATERIAL
FLI CREATE MATERIAL BOM
FLI DELETE CHAMNGE MASTER
PLI DELETE MATERIAL BOM
FLI DISPLAY CHANGE MASTER
PLI DISPLAY DOCUMENT
FLI DISPLAY MATERIAL
FLI DISPLAY MATERIAL BOM

Figure 4-21: Search Help tabs for Transaction Codes and Ul Functions

6 Enter the exact name of the action to which you are mapping the Transaction Code or Ul
Function. See Table 4-3.

Note: There is no Search Help option for this field. Be sure to enter the Action name
exactly as it appears in Policy Studio.
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=7 E=E
Table View Edit Goto Selection Utilities  Systern  Help

& 20 H e CHE anoa BE| e
New Entries: Overview of Added Entries

aintain Policy Action with SAF Transaction Code

Ul FunctionTeode [MextLabs Palicy Action | B
:
[=]

COPY CHANGE MSSTER COPY FROM|

Figure 4-22: Mapping Ul Function/Transaction Codes and Policy Actions

You can map any valid Transaction and Ul Functions to any valid policy action to match your
business processes and needs. However, the recommended mappings are shown in Table 4-
3.

Note: All entries except for the last entry are for implementations that include SAP
PLM only.

Table 4-3: Recommended Policy Action Mapping

Tcode/Ul Transaction Policy Action

* RUN

COPY CHANGE MASTER SAP_COPY_FROM
COPY DOCUMENT SAP_COPY_FROM
COPY MATERIAL SAP_COPY_FROM
COPY MATERIAL BOM SAP_COPY_FROM
DELETE CHANGE MASTER DELETE

DELETE MATERIAL BOM DELETE

7 When you have finished entering new Policy Action mappings, click Save.

Next steps

The next step is Configuring SAP Data Handling and Connection Settings on page 94.

Configuring SAP Data Handling and Connection Settings

The Connection Configuration table (/NEXTLABS/CONCFG) enables you to define numerous data
handling and connection settings. This section describes each of these settings, including what
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values are available. This section also describes how to use a configuration program to make this
process more efficient.

Setting Default Values Automatically

Rather than entering values for the settings in the Connection Configuration table manually, you
can use the /NEXTLABS/CONCFG_MAINTAIN program to automatically populate the table with
default settings. After these default settings are entered, you can change them as needed.

Procedure

1 In the SAP interface, enter transaction se38 or sa3s. The Program Execution screen
appears.

2 Enter /NEXTLABS/CONCFG MAINTAIN then click Execute.

[=| program | Edit Goto  Utiities  System Help

& *| 4 CEQ ORGE F
ABAPFP: Program Exacufion

(s Bewith variant  [SOverview of variants Background

Program

Figure 4-23: CONCFG Maintain Program

3 When prompted to select whether you want to both create the activity entries and Update
Entries with Default settings (you can change the settings manually afterward), select or
deselect this option, and click Execute.
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& B e BHE DD

Nextiabs: Maintain default Configuration Activity g
&

Cptional Selection

F
4 Update Entries with Default

Figure 4-24: Update Entries with Default Settings Option
4 Optional: To change the settings later, go to the /NEXTLABS/CONCFG table. See Changing
Connection Configuration Settings on page 96.

Changing Connection Configuration Settings

The options that are available in the CONCFG table depend on which NextLabs products you have
installed. For example, you only see the configuration settings related to cFolders if you installed

and are configuring the NextLabs Entitlement Pack for cFolders. You can change the default set-

tings in the /NEXTLABS/CONCFG table.

Procedure

1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen
appears.

2 In Table/View, enter /NEXTLABS/CONCFG. Click Display. The Activity Maintenance Table
appears.

3 Toggle the table from Display to Change view.

4 Change the default settings, based on your business requirements. Table 4-4 describes each
setting and lists the valid options.

Table 4-4: Connection Configuration Settings

Activity Name Description Valid Settings
AGENT_COMMUNICATION_OPTION Method for Policy Controller RFC. In earlier versions, Webservice was
Communication Interface an option. However, the web service
interface is no longer supported in this
release.
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Table 4-4: Connection Configuration Settings (Continued)

Activity Name
AGENT_DEFAULT_DENY_OBLIGATION

AGENT_DEFAULT_IP_INCASE_OF_ERR

AGENT_LOGICAL_PORT_NAME

AGENT_RFC_ERR_WAITTIME_SECS

AGENT_RFC_NAME

BYPASS_TCODE_WHITELIST_CHECK

CFOLDER_COPY_SECCLS_ON_CHANGE

CFOLDER_VIEW_FILTER_ACTIVE

ECC_SYNC_POLICY_CHECK

IRM_POLICY CHECK

Description

If a policy definition does not include a
default Deny message, you can define
whether the default message that appears
should come from a default NextLabs user
alert (SAPMSG) or a default SAP Message
Class (SAPMCL). The default SAPMSG is
hard-coded and cannot be changed. The
default SAPMCL message class
(/NEXTLABS/CA000) can be modified.

If your SAP implementation includes users
for which there may not be an available IP
addresses (for example, a service account
user for running a background job), you
can define a default IP address here that
will be supplied for the user accounts.

Deprecated in release 7.5.

In previous releases, this was the logical
port name used to establish web services
communication between SAP and the
Policy Controller

The number of seconds that should pass
before an RFC call is considered an error

Remote Function Call Destination name

For internal configuration only. Do not
change the default value without
consulting NextLabs Support.

cFolders classification information is
stored in the Description. If the
description is changed, the file can
become unclassified. This setting
determines whether the classification
should be copied to a new Description. The
default setting is Enabled.

For cFolders, you can enable View
Filtering, which means that users who are
not authorized to access a file cannot view
it in cFolders. If this setting is disabled,
the file appears in the user’s cFolders, but
the user is denied access.

This setting enables a policy check to be
performed whenever users run the
/NEXTLABS/UPDCLS transaction. This
transaction is used to update documents
that have been exported to cFolders when
their classification value changed in SAP
ECC. The benefit of such a policy check
would be to prevent unauthorized
reclassification of documents in cFolders.
(This setting does not automatically create
the policy. The policy would need to be
defined in Policy Studio.)

This setting enables a policy check to be
performed whenever users execute
/NEXTLABS/IRM programs for cFolders and
ECC. The benefit of the policy check would
be to prevent unauthorized classification
and/or encryption of originals. (This
setting does not automatically create the
policy. The policy would need to be
defined in Policy Studio.)

Valid Settings
SAPMSG or SAPMCL

IP address

Deprecated in release 7.5.

Integer

The RFC Destination name created using
the SM59 transaction (see Configuring the
RFC Connection)

Blank: Disabled (Default)
« X: Enabled (Default)

« Blank: Disabled

o X: Enabled
« Blank: Disabled (Default)

Yes: Enabled (Default)
Space: Disabled

Yes: Enabled (Default)
Space: Disabled
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Table 4-4: Connection Configuration Settings (Continued)

Activity Name
IRM_UPLOAD_NO_IF_RECORDS_WARNG

IRM_UPLOAD_WAIT_TIME

MULTI_QUERY_TIMEOUT_IN_MILLISC

NO_SEC_IDT_SELECTED

PBSC_CREATE_QUEUE_FOR_CFOLDER

PBSC_POLICY_CHECK

PBSC_UPLOAD_WAIT_TIME

READTAG_AGENT_RFC_NAME

SEC_CLS_POLICY_CHECK

Description

Determines how many upload records may
exist before a warning appears. Users can
configure IRM batch processing to ignore
this warning.

This setting determines how long the
interval should be between IRM upload
processes (which process the OUT folder
on the RMS and uploads originals back into
SAP ECC or SAP cFolders).

The SAP Agent collects transaction
information from multiple policy queries
and routes it to the Policy Controller. In
the event that communication fails,
because the Policy Controller is down or
some other reason, SAP needs to be
configured for when and how it should
respond. Each multi-query request sent to
the Policy Controller contains groups of
objects. A timeout occurs when any one
group exceeds the timeout value you set.

Determines what should happen if a user
enters a transaction that has not been
assigned a default Identifier. For example,
if a user attempts to display a BOM, which
contains multiple Materials with different
classification settings, but there is no
setting for how to prioritize these
Identifiers, this setting determines
whether SAP should allow or prevent the
execution of the transaction.

Before a PBSC queue is created on the
cFolders system, the system checks this
setting to learn whether or not PBSC is
enabled.

This setting enables a policy check to be
performed whenever users execute
/NEXTLABS/PBSC programs for cFolders
and ECC. The benefit of the policy check
would be to prevent unauthorized
classification of business objects. (This
setting does not automatically create the
policy. The policy would need to be
defined in Policy Studio.)

This setting determines how long the
interval should be between PBSC upload
jobs (which take any new files in the OUT
folder of upload originals back into SAP
ECC or SAP cFolders).

Remote Function Call Destination name for
Read Tags

This setting enables a policy check to be
performed whenever users execute
/NEXTLABS/SEC_CLS programs for cFolders
and ECC. The benefit of the policy check
would be to prevent unauthorized
classification of business objects. (This
setting does not automatically create the
policy. The policy would need to be
defined in Policy Studio.)

Valid Settings

Numeric Values (1 to 9999)
Default is 999

Numeric Values in seconds (1 to 180
seconds)

Default is 60

Activity Type: value in milliseconds, must
be greater than 0. The default is 40000.

Activity Handler: in the event of a
timeout, SAP takes the action that is
specified in the Activity Handler for
TIME_PERIOD_IN_MILLISECONDS.

o Error: SAP displays an Error message to
the user and prevents the transaction.

« Information: SAP displays an Informa-
tional message to the user and allows
the transaction.

« Blank: if the field is left blank, SAP
allows the transaction to proceed with
displaying a message to the user.

X: Enabled
Space: Disabled

Yes: Enabled (Default)
Space: Disabled

Numeric Values in seconds (1 to 180
seconds)

Default is 60

The RFC Destination name created using
the SM59 transaction (see Configuring the
RFC Connection for Read Tags)

Yes: Enabled (Default)

Space: Disabled
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Table 4-4: Connection Configuration Settings (Continued)

Activity Name
SEC_CLS_SCREEN_CHANGE HISTORY

SEC_CLS_SCREEN_CLASSIFICATION

SEC_CLS_SCREEN_COMPOSITE_KEY

SEC_CLS_SCREEN_IDENTIFIER

SEC_CLS_SCREEN_WARNING_MESSAGE

SEC_CLS_UPLOAD

SEC_CLS_UPLOAD_HAS_HEADER

SEC_CLS_UPLOAD_NO_OF_COLS

Description

This setting determines whether or not
Change History appears by default in the
NextLabs Security Classification Selection
screen. This setting is the default. Users
can change it if needed.

This setting determines whether or not
classification fields display by default in
the NextLabs Security Classification
Selection screen. This setting is the
default. Users can change it if needed.

This setting determines whether or not
Composite keys display by default in the
NextLabs Security Classification Selection
screen. This setting is the default. Users
can change it if needed.

This setting determines whether or not
Identifiers display by default in the
NextLabs Security Classification Selection
screen. This setting is the default. Users
can change it if needed.

When more than a configured number of
records are fetched, based on criteria
entered in the NextLabs Security
Classification Selection screen, a warning
appears. Users are asked whether or not
they wish to continue. This setting
determines the number of records that
triggers this warning.

If a large warning number is supplied here,
it can impact the amount of time users
have to wait for fetched records.

Also, this warning message does not
prevent users from entering large
numbers, but it does enable them to
cancel the request.

This setting determines the behavior of
importing security classification
information (from an Excel or .csv file)
into the Security Classification
Maintenance table. The options are
whether you want to update new values
only, or overwrite (meaning, delete all
values and write new ones to the table).

This setting determines behavior for
importing security classification data
(from an Excel or .csv file) into the
Security Classification Maintenance table.
If your source files have a header you can
configure the update process to ignore the
header when the values are imported.

This setting determines behavior for
importing security classification data
(from an Excel or .csv file) into the
Security Classification Maintenance table.
You can set the number of columns to be
imported from the source file. If the
number you set is less than the number of
columns in a source file, the excess
columns are not imported.

Valid Settings
X: Display Change History as a selection
option

Blank: Do not display change history as a
selection option

X: Display classification fields as a
selection option

Blank: Do not display classification fields
as a selection option

X: Display Composite keys as a selection
option

Blank: Do not display Composite keys as a
selection option

X: Display Identifier as a selection option

Blank: Do not display Identifier as a
selection option

Integer for the number of records before a
warning is displayed (default 200)

Overwrite: overwrite values (default)
Blank: update only

X: Ignore first row (it is a header)

Blank: Do not ignore first row (it is not a
header)

Numeric Values (1 to 30)
Default is 20

NextLabs Dynamic Authorization Management for SAP « User’s Guide

99



Chapter 4: Configuring Basic Features

Table 4-4: Connection Configuration Settings (Continued)

Activity Name

SEC_CLS_UPLOAD_NO_OF_ROWS

SEC_CLS_WILDCARD_COMPOSITE_KEY

SEC_CLS_WILDCARD_IDENTIFIER

TIME_PERIOD_IN_|

MILLISECONDS

Description

This setting determines behavior for
importing security classification data
(from an Excel or .csv file) into the
Security Classification Maintenance table.
You can set the number of rows to be
imported from the source file.

This setting determines whether to allow
wildcard entries for Composite key fields
in the Security Classification Maintenance
table

There are important best practice
recommendations associated with this
setting. For more information, see
Recommended Configuration for
Implementations with Many Classifications
(more than 40,000 rows) on page 102.

Allow wildcard entries to Identifier value
fields in the Security Classification
Maintenance table

There are important best practice
recommendations associated with this
setting. For more information, see
Recommended Configuration for
Implementations with Many Classifications
(more than 40,000 rows) on page 102.

The SAP Agent collects transaction
information from a single policy query and
routes it to the Policy Controller. In the
event that communication fails, because
the Policy Controller is down or some other
reason, SAP needs to be configured for
how it should respond.

Valid Settings

Numeric values (1 to 64000)
Default is 50000

X: Allow wildcards for Composite keys

Blank: Do not allow wildcards for
Composite keys

X: Allow wildcards for Identifier values

Blank: Do not allow wildcards for identifier
values

Activity Type: value in milliseconds, must
be greater than 0. The default is 25000.

Activity Handler: enter what should
happen in the event of a timeout. The
option you select here also applies to
MULTI_QUERY_TIMEOUT_IN_MILLISC.

o Error: SAP displays an error message to
the user and prevents the transaction.

« Information: SAP displays an Informa-
tional message to the user and allows
the transaction.

« Blank: If the field is left blank, SAP

allows the transaction to proceed with-
out displaying a message to the user.

5 Verify that your changes are associated with the appropriate transport request by following

these steps:

a Select Menu > Table View > Transport. A pop-up requests that you specify whether you

want to create a new request or use an existing configuration request.

b Click the green check mark.
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. [= Prornpt for Custornizing request

1 Request

o
—I [CLstarnizing request

| Short Description ﬁunﬁg

|EJ |EJ Crwen Requests |gj

Figure 4-25: Customizing Request Screen
¢ Click the Select all icon (or F7).
d Click Include in Request.
Display View "Nextlabs: Default Configuration Mainfenance”: Overview

P EEE

MNextlabs: Default Configuration Maintenance

Activity MName Activity Type Activity Handler il
AGENT COMMUNICATION OPTION RFC ol
AGENT DEFAULT DENY OBLIGATION SAPMSG I
AGENT DEFAULT IP_INCASE OF ERR 255.255.255.0 “d
AGENT LOGICAL_PORT NAME AHEXTLAES /SAPAGENT TO_WiDL “d
AGENT_RFC_NAME HEXTLABS_PC -
BEYPASS _TCODE_WHITELIST CHECE “d
CONFIG_POLICY CHECE YES “d
MULTI_QUERY_ TIMEOUT_IN MILLISC 40000 “d
PESC_POLICY CHECE YES “d
PBSC_UPLOAD WAIT TIME 60 -
[hEADTAG_AGENT_RFC_Nm jN'EXTLABS_READTAG -
SEC_CLS_POLICY CHECK YES -
SEC_CLS_SCREEN CHANGE_HISTORY X -
SEC_CLS_SCREEN CLASSIFICATION “d
SEC_CLS_SCREEN COMPOSITE_KEY -
SEC_CLS_5CREEN_IDENTIFIER x “d
SEC_CLS_SCREEN WARNING MESSAGE 200 -
SEC_CLS_UPLOAD OVERWRITE “d
SEC_CLS_UPLOAD_HAS HEADER X -
SEC_CLS_UPLOAD_NO_OF COLS 20 -
SEC_CLS_UPLOAD_NO_OF ROUS 50000 -
SEC_CLS_WILDCARD COMPOSITE KEY X -
SEC_CLS_WILDCARD IDENTIFIER “d
TIME_PERIOD_IN MILLISECONDS 25000 Error ¥ oa

Figure 4-26: Select All and Include in Request

5 Click Save to save the changes you made to /NEXTLABS/CONCFG.
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Recommended Configuration for Implementations with Many Classifications (more
than 40,000 rows)

If you anticipate having a large number of classification records (more than 40,000 rows) in the
Security Classification Maintenance table, NextLabs recommends that you do one of the follow-
ing to improve system performance:

» Do not use wildcards for Identifiers and Composite Keys. These settings are configured
in the sEC_CLS WILDCARD COMPOSITE KEY and SEC CLS WILDCARD IDENTIFIER fields
(see Connection Configuration Settings on page 96)

« If you must use wildcards for Identifiers and Composite keys, your BASIS Administrator
should create an index in the /NExTLABS/SECIDT table for the manDT field and the rele-
vant Security Identifiers and/or Composite keys for which wildcards are being used.

Next steps

If your configuration includes the Entitlement Pack for EasyDMS, the next step is Configuring
View Filtering (EasyDMS Only) on page 102. Otherwise, skip to Configuring Number Range Inter-
vals on page 103.

Configuring View Filtering (EasyDMS Only)

You can configure view filtering for EasyDMS using the EasyDMS Configuration screen. When this
configuration is enabled, you can design a filter policy that restricts which documents display
when users log in to EasyDMS.

If view filtering is not enabled, users can view the presence of documents that they do not have
authority to access. Users cannot, however, access (display, change, edit) the documents, as
determined by policies.

Procedure
1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen appears.
2 In Table/View, enter /NEXTLABS/EDMS, then click Display.
3 Toggle the mode from Display to Change.

4 Click New Entries, and select Allow View Filter Policy.
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Change View "Nextl ahs: EasyDiBS Configuration': Overview
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=

Figure 4-27: Selecting Allow View Filter Policy

5 Click Save.

Next steps

The next step is Configuring Number Range Intervals on page 103.

Configuring Number Range Intervals

Number range intervals are used for IDs for NextLabs internal operations, for instance, for secu-
rity classification records and for PBSC logs and queues. Number Range Intervals are configured
in the /NEXTLABS/NRCONF table.

After you have configured Number Ranges here, you can embed them as Sub objects of the
NextLabs Number Range (which is done as a later configuration step; see Configuring the Next-
Labs Number Range on page 104).

Procedure

1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen
appears.

2 In Table/View, enter/NEXTLABS/NRCONF and click Display. The Activity Maintenance
Table appears.

3 Toggle from View to Change mode.
4 Define the following Sub Objects:

» Security Classification Number Range
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» PBSC Log Number Range
o PBSC Queue Number Range

Note: For implementations that do not include PBSC, no number ranges are required.

=y Table Wiew  Edit  Goto Selection Utilities  Systern Help

& B @@ CHE ©§0488 [

Change View "Number Range configuration of Subobjects)
P New Entries B [E

Murnber Range configuration of Subobjects

Sub. Ok, Description E
nooool ;Enzl_n'it'-.-' Classification Murmber Range j -
nooooz PESC Queus Mumber Range had
(u]u[ufulukc] PESC Log Murber Range

Figure 4-28: Reference ID Number Range Interval

5 Click Save to save your changes.

Next steps
The next step is Configuring the NextLabs Number Range on page 104.

Configuring the NextLabs Number Range

After you have assigned Number Ranges for NextLabs processes (see Configuring Number Range
Intervals on page 103), you are ready to associate them as sub objects of the NextLabs object. If
SAP ECC, SAP cFolders, or SAP BW are installed on separate systems, this procedure must be per-
formed on each system.

Procedure

1 In the SAP interface, enter transaction snro. The Number Range Object Maintenance
screen appears.
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Number Range Object Maintenance

42 Mumber ranges

il
Lh

Chject

[ O (2 j

Figure 4-29: Number Range Object Maintenance

2 Enter or select the /NExTLABS/ object and click Change to edit the object.

Number Range Object Maintenance

A2 Mumber ranges

Figure 4-30: Modifying the /NEXTLABS/ Object

3 In the Interval Change screen, select the Number Range option.
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Q Number Range Object /NEXTLABS/: Change

[ Interval Editing Change Docurnents

=
Short Tt I_I'\.IextLabs Objects

Long Txt MextlLabs Murmber Range Ohjects
Pack. FNEXTLAES /

- / Ranges | Customizing Group

Murnber Length Dormain CHARLO

% Warning 99,9

Subohject Data Element AHEXTLAES /SUBOE T
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Figure 4-31: Number Ranges

4 In the Sub Object field, you can click the Search Help button to retrieve a list of sub
objects that have been defined for /NEXTLABS/ (as part of a prior configuration step).

Nextiabs Number Range Objects

A
= T
Sub Ohject.........
= H
G Intervals | | Status
|£§’ Intervals |

Figure 4-32: Searching for Pre-Defined Sub Objects

5 Select a Sub Object by double-clicking it. (You need to perform this procedure for all Sub
Objects.)
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Figure 4-33: Selecting a Pre-Defined Sub Object

6 With the sub object selected, click Change Intervals.

Range Maintenance: Nexti abs Objects

s | D | change documents

= o
Sub Chject |:| 0ooq _.

{S’u” Intervals I [.é’ Intervals I [.é’ MR Status

Figure 4-34: Changing Intervals

7 In the Maintain Number Range Intervals screen, click Insert Interval.
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Maintain Number Range intervals

@-Intewal
MR Object Mextlabs Ohjects
Subobject nooood

Figure 4-35: Inserting an Interval

8 Enter the number as From 1 and To 9999999999 and click Insert Interval.

[= Insert Interal

| Iew Interyal

1 |Mo |[From number |Ta number |Current number | Ext m

i ] [ -

|

Figure 4-36: Inserting an Interval
9 Click Save to save your configuration changes.

10 Repeat these steps for any other Sub Objects in the /NExTLABS/ object. Or, you can copy
the defined intervals from one Sub Object to another using the Copy button.

Note: If your implementation does not include PBSC, you do not need to include the
number ranges for PBSC.
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Nextiabs Number Range Objects

Ao

Sub Object........ o
% Intervals | | Status
|£9 Intervals |

Figure 4-37: Copying Sub Object Definition to Another Sub Object

Make the NextLabs Namespace Unmodifiable

After configuring the NextLabs Number Range, you should make the NextLabs namespace unmod-
ifiable. This prevents users from making changes in the NextLabs namespace, which run the risk
of being overwritten on a subsequent installation or upgrade of a NextLabs product.

Note: The only modifications supported for the NextLabs namespace are officially
released NextLabs product code. Customers should not store other modifica-
tions to code in the NextLabs namespace because it can result in installation
and upgrade issues.

Next steps

The next step is Configuring Policy Checks Based on Transaction/Ul Function on page 109.

Configuring Policy Checks Based on Transaction/Ul Function

You can configure one of two options for how policy checks should occur for business objects: to
occur only when there is a classification applied to the object, or to occur for all business objects
regardless of whether they are classified. You can set this configuration for each transaction and/
or Ul function. In other words, you may want policy checks for every business object for certain

transactions/Ul functions, but policy checks should only occur for classified business objects for

other transactions/Ul functions.

Procedure

1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen
appears.
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In Table/View, enter /NEXTLABS/CHKCLS and click Display. The Activity Maintenance

Table appears. The default setting (*) specifies that policy checks are enabled for all trans-

actions/Ul functions.

You can make exceptions to the default setting by adding different settings for specific
transaction codes or functions.

Toggle from View to Change mode.
Click New Entities to add a new record to the table.

Enter a transaction and/or Ul function and select the desired security classification check
behavior. The options are:

» Check Classified Only: enable policy checks only when there is classification data for a
business object.

» Check All: enables policy checks for classified and unclassified business objects.
In Figure 4-38, transaction MMO1 is configured to have policy checks occur only when clas-

sifications are present for the business object. For all other transactions and Ul functions,
policy checks occur whether or not classification values are present.

= Table wiew  Edit Goto  Selection Utilities  Systermn Help

4B ee@ BHE DDhod BEE &

%2 New Entries ER

Change View "Nextlabs:Base: Check Security Classification Conf|

Mextlabs:Base: Check Security Classification Config

Tratsaction codef/Function Security Classification Check 1
= E]

* Check &11 et o
Be = |

MMO1 Check Classified Only w al

Figure 4-38: Configuring Policy Checks based on Transaction/UI Function

6 When you have entered all the required information, click Save.
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Next steps

The next step is Configuring Special Fields for the Security Classifications Maintenance Table on

page 111.

Configuring Special Fields for the Security Classifications Maintenance

Table

In the /NEXTLABS/EPCLS table, you can change the properties of fields that exist in the Security
Classification Maintenance table. In particular, you can mark fields as Read Only or Do Not Dis-

play.

The fields that need to be configured in this table depend on which Entitlement Packs are
included in your implementation. One field, acc, should be configured to support the exporting
of ACCs to cFolders. Another field, source_sys, should be configured to track the source system

where a business object originated.

Procedure

1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen

appears.

2 In Table/View, enter /NEXTLABS/EPCLS and click Display. The Activity Maintenance

Table appears.

3 Toggle from Display to Change mode.

4 Click New Entities to add new values to the table.

5 Enter the values for the Entitlement Packs in your implementation as shown in Figure 4-1.

Table 4-5: Values for NextLabs Entitlement Packs

NextLabs Entitlement

Pack
NXLECC
NXLECC
NXLBW
NXLBW
NXLEDMS
NXLEDMS
NXLPLM
NXLPLM

Classification Field

ACC
SOURCE_SYS
EXPSECRTY
SOURCE_SYS
EXPSECRTY
SOURCE_SYS
EXPSECRTY
SOURCE_SYS

Field Option in SECCLS Ul

Read Only
Do Not Display
Read Only
Do Not Display
Read Only
Do Not Display
Read Only
Do Not Display
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&
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Figure 4-39: Configuring Special Fields for Security Classification Maintenance

6 Click Save.

Next steps

If your implementation includes the Entitlement Pack for PLM, The next step is Configuring

Access Control Context Settings (PLM Only) on page 121. Otherwise, skip to Defining How Multi-

ple Security Classifications Should Be Applied on page 116.

Defining How Security Classifications and Access Control Contexts
Should Be Applied

You can configure whether a Security Classification, Access Control Context, or both, should be
applied to a transaction or Ul function. At the very least, you must set a default configuration for
all transactions and Ul functions that are applicable to your implementation. After this default is
set, you can specify exceptions for transactions or Ul functions that are exceptions to the default
rule.

Note: For information about the transactions and Ul functions that can be entered in
this table, see What Can Dynamic Authorization Management Do? on page 180

For cases where a business object can also contain other business objects (as with Materials, Doc-

uments, BOMs, Routings, Engineer Workbench, and Change Masters), you can configure Dynamic
Authorization Management so that a Security Classification, Access Control Context, or both, are
applied for the parent business object. However, child business objects are evaluated by their

Security Classification only. In other words, if you have a Document with multiple Materials asso-

ciated with it, a policy check includes both the Security Classification and the Access Control
Context for the parent Document, but only the applicable Security Classifications for the child
Materials linked to that Document.
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You can configure when Security Classification or Access Control Context should be prioritized.

Procedure

1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen appears.

2 In Table/View, enter /NEXTLABS/EVLIDT, then click Display.

[E2
Table Edit Goto Systern  Help

& a0 eEe CHBE ODOD BRI @M

Maintain Table Views: Initial Screen

| Find Maintenance Dialog |

TablefView INEXTLABS /ev11dt][5)

Restrict Data Range
@ Mo Restrictions
O Enter conditions
O variant

[ Display | &2 Maintain |l Transport [ & Costomizing

Figure 4-40: Accessing the Evaluation Identifier Table

The NextLabs Evaluation Identifier screen displays all records that have been defined. In
the example in Figure 4-41, a wildcard (*) specifies the default that both Access Control
Context and Security Classification be used for evaluation when both identifiers are pres-
ent on a single transaction or Ul function. The example also shows settings that specify that
Access Control Context is prioritized when users Copy, Change, or Display Change Masters

in SAP PLM.
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Figure 4-41: Defining the Priority of Evaluation Identifiers
3 Toggle the view from Display to Change.

4 Click New Entries. A blank screen appears where you can enter new activation settings for
Transaction code/Ul Function and Security Identifier combinations.

5 In Ul Function/Tcode, enter a valid Ul function or transaction code.

6 In NextLabs Evaluation Identifier, select either Access Control Context or Classification
from the drop down menu.
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=
TableView Edit Goto Selection Ufilties Systern  Help
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New Entries: Overview of Added Entries

Mextlabs Evaluation [dentifier

| Ul Function/Teode [Mextiabs Evaluation Identifier
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Display Material Al

Classification
Access Control Context

[id ‘ i | i

e

Figure 4-42: Adding New Evaluation Settings

7 When you have finished entering activation settings, click Enter and Back to return to the
NextLabs Security Classification Selection screen. Each new activation record you created
appears as a New row.

8 When you have entered all the necessary settings, click Save.

=
Tableview Edit Goto  Selection Utilties System  Help
& 3 AHCER SHE Do RE @
Display View "NextLabs Evaluation Identifier”: Overview
ZEEE
MextLabs Evaluation ldentifier
| Ul Function/Tcode Mextlabs Evaluation ldentifier |
i [ress Control Context T =]
i Classification | @
CHANGE CHANGE MASTEACCess Control Context &
COPY CHAWGE MASTER Access Control Context |
DISPLAY CHANGE HMASIAccess Control Context |
DISPLAY MATERIAL Classification Z
MMET Classification Z B
L!EJ
L!=J

Figure 4-43: Added Lines in the Evaluation Identifier Screen

Next steps

The next step is Defining How Multiple Security Classifications Should Be Applied on page 116.
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Defining How Multiple Security Classifications Should Be Applied

After setting up all the identifiers (columns in the Security Classification table), you must specify
the transactions for which you want each identifier to be checked. You should also decide how
classifications should be applied when multiple values are present on a single transaction, Ul
function, or document access event in EasyDMS. This can be the case for Materials, Documents,
versions of Materials or Documents, BOMs, Routings, Engineer Workbench, and Change Masters
(which are all SAP objects that may contain one or more other SAP objects within them).

You can configure how Security Classifications should be applied in the NextLabs Security Identi-
fier Selection table. This table configures how Security Classifications and Access Control Con-
texts are applied for given user events.

Note: For more information on how to determine whether a Security Classification or
Access Control Context should be applied when both are present for a parent
business object, see Defining How Security Classifications and Access Control
Contexts Should Be Applied on page 112.

For instance, let’s say a Document has multiple Materials linked on it, and that the parent Docu-
ment and children Materials all have different Security Classifications. You can configure how
these classifications should be applied when a user executes a transaction or Ul function to
access the parent Document.

For certain transactions or Ul functions, you may want to prioritize the classification status of
the parent Document over the children Materials. For other transactions or Ul functions, you may
want to ensure that the Security Classification of both parents and children are enforced (in
other words, that users must be authorized to access both to access the parent business object).
Aside from the default Identifiers Document and Material, you may also need to prioritize the
classification settings for the other custom Identifiers you have defined.

You configure how multiple classifications should be applied in the Security Classification Selec-
tion Configuration screen by selecting identifiers for specific transactions, Ul functions, and/or
EasyDMS actions. It is good practice to create a default activation that applies to all transactions,
Ul functions, and actions for an identifier (for example, a default that all transactions, Ul func-
tions, and actions executed that involve a Document should apply the classification status of the
Document over any materials linked to the document), and then make determinations for how
classifications should be activated for individual transactions as exceptions to the default rule.
All transactions that are not explicitly activated receive the default activation setting.

Note: For information about the transactions and Ul functions that you can include in
this table, see What Can Dynamic Authorization Management Do? on page 180.

Procedure

1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen appears.

2 In Table/View, enter /NEXTLABS/OPTCFG, then click Display.
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Figure 4-44: Accessing the Option Configuration Table

The NextLabs Security Classification Selection screen displays all records that have been
defined. As shown in Figure 4-45, a wildcard is used to set the default behavior that, for all
transactions, both Materials and Documents are activated by default.
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Create new recordsﬁ Default for all transactions
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Figure 4-45: Defining the Priority of Security Identifiers

3 Toggle the view from Display to Change.

4 Click New Entries. A blank screen appears where you can enter new activation settings for
Transaction code/Ul Function and Security Identifier combinations.

5 Enter a valid Transaction Code or Ul Function by entering the name or by clicking the
Search Help icon on the right side of the field.

6 Enter a valid Security Identifier by entering the name or by clicking the Search Help icon on
the right side of the field.
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Figure 4-46: Adding a New Activation

Note: The Search Help option includes a separate tab for searching SAP ECC transac-
tion codes and PLM Ul Functions.

[ Tranzaction Code A% LI Function Bame (1) 17 Entries found

Search tabs for transaction Tranzaction Code " web Ul Function
code or UI function

v|m|EEE] oo ]
TCodeMV Ul Function 1
CHANGE CHANGE MASTER
CHANGE DOCUMENT
CHANGE MATERIAL
CHANGE MATERIAL BOM
COPY CHANGE MASTER
COPY DOCUMENT

COPY MATERIAL

COPY MATERIAL BOM
CREATE DOCUMENT
CREATE MATERIAL

Figure 4-47: Search Help Screen

7 To activate the Security Identifier for the Transaction code, select the Flag for Activation
of Identifier check box.
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8 When you finish entering activation settings, click Save and return to the NextLabs Secu-
rity Classification Selection screen. Each new activation record you created appears as a
new row, as shown in Figure 4-48.

E O E
Tahle'View Edit Goto  Selection  Utilities  System  Help

&G dH eae DHE DDo0 AR @m

Change View "Nextlabs Security Identifier Selection Configuration™: Ov
‘MNextlabs Security [dentifier Selection Confiquration J
Transaction codeilJl Function |Security|dentiﬂer |Flag for Activation of [dentifier ||E|

O [+]

TE DOGNUM [~]

E MATHR |
" zan MATHR
" |canz MATHR
ETE MATHR o
New row —| ™ EBE BABUENT: [ @]
C562 MATHR
" |cse3 MATHR
" oven DOGNUM
" cvmzn DOcNUM
" o2y MATHR

Figure 4-48: New entries in the Security Classification Selection Configuration screen

Note: After arow has been added for a Transaction Code/Security Identifier pair, you
can change the Activation setting anytime by selecting or deselecting the Flag
for Activation of Identifier check box.

9 When you finish configuring these settings, click Save.

After these activation settings are defined, they determine how Security Classifications are prior-
itized. For example, in the settings defined in Figure 4-4, a new configuration is added so that
when a user attempts to create a copy of a document in SAP PLM, the evaluation views the Secu-
rity Classification of any Materials associated with document when determining whether to grant
access.

Next steps

If your implementation includes the Entitlement Pack for PLM, The next step is Configuring
Access Control Context Settings (PLM Only) on page 121. Otherwise, skip to Configuring the
Transactions or Functions to Intercept on page 123.
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Configuring Access Control Context Settings (PLM Only)

Access Control Context values are passed to Dynamic Authorization Management for SAP ECC and
SAP PLM SOA Agent, where they are evaluated against existing policies (see the section Func-
tional Integration During a Policy Check on page 19). In the Access Control Context Attributes
Maintenance screen, you can configure how Access Control Context values are passed during a
policy check.

Standard and Compound Access Control Contexts

Access Control Contexts are constructed hierarchically in SAP PLM. Every context setting must
have a Parent context. Every context can be either a “Standard” or a “Compound” value. A
“Standard” context is the child of only one parent, whereas a “Compound” context can be the
child of more than one Parent.

In Figure 4-49, "100_Mat" and "200_Mat" are the Standard children of the context “Engineering.”
“Project A" is a Compound context that is the child of both “200_Mat” and "Contractors.” This
diagram reflects a common business use for Compound contexts: as temporary or external access
granted on a project-by-project basis. For example, the context "Project A" grants Contractors
access to a family of materials for the duration of the project.

Root

Engineering Contractors

Project | Compound
A Context

100_Mat 200_Mat |- = — — -

Standard Contexts
Figure 4-49: Standard and Compound Contexts

Passing ACCs as Values or Paths

One part of setting up Dynamic Authorization Management is defining whether you want both
Standard and Compound contexts to be passed to the SOA Agent for evaluation. You can also con-
figure whether you want a context passed as a value, or as a complete path (which would refer-
ence the location of the value in relation to the entire context hierarchy).
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This difference is important for policy design. For example, if you passed values only, when the
value “Assembly Plans” might be passed, it could be as the child of “Manufacturing” or “Project
B." In contrast, if you configure the system to pass the full ACC hierarchy, you can write policies
that target the ACC value “Assembly Plans” only when it is associated with one parent or the
other (/Root/Engineering/Project B/Assembly Plans or /Root/Manufacturing/Assembly Plans).

You configure these settings in the PLM Access Control Context Attributes screen.

Procedure

1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen
appears.

2 In Table/View, enter /NEXTLABS/ACCMNT, then click Display.

=y i
Table Edit Goto Systern  Help
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Figure 4-50: Accessing the Access Control Context Attributes Maintenance Screen

3 The Access Control Context settings default in Display mode. Click the toggle button to
change the view from Display to Change.
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Figure 4-51: Maintain PLM Access Control Context Attributes Screen
4 In the NextLabs EM column, select the SAP component you want to configure.
5 In the Access Control Context Type column:

« Select the Owner Context check box if you want Standard Context values to be passed
to the SOA Agent.

o Select the Compound Context check box if you want Compound Context values to be
passed to the SOA Agent.

Note: It is recommended that you enable both Owner and Compound context to be
able to reference all the Owner and Compound context values you have
defined for policy evaluation.

6 In the ACC Policy attributes Pass as... areas:

» Select the pass as Value check box if you want ACC attributes passed as values.
« Select the pass as Hierarchy check box if you want the entire path passed.

7 Click Save.

Next steps

The next step is Configuring the NextLabs Number Range on page 104.

Configuring the Transactions or Functions to Intercept

For the ECC, BW, and S/4HANA Entitlement Packs, you must specify explicitly the transactions
and functions that you want Dynamic Authorization Management to intercept for policy checks.
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For a list of the ECC transactions supported for interception, see Implementation Reference for
ECC on page 277. For a list of the BW functions supported for interception, see Implementation
Reference for SAP BW on page 305. For a list of the S/4HANA functions supported for intercep-
tion, see Implementation Reference for SAP S/4HANA on page 311.

The transactions to intercept must be configured through the /NEXTLABS/TXFLTR transaction
and also in the /NEXTLABS/OPTCFG table. Transactions specified through /NEXTLABS/TXFLTR are
either enabled (Active status) or disabled for policy checks. Transactions specified in the OPTCFG
table are assigned to specific security identifiers; when activated, policy checks are enabled for
the transaction and its associated security identifier. For information about this configuration,
see Defining How Multiple Security Classifications Should Be Applied on page 116.

Procedure

1 In the SAP interface, enter transaction /NEXTLABS/TXFLTR. The Maintain Executable
Objects for Common Interception screen appears, as shown in Figure 4-52.

Nextiabs: Maintain Executable Objects for Commaon Interception

& Modify/Display [ Create

Existing objects Selection

-
Executable Ohject(Toodecustrn) J | 5 |
Active

Maxirmurn Mo, of Hits Z00

Figure 4-52: Maintain Executable Objects for Common Interception Screen

2 To specify new transactions to intercept, click Create. To view or modify transactions that
are already in the table, click Modify/Display. In Existing Objects Selection, you can spec-
ify criteria for filtering the list of transactions.

3 If you clicked Create, add new transactions. For each transaction to add, do the following:

o Click Insert Row.
« In Executable Object, enter a transaction code.

« In Active, enter X to enable interception of the transaction. Use the Active setting to
disable or enable interception for each transaction as your authorization requirements
change.

Figure 4-53 shows an example of one transaction and its status set to Active.

As an alternative to entering each transaction code here, you can click Import to import
the values from an Excel file, if you choose to type the codes in Excel.
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F Click Insert Row to add a transaction

NextLabs: Manage Executable Ohjects Status

DEED 5/%1) (8] [seor Binport —— ik import
import values

Executable Ohject '_.&ctive - from an Excel
(CEDl X D file

Figure 4-53: Adding a transaction to the /NEXTLABS/TXFLTR table

4 Click Save when you finish entering all the transactions. If you want to save all the values
to an Excel file, click Export.

Next steps

The next step is Configuration for Policy-based Security Classification on page 125.

Configuration for Policy-based Security Classification

Classifications can be defined manually, by entering rows in the Security Classification Mainte-
nance table, or automatically based on policy. Policy Based Security Classification (PBSC) can run
as a batch process to automatically classify data in SAP ECC and SAP cFolders. In SAP ECC, docu-
ments can be added to a PBSC queue upon the creation or editing of originals on a parent busi-
ness object. In SAP cFolders, documents can be added to the PBSC queue when they become
Exported to cFolders, or are created and/or modified there.

Documents in the queue are evaluated based on policy when the batch process runs. Referencing
defined policies, the batch process determines whether or not new classification records (rows)
should be added to the Security Classification Maintenance table for the parent business objects
(in the case of SAP ECC) or for the documents themselves (in the case of SAP cFolders).

Note: For an example of how these policies are defined, see Example Policy: Security
Classification Based on Content Analysis on page 200.

Configuring Policy Based Security Classification includes the following procedures:

» Designating Which Create/Edit Functions Should Be Included in the PBSC Queue on page
126

» Defining the PBSC Filter for Documents on page 127
» Defining the PBSC Filter for Materials on page 128
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» Configuring the PBSC Conversion Directory on page 129
» Defining the Background Job for PBSC on page 131
» Configuring the PBSC Custom Obligation on page 136

Designating Which Create/Edit Functions Should Be Included in the PBSC Queue

Documents and materials intended for the PBSC queue can be filtered based on Ul function or
data. This section describes how to configure Ul functions for Documents and Materials being
sent to the queue. This must be done for all Entitlement Packs where you are deploying PBSC pol-

icies.

To designate which create and edit functions should trigger a PBSC queuing of materials and doc-
uments, configure these functions in the /NEXTLABS/PBSCFG table. Before this step can be per-
formed, transaction codes and Ul functions must have already been mapped in the
/NEXTLABS/UIFUNC table.

Procedure

1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen

appears.

2 In Table/View, enter /NEXTLABS/PBSCFG, then click Display.

3 Click the toggle button to change the view from Display to Change.

4 Click New Entries. For all Entitlement Packs included in your implementation where you
plan to deploy PBSC policies, enter the following information (see Table 4-6):

« Ul function: transaction or function used to create and edit materials and documents

« Field name: the field name for Documents and Material records
(pocNuM or MATNR for SAP ECC, SAP PLM, and EASYDMS, poc 1D or MaT 1D for cFolders)

e Ul Mode: select 1nsertion for the create action and change for the edit action.
 Indicator: activate the Ul function for PBSC
« Text: enter a description. This description appears in the log for PBSC.

Note: Table 4-6 provides a sample of valid entries. Your entries will vary, depending
on which Entitlement Packs you are implementing and how you have mapped
policies in the urrunc table.

Table 4-6: Example entries in the PBSCFG table

Ul Function
/PLMi/EASYDMS_DOCUMENT_CREATE2
BAPI_DOCUMENT_CREATE2
BAPI_DOCUMENT_CREATEFROMSRC2
CVAPI_DOC_COPY_REF_FILES
EASYDMS_DOCS_CREATE_NEWVERSION
EASYDMS_DOCUMENT_CHANGE2
EASYDMS_MASS_DELETE_DOCUMENTS

Field Name Ul Mode Text
DOCNUM Insertion EASYDMS Create Document
DOCNUM Insertion EASYDMS Create Document
DOCNUM Insertion EASYDMS Create Document
DOCNUM Insertion EASYDMS Copy/Paste
DOCNUM Insertion EASYDMS New Version
DOCNUM Change EASYDMS Change Document
DOCNUM Change EASYDMS Delete Document
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Table 4-6: Example entries in the PBSCFG table (Continued)

Ul Function Field Name Ul Mode Text

EASYDMS_RENAME DOCNUM Change EASYDMS Rename Document
/PLMU/WDA_DIR_OIF DOCNUM Change PLM Modify Document
/PLMU/WDA_DIR_OIF DOCNUM Insertion PLM Create Document
/PLMU/WDA_MAT_OIF MATNR Change PLM Modify Material
/PLMU/WDA_MAT_OIF MATNR Insertion PLM Create Material
CFI01 DOCNUM Insertion cFolders Import Document
CFI01 MATNR Insertion cFolders Import Material
CF102 DOCNUM Insertion cFolders Import Document
CFl02 MATNR Insertion cFolders Import Material
CHANGE BOM MAT_ID Change cFolders Change BOM
CHANGE DOCUMENT DOC_ID Change cFolders Change Document
CHANGE MATERIAL MAT_ID Change cFolders Change Material
CREATE BOM MAT_ID Insertion cFolders Create BOM
CREATE DOCUMENT DOC_ID Insertion cFolders Create Document
CREATE MATERIAL MAT_ID Insertion cFolders Create Material
CVO1N DOCNUM Insertion SAP ECC Create Document
CVO2N DOCNUM Change SAP ECC Modify Document
MMO1 MATNR Insertion SAP ECC Create Material
MMO02 MATNR Change SAP ECC Modify Material

5 Click Save to save your configuration changes.

Defining the PBSC Filter for Documents

Documents and materials intended for the PBSC queue can be filtered based on data characteris-
tics. This section describes how to configure which Documents to send to the queue. You do this
in the PBSC filter for Documents screen. If you do not set a filter, or if you apply a wildcard (*),
originals associated with all Documents (for SAP ECC), and all kinds of documents (for SAP cFold-
ers) are sent to the queue for evaluation. In many cases, organizations may wish to limit which
business objects are being queued, because only certain objects are considered sensitive or con-
trolled, and/or to avoid an impact on system performance.

Procedure

1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen
appears.

2 In Table/View, enter /NEXTLABS/PBSDIR, then click Display.

3 Change the view from Display to Edit.
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4 Click New Entries. Enter values to filter what originals are sent to the queue. Notice that,
for SAP ECC, you can also filter objects by Compound Key. In Figure 4-54, the filter is set so
that only documents of type DRW are added to the PBSC queue.

F
[ Tableview  Edit Goto  Selection  Ufilities  System  Help W]

g - dB @@ SHE DDho0 HAE @

MNew Entries: Overview of Added Entries
7EBEBE

DIR Filter for FBSC
Doc. Tvpe Document Kumber Doc. Part Doc. Wersion
* £ '_* (=
DRW i _'Ij
i »
- |
Eg Positian Entry 0 of D |

a )
Figure 4-54: Filtering by Doc. Type DRW

5 When you have entered all the filter criteria, click Save.

Defining the PBSC Filter for Materials

Documents and materials intended for the PBSC queue can be filtered based on data characteris-
tics. This section describes how to configure which Materials are sent to the queue. You do this in
the PBSC Filter for Materials screen. If you do not set a filter, or if you apply a wildcard (*), orig-
inals associated with all Materials are sent to the queue for evaluation. In many cases, organiza-
tions may wish to limit which business objects are being queued, because only certain objects
are considered sensitive or controlled, and/or to avoid an impact on system performance.

Procedure

1 In the SAP interface, enter transaction sM30. The Table Maintenance View screen
appears.

2 In Table/View, enter /NEXTLABS/PBSMAT, then click Display.
3 Change the view from Display to Edit.

4 Click New Entries. Enter values to filter what materials should be sent to the queue. In
Figure 4-55, a wildcard is used so that all materials are added to the PBSC queue.
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Figure 4-55: Setting Material Filters

5 When you have entered all the filter criteria, click Save to save the record.

Configuring the PBSC Conversion Directory

Policy Based Security Classification (PBSC) requires a location to temporarily store files while
batch processes are being performed. This location must be on the host where the Policy Control-
ler is installed. A logical path pointing to this location must also be configured within SAP.

Note: One of the landscape requirements for your implementation is that the SAP
user under which the PBSC process runs has access to write and read files
within the conversion directory that is located on the Policy Controller server.

Procedure

1 On the same host as the Policy Controller, create a folder in the c: drive to serve as the

conversion directory (in our example, this is simply c:\Conversion). This is the root folder,
and may include additional subfolders.

2 In the SAP interface, enter transaction /nFile. The Logical File Path Definition screen
appears.

3 In the list of logical paths, locate /NExTLABS/PBSC DOWNLOAD. Select the path and click
Assignment of Physical Path to Logical Path.
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Figure 4-56: Assignment of Physical Path to Logical Path

4 In the Physical path field, specify the path to the conversion directory, using the following

format:

\\<hostname>\Conversion\<PARAM 2>\IN\<FILENAME>

where <hostname> implicitly references the host’s C:\ drive. In other words, the path
above points to c:\cConversion. If additional folders appear under the root conversion
folder, you must also include them in the path. <paRAM 2>\IN\<FILENAME> must be writ-
ten exactly as is.

5 In the list of logical paths, locate /NEXTLABS/DOWNLOAD TAG. Select the path and click

Assignment of Physical Path to Logical Path.

6 In the Physical path field, change the <host name> to point to the location of the conver-

sion directory. <hostname> implicitly references the host’s C:\ drive. In other words, the
path above points to c:\Conversion. If there are additional folders under the root conver-
sion folder, you must also include them in the path.

7 In the list of logical paths, locate /NExTLABS/PBSC_1D. Select the path and click Assign-

ment of Physical Path to Logical Path.

8 In the Physical path field, change the <host name> to point to the location of the conver-

sion directory. <hostname> implicitly references the host’s C:\ drive. In other words, the

130

NextLabs Dynamic Authorization Management for SAP « User’s Guide

1/10/17



Configuration for Policy-based Security Classification

path above points to c:\Conversion. If there are additional folders under the root conver-

sion folder, you must also include them in the path.

9 Save the change, or click Logical Path Definition to return to the list of Logical paths and

configure another one.

[ Table View

Edit Goto  Selection  Ulilities Systerm Help W

&

S (H 0@ CHE TD00 IF @B

Change View " Assignment of Physical Paths to Logical Path": Details
‘W Mew Entries (9] @ @

Dialog Structure

= [JLagical File Path Definition

« 3 Assignment of Physical Paths to Logical Path
« [JLaogical File Mame Definition, Cross-Client
« [ Definition of Yariahles

[ oG ro s Dfinition < [Physical path  [ISAP-CCOA\CONversiom=PARAM_2-UNISFILENAME- | >
= [ Assignment of Operating System to Syntax Group

Logical path  [/NEXTLAES/PESC_DOWNLOAD
kHame Download DIR Originals for PBSC feature

Syritax group WINDOWS NT|Microsoft wiindows MT

One entry chosen

Figure 4-57: Configuring the Logical Path of the Conversion Directory

Defining the Background Job for PBSC

PBSC runs as a batch process that must be defined as a background job in SAP. This ABAP program
to be configured in the job is /NExTLABS/PBSC. The program is the same for SAP ECC and SAP
cFolders. The background job should be scheduled so that PBSC updates occur at a frequency
appropriate for addressing your business and authorization requirements.

Procedure

1 In the SAP interface, enter transaction sm36. The Define Background Job screen appears.

2

Click Job Wizard to launch the job wizard.
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Figure 4-58: Job Wizard
3 Enter background information about the job:

» The Job Name can be anything you specify.

» Select the priority (Job Class) for the batch process to reflect your business require-
ments. Because this is a frequently running process, we select Low Priority. However, if
you want the job to take priority over other batch processes, because of the high risk of
exposing sensitive data, select a higher priority for the job.

» TargetServer is not required.

4 Click Continue.
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Job Marne: [PBSC batch process ]
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Figure 4-59: Defining a Background Job for PBSC

5 In ABAP program name, enter /NEXTLABS/PBSC, and click Continue.
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