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Typographic Conventions

Type Style

Description

Example Text

Words or characters quoted
from the screen. These
include field names, screen
titles, pushbuttons labels,
menu names, menu paths,
and menu options.

Cross-references to other
documentation

Ilcons

Ilcon

Description

Caution

- JiE>)

Note or Important

£,

=

Example

Recommendation or Tip

Example text

Emphasized words or
phrases in body text, graphic
titles, and table titles

Example text

File and directory names and
their paths, messages,
names of variables and
parameters, source text, and
names of installation,
upgrade and database tools.

Example text

User entry texts. These are
words or characters that you
enter in the system exactly as
they appear in the
documentation.

<Example
text>

Variable user entry. Angle
brackets indicate that you
replace these words and
characters with appropriate
entries to make entries in the
system.

EXAMPLE TEXT

Keys on the keyboard, for
example, F2 or ENTER.
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Configuring the MDM Administration Cockpit W

1. Business Scenario

You are a system administrator who is not familiar with the MDM Console; however MDM (Master
Data Management) maintenance tasks are part of your daily business. You can perform these tasks
with the Solution Manager which enables you to control many different systems from one program.

2. Background Information

The Solution Manager is considered as a central administration tool for a SAP system landscape
because the following central tasks are combined in one central tool:

¢ System Landscape definition (SLD, SMSY)
e System Monitoring

¢ Root Cause Analysis

e System Administration via Work Centers

e Alert Management

Work Centers in SAP Solution Manager make navigation through central role-based access points
easier. They combine different administrative, support and operative tasks in one generic User
Interface. The Work Centers are located in the ABAP Stack of the Solution Manager.

As of SAP NetWeaver Master Data Management (MDM) 7.1 and Solution Manager 7.0 EHP1, central
administration of MDM servers and MDM repositories is possible. The MDM Administration Cockpit is
embedded in the Solution Manager System Administration Work Center. The System Administration
Work Center provides a list of all SAP systems which are defined in the Solution Manager System
Landscape. For SAP Systems with MDM components, a link to the MDM Administration Cockpit is
offered in the details view.

The MDM Administration Cockpit offers the most important functions for a central system
administrator. These functions are only a subset of the functions that are available in the MDM
Console. The MDM Console provides the complete set of functions for data modeling and specific
MDM administration tasks (for example, master/slave maintenance).

The MDM Administration Cockpit allows mainly the following basic administration tasks for maintaining
your MDM system landscape:

e Server maintenance

o Display status of MDM servers

o Start MDM server

o Stop MDM server
¢ MDM repository maintenance

o Display status of MDM repositories
Load / unload MDM repository
Archive repository
Verify repository
Repair repository

o O O O
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Figure: MDM Administration Cockpit: Component Overview

The MDM Administration Cockpit is an ABAP Web Dynpro Application that gives an overview of the
selected MDM system. The Cockpit gets the MDM system definition from the system landscape
definition in the Solution Manager (transaction SMSY) and displays the current status of its
components.

The status of the servers and the activities on the servers are controlled with Web services of the SAP
Startup Framework (new MDM 7.1 installation environment).

Retrieval of the status of the repositories and the current activities being performed on them are
carried out with the MDM ABAP API that connects directly to the MDM server via a trusted connection.

All activities in the MDM Administration Cockpit are controlled by an ABAP authorization object. This
authorization object does not substitute the MDM repository security concept but extends it to the
ABAP environment. The MDM repository role assigned to the user should allow at least the same
activities that are allowed by the ABAP authorization object. Otherwise a user cannot perform the
activity with the MDM Administration Cockpit.

ﬂ Note

For more information about the security of an MDM repository, see the MDM 7.1 —
Console Reference Guide.
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3. Prerequisites

To use the MDM Administration Cockpit, you need the following components:
e SAP Notes for Solution Manager 7.0 EHP1:

SAP Note
Number Title Description
1270045 Disable Logical Port Modification Disable modification of logical port parameters

if logical port already exists, thus avoiding
MDM Administration Cockpit role extension to
delete RFC destination

1278029 MDM SolMan Admin Cockpit This note refers to naming conventions
cannot retrieve status of MDM regarding the MDM hostname. If you use
Host special characters for the MDM Host name,

the MDM Administration Cockpit might not be
able to handle it.

1278483 CCMS connection — automatic Describes how to automatically retrieve the
system name retrieval during MDM system name from the CCMS tree on
analysis start of the MDM Administration cockpit — valid

only with MDM 7.1.01 or later.

1278740 Error when starting MDM Checking of MDM System version.
Administration Cockpit with MDM  Checking of SMSY convention and send the
5.5 appropriate error message.

1279952 Cockpit exception handling Describes how to display missing details of
improvements error message if exception occurs during

retrieving status of auxiliary servers or during
component retrieval.

1300798 Cannot start the MDM Describes how to add the missing
Administration Cockpit with customization to the delivery.

Solution Manager 7.0 SP18
(EHP1)

1302110 MDM_TECH 700_710: SP00 - Describes the issue of upgrading the version
SPO1: incorrect MDM Cockpit of MDM_TECH after having updated the MDM
settings server.

1286796 Miscellaneous SP19 corrections Contains extended check and code inspector

error corrections of low priority.

1319391 Inconsistent status after exception  Corrects a minor inconsistency in displayed

in rep. selection

status in the work list and in the details views
under certain circumstances
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1334538 SP20 miscellaneous corrections Corrects minor errors concerning usability of
for MDM Admin Cockpit the MDM Administration Cockpit.

1354745 Capital hostnames are configured  Allows you to configure your SMSY server
in small letters in SMSY names in capital or small letters without
respecting the real physical hostname.

1364110 MDM Admin Cockpit EHP2 Describes some limitations in the usage of the
Limitations MDM Administartion Cockpit released with
SolMan ST400 EHP2

e MDM 7.1 (installed on the maintained MDM host):

[] Note

For more information refer to MDM 7.1 — Installation Guide: <Platform> and MDM 7.1 —
Upgrade Guide on SAP Service Marketplace at service.sap.com/instal IMDM71.

I cauTIiON

The host name on which the MDM System is installed will be part of each MDM instance
name. To be able to administrate the MDM instances with the MDM Administration

Cockpit, the following special characters are not allowed in the hostname: “-“ or “.” or “_"
(refer to SAP Note 1278029 MDM SolMan Admin Cockpit cannot retrieve status of MDM

Host).
With Solution Manager EHP1 SP19, this limitation is corrected.
e Solution Manager 7.0 EHP1 or higher or SAP Solution Manager 7.1
The MDM Administration Cockpit is delivered with the Solution Manager.

ﬂ Note

For more information about Solution Manager 7.0 EHP1 / EHP2 installation, refer to SAP
Service Marketplace at service.sap.com/instguides — SAP Solution Manager.
SAP Notes 1278483, 1278740, 1279952, 1300798, 1302110, and 1286796.

SAP Notes 1319391 and 334538 are delivered with Solution Manager 7.0 SP20.

SAP Note 1354745 is delivered with Solution Manager 7.0 SP 21.

All limitations referred to in SAP Note 1278029 are corrected with Solution Manager 7.0

SP19.

e MDM ABAP API Add-On: MDM TECHNOLOGY 7.10 700 for MDM 7.1 and SAP NetWeaver

7.00.
The ABAP API Add-On needs to be deployed on the Solution Manager system. You do not
need to configure the MDM ABAP API (transaction MDMAP IC) or configure the RFC connections
(transaction SM59). This will be automatically performed by the MDM Administration Cockpit and
by the ABAP API itself. For data consistency reasons, no entry of the MDMAPIC elements is
automatically deleted by the MDM Administration Cockpit.

A cAuTION

Make sure that your MDM TECHNOLOGY version is correct for your current MDM
system version (refer to SAP Note 1302110).

ﬂ Note

For more information about MDM 7.1 ABAP API deployment, refer to the MDM 7.1 -
ABAP API Guide on SAP Service Marketplace at service.sap.com/instal IMDM71.
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4. Step-by-Step Procedure

Before you can work with the MDM Administration Cockpit, you need to perform the following setup
and configuration steps on the Solution Manager system, on hosts of the MDM servers, on the Master
Data server, and on the MDM repositories:

mdm_admin_cockpit service activation

Authorization management on the Solution Manager

SMSY configuration

User and authorization management for the MDM Server and the MDM Auxiliary Servers

o s~ D

Trusted connection configuration on the MDM Server
6. Trusted connection configuration on MDM repositories
The following sections explain the procedure for each step in more details.

4.1 Service Activation

You have performed the customizing activity Activate Solution Manager Services in the SAP Solution
Manager customizing, under ¥ Configuration — Basic Settings — Solution Manager — HTTP
Services — Activate Solution Manager Services.

4.2 Authorization Assignment

Several levels of authorization should be considered within the context of the MDM Administration
Cockpit. This is due to the fact that the Solution Manager (SOLMAN) user is not the same as the MDM
user and is also not the same as the operating system user (users on the hosts of each MDM server).
In the Solution Manager system, the activities of the MDM Administration Cockpit are controlled by the
ABAP authorization object MDM_ADMIN.

The following delivered roles with predefined profiles and additional necessary authorizations can be
assigned to the Solution Manager user:
1. SAP_SM_ADMIN_COMPONENT_DIS: Very restricted permissions. The user is not allowed to
perform any operation on MDM components.
2. SAP_SM_ADMIN_COMPONENT_EXE: The user is allowed to perform basic repository
activities: load, archive and verify-check.
3. SAP_SM_ADMIN_COMPONENT_ALL: The user is allowed to perform all offered repository and
server operations.

Additional roles with other combinations of activities may also be defined.
[I Tip

Note that with the authorization object MDM_ADMIN, it is only possible to allow starting
and stopping of the MDM Auxiliary Servers.

The MDM Administration Cockpit offers links to other applications to analyze and manage MDM
components, for example links to Root Cause Analysis, Alert Management, Downtime Management
and the DBA Cockpit. Note that the SOLMAN user should have additional roles or authorizations that
allow access and manipulation through these applications. For example, to get the link to the DBA
Cockpit, the role of the MDM administration user should be extended with the activity STOR of the
authorization object S_ADMI_FCD.

The roles with necessary authorizations have to be assigned to the MDM Administration Cockpit
users.
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ﬂ Note

For more details on role definition and assignment refer to the
Security Guide SAP Solution Manager on SAP Service Marketplace at
service.sap.com/instguides — SAP Components — SAP Solution Manager.

Also refer to the AGS User Administration Guide on SAP Service Marketplace at
service.sap.com/diagnostics.

4.3 Landscape Maintenance

The landscape maintenance of an MDM Systems depends on the SAP Solution Manager version you

use:

e Solution Manager 7.0 EHP1 (for MDM 7.1): SMSY configuration of an MDM system should

take place as described below in option 1.

e Solution Manager 7.0 EHP2 (for MDM 7.1): SMSY configuration according to option 1 or
option 2. Option 2 is recommended due to compatibility with SMD and possibility of usage of the

technical system wizard for a part of the configuration.

e Solution Manager 7.1 (for MDM 7.1): The system needs to be maintained in the Technical
System Editor. Please refer to section 4.3.3

4.3.1 SMSY Configuration for Solution Manager 7.0 EHP1

You have to perform the SMSY configuration for MDM 7.1 manually in the Solution Manager system.
The following steps are necessary to define an MDM 7.1 system or an SAP system with MDM 7.1

components.

1. Call transaction SMSY in the ABAP stack of the Solution Manager system.
2. Define the physical host where the MDM system (MDM servers) is running.
3. Inthe landscape components area, click on Server and create a new (MDM) server. Server

name is <MDMhostname>.

|| Landscape Components

gle|al@|E]

Landscape Components IDescriptinn

T Gnean
. Create New Server
T 01

Server

[= Create New Server
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4. Define the MDM system: In the area Landscape Components, open the tree in the Systems
folder. Create a new system of product type SAP MDM with Product version: SAP
NETWEAVER MDM 7.1. We recommend that you choose the system ID <SID> as system
name.

Landscape Components
alel2[®ml]

Landscape Components |Descriptinn

= Systems [1] .

GUORUM LAKD 5% Quorum Land System
SAP AUTO-1D INFR SAR ALUTO-ID INFRASTR...
SAP CPROJECT SLSAF cProject Suite

SAP CREM SAP Customer Relations..
SAFP CREM 20065  BARP CRM 20065 fwith 5.
SAP CEM ERHAMC SAP CEM Enhance Pac...
SAFP CEM ON-DEME SAP CRM ORN-DEMAMND - ..
SAFP E-COMMERCE SAP E-Commerce for SA...
SAP E-RECRLITIMG SAP E-RECREUITIMG

SAFP ECC SAF ERF Central Comp...

SAFP ERF SAF ERF

SAF ERF EMHAMCE SAF ERP EMNHAMNCEME...

SAF ERF ES SAP ERF enterprise senv..

SAP EVERMT MARMAG SAF Event Management
SAF EXCHARMGE IM SAP EXCHAMGE INFRA..
SAF EXTERMDED W SAF EXTENDED WARE. ..

bl Al B e e e i B e e i

SAF FSCM SAF Financial Supply Ch...

SAP GRC GLOBAL ™ SAP Global Trade Servic...

SAP kMY SAP Knowledge Wareho...

SAP LEARMING 50 SAP Learning Saolution

{SAP hFhiT] S4P hastar Data Manan

SAP  Create New System

E:E Craate Mew Systarn with Assistant

T II:UCreate Nébé'sée'.}ém ;

System M5
Product | SAP MOM o
Product Version | SAP METWEAVER MOM 7.1 =
Installation Numker [4857300947
v |[H)|| create Product |||

If an SRM system contains MDM Catalog Management Systems, create a new system of
product type SAP SRM and product version SAP SRM 7.0/NW7.01.

[ SAP SRM SAP SRM E-Procuremen.. | ‘ ” ||_]
[ Create Mew Systermn
Systern |E7U
Product [sapERM =]
Product Version e &l
Installation Number (5409830323 [5)
Create Product
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5.

In the Selection of Main Instances tab page, select the Master Data Server checkbox in the

Relevant column.

MD5 | Saved
ProductVersion  SAP METWEAVER MOM 7.1

‘Header Data 4

S

 System Data in SAP Sup

action of Main Insta

Portal , Other Attributes

alolos 0

Create System Component |

Rele ances for this System Installation

Extended Assignment of

Main Instance |DEI Instan |AEIAF' Inst |Re|evant
ABAP AP [ 7
ABAP AP Tor MY 71 . v . ¥
Administiation Cliemts | =

|Alsalnstal |SystemC |System |T\,rpe

<]

i o 0 O

O
|
Business Cantent

COM APl ' 1 T O
Change Tracker . ] . I
Configuration Clients ' [ ' M
DOTNET AP ' I (w
Data ManagementCIients' [ ' B
Entichrnent Controller 7.0 | ] . [
Impott Clients [ =
Impott Server ' ] ' r
JAVA AP [T I O
Layout Sernver ' ] ' I
MOM Adapter 7.0 [ T O
MOM Adapter 7.1 ' i
Master Diata Server . [¥ ' B
Portal Content ' '
Publication Clients [ O
syndication Clients ' '
Syndication Senver ' [ ' B
Weh Services ' v ' I
eh Semices 7.0 [T O
¥l Content ' T 0

Double click the Master Data Server main instance and define the instance of the
server in the List of Instances column. Use the following naming convention:
<MDMhostname> <SID> <lInstanceNumber>.

ﬂ Important

<instanceNumber> should have two characters even if it is less than 10.

_@ 1) Saved
SAP NETWEAVER MDM 7 1
_Master Data Server

_Sg_fjatem

_F'roduct‘-fersinn

Main Instance

Listo
Instance |Ser\.fer

| i

4 | (e | (| o

o | o | (| 9 | | |

| || |

0

master data

If your MDM system also contains auxiliary servers, perform the same steps as for the Master
Data Server. Choose the main instances: Import Server, Syndication Server and Layout Server.
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For an SRM system, select the main instance: MDM Import Server and MDM Server as
Relevant and insert the list of instances by double clicking on the Main Instance.

System E7U | Gavadf

Froduct Version SAP SEM F.0 5 WY 01

Selection of Main Instances

b U i) o Create System Cormponent

Main Instance DA Instan |ABAP Inst |Relevant  |Also Instal |System G |System | Twpe Extended Assignment of

Bl Cantent

0

Catalog Content Managerr

MO ABAR AP

SAP cProject Suite

SEM Server |

Business Content Reposii

MO Chande Tracker

MOk Cantent handling

|
|
|
MDM Import Ul |
|
|

=

MO technical canfiguratic

Portal Content MOM Catale

Fortal Content SEM

Fortal Sontent Supplier

SEM Java

TREX

Hl Content

o o o o 4 o

| o o o o o

8| | (9 || | (| | | (O | | e | | |
O

o |5 o o o o o o e o 3 3 3 3
o | oo o o o o o o o 2 3 3
1| 000 ) 0 ) 0 O 0 e 0 0 s 0 0 0 0 0 0 0 0 0 =

|
|
|
SRM Supplier Java |
|
|
|

[l Important

If the Catalog Content Management System is installed as a standalone MDM 7.1
system, use the <S1D> of the corresponding MDM system to define the instances.

Systern ErflU Saved
Product Version SAP SEM 7.0 7 MWT.01
Main Instance MO Impaort Server

July 2011 9
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4.3.2 SMSY Configuration for Solution Manager 7.0 EHP2

You have to perform the SMSY configuration for an MDM system manually in the Solution Manager

system. The following steps are necessary to define an MDM system or an SAP system with MDM 7.1
or higher components.

1. Call transaction SMSY in the ABAP stack of the Solution Manager system.
2. Define the physical host where the MDM system (MDM servers) is running.

3. Inthe landscape components area, click on Server and create a new (MDM) server. Server
name is <MDMhostname>.

Landscape Components

||
rll%lﬁlﬂﬂll

Landscape Components |Descriptinn

= éanmﬁw

7 Creats New Server
rerd O EY

III?Create Mew Server

Server | I

4. Define a System component: In the landscape components area, click on System Components
and create a new MDM Server. It is recommended to take the SID of the MDM system as name
for the system component.

5. Define the list of instances of the MDM system in the tab Instances. Use the following naming
convention: <MDMhostname>_<SID>_<InstanceNumber> if you perform this step
manually..

ﬂ Important
<instanceNumber> should have two characters even if it is less than 10.

Landscape Companents |_Svstem Component i_HDE—i Saved
SZ|aHE Type MDM Server =
Landscape Components D
[» Serwer
[ Datahases I.ﬂ gy EUE
I 8ystems (1] | e
7 %vszeér:aoumpunems |__|h5'1é?}&é. [Gener Rale [Sé'_r#ﬁ!r'

B ks pudt3124_MD5_ B0 MDM SERVER [ pwdf3124

= MOM Sarver pudt3124_MD5_B1 IMPORT SERVER &) pwdf3124
MD5 pwdf3124 MO B2 SYNDICATION SET jpwdfai24
MM= MMs e 1 I
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6. Define the MDM system: In the area Landscape Components, open the tree in the Systems
folder. Create manually a new system of product type SAP MDM with Product version: SAP
NETWEAVER MDM 7.1. We recommend that you choose the system ID <SID> as system

name.

|| Landscape Components

SBEERME

Landzcape Components |Descriptinn

< Systems (1]

R T e A e BT,

If an SRM system contains MDM Catalog Management Systems, create a new system of
product type SAP SRM and product version SAP SRM 7.0/NW7.01.

QAUORUM LAMD 5 Guorum Land System

SARP AUTO-ID INFR# SAP AUTO-ID INFRASTR...

SAP CPRCOJECT 5L SAP cProject Suite

SAP CREM SAP Customer Relations...
SAP CRM 20065 SAP CRM 2006s fwith 5.
SAP CREMEMHAMC 8AFP CEM Enhance Pac..
SARP CRM OMN-DEME SAP CRM QON-DEMARD -
SAP E-COMMERCE SAP E-Commerce for SA. .

SAF E-RECREUITING SAF E-RECRUITING

SARPECC SAFP ERF Central Comp...

SAF ERF SAF ERF

SAP ERP ENHAMNCESAP ERP ENHAMNCEME...
SAF ERF ES SAF ERF enterprise serv...

SAFP EVENT MAMAG SAP Event Management

SAP EXCHANGE IN SAP EXCHANGE INFRA.
SARP EXTEMDED Yy SAP EXTEMDED WARE...
SAP FSCHM SAF Financial Supply Ch...
SARP GRC GLOBAL " SAP Glohal Trade Servic...
SAR WY SAF FKnowledge Yareho...

SAP LEARMING 50 SAP Learning Salution

ESAP_hQDhﬂim SAR Master Data anan

SAP|  Create Mew System

SAP Create Mew Systerm with Assistant
SAPL .. = LI

lF—/ Create MNew System

Systermn [MDS

Product | SAP MDM
Product Version

Instaliation Mumber 485730047

E‘ Create Product E

SAP NETWEAVER MOM 7 .1

[» SARP SRM SAP SREM E-Fracuremen...
[ Create Mew System
System [E7U
Product |saPsRM
Froduct Versian [5aP SRM 7.0 MwWT .01
Installation Nurmber 5483830328 [15)
Create Product
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7. Inthe Selection of Main Instances tab page, select the Master Data Server checkbox in the
Relevant column. Refer to the created system component by checking the box and assigning
the corresponding system component.

System: MD35 - Change - SAP Solution Manager

=

SAP WA BY VENDAY 5[]
SAP MOM s[+]

T CEC T T O T T OO T T T CET

F16
F1600001

F5R1

nMag

MDS5

MDM

MDA
MDM_MBSS
MDS2 o}
SAH

VGTEST2

SAP MDM GDS =)
SAP NETWEAVER [ S,
SAP NETWEAVER £ 5.
SAP NETWEAVER 2 5.
SAP METWEAVER (5.
SAP NETWEAVER I 5.
SAP METWEAYER F 5.
SAP MW ENTERPR 5.
SAP N IDEMTITY | 5.
SAP PROCESS COIS.
SAP PROCESS SCHE
SAP QUALITY CENTE.
saP Rz (1] =
SAP RI3 ENTERFRIG.
SAP REACH COMPI &,
SAP RISK MAMNAGEI S.I

OIS

gaP RPM (2] =)
sap som [ 5

o

System

HD5 Saved

Product Yersion

SAP METWEAVER MDM 7.1

ABAP AP

ABAP AP for M 6 40

ABAP AP for MW T 1

Administration Clients

Business Content

COM AP

Change Tracker

Configuration Clients

DOTMET AP

Data Management Clients

Enrichrnent Controller 7.0

Impart Clients

Import Server

MDM Sers

3
a
B
a
a
=
Q
a
3
a
a3
a
a

JAVA AP

Layout Senver

MO Adapter 7.0

IMDM Adapter 7.1

laster Diata Server

MD5

Foral Cantent

Publication Clients

Syndication Clients

Syndication Server

o o o o o o o i 3 3 3

I o | o o o i 3 3 3

O|0O0|O|O|0|O|0|0|O{O|0O|0|0|0|0|0|0|0| 0|0 O|0

ROOOROOOO-OOOO00O0O0OO00=

3 o o 1 ) o o o o

MD5

moM Sersz |l

For an SRM System with more than one catalog management, use the Extended assignment
property to assign more than one system component.

System: E7U -Change - S

LEEELT)

E8l
EE1_0001
EE2

EFP

F16
F1600001
F21
F3800002
FTA

F7M

GR1

DD Bl 'y
E:mca%o?m« i =

AP Solution

Manager

ProductVersion
Main Instance

70

[84P SRM 7.0/ MW7 01
|'I'||'I5I'l' Import Server

Seley Sysmm Component

[z |
|MDM Server |

MDM Server B

a

]

1]

3.

B

MO T (4]

= ] O @ o2 MoK Ser\®)
0O Bl O O =]
O O O O =1}
] =] O M2 MOM ServT
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ﬂ Note

For more information about the SMSY configuration, refer to the Solution Manager
configuration guide on SAP Service Marketplace at service.sap.com/instguides
— SAP Components — SAP Solution Manager — Release 7.0 EHP 2.

4.3.3 Maintain the Technical MDM System in LMDB (for

Solution Manager 7.1)
If you work with SAP Solution Manager 7.1, you must maintain the technical system of type MDM in
LMDB. Refer to the following steps:
1. Open SAP Solution Manager Configuration Work Center.
2. Select Managed System Configuration.
3. Select System Operation — Create System.

SAP Solution Manager
f My H.nme ”Elusin-e&s.Pi'ncess f)perét-ia-ns .E th_ange l:lanagemerﬁ. . L m

| Help

Overview In thiz step, vou connect systems to SAP Solution Manager.
System Preparation
= 1. Select the system you want to configure:
Basic Configuration - To cennect a single system, choose the Technical Systsm tab page.
= ) - To cennect a double (ABAP and Java) stack system, choose the Techi
- To connect a standalone database, choose the Database tab page.
- The technical systems, technical scenarios, or databases, which are k
2. Check the status of the configuration:

Measurement Platform Set Up Gray, red or yellow =signals in the following columns reguire you to take ¢
= - RE( Status (nnhe ARAPY Red: Benair the BEC eannectinnz for svamnl

| Technical Mon itoring

Data Volume M t - .
T Technical Systems (2048) | Technical Scenarios | Databases

Further Configuration

z | Export4 | | [ Configure System |

- [ System Operations 4 |
w Related Links e Systems | Dizplay System
SAP Solution Manager |j @o! i @_

Configuration Demo ,_| 0 | 1

Frastallndata llear Ealllan T _'

4. Select Technical System Type Master Data Management Server (MDM).
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5. Select Next.

Technical System Editor - Create System

— 1 2
Choosze System Type Define the System

-l

| Next | | Close | | Goto Entry Screen |

System Type Selection - Expand for Help
Selection of system type: Master Data Management Server

The following steps will guide you through the procedure to create a technical system of system

Technical System Type Selection

Type: * Master Data Management Server (MDM)

Application Server ABAP (ABAP)

Apache Tomcat Server (ATC)

Business Objects Cluster (BOBJ)

Database System (DBSYSTEM)

Introscope Enterprise Manager Cluster (IS_MOM)
Application Server Java [JAVA)

liveCache (LIVE_CACHE)

haster Data Management Server (MDM}) I

e - = —

6.

7. Enter the MDM server host name and the instance number of the Master Data Server.
8. Select Next.

9. Select Save.

Technical System Editor - Cri

I» 1 2
Choose System Type Define the System D
[ 4 Previous |[ Mext ®]| | [Close| | [ Goto Entry Screen |

Identify the New Technical System - Expand fi
Define the key values to identify this Technical System. More

1. Select a System ID for the technical system of systel
description.

2. Select a host name where the Data Server is located
directly in the field. k should be written in lower case

3. Select the Instance Number of the Data Server.

Technical System ldentification

Type: Master Data Management Server
MDM System ID: * [aaa ]

MDM Data Server Host: * |wdfd0lil191524a
InstanceMumber: * 06

Enter the System ID of your MDM Server into field MDM System ID.
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10. Enter a description
11. Enter 7.1 as the version.

Technical System Information

System ID: AAA
Name: Alh on wdfdi01913824a (06)
Extended System ID: * |AA4
Description: Production Server
\ersion: 7.1
12. Select Next.
13. Select Add.
14. Add the product instance SAP NETWEAVER MDM 7.1: Master Data Server.
15.

Depending on which MDM server types are installed in your system, add some or all of the

following product instances:
o SAP NETWEAVER MDM 7.1:

Import Server

o SAP NETWEAVER MDM 7.1: Syndication Server
o SAP NETWEAVER MDM 7.1: Layout Server

Product Instances Software Component Versions

Assigned Product Instances

[Ada |[Detete | [SetFiags4] [Repostory nformation [ Detais |
'y Product Instance nstaled
" SAP NETWEAVER MDM 7.1: Import Server v v
SAP NETWEAVER MDM T7.1: Master Data Server & o
SAP NETWEAVER MDM 7.1: Syndication Server v '

Diagnostics Relevant

16. For each product instance, select the Installed attribute for the relevant software component

version:
o MDM SERVER 7.1
o MDM IMPORT SERVER 7.1
o MDM LAYOUT SERVER 7.1
o MDM SYNDICATION SERVER 7.1

- Product Instances | : .Sn-i-’(-ware tnmpuneﬁt.ﬁers.iuns |

Assigned Product Inst;

[ Add || Delete | [ SetFlags«| [ Repository Information |[ Details |

5 | Product Instance Installed
EI SAP NETWEAWER MDM 7.1: Import Server =
| | SAPNETWEAVER MDM 7.1: Layout Server
|_| SAP NETWEAVER MDM 7.1: Master Data Server
|_] SAP NETWEAVER MDM 7.1: Syndication Server

Software Component Versions of Selected Product Instances

| Diagnostics R

©l ]| = | =

View: |[Standard View]

v|| Set Flags 4 | | Repository Information J| D

etails |

[} Software Component Version Installed
|“_*| MDM INSTALLATION MASTER 7.1 0o
|_| MDM SERVER 7.1
|_j MDM SHARED INSTALL CONTENT 7.1 O

17. Select Next.

Installation Type
Installed on Instance
Installed on Instance

Installed on Instance
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18. Add the database(s) used by the MDM system.
19. Select Next.

EY Iy

Azzign Databaze Systems Define Technical Instan:

| Check | | Hide Navigation Tree |

Attached Databases - Expand for Help

MDM Data Server Databases

| Assign Database || Unassign Database || Details |
| Extended System ID

|| asa

Add the technical instances of your MDM system. For each instance type you need to enter the
instance type, host name, and instance number.

20.

3 4 -
isign Database Systems Define Technical Instances

Check I | Hide Navigation Tree

Technical Instance - Expand for Help

MDM Server Instances

[ | Dette | Detais |

T | Server Type Server Name Host Version | Instar
|| mDM Data Server  AAA on wdfd00151824a (06) wdfd00191824a T 06
| MDM Import Ser... AAA on wdfd00191824a (07)  wdfd00191824a 710 o7
MDM Syndicato... AAA on wdfd00191824a (08) wdfd00191824a 710 08

21. Add the TCP/IP port of the Master Data Server/
22. Select Save.

Ports |  Instaled Software Components

TCPAP Ports

[ Ada ][ Deete || Detais |
% | Name Port Number
| MDM Data Server Listening Port for AAA on wdfd00191824a 59500 59500

4.4 User Management on MDM Servers

You have created an operating system (OS) user with a password on each host, where the

MDM servers are running. This OS user has been added to a user group that has sufficient
authorizations to start or stop MDM servers.

ﬂ Note

For more information, refer to the MDM 7.1 Installation Guide: <Platform> on SAP
Service Marketplace at service.sap.com/instal IMDM71.
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4.5 Trusted Connection Configuration on MDM
Server

The MDM Server is configured so that a trusted connection can run between the ABAP API installed
besides the MDM Administration Cockpit and the MDM server. This configuration is done in the MDM
configuration file mds. ini.

With the introduction of asynchronous function execution with Solution Manager 7.0 EHP2, the load
balancing property of the ABAP application server group is used. The extension of the SAP RC
Gateways entries in the mds. ini file may have to be extended to embed all gateways of all

Application Servers within a group.

1. Define SAP Gateways: For the Solution Manager SAP Gateway, enter a value in parameter:
“SAP RFC Gateways=", separated by a comma*“, ".

[] Important
Use the following format:
SAP RFC Gateways=<GW Host>:<GW Service>

or alternatively
GWHOST=<GW Host> GWSERV=<GW Service>[, ..]

ﬁilzxarnple
SAP RFC Gateways= hostl.wdf.sap.corp:sapgw2l, host2:33350
GWHOST=host3.wdf.sap.corp GWSERV=3345
2. Define Trusted Systems: For the Solution Manager system to be trusted by the MDM server,

enter a value in parameter “Trusted SAP Systems=".
[]Inwportant
Use the following format:
Trusted SAP Systems=
[<sysld>[:<partnerHostname>]][,<sysld>[:<partnerHostname>]]
ﬁilixarnple
Trusted SAP Systems= SID:host4, XYZ, X01, Y02, AAA

3. You have to stop and restart the Master Data Server to activate the trusted connection access
of the MDM ABAP API from the Solution Manager system with the trusted connection.

ﬂ Note

As of MDM 7.1 SPO03, a restart of the server is not required.

[] Note

For more information on trusted connection configuration, refer to the MDM 7.1 - ABAP
API Guide on SAP Service Marketplace at service.sap.com/instal IMDM71.
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4.6 Trusted Connection Configuration on MDM

Repositories

The connection from the MDM Administration Cockpit to the MDM repository is based on the “trusted
connection” principle. This means that the Solution Manager user, managing an MDM repository, has
to be added to the user table of the managed repository and be assigned corresponding repository

authorizations.

— E Copy Blocks
— [8] Text HTMLs
— ) PoFs

b Masks

e Relationzhips
o= Wik flowes
e E‘ Mamed Searches
= @ Tuples

- % Admin

= ﬁ Rales

e {ﬂ Uszers

= ﬁ Connections

— % Change Trackin
oy Ei Remaote System
s t Parts

— [ Links

. i‘_g] ¥WL Schemas
L= Repaorts

ﬂTip

& Mewy User

Defauft

User Detail

LU
T

Mame

Full Mame
Description
.Password
-UserMus‘c Change Passwnrd-
Paszwvord Mever Expires |
é.oléé... Hem e et el
. E-hdail Address
Reset Accourt Lock
-Account Unlock Time

Failed Password Attempts

“=SOLMAN_ABAP_LISER=

ERERRELAE

Mo

| Mo
Default

| Mo

]

Alternatively you can use the options provided by the connected LDAP. In this case the
mds. ini parameters of the MDM server have to be set accordingly.

(=]
Example

Example of LDAP configuration entries in mds. ini:

[MDM LDAP]

LDAP In Use=True
Server=<LDAP_server_IP>
Admin DN=cn=Administrator,dc=kom,dc=com
Admin Password+=4D333RUNIE9J0Q35S8EE5RGEMS
User ldentifier=uid

Base DN=dc=kom,dc=com
MDM Email Attribute=mail
MDM Roles Algorithm=groupMapping
MDM Roles Attribute=employeeType

[] Note

For more information about LDAP, refer to MDM 7.1 - Console Reference Guide on SAP

Service Marketplace at service.sap.com/instal IMDM71.
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5. Appendix

Appendix A - Starting the MDM Administration Cockpit from the
Administration Work Center

Start the MDM Administration Cockpit after you have completed the configuration.

Log on to the Solution Manager system.

Call transaction SOLMAN_WORKCENTER.

Choose tab page System Administration.

Choose the Administration Tools button (on the left).

o r wbdE

In the system selection, search for an MDM system or a system containing MDM components
(for example SRM with the MDM catalog). Use the Filter function.

Select the MDM system for which you want to start the MDM Administration Cockpit.
Choose Main Instances tab page.

To start the MDM Administration Cockpit for the selected MDM system, choose MDM
Administration Cockpit.

o
® 2. Choose Administration Tools 5. Start MDM ADMIN COCKPIT Il_ Choose workcenter

¢ 4. Choose Maih instances ¢ 3. Select MDM system

S oh Asistant ol Service Dibvery | S0 Sohon Marmger I System I o=

Chares Guers Defie bew Gusry Peraonaizs

Wiow [Starvderd View] || = [ Prind Version |[ Export o || Flavortes o | Dt Flter Setiigs

B System Sl Sy, Componand Typa [ET— Systum Typm Product verson Soksion
[ ™ | - a [

e | ABAP, MOM Server oroes2 | Dwvkcpment System SAP NETWEAVER MDM T 1

Apan e o Losseeraa St Sap )

ABAP, MOM Servur Systim

71
TEAT, MM e et TerErmE Sreem AT TR R ER MR T 1

A
dqopo

Last Fietrech 27,40.2008 09:30584 CET Bairash 1]

i
1
{
H
|

Chent: I= *|  BECinjormalion

o Iechoicaltiocs i

M08 Agminetration Cookpk MO ADSN COCHPIT MDA A dministraton
h A Frocess inbegralion Adeinisiralion ABAF
Frocess inbegration Administration ABAP

ﬂ Note

The documentation for the MDM Administration Cockpit is available in the application
help (choose Help).

ﬂ Note

If you cannot start the MDM Administration Cockpit, refer to instructions in SAP Note
1300798.
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Appendix B - CCMS Connectivity in SAP Solution Manager 7.0 EHP1

The MDM Administration Cockpit offers a link to Alert Management. It is also possible to go from the
Alert Inbox to the MDM Administration Cockpit.

Prerequisites

The MDM servers are connected to the CCMS (Computer Center Management System) by means of
a CCMS Agent which sends a heartbeat signal to the CEN. Ideally the central CCMS system and the
Solution Manager system are identical.

Configuration

There are Analysis Methods provided to call the Solution Manager MDM Administration Cockpit from a
CCMS monitoring element. These methods are allocated to performance attributes of the MDM hosts.

Perform the following steps to manually add parameters to the analysis methods:

1. Call transaction RZ21 on the ABAP stack of the Solution Manager system. Select Method
definitions and Display overview.

Monitoring: Properties and Methods

Propeties

@ Properties assigned to MTE classes
(0 Properties assigned to Customizing aroups
() MTE-specific properties

) Properties variants

Variants currently active

[ Diisplay overview

Methods
@ Method definitions

O Methad release

O tethods assighed to MTE classes
() Methods assigned to specific MTEs

2. The following analysis methods are provided to call the Solution Manager MDM Administration
Cockpit from a CCMS monitoring element: MDM_ANALYSE_MDS, MDM_ANALYSE_MDIS,
MDM_ANALYSE_MDSS, and MDM_ANALYSE_MDLS. For each server, type a separate method.

Monitoring: Properties and Methods
Ja0oaavElE=a

Hethod definition overview

l Method name |nncr1pt|on Execution name lryu |Exec. location
I I I I 1
[CIMDM_BNBLYSE_MDIS MOH_ADMIN_ANALYSE_MDIS Function m|&ny
[IMDM_SNALYSE_MOLS MOH_ADHIN_ANALYSE MDLS Function m|&ny
[CIMDM_ANALYSE_MDE Mos analyse method for [ M05_00  |MDM_ADMIN_ANSLYSE_MDS Function m|iny

I MDM_ANALYSE_MDSS MDM_ADMIN_GNALYSE_MDIS Function m|fny
[CIMOM_ANALYSIS_REPDSITORY MOH_AMDHIN_ANALYSE_REFOSITORY Function m|Any

I 0O ALY SE_MD IS MDH_ADHIN_ANALYSE_MDIS Function m|Any
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=

3. With Solution Manager 7.0 EHP1, parameters for the analysis methods have to be set manually
to be able to start the MDM Administration Cockpit with the correct system.

ﬂ Recommendation
Copy the analysis method to specify parameters for different hosts of the same type.

Double click the analysis method and enter the following parameters in the following order:

SID,
Monitoring: Methods

HOSTNAME and INSTANCE.

[l

Methiod definition

.MDM_ANALYSE_MDS
MDS analyse method for MM D5 00 | iLanguage [EN))

RN Gl Release  Addnlinfo

Transfer parameters far method execution /

1
2
B
4

Parameter Mame Farameter value
[5ID | |mDs
{HOSTWAHE ]
i'mémch' ili]

Do the same for MDM_ANALYSE_MDIS, MDM_ANALYSE_MDLS, and MDM_ANALYSE_MDSS.

A cAuTION

If you skip the parameter setting, the MDM Administration Cockpit will be started without
specification of the application parameter SYSTEM_NAME. You will get an error message
from the Cockpit. No system components are displayed. Check the long text of the error message
for instructions on how to proceed.

[] Note

With MDM 7.1.01.xxx there is no need to enter the parameters of the analysis method
manually. The system name is read directly by the analysis method from the CCMS tree.

[] Note

To avoid manual configuration of the analysis method in Solution Manager 7.0 EHP1,
follow the instructions in SAP Note 1278483. With Solution Manager 7.0 SP19 and
higher, together with MDM 7.1 SP0O1 and higher, manual configuration is no longer
necessary.
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Starting the MDM Administration Cockpit from the Alert Inbox
This procedure is carried out after configuration.

1. Call transaction RZ20 on the Solution Manager System. Under CCMS monitor sets, expand SAP
NetWeaver MDM Monitor Templates and then MDM Server Monitoring.

_ CCMS Monitor Sets - Maintenance functions OFF

CCHS monitor sets ( See also hitp:/iservice.sap.com/monitoring)

—E SA4F (CEN) B2B Procurement - Monitors

—E 5S4 (CEN) EBP Procurement Internal Monitors
—&E SAF (CEN) EnterpriseBuyer Monitors

&= SAF LPO Monitor

—E SAP BZB Procurement - Monitors

—E SAP BI Monitors

—E SAP Business Workflow

G SAP CCHE Maonitor Templates

—E SAP CCHME Monitors for Optional Components
—E SAP CCHS Technical Expert Monitors

—E SAF CCHME Technical Operations Templates
—@E SALF CCHE Weh Admin Monitor Templates

—E SALP CEM Monitor Templates

—E SLP CEM Monitor Templates for Release 620
—E SAF EBP Procurement Internal Monitors
—&E SALP EM Monitor Templates

—E SALF EWM Monitor Templates

—@E SLP EnterpriseBuyer Monitors

0 SAP JZ2EE Monitor Templates

@ SALF Mohile Infrastructure Monitor Templates
0 SALE NW MDM Monitor Templates

= S4F Hetweafler MDM Monitor Templates

——=GDS Console Monitoring

——HDOM LBAF API Monitoring

———HOH COW API ¢ Jawva API Monitoring
——HDN Server Monitaring

—E SAP Process Monitoring Infrastructure
—E SAP SCH Basis Monitor Templates

—E SAP SCH Monitor Templates

G SAP SNC Monitor Templates

—E SAF TH Monitor Templates

@ SLP Weh Serwvice Monitor Templates
—m@E SALP xMII Monitor Templates
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2. Expand MDM Server Heartbeat - SMB\MDM_HOST_<MDM Host ID>\ — Performance <MDM

Host ID> — Master Data Server Attributes. In this example, SMB refers to the <SOLMAN_SYS>
and <MDM Host 1D> refers to the Master Data Server host. The analysis method allocation is
displayed on the screen.

SAP Netweaver MDM Monitor Templates ( MDM Server Monitoring ) - Mainte

3]

Open alerts || Curent status |

| Properties

[JmoM Serwer Monitoring @

|

MTE-Class / Collection Method [/ Butoreaction Method / Analysis Method ( B6.11.2008 | 14:16:24 )

< no method
< no nethod

HDM_ANALYSE_MDS

—@ []MDM Server Heartheat 2
—c=a [CIsuesmon_tosT_NN . . MDM_SERVER_TOPNODE < no method * < no method = < no nethod =
— [Javailability MDM_SERVER_AWAILABILITY_SUM_CLASS = no method > < no method = < no method =
—&= [JFerformnance - MDM_HOST_PERFORMANCE_SUM_CLASS < no method > < no method = < no method =
& [ Haster Data Server Attr. & MOM_HOST_PERFROMANCE_SERWER_CLASS MOM_UPDATE_SERVER_ATTRIBUTES = no method =
——[JHost Name MDM_SERVER_TEXT_ATTR_CLASS1 MDM_UPDATE_SERWER_ATTRIBUTES = no method = MDM_AMALYSE_MDS
L] Server Release MDM_SERVER_TEXT_ATTR_CLASS1 MDM_UPDATE_SERYER_ATTRIBUTES < no method = MDM_AMALYSE_MDS
——[JBuild Infa MOM_SERYER_TEXT_MTTR_CLASE1 MOM_UPDATE_SERYER_ATTRIBUTES < no method = MDM_ANALYSE_MDS
F——[JMDH Plug-In Yersion MDM_SERVER_TEXT_ATTR_CLASS1 MDM_UPDATE_SERWER_ATTRIBUTES =< no method = MDM_AMALYSE_MDS
——1L[]Change Counter B MDS_ATTRIBUTES_CLASS MDM_UFDATE_SERYER_ATTRIBUTES < no method = MDM_AMALYSE_MDS
[ Database Connections BAfF MDS_ATTRIBUTES_CLASS MOM_UPDATE_SERWER_ATTRIBUTES = no method = MDM_AWALYSE_MDS
——LC]Distribution Disk Usage &F MDS_ATTRIBUTES_CLASS MDM_UPDATE_SERWER_ATTRIBUTES < no method = MDM_AMALYSE_MDS
——[JLaunched Workflow Jobs Bf MNMDS_ATTRIBUTES_CLASS MOM_UPDATE_SERYER_ATTRIBUTES < no method =  MDM_ANALYSE_MDS
——1]Lockup Tahle Entries B&F MDS_ATTRIBUTES_CLASS MDM_UPDATE_SERWER_ATTRIBUTES = no method = MDM_AMALYSE_MDS
——[JMain Table Columns B MDS_ATTRIBUTES_CLASS MDM_UFDATE_SERWER_ATTRIBUTES < no method = MDM_AMALYSE_MDS
——1[Main Table Entries BF NMDS_ATTRIBUTES_CLASS MOM_UPDATE_SERVWER_ATTRIBUTES =< no method = MDM_AMNALYSE_MDS
——[Prelaunched Worktlow Jobs &F MDS_ATTRIBUTES CLASS MDM_UPDATE_SERWER_ATTRIBUTES =< no method = MDM_AMALYSE_MDS
——[Juualified Links B MDS_ATTRIBUTES_CLASS MDM_UFDATE_SERWER_ATTRIBUTES < no method = MDM_AMALYSE_MDS
——[JRepositories Hounted BAf MDS_ATTRIBUTES_CLASS MOM_UPDATE_SERWER_ATTRIBUTES = no method = MDM_AWALYSE_MDS
——L]Repositories Running B MDS_ATTRIBUTES_CLASS MDM_UPDATE_SERWER_ATTRIBUTES = no method = MDM_AMALYSE_MDS
——JRepository Logons BF MDS_ATTRIBUTES_CLASS MDM_UPDATE_SERWER_ATTRIBUTES = no method = MDM_ANALYSE_MDS
——1]5erver Logons BF MDS_ATTRIBUTES_CLASS MDM_UPDATE_SERWER_ATTRIBUTES = no method = MDM_AMALYSE_MDS
L[] Systen UpTime MDS_ATTRIBUTES_CLASS MDM_UFDATE_SERYER_ATTRIBUTES < no method = MDM_AMALYSE_MDS
——1C Instance Number MDS_ATTRIBUTES_CLASS MOM_UPDATE_SERWER_ATTRIBUTES = no method = MDM_AMALYSE_MDS
L] 5erver Wersion MDS_ATTRIBUTES_CLASS MDM_UPDATE_SERWER_ATTRIBUTES =< no method = MDM_AMALYSE_MDS
L— [ systen Name MDS_ATTRIBUTES_CLASS MDM_UPDATE_SERWER_ATTRIBUTES < no method = MDM_ANALYSE_MDS
—Ga [JMaster Data Import Server fttr. & MOM_HOST_PERFROMANCE_SERYER_CLASS < no method = < no method =
'—@ [ Master Data Syndicator Server Gttr ﬁ’ MDM_HOST_PERFROMAMCE_SERWER_CLASS < no method » < no method >
—@ [JRepositories | MCM_SERVER_REF_SUM_CLASS < ho method > < noomethod = < no method =

—ca []sHesHoK_HoST_ I

—=a []HDM Server Operating System 1>}
—=a []HDM LogTile Monitoring %]
—Ca []MOM Configuration File Monitoring @
—ta []HDM Host Processes @

HDM_SERVER_TOPNODE # no method * < no method = < no method =

3. Change the current View to display the Current Status.

=
donitor  Edit  Goto Miews Extras  System Help
(471 Current status Ctil+F2
' | Open alerts Cti+F1 [
SAP Netweaver — (n
Info on MTE

MTE-Class !

Details for Performance MNodes

htethod allocation

Status Data Collector

=ae]

Status Autoreaction

Threshold values

|:| MDM Server Monitor|

4. Double-click an attribute whose allocated method is the analysis method you defined in the

previous steps. The MDM Administration Cockpit starts in a new browser displaying the list of
components of the corresponding MDM system.
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Configuring the MDM Administration Cockpit

Appendix C - The MDM Administration Cockpit at a Glance

Application parameter: SYSTEM NAME Application help
Component attributes T oAction buttons
wam_m_mkw-:mmm«ww! =]

> Mo Messages

MO Coniral Adminiser

a?Tsysm input field with F4 help

Sysem [MEh
Lint of MM Componefits
Wi [Stanan Vi) =] Prind Ve st . I Sharl Sarver _ Siop Server Lowd Ranoaivy  Verify Repoaliry - Check _Archrvs Regostiry Ot Repioaliory: Adiking 1 Fer Setirgs
S friame s Typotins Trpo HoTLDEMS st o san NS Version ]
| E 3 Wimstor Data Sareer — E e
01 - [ —— AP HETVMEAVER MOM 7.8
. - Symcication Servor [ ) Sl HETEAVER MOM T 1
Lovst Redrash 22402088 134837 COT Egiresh 5
it Component N Mo o0
 Master Dadn Serves Cvenamw
Slatus Stopeesa
Typar Master Dntn Sarver
ke SAF HETYRAVER MOM 71 Detailed view of selected component with further attributes
Sysem Versions  SAP HETWEAVER LG 7.9
Laet Actier:

Last Action Sharted

MO Tools

Aert Mansoseerf
oot Soume Anaivais

DR kgl

Tochnicnl Hame Dozcripton
VD W Pind, ALERT BN .

AE Ve CENTER Related links

CRnE DT wa

T
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