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Typographic Conventions

Type Style

Description

Example Text

Example text

EXAMPLE TEXT

Example text

Example text

<Example
text>

EXAMPLE TEXT

Words or characters quoted
from the screen. These
include field names, screen
titles, pushbuttons labels,
menu names, menu paths,
and menu options.

Cross-references to other
documentation

Emphasized words or
phrases in body text, graphic
titles, and table titles

Technical names of system
objects. These include report
names, program names,
transaction codes, table
names, and key concepts of
a programming language
when they are surrounded by
body text, for example,
SELECT and INCLUDE.

Output on the screen. This
Includes file and directory
names and their paths,
messages, names of
variables and parameters,
source text, and names of
Installation, upgrade and
database tools.

Exact user entry. These are
words or characters that you
enter in the system exactly
as they appear in the
documentation.

Variable user entry. Angle
brackets indicate that you
replace these words and
characters with appropriate
entries to make entries in the
system.

Keys on the keyboard, for
example, F2 or ENTER.

lcons
lcon Meaning
Caution
e Example
L3 Note
1 Recommendation
Syntax

Additional icons are used in SAP Library
documentation to help you identify different
types of information at a glance. For more
Information, see Help on Help — General
Information Classes and Information
Classes for Business Information
Warehouse on the first page of any version

of SAP Library.
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1 Organization
1.1 Document Administration

1.1.1 Authors

Name Company Project Role or Comment

Vivek Vishal SAP Custom Development Author

Viswanath Natesan SAP Custom Development Reviewer

1.1.2 History

Date Version Chapter Name Change/Enhancement Agreed with

07/12/2012 |0.1.0 All Vivek Vishal |Document Created Viswanath
Natesan

1.1.3 Intended Audience

This document is intended for persons in the following roles:

e Primary audience:
0 System administrators
o Technology and security consultants

e Secondary audience:
O Support consultants
o Functional consultants
o Partners and customers

1.1.4 Related Documentation

e Configuration Guide
e Corporate ERP Connectivity Guide

e SAP Solution Manager

1.2 Purpose and Scope

The purpose of this document is to describe the security configurations that are required for enabling a
reliable and secure certificate-based asynchronous communication between Westpac Bank’s (the bank’)
landscape and the customer’s landscape. Integration between standard programs or components on the
ERP side on the one hand, and, the bank’s Pl system, and further, to the bank’s system on the other, is
channeled through this secure communication path across the communicating landscape.

This security information document provides a central starting point for the technical implementation of
the security standards and configurations as a part of SAP Corporate Connectivity for Banking Westpac

solution (the solution).




1.3 Glossary

Term

Definition

Web service

Web services are self-contained application functions that can be processed through
open standards.

Endpoint

An Endpoint, identified by its address, is a location, from where, a service that is
associated with the binding of a specific interface, can be accessed.

Certificate

An electronic "identity card" that establishes a user's credentials when doing business or
other transactions on the Web. It is issued by a Certification Authority (CA) and contains
name, serial number, expiration date, a copy of the certificate holder's public key (used

for encrypting and decrypting messages and digital signatures), and the digital signature
of the certificate-issuing authority so that a recipient can verify that the certificate is real.

CA

An external instance that issues public-key certificates.
The Certification Authority (CA) guarantees the identity of the person who is granted the
certificate.

PSE

Secure location where a user or component's public-key information is stored. The
Personal Security Environment (PSE) for a user or component is typically located in a
protected directory in the file system or on a smart card. It contains both the public
Information (public-key certificate and private address book) as well as the private
iInformation (private key) for its owner. Therefore, only the owner of the information should
be able to access his or her PSE.

ICF

Software layer in Application Server that provides an ABAP interface for HTTP, HTTPS &
SMTP requests. The AS ABAP environment uses the Internet Communication Framework
to communicate with Web applications in the server role and in the client role. ICF
receives Web-based ABAP calls through Internet Communication Manager (ICM).

X.509

In cryptography, X.509 is an ITU-T standard for a public key infrastructure (PKI) for single
sign-on (SSO) and Privilege Management Infrastructure (PMI). X.509 specifies, amongst
other things, standard formats for public key certificates, certificate revocation lists,
attribute certificates, and a certification path validation algorithm.

SOAP

SOAP, originally defined as Simple Object Access Protocol, is a protocol specification for
exchanging structured information in the implementation of Web Services. It relies on
Extensible Markup Language (XML) for its message format, and usually relies on other
application layer protocols such as HTTP or RPC.

2 User Administration and Authorization

2.1 Authorization Object for the Payment Cockpit

The payment cockpit that is inbuilt into the solution is secured with an authorization strategy that contains
standard authorization objects. This will also be used as a screening mechanism to ensure a secure
authenticated payment run and monitoring in the system.

The following authorization objects are created for Monitor. /CBCOM/PRT

e Activity 16 — for execution the report
e Activity A9 — for resending the messages

A user must have the above mentioned authorizations to execute the payment cockpit.




SAPd

3 Certificate Implementation

3.1 Overview

This section describes the configurations and the step by step approach to enable the customer's SAP
ERP system, and Westpac Bank's BANKPI System along with the intermediate load balancer at the
bank's end to provide a secure message communication between the customer's and the bank’s
landscape by using the Client Certificate Authentication mechanism.

3.2 Security Mechanisms

A security-level defines the way a message that is embedded in a communication channel is handled
between the interacting systems. The general HTTP security levels are as follows.

e HTTP without SSL
e HTTP with SSL (=HTTPS) without client authentication.
e HTTP with SSL (=HTTPS) with client authentication.

The security level used in this integration between the customer and the bank is HTTP with SSL client
authentication. This security level is meant to ensure that only those messages/communication that are
Initiated over an HTTPS connection and are authenticated by client certificates, are accepted at the
Integration server / load balancer security framework as applicable.

Messages are rejected and dropped if the security level of the HTTP connection is lower or not as
expected at the verification point for the incoming channel.

h] For more Information, see SAP Note 891877.

3.3 Step-by-Step Instructions

3.3.1 Transaction STRUST

Managing certificates within the SAP environment (ABAP stack) is done through the standard
transaction STRUST. The transaction contains a list of available PSE containers (on the left-
side of the screen) and the trusted certificates that are available for them (on the right-side)

Transaction STRUST also provides the option of creating custom PSEs for maintaining
certificates relevant to a particular scenario.

kd For more Information on creating and managing PSEs, see the SAP Help Portal at:
http://help.sap.com/saphelp nwO04/helpdata/en/59/6b653a0c52425fe10000000a114084/content.h
tm



http://help.sap.com/saphelp_nw04/helpdata/en/59/6b653a0c52425fe10000000a114084/content.htm
http://help.sap.com/saphelp_nw04/helpdata/en/59/6b653a0c52425fe10000000a114084/content.htm
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The following figure shows a sample STRUST screen:

Trust Manager

(] System PSE S50 client 55L Client (Standar

-
v [ SNC SAPCryptolib e
.. — 1
; (] SSL server Standard Owner o - —D=_!
- ¥ wWs En:an:ur_n:!..r Standard i T
« 3 WS Security Other System = |—
- % WS Security WS Security Ki EHAL= EES
+ 3 SMIME Standard LH=stg:
« 22 File =
« 3 S55F E-Learning -
Certificate Information
: relevant to a PSE
PSE Containers (5 Veri. PSE |||ﬁ Password
Certificate
Owner | |
Issuer
Serial Number (Hex.) | )
Serial Humber (Dec.) _ ) 3 ) B ]
Vaid From | ] Jto | 1L
Algorithm | Key Length | |
Check Sum (MDS) | |
Checksum (SHA1) _ |
B2 Add to Certificate List
Figure 1
© 2013 SAP AG Title: SAP Corporate Connectivity for Banking Page 7 of 23
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3.3.2 Certificates Used — Scenario Information

Figure 2 shows the technical implementation of the security configurations across the customer's and
bank's landscapes

Scenario 1: Outbound

No Certificate
verification

E1C’ verified at LB

Corporate
Landscape =
o
-
-
D
—r
Scenario 2: Inbound
C’ verified at ERP E1
Certificates Installed at ERP
Certificates Installec
1.E1C" - E1C Client Certificate
signed by CA of LB 1. PC" - PC Client C

signed by CA c

Legends

Communication Identifiers
= E1C - Client Certificate of ERP

E1C’ - E1C Signed by CA of Load Balancer

PC — Client Certificate of Bank PI
PC’ - PC signed by CA of Corporate ERP

Figure 2
© 2013 SAP AG Title: SAP Corporate Connectivity for Banking Page 8 of 23
Dietmar-Hopp-Allee 16 Version: 1.0

D-69190 Walldorf Date: January 25, 2013



w/

Details of installed Certificates:

The following table provides details of various certificates that are used as a part of security
configurations for the integration scenarios between customer's SAP ERP and BANKPI.

Scenario Information Certificate Type Signing Authority Installation Location
Corporate ERP to Client certificate Trusted signing Corporate ERP
BANKPI via load authority of load
balancer balancer in the Westpac

landscape

See section 3.3.3 for
Implementation details

BANKPI to Customer's Client certificate Trusted signing BANKPI
SAP ERP authority of corporate
ERP system

See Section 3.3.4 for
Implementation Details

3.3.3 Security Configurations in the Customer's ERP

This section deals with the security configurations to be implemented in the customer's SAP ERP system
for communication between ERP and BANKPI via load balancer.

[ Note: We have used the SSL client standard PSE for all communications and scenarios that
leverages the solution and establishes connectivity with the mentioned security configurations.
The steps given in sections 3.3.3 and 3.3.4 describe the same.

Step 1: Expand the folder of PSE — SSL Client SSL Client Standard in the ERP system as shown in
figure 3. Double-click on the corresponding entry. The PSE will have the root certificate of the concerned
ERP system as shown in the following figure:
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Trust Manager

» (3 System PSE

» (3 SNC SAPCryptolib

» (3 ssL server Standard

v &3 SSL dlient SSL Client (Anonymo
* @ Idciycb_YCB_11

-

=Xa WiT=-ds
v &3 SSL client Test Client Identit
* @ Idciycb_YCB_11
& WS Security Standard
& WS Security Other System Encry
&K WS Security WS Security Keys
& SMIME Standard

@ File
& SSF E-Learning

Figure 3

' SSL client SSL Client (Standar

- Own Certificate

Owner

Certificate List

ICN="

B3 verpse |@  Password

 Certificate ]
Owner EMAIL=r ‘@sap-ag.de, CN= , OU= 0.
Issuer EMAIL=! ‘@sap-ag.de, CN= E 0_\
Serial Number (Hex.) 01000000 l
Serial Number (Dec.) 16777216 ]
Valid From 104.05.1998/(11:56:34|to 118.07.2015//12:00: 00
Algorithm 'RSA 'Key Length 11024 !
Check Sum (MD5) | _!
Checksum (SHA1) I !
R & Add to Certificate List

Step 2: Choose Create Certificate Request to copy the certificate request as shown.

© 2013 SAP AG
Dietmar-Hopp-Allee 16
D-69190 Walldorf

Title: SAP Corporate Connectivity for Banking
Version: 1.0
Date: January 25, 2013

Page 10 of 23



Trust Manager
+ [ System PSE | S5L client SSL Client (Standar
v [J SNC SAPCryptolib COwn Cartficate
v [] 5SL server Standard ' '
Owner CHN=" - DU= =
v [J 55L client 55L Client (Anom e

oot 531 Cent (stand || [L2JR2

! Create Certificate Request
b ient Identi || | Certificate List
#® WS Security Standard |

# WS Security Other System

# W5 Security WS Security Ke

# SMIME Standard | |
T Fie || a

# SSF E-Learning oz

Owner _
EMAIL= @isap-aqg.de,

*

Ir

L]

*

*

l@ Veri. PSE J|[% Password

Figure 4

Step 3: Copy the certificate request and store it in the buffer. This certificate request now needs to be
signed in PKCS #7 format (ideally) by the bank’s LB trusted Authority.

[S~ Certificate Request

HEE 2 MHeE PE

MITBROJCCATsCAQRWZERC 2R JBgNVEAY TA KR FMERWwWwEg Y IVQOEERN TUVAgGVHI1 c30g
Q2 9ckXVuaXESMRMWEDY VOO L.EWD TUVAgV 2 Vi IEFTHROWEgQY DV LEWC JMDAyMDT 3
MDgZ2MIESHDoGRI TEARMWWINCIFNITCE Gl 1bngVEVedtluZyBEDZX I0aWZRY 2F0
ZEMaUFNFIFN ] ZW5hcml vMIGIMAOGCSgES TE3DQERLOUAR A GHADCRI QB DHweWE
ma¥JTwTEARMyOu3bdgzHgLdHEIQMc O/ bI 2 89Y Tgcafugripl SIwYUJ+vWpyaniPo
SZQBRSIWZVWEEEEBveEEDSTTSC+TDNvgAFQ+keStCRTghbn FhT 60BEl rD3ul7C7 oME
OgXIEQCUIBa VO C4bvTFzWGaD54Cnta PMwSEYQIDAOA R AwDOY JTHoZ ThwcNAQEF
BOADgYERA9HsAvu3mhFuoWelwns f8xGsAxci2ZIsrfecllbdWcWE Y vzRgSh=cOMS
IpkStfalgD)00fYkvifTTTEwrTelKuShankluB6HEdVRE TEGrMANIPgI roMcl )
m7cwIC07J/1TMNABLG /S /1 EPFHMEX L/ 3FmTMy fGWmceMHHY th SmiWs=

5.1, Co 1 Lm1l-Ln12 of 12 lines

A

(%]

Figure 5

Step 4: Once the signed certificate response has been received from the bank, it should be imported in
the same SSL client SSL standard PSE. Choose Import Certificate Response as shown in Figure 6.

© 2013 SAP AG Title: SAP Corporate Connectivity for Banking Page 11 of 23
Dietmar-Hopp-Allee 16 Version: 1.0
D-69190 Walldorf Date: January 25, 2013
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‘ Trust Manager

» (3 System PSE
» (33 SNC SAPCryptolib
» (7 sSL server Standard

* @ ldciycb_YCB_11
T=1a Clie
-
clien
* @ ldciycb_YCB_11
& WS Security Standard

& SMIME Standard

2 File
¥ SSF E-Learning

Figure 6

v &3 SSL client SSL Client (Anonymo

Client Identit

¥ WS Security Other System Encry
¥ WS Security WS Security Keys

. SSL client SSL Client (Standar

} Own Certificate

Owner @

E] Import Certificate Response

nt (Standar

3

d

} Certificate List J_
Owner
= 1]
EMAIL= @sap-3g.de, CN= Ou= |
(B ver.pse |@&  Password
 Certificate |
Owner EMAIL= @sap-ag.de, CN= OU= 0.
Issuer EMAIL= @sap-3g.de, CN= OU= 0.

Step 5: Copy the response and choose Import Certificate Response as shown in Figure 6. The certificate
response should be input and saved for it to be registered in the PSE as shown below.

(R0 =2y Mk BE

==e==BEGIH CERTIFICATE-===—

MIIFYQYIKelThveHAReCol I FlOCBT4CAGEXADALBgkqhki GowiBBwGgggUaMI IC

FEOCARIEGARIEAY I FACTVENWqhaVEEA L BRDICHAOGLS oS In A DOEEBCURAME AN T AT
B iVEARY T AR N RW WG T I U HEXN T WVAGYHI Lo 3Qg e BreriuadR SH O EWw DY IV OUL
EWITIXJIZXIXEIROEQIVEAMI TV LI LeiBD0T Ae Fwrln ) Ex D WM UM Fa fwly
HErAHD T TOHT Far I i ew o O OO EWw T ER TEC B oA ITEChMI DO PO L TRy XD
IENvEWl lbml e TEFFADEAL TECEMGU IV de y R E O IV LEWR TVAGVEVIIEFT
HRO=ET T IO L E W HDARYHD T SHEg S E SO R LT EAR WA T I TTI TCERGEL Lo n g
WV zdGlulyEDIXT0aWIpY 2 PO EMGUINE I I ) ZWSheml vHIGIMAM GO S S IBID0ED
ARTRRAGHADCEL QKB UD+we W Iea T F TW T EARMy U dbdg s HgLAdR IGMe 1 0D I 29 Ty ca
CugxrepllS WD T+vEpyend Pr S I0BES LW IVWwEERBveEE DETT S0+ TOwghFO+ ka3 CR
TahbaFRT ECEELS s DIuCTCT aMEOg I fOCT I Ba v OCdbv T FaWGaDS4Cnta PE=IEYSID
AQRES 1 ORI 3 AMBGH N HRMBAL § EASARHBMGAL Trd JOOMACGCC aGACT FEwHEMA4 GRLUD
DwER wERAWwIES DRABGHVHOH EFgUihue JEvegzcliBeov AR JELin Y pOWDoT THaZ I
hveHRQEFBOADGYEADS I TL T SuuCZalovLipg dgWdEcCK] FEAMTERITScS2KIBva P
aMFai¥RYollcha FcwWwiDIepEHAYEL debiCuasET PeRArgieay 1 MOEN ./ cf+ua th
Bpi] + HCwd GHCRw 2 Lpme T HS-Jgakic Sy lee YHIhdeT So¥ IgHR S LSESxp SHewag T3
HIIB=HADARgECAGORARARMAGECSE S T I DOF RO AMF R ot 2 R TBg N VER YT A K E PR
G I OOEE kM TOVAGYH.T L cA0gle Sehi Ve a XR SR w i Y IO FwE TN 2 XL T EJAQ
BgiBAMT O] onl ] i BOOT Re PurlneSd T ST goodiwd Tl Fuodoc T A ST goodd Bl Ty
HF R Cz A TB g EAY TA MR MR G Y I OO E x N T VAW H T 1 30002 ST Vi a R Bl w
DY AL Ew T 2 T2 I I E AL Bg NV BAMT Ol cnZ L cA BDOTCBn ANBg logh k1 G Sl B
AQEFANGE ) QW Y g Y EA v AAMI N 8B TJPInbAupx l ixaX I ¥ of M e am Y wo lecn
Cipd0hEdvegiHTIMSSHpaaWLOILul Hedihghggewwc K3 T Ay VRRAZ CHEY E Sog+d Dy
BAnoHRYS/imiwrM s Ha Ll ERL St BS fNAny Tl 1 A4 XD 2R Ee e pS P S v ievamNEDC
AW RRalFHEqwi T VRO T AGH S BATWAWED A LBQINVHR IEE JAChhpod HRWO L Sv o dWVy
dml ] EE sz AN Y I P LIRDU z ROBgIVEQE BRL EEBRMCASYWDL Y T Z I HAQEFBQARD
gYERg+ZAZe/ E0EavIQTWECcHYghTyPe/ YEBSLIJD44 1S Oy ybSynwBqHEL ST TC20T
WHELApoe DTzl hEopldoEaVa Sy TwEBE4nLOOl+ Yz FERSHIal 6 LY IRKg+ S LAYDUAFT
EFQSRECDEEC S« IHLORX I Tdplion Edn T DDuHp AU 3 aFEvEc AR ==

----- END CERTIFICAIE===---f

= LU 31, Co 26 Lm 1 - Lm 31 of 31 Ines

Figure 7

Step 6: Save the response. You can see that the Issuer name has changed to the credentials from the
signing authority presented by the bank as shown in Figure 8.

© 2013 SAP AG
Dietmar-Hopp-Allee 16
D-69190 Walldorf

Title: SAP Corporate Connectivity for Banking
Version: 1.0
Date: January 25, 2013

Page 12 of 23
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Trust Manager

» (3 System PSE  SSL client SSL Client (Standar |
» (33 SNC SAPCryptolib " Own Certificate
» (3 SSL server Standard |
» (3 ssL client SSL Client (Anony L]

Y - 0 Cliept (Stand

» (3 SSL client Test Client Identi| | Certificate List |
« & WS Security Standard Oumer D

« & WS Security Other System —_

« ¥ WS Security WS Security K¢ EMALL= @sap-3.de, ON= 0.1 u | E£

+ % SMIME Standard CN=stg-dc, DC=stg-intsol, DC=westpac, DC=com, DC=au

+ & File E

+ ¥ SSF E-Learning L

[Ia Veri PSE  [@  Password

Certificate
CN=Y(CB !

lCN=sl:g-dc, DC=stg-intsol, DC=westpac, DC=com, DC=au
Seral Number (Hex. 1723C48300000000004C

e

Serial Number (Dec.) 1092742253 1
Valid From '31.10.2012/03:04:06/to  |25.07.2013//02:48:12]
Algorithm RSA 'Key Length 1024

Check Sum (MD5) 'A2:AB:85:4D:39:9F:5F:14:5C:71:60:5C:57:A1:03:F7

Checksum (SHA1) '8F89810BA7871BDES3F7A9372BE1D6773FABBB4S

B Add to Certficate List

Figure 8

Step 7: Choose Add to Certificate List to add this certificate to the current PSE list as shown in Figure 9.

© 2013 SAP AG Title: SAP Corporate Connectivity for Banking Page 13 of 23
Dietmar-Hopp-Allee 16 Version: 1.0
D-69190 Walldorf Date: January 25, 2013
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Trust Manager

» (3 System PSE
» (3 SNC SAPCryptolb

» (3 SSL server Standard

v 3 SSL client SSL Client (Anonymo
* @ Idciycb_YCB_11

* @ ldciycb_YCB_11
& WS Security Standard
& WS Security Other System Encry
& WS Security WS Security Keys
+ ¥ SMIME Standard
© Fie

& SSF E-Learning

-

-

Figure 9

| SSL cient SSL Clent (Standar '|
Own Certificate
= e Sl
Owner kn=ycs OU=! 0=5¢
L = |
' Certificate List |

E Veri. PSE  [@  Password

 Certificate
Owner CN=Y( |
Issuer CN=stg-dc, DC=stg-intsol, DC=westpac, DC=com, DC=au

Serial Number (Hex.)
Serial Number (Dec.)
Valid From
Algorithm

Check Sum (MD5)
Checksum (SHA1)

1723C48300000000004C

1109274225310235057193036

131.10.2012//03:04:06! to
'RSA 'Key Length

1024

!A2:AB:85:4D:39:9F:5F:14:5C:71:60:5C:57:A1:03:l-7

'8F89810BA7871BDES3F7A9372BE1D6773FABBB4S

X Add to Certificate List

125.07.2013/02:48:12

Step 8. After completing the steps described above, execute a DISTRIBUTE ALL and restart ICM for the

changes to come into effect.

© 2013 SAP AG
Dietmar-Hopp-Allee 16
D-69190 Walldorf

Title: SAP Corporate Connectivity for Banking
Version: 1.0
Date: January 25, 2013
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[&| psE | Edt Goto (Certficate Environment System  Help

( Imoor Boe@Q CHE fnod BR Q®
Export .
| Save as...
Create Verification PSE
. Check Al F5
Distribute Al F6  J SSL client SSL Client (Standar
| - Own Certfficate
Owner CN=YCB SSL U= 0=..
I 550 client Te 1| | Certificate List
& WS Security Standard —
« ¥ WS Security Other System — . ror=s g
R WS Security WS Security K¢ EMALL= Rs30-20.de, CN= OU=
% SMIME Standard CN=stg-dc, DC=stg-intsol, DC=westpac, DC=com, DC=3u
+ @ File -
« ¥ SSF E-Learning =
B veipse B Ppassword

Figure 10

3.3.4 Steps after Certificate-Installation in SAP ERP

The steps given in section 3.3.3 describe how the trusted authority of the load balancer at the bank's side
signs the client certificate for the ERP. The key store view of this PSE — SSL client standard DFAULT can
now be used to implement the security configuration for communication via SOAMANAGER from ERP to

BANKPI as shown in the Figure 12.

© 2013 SAP AG Title: SAP Corporate Connectivity for Banking Page 15 of 23
Dietmar-Hopp-Allee 16 Version: 1.0
D-69190 Walldorf Date: January 25, 2013



Configuration of Logical Port 'LP_MODWSDL'
Edt Save Cancel

| / Consumer Security ‘ Messaging | TransportSettngs Operation specific | Administrative Information

Configuration of Consumer Settings additional to WSDL Document Information LP=LP_MODWSDL

User ID/Password

User Name: ‘WS,

Password: eeseee

X.509 SSL Client PSE
SSL Client PSE of transaction STRUSTY DFAULT Keystore view of the relevant PSE
Properties from WSDL Document
Transport Security
Secure Communications: SSL
Signature Expected: false
Encryption Expected: false
Sign Message: false
Add Encryption: false
PSE of Key: WSSCRT
Authentication
Authentication Method: sapsp:HTTPX509
Authentication Method: sapsp:HTTPBasic
Figure 11

For more details on this configuration and its usability, see the solution configuration guide.

3.4 Generic Steps — Creating a PSE (If required)

The steps documented in this section should ONLY be implemented if the security configuration,
as has been explained above, is to be carried out by creating Individual PSE’s for every scenario
relevant to a customer.

.d  The steps mentioned in sections 3.3.3 - 3.3.4 and in section 3.5 should be implemented in the
given order after completing the steps in Section 3.4.

Step 1. Create a PSE by accessing the STRUST transaction.

© 2013 SAP AG Title: SAP Corporate Connectivity for Banking Page 16 of 23
Dietmar-Hopp-Allee 16 Version: 1.0
D-69190 Walldorf Date: January 25, 2013



[ PSE Edit Goto Certificate  Environment  System  Help

& B IQE& EHE UL EHE @
Trust Manager
Figure 12

Step 2: From Environment menu, select SSL Client Identities.

[ PSE Edit Goto  Certificate [Engimnment] System  Help

—

& - 4 [g SSL Server Identities
5 SSL Client Identities
Trust Manager ‘ WS Security Identities
'\ 5/MIME Identities
_ 55F Paramters F3
v [J System PSE | Logon Ticket
v [[J SNC SAPCryptolib ICM Monitor

* il SSL server Standard |
* @ Idciych_YCB_11 |
= &1 s5L client S5L Client (Anonymo |  Delete Temporary Files
+ @ Idciych_YCB_11 |
~ i SSL diient S5L Client (Standar | Certificate List
ST TR0 —
(] SSL client Test Client Identit [—
& WS Security Standard
& WS Security Other System Encry
& WS Security WS Security Keys |
¥ SMIME Standard |

2 File o

#& S5F E-Learning

Display SSF Version

L] L] L]

+

Figure 13

Step 3: Choose New Entries to create a new PSE.

© 2013 SAP AG Title: SAP Corporate Connectivity for Banking
Dietmar-Hopp-Allee 16 Version: 1.0
D-69190 Walldorf Date: January 25, 2013
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[E Table View Edt Goto Selection  Utilties System  Help

g *(JHB Q@@ BHE B0ha8

Change View "SSL Client Identities of System": Overview
‘ﬁ? MNew Entries ﬂ ) EL Eﬂa E‘,L

551 Client 1d 12"/ Entries (F9)

Identity Description

ANONTM Essi_ Client (Anonymous)
DFATLT SSL Client (Standard)
TEST C Test Client Identity

Fié ure 14

Step 4: Maintain a new PSE entry, for example TESTV as shown. Save and return to the initial screen.
© New Entries: Overview of Added Entries

V) (H CeQEHE DDO8 HE QR

New Entries: Overview of Added Entries
yBEBE

SSL Client Identities of System

Identty  Destription il

TESTV Testing Certfficates PSE Scenaria "
Figure 15

Step 5: You can see that the newly-created PSE has a red cross in the left column bar. Right-click this
and choose Select to maintain the parameters of this PSE.




Trust Manager

* [J System PSE
v [ SNC SAPCryptolib
~ ‘2l 55L server Standard
- @ Idciych_YCB_11
* o SSL dlient S5L Client (Anonymo
* B ldaych_¥YCB_11
* ' S5L client S5L Client (Standar
- @ ldcycb_ YCB 11
'3 SSL client Testing Cartificatal
v [ 55L client Test Clier Create
« 3 WS Security Standard
« ¥ WS Security Other System Encry
« X WS Security WS Security Keys
- 2 SMIME Standard
- B2 File

« ¥ SSF E-Learning

¥

Figure 16

Step 6: Choose OK to maintain the entry. The folder for the PSE will be created.

* (J System PSE | SS5L client TEST Scenario
v [J SMNC SAPCryptolib | Own Certificate
* 33 S5L server Standard PR
« @ Idciych_YCB_11 e
- E;S.I;_.nlzli.e.ﬁ_t'SS.L"[.:Ii_e.nt_ (Anonymo
* @ Idciycb_YCB_11 _ :
* 33 S5 dlient SSL Client (Standar | Certificate List

* B Idciych_YCB_11
- ¥ 551 dient Testing Certificate
» [ SSL client Test Client Identit
- ¥ Ws Secyrity Standard

e @V [ Create PSE
- 3 oM L diient Testing Certificates PSE Scenario
+ I Filg Ora. (Opt) 10020270862 |
* R 55 comp./ora. 'SAP Web AS |
Country ' '
- i o [z
CA 0=SAP Trust Community, C~=DE &3]
Algorithm [RSA v
Key Length 11024 - |
V] 2]x]
Figure 17

Step 7: Double-click on the folder of the created PSE to get the certificate information.
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Trust Manager

» (3 System PSE

» (J SNC SAPCryptolib

| ~ &3 SSL server Standard
* @ Idciycb_YCB_11

v &3 SSL client SSL Client (Anonymo

* @ Idciycb_YCB_11

*§@ Idciycb_YCB_11

* @ ldciycb_YCB_11

» (3 SSL client Test Client Identit

« & WS Security Standard

« ¥ WS Security Other System Encry
« & WS Security WS Security Keys

« ¥ SMIME Standard

+ & File

« & SSF E-Learning

Figure 18

SAPd

104.05.1998/11:56:34 to

| Key Length

18.07.2015//12:00:00

BS:SE:64:10:AE:09:6B:71:AC:77:A4:EF:61:99:21:71 |

Valid From

Algorithm RSA
Check Sum (MD5)

Checksum (SHA1)

E &

Add to Certificate List

This PSE is now ready to be used for security scenarios.

3.5 Installing a Root Certificate — Generic Procedure

2240E95CFE137B21394E61EDCBEF184757CADAAS

- SSL client Testing Certificate
- Own Certificate
Owner 'CN=YCB 0U=10020..
(Self-Signed)
 Certificate List
- Owner
(B verpsE |@ Ppassword
 Certificate
Owner EMALL= Bsap-ag.de, CN=" oU=¢ 0.
Issuer EMAIL= @sap-ag.de, CN=! ouU=! O.
Serial Number (Hex.) 01000000 |
Serial Number (Dec.) 16777216

The steps documented in this section should ONLY be implemented if the security configuration,
as explained above, is to be carried out by creating Individual PSEs for every scenario that is

relevant to a customer.

D The steps mentioned in sections 3.3.3 - 3.3.4 and section 3.5 should be implemented in the

mentioned order after completing the steps in section 3.4.

Step 1. Open transaction STRUST for the PSE where the root certificate must to be installed.
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Trust Manager
» (3 System PSE | SSL client Testing Certificate
» (0 SNC SAPCryptolib | Own Certificate |
" CH S s st ) y
~ €3 ssL client SSL Client (Anonymo (Self-Signed)
* @ Idciycb_YCB_11 a |
v &3 SSL client SSL Client (Standar | Certificate List ']
* @ ldciycb_YCB_11 | P ™ |

L

¥ WS Security Standard
& WS Security Other System Encry

.

(A A A

- Xw ity W ity K
- X S:D:Ec;t:t:darj ey e
* © Fie -
+ % SSF E-Leamning B veripse [@ Password
' Certificate  |
Owner EMAIL= CN= ou= 0..
Issuer EMALL= CN= ou= 0.
Serial Number (Hex.) 01000000 ]
Serial Number (Dec.) 116777216 l
valid From 104.05.1998//11:56:34/to 118.07.2015//12:00:00
Algorithm RSA 'Key Length 11024 |
Check Sum (MD5) 'B5:5E:64:10:AE:09:6B:71:AC:77:A4:EF:61:99:21:71
Checksum (SHA1) |2240E95CFE137B21394E61EDCBEF184757CADAAS
2E %  Addto Certfficate List |
o conhicate)
Figure 19

Step 2: Choose Import Certificate Request and specify the path of the downloaded root certificate.

[ Import Certificate

Figure 20
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Security Configuration Information

Step 3: Choose OK; you can now see the root certificate in the PSE as shown below.

STRUST before Import

| SSL client Testing Certificate

' Own Certificate
Owner N=YcB |
(Self-Signed)
' Certificate List
~ Owner L]
B3 veripsE |@  Password
 Certificate
Owner !EMAIL- @sap-ag.de, CN= OuU: 01
Issuer ’EMAIL-f @sap-ag.de, CN= ou: 0_|
Serial Number (Hex.) 01000000 |
Serial Number (Dec.) 16777216 [
Valid From 104.05.1998/11:56:34/to0  |18.07.2015/12:00:00
Algorithm RSA 'Key Length 1024 |
Check Sum (MD5) !BS:SE:64:10:AE:09:68:71:AC:??:A4:EF:61:99:21:71 |
Checksum (SHA1) |2240E95CFE137B21394E61EDCBEF184757CADAAS|
[3]E) ¥ Add to Certificate List
Figure 21

STRUST after Import

© 2013 SAP AG

Title: SAP Corporate Connectivity for Banking

Dietmar-Hopp-Allee 16 Version: 1.0

D-69190 Walldorf

Date: January 25, 2013

Page 22 of 23



Security Configuration Information

SSL client Testing Certificate
| Own Certificate
Owner ’.CN-YQ
(Seff-Signed)
 Certificate List

E ‘@sap-aqg.de, CN=
B

Root Certificate Populated N
@
B ver.psE [@  Password

 Certificate
Owner [EMAIL= r@sap-ag.de, CN= . OU= : 0.
Issuer ’EMAIL= r@sap-ag.de, CN= . QU= . 0...’
Serial Number (Hex.) /01000000 |
Serial Number (Dec.) 116777216 |
Valid From '04.05.1998/11:56:34!to '18.07.2015/12:00:00!
Algorithm RSA 'Key Length 1024 l
Check Sum (MD5) 'B5:5E:64:10:AE:09:6B:71:AC:77:A4:EF:61:99:21:71
Checksum (SHA1) |2240E95CFE137B21394E61EDCBEF184757CADAA3
E?) ¥ Add to Certificate List

Figure 22

4 Security Issues

For any issues regarding certificates and security-related configurations, raise a ticket under component

BC-SEC-WSS
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