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(U) Recommendations Table

(U) Please provide Management Comments by January 19, 2018.

(U) The following categories are used to describe agency management’s comments to individual
recommendations:

(U) Unresolved – Management has not agreed to implement the recommendation or has not
proposed actions that will address the recommendation.
(U) Resolved – Management agreed to implement the recommendation or has proposed actions
that will address the underlying finding that generated the recommendation.
(U) Closed – OIG verified that the agreed upon corrective actions were implemented.
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(U) Introduction
(U) Objective

(U) Background

1 (U//FOUO) NSA defines an enclave as a collection of computing, noncomputing, or network devices that do not
have external connectivity, are protected from other networks by a security device such as a boundary or a
firewall, or are standalone.

2 (U//FOUO) Global Cryptologic Enterprise includes worldwide NSA/CSS personnel, systems, and facilities.
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(U) NSA Defensive Measures

3 (U//FOUO) NSA investigations determined that Edward Snowden exfiltrated

4 (U//FOUO) NSA defines core NSANet as the NSANet enterprise, excluding its enclaves.
5 (U//FOUO) is one of the premier tools development, testing, and integration networks at NSA.
6 (U//FOUO) We did not include initiatives in the audit scope.
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(U) NSA Responsibilities for Implementing STE and STN
Initiatives

7 (U) Subnets are the logical grouping of connected network devices on an internet protocol, which is the
standard protocol for communicating across networks.
8 (U) is a Microsoft solution used to manage, store, and enforce user computer security policies.
9 (U)
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(U) Review of Internal Controls

10 (U) DoD Instruction 5010.40, “Managers’ Internal Control Program Procedures,” May 30, 2013.
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(U) Finding
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11 (U//FOUO) The Defensive Measures Enterprise Functional Team, led by the Capabilities Directorate, was
established to develop an enterprise wide campaign to
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S//REL TO USA,FVEY
(U) Source: The DoD OIG.
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19 (U) The four NSA cryptologic centers are located in Texas, Georgia, Hawaii, and Colorado.
20 (U) According to S&CI officials, a portal is an ingress or egress point in a facility where REIPs occur.
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(U) Our Response

(U) Recommendations, Management Comments, and
Our Response
(U) Recommendation 1
(U//FOUO) We recommend that the Director, Capabilities Directorate, National
Security Agency/Central Security Service Chief Information Officer:
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a. (U//FOUO) Verify on all devices
and authenticate all devices connected to the NSA enterprise.

(U) NSA Comments

(U) Our Response

b. (U//FOUO) Assess the volume of data across the National Security
Agency enterprise, implement tools with the capacity to register and
baseline all National Security Agency subnets

.

(U) NSA Comments

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6



(U) Our Response

(U) Recommendation 2
(U) We recommend that the Director, Capabilities Directorate, National Security
Agency/Central Security Service:

a. (U//FOUO) Implement an automated solution to identify all devices
connected to the National Security Agency enterprise and verify
compliance with its global security policies.
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(U) Our Response

b. (U//FOUO) Develop and implement procedures to verify that all devices
connected to the National Security Agency enterprise are properly
configured .
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(U) Our Response

(U) Recommendation 3
(U//FOUO) We recommend that the Director, Capabilities Directorate, National
Security Agency/Central Security Service Chief Information Officer and the Chief,
Security and Counterintelligence:

a. (U//FOUO) Identify and validate the number and location of all enclaves
connected to the National Security Agency enterprise;
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(U) Our Response

b. (U//FOUO) Conduct a risk assessment to identify the National Security
Agency’s most sensitive enclaves and data transfer agent locations,
identify annual funding needed to conduct enhanced random entrance
inspection at all locations, and, until the funding is provided, conduct

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(3) PL 86-36 Section 6



(U//FOUO) continuous enhanced random inspections at the locations with
the highest risk to the enterprise.

(U) NSA Comments

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
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NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



(U) Our Response

c. (U//FOUO) Identify all desktop computers connected to the National
Security Agency network, conduct a risk assessment to determine how to
monitor devices where user activity monitoring is not being conducted,
and conduct periodic testing to ensure that an automated monitoring tool
is deployed and actively reporting user activity.

(U) NSA Comments

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA
(b)(1)
EO
1352
6
Secti
on
1.4g
and
(b)(3)
PL
86-3
6
Secti
on 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



(U) Our Response

d. (TS//NF) Take immediate action to secure the enclave to
include identifying all connected devices, monitoring user activity,

.

(U) NSA Comments

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g
and (b)(3) PL 86-36 Section 6

NSA (b)(1)
EO 13526
Section 1.4g
and (b)(3) PL
86-36
Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



(U) Our Response

(U) Recommendation 4
(U//FOUO) We recommend that the Director, National Security Agency/Chief,
Central Security Service validate whether the National Security Agency’s actions
to implement Secure the Net and Secure the Enterprise initiatives that it
reported as complete are sufficient to fully meet the goals of the initiatives, and
assess whether the strategy and allocation of resources to effectively complete

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



(U//FOUO) the initiatives for ongoing campaigns will enable the National Security
Agency to meet its stated goals.

(U) NSA Comments

(U) Our Response

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36
Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
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NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



(U) Recommendation 5
(U//FOUO) We recommend that the Chief Information Officer, National Security
Agency/Central Security Service develop and implement a comprehensive plan
with metrics that clearly outline the methodology to complete the
Secure the Enterprise initiatives and apply a similar methodology to implement
the initiatives.

(U) NSA Comments
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(U) Our Response
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86-36 Section 6
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and (b)(3) PL 86-36 Section 6
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(U) Appendix A
(U) Scope and Methodology

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
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NSA (b)(3) PL 86-36 Section 6

NS
A
(b)

NSA
(b)(3)
PL

NSA (b)(3) PL
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(U) Table 5. Sampled Devices at NSAW, NSAH,

S//NF
(U) Source: The DoD OIG.

(U) Scope Limitation

S//NF

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
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86-36 Section 6
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(U) Use of Computer Processed Data

(U) Use of Technical Assistance

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



(U) Prior Coverage

(U) DoD OIG

(U) NSA Inspector General



(U) Appendix B
(U) STE Initiatives

(U) Table 6. List and Description of STE Initiatives

S//NF

S//NF

STE Initiative Initiative Description

NSA Reported
Completion Status
(as of August 2017)

NSA
(b)(3)
PL

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



S//NF

STE Initiative Initiative Description

NSA Reported
Completion Status
(as of August 2017)

S//NF

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



S//NF

STE Initiative Initiative Description

NSA Reported
Completion Status
(as of August 2017)

S//NF

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



S//NF

STE Initiative Initiative Description

NSA Reported
Completion Status
(as of August 2017)

S//NF

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



S//NF

STE Initiative Initiative Description

NSA Reported
Completion Status
(as of August 2017)

S//NF
(U) Source: The NSA.

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



(U) Appendix C
(U) STN Initiatives

S//NF

STN Initiative Initiative Description
NSA Reported Status
of Completion (as of

August 2017)

S//NF

NSA
(b)(3)
PL

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



S//NF

STN Initiative Initiative Description
NSA Reported Status
of Completion (as of

August 2017)

S//NF

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



S//NF

STN Initiative Initiative Description
NSA Reported Status
of Completion (as of

August 2017)

S//NF

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



S//NF

STN Initiative Initiative Description
NSA Reported Status
of Completion (as of

August 2017)

S//NF
*(U)
(U) Source: The NSA.

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6



(U) National Security Agency

(U) Management Comments

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
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NSA (b)(3) PL 86-36 Section 6
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(U) National Security Agency (cont’d)

NSA (b)(3) PL 86-36 Section 6
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86-36 Section 6
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86-36 Section 6
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(U) National Security Agency (cont’d)
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NSA (b)(3) PL 86-36 Section 6
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NSA (b)(3) PL 86-36 Section 6
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(U) National Security Agency (cont’d)
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(U) National Security Agency (cont’d)
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(U) National Security Agency (cont’d)
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(U) National Security Agency (cont’d)
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(U) National Security Agency (cont’d)
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(U) National Security Agency (cont’d)
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(U) National Security Agency (cont’d)
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(U) National Security Agency (cont’d)
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(U) National Security Agency (cont’d)
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(U) National Security Agency (cont’d)
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(U) National Security Agency (cont’d)
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(U) National Security Agency (cont’d)
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(U) National Security Agency (cont’d)
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(U) Glossary
Active Directory.

CASCADE

Data Transfer Agent (DTA).

Enclave.

NSA Network (NSANet).

Orbitcity

Port Security.

Portal.

Prohibited Items.

Removable Media.

Restricted Items.

SILENTSPARROW.

NSA (b)
(3) PL
86-36
Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6
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Subnet.

Thick Client.

Thin Client.

Token.

WATCHMAN. NSA (b)(3) PL 86-36
Section 6



(U) Sources of Classified Information
Source 1:

Source 2:

Source 3:

Source 4:

Source 5:

Source 6:

Source 7:



Source 8:

Source 9:

Source 10:

Source 11:

Source 12: NSA (b)(3) PL
86-36 Section 6



(U) Acronyms and Abbreviations
CSS Central Security Service

CIO Chief Information Officer

COA Course of Action

DTA Data Transfer Agent

IP Internet Protocol

MAC Media Access Control

NSA National Security Agency

NSAH National Security Agency Hawaii

NSANet National Security Agency Top Secret Network

NSAW National Security Agency Washington

REIP Random Entrance Inspection Program

STE Secure the Enterprise

STN Secure the Net

S&CI Security and Counterintelligence

TS Top Secret

NSA (b)(3) PL 86-36 Section 6
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