




A CASE STUDY OF AN INCIDENT: 
A DAY IN THE LIFE OF AN IR TEAM

Everything Depicted in the Following Case Study is 

based off of REAL INCIDENTS OCCURING DAILY

Any resemblance to real incidents is purely 

coincidental.



Day 0 (Probably Friday):

Stark Research Labs

“I’m with the 
government and I’m 
here to help.

It looks like you 
have a problem with 
10.3.58.5.  You 
should look into that 
system.”

<EOT>



Victim Network



1. MEMORY

2. SYSTEM

4. MALWARE3. NETWORK

Hard Drives

Incident Response 

Data

Memory Image

Enterprise Network 

PCAPs

NetFlow Data

Full Content Wiretaps

Firewall Logs and more

Malware Collected From 

Hosts

Memory Images

NetWars Challenge 

Inclusion



Isolating Evil in Memory
Applying Lessons from Windows Memory 

Forensics

Alissa Torres
@sibertor



Live Response Data Collection

System 
State 

Analysis

System 
Live Audits

Memory 
Acquisition

Volatile 
Data 

Collection

• Redline Collector
• CrowdResponse

• PowerShell 
Scripts

• WMIC Scripts
• TriageIR tool

• F-Response & 
Acquisition tool

• Dumpit, FTK Imager



• Identify rogue processes1 

• Analyze process DLLs and handles2 

• Review network artifacts3 

• Look for evidence of code injection4 

• Check for signs of a rootkit5 

• Dump suspicious processes and drivers6 

Investigative Methodology:
Use Case: Identifying Malware



Memory Forensics Arsenal:
Mandiant Redline

Free tool by Mandiant for triage & memory analysis

Supports analysis of 32 and 64-bit Windows

Creates audit collector, analyzes audits & memdumps

• Incorporates Indicators of Compromise (IOCs) into analysis

Produces a comprehensive timeline of events 

Picture courtesy Flickr user barjack and used under  a Creative Commons license, http://www.flickr.com/photos/barjack/with/170330828/ 



Enumerating Processes
with Redline



Analyzing Process Details
with Redline

svchost.exe (6404)

PID Relationships

Command Line

Chronology

Security IDs



Analyzing Process Details
with Redline

svchost.exe (6404)



What is PSEXESVC.EXE?

From the SysInternals tool “psexec”

Used for Instantiating Remote Execution

Creates a Service “PSEXESVC.EXE”on the Remote 
System that then Launches the specified command



Other Suspicious Processes
Spawned by PSEXESVC.EXE

What are these “spinlock” 
processes?

LET’S TRY A DIFFERENT TOOL FOR A DEEPER DIVE…



Memory Forensics Arsenal:
Volatility Framework

Python framework for memory forensics

• Also Standalone Windows executable

Supports analysis of 32 and 64-bit Windows

Under constant development

• Recent support added for OS X and Linux

http://code.google.com/p/volatility/

Picture courtesy Flickr user barjack and used under  a Creative Commons license, http://www.flickr.com/photos/barjack/with/170330828/ 



Other Suspicious Processes
psscan

Offset(V)  Name               PID   PPID   Thds Hnds Start                          Exit  

---------- -------------- ------ ------ ------ -------- ------------------------------ --------------------

0x8622b4b8      explorer.exe 296   2392     22      853      2012-04-04 14:45:45 

0x85f98728 a.exe 3264   3440      0 -------- 2012-04-04 14:57:52   2012-04-04 18:40:58 

0x85e24030 OSPPSVC.EXE    4040    564       3      134      2012-04-04 15:42:01 

0x861d93a0 cmd.exe 3472   3264      0 -------- 2012-04-04 15:47:47    2012-04-04 15:49:07 

0x862bfa40 spinlock.exe 3796   3472      0 -------- 2012-04-04 15:48:18    2012-04-04 18:43:25 

0x8654c4a8 spinlock.exe 1208   3796      0 -------- 2012-04-04 15:48:18    2012-04-04 18:43:25 

0x860f2578 cmd.exe 208   1208       1       31  2012-04-04 18:43:24                                  

0x86136a60 conhost.exe      2840   2132      2       28       2012-04-04 18:43:25                                  

0x864e57c8 PSEXESVC.EXE   2100    564      6      104       2012-04-04 18:52:11                                  

0x862a4d40 svchost.exe 3612   2100      0 -------- 2012-04-04 18:52:11    2012-04-05 13:25:07 

0x862bb290      spinlock.exe      2956   2100      1       26       2012-04-04 18:54:51                                  

0x86383c18 spinlock.exe 1328   2956      2      128       2012-04-04 18:54:51                                  

0x86d2b578  a.exe 5008   4212      0 -------- 2012-04-06 13:19:34    2012-04-06 16:58:26 

0x862f9a58 cmd.exe 5192   5008      1       28       2012-04-06 14:03:11                                  

0x86a1c8b8 conhost.exe 3408    412       2       31       2012-04-06 14:03:11                                  

0x8649d880 svchost.exe 6404   2100      8      256 2012-04-06 19:22:20                       

Spinlock processes 
also spawned by 
PSEXESVC



Four terminated a.exe instances are seen in 

psscan output

Process PID PPID       Start Time            Stop Time

Other Suspicious Processes
psscan



Other Suspicious Processes
Registry Key Creation of PSEXESVC.EXE

$ vol.py -f win7-nromanoff.001 --profile=Win7SP1x86 

printkey -K “ControlSet001\Services\PSEXESVC”

LastWrite time of PSEXESVC key: 
04/04/2012 18:52 UTC



Registry: \SystemRoot\System32\Config\SOFTWARE

Key name: Run (S)

Last updated: 2012-04-04 01:54:23 UTC+0000

Values:

REG_SZ     VMware Tools    : (S) "C:\Program Files\VMware\VMware Tools\VMwareTray.exe"

REG_SZ     VMware User Process : (S) "C:\Program Files\VMware\VMware Tools\VMwareUser.exe"

REG_SZ     Adobe ARM       : (S) "C:\Program Files\Common Files\Adobe\ARM\1.0\AdobeARM.exe"

REG_SZ     McAfeeUpdaterUI : (S) "C:\Program Files\McAfee\Common Framework\udaterui.exe" 

/StartedFromRunKey

REG_SZ     ShStatEXE : (S) "C:\Program Files\McAfee\VirusScan Enterprise\SHSTAT.EXE" 

/STANDALONE

REG_SZ     McAfee Host Intrusion Prevention Tray : (S) "C:\Program Files\McAfee\Host Intrusion 

Prevention\FireTray.exe"

REG_SZ     svchost : (S) c:\windows\system32\dllhost\svchost.exe

Persistence Analysis
printkey

Suspicious “svchost.exe” seen in 
CurrentVersion\Run key

$ vol.py -f win7-nromanoff.001 --profile=Win7SP1x86 

printkey -K “Microsoft\Windows\CurrentVersion\Run”

THIS PERSISTENCE TECHNIQUE TRIGGERS ON LOGON.



Digging for Process Objects
dlllist

$ vol.py -f win7-nromanoff.001 --profile=Win7SP1x86 dlllist -p 6404

The loaded dlls indicate that “svchost.exe” 
has network functionality



Extracted MFT Record
mftparser

C:\Windows\dllhost\svchost.exe

Suspicious process 
“svchost” shows evidence 
of timestopping



Rogue Process Objects
handles

“Svchost.exe” process has 
a handle to a NOTABLE 
Services Registry Key

$ vol.py -f win7-nromanoff.001 --profile=Win7SP1x86 handles -p 6404 -t 

Key



Registry Key Associated 
with Outbound Network 
Connection (BEACON)

$ vol.py -f win7-nromanoff.001 --profile=Win7SP1x86 

printkey -K “ControlSet001\Services\Netman\Domain” 

Registry Key Analysis
printkey



Suspicious Connections
netscan

Offset(P)  Proto    Local Address      Foreign Address      State            Pid Owner         

0x7d8b0b50 TCPv4    0.0.0.0:445            0.0.0.0:0                  LISTENING        4        System         

0x7d8b0b50 TCPv6    :::445                 :::0                LISTENING        4        System         

…

0x7f451df8 TCPv4    -:62331                     224.0.0.252:443      CLOSED        7816     Skype.exe

0x7f60adf8 TCPv4    127.0.0.1:5678          127.0.0.1:62608     CLOSED       6404     svchost.exe

0x7f632008 TCPv4    -:62336                    69.171.229.13:443   CLOSED      7816      Skype.exe

0x7f67a448 TCPv4    -:139                        12.190.135.235:2264  CLOSED        4       System         

0x7f693140 TCPv4    10.3.58.5:62567      10.3.58.255:80       CLOSED      6404      svchost.exe

0x7f6fb448 TCPv4    10.3.58.5:62617         10.3.58.4:445        CLOSED           4       System         

0x7f7492f0 TCPv4    10.3.58.5:62294         10.3.58.9:135        CLOSED        4172     taskhost.exe

0x7f760a08 TCPv4    10.3.58.5:62295        10.3.58.9:49156  CLOSED        4172     taskhost.exe

0x7f837580 TCPv4    10.3.58.5:49805        10.3.58.9:445          ESTABLISHED      4    System         

0x7f89a1d0 TCPv4    10.3.58.5:50817        199.73.28.114:443   CLOSED        1328     spinlock.exe

Evidence that “Spinlock” process 
has a network connection to 
199.73.28.114 



MZ header indicates an 
INJECTED DLL in a 
“spinlock.exe” memory section

Detecting Code Injection
malfind



Detecting Code Injection
malfind

MZ header indicates an 
INJECTED DLL in a 
“svchost.exe” memory section



Signs of Hooking/Rootkits

WindowsSCOPE shows    

no SSDT or IDT hooking

Redline identifies some Untrusted 

hooks, but they were deemed 

false positives



Dump Suspicious Process Binaries
procexedump

$vol.py -f win7-32-nromanoff-memory-raw.001 --

profile=Win7SP1x86 procexedump -p 6404 -D /cases

Extracted “Svchost.exe” 
flagged by 6 out of 48



Memory Analysis: Summary
Identified Malware

• “Redlined” due to path, no arguments, owner

• Injected code identified by “malfind”

svchost.exe (6404)

• Terminated connection seen to remote host 
199.73.28.114:443

• Injected code identified by “malfind”

spinlock.exe (1328)

• a.exe (5008, 7084, 3376, 3264) - four 
terminated processes found in “psscan” output

Other suspicious processes



Memory Analysis: Summary
Notable Indicators

Tools, Techniques & Procedures

• Timestomping

• Use of Sysinternals tools “psexec”

Attacker Working Directory:

• “Windows\System32\dllhost”

Outbound Beacon

• 12.190.135.235/ads

Attacker Methodologies



Malware Hunting On The 

System
Applying Lessons from Advanced 

Forensics and Incident Response

Jake Williams

@malwarejake



Intro to Malware Funneling

 Not all Malware is active/running

 How do you find sleeper or dormant 
malware?

 This system has 284,333 files

 How do we reduce that down to just files of 
interest to us?  The Possible Malware?

284,333 Candidate Files 1-4 Malicious Files



Malware Funneling

Automated

Semi-
Automated

Manual

File Time Anomalies

MFT Anomalies

By-Hand 3rd Party Hash Lookups

By-Hand Memory Analysis

Super TimeLine Examination

Logs

Packing / Entropy Check

Evidence of Persistence

Automated Memory Analysis

Indicators  of Compromise Search

Anti-Virus Checks

Prep Evidence/Data Reduction



Most Common Malware Locations

Windows\System32

 Temp folders

Windows

 System Volume Information

 Recycle Bin

 Program Files

 Temporary Internet Files



Static Malware Identification:

Files Trying to Hide Something

 Scan for possible malware
 Indications of packing

 Entropy 

 Liklihood of Compression / Encryption

 Compiler and packing signatures

 densityscout

 Written by Christian Wojner

 Checks for possible obfuscation and packing

 Files receive a “density” score

 Score can be used to identify whether a set of files is worth further 

investigation



Entropy/Packing Analysis:
Files Trying to Hide Something

densityscout [options] file or directory

[Useful Options]
-a: Show errors and empties, too
-d: Just output data
-l: Lower than the given density
-n: Print number lines
-m: Mode ABS (default) or CHI (for filesize > 100 Kb)
-o file: File to write output to
-p density: Immediately print if lower than the given density
-r: Walk recursively
-s suffix(es): Filetype(s) (i.e.: dll or dll,exe,...)
-S suffix(es): Filetype(s) to ignore (i.e.: dll or dll,exe)
-pe: Include all portable executables by magic number
-PE: Ignore all portable executables by magic number

# densityscout –pe -p 0.1 -o results.txt <directory-of-exe>



Entropy   



Filename High Entropy

FramePkg.exe

bootres.dll

EP0NB01A.DLL

f-response-ent.exe

spinlock.exe

72,018 “Windows” files 5 Unique Files



Digital Signature Checking
sigcheck

 sigcheck

 Written by Mark Russinovich

 Verify that images are digitally signed and dump version information 

with this simple command-line utility

sigcheck [options] file or directory

[Useful Options]
-a: Show extended version information
-c: Look for signature in the specified catalog file
-e: Scan executable images only (regardless of their 

extension)
-h: Show file hashes
-s Recurse subdirectories
-u Show unsigned files only
-v csv output

C:\> sigcheck –e –u –s –h –v <dir-of-exe> >  sigecheck-results.csv



sigcheck



Filename High Entropy Digital Signature

FramePkg.exe

bootres.dll

EP0NB01A.DLL

f-response-ent.exe

spinlock.exe

72,018 “Windows” files ~3 Unique Files



Hash Databases

 Most well known databases will support the following formats

 md5sum

 National Software Reference Library (NSRL) http://www.nsrl.nist.gov/

 Fuzzy hashes

Known Good Files

• Files that are known to be benign and of no interest to your case

• You want to eliminate files from your image that are considered good

Known Bad Files

• Files that, if found, would be of particular interest to your case

• You want to highlight these files from your image that are considered bad 
or suspicious



fileadvisor.bit9.com



nsrllookup

http://rjhansen.github.io/nsrllookup/

Filename High Entropy Digital Signature Known Good Hash

FramePkg.exe

bootres.dll

EP0NB01A.DLL

f-response-ent.exe

spinlock.exe



FramePkg.exe



spinlock.exe



Outlier Analysis: analyze_MFT.py

by David Kovar

https://github.com/dkovar/analyzeMFT

[Useful Options]
-f FILE: Read MFT from FILE
-o FILE: Write results to FILE
-a: Turn on anomaly detection
-b: TSK bodyfile format
-l: Report times using local timezone

# analyze_MFT.py –a –f <MFT-FILE> -o <OUTFILE>



MFT Outlier Analysis: 

Windows Folder

$Filename Creation TimeFilename/PathMFT Record

$Filename Creation

Date/Time Odd

MFT Sequence 

# out of place



Timestomp Detection



Windows Prefetch Program 
Execution



Parsing Prefetch with pf

by TZWorks

[Useful Options]
-m: minimum output
-v: verbose output (includes file and directory mappings)

# pf [-m|-v] <prefetch file>



Type 3 
network 
logon (ID 
4624): 

vibranium

File 
Creation:

TopLZAGU.exe

File 
Execution:

TopLZAGU.exe

New Service 
(ID 7045):

Imagepath= 
TopLZAGU.exe

Logoff       
(ID 4634):

vibranium

File 
Creation:

svc.exe



Build Signatures &

Scope the Enterprise



Network
Forensics

Malware
RE

Host Based
Analysis Enterprise

Scoping



Network Forensics
Using Artifacts of 

Communication

Phil Hagen

@PhilHagen



Why Network Forensics?

Useful in several capacities:

 Supplement existing system-based findings

 Identify systems worth examining

 As the only investigative medium

 Could be the chicken, the egg, 

or the frying pan!

 Without a plan: just the fire…



Preferred Approach

 Ideally, use established norms as baseline to 

find anomalous patterns

 Historical data often unavailable/outdated

$interesting = 

$measured - $normal



Using a “Blind” approach

Workstation-to-workstation (w2w) 

communications

 Large transfers, odd clock times for activity, 

“suspicious” destination IPs

Might be able to hone approach through 

admin/user interviews



Constraints for This Presentation

 Focusing on lateral w2w lateral activity

 Identify servers to be ruled out

 Domain controller RSYDOW: 10.3.58.4

 DMZ: 10.3.16.0/24

 Web server: 10.3.16.3

 Web proxy: 10.3.16.11



Sources of Network Evidence

 Seek “Artifacts of Communication”

 NetFlow!

 pcap files

 Router/firewall logs

 IDS logs

 Centralized Windows logging (Native, Splunk, 

SIEM, etc)



Lateral Spread: ID w2w Sessions

 Find w2w communications with nfdump

$ nfdump -r nfcapd.201204021752 -O bytes -A srcip,dstip \

-o 'fmt:%sa %da' 'src ip 10.3.58.5 and dst net 10.3.0.0/15 and

not (ip 10.3.58.4 or net 10.3.16.0/24)'
Src IP Addr      Dst IP Addr    Bytes

10.3.58.5        10.3.58.7 72.9 M

10.3.58.5        10.3.58.6 10.5 M

10.3.58.5        10.3.58.9 4.2 M

10.3.58.5      10.3.58.255   200707

10.3.58.5        10.3.58.1      920

Summary: total flows: 2344, total bytes: 87.8 M, total packets: 104854, avg bps: 2084, 

avg pps: 0, avg bpp: 837

Time window: 2012-04-02 21:52:19 - 2012-04-06 19:28:02

Total flows processed: 149367, Blocks skipped: 0, Bytes read: 7767288

Sys: 0.004s flows/second: 37341750.0 Wall: 0.007s flows/second: 18928779.6



Identify w2w Sessions of Interest

• Local broadcast traffic – common with SMB and other 
protocols

10.3.58.5 <-> 10.3.58.255: 200,707 b

• Default gateway?

10.3.58.5 <-> 10.3.58.1:       920 b

• Worth further examination!!

10.3.58.5 <-> 10.3.58.7:      72.9 M
10.3.58.5 <-> 10.3.58.6:      10.5 M

10.3.58.5 <-> 10.3.58.9:       4.2 M



Lateral Spread: Single Host Pair

 Periods of activity between

10.3.58.5 and 10.3.58.7

$ nfdump -b -r nfcapd.201204021752 -O tstart \

-o 'fmt:%ts %te %pr %sap %dap' 'ip 10.3.58.5 and ip 10.3.58.7'
Date first seen Date last seen Proto Src IP Addr:Port Dst IP Addr:Port

2012-04-03 17:49:28.574 2012-04-03 17:49:31.573 TCP    10.3.58.5:445     10.3.58.7:3489 

2012-04-03 17:49:28.576 2012-04-03 17:49:28.589 TCP    10.3.58.5:139     10.3.58.7:3490 

2012-04-03 17:49:28.589 2012-04-03 17:49:28.591 TCP    10.3.58.5:139     10.3.58.7:3491 

2012-04-03 17:49:28.593 2012-04-06 19:22:45.673 UDP    10.3.58.5:137     10.3.58.7:137  

2012-04-03 17:49:28.596 2012-04-03 17:49:31.250 TCP    10.3.58.5:139     10.3.58.7:3492 

2012-04-03 17:50:40.146 2012-04-03 17:50:43.163 TCP    10.3.58.5:445     10.3.58.7:3504 

2012-04-03 17:50:40.148 2012-04-03 17:50:40.179 TCP    10.3.58.5:139     10.3.58.7:3505 

2012-04-03 17:50:40.169 2012-04-03 17:50:40.200 TCP    10.3.58.5:139     10.3.58.7:3506 

2012-04-03 17:50:40.210 2012-04-03 17:55:36.438 TCP    10.3.58.5:139     10.3.58.7:3508 

2012-04-03 18:31:40.348 2012-04-03 18:32:09.309 TCP    10.3.58.5:445     10.3.58.7:4412 

2012-04-03 18:34:10.128 2012-04-03 18:34:17.119 TCP    10.3.58.5:445     10.3.58.7:4434 

...

550 flows!UTC



Lateral Spread: Characterize

w2w communications include:

 TCP/3389 (RDP?)

 TCP/445, TCP/139, UDP/137 (SMB?)

 TCP/80 (HTTP?)

 ICMP (ECHO REQUEST, ECHO REPLY)

High volume tells us where to focus

 Low volume might tell us about attacker’s 

intent/capabilities/etc.



RDP Traffic: Timing and Nature

$ nfdump -b -r nfcapd.201204021752 -O tstart \

-o 'fmt:%ts %td %sap %dap %ipkt %opkt %ibyt %obyt' \

'ip 10.3.58.5 and ip 10.3.58.7 and port 3389'
Date first seen   Duration  SrcIPAddr:Port DstIPAddr:Port InPkt OutPkt InByte OutByte

2012-04-03 22:08:22   18.866  10.3.58.5:3389 10.3.58.7:3854  8 13  1941   1789

2012-04-03 22:08:43 2101.540  10.3.58.5:3389 10.3.58.7:3878 8723   5361  8.4 M  334128

2012-04-04 02:17:36   13.346  10.3.58.5:3389 10.3.58.7:3406     8 13 1941 1789

2012-04-04 02:18:24    4.762 10.3.58.5:3389 10.3.58.7:3429     8     13   1941    1789

2012-04-04 02:18:30  968.607 10.3.58.5:3389 10.3.58.7:3453  2642   1568  1.8 M  103170

2012-04-04 16:37:08    1.876 10.3.58.5:50194 10.3.58.7:3389   5  5    268   241

2012-04-04 16:37:12   48.609 10.3.58.5:50195 10.3.58.7:3389   189  180 16145  49775

2012-04-04 16:39:05    1.027 10.3.58.5:50202 10.3.58.7:3389   3    3   152  138

2012-04-04 16:39:08    1.015 10.3.58.5:50203 10.3.58.7:3389     3      3    152 138

2012-04-04 16:39:51    2.280 10.3.58.5:50207 10.3.58.7:3389  5  5   268   241

2012-04-04 16:39:55 1262.328 10.3.58.5:50208 10.3.58.7:3389  7024  12926 378341   9.4 M

2012-04-06 19:05:44    2.063 10.3.58.5:61483 10.3.58.7:3389     5  5 268  241

2012-04-06 19:05:47  185.512 10.3.58.5:61496 10.3.58.7:3389   400    427 24604 104047

Summary: total flows: 26, total bytes: 20.6 M, total packets: 39545, avg bps: 663, avg

pps: 0, avg bpp: 521

Time window: 2012-04-02 21:52:19 - 2012-04-06 19:28:02

Total flows processed: 149367, Blocks skipped: 0, Bytes read: 7767288

Sys: 0.004s flows/second: 37341750.0 Wall: 0.006s flows/second: 23529773.2



RDP Traffic: Intelligence Gained

• Attacker accessed other workstation(s) via w2w RDP

Successful w2w RDP Activity

• Affects timeline of incident

First RDP with 10.3.58.5 was from 10.3.58.7

• Attacker changed plan? Lost original foothold? Changed personnel?

10.3.58.5 later RDP’ed to 10.3.58.7

• Possible tool mark from attacker’s software kit?  Attacker procedures?

Short/small sessions between longer/larger ones



SMB Traffic: Timing and Volume

Nice, but what/when is interesting?

$ nfdump -b -N -O tstart -r nfcapd.201204021752 \

-o 'fmt:%ts %ibyt %obyt' \

'ip 10.3.58.5 and ip 10.3.58.7 and proto tcp and port 139'
Date first seen          In Byte Out Byte

2012-04-03 17:49:28.576      140      252

2012-04-03 17:49:28.589      140      252

2012-04-03 17:49:28.596     1046     1147

...

2012-04-06 19:22:45.647      140      252

2012-04-06 19:22:45.665      140      252

2012-04-06 19:22:45.675    25703    26541

Summary: total flows: 62, total bytes: 64442320, total packets: 80666, avg bps: 1946, 

avg pps: 0, avg bpp: 798

Time window: 2012-04-02 21:52:19 - 2012-04-06 19:28:02

Total flows processed: 149367, Blocks skipped: 0, Bytes read: 7767288

Sys: 0.008s flows/second: 18670875.0 Wall: 0.008s flows/second: 18518100.7



A Script is Worth

0x3e8 Shell Commands…

$ nfdump -q -b -N -O tstart -r nfcapd.201204021752 \

-o 'fmt:%ts %td %ibyt %obyt' \

'ip 10.3.58.5 and ip 10.3.58.7 and proto tcp and port 139' | \

histomagic.py > ~/output.csv

$ cat ~/output.csv
2012-04-03 17:49:00,2977

2012-04-03 17:50:00,1390

2012-04-03 17:51:00,606

...

2012-04-06 19:20:00,0

2012-04-06 19:21:00,0

2012-04-06 19:22:00,53028



Visualized Transfer over Time

Start: 2012-04-04 18:50:25.039
Duration: ~48.1 hrs
10.3.58.5:139 <-> 10.3.58.7:3820

Network
Transfer?





SMB: Files (and Pipes!) Accessed

$ tshark -n -r 10.3.58.5-10.3.58.7_tcp139.pcap -T fields \

-e frame.time -e smb.file \

-Y 'smb.cmd == 0xa2 and !smb.fid and smb.file' | sort | uniq
Apr  4, 2012 18:51:07.984120000 \\PSEXESVC.EXE

Apr  4, 2012 18:51:08.996857000 \\svcctl

Apr  4, 2012 18:51:09.021387000 \\psexecsvc

Apr  4, 2012 18:51:09.030345000 \\psexecsvc-WKS-WINXP32BIT-2376-stdin

Apr  4, 2012 18:51:09.031417000 \\psexecsvc-WKS-WINXP32BIT-2376-stdout

Apr  4, 2012 18:51:09.032373000 \\psexecsvc-WKS-WINXP32BIT-2376-stderr

...

Apr  5, 2012 15:37:22.830728000 \\Desktop.ini

Apr  5, 2012 15:37:22.836163000 \\Desktop.ini

Apr  5, 2012 15:42:53.616502000 \\users\\nromanoff\\documents\\outlook files\

\nromanoff@stark-research-labs.com.pst

Apr  5, 2012 15:42:53.645513000 \\users\\nromanoff\\documents\\outlook files\

\nromanoff@stark-research-labs.com.pst

Apr  5, 2012 15:42:54.660575000 \\users\\nromanoff\\documents\\outlook files\

\nromanoff@stark-research-labs.com.pst

Apr  5, 2012 15:47:13.137352000 \\users\\nromanoff\\documents\\outlook files\

\nromanoff@stark-research-labs.com.pst

Apr  5, 2012 15:47:13.182890000 \\users\\nromanoff\\documents\\outlook files\

\nromanoff@stark-research-labs.com.pst



SMB: How Big was that PST?

MACB values @ 
time of capture

Successful open

~56MB file size

$ nfdump -b -O tstart -r nfcapd.201204021752 \

'ip 10.3.58.5 and ip 10.3.58.7 and proto tcp and port 139’
Date first seen          Duration Proto      Src IP Addr:Port Dst IP 

Addr:Port Out Pkt In Pkt Out Byte  In Byte Flows

2012-04-04 18:50:25.039 173337.220 TCP          10.3.58.5:139   <->        

10.3.58.7:3820     32196    47095    2.1 M   61.6 M 2



SMB: User Accounts Used

 Confirmed account compromise

 Time frame coincides with large transfer

$ tshark -n -r 10.3.58.5-10.3.58.7_tcp139.pcap -T fields \

-e frame.time -e ntlmssp.auth.domain -e ntlmssp.auth.username \

-Y 'ntlmssp.auth.username'
Apr  4, 2012 18:50:25.114751000 NULL NULL

Apr  4, 2012 18:50:25.176886000 shieldbase vibranium

Apr  5, 2012 13:35:16.895499000 NULL NULL

Apr  5, 2012 15:37:06.547868000 NULL NULL

Apr  5, 2012 15:37:22.571220000 NULL NULL



HTTP: Workstation-to-Workstation?

$ nfdump -r nfcapd.201204021752 'ip 10.3.58.5 and ip 10.3.58.7 and

proto tcp and port 80'
Date first seen    Duration Proto SrcIPAddr:Port DstIPAddr:Port Pkts Bytes Flows

2012-04-03 21:13:01    0.022 TCP     10.3.58.5:80 -> 10.3.58.7:3304 4 279     1

2012-04-03 21:13:01    0.022 TCP    10.3.58.7:3304 ->   10.3.58.5:80 5 371     1

2012-04-03 21:14:05    0.017 TCP      10.3.58.5:80 -> 10.3.58.7:3318 4 249     1

2012-04-03 21:14:05    0.017 TCP  10.3.58.7:3318 ->   10.3.58.5:80 5 371     1

Summary: total flows: 4, total bytes: 1270, total packets: 18, avg bps: 159, avg pps: 

0, avg bpp: 70

Time window: 2012-04-02 21:52:19 - 2012-04-06 19:28:02

Total flows processed: 149367, Blocks skipped: 0, Bytes read: 7767288

Sys: 0.004s flows/second: 37341750.0 Wall: 0.007s flows/second: 19258251.7



HTTP: Needs to be Characterized

with Content

WebDAV!



WebDAV in Context: SMB Failover

TCP (SMB)
connection rejected

SMB Authentication
failure



Other Possible Directions

 Extract binaries to feed malware analysts

 Extract attacker-created files for 

loss verification/quantification

 Reverse engineer C2 protocols

 Identify additional network IOCs to 

seek (and possibly block)

Use DNS query logs to identify C2 

hostnames over time

Jake

Alissa

Phil



Analyzing Malware: 

Quick Look at Spinlock

Lenny Zeltser

@lennyzeltser



Knowing how to analyze malware is 

critical to incident response.

 Is it a malicious executable?

What are its capabilities?

How to detect it on systems 

across the enterprise?

What does it reveal about the 

intruder?

spinlock.exe



The malware analysis process 

involves multiple phases.

Behavioral 
Analysis

Code 
Analysis

We’ll focus on how the 

program behaves in 

this session.



Behavioral analysis examines 

environment interactions.

 Execute the malicious program on an isolated 

laboratory system.

Observe how it interacts with the file 

system, registry, network.

 Interact with malware to learn about it.



PeStudio looks for suspicious 

characteristics in executables.



Embedded strings can offer clues 

about the specimen.



Searching the web for observed 

strings points to PyInstaller.



----------------------------------

Files added:8

----------------------------------

C:\Users\Windows User\AppData\Local\Temp\_MEI27802\bz2.pyd

C:\Users\Windows User\AppData\Local\Temp\_MEI27802\kernel32.dll

C:\Users\Windows User\AppData\Local\Temp\_MEI27802\MSVCR71.dll

C:\Users\Windows User\AppData\Local\Temp\_MEI27802\python25.dll

C:\Users\Windows User\AppData\Local\Temp\_MEI27802\spinlock.exe.manifest

C:\Users\Windows User\AppData\Local\Temp\_MEI27802\unicodedata.pyd

C:\Users\Windows User\AppData\Local\Temp\_MEI27802\_ctypes.pyd

C:\Windows\Prefetch\SPINLOCK.EXE-67D31443.pf

Infect the Windows lab system. 

Regshot helps detect changes.



Process Hacker shows properties 

of the malicious process.



Process Hacker observed a 

suspicious network connection.



CaptureBAT monitors activity 

and captures deleted files.



What’s the relevance of Python 

to spinlock.exe?

 PyInstaller probably packaged the original 

Python program into an EXE.

 The malware might have been written in 

Python originally.

 It might have been an EXE that was 

embedded into a Python program.



We can now define incident-

specific “signatures”.

Processes: spinlock.exe

Connections: 199.73.28.114 on TCP 443

File system: %TEMP%\_MEI27802\

%TEMP%\_MEI27802\spinlock.exe.manifest

%TEMP%\_MEI27802\bz2.pyd

%TEMP%\_MEI27802\unicodedata.pyd

%TEMP%\_MEI27802\_ctypes.pyd



Examine malware network 

interactions in your isolated lab.

 Redirect DNS traffic using tools such as 

fakedns and ApateDNS.

 Alternatively, hard-code the IPs that malware 

wants to reach.

 Run the necessary listeners and sniff to 

observe the traffic.



Use a browser and Netcat to get 

a sense for how HTTPS looks.

Client sends data to server to 

initiate the HTTPS session.



Observe the connection from 

spinlock.exe with Netcat running.

Connection established, but no data 

exchanged. Not really HTTPS?



Determining the network protocol 

involves experimentation.

 The specimen established connection and 

awaits a response.

 Consider protocols that follow this pattern 

and perform experiments.

We’ll try Metasploit. Its reverse TCP connect 

shell operates like this.



Activate reverse TCP shell listener 

to see if it works with spinlock.exe.



We’re in control 

of the backdoor!



Process Hacker shows cmc.exe as 

a child process of spinlock.exe.



Alternative payload could have 

been Meterpreter.



Analysis revealed capabilities of 

the spinlock.exe specimen.

 Backdoor gives the adversary interactive 

access to the system.

Useful for reconnaissance, loading more 

tools, lateral movement, etc.

Outbound TCP port 443 traffic could pass 

through firewalls.



Why perform malware analysis 

as part of forensics?

 Establish “signatures” to assess scope and 

contain the incident.

Understand incident’s implications to 

determine business impact.

 Strengthen enterprise defenses.

More at LearnREM.com



The Vibranium Incursion 
Applying Lessons from Windows 

Forensics In-Depth

Rob Lee

@robtlee



Analyzing User 

Activity
NTUSER.DAT



Win7 Search History 
NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\WordWheelQuery

File 
Knowledge

Search 
History



Vibranium Searching for?

RegRipper
Output –

Run against 
Vibranium 

NTUSER.DAT



Files Opened
NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs

File Opening/ 
Creation



Files Opened (2)

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs

File Opening/ 
Creation

RegRipper
Output –

Run against 
Vibranium 

NTUSER.DAT



Vibranium Recently Opened?



Vibranium Executed What?

RegRipper
Output –

Run against 
Vibranium 

NTUSER.DAT



Folder Opening Vibranium Case



File Opening via (Shortcut Files)
Date/Time File by that name was first opened

• Creation Date of Shortcut File

Date/Time File by that name was last opened

• Last Modification Date of Shortcut File

First Opened Last Opened



Recent Files Vibranium Opened Up

C:\> dir 

"E:[root]\Users\vibranium\appdata\Roaming\Microsoft\Windows\Recent\*" /b /s | 

lp.exe –csv -pipe > c:\cases\blake_case\lnk.csv

STEALING YOUR CLASSIFIED DATA = BAD



Files Opened - Jumplist: jmp.exe

C:\> dir "E:\Users\vibranium\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations\*ions-

ms" /b /s | jmp –pipe –csv > c:\cases\jmp-auto.csv 

AppID for

Excel 2010

AppID for

Explorer

Specific Entry 

Target Information

MRU/MFU: Date/Time

Time Entry Added

MRU/MFU: List of 

Entries

#1 = last added

Note:  Selective Fields of CSV Output



Vibranium: Jumplist Files Opened

C:\> dir "E:\Users\vibranium\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations\*ions-

ms" /b /s | jmp –pipe –csv > c:\cases\jmp-auto.csv 

WOULD ANTI-FORENSICS CLEAR THIS?



Vibranium: Jumplist “WebHist”

Where did we see these IP Addresses before?



Vibranium Browser Forensics



Putting it All Together



Putting it All Together


