MBNL.

MBNL MYLOCKEN APP v1.0.6 USER
Guide

15 October 2020

Revision 1.0.6

Confidential to MBNL




Document Information

MBNL

Project Name Locken

Doc. Name

MBNL MyLocken App User Guide

Prepared by

Dimitrios Tsoras

Date 09/06/2020

File Name

MBNL MyLocken App User Guide

Document
Owner

Updates
Revision Updated By Changes
0.1 09/06/2020 Dimitrios Tsoras Created initial version
Version 1.0.4 (Report
1.0.4 05/08/2020 Dimitrios Tsoras Hazard, Climbing)
L Version 1.0.6 (Access Issues,
1.0.6 23/09/2020 Dimitrios Tsoras Lone Worker, Key Update)
1.0.6 01/10/2020 Dimitrios Tsoras Version 1.0.6 Update 1
1.0.6 12/10/2020 Dimitrios Tsoras Version 1.0.6 Update 2
1.0.6 15/12/2020 Jose Manuel Pacheco Minor changes / keys
maintenance annex
Document approvals
Name Position Date Signature
. MBNL Securit .
John Watkins ¥ John Watkins
Manager
. MBNL Change
Andy Timbrell &
Manager
. MBNL Programme
Nigel Hunter-Cowton g
Manager

Distribution

Position

Purpose

All SWCs and
Subcontractors visiting
MBNL sites and utilise
permits

MP02238- MBNL MyLockenApp User Guide

Revision: V1.0.6 - 19-Oct-20

CON1 - Confidential to MBNL — When printed this document is deemed to be uncontrolled




MBNL

Contents
R TN =TT 016 T [ N 3
L1 PUIMPOSE ittt ettt e e oottt e e e o4t e e e e e e ot e e e e e ottt e e e e e arar e e e e e e e e 3
1.2 REIAIEU DOCUIMENTS ... iieteieeiee ettt e e et e e et e e et e e et et e e e e e et s e s e et ee s et e s e e aaa s esssaaee s e ban e s eeaba e essannsessbnassessrnss 3
2 MBNL MYLOCKEN APP OPERATING SYSTEM COMPATIBILITY ..uuuitutiituieittieetiisteestersnessteesnessnesstnsesaessneesssessns 4
2 T 1 TR 4
P 4 [0 | (] (o TR 4
3 DOWNLOAD AND INSTALLATION OF THE MBNL MYLOCKEN APP ..cutiiiiiiiiicie ittt es e et s st s st s e e e e eans 5
3.1 IOS USEIS USE APPIE SOTE .....eiiieeiie ettt et e e e e e s e e e e e e e e e s st e e e e e e e s asntebaeeeeeeeesannnnnanneeaeenan 5
3.2 Android USErs USE GOOGIE STOIE ......ciiiiiiiiiiiiiiiie e e e e ettt e e e e sttt e e e e e s st eeeeeeesssnteteeeaeeeessnnsnsaeeaeaeeeas 6
S e S 1 2N 0] 10
4.1 Registering in the MBNL MYLOCKEN AP ..uuuiuiiiiiiiiiueeieeeeueeeeeeeereeesesesseeeeseeseesereeererarre———————————. 10
4.2 Registering your mobile number in the MBNL MyLOCKEN APP ..uvviiiiiiiieiiiiiiee e 16
5 LOGIN AND KEY CREDENTIALS 1.1 ttuiittiettttttteettietauesstaeessetstesssesssesstasessetstaeetstersessttestnetseestntesneesneesierin. 20
L 200 R 10T T 1o o PPt 20
LT @ g o T T )V T O T= T o = P PPPPPt 21
LS TR 2= T 1011 £ 22
LR =V =T 1= 1 U= | PP PPPPPt 24
5.5 BOOK ON/ BOOK ON QUESTIONS .....cuuiuiieiiiiieteisiessessessssssssssssssssssssssssssssssssssesssssssssssssssssssssssssesssssnsennsnmmmmmmnnnes 24
LN Yo T4 N [ T o To | £ SRS PRERR 29
5.6.1 UPAAte KEY ... 30
B5.6.2  SEIVICE AfECHING .. .eeiiiiiiiiie ettt e sttt e e st b e e e s bb e e e e e bbe e e e sbreeaeaae 30
5.6.3 REPOIt HAZAN ... 33
LTSI T 1] I 1 SN 39
SN R ] TSI\ /o T =] (TR 47
LS T ST =10 o] O ) 1 TP 49
5.7 BOOK Off QUESTIONS: ....iiiiiiiiiieiiiiitiieeeeeeeeettsererereseeesesesssessasaeeeaessssssssssssssssssssssasssssssassssssssssssssssssssrsrsssssreres 50
ST [T 1) = N 1T 54
6.1 Log in and ReQISIration .........cooiiiiiiiiiii 54
Yo T4 QN Y] o T T PP TP TP 54
(SRS | (Y D I=] = | £ 54
6.4 Key CredentialS .........oooeiiiiieice e 55
6.5 BOOK 0N QUESLIONS ... 55
8.6 WWOIK IN PrOQIESS ... iiitiiie ittt ettt e e e e a bt e e e ea b et e e e aa b et e e e aabe e e e e eabe e e e e anbe e e e e aabeeeeennns 55
6.7 BOOK Off QUESTIONS .....eeiiieiiiitte ittt e oottt e e e e e s bbbt e e e e e e e e s anbbeeeeeaeeseannnbeeeeaaaeeaaannnes 61
(SIS T = T0 o Qo ) 1 P 61
WA od = A1 1, Gt TN 63
0oL = 1L I T =) Y PR TPRR 63
LGS VST (o] £ F= 1L TSP URPPR PR 64
LS Y = 1= L (=T 64
MP02238- MBNL MyLockenApp User Guide 2 Revision: V1.0.6 - 19-Oct-20

CONL1 - Confidential to MBNL — When printed this document is deemed to be uncontrolled



1.1

O O O e

Introduction

Purpose

MBNL

The purpose of this document is to be handled as a user guide for the Lockenised MBNL sites.

The document contains the following:

MBNL MyLocken app

Download and Installation guides

Guide of how to use the app for the permits
Guide of how to use the app for the incidents

Related Documents
MBNL MyLockenApp Smart Key User Guide (Appendix 1)
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2.1

MBNL

MBNL MyLocken App Operating System compatibility
i0S

The application is always compatible with N-2 of the iOS and Android version.
The iOS versions the application is compatible with as of September 2020

13.4.1
13.5
13.5.1

Android
The Android versions the application is compatible with as of June 2020

Android 9
Android 10
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MBNL
3 Download and Installation of the MBNL MyLocken App
3.1

iOS Users use Apple store

e Search at apple store for MBNL MyLocken App

15:48 il = Em

<. mbnl mylocken Cancel

MBNL MyLocken
fﬁz\. e =
o —
————
=

[ ]

Tap on GET button and wait for download to complete

App Store

@ MENL MYLOCKEN | 1
MELIE

LOCKEN SERVICES
APP
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3.2

Tap on Open to open the application

15:50

_. mbnl mylocken

(:\\ﬁ MBNL MyLocken
-

The download is now complete. You now need to register yourself to use the MBNL MyLocken App (see
Section 5)

Android Users use Google store
Search at Google store for MBNL MYLOCKEN
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14:37 * G4
“— my locken
MBNL MylLocken
’\\’ LOCKEN - Tools
E 500+

6B 6B 06 o

MylLocken Connect
LOCKEN - Tools
3.8 % TOK+

MylLocken
LOCKEN - Tools
TK+

MylLocken for ESB
LOCKEN - Productivity
E 1K+

MyValidator
LOCKEN - Tools
& 100+

M-Cylinder Programmer
LOCKEN - Tools

MylLocken for TDF
LOCKEN - Tools
500+

CyberAudit Link
Videx, Inc. - Business

o

Tap on MBNL MyLocken
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Tap on Install button and wait for download to complete
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1437 G4 T Nf 25 42% =

“ mbnl mylocken Qo 9

Did you mean: mbnl locken

, MBNL MyLocken
@l_ LOCKEN Install

500+

Downloads PEGI3 ©

T o

)

AN, e
MyLGESEY —m—
o e &=
[~ ]

MBNL MyLocken

You might also like >
r
L

Lose Weight App  FREE QR Step Tracker - QF

for Men - Weigh...  Scanner: Barco.. Pedometer Free.. Sc

49% 4.7 % 48 % 4.€

1] @ <
Tap on Open to open the application
14:46 T G4 NERT 4T % =
< mbnl mylocken > 8 GO

Did you mean: mbnl locken

P MBNL MyLocken ®

500+
Downloads PEGI 3 ®
ESLCCKEN — . ﬂ
J| MG =
s =
MyLQCKEN S e
TS

MBNL MyLocken

You might also like ->
r
L

Lose Weight App FREE QR Step Tracker - QF

for Men - Weigh... Scanner: Barco... Pedometer Free... Sc

4.9% 4.7 * 4.8 % 4.€

] &) <
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MBNL

The download is now complete. You now need to register yourself to use the MBNL MyLocken App (see
Section 5)
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4 Registration

4.1 Registering in the MBNL MyLocken App

The next step is to start your registration so you can use the MBNL MyLocken App you have previously
downloaded to your device.

Please remember your administrator must enrol you in the LSA before you can start using the
application. Otherwise your registration will fail.

1. Inthe opening screen tap on CREATE ACCOUNT

N 9N 43% =

EILCCKEN

SMART ACCESS SOLUTIONS

MIE N Is

"Simplicity is the key"”

Login with your MBNL Locken IP
account or sign up

LOGIN

CREATE ACCOUNT

Version 1.0.6.1

11 (@) <

2. Enter your email address — Please note that this email address must be the same as the email address
provided by your LSA Administrator via the enrolment registration forms of your organisation and/or
the email address your company or Primary contractor administrator has enrolled you in the LSA.

MP02238- MBNL MyLockenApp User Guide 10 Revision: V1.0.6 - 19-Oct-20
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MBNL

11:08 T @ i 120l 3

N

>} @ https://is.lockensmartacce... <3

CKEN

Smart Access

Start Signing Up
Enter your email here

2 di

Tap on continue

Type your First Name

Type your Last Name

Create your password (minimum 5 characters, maximum 25 characters)
Confirm your password

Please make sure you remember your password as this will be required to Login in the MBNL
MyLockenApp

Tap on the tick box to confirm you are not a robot. The app will prompt you to tap on icons to confirm
you are not a robot.

MP02238- MBNL MyLockenApp User Guide 11 Revision: V1.0.6 - 19-Oct-20
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09:00 @™

& https://pre-is.lockensmart...

Select all squares with

traffic lights

| hereby confirm that | have read and
understood the Privacy Policy
Register
Already have an account? Sign in
()] (@) <
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09:00 G4 @

@ https://pre-is.lockensmart...

Select all squares with

traffic lights

I hereby confirm that | have read and
understood the Privacy Policy

Register

Already have an account? Sign in

Il @) <

Tap also to confirm that you have read and understood the Privacy Policy.

Tap on Register. A confirmation link will come to your email address from no-reply@locken.es.

LOCKEN - Account Confirmation

no-reply@locken es
o o

(8 fthere are problens with o this message i disiaye, cick here 10 view t i 3 web browser.
Clck p rotect your privacy,

inthis message.

Account Confirmation
De:r

You have created an account with the following user name.

User Name: S

Please click the button below to confirm your account.

Click on confirm

account

If clicking the button doesn't seem to work, you can copy and paste the
following link into your browser.

https://is.Jockensmartaccess.com:8443acc i irmregistration.do?

confirmation=851c661e-4861-40b1-beed-

471339266733 Ruserstoredomain=PRIl M_

40ericsson.com&tenantdomain=carbon.super
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mailto:no-reply@locken.es

MBNL

nsmartacce

" I'm not a robot

i Cookie Paolicy for

)

eby confirm that | hawve read and

understood the Privacy Palicy

Already have an account? Sign in

Click on the confirm account option

Once you have completed your registration the MBNL Locken app will also prompt the engineer to
access the profile information:

12:33 A @ Nt 2N 35% &

> @ https:/pre-is.lockensmart... <<g

CKEN

Smart Access

mbnl-bookOn application requests access to
your profile information

By selecting following attributes | agree to

share them with the above ser

vice provider
Select all
* Username

* Email

By approving, you agree to our Privacy Policy

Please tap on Select all then tap on Accept.

MP02238- MBNL MyLockenApp User Guide 14 Revision: V1.0.6 - 19-Oct-20
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12:34 4 @

X @ https:/pre-is.lockensmart.. <3

CKEN

Smart Access

mbnl-bookOn &

your profile information

By selecting following attributes | agree to

share them with the above service provider
) Select all
«# * Username

« * Email

By approving, you agree to our Privacy Policy

After activating your account, you will receive two emails in the email address provided during the
registration confirming your account has been Locked and unlocked.

Account Locked

Dear.

Please note that the account registered with the user name

_has been locked.

gnore this mail if you just created the account. For security reasons all
new accounts are locked until the link in the Account Confirmation email
is clicked.

Thank you for your trust,

LOCKEN, your Smart Access Solution provider

MP02238- MBNL MyLockenApp User Guide 15 Revision: V1.0.6 - 19-Oct-20
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MBNL

Account Unlocked
Dear-,

Please note that the account registered with the user name
has been unlocked.

Thank you for your trust,

LOCKEN, your Smart Access Solution provider

Find us on our website
www.locken.eu

_.J Right-clck or tap and hod
here to download pctures. To

You are now ready to start to start using the App. Please remember your administrator should have
enrol you in the LSA before you can start using the application.

After registration please give approximately 20 minutes before start using the app. This is to allow the
system synchronisation. If you keep getting Log in errors, please contact your admin.

4.2 Registering your mobile number in the MBNL MyLocken App

When you first successfully login you will be asked once to register your mobile number.
Please type your mobile number in the below format

++Country Prefix Mobile number

MP02238- MBNL MyLockenApp User Guide 16 Revision: V1.0.6 - 19-Oct-20
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35 @

MBNL Phone registration

MBNL MyLocken will send you a SMS message
to verify you phone.
Please confirm your country prefix as well as
your phone number.
Remember for UK numbers to drop the leading
0.
Phone number
$ ©
4 5 6 N Done
7 8 9 *+#
* 0 £ ,
I O N

Once you have submitted your mobile number please tap on Send

08:37 © M

MBNL  Phone registration

MBNL MyLocken will send you a SMS message
to verify you phone.

Please confirm your country prefix as well as
your phone number.

Remember for UK numbers to drop the leading
0.

SEND

MyLGCKEN
VAN AN

You will receive an SMS in your mobile number with a 4 digit verification code from Locken

MP02238- MBNL MyLockenApp User Guide 17 Revision: V1.0.6 - 19-Oct-20
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1447 .+ N Y-
< ® -
< Locken Delete

Friday, 24 July 2020

Your MBNL MyLocken validation
code is 1024 12:3¢

i o <

Either type the verification code you have received with SMS or tap on Allow for your device to add the
code automatically to the app screen

MP02238- MBNL MyLockenApp User Guide 18 Revision: V1.0.6 - 19-Oct-20
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Allow MBNL MyLocken to read the

message below and enter the code?

Your MBNL Myl ocken validation code is 1024

i (@) <

Ca 9= M

< Code verification

Introduce the verification code sent to the
phone number indicated

o 1024

VERIFY

MVLC?CKEJN

i o <

Tap on verify. It will bring you on the Log in page where you will be able to Log In to the application if
previously registered.

MP02238- MBNL MyLockenApp User Guide 19 Revision: V1.0.6 - 19-Oct-20
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5 Login and Key Credentials

5.1 Loggingin
1. Open the App on your phone and tap on Login

EILCCKEN

SMART ACCESS SOLUTIONS

IMISANILL

"Simplicity is the key"

Login with your MBNL Locken IP
account or sign up

LOGIN

CREATE ACCOUNT

Version 1.0.6.1

1 O <

2.Enter your email and password

3.Tap on the sign in

129 1 @

@ https://is.lockensmartacce.

& OCKEN

Smart Access

&) Remember me on this computer
ra essful sign in, w
S to track yc session. You 2}

ur Cookie Policy fc

By signing in, you agree to our Privacy Policy

SIGN IN

Forgot Password

After signing in you will be landed on the Work Type page where will have two options

MP02238- MBNL MyLockenApp User Guide 20 Revision: V1.0.6 - 19-Oct-20
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Permits : For Site work that has a valid permit available and approved.(see Section 6.2 for more details)
Incidents: For Ericsson field Ops engineers working on Incidents (see Section 7 for more details)

Incidents: If you are working on new build sites please also use the Incident Work Type to proceed with
the work. In the INC Number type 999 and use the TMUK cell id.

5.2 Company in Charge:

After successfully log in the application the user is landed to the work type screen.

1322 A0

MBNL  Work type

1y in charge -

REQ -

MyLCGCKEN
11 (@)
For either Permits or Incidents the user will need to select from the dropdown list the company in charge.

Rules for selecting companies in charge:

Incidents:

e if Shared Incident then select MBNL as company in charge
e if EE Unilateral incident then select EE as company in charge
e if H3G Unilateral incident then select H3G as company in charge.

Permits

e |f companies (PC or subcontractor) are raising their own permit to visit MBNL sites, then they have
to select their own company from the dropdown list or MBNL.

e If the companies visiting MBNL sites are not raising their own permit, then they have to select the
company that are working on behalf of

MP02238- MBNL MyLockenApp User Guide 21 Revision: V1.0.6 - 19-Oct-20
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1334 WA K @ -

MBNL  Work type

MBNL | T
( Gresham Construction E\

Huawei V

Mono Consultants

Virtua UK Ltd

WHP Telecoms Ltd

MyL@C!{EN

NMASAN =

11 o <

5.3 Permits

21:17 Gd B 32

Work type
Permit number
REQ - 663715

START

1 2 3 «
4 5 6 Done
7/ 8 9 P
O
i o ~

To work with a valid permit please enter your REQ or CRQ number. Please note you can start typing the
number from the first digit after 0. In the example above the CRQ number is CRQ00000663715 but you
can type in 663715.

MP02238- MBNL MyLockenApp User Guide 22 Revision: V1.0.6 - 19-Oct-20
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Tap on Start

The Site Details screen will appear. Once you have checked the site details tap on Confirm site.

Site details

Site Name
SLOo04T

MBMNL ID

SLO047

TMO ID

26375

Address

[ e

Post code

CONFIRM SITE

1 o <

Information

Service Affecting, Please contact
the MBML Lockdown Team on

01189562600

CANCEL

If your Permit is service affecting you will get the above information message to contact the Lockdown
team.

Tap on OK to proceed or Tap to cancel if you want to stop from Booking On

You will then be transferred to the Key Credentials section.

MP02238- MBNL MyLockenApp User Guide 23 Revision: V1.0.6 - 19-Oct-20
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5.4 Key Credentials

Please follow the instructions on the screen and allow the device to scan your location.
~ " v %/ “

21:20 @ M@ 32

< Key credentials

Please, load the access rights into your key to
enter a site:

1. Press the SCAN KEY button.

2. Press the button on your key to activate the
Bluetooth.

SCAN KEY

You should always scan your Locken key, independently of if you are on a site with Locken locks
installed or not. This will allow to keep the key details updated and recorded in the LSA.

Please also note that if you don’t scan your key at this stage then you will also be in a position to scan
and sync your key when you are in the work in progress screen (Section 5.6)

For further information of how to scan and authorise your keys please follow the instructions in the
Update Key section of the Appendix 1.

Book On/ Book on questions

Once you have completed your key scanning the Book On questions screen will appear on your phone.
The questions will appear sequentially on your screen after submitting the answer to the previous
question.

You will get the following questions:

Do you have a PPE (personal protective equipment)? (Tap on yes or no)

Are you using a crane? (Tap on yes or No)

Are you using a MEWP (Mobile elevating work platform)? (Tap on yes or no)
Are you planning on climbing (Tap on yes or no)

Climbing:
If your answer to the “are you planning to climb” question is Yes then Tap to what time are you
planning to start climbing:

MP02238- MBNL MyLockenApp User Guide 24 Revision: V1.0.6 - 19-Oct-20
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The following screen will pop up:

a. Android

CANCEL

b. i0S

o | EE WiFiCall ¥ 17:29

{ Key Credentials Book on

7 Are you using a craner

yes

Q Are you using a MEWP?

a Are you planning on climbing?

Scroll up and down to
the hours and minutes

/ to define the time you
What time are you planning to start climbing

start climbing?

no yes

22 nN

Tap on the keyboard button on the image and the following screen will appear for Android.
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Type in time

20 :00|

hour minute

() CANCEL

1 2 3 =2
< D 6 Done
7 8 9 =
O
1 o S

Type in the time and then press ok
For iPhone please scroll up and down and select the time you start climbing

Please note if for example you need to climb at 8 in the evening then you should type 20:00 as in the
above example.

Then press ok to continue
The question of How Long are you planning to climb for? will appear

Type in the duration of your climbing.

MP02238- MBNL MyLockenApp User Guide 26 Revision: V1.0.6 - 19-Oct-20
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< no yes

@\ Are you planning on climbing?

( no yes

@ What time are you planning to start climbing?

18:33

@ How long are you planning on climbing for?

45 minutes

(€9 later after of

TR213 451678910

English (UK) = Done
11 (@) N~

For example if you are planning to climb for 45 minutes please type 45 minutes, if you are planning type
for 2 hours please type 2 hours and hit Enter/Done on the key pad

Are you intending to break ground (Tap yes or no)
If No please tap Yes or No to the question Safety wise ,is everything on site OK for you to start?

If Yes, please tap on Yes or No to the question Is the Specific document and CAT scanner on site and
survey completed?

If No, Tap Yes or No answer the question have you escalated this via SDTV/OSDS/TT? Please continue
to report issues as per AS IS process

Then Tap to Book On to continue.

If Yes, tap yes or no to the question if you have reviewed Site Net Hazard and Access information prior
to starting works? Please continue to report issues as per AS IS process

You need to reply to all the questions before the application allows you to book on
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@2 Do you have PPE?

\J

yes

A Are you using a crane?

<

[}

1
O,

@ Are you using a MEWP?

yes

U

@A Are you planning on climbing?

~

no yes

@2 What time are you planning to start climbing?

BOOK ON

0
A

Then Tap Book on to Continue.

Please tap on OK in the pop up question Are you sure you want to Book On?

N 2N 39% =

Are you sure you want to Book on?

CANCEL BOOK ON
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You will receive a pop confirming the book on has been completed successfully and ready to proceed
with Work In progress

1529 Ca 9w T NE BT 39% =

MBNL  Work in progress 2]

Permit number: REQO0O0000790057
MBNL ID: BMY034
TMO ID: 40240, 59240, 90240

<« Update key

& Service affecting

@ climbing

A Report hazard

$% Access issues

Bl osbps

%) Lone worker (]

-" Book off

~~ Booked on successfully

A\ ESCALATE EMERGENCY

I (@) <

5.6 Work In Progress
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13:29 & 9= @

MBNL  Work in progress

Permit number: REQO00000792940
MBNL ID: NHMO15
TMO ID: 41093, 44093, 56925, 90093

@ Update key

ﬁ Service affecting

A, Report hazard

$% Access issues

B osbps

73 Lone worker (]

-" Book off

A\ ESCALATE EMERGENCY

i (@) <

In this screen you have the following options:

5.6.1 Update key

This option allow the engineers to scan their keys in case key not scanned during the book on process . Tap
on update key if you want to scan your key. For further information how you can scan your key please refer
to the instructions in the Update Key section of the Appendix 1.

5.6.2 Service Affecting

This option allow the engineers to initiate service affecting work
o Tap on the Service affecting option at the top of the page to activate Service Affecting
o A pop up will come up to confirm if you want to start the service affecting work
prompting also the user to contact the Lockdown team.

o Important Note: It is mandatory to confirm with the Lockdown team that the site has
been locked before you start any work.
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To activate Service Affecting please
call the MBNL Lockdown Team on
01189562600. Press confirm once
the operator has verified that the site

is locked down.

CANCEL CONFIRM

o If you are ready please tap on Confirm
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MBNL  Work in progress

Permit number: REQ000000792940
MBNL ID: NHMO015
TMO ID: 41093, 44093, 56925, 90093

Q\

Update key
Service affecting °

Report hazard

X b | B

Access issues

0SDS
) Lone worker (]

'{I Book off

Service affecting started
successfully

A\ ESCALATE EMERGENCY
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e To deactivate service affecting tap on Service Affecting option

e A pop up will come up to confirm if you want to stop the service affecting work prompting also
the user to contact the Lockdown team

MP02238- MBNL MyLockenApp User Guide 31 Revision: V1.0.6 - 19-Oct-20

CONL1 - Confidential to MBNL — When printed this document is deemed to be uncontrolled



MBNL

Important Note: It is mandatory to confirm with the Lockdown team that the site has been
unlocked before you book off.

To deactivate Service Affecting
please call the MBNL Lockdown
Team on 01189562600. Press
confirm once the operator has

verified that the site is back online

CANCEL CONFIRM

e If you are ready please tap on Confirm
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MBNL  Work in progress

Permit number: REQ000000792940
MBNL ID: NHMO015
TMO ID: 41093, 44093, 56925, 90093

@/ Update key

ﬁ Service affecting

A Report hazard

$% Access issues

B osps

) Lone worker (]

4] Book off

Service affecting stopped
successfully

A\ ESCALATE EMERGENCY

5.6.3 Report Hazard

This functionality in the app replaces the jotform for the Report Hazards jotforms.

o By tapping on report Hazard engineers should be able to report Hazards on site
o Select Hazard Type from the drop- down list by tapping on the Hazard type you
want to select.
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< Report hazard

ACM Related
Animals / Live stock
Electrical

Exclusion Zone

Fire safety

RF Issues

Slips, trips, falls
Structural issues

Unprotected edges

o Tap on Description to provide a description of the Hazard. This is a free text area
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< Report hazard

Description

Free tex]

(D) text texts textbooks
1 2131450617180 90

qiwllelrjitiyflujlijollp

1#1 . English (UK) > - |

i O N2

e Tap on Add picture. At this stage the app will prompt the users to allow to access photos
and files on the device. Tap on Allow
e A pop up message will come up asking the user to select Camera or Gallery
o If you have not got the photo already taken select Camera
o If the photo is already taken select Gallery
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Choose

Camera Gallery

CANCEL

Upload the picture . The MBNL MyLocken app allow the engineers to upload maximum of 3
pictures. You have to upload a picture.
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< Report hazard

Electrical

Description

e image_1 <
e

T ADD APICTURE ;
) :
SUBMIT
Il @) <

o Tap on Submit. A message will appear that your report has been submitted
successfully. Please note that in order to Report a Hazard all the fields in the Report

Hazard page should be completed (Hazard Type, Description, Photo Upload)
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MBNL  Work in progress

Permit number: REQO0O0000792940
MBNL ID: NHMO15
TMO ID: 41093, 44093, 56925, 90093

.@/ Update key

& sService affecting
A Report hazard
% Access issues
E osbs

%) Lone worker o

-’I Book off

(D Report submitted successfully

A\ ESCALATE EMERGENCY

11 =) <

An automatic email notification will go to site.access.security@mbnl.co.uk and
mbnl.psoc@ctrservices.co.uk . These teams will take further action.

e Access Issues

This functionality of the app allows you to report access related issues.

o By tapping on Access Issues engineers should be able to report Access issues on site
o Tap on Description to provide a description of the Access issue. This is a free text
area
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Access issues

Description

Damaged lock

SUBMIT

i D) <

Tap on Add picture. At this stage the app will prompt the users to allow to access photos and

[ ]
files on the device. Tap on allow. This will be requested by the app only the first time that the
user will need to upload a picture.

e A pop up message will come up asking the user to select Camera or Gallery

o If you have not got the picture already taken select Camera
o If the photo is already taken select Gallery

Gallery

CANCEL
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e Upload the picture. The MBNL MyLocken app allow the engineers to upload maximum of 3
pictures
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< Access issues

Description

Damaged Iockl

image_1 X
EERER

1/3

i
' +

| ge) ADDAPICTURE
|

SUBMIT

Il O

\

e Tap on Submit. A message will appear that your report has been submitted successfully.
Please note that in order to report an Access issue all the fields in the Access Issue page
should be completed ( Description, Picture Upload)
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MBNL  Work in progress =]

Permit number: REQO0O0000792940
MBNL ID: NHMO15
TMO ID: 41093, 44093, 56925, 90093

-

< Update key

Service affecting

Report hazard

N

Access issues

o

OosDSs

@

Lone worker &

Book off

+
=

@ Access issue submitted
successfully

A\ ESCALATE EMERGENCY

i o <

An automatic email notification will go to site.access.security@mbnl.co.uk and
mbnl.psoc@ctrservices.co.uk. These teams will take further action.

5.6.4 0OSDS
This functionality of the app replaces the initial OSDS form.

o By tapping on OSDS engineers should be able to report OSDS issues via the OSDS
page

o Select OSDS type from the drop down list
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< OsSDs

OSDS Type

Bird Guano/ Infestation
Environmental
Overgrown Site

Plant / Equipment
Poor design

Redundant equipment / Waste
& No | Yes

Criminal offence issue?

( No | Yes

U UL

e Tap on Location of Deficiency. This is a free text area where engineer needs to provide the
post code, address and MBNL Site ID( e.g RG1 ONE, 5 Oxford road, BAR0O1)

NE SN 17% 8

OSDS Type

Environmental -

Location of Deficiency

Detailed description of deficiency

Advice to follow up engineer

Are spares required?

< No I Yes )
H&S Issue?

< No l Yes )
Criminal offence issue?

o | veo )

11 @) <
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e Tap on Detailed description of deficiency. This is a free text area where engineer needs to

detail the efficiency
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< OSDsS

OSDS Type

Environmental

Location of Deficiency

free text

SEE

Detailed description of deficiency

£

free text

Advice to follow up engineer

Are spares required?

C No I Yes
H&S Issue?

( No I Yes
Criminal offence issue?

C No | Yes

o Tap on Advice to follow up engineer . This is a free text area where engineer can
provide details of what the next person will be visiting the site should be aware of.
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< OSDS

OSDS Type

Environmental v

Location of Deficiency

free text

Detailed description of deficiency

free text

Advice to follow up engineer

free text

Are spares required?

( No | Yes >
H&S Issue?

( No | Yes >
Criminal offence issue?

C | - )

Il O <

Once the above is completed please continue with answering the following questions:

e Are spares required?
o Tapon NoorYes
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< OSDsS

Environmental ~

Location of Deficiency

free text

Detailed description of deficiency

free text

Advice to follow up engineer

free wall

Are spares required?

( No Yes

Spares name/part number

H&S Issue?
C No I Yes )
Criminal offence issue?

 wo | TR

Il B <

o If selected option is yes, tap on Spare name and the part number. This is a free text
area where the engineer can complete the Spare name and part number. Then
proceed with answering the next questions
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Location of Deficiency

free text

Detailed description of deficiency

free text

Advice to follow up engineer

free text

Are spares required?

C No Yes

Spares name/part number

free texﬂ

(&) text texts textbooks ---
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1#1 English (UK)
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o If selected option is No, then please proceed with answering the next questions

e H&SIssue?
o Tapon NoorYes
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ree text

Detailed description of deficiency

free text

Advice to follow up engineer

free text

Are spares required?

( No Yes

Spares name/part number

free texl]

H&S Issue?

G -

Criminal offence issue?
C No I Yes )

0]
>
O
)
>
e
(@]
4
C
X
m
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e Criminal Offence?
o Tapon NoorYes

ree text

Detailed description of deficiency

free text

Advice to follow up engineer

free text

Are spares required?
( No

Spares name/part number

Yes

H&S Issue?

Criminal offence issue?

£
=) ADD A PICTURE

SUBMIT

11 o <
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e Tap on Add picture. At this stage the app will prompt the users to allow to access photos
and files on the device. Tap on allow
o A pop up message will come up asking the user to select Camera or Gallery
o If you have not got the photo already taken select Camera
o If the photo is already taken select Gallery

Gallery

CANCEL

e Upload the picture

Advice to follow up engineer

free text

Are spares required?

[ No Yes

Spares name/part number

free texi

HE&S Issue?

CGEEETTE—— ves >
Criminal offence issue?
aT— = >

image_1 ><

13
_"‘a ADD A PICTURE
1 o <
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e Tap on submit. A message will appear that your report has been submitted successfully.
Please note that in order to report an OSDS issue all the fields in the OSDS page should be
completed (OSDS type, Location of Deficiency, Description of Deficiency , Advice on follow
up engineer, Spare Parts, H&S issues, Criminal Offence ,Picture Upload)
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MBNL Work in progress 2]

Permit number: REQO00000792940
MBNL ID: NHMO15
TMO ID: 41093, 44093, 56925, 90093

@/ Update key
& service affecting
A\ Report hazard
$%X Access issues
B osbs

7 Lone worker °

-’I Book off

@ Report submitted successfully

A\ ESCALATE EMERGENCY

1 O <

An automatic email notification will go to Lockdown team and the team will take further action

5.6.5 Lone Worker

This functionality of the app is a safety feature that makes sure you are safe on site. After being booked
on site for two hours you will receive a notification asking you if you are ok that you must respond to.
Failure to respond will result in further notifications being sent every 10 mins until a maximum of 3 are

sent resulting in an Emergency escalation being triggered. Please ensure that all notifications are turned
on for the MBNL MyLocken App.

By tapping on the Lone Worker option a pop up message displays the above text.
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Lone worker deactivation

Lone Worker is a safety feature that
makes sure you are safe on site.
After being booked on site for 2
hours you will receive a notification
asking if you are OK that you must
respond to. Failure to respond

will result in further notifications
being sent every 10 mins until a
maximum of 3 are sent resulting

in an Emergency escalation being
triggered.

Please ensure that all notifications
are turned on for the MBNL
MyLocken app.

Are you sure that you want to
deactivate the Lone Worker, you
will no longer receive the heartbeat
messages?

CANCEL DEACTIVATE
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= MBNL MyLocken

Lone Worker heartbeat

You are currently booked on a MBNL site. Are you ok? Lone Worker hea rtbeat:
I'm safe \
If you are ok please tap on I'am

describe the deficiency

safe.

Advice to follow up engineer

be aware of cables next to the cabin

Are spares required?
( No Yes

Spares name/part number

H&S Issue?

C No Yes

Criminal offence issue?

C No Yes

o
>
o
O
>
L
0
_.{
=
Py
m

SUBMIT

11 O <

Important Note: The app gives you the option to deactivate the Lone Worker however it is strongly
recommended you do not deactivate this feature.

e Escalate Emergency

In case of emergency please Tap on the Escalate Emergency Button. If you tap on the emergency button
a notification will be sent to your admins in the LSA.

Important Note : You continue to use your AS IS processes to report and monitor your engineers on
site. This functionality is not intending to replace any mechanisms and processes that your
organisations are following.

5.6.6 Book Off

When you are ready to BOOK OFF tap on the Book off option icon under Lone Worker .

MP02238- MBNL MyLockenApp User Guide 49 Revision: V1.0.6 - 19-Oct-20

CONL1 - Confidential to MBNL — When printed this document is deemed to be uncontrolled



MBNL

Now you will need to answer all the Book Off questions. The questions will appear sequentially in your
screen.

Important note: For Multiday permits you will need to book on /book off every time you are
accessing or leaving the site. However please remember not to close the permit if you need to visit
the site again until the permit expiration date if you are intending to use the same permit to access
the same site again.

When a permit is closed, no one else will be able to use that permit.

Book Off Questions:

When you are ready to Book off please tap on Book off option at the top of your screen.

You will be asked to answer the following questions:

Is the Air conditioning on? (Tap on No, N/A, Yes)

Is the Cabin secure? (Tap on No, N/A, Yes)

Is the Compound secure? (Tap on No, N/A, Yes)

Are there any safety or maintenance issues on the site that we need to know about? (Tap on no or yes)
If the answer is Yes you will receive a pop-up message to escalate this via SDTV/OSDS/T&T

Have you left the site secured and in a tidy condition following your own work? (tap on no or yes)

If the answer is no you will receive a pop-up message to escalate this via SDTV/OSDS/T&T

Please note depending on the answers on the above options you can be requested to complete the
following questions:

Have you raised a ticket (Tap yes or no)

Please give us a short description of the issue: This is free text. Please type a short description of the
issue.
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< Book off

@ s the Cabin secure?

( no N/A yes

@ Is the Compound secure?

( no N/A yes

Q Are there any safety or maintenance issues on
the site that we need to know about?

Q Have you left the site secured and in a tidy
condition following your own work?

C v T

BOOK OFF

1l O <

\_/

Tap on Book Off. Please remember you have to answer all the questions before you Book Off.

You will also still need to report any issues with the sites during the book off process (As Is) as per
current process.

A pop up message will appear on your screen requesting you to confirm if you want to Close the permit.
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You are the last person to book

off site RUT015 using permit
REQ0000680398.

As service affecting is currently
activated it will be ended if you close

the permit.
Do you want to close the permit?

CANCEL  CLOSE PERMIT

Tap on Close Permit if you want to Close.
Tap on Cancel if you still want to use the permit

Reconfirm you want to close the permit

MP02238- MBNL MyLockenApp User Guide 52 Revision: V1.0.6 - 19-Oct-20

CONL1 - Confidential to MBNL — When printed this document is deemed to be uncontrolled



MBNL

1503 Gd T N SN 32% =

Are you sure you want to close this
permit, once closed it cannot be
used again or reopened?

CANCEL  CLOSE PERMIT

Tap on Close Permit.

The process has now been completed and you can leave the site.
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6 Incidents

Important Note 2: The same principles apply as in the Permits section to report issues on the sites or report
any Duty of care issues. Engineers will need to follow the AS IS processes as they stand today.

6.1 Login and Registration

For incidents please follow the same registration and Login Process as per section 6.1

6.2 Work Type

In the Work Type area please Tap on Incident
Provide the Incident number that you will be working on e.g. INC1234567
Provide Site Number: This needs to be a valid MBNL Site ID

Press start

16:01 T G4

Work type

6.3 Site Details

Tap on CONFIRM SITE once you have confirmed you are referring to correct site.
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<« Site details

Site Name
HRTO020

MEML ID
HRTOZ0

TMO ID
42968
Address

Post code

CONFIRM SITE

I (@) <

6.4 Key Credentials

Please follow steps as per section 5.4 — please also refer to the instructions in the Update Key
section of the Appendix 1.

6.5 Book on Questions

Please follow steps as per section 6.4. Remember to answer all the questions to Book On.

Tap on Book On

6.6 Work In Progress

You are now working on the incident and the following screen will appear.
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MBNL  Work in progress 2]

Incident number 123456
MBNL ID: BAROO1
TMO ID: 45003, 65003

.@/ Update key

Climbing

9)

Report hazard

X b

Access issues

o

OsDSs

b

Lone worker °

-" Book off

A\ ESCALATE EMERGENCY

i @

e Update key: Please refer to section 5.6.1 for functionality
e Climbing
This functionality is only available for FSO Riggers/ Climbers role in the LSA.
o Tap on Climbing

o A pop up message will appear requesting you to confirm if you want to start climbing
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Are you sure that you want to start
climbing?

CANCEL CONFIRM

e Tap on confirm. A pop up message will appear confirming that climbing has
started successfully
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MBNL  Work in progress

Incident number 123456
MBNL ID: BAROO1
TMO ID: 45003, 65003

@/ Update key
(@ Climbing &2

Report hazard

X b

Access issues

OsSDs

D

Lone worker

Book off

.
-

~~ Climbing started successfully

A\ ESCALATE EMERGENCY

1l o <
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e If you want to end climbing tap on the Climbing option
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MBNL  Work in progress =3

Incident number 123456
MBNL ID: BAROO1
TMO ID: 45003, 65003

@/ Update key
@ climbing ()
Report hazard

A
$% Access issues

o

OSDS

@

Lone worker

‘I Book off
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e A pop up message will appear requesting you to confirm if you want to end
your climbing
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Are you sure you want to end your
climb?

CANCEL CONFIRM

e Tap on confirm. A pop up message will appear confirming that climbing has
been completed successfully
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MBNL  Work in progress =1

Incident number 123456
MBNL ID: BAROO1
TMO ID: 45003, 65003

@/ Update key

@ Climbing

A Report hazard
5% Access issues
B osbs

%) Lone worker ()

*I Book off

~

Climbing ended successfully

A\ ESCALATE EMERGENCY

i (@) <

e Report Hazard: Please refer to section 5.6.3 for functionality
e Access Issues: Please refer to section 5.6.4 for functionality
e (OSDS: Please refer to section 5.6.5 for functionality

e Lone Worker: Please refer to section 5.6.6 for functionality
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When you want to book off please Tap on Book off to start the Book Off process
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MBNL  Work in progress 2]

Incident number 123456
MBNL ID: BAROO1
TMO ID: 45003, 65003

@" Update key

>

@ climbing

A Report hazard
.~ Access issues
OSDS

Lone worker °

-'I Book off

A\ ESCALATE EMERGENCY
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6.7  Book off questions

Please follow steps as per section 5.7. You will not be requested to close permits as you will be
working under Incidents.

6.8 Book off

When working on incidents, you must Book off every time you leave the site.

Once you have completed the site activity or you are leaving the site for any reason, tap on the Book
off option.

A pop up window will appear to confirm if you want to Book Off
Tap on Book off

You have successfully now booked off. You can leave the site
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Are you sure you want to Book Off?

CANCEL  BOOK OFF

Important Note: Please do not forget to book off when leaving the sites. Failing to book off could be
subject of non-conformity for your organisation.
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APPENDIX 1

Update a key

1. Follow the next steps when you are prompted to update your key. If you have a key, you should
always update it before entering a site

2. To update a key press ‘Scan Key’
3. When prompted press the button on the side of your Locken key

4. If the update is successful you will receive a confirmation message and the app will automatically
move to the next screen

Jetails Key Credentials

Plese, load the access rights inta your key to
enter a site:

1. Press the SCAN KEY buttan

S~

2 Press the button on your key ta activate
the Bluetooth

5. If you do not have a Locken key press ‘Skip’
6. You will be asked to confirm if you want to skip updating your key. Select ‘Skip’ to continue

7. To cancel skipping select ‘Cancel’

Information

Are you sure you want to skip updating
you

rkey?
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Key Signals
The below diagram explains the LED light signals that the key can emit when being used to open a

lock

4. LGHT SIGNALS (EN)

Lights Meaning
1x@® Opening allowed
3x® Opening denied

2x @@ + | Opening but cylinder
1x@® not programmed

Key in factory mode
7x @ fast (not progranrmymed)

Establishing communication
O0® 10| (iISED V364 Mobile Ans
(only in the F3000 ON model)

i1x0® Opening but low battery

ix® Battery empty (not opening)
The battery does not provide
3x @ Fast energy because low temperature
(not opening)

The key is able to inform the user, by a specific signal (3 fast led flashing), that battery, even
if not fully empty, is not able to give enough energy, due to the low temperature effect on the
battery chemical reaction. A possible and immediate remedy is to warm the key by the heat of
the hands.

Key Battery
e Bluetooth mechatronic key batteries can last up to 5 years (depending on usage)

e Battery type - One CR2450 (Nominal voltage: 3V /Nominal capacity: 540mAh)

e To check the battery status see diagram below:

5. BATTERY CHECK (EN) - BATTERIETEST (DE)

EN: To check the battery keep
pressed the button for 3 seconds.

DE: Zum Test der Batterie driicken
Sie die Taste 3 Sekunden lang.

Lights - LED | Meaning - Bedeutung

Battery OK
1x® Batterie OK

1x 00 Batlery lovlv: rgplace lhg battery
Batterie niedrig: Batterie ersetzen

Battery empty
1x® Batterie leer

Cold key: low temperature

3x @ fast Schiussel kalt: niedrige Temperatur

EN: When battery is empty the key does not work properly. Replace the battery as soon as possible.
DE: Mit leerer Batterie ist die Funktion des Schiissels eingeschrankt, Bitte Batterie tauschen.

To change a battery in a key:

1. Remove the back cover of the key — this can be done by using a small screwdriver in the hole below
the top banner of the key to prise off the cover.

2. Unscrew the 4 screws to remove the metal plate

3. The battery will then be able to be removed — replace with a new one

4. Replace the metal plate, 4 screws and pop the back cover on
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5. Hold down the button on the key for 3 seconds — if the LED on the key flashes green once then the
new battery has been installed correctly and key is ready to use

6. Close the back cover again.

6. BATTERY REPLACEMENT (EN) - BATTERIETAUSCH (DE)

EN: Use only CR2450 lithium
battery (3Volts).

DE: Nur CR2450 Lithium
Batterien (3 Volt).

of internal clock setting.
DE: Tauschen Sie die Batterie innerhalb von 5 Minuten, um
den Verlust der Uhrzeiteinstellungen zu vermeiden.

2 EN: Insert battery into the key within 5 minutes to avoid loss

EN: To restore internal clock setting, synchronize the key by
the ISEO V364 app.

DE: Um die Uhrzeit neu zu synchronisieren, verwenden Sie
ein Programmierterminal oder die V364 Mobile App.

MP02238- MBNL MyLockenApp User Guide

EN: When you tight the screws take care to
not brake the plastic thread.

DE: Bitte Gberdrehen Sie beim Befestigen der
Schrauben das Kunststoffgewinde nicht.
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. PUSH TO CLOSE
e DRUCKEN ZUM SCHLIEREN

CLACK!

Lithium Battery
L,.\) Lithium Batterie

CR2450 - 3V

EN: Dispose of batteries according to your local
environmental laws and guidelines.

DE: Er gen Sie leere entspl d
der Richtlinien und gesetzlichen Vorgaben.
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