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1.1  Part I : Audit information  

The audit was performed as full annual audit. 

The audit period covered the period from 23/10/2020 to 22/10/2021. 

 

1.2  Audit scope 

1.2.1 "HIERARCHICAL CERTIFICATE ISSUING AND MANAGEMENT SYSTEM" 

The hierarchical structure of the system consists of off-line root certification authority (PostSignum Root 

QCA 4) issuing certificates for subordinate CAs (PostSignum Qualified CA 4, PostSignum Qualified CA 5, 

PostSignum Public CA 4, PostSignum Public CA 5), these subordinate CAs are issuing certificates for end users. 

Certificates are available on website https://www.postsignum.cz/certifikaty_autorit.html?l=cz. 

The TSP assured that no other non-revoked Sub-CA’s have been issued by this Root-CA. 

1.3  Used audit standards  

ETSI EN 319 411-1 V1.2.2 (2018-04) Electronic Signatures and Infrastructures (ESI); Policy and security 

requirements for Trust Service Providers issuing certificates; Part 1: General requirements. 

ETSI EN 319 411-2 V2.2.2 (2018-04) Electronic Signatures and Infrastructures (ESI); Policy and security 

requirements for Trust Service Providers issuing certificates; Part 2: Requirements for trust service providers 

issuing EU qualified certificates 

as well as  

ETSI EN 319 401 V2.2.1 (2018-04) Electronic Signatures and Infrastructures (ESI); General Policy Requirements 

for Trust Service Providers 

CA/Browser Forum: "Baseline Requirements for the Issuance and Management of Publicly-Trusted 

Certificates", version 1.8.0 
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1.4  Audit targets  

1.4.1 CERTIFICATION SERVICES PROVIDED BY HIERARCHICAL STRUCTURE OF 

POSTSIGNUM CAs 

A.  PostSignum Root QCA 4 

 

Issuer CN = PostSignum Root QCA 4 

Subject Distinguished 
Name 

CN = PostSignum Root QCA 4 
O = Česká pošta, s.p. 
organizationIdentifier = NTRCZ-47114983 
C = CZ  

Certificate Serial 
Number (HEX) 

0F A0  

SHA-1 fingerprint AA 40 D2 57 9B A8 24 24 CD 27 71 9B 1D 6B 1F 35 71 73 80 99 

Applied policy 
requirements  

ETSI EN 319 411-1 V1.2.2 (2018-04) policies NCP, NCP+, DVCP, OVCP 
ETSI EN 319 411-2 V2.2.2 (2018-04) policies QCP-l, QCP-n, QCP-l-qscd, 
QCP-n-qscd, QCP-w 

Certificate PEM -----BEGIN CERTIFICATE----- 
MIIHMDCCBRigAwIBAgICD6AwDQYJKoZIhvcNAQENBQAwZTELMAkGA1UEBhMCQ1ox 
FzAVBgNVBGETDk5UUkNaLTQ3MTE0OTgzMR0wGwYDVQQKDBTEjGVza8OhIHBvxaF0 
YSwgcy5wLjEeMBwGA1UEAxMVUG9zdFNpZ251bSBSb290IFFDQSA0MB4XDTE4MDcy 
NjA5NTYwOFoXDTM4MDcyNjA5NTYwOFowZTELMAkGA1UEBhMCQ1oxFzAVBgNVBGET 
Dk5UUkNaLTQ3MTE0OTgzMR0wGwYDVQQKDBTEjGVza8OhIHBvxaF0YSwgcy5wLjEe 
MBwGA1UEAxMVUG9zdFNpZ251bSBSb290IFFDQSA0MIICIjANBgkqhkiG9w0BAQEF 
AAOCAg8AMIICCgKCAgEAxmaNgqB+vosiJXgQwAiLmhl/1a0AFA5k3t4hcB3IYUL6 
VRyLnjvonYJHfLuOAn6dS9zi++i3PZkRqB1xHkfCJNFClXxk4tfbmhDeTJ6mQjx+ 
fu2wywPtxrtd/Dn0xO6Kc7Mb/ffwaFSSh6f0bZt61RLov4JPNKOvhq9qjOQgjGZy 
rBGIle60IppJm8bl0A5bmRL4FQygNwIascskyl0Vy69LHx4CNUIwtgN7b1s++leV 
NpETeLFpCtPdLoxEswg/kJuMRf8XaBZmGJIYSArCKIVYyC/gO7PRUmiwv2yLYdm7 
9xvCd1xoIXHqPd23bqQs4vr5O0QzmYjU6kZbuLV8GIBuVFOH35tjtOUxMrZ+2Dja 
yuNcNc7OGnAoofqXvD5dfp5snqP+ZZYlVPXi9Y+N5e4PLt0rdud+uiLDW27ekSXR 
hvJMBxJxSb8XFgKPUbMnatCNTmtFaD9nfv5Uhlx7kfn2XzO61rnzuf2CcgSlNiT7 
TQSXepGBIPjg+5QYJlhacazdL7JHdUTjJqYVbnA/Zje68lzDMfL1wDSMExh2HWGL 
VGJZj6inVKBZB+4suo7FtdqyzT9AmVW9a1ekPlk7g/s93freyoA/EIwHy/Hvosk7 
VivLdYwU8IdUbX8JMA1QaxVgkMe6F7A7EKvFujf1L/nAnPt5CC0A2niFS+XBMikC 
AwEAAaOCAegwggHkMIGlBgNVHR8EgZ0wgZowMaAvoC2GK2h0dHA6Ly9jcmwucG9z 
dHNpZ251bS5jei9jcmwvcHNyb290cWNhNC5jcmwwMqAwoC6GLGh0dHA6Ly9jcmwy 
LnBvc3RzaWdudW0uY3ovY3JsL3Bzcm9vdHFjYTQuY3JsMDGgL6AthitodHRwOi8v 
Y3JsLnBvc3RzaWdudW0uZXUvY3JsL3Bzcm9vdHFjYTQuY3JsMIHVBgNVHSAEgc0w 
gcowgccGBFUdIAAwgb4wgbsGCCsGAQUFBwICMIGuGoGrVGVudG8gY2VydGlmaWth 
dCBwcm8gZWxla3Ryb25pY2tvdSBwZWNldCBieWwgdnlkYW4gdiBzb3VsYWR1IHMg 
bmFyaXplbmltIEVVIGMuIDkxMC8yMDE0LlRoaXMgaXMgYSBjZXJ0aWZpY2F0ZSBm 
b3IgZWxlY3Ryb25pYyBzZWFsIGFjY29yZGluZyB0byBSZWd1bGF0aW9uIChFVSkg 
Tm8gOTEwLzIwMTQuMBIGA1UdEwEB/wQIMAYBAf8CAQEwDgYDVR0PAQH/BAQDAgEG 
MB8GA1UdIwQYMBaAFJMYNh+paXBRNapPP6yNUH4mBSkKMB0GA1UdDgQWBBSTGDYf 
qWlwUTWqTz+sjVB+JgUpCjANBgkqhkiG9w0BAQ0FAAOCAgEAO01Radk3mUuojS9G 
+JksIhH6qWebQZg0UpN2v5H22JEI+HfBat2ept+TMmB9o9D51rhRoC8Y85yS0WB9 
JJCMauZcF77PjF2LTT4pO/bvEgI3ahrjf63iJiTNHFNztqyzKuOBGNAqQ2S0bV9a 
GNcAqvSbF7gJbyDE/74EFz9Qq0BHnmQJH4xQN3uzGJPM8XkRvxRgj+SD/tXnqGGI 
PWurj4J6GGBsIfr6ecYReq9B2syPC9E4uB8qFfvEQunA9NJ2mLLoCqtTICU3/t95 
IvUVOBl1o6q+QmYEfmUg2qJuIBbtXb5WhQ5hkRfIBFlQ8upyZQZaXXqlmJmjZJzk 
dNk7hstyRP7BhVdgyCyHZtBTX2p+cEO644M0fzw58ORo0s1zvG/tooRm9tWg+5ry 
hLmG2Xcrll4V+QxjFgmG8wFakq2AqNq4W7PxDHiAl/xqnh/kNgwkI+7VoTHrdqrz 
CSbyAwzjDd9T2kgRxQG8U6vfuEt84iNtySCdmp6pWPNPkfjNOGCQEv7GamcUlHw4 
11SfvD70YnW5nxgNdmqxcDcUtxzGngcXtFa/qAjxWR7TS25ESNkzzKAZELQs9ORy 
DLQkgzbYhCLdvDolc33xA0+Ge1bjzpH6PbpGDZxmWKTFM2ZJQQYNvWH7P55T3pbE 
53TUes0DYl+ICmA+jPmN4YzcGrI= 
-----END CERTIFICATE----- 
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B.  PostSignum Qualified CA 4  

 

Issuer CN = PostSignum Root QCA 4 

Subject Distinguished 
Name 

CN = PostSignum Qualified CA 4 
O = Česká pošta, s.p.  
organizationIdentifier = NTRCZ-47114983 
C = CZ  

Certificate Serial 
Number (HEX) 

10 11 

SHA-1 fingerprint 40 A8 EF B4 68 16 8E FD 20 A4 86 34 4A C8 99 F0 31 FB 61 97 

Applied policy 
requirements  

ETSI EN 319 411-2 V2.2.2 (2018-04) policy QCP-l, QCP-n, QCP-l-qscd, QCP-
n-qscd, QCP-w 

Certificate PEM -----BEGIN CERTIFICATE----- 
MIIHsDCCBZigAwIBAgICEBEwDQYJKoZIhvcNAQENBQAwZTELMAkGA1UEBhMCQ1ox 
FzAVBgNVBGETDk5UUkNaLTQ3MTE0OTgzMR0wGwYDVQQKDBTEjGVza8OhIHBvxaF0 
YSwgcy5wLjEeMBwGA1UEAxMVUG9zdFNpZ251bSBSb290IFFDQSA0MB4XDTE4MDky 
NzA3MzkyM1oXDTMzMDkyNzA3MzkyM1owaTELMAkGA1UEBhMCQ1oxFzAVBgNVBGET 
Dk5UUkNaLTQ3MTE0OTgzMR0wGwYDVQQKDBTEjGVza8OhIHBvxaF0YSwgcy5wLjEi 
MCAGA1UEAxMZUG9zdFNpZ251bSBRdWFsaWZpZWQgQ0EgNDCCAiIwDQYJKoZIhvcN 
AQEBBQADggIPADCCAgoCggIBALn4cm0aMs92PJ1iwAnlTVIu2WBzRcPSHgU0C7O3 
+uxKlKVXpRVOlvo3jiQUPh72sF14DZ0EaeSDihdPf2BSOgPP2O/VNKJ1wqbRW0Rj 
6KBhnRGzs0i5ASgw3OQGaBgstnI7lFx41r3jKgtV2ka7VwhuHlYnoITDQ9Ss26lg 
oANS/y2PACXZB/ojdi6u7v2GEgXTLgwvhO2L7Xy427QD/VsvXsyH/swz/tpqC/Wd 
Ref/Rden0xGbky6qNYL70eBfqgvrGVFEodFGa543oDunEFg6SVv4L+kdlxqeoSZ6 
j9iQamhOqgYe1gM9vkhGlA/1QXLQ8xhpDQP8OMVofxhxnWlJwMLzxadsW7xOmaJJ 
nbPok0b5RmKQ+Mw2+OMwF7sm6zZTEzGGb66dHh5Z37a2F+8/CuPNJLA6Lpjsn+9m 
LmZaOi8XVYmsgbAkGqIDo3fnEBYgLUpycUVHSC+pRK1v5IOBXwIXGVTLjw3SP6Cf 
Qw+2HJZyJscUwAxQL7acA6mJna5mkk0nh15InSou5F+9HKypm7p3iY6S+7r1XIyB 
ZASRZqJen5DnKQXe9I5p6BXVebAsw+Ja8HAXMVR3rdDj6iDUknzMztfvE8kymZ6D 
BZ2XFqDJuHudRDtyIaMpsnD3ddyO6hr9+WA/0iO86HWbiwU/yFJkFbjcB94+reDW 
RLSVAgMBAAGjggJkMIICYDCB1QYDVR0gBIHNMIHKMIHHBgRVHSAAMIG+MIG7Bggr 
BgEFBQcCAjCBrhqBq1RlbnRvIGNlcnRpZmlrYXQgcHJvIGVsZWt0cm9uaWNrb3Ug 
cGVjZXQgYnlsIHZ5ZGFuIHYgc291bGFkdSBzIG5hcml6ZW5pbSBFVSBjLiA5MTAv 
MjAxNC5UaGlzIGlzIGEgY2VydGlmaWNhdGUgZm9yIGVsZWN0cm9uaWMgc2VhbCBh 
Y2NvcmRpbmcgdG8gUmVndWxhdGlvbiAoRVUpIE5vIDkxMC8yMDE0LjASBgNVHRMB 
Af8ECDAGAQH/AgEAMHoGCCsGAQUFBwEBBG4wbDA3BggrBgEFBQcwAoYraHR0cDov 
L2NydC5wb3N0c2lnbnVtLmN6L2NydC9wc3Jvb3RxY2E0LmNydDAxBggrBgEFBQcw 
AYYlaHR0cDovL29jc3AucG9zdHNpZ251bS5jei9PQ1NQL1JRQ0E0LzAOBgNVHQ8B 
Af8EBAMCAQYwHwYDVR0jBBgwFoAUkxg2H6lpcFE1qk8/rI1QfiYFKQowgaUGA1Ud 
HwSBnTCBmjAxoC+gLYYraHR0cDovL2NybC5wb3N0c2lnbnVtLmN6L2NybC9wc3Jv 
b3RxY2E0LmNybDAyoDCgLoYsaHR0cDovL2NybDIucG9zdHNpZ251bS5jei9jcmwv 
cHNyb290cWNhNC5jcmwwMaAvoC2GK2h0dHA6Ly9jcmwucG9zdHNpZ251bS5ldS9j 
cmwvcHNyb290cWNhNC5jcmwwHQYDVR0OBBYEFA8ofD42ADgQUK49uCGXi/dgXGF4 
MA0GCSqGSIb3DQEBDQUAA4ICAQAbhhYsYpF0Fzj3iisDvJa2cWrwl846MIlgQ5sg 
c6b4nStKcomDZ6mmCidpPffy19JfJ/ExdLe1zNEw82Tdrje6WDww6C7Xt6DoCE+t 
MsrwJSg0W9irFrQDImySUQQhlFJsoAfA8PJsrHxNPkzKSWtFht+SKlSoLD+2eGUt 
68FNJtU03BPm+a2eTX5+aPKmaM+4u6th95ac0shlwW2T197xuVmv6Wd6pVA0vWzS 
7WXTGbu+zFotfYoGex6uF6f/DhP8xSRD2O3MVvlo/g3bQmUbIbdHutN8NhcRRXn3 
r3oYnBWAX+oOPE81Mbq0bwfteSDJzWczRV7ROdNqMm9jxq3DspHoVtXwDj1R4H0D 
RcYscg9kuvC74vyHyretV++pSATrd0Z4JTB73iMVxozCKancH+vbpWzgDLnrZj0P 
ILb8vOFOkzBkyUaMnnyQb9q6kJvdWQ4KCzALNYK1Izjo6GXXlY77rXSQ//s0ez9M 
3RjWfzZ/bEZTprsHZVNWf7na73KPT7Sk/KjeX0H6WGPcGJ3rm0T1OCwsIsfBZ6oc 
SnEe5rW1VXRI6wwow/rRFG9u0R0pJU8kF1FKtRDWtBaZTDbOJZ3oOcDK2iKuURxt 
4qgKhPU4eRPrPicqAGQeeKfsvKc3YJRHV2P/PrK/FT1I8Las5ktxIKxqp24jdYmH 
gHdaNA== 
-----END CERTIFICATE----- 

 
 
 
 
 



 

 

 

This Qualifying Attestation Letter is a result of audit performed in accordance with EN319411 standards. 

                    Page 5 of 8 

 

C.  PostSignum Qualified  CA 5 

 

Issuer CN = PostSignum Root QCA 4 

Subject Distinguished 
Name 

CN = PostSignum Qualified CA 5 
O = Česká pošta, s.p.  
organizationIdentifier = NTRCZ-47114983 
C = CZ  

Certificate Serial 
Number (HEX) 

10 6B 

SHA-1 fingerprint 02 85 10 C5 EE A2 DF 8A 95 95 E1 21 61 F9 1C 09 EE C2 D6 B8 

Applied policy 
requirements  

ETSI EN 319 411-2 V2.2.2 (2018-04) policy QCP-l, QCP-n, QCP-l-qscd, QCP-
n-qscd, QCP-w 

Certificate PEM -----BEGIN CERTIFICATE----- 
MIIHsDCCBZigAwIBAgICEGswDQYJKoZIhvcNAQENBQAwZTELMAkGA1UEBhMCQ1ox 
FzAVBgNVBGETDk5UUkNaLTQ3MTE0OTgzMR0wGwYDVQQKDBTEjGVza8OhIHBvxaF0 
YSwgcy5wLjEeMBwGA1UEAxMVUG9zdFNpZ251bSBSb290IFFDQSA0MB4XDTE4MTAw 
MzA1MDY1M1oXDTMzMTAwMzA1MDY1M1owaTELMAkGA1UEBhMCQ1oxFzAVBgNVBGET 
Dk5UUkNaLTQ3MTE0OTgzMR0wGwYDVQQKDBTEjGVza8OhIHBvxaF0YSwgcy5wLjEi 
MCAGA1UEAxMZUG9zdFNpZ251bSBRdWFsaWZpZWQgQ0EgNTCCAiIwDQYJKoZIhvcN 
AQEBBQADggIPADCCAgoCggIBALdJvaq+u7OWP72i1DBwGwmEne0bxHOhavnNh1bu 
A9rR5L0+NOcm5dbwWH9eMgmDftAq72U/YBYNcvGL7ppNJzA6qSC794TNfoiyT5Rc 
jID7oFy5K6mJSCvqssuUvpfOE0Ri7jKRw71PlDeunmHIvvsXq1YmJoPK0s5AMIOJ 
pmTeVxHUkUn9sNazpN3KkbJFL0HZ6QoXMDBWE+3+hrU+uxm/9lDuvS5g9DFNFlwO 
JQNuCftZw/+DwKripJnzStAkZXmYu5j3Bb3E+uka47+EEJ9f2xPQ6zrbF0i1jW9L 
yxXFBfufknEqOSXZIZduLKapg+LOZprO9TzEHGaBsyLDrTJfRVc3PlDxqEZvTgdZ 
oqWzlXxPbMQYNF5bqCXr/b/Ykpzek3qEv9JLQ1xIcv8OhAzo2i3f4Nl1CsHVVpoe 
QT9WelXy+g/gj0lgsy6NU5X7PNrCTxoX4tG7Lk13YzmEOCvbwpqPaOXdpo5aoQZw 
rHjzmjM8F6vHYX//wrRtnPVjBLaxmBF3yvZiVMNsjCeNiR24Hmo852prVjeZB6Fa 
xn9mbwyWGlPs8MkD63iRz4n+infE42VvnsSusJe0tkmulEFsj/DJ+tG+OlN8gt8M 
afTe6Ub9mJNFt9iD/VrjGeHhdJLZKiJyDmGlQCAzQE425oQwLKH37N8pBWx/7xgS 
doCzAgMBAAGjggJkMIICYDCB1QYDVR0gBIHNMIHKMIHHBgRVHSAAMIG+MIG7Bggr 
BgEFBQcCAjCBrhqBq1RlbnRvIGNlcnRpZmlrYXQgcHJvIGVsZWt0cm9uaWNrb3Ug 
cGVjZXQgYnlsIHZ5ZGFuIHYgc291bGFkdSBzIG5hcml6ZW5pbSBFVSBjLiA5MTAv 
MjAxNC5UaGlzIGlzIGEgY2VydGlmaWNhdGUgZm9yIGVsZWN0cm9uaWMgc2VhbCBh 
Y2NvcmRpbmcgdG8gUmVndWxhdGlvbiAoRVUpIE5vIDkxMC8yMDE0LjASBgNVHRMB 
Af8ECDAGAQH/AgEAMHoGCCsGAQUFBwEBBG4wbDA3BggrBgEFBQcwAoYraHR0cDov 
L2NydC5wb3N0c2lnbnVtLmN6L2NydC9wc3Jvb3RxY2E0LmNydDAxBggrBgEFBQcw 
AYYlaHR0cDovL29jc3AucG9zdHNpZ251bS5jei9PQ1NQL1JRQ0E0LzAOBgNVHQ8B 
Af8EBAMCAQYwHwYDVR0jBBgwFoAUkxg2H6lpcFE1qk8/rI1QfiYFKQowgaUGA1Ud 
HwSBnTCBmjAxoC+gLYYraHR0cDovL2NybC5wb3N0c2lnbnVtLmN6L2NybC9wc3Jv 
b3RxY2E0LmNybDAyoDCgLoYsaHR0cDovL2NybDIucG9zdHNpZ251bS5jei9jcmwv 
cHNyb290cWNhNC5jcmwwMaAvoC2GK2h0dHA6Ly9jcmwucG9zdHNpZ251bS5ldS9j 
cmwvcHNyb290cWNhNC5jcmwwHQYDVR0OBBYEFDubIFJ1I6uE5L1o7GDcdEQnVpUG 
MA0GCSqGSIb3DQEBDQUAA4ICAQAsFo4nyLa3tmwlqvi+qWEyANr+RGPTzjMYUNOh 
0pV9aAwVLJbFqSNuznckWfSCai6Ch5wE7CGKe0+8ZVlomoGwbK2zXBjQ5EaWYR9r 
kr4LRY0AotBI14lTACgmmNq2ntI8LSa0ScQO5zoqy6D8z1eDY3WlJNM/x+W5wf3T 
QRE9Zu/JnKqpcp9oOIcs9RrUpiXhwYu7e92c/9Dj3fOlVeIK8BJgiKWzL83uNQ5I 
zdpYz/Ridu5SEf12PhOgOaCSQ63JAnpivRQo0a43kLxAq27ctynBgzSc1IJjDhI8 
buqlt+sA+OPpYZ3KPm8ywYv/pP1nXSa8cG4x1hz4xREGzFm+0kCaup+naKLWZzsT 
hyAEzlSXK90JEIf0FaYzkwUzyMVASFjiIQ2A7048aN7lbf8ZHqbLg8e8cknUM5G1 
d0U7twKtIckiDfolQwUmee59+ueb+iT2Z7ATcT8p9a538r4djazpN0pH406u7a7q 
AKiiIHl3esjEWnhEHoT+i1t1D2smaN0h7ME8Ia2ZGQx5JpGsnpZmHSbEl+ZSOOiz 
gu0Ii/M4Ggj1L1ykeYt+qHy7u9151PPaQXpZOzVDjtYQa37pXCNqTwA4I5JNifXS 
dHPOsxYZNkbcgofLnt9DWWTfmyRoq8YFQfp7RwUupbupDJrRhHlf1KMUVgRAYv5v 
Y5ybWQ== 
-----END CERTIFICATE----- 
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D.  PostSignum Public CA 4 

 

Issuer CN = PostSignum Root QCA 4 

Subject Distinguished 
Name 

CN = PostSignum Public CA 4 
O = Česká pošta, s.p.  
organizationIdentifier = NTRCZ-47114983 
C = CZ  

Certificate Serial 
Number (HEX) 

10 13 

SHA-1 fingerprint 13 11 E1 6D 99 03 F9 14 16 7E 22 2B 23 26 F6 99 D4 83 5F EE 

Applied policy 
requirements  

ETSI EN 319 411-1 V1.2.2 (2018-04) policies NCP, NCP+ 

Certificate PEM -----BEGIN CERTIFICATE----- 
MIIHrTCCBZWgAwIBAgICEBMwDQYJKoZIhvcNAQENBQAwZTELMAkGA1UEBhMCQ1ox 
FzAVBgNVBGETDk5UUkNaLTQ3MTE0OTgzMR0wGwYDVQQKDBTEjGVza8OhIHBvxaF0 
YSwgcy5wLjEeMBwGA1UEAxMVUG9zdFNpZ251bSBSb290IFFDQSA0MB4XDTE4MDky 
NzEwMTkzNVoXDTMzMDkyNzEwMTkzNVowZjELMAkGA1UEBhMCQ1oxFzAVBgNVBGET 
Dk5UUkNaLTQ3MTE0OTgzMR0wGwYDVQQKDBTEjGVza8OhIHBvxaF0YSwgcy5wLjEf 
MB0GA1UEAxMWUG9zdFNpZ251bSBQdWJsaWMgQ0EgNDCCAiIwDQYJKoZIhvcNAQEB 
BQADggIPADCCAgoCggIBANJroh6wuy+PYGyVAgdlaVL3B3Vto0L22/7pobi7B6dh 
eZHyCsyuc+XGqzJZACZ7805iANOgahOL27yhw1KCUYH70iHAqA37iSROvxg0Tjth 
PejnLoDH8KF8/XGAwklOdBpNLlubJ3xvEeuBne/0TJsjc+8NfPkth+Cw4PIlZt5S 
q3MoXm8UwZ0dIM1W6oahrIuA2847UQAnI3+nrkCp4bMq6ygMzXFgsJtc+N/KAcDl 
wHXJlW02cgiPz3hl0buBuZd6seXT8iEpH1dwK9NGtYjE41NOM5wMGj86VPAvaNCr 
bl08g4SWOjY1wPuUTDCtzFf2b76nrj0D2ngbZ564Tiz5WQUyMfEtO3ZKYgo/sLy4 
MFZIwfwPRZBZQBndeu7eJYgxdPvLxkRKMpVH+E5NY7gWiVt+ZDwq8jybQWl1d+2B 
sEH1ongoM2DGM9ocasK7saHlfIH0cyjy3T/DKCUWa/MkwyLfp35obaRsZU6bVaep 
GTThzP91JTqvQ5IVDuQFV0KuM3PuBhx1bi+zOsBL8emOAZoPZu4+qw/J7fc2mftt 
Sb3SiiOlYnZj89h1w4HsthtCnaBA1QvOcn3XyVLOMzjVEDl0yGQukN0UyQDAhUpo 
s75mT9ntlJyb45v+UFzqbm4Ed/t94QsiGllMS+L1Ex6KpM7pTyDmg22174z7MvGf 
AgMBAAGjggJkMIICYDCB1QYDVR0gBIHNMIHKMIHHBgRVHSAAMIG+MIG7BggrBgEF 
BQcCAjCBrhqBq1RlbnRvIGNlcnRpZmlrYXQgcHJvIGVsZWt0cm9uaWNrb3UgcGVj 
ZXQgYnlsIHZ5ZGFuIHYgc291bGFkdSBzIG5hcml6ZW5pbSBFVSBjLiA5MTAvMjAx 
NC5UaGlzIGlzIGEgY2VydGlmaWNhdGUgZm9yIGVsZWN0cm9uaWMgc2VhbCBhY2Nv 
cmRpbmcgdG8gUmVndWxhdGlvbiAoRVUpIE5vIDkxMC8yMDE0LjASBgNVHRMBAf8E 
CDAGAQH/AgEAMHoGCCsGAQUFBwEBBG4wbDA3BggrBgEFBQcwAoYraHR0cDovL2Ny 
dC5wb3N0c2lnbnVtLmN6L2NydC9wc3Jvb3RxY2E0LmNydDAxBggrBgEFBQcwAYYl 
aHR0cDovL29jc3AucG9zdHNpZ251bS5jei9PQ1NQL1JRQ0E0LzAOBgNVHQ8BAf8E 
BAMCAQYwHwYDVR0jBBgwFoAUkxg2H6lpcFE1qk8/rI1QfiYFKQowgaUGA1UdHwSB 
nTCBmjAxoC+gLYYraHR0cDovL2NybC5wb3N0c2lnbnVtLmN6L2NybC9wc3Jvb3Rx 
Y2E0LmNybDAyoDCgLoYsaHR0cDovL2NybDIucG9zdHNpZ251bS5jei9jcmwvcHNy 
b290cWNhNC5jcmwwMaAvoC2GK2h0dHA6Ly9jcmwucG9zdHNpZ251bS5ldS9jcmwv 
cHNyb290cWNhNC5jcmwwHQYDVR0OBBYEFFBJWsSKYUL+uP8rOlGi8GEd4PMiMA0G 
CSqGSIb3DQEBDQUAA4ICAQCXgDeAMWB+gdA3Lt8ZCH5b4mCcN1/hndJy8qlYiNjn 
IYdGXcflXiITztrqus5usM+m3H3GUHbsvmOYPdrFkdvNf+FSsLC+z8DMbvnS0ni9 
cUv7zNJdFRtByZMr95Yy3k5Mu8s5STdQvfw3+j5NFnyEYuMtstavj4JQp6NI6aeo 
QFySWmVnxVR48g2UYZW/97oblGzFlYpWIgmm3NC+l+BRJaDuyS1zCOv3dh9sgyPL 
/MKeoxBnrWORAyPRAekjNu2lC6VBEGmAefBObE3KDgzQHCC2q2dMxyZKZy6YMLkQ 
U9LO1QURcgUQFoflBXN3+dS9UftHfB7ZJpHlpir7hNFEMbemGIpruzMS64Vyzqw1 
AyYNPQJ8ioMdaCsug3bxpxxv65ZLhC73HTyDMAgPB7tLoawGHycplUk+HrYg4GUx 
nc0RVRsD2mYSHc6Au/RT5TmqOY4cGNqDITsvn3vKp/OdJw3HLLs9lcvB9EGU0uZ2 
PiIJGD417apzMUy4M7Vk0MKNMkGeZipZj9kWc/OaHMLiwsZgF/RyNscwrKplSXgQ 
1EujcjisMCiGT/EPeRfi1TcfYZMsPySQBoKH3I2+LYrpgwRMDLCwqITFaCvCJDBH 
E70vZ7UAgNvvHNQatzN8EhMrZbY2N55arKD02KoeSUZhCUyuvdREKoJ5goqoyMAf 
+A== 
-----END CERTIFICATE----- 

 
 
 
 
 



 

 

 

This Qualifying Attestation Letter is a result of audit performed in accordance with EN319411 standards. 

                    Page 7 of 8 

 

E. PostSignum Public CA 5 

 

Issuer CN = PostSignum Root QCA 4 

Subject Distinguished 
Name 

CN = PostSignum Public CA 5 
O = Česká pošta, s.p.  
organizationIdentifier = NTRCZ-47114983 
C = CZ  

Certificate Serial 
Number (HEX) 

10 6C 

SHA-1 fingerprint A6 14 7A 88 43 32 78 D9 AB 1E 65 5B B8 BA 31 5F EC 46 40 D2 

Applied policy 
requirements  

ETSI EN 319 411-1 V1.2.2 (2018-04) policies NCP, NCP+, DVCP, OVCP 

Certificate PEM -----BEGIN CERTIFICATE----- 
MIIHrTCCBZWgAwIBAgICEGwwDQYJKoZIhvcNAQENBQAwZTELMAkGA1UEBhMCQ1ox 
FzAVBgNVBGETDk5UUkNaLTQ3MTE0OTgzMR0wGwYDVQQKDBTEjGVza8OhIHBvxaF0 
YSwgcy5wLjEeMBwGA1UEAxMVUG9zdFNpZ251bSBSb290IFFDQSA0MB4XDTE4MTAw 
MzA2NDgwMVoXDTMzMTAwMzA2NDgwMVowZjELMAkGA1UEBhMCQ1oxFzAVBgNVBGET 
Dk5UUkNaLTQ3MTE0OTgzMR0wGwYDVQQKDBTEjGVza8OhIHBvxaF0YSwgcy5wLjEf 
MB0GA1UEAxMWUG9zdFNpZ251bSBQdWJsaWMgQ0EgNTCCAiIwDQYJKoZIhvcNAQEB 
BQADggIPADCCAgoCggIBAL6ElsP42nPy+ArZgdEs/vRt1eCQ5Dgp7prFynrxGjQF 
Il2/XKmMtNnDRDHVnJPlx6ehMO4CkSiYLmVX3x2hWsgG8FTsC5cGogk6uCrhqDso 
cfaRajLU22S7yf7GnsGbHsu5suYT03JlTzlsZamspj1zqmMAxERFoKKrdy7ZL9Uy 
N5oQ/pKO5ez/EeytkhqmnJVj0v25vq+pvL4WWOfji+LgHHOMKJOGXVJnyiCqs6kx 
dMKoit42DQPeD5V6j26y+myQg4T9d0VvtnVVCPhfigp1yMkuHLkOHMFwHI4WkxQz 
QIB1L3L93iRvuKZ2X8BTKNxA9F9K53C/GQ/pH7VObsJcp9BF9Zwfo5z4eNaQ0wta 
sIKo+P/aQg5lqZyPIK/ih0zp5A+bZEVWgVxEt6BAn5mXF0kbDjQkfBxMaKbZsXKu 
AUFKuCmOrshEZazgHRlIwqyXjEZ9iRyrs0ohf90R5mlFIZklbtjGsa2TgKnaV1Lh 
Zy7wH37K7t69hj6wqq12zHMIHUdns0lTwYOGrPI8yjv8bdUG/Qb7DzQ9CWpJu5QE 
en+EEQAnztb9l42D0cj3aYu9Vy+Ok7y5qSOoqaJqLBEdp8EQPDzVo2L/XMv17BbH 
tGd654bDPAoucCtCZbbspoYBUNIjN2L/fjn7JJMVO9Ojh3wohnuEuZazCfyKCWMB 
AgMBAAGjggJkMIICYDCB1QYDVR0gBIHNMIHKMIHHBgRVHSAAMIG+MIG7BggrBgEF 
BQcCAjCBrhqBq1RlbnRvIGNlcnRpZmlrYXQgcHJvIGVsZWt0cm9uaWNrb3UgcGVj 
ZXQgYnlsIHZ5ZGFuIHYgc291bGFkdSBzIG5hcml6ZW5pbSBFVSBjLiA5MTAvMjAx 
NC5UaGlzIGlzIGEgY2VydGlmaWNhdGUgZm9yIGVsZWN0cm9uaWMgc2VhbCBhY2Nv 
cmRpbmcgdG8gUmVndWxhdGlvbiAoRVUpIE5vIDkxMC8yMDE0LjASBgNVHRMBAf8E 
CDAGAQH/AgEAMHoGCCsGAQUFBwEBBG4wbDA3BggrBgEFBQcwAoYraHR0cDovL2Ny 
dC5wb3N0c2lnbnVtLmN6L2NydC9wc3Jvb3RxY2E0LmNydDAxBggrBgEFBQcwAYYl 
aHR0cDovL29jc3AucG9zdHNpZ251bS5jei9PQ1NQL1JRQ0E0LzAOBgNVHQ8BAf8E 
BAMCAQYwHwYDVR0jBBgwFoAUkxg2H6lpcFE1qk8/rI1QfiYFKQowgaUGA1UdHwSB 
nTCBmjAxoC+gLYYraHR0cDovL2NybC5wb3N0c2lnbnVtLmN6L2NybC9wc3Jvb3Rx 
Y2E0LmNybDAyoDCgLoYsaHR0cDovL2NybDIucG9zdHNpZ251bS5jei9jcmwvcHNy 
b290cWNhNC5jcmwwMaAvoC2GK2h0dHA6Ly9jcmwucG9zdHNpZ251bS5ldS9jcmwv 
cHNyb290cWNhNC5jcmwwHQYDVR0OBBYEFOPOMVHzTJH1fbcFibF40KMKxkOZMA0G 
CSqGSIb3DQEBDQUAA4ICAQAmFNtdTcBzqe+IFWNXvKldM+SWsXDLIOo2gUTBbVgi 
cipgjlcuFSUKXBhNMW2vdVrfKZG0AXzR3SBt72KtoF8khafwHhoww8Bkwo5CKqMf 
8A0zcJ5dqav49MG/ioKgVoeC4TvO++AKjQMrKfJz9xPFNktG5t7ongWmUppupDSf 
a4tnKV/6nqTrOpZOyXJgJCy4dNkv/Aplu+EfFw2/mOEVqtxtogbN7nQ+ZjsNpWX1 
/RZNlwB0JvkqW/yCNsnwjxzbbNZZGj47cUS8Zz9RVdoUyMWY8JyHTPtHX/fA15vc 
MbbV9qaXymcnGgVXWSHNKLT42dkLMnuEHeCSJoFxfTgC3iyRsBGSE04deZb9sWxa 
vQqhI23NR4RB4N1TKBBMjApIB7r6oj+XphAWC+M1AorOtv49/dtJCAIRJzdPUfxh 
NHwGIgGqiW6GNq/HuYGF53CX9RVA38azY8kYoPrAFs6RgjjzH7wtIEMlJsMskiMA 
JBH+Hc5K41eGDedXFiRdJ+yQEmM8Bk3kqpXke+Crnr8IVLK+I1M8/jcYKanmInvf 
GJQKPScUk5aipwf17eeh/uG1+rJ7C6sqqiPlIWVSjtTiaBBpyZOuWeZXeKBSHHZG 
1VmBf4sAyzWoxlUsHsqpQ0YUieBYPsFuxz+v4sqVJH+ScS3pCBcgE/2DxrqYBVo3 
Cg== 
-----END CERTIFICATE----- 
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Part II: Audit conclusion 

 
The audit was realized from 25.10.2021 to 01.11.2021 was completed successfully without critical findings. 
 
In case of any question, please contact Auditor on address: 
 TAYLLORCOX PCEB,   
 TAYLLORCOX s.r.o. 
 Na Florenci 1055/35 
 Praha 1 - Nové Město 
 CZ 110 00 
 Czech Republic 
 phone: +420 222 553 101 
 e-mail: martin.dudek@tayllorcox.com; info@tayllorcox.com  
 
 
The Auditor uploads results of audit to the TAYLLORCOX PCEB project storage.  
Qualifying Attestation Letter is also available on the website https://pceb.tayllorcox.cz/Documents.html  
 

INFORMATION ABOUT VALIDITY OF QUALIFYING ATTESTATION LETTER  

This Qualifying Attestation Letter is a regular full audit report for Microsoft Trusted Root Program. 
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