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Abstract 

Advanced User Authentication for Mobile Devices 

Nathan Luke Clarke 
BEng (Hons) 

Recent years have witnessed widespread adoption of mobile devices. Whereas initial 

popularity was driven by voice telephony services, capabilities are now broadening to 
allow an increasing range of data orientated services. Such services serve to extend the 
range of sensitive data accessible through such devices and will in turn increase the 
requirement for reliable authentication of users. 

This thesis considers the authentication requirements of mobile devices and proposes novel 
mechanisms to improve upon the current state of the art. The investigation begins with an 
examination of existing authentication techniques, and illustrates a wide range of 
drawbacks. A survey of end-users reveals that current methods are frequently misused and 
considered inconvenient, and that enhanced methods of security are consequently required. 
To this end, biometric approaches are identified as a potential means of overcoming the 
perceived constraints, offering an opportunity for security to be maintained beyond point- 
of-entry, in a continuous and transparent fashion. 

The research considers the applicability of different biometric approaches for mobile 
device implementation, and identifies keystroke analysis as a technique that can offer 
significant potential within mobile telephony. Experimental evaluations reveal the potential 
of the technique when applied to a Personal Identification Number (PIN), telephone 

number and text message, with best case equal error rates (EER) of 9%, 8% and 18% 

respectively. In spite of the success of keystroke analysis for many users, the results 
demonstrate the technique is not uniformly successful across the whole of a given 
population. Further investigation suggests that the same will be true for other biometrics, 

and therefore that no single authentication technique could be relied upon to account for all 
the users in all interaction scenarios. As such, a novel authentication architecture is 

specified, which is capable of utilising the particular hardware configurations and 
computational capabilities of devices to provide a robust, modular and composite 
authentication mechanism. The approach, known as IAMS (Intelligent Authentication 
Management System), is capable of utilising a broad range of biometric and secret 
knowledge based approaches to provide a continuous confidence measure in the identity of 
the user. With a high confidence, users are given immediate access to sensitive services 

and information, whereas with lower levels of confidence, restrictions can be placed upon 
access to sensitive services, until subsequent reassurance of a user's identity. 

The novel architecture is validated through a proof-of-concept prototype. A series of test 
scenarios are used to illustrate how IAMS would behave, given authorised and impostor 

authentication attempts. The results support the use of a composite authentication approach 
to enable the non-intrusive authentication of users on mobile devices. 
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Chapter 1- Introduction & Overview 

I Introduction & Overview 

The research presents a novel approach to authentication for mobile devices, enabling 

continuous identity verification of the user, whilst minimising intrusive authentication 

requests that would require explicit interaction. With the growing number and complexity 

of devices, and their future ability to access a prolific range of services, this composite 

authentication architecture solves the problems of weak and intrusive point-of-entry 

authentication techniques and typically requires nothing more than the user interacting 

with the mobile device in a normal manner. 

1 



Chapter 1- Introduction & Overview 

1.1 Introduction 

The ability to communicate and work whilst on the move has given rise to a significant 

growth in mobile devices. The term mobile device describes three principal computing 

devices, the mobile handset (or cellular handset), the Personal Desktop Assistant (PDA) 

and the laptop'. The growth of mobile devices has primarily come out of mobile handset 

related technologies with worldwide subscribers now in excess of a billion (UMTS Forum, 

2003). In addition, both the use of PDAs and laptop computers has been growing in 

popularity (Smith, 2004a; Lemon, 2003): behind this growth are wireless technologies 

such as cellular networks and wireless LANs, which enable mobile devices to access a 

range of data-centric services. For instance, future cellular devices will be able to pay for 

products using micro-payments and digital money, surf the Internet, buy and sell stocks, 

transfer money and manage bank accounts, and wireless LAN enabled devices with their 

high bandwidth connections are capable of providing fast access to corporate networks and 

financial information. 

In order to enable delivery of such services, mobile devices have become increasingly 

powerful: mobile handsets in particular have evolved from relatively basic terminals, that 

would handle analogue telephony communications, to digital handsets capable of 

providing a host of data-centric services, turning the handset into a multimedia, multi- 

purpose, mobile communications tool, providing much of the functionality of today's 

PDAs. In fact, a convergence can be seen between mobile handsets and PDAs, with the 

only significant difference at present being the access technology to the wireless network - 

with PDAs typically utilising wireless LAN and handsets using one of many cellular 

' The term mobile device will be utilised throughout this thesis to describe all three types of mobile device. 

Specific reference to individual devices will be made as and where necessary. 
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Chapter 1- Introduction & Overview 

standards that exist. In parallel with this increase in functionality is the ability for devices 

to store information, with many accepting solid-state memory such as Compact Flash and 

Secure Digital (SD), which are capable of providing storage in excess of 512MB. Laptop 

computers fall somewhat outside of this definition due to their far superior processing and 

storage capability, more similar to desktop computers than the remaining mobile devices. 

Nevertheless, this storage capability enables mobile devices to store large quantities of 

information - much of which may be personally, financially or corporately sensitive. 

Given the widespread popularity, increased functionality and storage, the need to protect 

the mobile device becomes paramount in order to stop misuse. In 2001,700,000 mobile 

handsets were stolen in the UK (Harrington & Mayhew, 2001), leading the government to 

set-up a National Mobile Phone Crime Unit to specifically target the problem (Best, 2003). 

It can be conjectured that the advanced capabilities of future mobile devices will make 

them even more desirable targets. 

Currently, the most popular access security to date takes the form of the password or PIN, 

a secret knowledge approach that relies heavily upon the user to ensure continued validity. 

For example, the user should not use the default factory settings, tell other people, or write 

it down. However, the poor use of passwords and PINs has been widely documented, with 

many laptop owners using simple passwords that dictionary attacks can crack in seconds 

(Denning, 1999) and with many mobile handset and PDA users not even using the security 

which is available (Lemos, 2002). In addition, mobile handsets only request the PIN at 

switch on, with the device remaining on for large periods of the day with no protection 

from misuse. Although this has not been a big issue, as the number of mobile devices 

capable of advanced services and the availability of some wireless networks is limited, this 

will not hold true in the future where the majority of mobile devices will be capable of, and 
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Chapter 1- Introduction & Overview 

have access to, an extensive range of services. The financial loss to the user in this case 

would not only be the theft of the device itself, but the services accessed before network 

access is denied and the personal data stored upon the device. 

The aim of this research is to establish an advanced authentication architecture capable of 

providing the increased security required for mobile devices, and extending protection 

beyond point-of-entry as to ensure the identity of the user on a continual basis. In order to 

achieve this continuous authentication, a second aim, that of providing transparent or non- 

intrusive authentication, is deemed imperative in order to minimise user inconvenience and 

increase subsequent user acceptance. By being able to authenticate a user without their 

knowledge, the integrity of the system can be automatically maintained and monitored 

without the user's explicit interaction, until such time as the system deems an impostor is 

accessing the system. 

1.2 Aims & Objectives 

The aim of this research is to define, design and validate an advanced non-intrusive user 

authentication security architecture suited to mobile devices. This has been achieved by 

focussing upon the technology and functionality of mobile devices to evaluate approaches 

that would enable transparent and continuous authentication. 

In order to achieve this, the research can be divided into five distinct phases. 

" To assess the requirement for new and advanced authentication techniques and 

mechanisms for mobile devices. 

4 



Chapter 1- Introduction & Overview 

" To investigate the applicability of advanced authentication techniques, for 

deployment on a mobile device. 

9 To design and evaluate a new biometric technique for mobile devices, with the aim 

of increasing the transparent authentication capability available to the device. 

9 To design an architecture to support the aims of continuous and transparent 

authentication on mobile devices thereby ensuring security is maintained. 

" To implement and test a prototype of the system to demonstrate its practical 

effectiveness. 

The first phase provides a comprehensive review and discussion of the need for 

authentication. Through an understanding of the development of mobile devices, and 

where the direction the technology is taking, this phase of the research provides the 

comprehensive arguments and basis for the need for additional authentication. This 

identified the second phase proceeds with a literature review and evaluation of current 

authentication approaches; giving an insight into current authentication techniques with a 

particular focus upon their deployment within a mobile device context. The outcome of 

this phase is to identity a number of authentication approaches that would lend themselves 

towards a mobile device. 

In order to achieve the objective of transparent and continuous authentication it was 

imperative to be able to increase the transparent authentication capability of mobile 

devices. From the identified approaches, one particular technique fulfilled this objective 

5 
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across a wide range of mobile devices. The ability to authenticate a person based upon 

their typing patterns, known as keystroke analysis, would permit all mobile devices with a 

keypad the capacity, in principal, to authenticate users based upon entering a telephone 

number or text message, scheduling a task or composing an email. However, although the 

technology had been proven with a good degree of success on standard keyboards, it was 

unproven on keypads, where the tactile and typing differences might have proven the 

technique infeasible. Therefore, the third phase of the research sought to evaluate the 

feasibility of a keystroke analysis technique upon a keypad. 

However successful keystroke analysis proved to be, it would not be suited to all mobile 

devices. A small number do not have keypads or thumb-sized keyboards making the 

technique obsolete. In addition, it was clear from initial studies of keystroke analysis, the 

performance of the technique would not have proven conclusive enough to be deployed in 

its own right. As a result the fourth phase of the research sought to design an authentication 

architecture flexible enough to encompass all mobile devices, utilising a composite number 

of authentication techniques that draw upon the different hardware components of a mobile 

device. The completion of the final phase was to design and evaluate a prototype of the 

authentication architecture. 
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1.3 Thesis Structure 

The thesis addresses the aforementioned objectives in order and is comprised of the 

following chapters. 

Chapter 2 discusses the need for user authentication, focussing upon the proliferation of 

wireless communication networks, and the growing popularity of mobile devices, 

illustrating from a technological perspective the need to protect mobile devices from 

misuse. The chapter continues, describing the mechanisms currently deployed on mobile 

devices to ensure identity verification, and provides substantial evidence of the weaknesses 

of such approaches. The chapter concludes by analysing results from a survey into the 

attitudes and opinions of subscribers towards security for their mobile handset, determining 

how users currently use their handset and their perceptions of the current authentication 

mechanism. 

Having firmly established the need for authentication, chapter 3 is dedicated to a review of 

biometrics. Having discussed the process behind biometrics, what they are, and the factors 

that affect them, the chapter proceeds to describe a number of biometric techniques that 

lend themselves to application on a mobile device, ensuring the aims of continuous and 

transparent authentication are met. The use of biometrics is supported by the findings from 

the aforementioned survey of subscribers. Finally, considerations into the practical use of 

biometrics are discussed, with particular emphasis upon keystroke analysis. 

Chapter 4 introduces the first of two studies into the feasibility of keystroke analysis on a 

mobile device. The studies have been based upon identifying particular user-handset 
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interactions with which to authenticate the user, in particular, the manner in which users 

enter telephone numbers, enter PINs and compose text messages. Chapter 4 utilises a 

particular keystroke characteristic to classify users based upon the entry of telephone 

numbers and PINs. The chapter compares and contrasts the application of a number of 

pattern classification algorithms based upon statistical and artificial intelligence 

techniques. The chapter concludes with an evaluation of the technique. 

Chapter 5 builds on the successes and knowledge of chapter 4 to evaluate the viability of 

authenticating users based upon a second keystroke characteristic, applied to the 

composition of text messages. 

Chapter 6 presents a mechanism for composite authentication. Through the use of multiple 

authentication techniques, the ability to correctly verify the identity of a user becomes 

stronger, as the weaknesses of one technique, are overcome by the strengths of others. In 

addition, the use of a composite authentication approach permits a more transparent means 

of authentication. Keystroke analysis permits the authentication of users during certain 

handset interactions such as entering a telephone number, but not others. By using different 

techniques in varying handset scenarios it is possible to non-intrusively authenticate the 

user during a wider range of handset interactions. The architecture has been designed in a 

flexible, modular and scalable manner in order to meet the differing hardware and network 

variations that reside with mobile devices. The chapter describes the various components 

required in the framework and the processes developed to ensure that the system integrity 

is maintained. 

Chapter 7 proposes an Intelligent Authentication Management System (IAMS) architecture 

which incorporates the aforementioned composite authentication framework. The chapter 
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proceeds to discuss the development IAMS along with keystroke analysis and a 

commercial biometric into a functional prototype. The chapter describes the process of 

realising the specification within a proof-of-concept prototype, highlighting three key 

system components: 

" The Console Manager, as the administrative tool for controlling, adding and 

monitoring mobile devices; 

" IAMS Manager, as the real-time authentication controller and 

" Client-Side software, providing the end-user interface and biometric capturing. 

Chapter 8 presents an evaluation of IAMS. The chapter details the theoretical performance 

IAMS can achieved under a number of different hardware scenarios and compares this 

against a number of alternative authentication techniques. The chapter concludes by 

providing a practical validation of the IAMS prototype. 

Finally, chapter 9 presents the main conclusions arising from the research, highlighting the 

key achievements and limitations. The chapter contains a discussion on areas for future 

research and development. The thesis also provides a number of appendices in support of 

the main discussion, including experimental procedures and code listings. The appendices 

also contain a number of published papers arising from the research programme. 
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2 Review of Authentication on Mobile Devices 

This chapter investigates and discusses the need for authentication on mobile devices, by 

highlighting the predominant wireless technologies and the services which they enable - 

illustrating their popularity and potential dangers. The chapter proceeds to discuss the 

types of mobile device which utilise these wireless networks and the user authentication 

mechanisms that reside within them - focussing upon the weaknesses and drawbacks of 

current approaches. Finally, the chapter presents further evidence in the form of an end- 

user survey of subscribers, which assessed their attitudes and opinions towards security for 

their mobile handset. 
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2.1 Introduction 

The purpose of authentication is to ensure that access is only given to an authorised person 

or persons. However, the authentication mechanism itself can vary both in complexity and 

in cost, and the level of authentication required is inherently tied to the application within 

which it is deployed. The level of authentication provided by mobile devices to date is 

arguably commensurate with the level of protection required against misuse, when 

considering the financial cost of device misuse, due to the limited services and data that 

can be accessed, versus the cost of implementing an authentication mechanism. 

However, with the popularity of mobile devices, increasing functionality and access to 

personally and financially sensitive information, the requirement for additional and/or 

advanced authentication mechanisms is argued to be essential. Much of this authentication 

need has come about due to the success of wireless networking technologies that have 

given devices access to services and information whilst on the move, beyond what is stored 

within the device itself. As such a secret-knowledge, point-of-entry technique, such as the 

PIN-based authentication that is currently implemented on all but a few mobile devices, 

will no longer be sufficient. 
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2.2 Mobile Devices & Wireless Networks 

Mobile devices have evolved from two contrasting directions. The first is from telephony 

devices that have always had a wireless network connection, but until recently minimal 

computational and storage capability, and so were unable to provide the user with many 

services beyond voice telephony. The second is from devices with reasonable computing 

power but no (simple) method by which they were able to connect to a network outside of 

the office environment. Today, however, with the advancement of mobile handsets and 

wireless networking, mobile devices have both the network access and computing capacity 

to provide users with a diverse range of services. This can be supported by a strong market 

growth in mobile devices, up 62% in 2004 on the previous year (Smith, 2004b), and with 

forecasts predicting wireless revenues being worth up to $126bn by 2008 (ARC Group, 

2003). 

The single most successful wireless technology to date has evolved device technology 

from pure telephony handsets into multimedia multi-functional mobile communication 

tools. The mobile telecommunications industry has experienced a number of revolutionary 

and evolutionary steps during its relatively short existence, with a current subscription 

based of 1.3 billion users worldwide (Cellular Online, 2004a). Table 2.1 illustrates the 

evolution of the mobile handset from the GSM (Global System for Mobile 

Communications) perspective - the most popular cellular standard (GSM World, 2003). 
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Mobile Phone Evolution 
1G 2G 2.5G 3G 4G 

Technical 
Network Type TALS GSM HSCSD GPRS UMTS Internet 
Transmission 

e T 
Analogue Digital Digital Digital Digital Digital 

Data Bandwidth 
bits/sec 9.6K 57.4K' 114K' 2M' >100M 

Frequency 900M 00 & 
1800M 

18900 
& 

00M 
2G 40/60G 

Switching Circuit Circuit Circuit Packet Packet Packet 
Services 

Voice � � � � � � 
SMS � � � � � 

Internet �(WAP) �(WAP) �(WAP1 � � 

Availability 1983 1992 1 2000 2001 2002 2010 

Theoretical maximum band 

Table 2.1: Evolution of the Mobile Phone 

Within the UK, the four principal network operators are still running 2.5G networks. 

However Vodatbne, T-Mobile and Orange are in the process of enabling data 

communications across their 3G network (Sherriff, 2004). Only Hutchison 3G have a 

working 3G network for public use to date (Hutchison 3G, 2004a). 

The investment made by cellular operators into 3G networks stands as a testament to the 

potential revenue opportunity 3G networks are perceived to present, with UK operators 

alone having cumulatively invested over £22 billion in spectrum licensing (Wakefield, 

2000). This ignores the additional investments required in network infrastructure to 

upgrade the network to 3G. Table 2.2 illustrates several categories of service application 

that have been defined for 3G (Giussani, 2001) and Figure 2.1 illustrates projected revenue 

forecasts for 3G services (UMTS Forum, 2003). 

13 



Chapter 2- Review of Authentication on Mobile Devices 

3G Category Examples 
Conferencing Video conferencin , voice over IP, video streaming. 

Messaging 
Email messaging, instant messaging, mobile chat, 
multimedia messaging. 

Internet Access/Networking 
Applications synchronisation, FTP transfers, internet 
access, intranet access. 

Location-Based Services 
Car navigation, localised information, location-based 

mobile commerce. 

Entertainment 
Internet games, mobile music, online dating, online 
gambling. 

Financial Services Banking, mobile cash, mobile billing, mobile salary, 
stock and share trading. 

Information Services 
Information alerts, dictionary search, flight 

reservation, virtual home. 

Mobile Commerce Advertising, ticketing, ewallets and shopping 
enhancements, micro-payments. 

Table 2.2: 3G Service Categories 
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Figure 2.1: 3G Revenue Growth until 2010 

It can be seen that 3G revenue worldwide is forecasted to exceed $300 billion by 2010. 

This increase in number and use of services broadens the application of a mobile handset 

and the consequent potential for misuse, substantiating the requirement for secure 

protection. 

Currently, much of what has been discussed has been concerned with European cellular 

networks, although the analogy can certainly be made throughout the world. One network 
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provider in Japan, however, has already gone beyond Europe in its deployment of data 

services and serves as an (additional) example of the popularity and potential revenue 

source data services can be. NTT DoCoMo is Japan's largest mobile network provider with 

over 48 million subscribers (NTT DoCoMo, 2004b). In 1999 DoCoMo introduced Mode, 

a wireless internet service that permits the user to receive news, email, entertainment 

channels and stock news amongst other information (Dubendorf, 2003). This service has 

experienced unprecedented success with over 41 million subscribers (NTT DoCoMo, 

2004c). Since the introduction of Mode, DoCoMo has rolled out third generation 

networks, the first commercial network in the world, with over 3 million subscribers (NTT 

DoCoMo, 2004d). 

Another increasingly predominant wireless networking technology is wireless LAN (also 

known as WiMax or Wi-Fi). A recent study noted organisations with over 100 employees 

were reporting they had experienced saving of $164,000 annually on cabling costs and 

labour (Reynolds, 2003), through the deployment of wireless networks. However, of 

particular interest is the growing number of public Wi-Fi locations, known as "hotspots", 

that are appearing, giving the general public access to broadband connections for their Wi- 

Fi enabled mobile devices. For instance, by the summer of 2004, BT Openzone, just one of 

many Wi-Fi providers in the UK, plans to boost its current 1,700 public hotspots to 4,000 

(Twist, 2004). It has been predicted that by 2006,100 million users worldwide will be 

using Wi-Fi (Reynolds, 2003). 

The terms Wi-Fi and WiMax describe a family of networking standards created by the 802 

Local and Metropolitan Area Networks Standards Committee (LMSC) of the IEEE 

computer Society (IEEE Computer Society, 2001). Work began in 1990, when the LMSC 

formed the 802.11 workgroup to develop a wireless networking standard. The output from 
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this body was to establish a number of standards, which vary in their data capacity and 

operating frequencies (Maxium & Pollino, 2002). A recent report looking into Wi-Fi in 

North America and Europe forecasts Wi-Fi services to be worth $18 billion by 2008 

(Smith, 2003). The wide bandwidth provided by Wi-Fi further expands the range of 

services that can be provided to mobile devices. With these new range of services and the 

financial and personal costs incurred should the device be misused, the need to ensure the 

correct identity of the user becomes far more important than when the number and cost of 

services was limited. 

Much discussion has taken place regarding the role mobile (cellular) networks and Wi-Fi 

have and whether this role is competitive or complementary (Vaughan-Nichols, 2003; 

3G. co. uk, 2003). With trade-offs between mobile networks providing more comprehensive 

service coverage and Wi-Fi having cheaper network infrastructure and faster transmission 

speeds (Reynolds, 2003). Again, it is not the intention of the author to argue the advantages 

and disadvantages of each access technology, but to highlight their existence, level of 

industry support and service capability. It is likely however, due in part to large industry 

backing and financial support that both technologies will co-exist as complementary 

services in the near term. 3GPP (Third Generation Project Partnership), a group of interest 

parties governing the application of UMTS, has already taken the initiative to develop a 

cellular-WLAN internetworking architecture as an add-on to the 3GPP mobile system 

specifications (Ahmavaara, 2003). In any event, high-speed wireless communications are 

here to stay. 
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2.3 Authentication on Mobile Devices 

Wireless networks provide the opportunity for a user to access a wide variety of services, 

from email, bank accounts and share dealing, to location-based services and infotainment 

(UMTS Forum, 2003). But what devices can access these services and what ensures the 

person using the device is the authorised user? 

The majority of mobile devices can be described to fall broadly within three categories: 

" Cellular, Mobile Handset or Smart Phone 

" Personal Desktop Assistant 

" Laptop Computer 

The process of authentication in general is based upon three fundamental approaches 

(Wood, 1977): something the user knows, i. e. passwords and PINs; something the user has, 

i. e. tokens and/or something the user is, i. e. biometrics. This section will examine the user 

authentication mechanisms deployed upon these devices, focussing upon their strengths 

and weaknesses. 

2.3.1 Mobile Handset 

Recent statistics from the UK Home Office has highlighted the issue of mobile handset 

theft, with over 700,000 handsets stolen in 2001 (Harrington & Mayhew, 2001), although 

unofficial reports have put this figure in the region of 1.3 million (Leyden, 2002). It should 

be noted that, not all handset thefts led to handset misuse, in terms of accessing 
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information and services on the handset. A number of handsets just have their SIM 

Network 

removed and are shipped to countries were handset costs are greater due to smaller 

hardware subsidies. Unfortunately, the Home Office report does not provide any specific 

statistics on handset misuse. However, this does illustrate that handsets are a target for theft 

and misuse, and additional or more advanced identity authentication will at least help 

protect users' personal information and also curb handset misuse in general. 

The mobile handset, known technically as the Mobile Station (MS) consists of two 

components, the Mobile Equipment (ME) and a Subscriber Identification Module (SIM). 

The SIM is a smart card with, amongst other information, the subscriber and network 

authentication keys. Subscriber authentication on a mobile station is achieved through the 

entry of a 4-8 digit number known as a Personal Identification Number (PIN). This point- 

of-entry system then gives access to the user's SIM, which will subsequently give the user 

network access via the International Mobile Subscriber Identifier (IMSI) and the 

Temporary Mobile Subscriber Identifier (TMSI), as illustrated in Figure 2.2. 

User Mobile Station 

IMEI Code 
%%Z 10 PIN Code £ 

IMSI Code 

TMSI Code 

PIN - Personal Identification Number 
IMEI - International Mobile Equipment Identifier 
IMSI - International Mobile Subscriber Identifier 
TMSI - Temporary Mobile Subscriber Identifier 

F ; ý, 

:. ". 
.- : _. ý. " 

Figure 2.2: Terminal -Network Security Process 
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The SIM card is a removable token containing the authentication keys required for network 

authentication, allowing in principle for a degree of personal mobility. For example, a 

subscriber could place their SIM card into another handset and use it in the same manner as 

they would use their own phone with calls being charged to their account. However, the 

majority of mobile handsets are typically locked to individual networks, and although the 

SIM card is in essence an authentication token, in practice the card remains within the 

mobile handset throughout the life of the handset - removing any additional security that 

might be provided by a token-based authentication technique. 

The purpose of the IMSI and TMSI are to authenticate the SIM card itself on the network, 

and they do not ensure that the person using the phone is actually the registered subscriber. 

This is only achieved (typically) at switch on using the PIN, although some manufacturers 

also have the PIN mechanism when you take the mobile out of a stand-by mode. As such, a 

weakness of Point-of-Entry systems is that, after the handset is switched on, the device is 

vulnerable to misuse should it be left unattended or stolen. No continuous authentication 

mechanism resides on second generation mobile handsets in order to ensure that the user is 

the registered subscriber throughout the duration the handset remains powered on. 

In addition, the PIN is a secret-knowledge authentication approach, and thus relies upon 

some knowledge that the authorised user has. Unfortunately, secret-knowledge based 

techniques have been found to be inherently insecure, due in many cases to the authorised 

users themselves (Lemos, 2002; Morris & Thompson, 1979). Reasons for insecurity can 

include noting the PIN on paper and telling it to friends. One implementation of the PIN on 

mobile handsets that does curb attacks is by allowing the user to enter the PIN a limited 

number of times (typically three) and thus removing the possibility of brute force attacks 

(entering every possible combination of PIN input). 
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More recently, a few handset operators and manufacturers have identified the need to 

provide more secure authentication mechanisms. For instance, Sagem (2002) developed a 

handset with fingerprint reader showcasing future product functionality and Atrua 

Technologies have developed a directional menu pad (similar in appearance to a mouse- 

pad contained on a laptop) that also provides fingerprint recognition (Atrua, 2004). To date 

however, only one commercial handset exists that provides alternative point-of-entry 

authentication to the PIN, and that has been developed for Japan's NTT DoCoMo network 

operator. The F505i handset comes equipped with a built-in fingerprint sensor, providing 

biometric authentication of the user (NTT DoCoMo, 2004a). Although fingerprint 

technology increases the level of security available to the handset, the implementation of 

this mechanism has increased handset cost, and even then the technique remains point-of- 

entry only and intrusive to the subscriber. 

However, given the introduction of third generation mobile networks, it can be argued that 

handsets will represent an even greater enticement for criminals: 

1. More technologically advanced mobile handsets - 3G handsets will be far more 

advanced than current mobile phones with many having much of the functionality 

of PDAs. As such 3G handsets will be more expensive and subsequently attractive 

to theft, resulting in a financial loss to the subscriber. 

2. Availability of data services - 3G networks will provide the user with the ability to 

download and purchase a whole range of data services and products that would be 

charged to the subscribers account. Additionally 3G networks will provide access 

to bank accounts, share trading and making micro-payments. Theft and misuse of 

the handset would result in financial loss for the subscriber. 
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3. Personal Information - 3G handsets will be able to store much more information 

than current handsets. Contact lists will not only include name and number but 

addresses, dates of birth and other personal information. 3G handsets may also be 

able to access personal medical records and home intranets and their misuse would 

result in a personal and financial loss for the subscriber. 

To combat these security issues, the 3GPP has drawn up standards concerning security on 

3G handsets. In a document called "3G - Security Threats and Requirements" (3GPP, 

1999) the requirements for authentication are outlined, stating: 

"It shall be possible for service providers to authenticate users at the start 
of, and during, service delivery to prevent intruders from obtaining 
unauthorised access to 3G services by masquerade or misuse of priorities" 

The important consequence of this standard is to authenticate subscribers during service 

delivery, an extension of the 2G point-of-entry authentication, which requires continuous 

monitoring and authentication. This could be best achieved through a non-intrusive or 

transparent technique so users would not be aware that authentication is taking place, 

avoiding the user having to stop a call in order to re-enter a PIN for instance. However, 

network operators, on the whole, have done little (with the previous DoCoMo exception 

noted) to improve authentication security, let alone provide a mechanism for making it 

continuous. 
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2.3.2 Personal Digital Assistant 

The name Personal Digital Assistant or PDA, describes a fairly broad range of mobile 

devices with respect to the hardware configuration and computing power. Early models 

provided little more than simple electronic storage of schedules and contact details 

(Forman & Zahorjan, 1994). More recently, PDAs have been enhanced with faster 

processors and enough add-on storage capability to watch movies, as well as various 

additional built-in components such as cameras, microphones, speakers, keypads and touch 

sensitive screens. Figure 2.3 illustrates two such devices, each utilising one of the two 

principal operating systems to be found on PDAs. The HP iPAQ is running Microsoft's 

Windows for Mobile 2003 for Pocket PCs and the Palm Tungsten C which runs the Palm 

OS (HP, 2004; PalmOne, 2004). 

Wi-Fi & Bluetooth 
r 

Speaker 

Biometric 
Fingerprint Reader 

Microphone 

Figure 2.3: (a) HP IPAQ H5550 (b) Palm Tungsten C 

Touch Sensitive 
Screen 

Thumb-Sized 
Keyboard 

Unlike mobile handsets, where the authentication mechanism is determined by the cellular 

standard, such as GSM, and all handsets manufacturers have to conform to at least this 

22 



Chapter 2- Review of Authentication on Mobile Devices 

level of protection, the authentication mechanism on PDAs is determined by the operating 

system. To date, both the main operating systems have deployed password or PIN based 

authentication, with the occasional high end model containing a fingerprint sensor, as 

illustrated by the HP iPAQ. The additional security provided by this IPAQ really is the 

exception rather than the rule, as only one particular model of iPAQ (incidentally the most 

expensive) contains the sensor, with the remaining models relying upon a password or 

PIN. None of the Palm-based PDAs contain any authentication security beyond secret- 

knowledge based approaches as standard. A number of companies are beginning to provide 

authentication mechanisms for PDAs. Romsey Associates has developed a signature 

recognition approach for use on Palm and Windows based PDAs (PDALok, 2004a), and 

Domain Dynamics, a company specialising in authenticating a person by their voice 

(known as Voice Verification) has designed software compatible with PDAs, although to 

the authors best knowledge, no commercial PDAs have deployed the technique to date 

(Domain Dynamics, 2004). Although, as with NTT DoCoMo's handset with fingerprint 

sensor, this additional security mechanism does not provide any additional security beyond 

point-of-entry. 

Similarly to mobile handsets, the use of any authentication approach on a PDA is optional, 

with a user having (where applicable) the choice of which technique to use, a PIN or a 

password. However, due to the lack of education and a perception that PDAs are not as 

susceptible to misuse and attack as normal desktop computers a large number of users do 

not utilise any technique. A survey has found one in four corporate respondents do not 

protect their device, with two out of three firms having no PDA guidelines on security 

(Kelly, 2002). Although this argument or approach may well have been appropriate with 

older PDAs with reduced functionality and importantly no wireless access technology, this 

is no longer true today. With PDA's able to access the internet and corporate networks 
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independently of their desktop computer through technologies such as Wi-Fi, corporate 

networks once thought to be secure are finding their networks open to attack due to the 

weaknesses PDAs introduce (Moore, 2001). Conversely, however, a recent survey of 230 

business professionals found that 81% felt that the information on the PDA was either 

somewhat or extremely valuable and 70% were interested in having a security system for 

their PDA, with 69% willing to pay more for a PDA with security than one without (Shaw, 

2004), clearly demonstrating a need for more secure authentication on PDAs. 

An additional problem found with PDAs is that they tend to be used as a store for 

passwords that can be used for other computer systems, such as their office computer 

(Protocom, 2003). A typical reason for this is due to network administrators who are aware 

of the weaknesses of password based authentication mechanisms, requesting their 

employees to regularly change their password. Moreover, network administrators also 

place conditions on the selection of passwords, such as they must contain a mixture of 

upper, lower case characters and numbers, and exceed 8 characters, which places an extra 

burden upon the employee to remember their password (Federal Information Processing 

Standards, 1985). Some companies go as far as generating random passwords to be used by 

employees. To remember such passwords, employees have traditionally tended to write 

them down and place the post-it-note on the under side of the keyboard or under the mouse 

pad (Smith, 2002); however more recently PDAs are being used. However, as PDA's 

themselves quite frequently have no authentication security, the subsequent misuse of the 

PDA would provide the impostor not only with the information stored upon the PDA, but 

with the means of accessing a number of additional computing systems. 

In all, PDAs in general suffer the same authentication weaknesses as their handset 

counterparts, but have the additional problem that misuse of the PDA does not only 
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compromise the data stored upon the device and the services which can subsequently be 

accessed by the device, but the PDA can also compromise corporate network security and 

act as a loophole for impostors to access what (perhaps) were secure networking 

infrastructures. The importance therefore to continually ensure user identity becomes even 

more paramount for corporate businesses. 

2.3.3 Laptop Computer 

The laptop computer, comparable to traditional desktop computing in terms of 

computational and storage capacity than other mobile devices, represents the largest of the 

mobile devices. The authentication mechanisms deployed on a laptop can therefore be 

quite diverse and mimic those deployed on standard PCs. This section focuses upon the 

traditional and widely adopted method of authentication. Unsurprisingly, this method has 

been password based. Although, as previously mentioned, network administrators and 

operating systems can be configured to accept passwords that are more difficult to hack 

and attack, the weakness of password based techniques on PCs and laptops has been well 

documented over the years. A noted book by Denning (1999), describes a number of 

techniques used to attack passwords, such as brute force attacks, packet sniffing, the use of 

malware (malicious software, i. e. Trojan horses) and social engineering, to name a few of 

the principal approaches. 

These weaknesses of secret knowledge based techniques have been identified and 

addressed by a number of companies that have required high level security protection for 

their laptop. Typically, this protection has taken the form of either an integrated or add-on 

fingerprint sensor, such as Acer's Travelmate 740 (Lemon, 2001). The UK government has 
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gone a stage further when computerising the ministerial red box by providing 

authentication of the person through their fingerprint and a special personal signet ring 

(token based approach), as illustrated in Figure 2.4, providing two-factor authentication 

(BBC News, 1998). 

Figure 2.4: Secure Ministerial Red Box with Fingerprint & Token Authentication 

It can be noted the principal authentication mechanism for all categories of mobile device 

is a secret-knowledge based approach. The technique in itself is not necessarily weak, with 

sufficiently long and random passwords providing a strong mechanism against brute force 

attacks. Table 2.3 illustrates an analysis of the Average Attack Space required in order for 

a brute force attack to compromise the password (Smith, 2002). The Average Attack Space 

is calculated based upon the number of permutations a password can take. For instance a 

truly random 4-digit number will have 104 possible permutations. As the number of 

permutations tends to increase significantly with larger password lengths, it is normal to 

translate this number into the Average Attack Space by logging (to the base 2) the number 

of permutations and rounding up (as it is not possible to have a partial bit). 
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Example Number of Permutations Average Attack Space 

4-digit number based upon a date 512 (336 not rounded) 9 bits 

Random 4 digit number 16,384 (10,000 not rounded) 14 bits 

Random 10-letter English text 65,536 16 bits 

Average Attack Space = log2(m") 

Where m= number of random characters; n= number of digits 

Table 2.3: Average Attack Space of Secret-Knowledge Approaches 

From Table 2.3 it can be seen how the Average Attack Space is significantly reduced from 

14 bits to 9 bits when the password or PIN is not chosen randomly, reiterating the 

importance of choosing random passwords. 

Although theoretically the foundations of secret knowledge approaches can be strong, they 

also have many weaknesses. These are typically based upon technological weaknesses and 

in appropriate use by the end-user. Taking a broader look at the deployment of secret 

knowledge approaches within a more mature computing environment such as desktop PCs, 

the password from a technical perspective has repeatedly been shown to be lacking, with 

applications developed to hack, capture and circumvent passwords. Although many of 

theses techniques have not currently be found on PDAs and mobile handsets, the 

increasing functionality and popularity of these devices will undoubtedly make them 

targets in the future. From a usability perspective, Kevin Mitnick, a leading figure in IT 

security and infamous former computer hacker has argued how the end-user is the weakest 

link in the security chain (Temple & Regnault, 2002). Using authentication techniques that 

rely on the user for their validity would therefore inherently make secret-knowledge based 

techniques insecure, as previous studies have highlighted (Protocom, 2003; Morris & 

Thompson, 1979). 
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In addition, Microsoft's Chief Architect and co-founder Bill Gates has recently been 

quoted as saying "passwords are dead" (Kotadia, 2004), citing numerous weaknesses and 

deficiencies that password based techniques experience. Unfortunately for mobile devices, 

the authentication technique Mr. Gates recommends is the deployment of token based 

authentication and/or one-time passwords. As previously explained within the context of a 

mobile handset, token based authentication was originally envisaged to be provided by the 

SIM card itself. However, due to the mobile nature of the device, both the device and the 

authentication token in its traditional from would tend to be left together removing any 

security the token may have provided. This does not however discount token-based 

approaches altogether. Through utilising proximity sensors it would be possible to develop 

tokens that could be worn, such as jewellery, but authenticate wirelessly without any 

physical connection. The range of the sensor can be carefully controlled to ensure neither 

the device or the person is too far away without locking the device. 

Although this technique is feasible, and arguably increases user convenience over 

traditional approaches, as no interaction is required, the use of the token-based approach 

still requires the user to remember to wear the token, relying on the primary weakness of 

security, the user. A second potential weakness, depending on the form the token takes, is 

from theft. If a person is able to steal the mobile device they could also arguably have the 

opportunity of taking the token, allowing authentication free misuse. Finally, the cost of 

manufacturing and deploying this technique must be considered. Both software and 

hardware would need to be developed and deployed across a large number of mobile 

devices. In addition, mechanisms must also be present to replace lost and broken tokens, 

increasing the customer service cost of providing the mechanism. 
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2.4 A Survey of Subscriber Attitudes 

The previous sections have described the authentication mechanisms deployed on mobile 

devices, giving technological arguments to their weaknesses. The introduction and success 

of any new product or technology, however, will rely heavily upon customer perceptions. 

If a customer perceives a product or service to be unreliable, even though it perhaps is not, 

then the product or service is likely to encounter poor adoption. Mobile devices and 

authentication are by no means an exception to this rule so a survey was commissioned to 

evaluate subscribers' attitudes and opinions towards security. Given the wider adoption of 

mobile handsets over other mobile devices, this survey was focussed directly at the users 

of mobile handsets in particular. The survey was designed to evaluate: 

" current and future handset and service requirements, 

" current and future attitudes towards authentication. 

The survey ran for a period of two years, and a total of 297 respondents completed the 

online questionnaire. A copy of this questionnaire, along with the raw results can be found 

in appendix A. 

2.4.1 Demography 

The survey was distributed online with a single stipulation, the respondent had to be a 

current or past user of a mobile handset. Due to the natural distribution of the survey, 

amongst a majority of engineering and computing students, it was found a large proportion 

of respondents were male in the 17-24 age bracket. In all, 86% of the respondents are male 
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and 71% of the respondent's population fall into the 17-24 age bracket. Although this is 

likely to skew the results from an age dependent analysis, the magnitude of this variation is 

not as large as it might initially appear, as the 15-24 year age bracket has been shown to 

have the largest mobile phone penetration of all age groups, with an 86% penetration 

(Competitive Commission, 2003). In addition, a recent study performed by the 

international research group NOP, found there were no large differences in the willingness 

to spend more for mobile services between men and women (Cellular Online, 2004b). 

An analysis of the respondents' service providers choice as illustrated in Table 2.4 shows a 

variation in overall market share in comparison to the actual UK figures, with 38% of the 

respondents connected to Orange compared to a national figure of 28%. Although the 

reasons why this percentage difference occurred are unknown, it can be argued that with a 

mobile handset population of 45 million in the UK (Competition Commission, 2003) 

operator variations will arise with such a small sample population such as this survey. The 

nature of this difference should not affect the results of the survey with respect to service 

and authentication as all network operators currently have very similar service offerings 

and an identical authentication mechanism. 

Company 
UK Market 

Share In 2001 
oýa +r 

Network Share of 
Surveyed Users (%) 

Orange 28 38 
02 25 8 

T-Mobile 23 22 

Virgin (included within 
T-Mobile) 2 

Vodafone 25 25 
Other - 5 

'Source: Competition Commission, 2003 

Table 2.4: Network Operators Market Share 
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The mobile manufacturer Nokia has a 54% share of respondents handsets with the nearest 

competitor Motorola having 8%, followed by Samsung and Siemens, This is also reflected 

with global handset sales in Q3 of 2003 with Nokia, Motorola, Samsung and Siemens 

having 50%, 15%, 11% and 5% (Cellular Online, 2003). So customer preferences towards 

a particular brand of handset and features should be adequately reflected within the 

respondent population. 

2.4.2 Handset Purchasing Considerations 

With many key mobile markets becoming saturated, with over 70% of Europeans using a 

mobile (3G, 2003), mobile handset manufacturers and network operators are looking to 

generate revenue from current subscribers upgrading their existing handset to a newer and 

more advanced handset. It was decided to gauge the relative importance of numerous 

factors subscribers placed upon deciding which network operator and handset to purchase, 

looking in particular how security was viewed within this context. 

Table 2.5 illustrates what factors customers take into account when considering which 

network operator to subscribe to. The most important factor is the price of the handset deal, 

which is not unsurprising as cost tends always to be a key deciding factor. Network 

coverage and reliability came next, which again are fundamental to the operation of the 

handset. Security features along with operator loyalty came last. This could be due to the 

fact that currently all network operators provide an identical mechanism for authentication 

of the user, so the subscriber has no means of differentiating between operators, or 

alternatively could be an indication that users do not feel security to be a particularly big 

issue. 
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C id ti 
Rank % 

ons era on Low Medium Hi h 
Choice of Handset 12 40 =- 48 
Network Coverage 2 27 71 
Operator LoLoyalty 21 = 51- 28 
Prices, Deals etc 4 19 77 

Reliability 3 28 70 
Security Features 26 51- 23 

Table 2.5: Considerations when Choosing your Network Operator 

However, when respondents where asked to rank the factors affecting their choice of 

mobile handset, security features came second to battery life suggesting customers are 

indeed security conscious, but perceive the issue to be a handset dependent rather than 

network operator one. Functionality such as personalising your handset through swappable 

features, games and accessories are low on the list of customer's priorities. 

Consideration Rank 
Low Medium High 

Accessories 39 44 17 
Batte Life 5 33 61 

Brand Loyalty 32 -42 26 
Games 57 33 10 

Infra-Red/Bluetooth 37-- 35 28 
Security Features 27 - 50 23 

Swappable Fascias - 62, 32 6 

Table 2.6: Considerations when Choosing your Mobile Handset 

2.4.3 Present & Future Mobile Handset Usage 

The need for advanced authentication mechanisms has been argued to have come about 

due to the more advanced features and functionality of mobile devices, in addition to the 

relative weakness of secret knowledge based authentication approaches. However, the 

level of authentication security must be commensurate with the cost incurred with its 

misuse, otherwise the solution would be both costly and inconvenient. If subscribers only 

wish to use their handset for telephony, then the argument for more advanced 
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authentication mechanisms has been somewhat diminished. This section will analyse 

current and future handset usage in order to gauge from a customer perspective the need 

for security. 

The need to be accessible via a mobile handset is apparent from how long respondents 

leave their handset switched on for. 85% of those questioned said they kept their handset 

on for more than 10 hours a day, with only 2% leaving the handset on for less than one 

hour. This tends towards a couple of implications: 

" The need to leave the handset on comes in part from the need to stay in touch. So is 

the mobile handset the users' principal means of achieving this? Those switching 

on for less than one hour are likely to be users who only switch on when they wish 

to use the handset, thus either not wishing to be kept in contact with or they have 

another principal means of communication such as a landline telephone. Those 

users leaving their handset on for a long period of time are likely to consider their 

handset to be their major means of contact, illustrating both the reliance users place 

in their mobile and a long-term commitment to the technology. 

" As a large proportion of respondents are leaving their handset on for long periods 

of the day, an issue of security arises particularly for those users with no standby 

PIN protection - this particular approach requests the user to enter the PIN in order 

to take the handset out of standby mode. However, this tends to be a very intrusive 

authentication approach, and this is reflected by many of the manufacturers not 

implementing this function. From the survey, 82% of respondents do not use any 

form of secondary PIN protection. This results in a significant number of handsets 

being unlocked and unprotected for long periods of the day, introducing the 

possibility of authentication free masquerade attacks. 
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The survey suggests that current mobile handset usage is dominated by two services, 

telephony and text messaging, as illustrated in Figure 2.5. 

Figure 2.5: Present Mobile Handset Usage 

Although usage for other data services is lower, with 36% accessing WAP services and 

26% accessing Information Services, it has to be noted that these are growing services. A 

recent report stated users accessed 947 million WAP page impressions in November 2003, 

up from 897 the previous month (Broersma, 2004). In addition, an analysis of future 

handset usage trends, illustrated in Figure 2.6, shows the majority of future services 

suggested would be used to a favourable degree. MMS (Multi-Media Messaging), now 

currently available on handsets, and GPS (Global Positioning Service) are the most popular 

with 80 and 82 percent respectively. Video conferencing, music downloading and video on 

demand are also popular with over 60% of respondents. 
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Figure 2.6: Future Mobile Handset Usage 

Interestingly, eCommerce (known as mCommerce for mobiles - Mobile Commerce) was 

not overly popular, with only 48% of respondents wishing to use such a service, which 

given the level of investment towards online commerce might be disappointing to some 

(Nohria & Leestma, 2001). 

Additional services and functionality that were suggested by respondents included, "digital 

money", "digital camera", "true internet access", "remote link to car and house alarms", 

"infra-red remote control" and "a security code to access SMS inbox". Many of these ideas 

already exist with cameras a common occurrence on handsets. The suggestion of a security 

code to access the SMS inbox is a reflection upon the lack of security provided to the 

handset whilst it is on, with their privacy being affected as others read their text messages. 

Overall, 90% of respondents have answered positively towards one or more forms of 

additional service. 
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