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Software License Agreement

Software License Agreement

Mitel, hereinafter known as “Seller”, grants to Customer a personal, worldwide, non-transferable,
non-sublicenseable and non-exclusive, restricted use license to use Software in object form solely
with the Equipment for which the Software was intended. This Product may integrate programs,
licensed to Mitel by third party Suppliers, for distribution under the terms of this agreement. These
programs are confidential and proprietary, and are protected as such by copyright law as unpublished
works and by international treaties to the fullest extent under the applicable law of the jurisdiction of
the Customer. In addition, these confidential and proprietary programs are works conforming to the
requirements of Section 401 of title 17 of the United States Code. Customer shall not disclose to
any third party such confidential and proprietary programs and information and shall not export
licensed Software to any country except in accordance with United States Export laws and
restrictions.

Customer agrees to not reverse engineer, decompile, disassemble or display Software furnished in
object code form. Customer shall not modify, copy, reproduce, distribute, transcribe, translate or
reduce to electronic medium or machine readable form or language, derive source code without the
express written consent of the Seller and its Suppliers, or disseminate or otherwise disclose the
Software to third parties. All Software furnished hereunder (whether or not part of firmware), including
all copies thereof, are and shall remain the property of Seller and its Suppliers and are subject to
the terms and conditions of this agreement. All rights reserved.

Customer's use of this software shall be deemed to reflect Customer's agreement to abide by the
terms and conditions contained herein. Removal or modification of trademarks, copyright notices,
logos, etc., or the use of Software on any Equipment other than that for which it is intended, or any
other material breach of this Agreement, shall automatically terminate this license. If this Agreement
is terminated for breach, Customer shall immediately discontinue use and destroy or return to Seller
all licensed software and other confidential or proprietary information of Seller. In no event shall
Seller orits suppliers or licensors be liable for any damages whatsoever (including without limitation,
damages for loss of business profits, business interruption, loss of business information, other
pecuniary loss, or consequential damages) arising out of the use of or inability to use the software,
even if Seller has been advised of the possibility of such damages.
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About this guide

This guide explains how to use the administrator features of the Mitel MiVoice 6900 Series (6920,
6930, and 6940) IP phones that can be accessed through the IP phones’ advanced Settings menu
and Web UL.

Mitel MiVoice 6920 Mitel MiVoice 6930
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This document contains information that is at a technical level, more suitable for system and network
administrators. Prior knowledge of IP telephony concepts is recommended.

Supporting documentation

To access phone and system-specific documentation:

1. Log in to Mitel Connect.

2. Inthe left-hand menu, click Mitel OnLine.

3. Click Product Documentation under the Support section.

4. Select PDF Guides and Online Help under the End User Documents drop-down menu.
5

In the left-hand menu, navigate to Telephones.


https://connect.mitel.com/idp/app_login.xhtml?app=1&target=%2Fconnect%2Fportal%2Fselfservice%2Fprofile%2Findex.xhtml

Getting started

Getting started

The Mitel MiVoice 6900 Series IP phones must be set up and be configured prior to its first use. This
section describes phone behavior and start up screens you may see when the phone is first plugged
in, or when it is restarted.

Plugging in and starting the phone

The Mitel MiVoice 6900 Series IP phones automatically begins the start up and network discovery
sequence as soon as it is connected. The phone goes through this process the first time you plug
in your phone and every time you restart your phone.

WARNING: DO NOT PRESS THE SETTINGS KEY UNTIL THE NETWORK DISCOVERY
SEQUENCE REACHES 20% WAITING FOR LAYER2 DATA STAGE.

The phone displays the following startup screens:

> Mitel > Mitel

Waiting for Network Waiting for Layer 2 data

> Mitel

Phone IP Address 192.168.0.50 Subnet 255.255.255.0

>0 Mitel >0 Mitel

VLAN None Prioirty 6 3 5
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The Mitel MiVoice 6900 Series IP phone then contacts the call server and completes the start up
process.

> Mitel > Mitel

Starting Minet Contacting Server 192.168.0.10

> Mitel

Boot completed successfully

WARNING: DO NOT UNPLUG OR REMOVE POWER TO THE PHONE DURING THE START
UP PROCESS.
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Settings menu

Basic menu

The (Settings) key provides access to the Settings menu.

Mitel MiVoice 6920 Settings Mitel MiVoice 6930 Settings
<o R[] & 4> < ® o =~ [ & +» 3 >
Status Status
Select Advanced Log Issue Close Select Advanced Log Issue Close

Mitel MiVoice 6940 Settings

Settings

Language Voicemail Call Forward Status Config
Teleworker
—_———
Diagnostics Bluetooth Audio Display Restart
Advanced Log Issue Close

This menu provides a single location to access all the phone settings. The basic Settings menu
provides access to the following user-level phone settings:

Icon Setting
Status

@ Language
Qo Voicemail
Ry Call Forward

Config Teleworker

-ﬂ,- Diagnostics
o

* Audio Diagnostics
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Setting

* Ping

« TCP DUMP

¢ DHCP Trace

Bluetooth (6930 and 6940 only)

Audio

* Ring Tones

¢ Audio Path

Display

ClOlala 2w 00|

Restart

Note: Aside from Status, all other user-level settings are outside of this document’s scope. For
detailed information on the remaining user-level phone settings, see the respective model’s Mitel
MiVoice IP Phone User Guide.

The basic Settings menu also provides a Log Issue softkey. When pressed, two log files are
generated; dumpstate-logissue.txt and dumpstate-phoneinfo.txt.

The dumpstate-phoneinfo.txt log file contains Call Server revision and phone DN.

The dumpstate-logissue.txt log file contains the following information:

Date and time.

IP phone model, firmware version, firmware timestamp, and source control revision.
Detailed memory information.

Detailed CPU information.

Detailed Display Message (DMESG) information.

Detailed process information.

Detailed file system information.

Detailed network status information.

Detailed kernel information.

The dumpstate-logissue.txtand dumpstate-phoneinfo.txtlog files can be downloaded using the Mitel
Web Ul (see “Collect/tar Logs and Get Log Files” on page 39) or remotely using the MiVoice Business
System Administration Tool (see “Remote collection of log files” on page 43).
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Advanced menu
By pressing or tapping the Advanced softkey and entering the Administrator password (default
73738) the following additional administrator-level settings are available for selection:

Mitel MiVoice 6920 Advanced menu Mitel MiVoice 6930 Advanced menu

<o e [4] & A > <@ o 2 (4 & A B >

Status Status

Select :A\ratars ' Close Select . Avatars Close

Mitel MiVoice 6940 Advanced menu

@ Qo R M G

Config
Teleworker

A+ 3 O B

Diagnostics Bluetooth Audio Display Network

Language Voicemail Call Forward Status

Avatars ! Close
i

Notes:

1. The Avatars softkey is displayed on all Mitel MiVoice 6900 Series IP phones. However, Avatars
are supported only on the Mitel MiVoice 6940 IP phone. Pressing or tapping the Avatars
softkey clears the cache on the Mitel MiVoice 6900 Series IP phone.

2. Avatars are updated after a preset timer duration on the System Administrator tool.

3. The 6940 IP phone validates new Avatars during the next call or reboot.

Icon Setting

Network

&5
.g. « Settings
€
55

* Ethernet Ports

* VLAN Settings

&5 .« 802.1x

.Q. « Network Services
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Icon Setting
8 PIN
a » Erase PIN
EI + Modify PIN
O Restore Default

The sections that follow provide information regarding the above administrator-level settings
available on the Mitel MiVoice 6900 Series IP phones.

Status

The Status menu on the Mitel MiVoice 6900 Series IP phones is a read-only menu that displays
general phone information and the current network status details. The Status menu is available to
both users and Administrators and does not require a password to access.

Mitel MiVoice 6920 Status Mitel MiVoice 6930 Status
Net. General I.. IP Address Network General Info IP Address
Net. Persist. D... Network Persist. Data .
Subnet Mask Subnet Mask
MNet. DHCP Info Network DHCP Info
e Gateway Metwork QoS Gateway
Port Info
Port Info
Phone Info
Cancel Cancel

Mitel MiVoice 6940 Status

Network General Info IP Address 10.30.100.109
Network Persist. Data Subnet Mask 255.255.255.0
Network DHCP Info Gateway 10.:
Network Static QoS MAC Address 08-00-0F-9F-96-68
Port Info Current Call Server IP Addr... 10.35.9

Phone Info Call Server1 IP Address 10.35

Call Server2 IP Address

Cancel

10
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The following table outlines the information displayed in the Status menu:

Item Description

Network General Info Displays information on the following general network parameters currently
configured on the IP phone:

* |IP Address

* Subnet Mask

» Gateway

* MAC Address

* Current Call Server IP Address
» Call Server1 IP Address
» Call Server2 IP Address
» Call Server3 IP Address
» Call Server4 IP Address
* TFTP Server IP Address
* TFTP Server Port

» File Sever

« IPA IP Address

* Primary DNS

» Secondary DNS

Network Persist. Data Displays information regarding the IP addresses of the call servers the IP
phone is currently connected to.

Network DHCP Info Displays information regarding the current DHCP status, Renewal Time
Values (T1), and Rebinding Time Values (T2).

Network Static QoS Displays information regarding the current VLAN, L2P, and DSCP Quality of

Service (QoS) parameters.

Port Info Displays information on the port speeds and duplex methods that the IP
phone is currently using on its LAN and PC ports.

Netwo

Phone Info Displays information regarding the model, hardware revision, main firmware
version, boot version of the IP phone, and phone uptime, as well as the call
server firmware revision.

Note: The Mitel MiVoice 6900 Series IP phones support DHCP Options 43 and 125.

rk

The Network menu allows you to configure the following network settings:

Static Network Settings
Ethernet Ports

VLAN Settings

802.1x

Network Services

1"
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Static Network Settings
The Mitel MiVoice 6900 Series IP phones can be configured to utilize DHCP or static network settings.

The Static Network Settings sub-menu allows you to configure network settings on your phone
manually. Configuring static network settings automatically disables DHCP functionality.

To manually configure static network settings on the Mitel MiVoice 6920/6930 IP phone:
1. Pressthe (Settings) key on the phone to enter the Settings menu.
2. Press the Advanced softkey.

3. Inputthe Administrator password using the dialpad keys (default is 73738) and press the Enter
softkey.

4. Navigate to Network > Static Settings using the navigation keys and press the Select softkey.

Mitel MiVoice 6920 Static Network Settings Mitel MiVoice 6930 Static Network Settings
Static Network Settings Static Network Settings
IP Address ] IP Address ( ]
Subnet Mask Subnet Mask
Gateway Gateway
Primary DNS Primary DNS
Secondary DNS Secondary DNS
Call Server IP Address 192.168.0.10 Call Server IP Address 192.168.0.10
Save Backspace . Cancel Save Backspace . Cancel

5. Navigate to the applicable parameter’s input field using the navigation keys and enter in the
respective values using the dialpad keys. Applicable parameters include:

* |IP Address:
IP address of the IP phone.

* Subnet Mask:
The IP address range local to the IP phone.

+ Gateway:
The IP address of the network’s gateway or default router IP address.

* Primary DNS:
The IP address of the primary DNS server.

+ Secondary DNS:
The IP address of the secondary DNS server.

e Call Server IP Address:
The IP address of the call server.

* TFTP Server IP Address:
The IP address of the Trivial File Transfer Protocol (TFTP) server.

 TFTP Server Port:
The TFTP port the TFTP server uses.

12
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File Server:
The URL of the File Server. Used for migrating Mitel MiVoice 6900 Series IP phones from
MiNet to SIP. Refer to the SIP Administrator Guide for more information.

IPA IP Address:
IP address of the IP Phone Analysis (IPA) server.

Note: The Backspace softkey can be used to delete the last digit/character entered and the
dot (".") softkey can be used to enter a dot where applicable.

6. Press the Save softkey to save your changes.

To manually configure static network settings on the Mitel MiVoice 6940 IP phone:
Press the (Settings) key on the phone to enter the Settings menu.

1.
2,
3.

Tap the Advanced softkey.

Input the Administrator password using the dialpad keys (default is 73738) and tap the Enter
softkey.

Tap the Network icon.

Tap the Static Settings icon.

Mitel MiVoice 6940 Static Network Settings

Static Netwaork Settings

IP Address || ]
Subnet Mask
Gateway
Primary DNS
Secondary DNS
Call Server IP Address 192.168.0.10
TFTP Server IP Address 192.168.0.20
Save Backspace . Cancel

Tap the applicable parameter’s input field and enter in the respective values using the dialpad
keys. Applicable parameters include:

IP Address:
IP address of the IP phone.

Subnet Mask:
The IP address range local to the IP phone.

Gateway:
The IP address of the network’s gateway or default router IP address.

Primary DNS:
The IP address of the primary DNS server.

Secondary DNS:
The IP address of the secondary DNS server.

Call Server IP Address:
The IP address of the call server.

13
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* TFTP Server IP Address:
The IP address of the Trivial File Transfer Protocol (TFTP) server.

* TFTP Server Port:
The TFTP port the TFTP server uses.

* File Server:
The URL of the File Server. Used for migrating Mitel MiVoice 6900 Series IP phones from
MiNet to SIP. Refer to the SIP Administrator Guide for more information

 IPAIP Address:
IP address of the IP Phone Analysis (IPA) server.

Note: The Backspace softkey can be used to delete the last digit/character entered and the
dot (".") softkey can be used to enter a dot where applicable.

Tap the Save softkey to save your changes.

Ethernet Ports

The Mitel MiVoice 6900 Series IP phones have two built-in 10/100/1000 Ethernet ports (one LAN
and one PC) located on the back of the phone.

The Ethernet Ports sub-menu allows you to change the speed and duplex method of the IP phone’s
LAN and PC ports as well as enable or disable port mirroring.

To configure ethernet port options on the Mitel MiVoice 6920/6930 IP phone:

1.
2,
3.

Press the (Settings) key on the phone to enter the Settings menu.
Press the Advanced softkey.

Input the Administrator password using the dialpad keys (default is 73738) and press the Enter
softkey.

Navigate to Network > Ethernet Ports using the navigation keys and press the Select softkey.

Mitel MiVoice 6920 Ethernet Ports Mitel MiVoice 6930 Ethernet Ports
LAM Port LAN Port

PCPort PC Port

Port Mirroring Port Mirroring

Save Cancel Save Cancel

With LAN Port highlighted, press the right navigation key to navigate to the selection column
and use the up and down navigation keys to select the desired speed and duplex method.
Applicable values include:

*  Auto (Default):
Auto-negotiation is when two connected devices choose common transmission parameters.
In the auto-negotiation process, the connected devices share their speed and duplex
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capabilities and connect at the highest common denominator (the highest speed being
1000Mbps and highest duplex being full). Auto-negotiation can be used by devices that are
capable of different transmission rates, different duplex modes, and/or different standards
at the same speed. You can set the ports on the IP phone to auto-negotiate during
transmission.

* Half 10Mbps or Half 100Mbps:
Half-duplex data transmission means that data can be transmitted in both directions on a
signal carrier, but not at the same time. For example, on a LAN using a technology that has
half-duplex transmission, one device can send data on the line and then immediately receive
data on the line from the same direction in which data was just transmitted. Half-duplex
transmission implies a bidirectional line (one that can carry data in both directions). On the
IP phone, you can set the half-duplex transmission to transmit in 10Mbps or in 100Mbps.

Press the left navigation key to navigate back to the LAN Port options column and then press
the down navigation key to highlight the PC Port option.

With PC Port highlighted, press the right navigation key to navigate to the selection column and
use the up and down navigation keys to select the desired speed and duplex method. The PC
port shares the same applicable values as the LAN port above (Auto, Half 10Mbps, and Half
100Mbps).

Press the left navigation key to navigate back to the PC Port options column and then press
the down navigation key to highlight the Port Mirroring option.

With Port Mirroring highlighted, press the right navigation key to navigate to the selection
column and use the up and down navigation keys to enable or disable (default) port mirroring.
Port mirroring allows you to mirror the LAN and PC ports to and from the phone for debugging
purposes.

10. Press the Save softkey to save your changes.

To configure ethernet port options on the Mitel MiVoice 6940 IP phone:

1.
2,
3.

Press the (Settings) key on the phone to enter the Settings menu.
Tap the Advanced softkey.

Input the Administrator password using the dialpad keys (default is 73738) and tap the Enter
softkey.

Tap the Network icon.

15



Mitel MiVoice 6900 Series IP Phones - Release 1.2 Administrator Guide

16

5. Tap the Ethernet Ports icon.

Mitel MiVoice 6940 Ethernet Ports

Ethernet Ports

LAN Port & Auto
PC Port Half 10Mbps

Port Mirroring Half 100Mbps

Save Cancel

6. With LAN Port highlighted, tap the desired speed and duplex method. Applicable values include:

1.

Auto (Default):

Auto-negotiation is when two connected devices choose common transmission parameters.
In the auto-negotiation process, the connected devices share their speed and duplex
capabilities and connect at the highest common denominator (the highest speed being
1000Mbps and highest duplex being full). Auto-negotiation can be used by devices that are
capable of different transmission rates, different duplex modes, and/or different standards
at the same speed. You can set the ports on the IP phone to auto-negotiate during
transmission.

Half 10Mbps or Half 100Mbps:

Half-duplex data transmission means that data can be transmitted in both directions on a
signal carrier, but not at the same time. For example, on a LAN using a technology that has
half-duplex transmission, one device can send data on the line and then immediately receive
data on the line from the same direction in which data was just transmitted. Half-duplex
transmission implies a bidirectional line (one that can carry data in both directions). On the
IP phone, you can set the half-duplex transmission to transmit in 10Mbps or in 100Mbps.

Tap PC Port located in the left column.

With PC Port highlighted, tap the desired speed and duplex method. The PC port shares the
same applicable values as the LAN port above (Auto, Half 10Mbps, and Half 100Mbps).

Tap Port Mirroring located in the left column.

. With Port Mirroring highlighted, tap Enable or Disable (default) to enable or disable port

mirroring. Port mirroring allows you to mirror the LAN and PC ports to and from the phone for
debugging purposes.

Tap the Save softkey to save your changes.

VLAN Settings

Virtual Local Area Network (VLAN) is a feature that allows for multiple logical Ethernet interfaces to
send outgoing RTP packets over a single physical Ethernet. By configuring specific VLAN
parameters, the Mitel MiVoice 6900 Series IP phones have the capability of adding and removing
tags, and processing the ID and priority information contained within the tag.
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The VLAN Settings sub-menu allows you to define the VLAN ID you want to associate with the
Ethernet port, configure VLAN Layer 2 Protocol (L2P) priorities, and input Differentiated Servers
Code Point (DSCP) values.

To configure VLAN settings on the Mitel MiVoice 6920/6930 IP phone:

1.
2,
3.

Press the (Settings) key on the phone to enter the Settings menu.
Press the Advanced softkey.

Input the Administrator password using the dialpad keys (default is 73738) and press the Enter
softkey.

Navigate to Network > VLAN Settings using the navigation keys and press the Select softkey.

Mitel MiVoice 6920 VLAN Settings Mitel MiVoice 6930 VLAN Settings
L2P Default No Static L2P Default No Static

L2P Voice No Static L2P Voice No Static

L2P Signaling Mo Static L2P Signaling No Static

L2P Other No Static L2P Other No Static

DSCP Default DSCP Default

Save Backspace Cancel Save Backspace Cancel

In the VLAN id input field, enter the VLAN number you want to associate with the Ethernet port
using the dialpad keys.

Press the down navigation key to navigate to the L2P-related input fields and use the left and
right navigation keys to set the desired priorities. The following L2P-related input fields are
available:
* L2P Default:
Specifies the default VLAN priority value for L2P voice, signaling, and other if they are not
specified. The value has arange of 0 to 7.

+ L2P Voice:
Specifies the VLAN priority value for L2P voice traffic in the range of 0 to 7.

+ L2P Signaling:
Specifies the VLAN priority value for L2P signaling traffic in the range of 0 to 7.

e L2P Other:
Specifies the VLAN priority value for L2P other traffic in the range of 0 to 7.

Press the down navigation key to navigate to the DSCP-related input fields and enter the desired
DSCP values using the dialpad keys. The following DSCP-related input fields are available:

+ DSCP Default:
Specifies the default DSCP value for voice, signaling, and other if they are not specified.
The value has a range of 0 to 63.

+ DSCP Voice:
Specifies the DSCP value for voice traffic in the range of 0 to 63.

+ DSCP Signaling:
Specifies the DSCP value for signaling traffic in the range of 0 to 63.

17
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* DSCP Other:
Specifies the DSCP value for other traffic in the range of 0 to 63.

Press the Save softkey to save your changes.

To configure VLAN settings on the Mitel MiVoice 6940 IP phone:

1.
2,
3.

Press the (Settings) key on the phone to enter the Settings menu.
Tap the Advanced softkey.

Input the Administrator password using the dialpad keys (default is 73738) and tap the Enter
softkey.

Tap the Network icon.

Tap the VLAN Settings icon.
Mitel MiVoice 6940 VLAN Settings

VLAN Settings

VLAN Id [ |

L2P Default No Static
L2P Voice No Static
L2P Signaling No Static
L2P Other No Static

DSCP Default
DSCP Voice

Save Backspace Cancel

In the VLAN id input field, enter the VLAN number you want to associate with the Ethernet port
using the dialpad keys.

Tap the applicable L2P-related input field and tap the left and right arrow buttons to set the
desired priorities. The following L2P-related input fields are available:

* L2P Default:
Specifies the default VLAN priority value for L2P voice, signaling, and other if they are not
specified. The value has arange of 0 to 7.

* L2P Voice:
Specifies the VLAN priority value for L2P voice traffic in the range of 0 to 7.

» L2P Signaling:
Specifies the VLAN priority value for L2P signaling traffic in the range of 0 to 7.

e L2P Other:
Specifies the VLAN priority value for L2P other traffic in the range of 0 to 7.

Tap the applicable DSCP-related input field and enter the desired DSCP values using the dialpad
keys. The following DSCP-related input fields are available:

* DSCP Default:
Specifies the default DSCP value for voice, signaling, and other if they are not specified.
The value has a range of 0 to 63.
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9.

+ DSCP Voice:
Specifies the DSCP value for voice traffic in the range of 0 to 63.
+ DSCP Signaling:
Specifies the DSCP value for signaling traffic in the range of 0 to 63.

e DSCP Other:

Specifies the DSCP value for other traffic in the range of 0 to 63.

Tap the Save softkey to save your changes.

802.1X

The Mitel MiVoice 6900 Series IP phones support IEEE 802.1X and facilitates media-level access
control. It offers the capability to permit or deny network connectivity, control LAN access, and apply
traffic policy, based on user or endpoint identity. This feature supports both the EAP-MD5 and
EAP-PEAP protocols.

The 802.1X sub-menu allows you to define the EAP authentication type as well as the identity and
password used for 802.1X authentication.

To configure 802.1X settings on the Mitel MiVoice 6920/6930 IP phone:

1.
2,
3.

Press the (Settings) key on the phone to enter the Settings menu.
Press the Advanced softkey.

Input the Administrator password using the dialpad keys (default is 73738) and press the Enter
softkey.

Navigate to Network > 802.1x using the navigation keys and press the Select softkey.

Mitel MiVoice 6920 802.1x Mitel MiVoice 6930 802.1x
EAP-Type EAP-Type ¢ EAP-MD5 3|
Identity ldentity
Password Password
Save Delete Cancel Save Delete Cancel

In the EAP type field, press the left and right navigation keys to enable an EAP authentication
type/method (EAP-MD5 or EAP-PEAP).

Press the down navigation key to navigate to the Identity input field and enter the identity or
user name used for authenticating the phone.

Note: The Backspace softkey can be used to delete the last digit/character entered and the
ABC/abc/123 softkey can be used to switch the dialpad keys from lower to uppercase as well
as from alphabetic to numeric.

19
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8.

Press the down navigation key to navigate to the Password input field and enter the password
used for authenticating the phone.

Note: The Backspace softkey can be used to delete the last digit/character entered and the
ABC/abc/123 softkey can be used to switch the dialpad keys from lower to uppercase as well
as from alphabetic to numeric.

Press the Save softkey to save your changes.

To configure 802.1X settings on the Mitel MiVoice 6940 IP phone:

1.
2.
3.

9.

Press the (Settings) key on the phone to enter the Settings menu.
Tap the Advanced softkey.

Input the Administrator password using the dialpad keys (default is 73738) and tap the Enter
softkey.

Tap the Network icon.

Tap the 802.1x icon.
Mitel MiVoice 6940 802.1x

802.1x
EAP-Type a EAP-MD5 B

Identity

Password

Save Delete Cancel

In the EAP type field, tap the left and right arrow buttons to enable an EAP authentication
type/method (EAP-MDS or EAP-PEAP).

Tap the Identity input field and enter the identity or username used for authenticating the phone
using the on-screen keyboard.

Tap the Password input field and enter the password used for authenticating the phone using
the on-screen keyboard.

Tap the Save softkey to save your changes.

Network Services

The following additional network services can be enabled/disabled using the Network Services
sub-menu on the Mitel MiVoice 6900 Series IP phones:

LLDP Settings:

Link Layer Discovery Protocol - Media Endpoint Discovery (LLDP-MED) allows for information
sharing between the IP phones and network devices such as L2 Ethernet switches. LLDP-MED
can be used to simplify the deployment of IP phones with auto-discovery. This means that IP
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phones can auto-discover network policy from an LLDP-MED compliant L2 switch to obtain
network policy information pertaining to VLAN, L2P, and DSCP.

CDP Settings:

The Mitel MiVoice 6900 Series IP phones are compatible with the Cisco Discovery Protocol
(CDP). CDP can be used on the IP phones for the purpose of configuring port duplex and speed
settings, port MAC identification, and auxiliary VLAN assignment.

Firewall Settings:
The Mitel MiVoice 6900 Series IP phones support an integrated Micro Firewall. When enabled,
the Micro Firewall filters and blocks all undesirable packets sent to the phone.

To configure additional network services on the Mitel MiVoice 6920/6930 IP phone:

1.
2,
3.

Press the (Settings) key on the phone to enter the Settings menu.
Press the Advanced softkey.

Input the Administrator password using the dialpad keys (default is 73738) and press the Enter
softkey.

Navigate to Network > Network Services using the navigation keys and press the Select
softkey.

Mitel MiVoice 6920 Network Services Mitel MiVoice 6930 Network Services
LLDP Settings LLDP Settings
CDP Settings CDP Settings
Firewall Settings Firewall Settings

Save Cancel Save Cancel

With LLDP Settings highlighted, press the right navigation key to navigate to the selection
column and use the up and down navigation keys to enable or disable LLDP services.

Press the left navigation key to navigate back to the LLDP options column and then press the
down navigation key to highlight the CDP Settings option.

With CDP Settings highlighted, press the right navigation key to navigate to the selection column
and use the up and down navigation keys to enable or disable CDP services.

Press the left navigation key to navigate back to the CDP Settings options column and then
press the down navigation key to highlight the Firewall Settings option.

With Firewall Settings highlighted, press the right navigation key to navigate to the selection
column and use the up and down navigation keys to enable or disable the firewall services.

10. Press the Save softkey to save your changes.

To configure additional network services on the Mitel MiVoice 6940 IP phone:

1.
2,

Press the (Settings) key on the phone to enter the Settings menu.
Tap the Advanced softkey.

21



Mitel MiVoice 6900 Series IP Phones - Release 1.2 Administrator Guide

PIN

22

Input the Administrator password using the dialpad keys (default is 73738) and tap the Enter
softkey.

Tap the Network icon.

Tap the Network Services icon.
Mitel MiVoice 6940 Network Services

Network Services

LLDP Settings Disabled
CDP Settings e Enabled

Firewall Settings

Save Cancel

With LLDP Settings highlighted, tap Enable or Disable to enable or disable LLDP services.
Tap CDP Settings located in the left column.
With CDP Settings highlighted, tap Enable or Disable to enable or disable CDP services.

Tap Firewall Settings located in the left column.

. With Firewall Settings highlighted, tap Enable or Disable to enable or disable firewall services.

. Tap the Save softkey to save your changes.

The PIN menu allows you to erase and modify the registration pin. The registration pin is used to
register the Mitel MiVoice 6900 Series IP phones with the MiVB database.

Erase PIN

The Erase PIN sub-menu allows you to erase the registration pin on the IP phone.

To erase the registration pin on the Mitel MiVoice 6920/6930 IP phone:

1.
2,
3.

Press the (Settings) key on the phone to enter the Settings menu.
Press the Advanced softkey.

Input the Administrator password using the dialpad keys (default is 73738) and press the Enter
softkey.
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4. Navigate to PIN > Erase PIN using the navigation keys and press the Select softkey.

Mitel MiVoice 6920 Erase PIN Mitel MiVoice 6930 Erase PIN

Erase PIN? Erase PIN?

Cancel Cancel

5. Use the left navigation key to select Yes and press the select button (middle button in the
navigation cluster).

Note: Navigate to No and press the select button (middle button in the navigation cluster) to
cancel the request.

To erase the registration pin on the Mitel MiVoice 6940 IP phone:
1. Pressthe (Settings) key on the phone to enter the Settings menu.
2. Tap the Advanced softkey.

3. Input the Administrator password using the dialpad keys (default is 73738) and tap the Enter
softkey.

4. Tap the PIN icon.

5. Tap the Erase PIN icon.
Mitel MiVoice 6940 Erase PIN

PIN

Erase PIN
Erase PIN

Erase PIN?

Avatars Cancel Close

6. Tap Yes.

| Note: Tap No to cancel the request.
Modify PIN

The Modify PIN sub-menu allows you to modify the registration pin on the IP phone.
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To modify the registration pin on the Mitel MiVoice 6920/6930 IP phone:
1. Pressthe (Settings) key on the phone to enter the Settings menu.
2. Press the Advanced softkey.

3. Input the Administrator password using the dialpad keys (default is 73738) and press the Enter
softkey.

4. Navigate to PIN > Modify PIN using the navigation keys and press the Select softkey.

Mitel MiVoice 6920 Modify PIN Mitel MiVoice 6930 Modify PIN

Enter Backspace Cancel Enter Backspace Cancel

5. Enter the new pin using the dialpad keys.
| Note: The Backspace softkey can be used to delete the last digit entered.

6. Press the Enter softkey to save your changes.

To modify the registration pin on the Mitel MiVoice 6940 IP phone:
1. Pressthe (Settings) key on the phone to enter the Settings menu.
2. Tap the Advanced softkey.

3. Input the Administrator password using the dialpad keys (default is 73738) and tap the Enter
softkey.

4. Tap the PIN icon.

5. Tap the Modify PIN icon.
Mitel MiVoice 6940 Modify PIN

PIN I |

Enter Backspace Cancel
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6. Enter the new pin using the dialpad keys.
| Note: The Backspace softkey can be used to delete the last digit entered.

7. Tap the Enter softkey to save your changes.

Diagnostics

The Diagnostics menu allows you to perform the following diagnostic routines:
* Audio Diagnostics

 Ping

+ TCP DUMP

+ DHCP Trace

Audio Diagnostics

The Audio Diagnostics sub-menu allows you to collect up to 5 minutes of audio log files that can
help to debug audio issues on the Mitel MiVoice 6900 Series IP phones.

To capture audio diagnostic logs on the Mitel MiVoice 6920/6930 IP phone:
1. Pressthe (Settings) key on the phone to enter the Settings menu.

2. Navigate to Diagnostics > Audio Diagnostics using the navigation keys and press the Select

softkey.
Mitel MiVoice 6920 Audio Diagnostics Mitel MiVoice 6930 Audio Diagnostics
Timeout (1-5 Minutes) Timeout (1-5 Minutes)

Start Backspace Close Start Backspace Close

3. Inthe Timeout input field, enter the amount of time (in minutes from 1 to 5) you would like to
run the audio diagnostic tool for using the dialpad keys.
The IP phone displays "Capturing..." and when the timeout elapses, "Collecting Logs..." is
displayed. When all the logs have been collected, a "Complete..." message is displayed.

| Note: Press the Stop softkey at any time to stop capturing the audio diagnostic logs.

To capture audio diagnostic logs on the Mitel MiVoice 6940 IP phone:
1. Pressthe (Settings) key on the phone to enter the Settings menu.

2. Tap the Diagnostics icon.
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3. Tap the Audio Diagnostics icon.
Mitel MiVoice 6940 Audio Diagnostics

Audio Diagnostics

Timeout (1-5 Minutes) [l| ]

Start Backspace Close

4. In the Timeout input field, enter the amount of time (in minutes from 1 to 5) you would like to

run the audio diagnostic tool for using the dialpad keys.
The IP phone displays "Capturing..." and when the timeout elapses, "Collecting Logs..." is
displayed. When all the logs have been collected, a "Complete..." message is displayed.

| Note: Tap the Stop softkey at any time to stop capturing the audio diagnostic logs.

To save the audio diagnostic logs to your PC using the Mitel Web Ul:
1. Open your web browser and enter the phone’s IP address or host name into the address bar.

2. Enter your username and password and click OK/Login.
The status window displays for the IP phone you are accessing.

| Note: The default username is "root" and the default password is "73738".
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3. Click on Diagnostics.
0 Mitel

Diagnostics
Tools

Reboot Phone
Upgrade Software
Upload File
Diagnostics
Screenshot Capture

© 2017 Mitel Networks Corporation . .
e Start/Stop

Collect Logs

Collect'tar Logs
Erase Logs

Get Log Files
Automatic Upload

Syslog Level

Updated on 06/09/17 12:03:01 PM UTC by root

Timeout [1--==1440 Minutes] |2

| Start

Collect

Erase |

Enable
TRACED v || Save

Copyright 2017 Mitel Networks Corporation

4. Click on the Download Audio Log Files link beside Get Log Files.

5. Save the file to the desired location on your computer.

| Note: For more information on Mitel Web Ul features, see “Web Ul Features” on page 36.

Ping

The Ping sub-menu allows you to ping a host name or IP address directly from the Mitel MiVoice
6900 Series IP phone. This tool can be used to verify whether or not network connections between
the Mitel MiVoice 6900 Series IP phone and other network endpoints are intact.

To use the ping tool on the Mitel MiVoice 6920/6930 IP phone:
1. Pressthe (Settings) key on the phone to enter the Settings menu.

2. Navigate to Diagnostics > Ping using the navigation keys and press the Select softkey.

Mitel MiVoice 6920 Ping

Mitel MiVoice 6930 Ping

Backspace . 123 . Ping

Host Name or IP Addr... z] Host Name or IP Address [|

]

Backspace

123 »

Cancel
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3. Inthe input field, enter the host name or IP address of the network endpoint you want to ping
using the dialpad keys.

Note: The Backspace softkey can be used to delete the last digit/character entered, the dot
(".") softkey can be used to enter a dot where applicable, and the abc/123 softkey can be
used to switch the dialpad keys from alphabetic to numeric.

4. Press the Ping softkey to begin.
The IP phone displays the number of packets sent, the number of packets received, and the

Round-Trip Time (RTT) min/avg/max in milliseconds.
To use the ping tool on the Mitel MiVoice 6940 IP phone:
1. Pressthe (Settings) key on the phone to enter the Settings menu.
2. Tap the Diagnostics icon.

3. Tap the Ping icon.
Mitel MiVoice 6940 Ping

Host Name or IP Address || l

q w e r t y u i o p <

a s d f g h j k |
T z X c v b n m | & /
123 . <4 >

4. In the input field, enter the host name or IP address of the network endpoint you want to ping
using the on-screen keyboard.

5. Tap the Ping softkey to begin.
The IP phone displays the number of packets sent, the number of packets received, and the
Round-Trip Time (RTT) min/avg/max in milliseconds.

TCP DUMP

The TCP DUMP sub-menu allows you to capture TCP network packets for up to 1440 minutes (24
hours) that can in turn be used to help debug and troubleshoot various issues.

To capture TCP network packets on the Mitel MiVoice 6920/6930 IP phone:
1. Pressthe (Settings) key on the phone to enter the Settings menu.
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2. Navigate to Diagnostics > TCP DUMP using the navigation keys and press the Select softkey.

Mitel MiVoice 6920 TCP DUMP Mitel MiVoice 6930 TCP DUMP
Timeout (1-1440 Minutes) Timeout (1-1440 Minutes)

Start Backspace Close Start Backspace Close

3. Inthe Timeout input field, enter the amount of time (in minutes from 1 to 1440) you would like
to capture TCP network packet data using the dialpad keys.
The IP phone displays "Capturing..." and when the timeout elapses, "Complete..." is displayed.

| Note: Press the Stop softkey at any time to stop capturing the TCP DUMP logs.

To capture TCP network packets on the Mitel MiVoice 6940 IP phone:
1. Pressthe (Settings) key on the phone to enter the Settings menu.
2. Tap the Diagnostics icon.

3. Tap the TCP DUMP icon.
Mitel MiVoice 6940 TCP DUMP

TCP DUMP

Timeout (1-1440 Minutes) [2| |

Start Backspace Close

4. Inthe Timeout input field, enter the amount of time (in minutes from 1 to 1440) you would like
to capture TCP network packet data using the dialpad keys.
The IP phone displays "Capturing..." and when the timeout elapses, "Complete..." is displayed.

| Note: Tap the Stop softkey at any time to stop capturing the TCP DUMP logs.

To save the TCP network packet logs to your PC using the Mitel Web Ul:

1. Open your web browser and enter the phone’s IP address or host name into the address bar.
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2. Enter your username and password and click OK/Login.
The status window displays for the IP phone you are accessing.

| Note: The default username is "root" and the default password is "73738".

3. Click on Diagnostics.

o0 Mitel

Diagnostics
Tools
533?;;5232&6'.9 Updated on 06/09/17 12:03:01 PM UTC by root
Upload File
Diagnostics "
Screenshot Capture

Timeout [1-->=1440 Minutes] |2
@ 2017 Mitel Networks Corporation

Start/Stop | Start

Collect Logs

Collect/tar Logs Collect

Erase Logs _Erase

Get Log Files

Automatic Upload Enable

Syslog Level TRACED ¥ || Save

Copyright 2017 Mitel Networlss Corporation

4. Click on the Download Log Files link beside Get Log Files.

5. Save the file to the desired location on your computer.
| Note: For more information on Mitel Web Ul features, see “Web Ul Features” on page 36.

DHCP Trace

The DHCP Trace sub-menu allows you to perform a DHCP trace request. You can then review the
parameters that the DHCP trace returns. After you have reviewed the trace information, the DHCP
Lease is released.

To perform a DHCP trace on the on the Mitel MiVoice 6920/6930 IP phone:
1. Press the (Settings) key on the phone to enter the Settings menu.
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2. Navigate to Diagnostics > DHCP Trace using the navigation keys and press the Select softkey.

DHCP Trace

Mitel MiVoice 6920 DHCP Trace

mac_addr: 08:00:0f:9f:9c:ec
ip addr: 10.30.100.105
netmask: 255.255.255.0
gateway: 10.30.100.1

dns: 10.72.2.26

Mitel MiVoice 6930 DHCP Trace

DHCP Trace

mac_addr: 08:00:0f:9f:a0:6e
ip addr: 10.30.100.107
netmask: 255.255.255.0

gateway: 10.30.100.1

dns: 10.72.2.26

Cancel Cancel

The following parameters and associated values are displayed:

mac_addr:

The MAC address of the IP phone.
ip addr:

The IP address of the IP phone.

netmask:
The IP address range local to the IP phone.

gateway:
The IP address of the network’s gateway or default router IP address.

dns:

The IP address of the primary DNS server.

icp:

The IP address of the call server.

tftp:

The IP address of the TFTP server.

http:

The IP address of the HTTP server.

ipa:

The IP address of the IPA server.

VLAN:

The VLAN id of the IP phone.

12p:

L2P priorities for default, voice, signaling, and other.
dscp:

DSCP values for default, voice, signaling, and other.

To perform a DHCP trace on the on the Mitel MiVoice 6940 IP phone:
1. Pressthe (Settings) key on the phone to enter the Settings menu.

2. Tap the Advanced softkey.

3. Input the Administrator password using the dialpad keys (default is 73738) and tap the Enter
softkey.
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4. Tap the Diagnostics icon.

5. Tap the DHCP Trace icon.
Mitel MiVoice 6940 DHCP Trace

DHCP Trace

mac_addr: 08:00:0f:9f:96:68
ip addr: 10.30.100.109
netmask: 255.255.255.0
gateway: 10.30.100.1

dns: 10.72.2.26

icp:

tftp: 0.0.0.0

Cancel

The following parameters and associated values are displayed:

e mac_addr:
The MAC address of the IP phone.
e ipaddr:
The IP address of the IP phone.
* netmask:
The IP address range local to the IP phone.
¢ gateway:
The IP address of the network’s gateway or default router IP address.

e dns:

The IP address of the primary DNS server.
e icp:

The IP address of the call server.
e tftp:

The IP address of the TFTP server.
¢ http:

The IP address of the HTTP server.
e jpa:

The IP address of the |PA server.
¢ VLAN:

The VLAN id of the IP phone.
e 12p:

L2P priorities for default, voice, signaling, and other.

e dscp:
DSCP values for default, voice, signaling, and other.
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Restore Default

The Restore Default option allows you to restore the Mitel MiVoice 6900 Series IP phone to its
factory default settings.

Note: Note: Performing a factory default is only applicable to the phone settings and does not
affect the firmware version loaded on the phone.

To perform a factory default on the Mitel MiVoice 6920/6930 IP phone:

1.
2,
3.

Press the (Settings) key on the phone to enter the Settings menu.

Press the Advanced softkey.

Input the Administrator password using the dialpad keys (default is 73738) and press the Enter
softkey.

Navigate to Restore Default using the navigation keys and press the Select softkey.

Mitel MiVoice 6920 Restore Default Mitel MiVoice 6930 Restore Default

Factory Default?

Factory Default?

Restart Cancel Restart Cancel

Use the left navigation key to select Yes and press the select button (middle button in the
navigation cluster).

Note: Navigate to No and press the select button (middle button in the navigation cluster) to
cancel the request.

To perform a factory default on the Mitel MiVoice 6940 IP phone:

1.
2,
3.

Press the (Settings) key on the phone to enter the Settings menu.
Tap the Advanced softkey.

Input the Administrator password using the dialpad keys (default is 73738) and tap the Enter
softkey.

Swipe left on the screen to change to the second page of settings.
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5. Tap the Restore Default icon.

Mitel MiVoice 6940 Restore Default

Static Settings

O Restore Default

Restore Default
Factory Default?

Phone will restart automatically after finishing.

Avatars Close

6. Tap Yes.

| Note: Tap No to cancel the request.
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LDAP (Corporate) Directory Contacts

The Contacts application is your personal phone book and directory, conveniently stored within your
phone. The Mitel MiVoice 6900 Series IP phones support a localized Personal contact folder as
well as enhanced functionality allowing for interoperability with LDAP (Corporate) directories. The
Administrator must set up access to the LDAP (Corporate) directory.

Contacts Key - - -

0o Mitel

The number of Corporate contacts displayed on the phone is the number of contacts configured on
the LDAP (Corporate) directory. For example, if the LDAP (Corporate) directory is configured with
110 contacts, then the phone displays 110 for Corporate in the Contacts application.

Contacts Q

Personal
Mobile

Corporate

Delete

@

Crawford, Esther
Stevenson, Arlie
Thomas, Bertha
Velasquez, Juanita

Williams, David

Add New

Close

| Note: The Administrator can configure up to 5000 contacts on the LDAP (Corporate) directory.
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Web Ul Features

Administrators have the ability to perform the following by accessing and using the Mitel MiVoice
6900 Series IP phone’s Web UI:

Reboot the IP phone.

Manually upgrade the IP phone software.

Upload a file to the IP phone.

Capture and download debug logs as well as enable automatic uploading of crash reports.

Capture a screenshot of what is currently being displayed on the IP phone’s screen.

The Mitel Web Ul supports all major web browsers such as Internet Explorer, Mozilla Firefox, Google
Chrome, and Apple Safari.

To access the IP phone’s Mitel Web Ul:

1.

Open your web browser and enter the phone’s IP address or host name into the address bar.

2. Enter your username and password and click OK/Login.

The status window displays for the IP phone you are accessing.

0 Mitel

Image Status:
Tools

Bebooé Pg"?& ota_BCMI11107_MINET 6930 voice_v6_5_ffs2 bin
POrace SOMAare 10 niar 25 00:52.46 2017

Upload File Version: B_5
Diagnostics N
Screenshot Boot! 1.0.00Mov 24 2016 01:19:33

Boot2 2.0.14 Nov 24 2016 01:19:41

@ 2017 Mitel Hetworks
Corporation

Network Status:

IP address: 10.39.62 229
MAC address: 08:00:0F:9F:A0.BO

| Note: The default username is "root" and the default password is "73738".

Reboot Phone

36

The Reboot Phone option on the Mitel Web Ul allows you to remotely reboot the respective Mitel
MiVoice 6900 Series IP phone.

To reboot the respective IP phone:

1.

Open your web browser and enter the phone’s IP address or host name into the address bar.
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2. Enter your username and password and click OK/Login.
The status window displays for the IP phone you are accessing.

| Note: The default username is "root" and the default password is "73738".

3. Click on Reboot Phone.

Rebootthe phone?

4. Click OK.
The IP phone reboots.

Upgrade Software

The Mitel MiVoice 6900 Series IP Phone software can be upgraded through the TFTP server in
accordance with the MiVB platform.

Note: The software upgrade through the Mitel Web Ul is for Mitel Technical Support personnel
use only.

To upgrade the software of the respective IP phone:
1. Open your web browser and enter the phone’s IP address or host name into the address bar.

2. Enter your username and password and click OK/Login.
The status window displays for the IP phone you are accessing.

| Note: The default username is "root" and the default password is "73738".
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3. Click on Upgrade Software.

Upgrade Software
Tools
Reboot Phone Active: ota BCMS11107_MINET 6940 voice v8 5 jffs2 bin Tue Mar 28 02:22:24 2017
Upgrade Software
Upload File Inactive: ota_BCM811107_MINET_6840_voice_vE_5_jfs2 bin Sun Mar 26 02:32:21 2017
Diagnostics
S MNew Image: | Browse.. | Mo file selected.

[¥ Reboot after successful upgrade

2017 Mitel

Corporation Upgrade Cancel

4. Click the Browse button beside New Image and select the software file you want to upgrade to.

5. Ensure a checkmark is in the checkbox beside Reboot after successful upgrade, otherwise
click on the checkbox to enable the reboot option.

6. Click Upgrade.
The phone upgrades and reboots when the upgrade has been completed

Upload File

Although the Upload File option on the Mitel Web Ul allows you to upload a file to a defined folder
on the Mitel MiVoice 6900 Series IP Phone, it is recommended that files are not uploaded to your
IP phone.

| Note: The Upload File option is for Mitel Technical Support personnel use only.
Diagnostics
The Diagnostics > Capture option allows you to capture TCP network packets for up to 1440

minutes (24 hours) as well as various logs that can in turn be used to help debug and troubleshoot
various issues.

Note: The capturing of TCP network packets can be initiated on the IP phone’s native Ul as
well. For more information, see “TCP DUMP” on page 28.

The Diagnostics > Collect option allows you to collect the captured logs, download the captured
logs and reports, and also enable/disable automatic uploading of crash reports toan IPATFTP server.

Capture

To capture TCP network packets and logs using the Mitel Web Ul:

1. Open your web browser and enter the phone’s IP address or host name into the address bar.
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2. Enter your username and password and click OK/Login.
The status window displays for the IP phone you are accessing.

| Note: The default username is "root" and the default password is "73738".

3. Click on Diagnostics.

4. Inthe Timeout input field, enter the amount of time (in minutes from 1 to 1440) you would like
to capture TCP network packet data using the dialpad keys.

5. Click Start.

| Note: Click Stop at any time to stop capturing the TCP packet data.
Collect Logs
Collect/tar Logs and Get Log Files

To save the logs to your PC using the Mitel Web Ul:
1. Open your web browser and enter the phone’s IP address or host name into the address bar.

2. Enter your username and password and click OK/Login.
The status window displays for the IP phone you are accessing.

| Note: The default username is "root" and the default password is "73738".

3. Click on Diagnostics.

o2 Mitel

Diagnostics
Tools

Reboot Phone
Upgrade Software
Upload File
Diagnostics .
Screenshot Capture

Updated on 06/09/17 12:03:01 PM UTC by root

Timeout [1--=1440 Minutes] |2
& 2017 Mitel Networks Corporation

Start/Stop  Start |

Collect Logs

Collect/tar Logs Collect

Erase Logs Erase

Get Log Files

Automatic Upload Enable

Syslog Level TRACED ¥ || Save

Copyright 2017 Mitel Networks Corporation

4. Click on the Erase button beside Erase Logs to erase the old .tar file.

5. Ifthe capture was initiated using the Mitel Web Ul, click on the Collect button beside Collect/tar
Logs.
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6. Click on the Download Log Files link beside Get Log Files.

Note: The Download Log Files link also allows you to download log files that have been
captured through the Diagnostics menu on the 6900 Series IP phones. For more information,
see “Diagnostics” on page 25.

7. Save the file to the desired location on your computer.

Note: This menu can also be used to save audio diagnostic log files and logs captured via the
Log Issue softkey. For details, see “Audio Diagnostics” on page 25 and “Basic menu” on
page 7.

Automatic upload

Enabling the automatic upload feature using the Mitel MiVoice 6900 Series IP phone’s Web Ul allows
crash reports to be sent automatically to the IPA TFTP server upon detection of a phone failure.

Note: The automatic upload feature must be used under the direction of the Mitel Technical Support
personnel only.

Before enabling this feature, the IP address of the IPA server must be defined on the phone in the
Network > Static Network Settings sub-menu. Additionally, a TFTP server must be installed and
running on the PC/server where the IPA server is running. The reports will be collected on and can
be accessed via the TFTP server.

Note: For details on how to define static network settings, see “Static Network Settings” on
page 12.

To enable this feature using the Mitel Web Ul:

1. Open your web browser and enter the phone’s IP address or host name into the address bar.

2. Enter your username and password and click OK/Login.
The status window displays for the IP phone you are accessing.

| Note: The default username is "root" and the default password is "73738".
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3. Click on Diagnostics.
0 Mitel

Diagnostics
Tools
Reboot Phone
Upgrade Software
Upload File
Diagnostics .
Screenshot Capture

Updated on 06/09/17 12:03:01 PM UTC by root

Timeout [1--==1440 Minutes] |2
@ 2017 Mitel Networks Corporation

Start/Stop Start

Collect Logs

Collect'tar Logs Collect

Erase Logs Erase

Get Log Files

Automatic Upload Enable

Syslog Level TRACED ¥ || Save

Copyright 2017 Mitel Networks Corporation

4. Click on the Enable button beside Automatic upload.
Set syslog level

To set the syslog (system log) level:

1. Inthe Syslog Level drop-down list, select the log level.

2. Click on the Save button.
Note: The log collected through external application, for example IP Phone Analyzer (IPA), is
based on the log level selected in the Syslog Level drop-down list. For example, if the Syslog
Level is set to TRACE, then the IPA can set the log level to TRACE, WARN and so on, and

receive logs based on the set log level. If the Syslog Level is set to WARN, then the highest
log level IPA can set is WARN. TRACE level logs will not be available.

Screenshot

The Screenshot option allows you to capture a screenshot image of what is currently displayed on
the respective IP phone’s LCD screen in PNG format. This can be used to help document the
procedures leading up to an issue or help in identifying issues with the UI.

To take a screenshot:
1. Open your web browser and enter the phone’s IP address or host name into the address bar.

2. Enter your username and password and click OK/Login.
The status window displays for the IP phone you are accessing.

| Note: The default username is "root" and the default password is "73738".
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3. Click on Screenshot.

o0 Mitel

Tools

Reboot Phone
Upgrade Software
Upload File
Diagnostics
Screenshot

2017 Mitel Hetworks
Corporation

Screen Capture

Updated on 03/28/17 09:00:52 AWM UTC by root

Copyright 2017 Iitel Networks Corporation Customer Support

28 Mar 2017 |/,

4. Right click on the image to save the image to a desired location on your PC.




Remote collection of log files

Remote collection of log files

You can press the Log Issue softkey in the 6900 Series IP Phone to upload the

dumpstate-logissue.txt and dumpstate-phoneinfo.txtlog files to a server using the MiVoice Business
System Administration Tool.

To remotely collect log files using the MiVoice Business System Administration Tool:

1.

2
3.
4

Log in to the MiVoice Business System Administration Tool.

Navigate to the Maintenance and Diagnostics > Maintenance Commands form.

Clear the Enable AutoComplete check box.

In the Command field, do one of the following:

1. To upload log files to a server using HTTP(S) that requires no user authentication, enter the
pd send <extension> log upload http(s)://<IP address>|<FQDN>:<port-
no>/<upload_dir>command, where

extension is the directory number of the phone
IP address is the IP address of the server
FODN is the Fully Qualified Domain Name of the server

portno (optional) is port number to which log file is uploaded. If no port number is

specified, the system uploads the log files to the default port 80 for HTTP and 443 for
HTTPS.

upload dir (optional)is the directory where you want to upload the log file. Ensure
that the specified directory path does not contain the character #. If an upload directory
is not specified, then the system uploads the log files to the root of the directory.

2. Toupload log files to a server using HTTP(S) that requires user authentication, enter the pd
send <extension> log upload http(s)://<username>:<password>@<IP ad-
dress>|<FQDN>:<portno>/<upload dir> command, where

extension is the directory number of the phone

username and password is the user credentials for the server
IP address is the IP address of the server

FODN is the Fully Qualified Domain Name of the server

portno (optional) is port number to which log file is uploaded. If no port number is

specified, the system uploads the log files to the default port 80 for HTTP and 443 for
HTTPS.

upload dir (optional)is the directory where you want to upload the log file. Ensure
that the specified directory path does not contain the character #. If an upload directory
is not specified, then the system uploads the log files to the root of the directory.

3. To upload log files to a server using FTP that requires no user authentication, enter the pd
send <extension> log upload ftp://<IP address>|<FQDN>:<portno>/<up-
load dir>command, where

extension is the directory number of the phone
IP address is the IP address of the server

FODN is the Fully Qualified Domain Name of the server
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*+ portno (optional) is port number to which log file is uploaded. If no port number is
specified, the system uploads the log files to the default port 21.

* upload dir (optional)is the directory where you want to upload the log file. Ensure
that the specified directory path does not contain the character #. If an upload directory
is not specified, then the system uploads the log files to the root of the directory.

4. To upload log files to a server using FTP that requires user authentication, enter the pd
send <extension> log upload ftp://<username>:<password>@<IP ad-
dress>|<FQDN>:<portno>/<upload dir>command, where

* extension is the directory number of the phone

* username and password is the user credentials for the server
* IP address isthe IP address of the server

* FQDN is the Fully Qualified Domain Name of the server

* portno (optional) is port number to which log file is uploaded. If no port number is
specified, the system uploads the log files to the default port 21.

* upload dir (optional)is the directory where you want to upload the log file. Ensure
that the specified directory path does not contain the character #. If an upload directory
is not specified, then the system uploads the log files to the root of the directory.

5. To upload log files to the server using TFTP, enter the pd send extension log up-
load tftp://<IP address>|<FQDN>:<portno> command, where

* extension is the directory number of the phone
* IP address isthe IP address of the server
* FOQDN is the Fully Qualified Domain Name of the server

*+ portno (optional) is port number to which log file is uploaded. If no port number is
specified, the system uploads the log files to the default port 69.

Press Enter.

The system compresses the log files to Debuglogs <MAC>_<date time>.tar file and uploads
the DebuglLogs <MAC>_<date time>.tarfile to the specified location on the server, where MAC
is the MAC address of the IP phone.

Notes:

1. The 6900 Series IP Phones support only PUT method for uploading log files to a server using
HTTP or HTTPS.

2. The dumpstate-remote_collect.txt log file is generated when the command in step 4 is
executed. This log file contains the same information as in the dumpstate-logissue.txt log file.

3. The upload process can take a maximum of 10 minutes to complete. Check the serverlocation
for the DebuglLogs <MAC>_<date_time>.tar file. If the file is missing, then the upload has
failed. Re-run the command to upload the log files.

4. The system ignores the upload command when the upload is in progress.

5. If the client fails to upload the log files, then when you execute the command next time, the

Debuglogs <MAC>_<date_time>.tar file will include the
OldDebuglogs_<MAC>_<date_time>.tarfile, which contains previously collected remote log
files. If two consecutive uploads fail, the system deletes the

OldDebuglLogs <MAC>_<date_time>.tarfile, and subsequent uploads will not contain the old
logs tar file.



Limited warranty

Limited warranty

Mitel warrants this product against defects and malfunctions in accordance with Mitel's authorized,
written functional specification relating to such products during a one (1) year period from the date
of original purchase (“Warranty Period”). If there is a defect or malfunction, Mitel shall, at its option,
and as the exclusive remedy, either repair or replace the product at no charge, if returned within the
Warranty Period. If replacement parts are used in making repairs, these parts may be refurbished,
or may contain refurbished materials. If it is necessary to replace the product, it may be replaced
with a refurbished product of the same design and color. If it should become necessary to repair or
replace a defective or malfunctioning product under this warranty, the provisions of this warranty
shall apply to the repaired or replaced product until the expiration of ninety (90) days from the date
of pick up, or the date of shipment to you, of the repaired or replacement product, or until the end
ofthe original Warranty Period, whichever is |later. Proof of the original purchase date is to be provided
with all products returned for warranty repairs.

Exclusions

Mitel does not warrant its products to be compatible with the equipment of any particular telephone
company. This warranty does not extend to damage to products resulting from improper installation
or operation, alteration, accident, neglect, abuse, misuse, fire or natural causes such as storms or
floods, after the product is in your possession. Mitel will not accept liability for any damages and/or
long distance charges, which result from unauthorized and/or unlawful use.

Mitel shall not be liable for any incidental or consequential damages, including, but not limited to,
loss, damage or expense directly or indirectly arising from the customer’s use of or inability to use
this product, either separately or in combination with other equipment. This paragraph, however,
shall not apply to consequential damages for injury to the person in the case of products used or
bought for use primarily for personal, family or household purposes.

This warranty sets forth the entire liability and obligations of Mitel with respect to breach of warranty,
and the warranties set forth or limited herein are the sole warranties and are in lieu of all other
warranties, expressed or implied, including warranties or fitness for particular purpose and
merchantability.

Warranty repair services

Should the product fail during the Warranty Period;
* In North America, please call 1-800-574-1611 for further information.
» Outside North America, contact your sales representative for return instructions.

You will be responsible for shipping charges, if any. When you return this product for warranty service,
you must present proof of purchase.

After warranty service

Mitel offers ongoing repair and support for this product. This service provides repair or replacement
of your Mitel product, at Mitel's option, for a fixed charge. You are responsible for all shipping charges.
For further information and shipping instructions:

* In North America, contact our service information number: 1-800-574-1611.

» Outside North America, contact your sales representative.

Note: Repairs to this product may be made only by the manufacturer and its authorized agents,
or by others who are legally authorized. This restriction applies during and after the Warranty
Period. Unauthorized repair will void the warranty.
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