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“You can discover what your enemy fears most by observing the means he 
uses to frighten you.” — Eric Hoffer

Introduction1	

To survive an SAP audit, you must first understand the rules. Despite occasional 
appearances to the contrary, there is actually sound logic to the way auditors work. 
Once you understand the audit approach, and recognize what the audit is intended 
to achieve, you can be better prepared for audit success.

This chapter is the linchpin for everything we will discuss in this book — helping 
you understand the basic audit concepts that ultimately affect the nature, scope, tim-
ing, and requirements associated with an SAP audit. We provide an overview of the 
different types of auditors as well as different types of audits, both of which directly 
impact the nature and scope of your audit. We explain why auditors do what they 
do, and review techniques they may use during the course of their reviews. We also 
discuss ways of working with your auditor, including the types of discussions and 
negotiations that can influence the final content of the audit report. By the end of 
this chapter, you should have the knowledge required to work effectively with your 
auditor toward a positive audit outcome.

Audit Overview1.1	

We often think of audits, and auditors, with negative connotations. It may be hard 
to find the positive in certain types of audits, such as a personal tax audit, where the 
outcome may be discovering that an inaccurate calculation has resulted in an under-
payment (and loads of penalties and interest). Sure, you may walk away with the 
knowledge required to avoid similar mistakes in the future, but the fines associated 
with the audit finding, however, cloud the benefits received. Jokes about auditors 
abound, and in many cases for good reason. 

In a business context, however, audits can have tremendous value. We work hard in 
our organizations to ensure the accuracy and integrity of information and our busi-
ness processes. We are proud of the increased efficiencies and control that SAP can 
provide, and an audit can turn skeptics into believers by independently demonstrat-
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ing that we’ve met that objective. An audit can support the diligence and quality 
that we‘ve put into our work as much as it can be an indictment of poor work. And 
if done well, an audit can provide valuable feedback and commentary that allows us 
to continuously improve our operations.

In their International Professional Practices Framework, the Institute of Internal Audi-
tors (IIA), defines internal auditing as:

Internal auditing is an independent, objective assurance and consulting activity 
to add value and improve an organization’s operations. It helps an organization 
accomplish its objectives by bringing a systematic, disciplined approach to evalu-
ate and improve the effectiveness of risk management, control, and governance 
processes.

While this definition is focused on internal auditing (a concept we‘ll discuss in the 
next section), it can broadly be applied to audits in general. Audits are fundamentally 
designed to improve processes. They do this by taking a fresh look at operations, 
and providing insight that may not be readily apparent to those who are close to the 
process. Audits are not about finding problems; they are about identifying opportu-
nities for improvement. These opportunities may result from identified problems, 
but what drives the audit ultimately is the desire to make processes better.

Examples of High-Value Audit Findings

Depending on the area under review, a good audit can have measurable value. This value 
may come indirectly through process efficiencies or cost savings identified during the au-
dit process. In other cases, an audit can have a direct and positive impact on the bottom 
line — finding revenue leakage or recoverable overpayments, for example. Because audit 
results can be sensitive and politically charged, results such as these often go unnoticed 
outside the audit community.

Types of Auditors1.2	

The common thread to any audit is the auditor. Auditors are bound by a set of rules, 
and those rules govern how an audit is conducted. To be effective at an SAP audit, 
therefore, you must first understand the characteristics that define those who are 
doing the auditing.

As discussed in the preceding section, the goal of the auditor is not to cause prob-
lems. Conversely, the goal of the auditor is to identify where potential problems 
might occur or have occurred, and communicate sufficient information to interested 
parties so that informed decisions can be made. Each of these interested parties may 
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have different concerns relative to the process or system being audited. Thus, the 
nature and extent of the audit may take on different characteristics depending on 
the type of auditor involved. At a high level, auditors generally fall into one of two 
categories: internal auditors and external auditors. Both internal and external auditors 
may also be categorized into specific audit specialties, or disciplines. In this section, 
we discuss not only the category of auditor, but more importantly, the impact a spe-
cific type of auditor may have on your audit.

Internal Auditors1.2.1	

Internal audit is a function within an organization, and the goal of the internal audi-
tor is to protect management and the board of directors. Internal audit departments 
may exist as the result of regulation in specific industries or market segments, or 
from desire by management to have an independent set of eyes within the organiza-
tion. Most internal audit functions report to the audit committee of the company’s 
board of directors, although many also have an administrative reporting relationship 
to the CFO. Internal auditors provide the board with valuable information about the 
company’s operations that the board may not receive directly from management due 
to biases, lack of objectivity, or merely a desire by management to look good in the 
eyes of the board. As a result, the internal audit function provides a system of checks 
and balances so the board of directors can better assure that its directives and objec-
tives are being carried out appropriately.

Internal auditors are employed by the organization; however, they may not always 
be part of the company’s payroll. Smaller organizations in particular may choose to 
outsource the internal audit function to a third-party provider. Even larger organiza-
tions may choose to supplement an existing internal audit department’s knowledge 
and skills, particularly in specialty areas like SAP auditing, through the use of outside 
resources — often called co-sourcing. Regardless of who ultimately pays a specific 
auditor‘s salary, an internal auditor is ultimately employed full time or on a contract 
basis by your organization. 

Because an internal auditor reports to the board, internal audit reports are primarily 
viewed inside an organization. They are rarely distributed to external parties. This 
is an important distinction between internal auditors and the external auditors we’ll 
discuss next. 

External Auditors1.2.2	

When most people think of external auditors, they think of financial statement audi-
tors, typically employed by large accounting firms that opine on the integrity of a 
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public company’s financial statements as part of the year-end financial reporting 
process. For purposes of this text, we’ll refer to external auditors in the broader, 
more inclusive sense, consisting of the various types of auditors an organization may 
encounter who are not ultimately employed by an organization. 

The most common type of external auditor is the financial statement auditor. In the 
United States, an accounting firm is paid by an organization being audited (creating 
a lack of pure independence, which arguably has resulted in some of the accounting 
scandals seen in recent years); however, the external auditor officially represents the 
interests of investors (e.g., company stockholders). External auditors may also repre-
sent banks and report on issues such as compliance with loan covenants. They may 
represent governmental agencies such as tax authorities and report on compliance 
with specific laws and regulations (these auditors are sometimes called governmental 
auditors). Certain industries, such as financial services, pharmaceuticals/chemicals, 
and utilities (to name a few) also have industry-specific auditors that report on com-
pliance to a governing entity.

Depending on the nature of your business, you may also have external auditors who 
report to your customers. Customers may include right-to-audit clause in contracts, 
particularly related to services such as outsourced IT or HR/payroll functions. In 
this case, depending on the specifics of your contract with the customer, they may 
periodically send a team of their own auditors into your organization to review 
a specified function. For organizations that perform services-related functions for 
many companies, the customers‘ desire to periodically audit these service-related 
processes can become particularly burdensome (imagine if every one of your cus-
tomers decided to send their own audit teams to audit your SAP processing). As a 
result, some companies may choose to hire independent audit firms to issue what is 
known as a service audit report (also known as a SAS-70 report in the United States). 
Depending on circumstances, this report may be used by customers to gain assurance 
as to the effectiveness of operations in lieu of having to send their own audit teams 
to perform independent audits. 

While at times the external auditor’s fees may be paid by the organization being 
audited (as in audits governed by certain regulatory agencies), the ultimate goal of an 
external auditor is to protect investors, customers, or other interested external par-
ties. Similar to how an internal auditor provides the board with objective informa-
tion that may not be received directly from management, external auditors provide 
these external parties with information and insights that may not be received directly 
from your organization.
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During the audit, the external auditor may at times make observations that he reports 
to management as additional value-added services (e.g., suggestions for improving 
SAP observed while performing other audit procedures but not relevant to the con-
text of the audit being performed). These recommendations, sometimes included in 
a document called a management comment letter, are typically for your organization 
only. Be aware, however, that no matter what type of external auditor is working 
with your organization, or what type of audit he is performing, one important fact 
remains constant:  Reports from external auditors (when serving in an external audit 
capacity) are issued outside the walls of your organization.

External Auditor Providing Internal Audit Services

Organizations looking to outsource or co-source all or part of the internal audit depart-
ment often look to firms that provide external audit services. An organization is typically 
restricted from outsourcing its internal audit function to the same firm it uses for the ex-
ternal financial statement audit; however, it’s possible from such an arrangement that the 
co-sourced internal auditor working in an organization’s internal audit department is also 
an external auditor for another organization. When this is the case, the reporting relation-
ship and report distribution procedures follow the function that the auditor is performing, 
independent of the type of auditing the auditor in question typically performs. If the audi-
tor is operating in an internal audit capacity, his report is for internal use even if that same 
auditor performs external audits for another organization.

Knowing the type of auditor you’re working with, and how the resulting audit report 
will be distributed, is important whenever you’re going through an audit. Audit find-
ings are never desired, but audit findings from an external auditor can be particu-
larly problematic. In the case of a financial statement audit, the final report may be 
issued to the public as a whole, and is thus accessible to anyone with access to public 
records (including your competitors). Financial statement audit findings can have an 
almost immediate negative effect on stock prices, and depending on the finding, can 
turn into a public relations disaster.

In the case of certain types of audits (such as those conducted by your financial 
institution or by a customer), the distribution of the audit report may be limited to 
specific organizations. Negative external audit findings can be problematic even if 
the final report is not issued for public consumption. Failure to comply with financial 
covenants could result in credit lines being dissolved. Failure to conform to customer 
service level agreements could result in the loss of a key customer. In essence, certain 
audit findings can haunt an organization for years.
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While it’s always important to work with your auditor to ensure that the issued 
report is relevant, factual, and fairly stated, the nature of the distribution of external 
audit reports makes this an even greater concern. Many auditees don’t realize that 
they can work with an auditor to negotiate the specific wording and even the sever-
ity rating for audit findings. We’ll discuss the process of negotiating with your audi-
tor in Section 1.6.3, Negotiating Issues.

Specialty Auditors1.2.3	

In the same way that individuals within many organizations become specialists in 
certain functions, both internal and external auditors often specialize in different 
audit disciplines. A typical internal audit department, for example, may contain mul-
tiple specialists. Some auditors may focus on financials statements and specialized 
reporting (e.g., tax reporting). Other auditors may focus on operational efficiency. 
Some auditors may specialize in technology, whether from a general technology 
management viewpoint or a specific application or hardware viewpoint. Other audi-
tors may focus on areas such as internal investigations and fraud. 

Depending on how audits are conducted within your organization, you may be sub-
ject to multiple audits with different focuses. Many audit departments are moving 
toward more integrated audits, where multiple disciplines are combined into the 
same audit. This helps to save time and may reduce the “pain factor” of the auditee 
as well.

Some auditors, typically IT auditors, specialize in auditing technology. IT auditors 
may specialize in a subset of technology, such as networks or firewalls, although 
many IT auditors are technology generalists. Of course, there are also auditors who 
specialize in auditing specific computer-based applications such as SAP. In general, 
the more specialized the auditor, the higher the internal/external cost, and thus the 
more likely your organization may not be able to afford their services full time. For 
this reason, organizations seeking a thorough audit of their SAP systems often turn 
to outside organizations or individuals for assistance.

Are They Capable of Auditing SAP?

If you’ve ever been through an SAP audit, you’ve probably at some point been frustrated 
by how little your auditor actually knows about SAP. You may be convinced that you know 
more about the system than he ever will. The reality is that you probably should. You know 
how SAP is being used in your organization, you probably have an understanding of how 
it was configured during the implementation, and you very likely use SAP more frequently 
than your auditor.
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If you’re lucky, you may find yourself with an auditor who at least understands the basics 
of SAP. In many situations, however, you may find that your auditor has little to no SAP 
experience at all. Perhaps he is merely following a standard SAP audit checklist, and, as 
such, try to apply questions and tests to your organization that are, in your mind, clearly 
irrelevant. Maybe his SAP experience is in a different component and he has only cursory 
knowledge of configuration options of the component you work with. The sad truth is that 
those auditing SAP typically have limited SAP audit experience.

This situation is unlikely to change in the near future. Given the complexity of SAP, the 
number of configurable variations, the differences between components and industry-spe-
cific functions, and even the ongoing improvements released by SAP, expecting any auditor 
to be an SAP expert in all aspects of your system is unrealistic. Even if an “expert” team 
of auditors could be brought together, few organizations are willing to make the financial 
investment it would take bring them in. 

Fortunately, any good auditor (even one with limited exposure to SAP or other ERP sys-
tems) can lead an effective assessment of SAP. The key lies in the auditor understanding 
how SAP works in a general sense, and in learning to apply traditional audit techniques to 
the SAP system and related processes. A good auditor is like a good private investigator — 
he knows what questions to ask! A good auditor learns to ask key questions from the SAP 
experts already housed within your organization, and adapt the audit appropriately based 
on their responses and independent validation of data within your SAP system.

Categories of Audit Objectives1.3	

Not only are there many different types of auditors and audits, there are also many 
different types of audit objectives. A commonly used internal control framework 
known as COSO (Based on a 1992 report from the Committee of Sponsoring Orga-
nizations of the Treadway Committee, www.coso.org), classifies an organization’s 
objectives as falling into one of four categories:

Strategic: High-level goals, aligned with and supporting the company’s mission.EE

Operational: Effective and efficient use of resources including safeguarding of EE

assets.

Reporting: Reliability of public reporting.EE

Compliance: Compliance with applicable laws and regulations.

Using this same categorization for audit objectives, Table 1.1 presents a small sam-
pling of audit objectives that may involve an assessment of SAP.
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Category Example Audit 
Type

Example Audit Objective Typical 
Audience

Strategic Software 
Selection

Verify that the software selection 
process follows standard practices and is 
conducted in a well-controlled manner

Board

Organizational 
Planning

Assess the effectiveness of  processes for 
ensuring the SAP system will continue to 
meet the organization’s objectives over 
time

Management

Operational Implementation 
Review

Review the SAP implementation process 
and ensure project status reports and 
other communications are an appropriate 
reflection of reality

Management

SAP Processing Ensure SAP administration and operational 
processes effectively support service level 
agreements

Customers

Maintenance 
and Change 
Control

Verify that all changes to SAP are 
appropriately designed, approved, 
configured, tested, and reviewed prior to 
movement into the production instance

Management  
Customers 
Regulators

Reporting Financial 
Reporting

Assess the reliability of SAP data used to 
generate financial reports

Investors

Tax Assess the ability of SAP tax calculations 
and reporting sufficiently for accurately 
represent tax liabilities

Management 
Regulators

Compliance Sarbanes-Oxley Ensure SAP and related manual controls 
and processes  effectively support 
Sarbanes-Oxley compliance

Investors

Privacy Review compliance with HIPAA, GLBA, 
and other privacy-related regulations and 
ensure access to key SAP transactions and 
data is appropriately restricted

Management 
Regulators

Audit ObjectivesTable 1.1 
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Clearly, the sheer possibilities related to what an SAP audit could be looking to 
achieve are countless. Because the audience of various reviews is different, the audi-
tor performing the review may also be different. Considering the number of dif-
ferent types of auditors and the wide variety of potential audit objectives, is it any 
wonder that some audits of SAP look different from others?

Every SAP audit has the potential to be different, and, as such, you must prepare 
comprehensively in advance of an audit. Depending on the context of the specific 
review, something considered important for one audit may be completely ignored 
in another. For example, consider an audit of SAP security. For Sarbanes-Oxley pur-
poses, the security assessment will likely focus on segregation of duties, and also 
examine a few basic SAP security administration and management controls. If the 
SAP security review is part of a HIPAA privacy audit, however, heavy emphasis will 
be placed on the ability to users to see sensitive information, the encryption of that 
data both in SAP and in transit between SAP and other systems, and the processes 
for identifying protected information. Two different audits, two different approaches 
and concerns relative to SAP security.

Key Observation 

Success (or failure) in a prior SAP audit has little bearing on success or failure in a future 
SAP audit, particularly if those audits serve different purposes.

Auditing Principles and Considerations1.4	

Before we discuss the SAP audit, understand some key audit principles. These prin-
ciples often require auditors to behave in ways that seem foreign to those new to 
the audit process. Understanding these principles will better prepare you for and 
react to the audit.

Independence1.4.1	  

Professional standards require that the audit function be independent. Audit indepen-
dence generally refers to reporting relationships and communication channels, and 
grants the auditor department (through the chief audit executive) unrestricted access to 
the board via direct communication channels. Given that an auditor performs an impor-
tant and sometimes sensitive function on behalf of the board, audit independence is 
intended to ensure that the auditor is free from interference in all aspects of his work. 

The concept of audit independence can sometimes come up during an audit. 
For example, the internal audit department may determine that an SAP audit is 

Book_253_TIGHT.indb   33 12/4/09   10:17:18 AM



34

Introduction1

warranted. In particular, he may wish to review new functionality currently being 
configured, and he may wish to conduct this review just before a critical deadline. 
The SAP project manager may object to the time or the scope of the review, even to 
the extent of escalating the concern all the way up to the CIO. Even in an organiza-
tion where the CIO has a higher title than the head of the audit group, the CIO dic-
tates neither when the audit occurs nor what information the auditors have access 
to. Most auditors would be reasonable with such a request, and if the request did 
not affect the ability to meet the audit objectives, the auditor would likely change at 
least the timing of the review. If the auditor, for whatever reason (perhaps because 
of a time-sensitive confidential analysis at the request of the board), does not want 
to change the audit, he is in no means obligated to do what the CIO requests — or 
even what the CEO requests, for that matter. Audit independence grants them that 
right, and professional audit standards require that they disclose formally in writing 
if that right has ever been violated.

Another common issue that can raise concerns about audit independence relates to 
system and data access. An organization’s SAP system can house a lot of sensitive 
data, and companies spend significant effort securing that data. Because of the nature 
of audit work, normal data access restrictions do not apply to the audit function. Most 
auditors are allowed access to any data they request (although the head of the audit 
department may put restrictions on who in his department can request what type of 
data), and preventing that access can raise scope restriction concerns that have to be 
reported to the board. Internal audit departments operate in different ways, however, 
so it’s always good to understand the way that yours works.

The actual specifics detailing the work that your internal audit department is charged 
with performing, the nature of the information they have access to, and other similar 
information can be found in what is known as the audit charter. This formal docu-
ment, approved by the board and mandated by the IIA’s International Professional 
Practices Framework, will describe the purpose, responsibility, and authority of your 
organization’s internal audit department. If you’re interested in learning more about 
the internal audit function in your organization, most auditors are happy to share the 
audit charter with you, and in many organizations, it’s even posted on the company’s 
website for investors and other interested parties to see.

Objectivity1.4.2	

Professional standards also require each auditor to be objective. Objectivity is differ-
ent from independence in that, whereas independence is associated with the audit 
function in general, objectivity is applied to the individual auditor. An auditor work-
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ing objectively is free from bias, and is impartial in fact and appearance to the out-
come. His professional judgment is not influenced or impaired, and he is not in 
a position where his judgment could be influenced or impaired. This last point is 
important, because a conflict of interest can arise even if no unethical or improper 
behavior occurs, and conflicts of interest that could affect objectivity must be fully 
disclosed.

Seeking auditor advice during an SAP system implementation or upgrade is common 
practice, and can benefit the implementation team by helping ensure audit concerns 
are addressed before the system goes live. Auditor involvement as part of an imple-
mentation has the potential to impair the auditor’s objectivity, however, so auditors 
are often cautious as to their specific levels of involvement. As an example, an audi-
tor who was involved in designing or configuring the SAP ERP Financials solution of 
SAP would be prohibited from later auditing that solution (because his involvement 
in the implementation would make it appear as if he was not objective, even if he 
attempted to audit in an objective and unbiased way).

The Institute of Internal Auditors, Practice Advisory 1120-1

“The internal auditor’s objectivity is not adversely affected when the auditor recommends 
standards of control for systems or reviews procedures before they are implemented. The 
auditor’s objectivity is considered to be impaired if the auditor designs, installs, drafts pro-
cedures for, or operates such systems.”

If you‘re looking for advice or assistance and your auditor is hesitant to provide it 
over concerns related to objectivity, work to an acceptable scenario. What you may 
be specifically asking for may compromise the auditor’s objectivity if he provided it; 
however, often, you can work to a compromise where you still gain insight but not in 
a manner that compromises objectivity. Coming to such a compromise can be a win 
for your organization. Rather than asking the auditor to give you the answer, consider 
using him as a coach or a mentor — providing you with structure and tips on consid-
erations for your decision-making process but not making the decision for you.

Professional Skepticism1.4.3	

Have you ever felt that, no matter how many years you’ve worked with an auditor 
and how forthcoming you’ve been in previous audits, you just can’t seem to get the 
auditor to trust what you’re saying? The reality is, per audit standards, he cannot 
trust you without additional evidence. Auditors are required to operate in a mode 
of professional skepticism, which is a manner of operating objectively. Professional 
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skepticism suggests that an auditor cannot merely trust what someone says, and 
must gather additional evidence to support (or potentially refute) what he has been 
told. Specifically, auditors must operate in a neutral position on a scale where trust 
is at one end and distrust is at another (Figure 1.1). As such, the auditor’s beliefs (or 
the beliefs of the individuals who the auditor is working with) should not influence 
the outcome. Audit evidence must stand on its own and support the conclusions of 
the audit. 

Trust Distrust

Professional Skepticism Requires Being NeutralFigure 1.1 

This standard may initially seem harsh, but we’ve seen first-hand how lack of profes-
sional skepticism can have a serious impact on an organization. A number of years 
ago, there was a company that practically revered one particular employee for his abil-
ity to reconcile SAP General Ledger accounts during period-end. This individual typi-
cally had the fewest number of outstanding reconciling items and comparatively very 
few dollars outstanding at any given point in time. In fact, management began look-
ing to this person to coach others in how to effectively reconcile SAP. It wasn’t until 
after an audit, however, that this person’s true success mechanism was revealed — 
once the reconciliation was “close enough” (relative to the overall account balance, 
which was a very sizeable number), he merely created a journal entry to clear out the 
remaining items. In essence, this “SAP reconciling superstar” only appeared good on 
the surface. 

You may wonder from this example how professional skepticism is relevant, because 
the problem was caught during an audit. In this case, professional skepticism was 
used during the audit, which is why the individual’s actions were detected. Where 
professional skepticism failed was as part of the management’s review processes. The 
issue persisted for years, despite processes that should have detected the problem. 
Managers were supposed to review every reconciliation to ensure completeness and 
accuracy. Unfortunately, this individual’s manager was not operating in a neutral 
position on the professional skepticism scale — in essence, trusting the integrity of 
the employee’s ongoing work based on results that appeared reasonable in the past. 
As a result of this lapse, the organization lost a sizeable amount of money, a large 
effort was required to go back through history and clean up the mess, and manage-
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ment was left looking foolish. We encourage every manager (not just those in audit) 
to apply professional skepticism in his work as well. Review the work of your SAP 
developers, periodically assess the accuracy of your SAP security setup and mainte-
nance processes, determine whether those reviewing SAP exception reports are fol-
lowing through on identified items appropriately — whatever the role, spend some 
time validating your own assumptions about performance.

If We Can’t Trust Our Employees, Who Can We Trust?

We’re not suggesting that you completely distrust every employee. Professional skepti-
cism is not about distrust — it’s about neutrality. Clearly, you should be spending more 
effort reviewing the work of those employees who have proven to be inaccurate, in-
complete, or otherwise problematic. Newly trained employees may also warrant more 
attention than seasoned employees. We are merely suggesting that you do not wholly 
ignore your most trusted staff and rely on faith in their continued performance. While 
you may choose not to review everything they do, you may consider periodically, for a 
selection of their work, examining what they have done to ensure that your trust in their 
performance is still based on reality and not on a historic perception that is no longer 
accurate.

Evidence1.4.4	

The concept of evidence proves to be problematic in many organizations. For audit 
purposes, evidence must stand on its own — meaning that a second independent 
auditor looking at the same information would come to similar conclusions regard-
ing the test results. To some extent, evidence requirements are part of the topic of 
professional skepticism discussed previously. 

In the early years following the U.S. Sarbanes-Oxley Act, some companies were 
shocked when their external auditors issued significant deficiencies (a type of state-
ment that appeared in public reports) merely because the companies were unable 
to show evidence of signed documents — even though they performed related 
reviews. Some auditors went a step further by declaring “if you can’t prove it, it 
didn’t happen.” Obviously, this is a little extreme, but the reality is this: If you 
don’t have sufficient evidence to prove it, an auditor cannot independently attest 
that it happened. Thus, “lack of sufficient evidence” during an SAP audit becomes 
an audit issue itself. Beyond resulting in the auditor being unable to attest to the 
adequacy of audit results, lack of evidence also begs the question of how manage-
ment can be assured that processes are working as intended. If, as in the example 
from the section above, management is merely relying on employees to perform 
as expected, this can raise broader audit concerns around the effectiveness of the 
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control environment that management has established. In short, evidence should 
exist that processes are operating as management intends — both for audit as well 
as for management.

Electronic Evidence

Many people, particularly those in IT, dislike the “paperwork factor” often associated with 
evidence. The reality is that evidence can also take the form of electronic evidence. The 
key with effective electronic evidence is in having appropriate controls, assuring that (1) 
the “who” (e.g, originator, approver) is the person we believe; (2) the evidence hasn’t been 
changed or modified in any way from its original state; (3) the data contained cannot be 
wholly or partially removed; and (4) the evidence can be appropriately associated with 
what it is being used to prove. Of course, the other key to effective evidence is being able 
to find and retrieve it when you need to — hence, sometimes it may be easier to maintain 
hardcopy documents in readily-accessible files unless strong electronic document manage-
ment procedures are in place.

Understanding the Audit1.5	

Now that you understand some of the common audit principles, it’s time to look at 
several common audit techniques and processes. 

Risk-Based1.5.1	  Auditing 

The scope of many audits is often determined by applying a risk-based approach. 
There are many different approaches and techniques of risk-based auditing, but fun-
damentally it’s a technique for focusing more attention on organization-specific risks 
with a higher likelihood and/or impact than other risks (Figure 1.2). Using an SAP 
example, an insurance company using SAP Treasury and Risk Management appli-
cationas well as SAP Project Management services may find that significantly more 
attention is placed on SAP Treasury and Risk Management, with potentially little-to-
no attention on SAP Project Management. This makes sense, because the risks in an 
insurance company typically center more on cash and the tracing and flow of money 
than on projects. Conversely, a company whose primary business is construction 
may find their SAP audit having the exact opposite focus. 
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Risk-based auditing
Im

pa
ct

High

High
Low

Greatest Audit
Attention 

Essence of Risk-Based AuditingFigure 1.2 

Internal Controls1.5.2	

A concept related to risk is that of control. When dealing with an audit, or, even 
more broadly, the entire field of governance, risk, and compliance, the words internal 
control or simply control are used frequently. We’ve used the term several times in 
this chapter already. There are a number of different definitions for this term.

COSO, a framework mentioned in Section 1.3, Categories of Audit Objectives, sug-
gests that: “Internal control is broadly defined as a process, effected by an entity’s board 
of directors, management and other personnel, designed to provide reasonable assurance 
regarding the achievement of objectives in the following categories: 1. Effectiveness and 
efficiency of operations, 2. Reliability of financial reporting, and 3. Compliance with 
applicable laws and regulations.”

The Institute of Internal Auditors defines a control as: “Any action taken by manage-
ment, the board, and other parties to manage risk and increase the likelihood that estab-
lished objectives and goals will be achieved. Management plans, organizes, and directs 
the performance of sufficient actions to provide reasonable assurance that objectives and 
goals will be achieved.”

ISACA defines internal control as:  “The policies, plans and procedures, and organisa-
tional structures designed to provide reasonable assurance that business objectives will be 
achieved and undesired events will be prevented or detected and corrected.”
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A Simpler Definition of Internal Control

A control is a process or activity designed to prevent “bad things” from happening, 
or to detect these things within a sufficient time to stop unacceptable damage from 
happening.

While this definition is concise, the specific words are important. Understanding 
the concept of internal controls is absolutely essential to understanding the audit 
process, and preparing yourself for an eventual audit. Let’s look at each component 
of this definition separately.

“A Process or Activity”

A control is active, not passive. Something specific is occurring, and that some-
thing may be as simple as a single action, or as complex as a multi-step process. The 
focus on the action in this definition is important — without action, a control does 
not exist. 

Let’s look at a specific example. SAP contains numerous exception reports that allow 
users to review the results of processing and follow up on potential issues, such as 
the report showing goods invoiced but not yet received (RM07MSAL). The mere 
existence of this report is not a control. The control comes when someone reviews 
the report and determines what type of action to take on the information in it. 

By this same definition, policies and procedures are not controls (despite being ref-
erenced in many texts, and even one of the definitions above, as being such). It’s the 
communication of those policies and procedures in a way that the recipient under-
stands their responsibilities and can take appropriate action, and the enforcement of 
the policies and procedures that are the controls. The evidence as to the effectiveness 
of these controls (in this case, the communication and enforcement separately) is 
indirectly demonstrated by the right action being taken when that policy or proce-
dure needs to be applied. 

“Designed”

A control must be intentional. Because it’s intentional, a control is designed with 
a specific purpose in mind. Accident does not make a control. The control, rather, 
comes from thoughtful consideration of the processes or activities needed to mitigate 
a risk, and the effective construct of those processes and activities to do just that.

Imagine that a purchasing clerk is entering contract details (for a contract that has 
already been initiated) into SAP and mis-keys the price on one of the line items. If 
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the vendor associated with this particular purchase order (PO) is set up in SAP as 
an ERS (Evaluated Receipts Settlement) vendor, the vendor invoice will not be com-
pared to the PO and thus the common three-way match control will not detect this 
mistake. Now imagine that another employee catches the mistake before the orga-
nization pays the vendor. Obviously, the fact that the mistake has been caught and 
corrected is a good thing. But is this the result of a control?

If the employee who found the mistake in this case did so by accident, perhaps inad-
vertently finding the pricing difference while he was looking into something else, 
then the activity that exposed the problem would likely not be considered a control. 
If, however, the employee who detected the issue did so as part of his designated 
responsibilities (perhaps he was part of a quality assurance function), then it would 
be the result of a control.

“Prevent or Detect”

Controls tend to fall into two categories: those that stop a potential problem from 
occurring, and those that allow problems to be identified if they have occurred. 
These are often known as preventive and detective controls, respectively. Some audi-
tors may also refer to a class of controls known as corrective controls, which fix an 
identified error after it has occurred and before it results in harm. Corrective controls 
typically rely on detective procedures, however, so for the sake of this text, we will 
consider detective and corrective controls to be the same.

SAP security is an example of a preventive control. Thinking of this in terms of the 
action required for a control to exist, the fact that “Upon login, SAP verifies that the 
user ID is valid and that an appropriate password has been entered for that user ID 
before the user is granted access to the system” is a preventive control. SAP security 
prevents a user who does not have a valid ID/password combination from logging 
into an SAP system, which is designed to ensure that only authorized individuals can 
process transactions using SAP. 

A manager reviewing the RM07MSAL report (where an invoice has been received 
but corresponding goods have not been received) and investigating outstanding 
items is an example of a detective control. If the review occurs when it’s scheduled, 
it’s likely to detect payments that have been made or are about to be made when 
contract terms have not been fulfilled. 

“Bad Things”

Controls are not intended to, nor could they ever, prevent (or detect) every pos-
sible unintended situation. Effective control design balances the cost of the control 
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with the benefit of that control. A situation can be less than perfect but still not be 
bad. Controls in the context of this definition are those controls that are designed 
well — focused not on every condition that is less than perfect but on those where 
the impact has the potential to be harmful in a magnitude that is not desired. The 
definition of this exact point is a judgment call.

Using one of the examples used earlier, let’s say that the purchasing clerk who mis-
keyed a price on the PO was off by $1. Is that “bad,” and should a control be designed 
to prevent or detect this type of occurrence? It all depends on the organization. If 
the purchasing clerk is a buyer for the retailer Dollar Tree, and the PO is for a large 
quantity of goods being purchased for ultimate sale for under $1, then the situation 
is clearly “bad” and one for which a control should be in place. If, however, they are 
the buyer for an aircraft manufacturer and the item in question is a multi-million 
dollar part, then it makes little sense (unless required by contract or regulation) to 
design a control  to detect an amount so miniscule when compared to the overall 
purchase.

“Sufficient Time to Stop”

Detective controls occur after-the-fact, and thus it’s important to understand the time 
frame at which the detection is likely to occur. The value of detection is limited if 
by the time the problem is identified, significant harm has occurred to the business. 
For a detective control to be effective, problems identified from the process must be 
both stopped from future recurrence, and fundamentally resolved. The specific time 
frame associated with the phrase sufficient time depends on your organization and 
the specific risk being addressed.

Continuing on with our example of a mis-keyed price on a PO, the ideal timing on 
the quality assurance process would ensure that the incorrect payment amount is 
not paid against that PO. In the previous example, the contract had already been 
executed and thus what was keyed into SAP would not affect what we legally owe 
the vendor, so some organizations may also allow the detection window to extend 
beyond payment but within sufficient time reasonable to still expect to recover the 
funds from the vendor. In a more typical situation where the issuance of the PO to 
the vendor may create a contractual obligation, we’d likely want the detective con-
trol to occur in time to stop the incorrect PO from being sent.

“Unacceptable Damage”

The notion of damage or harm caused to the organization is also tied in to the analy-
sis of the timeframe before which detective controls should catch a problem. Damage 
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could be direct (such as payments exceeding contracted rates where an employee 
chose to make a purchase outside the normal purchasing process), or indirect (such 
as loss of customer goodwill, which could eventually result in future revenue loss). 
Like the discussion regarding “bad things,” unacceptable damage recognizes that there 
is a level of harm that may not be desired but which still has not reached the level 
of being unacceptable. Detective controls do not need to stop all damage, but they 
should certainly be designed to ensure that if the organization is harmed that the 
level of harm does not exceed a reasonable threshold.

Internal Controls are Everywhere

Every organization has internal controls, and you deal with these controls frequently (even 
if you don’t recognize them as such). Edit checks configured within SAP to prevent errone-
ous input are one example of internal controls. Other examples of internal controls include 
processes designed to prevent duplicate payments, procedures to ensure the confidenti-
ality of pricing/purchasing arrangements, management reviews of SAP exception reports 
that facilitate the identification and investigation of potential problems, and training and 
education programs designed to reduce the likelihood of user error.

Thinking Like an Auditor1.5.3	

Learning to think like an auditor is actually one of the best things you can do to pre-
pare for, and ultimately survive, an SAP audit. You may think your auditor is cynical 
and pessimistic, but in reality there is simple logic behind most audit concerns. The 
key lies in continuously asking “What could go wrong?,” taking that answer, and ask-
ing, “And then what could go wrong?” Considering risk-based auditing, you would 
then gauge the impact/likelihood of the event/issue to determine whether this war-
rants attention and investigation (not every auditis risk-based, however, so at times 
your SAP auditor may be concerned with issues that do not seem likely or impact-
ful). For the items deemed important enough to warrant further consideration, you 
would then think through “Given that this could go wrong, what do we do to pre-
vent it from happening, or detect it in a timely fashion if it does?”

The issues that can cause problems in an organization fall into several common 
buckets, so you may see audit objectives centered on themes such as validity, accu-
racy, completeness, timeliness, relevance, and recording. Asking your “What could 
go wrong” questions in the context of these categories can be particularly helpful in 
ensuring you’ve appropriately addressed all the risks in your SAP system. 

What could result in a payroll adjustmentEE  in SAP being invalid?

What could result in checks cut from SAP having inaccurate amounts?EE
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What could result in the information we use to calculate liabilitiesEE  being 
incomplete?

What could cause goods receiptsEE  to not be entered into SAP and processed in a 
timely fashion?

What could result in the information used to determine write-offsEE  being 
irrelevant?

What could result in sales being recorded in the wrong period?EE

As mentioned above, for each of these questions, you would then list possible causes 
and the impact/likelihood of occurrence for your organization. Taking the question 
“What could cause goods receipts to not be entered into SAP and processed in a 
timely fashion?,” a partial list of potential causes and their impact might include:

Goods were received in the warehouse but not entered into SAP within the 1.	
24-hour corporate policy standard (high likelihood, low impact for parts; moder-
ate likelihood, high impact for equipment).

The receipts file transmitted nightly from warehouses not running SAP was not 2.	
received (low likelihood, moderate impact).

The receipts file transmitted nightly from warehouses not running SAP was not 3.	
processed in SAP (low likelihood, moderate impact).

Third parties who receive and store goods on behalf of the company to not sub-4.	
mit file for processing within corporate guidelines (high likelihood, low impact).

Lastly, you should have sufficient processes to ensure these potential causes are 
either prevented, or detected in a timely fashion if they occur. These processes may 
differ by type or category. Taking the first potential cause, you might have:

For goods of type X:  RFID tags automatically update SAP inventory records upon EE

receipt into the warehouse (preventative).

For all goods (both type X and not-X):  All employees whose job responsibilities EE

include entering or transmitting goods receipt information are required to peri-
odically (at least once per year) sign off on compliance with receiving policies, 
which dictate that all receipts must be entered into SAP within 24 hours.

For all goods (both type X and not-X):  Every week, managers review reports of EE

invoiced items that have not been received, and investigate items that have been 
outstanding for more than “Z” days (detective).

For all goods (both type X and not-X):  Physical inventories are performed quar-EE

terly and inventory adjustments are made in SAP based on actual physical count 
(detective).
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Of course, just being able to list processes that detect/prevent is not enough. Show 
that these processes would prevent errors above a cumulative magnitude that would 
cause key stakeholder (management, supplier, investor, etc.) concern, or detect such 
problems in sufficient time to correct them before uncorrected errors would cause 
stakeholder concern. In the example above, you primarily rely upon detective con-
trols for goods receipts that are not of type-X (although there is a preventative con-
trol listed, it’s fairly weak — all organizations have periodic employee performance 
problems). Determine whether these controls are sufficient to reduce the level of 
overall risk to one that is acceptable. Upon evaluation, you may need to increase the 
frequency of certain controls, or add additional controls. We’ll discuss the principles 
of designing effective controls in SAP in Chapter 3.

Applying Audit Investigative Techniques1.5.4	

The audit process can be compared, in some ways, to the scientific process. In sci-
ence, you have a theory that you work to prove. The audit investigative process is 
similar. The controls (each of the items identified that could prevent or detect the 
potential problem from occurring) can be considered management’s theories. The 
auditor attempts to gather evidence to prove (or in many cases, disprove) manage-
ment’s view as to the effectiveness and reliability of these controls. 

Related to these controls, the auditor looks both at the design (if it’s operating as 
intended, would it sufficiently mitigate risk to the desired level), and subsequently 
the operation (now that he’s comfortable with the design of the control, can he deter-
mine whether it’s performing as intended) of the control. Throughout the process, 
the auditor is gathering evidence to support the conclusion.

Note  

Different from the scientific process, the auditor is not looking to prove absolutely. Most 
audits operate in a way to statistically target a 95% confidence level.

There are generally four different types of evidence that auditors gather during the 
course of their SAP reviews. In order of reliance, the first is corroborative inquiry, 
which ensures that the people interviewed (formally or in casual conversation) dur-
ing the audit share the same belief. The second is observation, in which the auditor 
observes whether the intended process is occurring consistently based on how he 
sees people or systems performing their required actions. The third is direct examina-
tion of evidence, in which the auditor looks for other indications (such as paper trails 
or details within electronic transaction records) to further validate the consistency 
and integrity of the process. The final type of evidence is re-performance, in which 
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the auditor independently performs all or part of the action (review, calculation, 
data extraction, etc.) and compares their result of evidence to what actually occurred. 
Auditors often perform a combination of these techniques to increase the level of 
assurance.

Knowing these evidence-gathering techniques can be useful as you prepare for your 
own SAP audit. We discussed how auditors are attempting to prove or disprove man-
agement’s theories, and there is certainly no reason why you can’t (or shouldn’t) do 
the same in advance of your own audit. Let’s talk about how each of these techniques 
could be applied to investigate one of the controls we identified in the example 
earlier — that every week, managers review reports of invoiced items that have not 
been received and investigate items that have been outstanding for more than “Z” 
days.

Corroborative Inquiry Example Tests

Discuss the process with the managers who are responsible for reviewing the 
invoiced-not-received report in SAP. Determine how frequently they are reviewing 
the report. Determine whether actions taken as a result of the review are appropriate, 
and who else (e.g., receiving dock employees, vendors, etc.) are involved in those 
actions. Assess based on their description of the process and the report whether they 
are following company policy.

Have discussions with the “who else” involved in the actions above to determine 
how frequently they have been contacted, and assess whether this is appropriate 
given the frequency of items appearing on the report.

Observation Example Tests

Ask to watch the manager review the report. Observe that he selects appropriate 
items for follow-up. Also, observe how readily he navigates to the correct report in 
SAP, and that he appears familiar with the report’s contents.

If possible during the course of the review, observe other instances where the man-
ager is reviewing the report (when he is not aware that you’re observing).

Direct Examination of Evidence Example Tests

Review for report sign-off, tickmarks, or other evidence of review on any available 
hard copies of the report. Review emails sent to other parties for follow-up or meet-
ing minutes with issues resulting from the review. If security settings allow, review 
in SAP the last date the manager executed the SAP transaction that calls the report, 
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and determine whether it’s consistent with how frequently he should be reviewing 
the report (e.g., using RBE – Reverse Business Engineering in versions prior to 4.6).

Re-Performance Example Tests

At various dates, review the SAP report of goods invoiced but not received and 
determine which items, based on policy guidelines, should have follow-up. For these 
items, follow these same evidence-gathering techniques to determine if appropriate 
follow-up occurred (e.g., discuss with receiving dock employees, look for support-
ing emails, etc.).

Be objective and use professional skepticism when performing these and similar tests 
in your own SAP environment. If you can get in the habit of thinking like an audi-
tor and applying audit techniques to your everyday processes, you can significantly 
reduce the pain and duration of your SAP audits.

Audit Reporting1.6	

The result of the audit is, of course, the audit report. The audit report is the culmina-
tion of the entire audit process. Interestingly enough, while the audit report is typi-
cally discussed singularly, the final audit documentation typically includes numerous 
reports. We’ll discuss these in this section.

The audit reporting process can be specific to the type of audit or the category of 
auditor preparing the report. Talk to your auditor about the nature of the report and 
the reporting process that will be used in your SAP audit.

The Tone of the Typical Audit Report

As discussed earlier in this chapter, a common audit objective is to find opportunities for 
improvement. The report from such an audit is likely to appear negative. To recommend 
opportunities for improvement, the auditor must identify real or potential problems in the 
current system, and present them so the need for change is obvious to the reader. While 
some auditors may do so out of courtesy, it’s typically not the auditors job to identify those 
things that are going well.

Reporting Process1.6.1	

The audit report typically goes through a series of stages before release. The auditor 
often draws some preliminary conclusions early in the audit process, and, depending 
on your role in the audit, may share those with you in advance of report creation. 
Once the auditor begins to document findings, preliminary findings and issues are 
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often shared with management over the area being audited. At this point, you can 
influence, to a limited extent, the content of the report.

Responding to Preliminary Audit Issues1.6.2	

If an auditor has made you aware of preliminary issues or concerns that may appear 
in the report, you’ve been offered an opportunity. Your auditor will typically solicit 
your feedback. Depending on the time spent on report development, there could 
be several iterations of report drafts. You auditor will (almost always) adjust facts or 
representations if they are inaccurate or misleading. The auditor will typically also 
add commentary, if you’ve provided it, on what is being done with the issue. As 
such, it’s useful to understand how your feedback will be used and when the final 
report will be issued. If you know, for example, that the auditor discovered a con-
figuration problem with an SAP setting, let the auditor know it’s been fixed so that 
he can include that information in the report as well. You’ll also typically be asked 
to respond to each of the issues with information about what will be done to resolve 
the problem.

Negotiating1.6.3	  Issues

The audit reporting process can at times be contentious, but it’s important for you 
to be diligent as the report is being drafted. In Sections 1.4.1, Independence, and 
1.4.2, Objectivity, we discussed how the auditor must express his professional opin-
ion without undue influence. Many auditees believe that, as a result, little can be 
done if there is disagreement on issues. In reality, there are at least three items you 
may be able to influence.

FactsEE . These are the most straightforward part of an audit report. If you find your-
self in disagreement with your auditor, separate facts from opinion and make sure 
the facts are accurate. Provide the auditor with details related to the facts you 
believe to be accurate — it’s possible the auditor received outdated or incomplete 
information.

RisksEE . The risk related to the audit issue is one of the most common points of 
disagreement. The auditor may believe that the issue exposes the organization to 
a large amount of risk, and you may believe it to be otherwise. While the assess-
ment of risk is a very subjective process and entails a great deal of professional 
judgment, the basis of risk should be a set of facts. If you have facts to support 
your differing assessment of risk, show the factual evidence to the auditor and 
discuss why you believe it impacts the risk. The auditor may not have been pro-
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vided with all the information you have, and as such may be basing his opinion 
of risk on an incomplete set of facts.

CauseEE . Depending on the nature of the audit in question, the auditor may also be 
asked to document the cause of the issue identified. Usually, the auditor will work 
with you or your team to understand what happened, but if the audit process was 
rushed, it’s possible the analysis was not as thorough as it could have been. Simi-
lar to what we discuss with risks above, provide the auditor with facts that sup-
port your conclusion about the cause. Auditors are allowed, and encouraged, to 
adjust their reports if new facts emerge — it’s only when opinions are cited as the 
basis for adjustment that auditor independence and objectivity can be 
compromised. 

Sometimes, even after negotiation and presentation of your side of the issue, you 
and your auditor may not reach a consensus. If this is the case, you can request that 
your auditor document your position in his report. The auditor is not obligated to do 
so, but many will take this step to ensure the final report is balanced and the reader 
has sufficient information to draw his own conclusions.

Report Distribution1.6.4	

The final report is typically a combination of multiple reports. You as the auditee will 
usually get a copy of the report, as well as the specific detail supporting the audit 
findings. For example, if the report indicates that the auditor found 25 terminated 
employees who still had access to SAP, you would typically be provided with the 
names of those 25 employees so you can clean up the issue with user access. 

In addition to your report, a copy of the report will also typically be presented to 
the head of the department or division, sometimes in a summarized fashion. Given 
the scope of most organization’s usage of SAP, it’s not uncommon for an SAP audit 
report to make it up to your CIO and the CFO. This is why it’s important, as previ-
ously discussed, to work closely with your auditor to ensure all facts are correct.

Reporting to the Board

Internal audit departments, as previously mentioned, typically report to the audit commit-
tee of the board of directors. Depending on the desire of the board, however, the audit 
committee may not see every detail of every audit report. In many organizations, the head 
of the internal audit department will summarize the audits performed during the period 
and report to the board only those audit issues corresponding to the highest organizational 
risk.
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Management Response1.6.5	  and Follow-Up

If the audit report for your SAP audit contained findings, you’ll typically be charged 
with making sure the corresponding issues have been resolved. When finalizing the 
audit report, you likely provided your auditor with a management response, describing 
how and when each of the issues will be addressed. Follow through on what you’ve 
indicated as the result. Depending on the nature of the audit and the audit findings, 
your auditor may periodically check in with you, and may even perform some addi-
tional focused testing to independently verify that the issue has been resolved. If for 
some reason you determine after audit report issuance that the way you intended to 
resolve the issue is no longer practical, keeping your auditor informed of your new 
plans and rationale will make the post-audit process easier for everyone.

It’s Not My Responsibility!

Often after an SAP audit, certain employees, such as SAP project managers or administra-
tors, may feel they’ve been blamed for things that are not their responsibility. The audit 
report is not about blame, nor is it about you. The audit report is about issues and op-
portunities for improvement, and likely covers the entire SAP system, which includes areas 
that are end-user and manager responsibilities.

Rules of Engagement1.7	

Now that you understand the audit process better, a few additional tips will help you 
get through your SAP audit smoothly.

Understanding the Audit Objective1.7.1	

By now, you recognize that your upcoming SAP audit could be different from your 
last, and both of these could be different from those at another organization. As soon 
as you learn that your SAP system is being audited, determine the objectives, scope, 
and timing of the audit. Many auditors will provide an audit kickoff memo that will 
detail this information, although, like everything we discussed, this depends on your 
specific audit. Talk to your auditor well before he comes on-site, so you have a clear 
understanding of what will be required and when you’ll be required to provide it.

Working with the Auditor1.7.2	

Auditors sometimes get a bad rap. Some of it’s deserved, and some is not. Just 
remember that your auditor is a person, he has a job to do, and the quicker he gets 
it done, the sooner he will be out of your hair. Treat your auditor with respect, and 
you’ll typically get respect in return. Make his life and the completion of his tasks 
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easy. Provide him with what he needs when he requests it, and eliminate any road-
blocks that could get in the way of his progress. The sooner he completes his audit, 
the earlier you’ll be able to get back to focusing on your own work.

Establishing the Audit Environment1.7.3	

Have an audit-ready environment set up and ready for your auditor when he arrives. 
This may include having space available near the SAP team where the auditor can 
work, enable IDs within SAP that the auditor may use for the review, update and 
reconcile a non-production environment for certain types of audit testing, and other 
similar activities. 

Do’s and Don’ts1.7.4	

In addition to making sure your SAP system is ready for the audit, prepare your 
own employees for the audit as well. Your interest in this book is a great start, and 
provides you with some great ideas and tips for your employees. We recommend, 
at a minimum, that you provide your employees with a list of do’s and don’ts for 
working with the auditor. 

Do answer all auditor questions openly and honestly.EE

Don’t speculate on the answer to a question if you do not know the answer.EE

Do direct the auditor to the right team member if you’re not in the best position EE

to answer a question.

Don’t joke about things that may not be happening.EE

Do take time to research and provide the right information.EE

Don’t provide more information than the auditor asks.EE

Do clarify what the auditor is looking for if you do not understand.EE

Don’t take pointed audit questions as an indication you’ve done anything EE

wrong.

At a minimum, having such a list can help spark a valuable discussion within your 
team, and ensure that everyone understands and is prepared for the upcoming 
review.

Summary1.8	

In this chapter, we discussed auditors and the audit process. We shared some of the 
principals that an auditor must follow, and provided a few tips on ways to think like 
an auditor that can help you ready your SAP system well in advance of any audit. 
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We also walked through the audit reporting process, and suggested ways to ensure 
the accuracy of reported audit findings. You should have a better understanding of 
why auditors do what they do, and the things you can do to make the audit process 
easier.

In the next chapter, we’ll look at the SAP audit process, including the primary areas 
typically reviewed. We’ll also share a few common problems that exist in many orga-
nizations, and the things you can do to alleviate audit concerns.
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Book_253_TIGHT.indb   293 12/4/09   10:18:00 AM



294

Index

F

F.2D, 203
F.17, 168
F.18, 168, 232
F.19, 238
F.32, 173, 203
F.80, 154
FB75, 180
F_BKPF_BES, 154
F_BKPF_BLA, 153
F_BKPF_BUK, 154
F_BKPF_BUP, 154
F_BKPF_GES, 154
F_BKPF_KOA, 154
F_BNKA_BUK, 158, 219
F_BNKA_MAN, 158, 219
FCPA, 90, 199, 210
FI-AM, 149
FI-AP, 149
FI-AR, 149, 159
fictitious vendors, 101
field status, 165

groups, 155
Financial Reporting, 149, 152
findings, 50
fixed assets, 165, 170
FK09, 215
F_KNA1_AEN, 156, 183
F_KNA1_APP, 156, 183
F_KNA1_BED, 156, 183
F_KNA1_BUK, 156, 183
F_KNA1_KGD, 156, 183
F_KNKA_AEN, 157, 183
F_KNKA_KKB, 157, 183
F_KNKK_BED, 157, 183
F_LFA1_AEN, 158, 217
F_LFA1_APP, 158, 217
F_LFA1_BEK, 158, 217
F_LFA1_BUK, 158, 217
F_LFA1_GRP, 158, 217
flowcharts, 104
Foreign Corrupt Practices Act, 90, 210
Fraud, 111, 151, 158, 190, 207, 216

prevention, 156
fraudulent payments, 100
free of charge deliveries, 178

F_SKA1_AEN, 155
F_SKA1_BES, 155
F_SKA1_BUK, 155
F_SKA1_KTP, 155

G

GAIT, 131, 133
Gaps, 173
GCC, General Computer Controls
General Computer Controls, 61, 115, 127, 
129, 103, 133, 141, 152
General Ledger, 149, 150, 151
GGB0, 161
G/L Accounts, 171
GLBA, 32, 91
Go-Live, 93, 106, 117, 124, 140
Goods Receipt, 44, 108, 153, 218, 226, 227
Governance, Risk, and Compliance, 87, 97, 
251
Gramm-Leach Bliley Act, 91
GRC, Governance, Risk and Compliance
GR/IR, 238

H

Hardware, 128
Health Insurance Portability and 
Accountability Act, 33, 91
Held Documents, 168
Help desk, 128
HIPAA, 32, 91, 92

I

IDEA, 198, 231
IIA, Institute of Internal Auditors

International Professional Practices 
Framework, 34

IMG, 64, 119
implementation, 88

lifecycle, 123
team, 104, 105

incomplete documents, 203

Book_253_TIGHT.indb   294 12/4/09   10:18:00 AM



295

Index

Incomplete SD Documents, 203
Incompletion Procedures, 187
independence, 33, 34
inherent risks, 98, 104
Institute of Internal Auditors, 35, 131
Instruments and Exchange Law, 91
interest due, 177
Interface Management, 134, 140
Interfaces, 129, 134, 140
Internal Audit

co-sourcing, 27
definition, 26
outsourcing, 27
provided by external auditors, 29
reporting, 27

internal auditor, 104, 270
Internal Controls, 89, 98
inventory adjustments, 124
inventory management, 218
ISACA, 131, 132
ISO 27000, 133
ITGC, IT General Controls
IT General Controls, 127
IT Governance Institute, 131
IT Infrastructure Library, 132

J

job scheduling, 140
journal entries, 150, 152
J-SOX, 91

K

key performance indicators, 103
KNA1, 198
KPI, Key performance indicators

L

LFA1, 231
liabilities, 44
loan covenants, 92
locked transactions, 147

Logging, 143
Login/min_password_diff, 145
Login/min_password_digits, 146
Login/min_password_letters, 146
Login/min_password_lowercase, 146
Login/min_password_specials, 146
Login/min_password_uppercase, 146
Login/min_passwrod_lng, 145
Login/password_expiration_time, 145
Loi sur la SÈcuritÈ FinanciËre, 91
Low-Value Asset, 166
LSF, 91
LVA, Low-Value Asset

M

Maintain Billing Due List, 204
management, 129
management comment letter, 29
Management response, 50
Mandatory Goods Receipt, 227
manual controls, 104, 123
Manual payments, 235
manual postings, 153
MARA, 198, 231
mass changes, 180, 215
mass maintenance, 180, 215
Master Data, 77, 121, 124, 151, 153, 181, 
213, 215
Master data types, 154
matching, 211
material groups, 225
Material Master, 108, 197, 218
Materials Management, 209
Material Types, 218
MB5S, 238
M_BANF_BSA, 214
M_BANF_FRG, 214
M_BANF_WRK, 214
M_BEST_BSA, 214
M_BEST_WRK, 214
ME04, 236
ME06, 226
meetings, 105
M_EINK_FRG, 214
MEMASSIN, 215

Book_253_TIGHT.indb   295 12/4/09   10:18:00 AM



296

Index

MEMASSPO, 215
Minimum Pricing, 188
Missing Credit Data, 203
mitigation, 96
MK04, 237
MK05, 215
MK06, 215
MM, Materials Management
M_MATE_BUK, 218
M_MATE_MAR, 218
M_MATE_WRK, 218
M_MSEG_BWE, 218
M_MSEG_WWE, 218
Monitoring, 170, 201

procedures, 140
movement types, 215, 218
Moving Average, 223
MR02, 215
MRHG, 215
MSL2, 215

N

Naming Conventions, 144, 233
negative policy cycle, 135
Negotiating, 48
network access, 129
Network Access Control, 137
network performance, 129
Networks, 128
NSF, 177

O

OB32, 164
Objectivity, 34
observation, 45, 46
OMJJ, 226
OMM, 144
OMR6, 223
OMRH, 223
OMRI, 223
One-Time Customer, 200
One-Time Vendor, 220, 233
open orders, 191

Operational Auditing, 199
Order Confirmations, 197
order entry, 176
Order Reference, 221
Order-to-Cash, 175
organizational model, 150
Organization Management Model, 144
Outstanding Invoices, 204
OV51, 202
OVA8, 191
OVAD, 191
OVAK, 190
Overdelivery, 228
overpayment, 98, 210, 211
OVY2, 166

P

parameters, 124, 145
Park and Post, 163
parked, 151
Parked Documents, 168
password, 99, 137, 145, 146

default, 146
expiration, 145
minimum, 145

Payment Card Data, 184
Payment Card Industry, 91
Payment Different, 227
Payment Tolerances, 187, 221
payroll adjustment, 43
PCI, 91
PMBOK, 117
PMIN, 188
PO, 211, 221
Policies and procedures, 134

exceptions, 135
Post-Implementation Review, 55
posting currency, 155
postings, 151, 153, 163, 170
Posting Status, 205
Posting Tolerance, 162
Pre-Implementation Review, 54
Price Variance, 223
Pricing, 176
pricing complaints, 199, 200

Book_253_TIGHT.indb   296 12/4/09   10:18:00 AM



297

Index

Pricing Condition Changes, 201
Pricing Conditions, 184, 189, 199
pricing strategies, 198
privacy, 91, 115, 184
privileged access, 136
procedures, 134
process design, 96
procurement, 94, 108
procurement cards, 210
production client, 142
Professional skepticism, 35
Profiles, 147
profit centers, 144
Pro-Forma Invoice, 193
Programmer access, 138
Project Management, 59, 61, 116
Project Management Body of Knowledge, 117
Project Management Institute, 117
project manager, 105
project plan, 102, 103, 105
purchase orders, 211
purchase requisition, 225
Purchase-to-Pay, 108, 149, 209
Purchasing, 108, 210, 214, 216

entity, 214
group, 214, 225

Q

QA, 94, 100, 199
quality assurance, 94, 199
Quantity Variance, 222
quotation, 192, 203

R

RAZUGA01, 173
RBE, 96
Reason Codes, 227
Receiving Procedures, 235
reconciliation, 36, 177

account, 156, 157, 159, 186, 220
recording, 43
redesign, 118
re-engineer, 94

Re-engineering, 118
Reference, 226
Reference Documents, 194
release strategy, 212, 224, 226
relevance, 43
Remaining Risk, 100, 119
Remote access, 137

applications, 137
re-performance, 45, 47
report

distribution, 49
Required Entry, 221
Restricted Password, 146
Returns, 193, 194
Revenue, 177

recognition, 177
Reverse Business Engineering, 96
RFBABL00, 171
RFBELJ00, 168
RFBKABL0, 171
RFBNUM10, 238
RFDABL00, 171, 202
RFDKAG00, 203
RFDKLI10, 203
RFDKLI40, 206
RFDKLI50, 180
RFDKLIAB, 172, 202
RFDKVZ00, 200
RFKABL00, 172, 236
RFKEPL00, 233
RFKKAG00, 237
RFKKVZ00, 233
RFSABL00, 171
right-to-audit clause, 28
risk, 93, 103, 125
risk appetite, 95
Risk Assessment, 98, 103
Risk Inventory, 108
risk matrices, 109
risk rating, 109
Risks, 48, 210
identification, 104

tolerance, 135
RM06EM00, 238
RM06ID47, 215
Roles, 147
RSAUDITC, 147

Book_253_TIGHT.indb   297 12/4/09   10:18:00 AM



298

Index

RSPARAM, 64, 145
RV16ACHD, 201
RV50SBT1, 205
RVAUFERR, 203
RVAUFRUE, 205

S

sales areas, 180
sales documents, 190, 192, 205
sales order types, 194
sales organizations, 180, 200
S_ALR_87003642, 154
S_ALR_87012089, 236
S_ALR_87012103, 233
S_ALR_87012182, 172, 202
S_ALR_87012215, 172, 202
S_ALR_87012293, 171
S_ALR_87012308, 171
S_ALR_87012341, 173, 207
S_ALR_87012342, 173
S_ALR_87101127, 238
SAP*, 124, 146
SAP_A.ADMIN, 147
SAP_ALL, 124, 147
SAP_AUDITOR, 240, 242
SAP_A.USER, 147
SAP BusinessObjects Access Control, 75, 137, 
138, 152, 179, 213
SAP BusinessObjects Governance, Risk, and 
Compliance Solutions, 251
SAP BusinessObjects GRC, 107
SAP BusinessObjects Process Control, 120, 
136, 167
SAPCPIC, 147
SAP ERP Financials, 149, 152
SAPF190, 237
SAP Hierarchy, 144
SAP-independent controls, 113
SAPMV60A, 205
SAP Audit Guidelines R/3, 141
SAP NetWeaver Business Warehouse, 150, 
198, 231
SAP_NEW, 147
SAP Press, 141
SAP security, 33

SAP Security and Authorizations, 141
Sarbanes-Oxley Act, 32, 91, 92, 103, 121, 
131, 132, 199, 266
SAS-70, 28
SCC4, 142, 143
SCC5, 147
Schedule Manager, 167
Scheduling, 140
Schnitzer Steel Industries, 90
SCMA, 167
SD, 156, 173
SDBILLDL, 204
SEC, 91, 266
SECR, 240
Securities and Exchange Commission, 91
security, 91, 110, 111, 115, 122, 124, 127, 
134, 136, 141, 151, 178, 213
security parameters, 145
Segregation of Duties, 67, 136, 137, 152, 156, 
157, 178, 214, 218

 Matrix, 138
SEI, 132
Self-audit, 136
self-auditing, 200
self-service, 210
Sensitive Fields, 189, 224
Sensitive Transactions, 147
servers, 128
service audit report, 28
service level agreements, 92, 105
Service Receipt, 108
ship-to, 185
Siemens AG, 90
single-sign on, 128
SLA, 92
SOD, Segregation of Duties
Software Engineering Institute, 132
Software Selection, 32
Source Determination, 226
Source List, 236
S_P00_07000008, 171
split transactions, 100
SPM, 138
Status Groups, 186
status reporting, 103
Stochastic blocking, 95, 228
SU01, 240

Book_253_TIGHT.indb   298 12/4/09   10:18:00 AM



299

Index

substitutions, 162
sundry invoice processing, 124
Super-user, 147, 138
Super User Privilege Management, 138
super-user privileges, 136

T

T000, 143
T000, 143
Table Logging, 143
tax category, 155
testing, 94
Testing, 121, 124
test plan, 139
Test plan, 139
theft, 151
three-way match, 210, 234
timeliness, 43
Titan Corporation, 90
TMSADM, 147
tolerance, 72, 99
tolerance group, 162
tolerance keys, 221
tolerances, 124, 187, 221
training, 77, 104, , 122, 124
transport, 124, 139, 142
trust, 37

U

unauthorized purchases, 111
unblock, 155
underpayment, 98
Unposted Assets, 173
upgrade, 88, 144
User Access, 76
User access assignment, 136

V

V.00, 203
V.15, 205

Validation, 160
Validation rules, 161
validity, 43
VD04, 202
VD05, 180
VD06, 180
Vendor Changes, 172, 215, 236
Vendor Master, 108 157, 216, 231
vendor setup, 100
Vetco, 90
VF03, 205
VF04, 204
VK11, 188
VK13, 202
VKM1, 180
V_KNA1_BRG, 180
V_KNA1_VKO, 180
V_KONG_VWE, 184
V_KONH_VKO, 184
V_KONH_VKS, 184
VL04, 205
VL06, 205
VL10B, 238
VOV8, 194
VTFA, 193
VTLA, 193
V_VBAK_AAT, 180
V_VBAK_VKO, 180

W

Warn, 161
weaknesses, 94
workflow, 99, 110, 111
write-offs, 44

X

XD04, 202
XD99, 180
XFX3, 206
XK04, 237
XK99, 215

Book_253_TIGHT.indb   299 12/4/09   10:18:01 AM


	SAP PRESS – reading sample

	Surviving an SAP Audit
	Steve Biskie
	-------------------------------------------------------------
	Contents at a Glance
	Contents
	-------------------------------------------------------------
	chapter 1: Introduction
	1.1 Audit Overview
	1.2 Types of Auditors
	1.2.1 Internal Auditors
	1.2.2 External Auditors
	1.2.3 Specialty Auditors

	1.3 Categories of Audit Objectives
	1.4 Auditing Principles and Considerations
	1.4.1 Independence
	1.4.2 Objectivity
	1.4.3 Professional Skepticism
	1.4.4 Evidence

	1.5 Understanding the Audit
	1.5.1 Risk-Based Auditing
	1.5.2 Internal Controls
	1.5.3 Thinking Like an Auditor
	1.5.4 Applying Audit Investigative Techniques

	1.6 Audit Reporting
	1.6.1 Reporting Process
	1.6.2 Responding to Preliminary Audit Issues
	1.6.3 Negotiating Issues
	1.6.4 Report Distribution
	1.6.5 Management Response and Follow-Up

	1.7 Rules of Engagement
	1.7.1 Understanding the Audit Objective
	1.7.2 Working with the Auditor
	1.7.3 Establishing the Audit Environment
	1.7.4 Do’s and Don’ts

	1.8 Summary

	-------------------------------------------------------------
	Index
	-------------------------------------------------------------
	www.sap-press.de
	(c) Galileo Press GmbH 2010




