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SAP Solution Manager has become an indispensable tool for enterprises 
that run SAP software. However, the value added by its integration into the 
system landscape varies significantly between one enterprise and the next. 
This chapter shows you how to use SAP Solution Manager for administration 
of your SAP systems.

System Administration4  with 
SAP Solution Manager

All SAP customers need to use SAP Solution Manager. It’s no longer possible to 
download support packages for new releases without this tool. For this reason, any 
enterprise or business that runs SAP software also uses Solution Manager.

In practice, however, opinions are (even now) still divided: While some regard it as 
a necessary evil, others try to use the functions of Solution Manager as extensively 
as possible and to incorporate them profitably into the value chain.

The resources available within the enterprise or SAP administrator group often deter-
mine the fate of a Solution Manager installation. It takes time, money, and patience 
to become familiar with its functions, set up a stable two-system or even three-system 
landscape, and map projects and business processes in the “SolMan.”

This chapter explains how to use Solution Manager for SAP system administration. 
It explains the basic settings required to use the essential functions. However, it 
also introduces instruments that may be of interest to administrators and may help 
make your life a lot easier.

Functional Spectrum of SAP Solution Manager4.1 

SAP Solution Manager seeks to manage and document the entire lifecycle of SAP 
systems, from the initial project phase, through the implementation of a new 
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software solution, and, ultimately, to live system operation. Solution Manager 
provides a central or higher-level starting point from which you can navigate to 
all connected systems. 

Details of its main applications are provided as follows:

Implementation and upgrade of SAP solutions  EE

You can use Solution Manager to map an implementation or upgrade project. It 
contains best-practice guidelines known as Roadmaps for a range of commonly 
occurring scenarios. You can use a Business Blueprint to model business processes. 
This process structure provides a basis for configuration, Customizing, and 
documentation of the solution. Solution Manager can also be used for admin-
istration of customer developments. It also offers basic functions for project 
administration and controlling.

Test managementEE   
Solution Manager provides a central platform for software testing, both within 
projects and during live operation. Test cases (for example, manual test cases 
or eCATT tests) can be structured using test plans and packages, and they can 
be assigned to testers in the form of a worklist. Testers execute the test cases in 
Solution Manager, which provides automatic navigation to the system that is to 
be tested. The test process is documented and evaluated in Solution Manager.

System administrationEE   
Administration tasks can be defined and monitored centrally in Solution Manager 
for the purpose of system administration. Solution Manager, in its central role 
within the system landscape, provides a central system for system monitoring 
using the CCMS Alert Monitor (see Chapter 3) and for user administration 
(see Chapter 13). In addition, the EarlyWatch Alert function enables proactive 
system monitoring and supports service level reporting for management. If a 
problem occurs, Solution Manager allows you to contact SAP Solution Manager 
and track its resolution (Issue Management). Furthermore, Solution Manager 
support is essential for the maintenance of SAP systems (for example, with 
support packages).

Incident ManagementEE   
Solution Manager can be used as a service desk, for example, for your enterprise’s 
IT hotline support. Users can record problems from the SAP system directly and 
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then send notification to Solution Manager. Ticket processing is mapped as a 
workflow between users and the support organization.

Change ManagementEE   
Change management offers a workflow for requesting, implementing, rolling 
out, documenting, and tracking changes in the system. You can implement and 
control all transport management functions (see Chapter 17) using a change 
request process to create a consistent workflow, comprising change request, 
approval, programming/Customizing, testing, acceptance, and transport into 
the production system.

The preceding list illustrates what a powerful tool SAP Solution Manager has 
become. It’s impossible to cover all aspects of Solution Manager in this book, much 
less discuss them in detail. This chapter therefore focuses on the topic of system 
administration with Solution Manager. For further information on many of the 
topics mentioned, please refer to the available literature.1

Maintaining the System Landscape4.2 

You must define and configure your system landscape in Solution Manager before 
you can use it for administration of your systems. This includes creating the systems 
and their individual components (database, application server, software components) 
and creating a connection between Solution Manager and the SAP systems.

Communication between the systems is based on RFC (Remote Function Call) 
connections (see Chapter 2), which are created as part of system landscape 
maintenance or are generated automatically. These connections allow Solution 
Manager to read a large portion of the system information independently from 
the system you want to connect. You also have the option of maintaining addi-
tional data manually.

1 Schäfer, Marc O.; Melich, Matthias, SAP Solution Manager Enterprise Edition (Boston: SAP PRESS, 
2009). Friedrich, Matthias; Sternberg, Thorsten, SAP Solution Manager Service Desk—Functionality 
and Implementation (Boston: SAP PRESS, 2008). Friedrich, Matthias; Sternberg, Thorsten, Change 
Request Management with SAP Solution Manager (Boston: SAP PRESS, 2009).
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Work Centers 

In the SAP Solution Manager help documentation available in the SAP Help Portal 
(http://help.sap.com), work centers are frequently mentioned in connection with various 
Solution Manager functions.

These normally refer to general transactions, which will be familiar to you from other 
systems. All of the options and processing features for a specifi c function are bundled 
together in these transactions (for example, the work center for system landscape 
administration, which you can access in Transaction SMSY).

Creating a Server4.2.1  

Every SAP system runs on a physical or virtual server. To enable administration of 
the SAP system with Solution Manager, you must fi rst defi ne the server in system 
landscape maintenance.

To add a new server to the system landscape, follow these steps:

Enter Transaction “SMSY”1.   in the command fi eld, and press the [Enter] key 
(or select the menu option Tools • SAP Solution Manager • SMSY – System 
Landscape).

Under 2. Landscape Components, select the Server entry, and right-click to open 
the context menu. Select Create new server.
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In the 3. Create new server dialog box that opens, enter the name of the server, 
and choose Create and edit object ( ).

Enter information about the server on the 4. Technical data tab. You can also 
enter a description here if necessary. Choose Save ( ).

If you expand the 5. Server node in the left screen frame, the server you created 
is now displayed in the tree structure.
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Creating a Server

Before you add a new SAP system to your system landscape, you must create the server 
on which the system is to run.

Creating a Database4.2.2  

Because an SAP system always has both a server and a database, you can also main-
tain a database as part of your system landscape. You will then assign the database 
to the SAP system in the system landscape later.

To add a new database to the system landscape, follow these steps:

Enter Transaction “SMSY”1.   in the command fi eld, and press the [Enter] key 
(or select the menu option Tools • SAP Solution Manager • SMSY – System 
Landscape).

Under 2. Landscape Components, select the Databases entry, and right-click to 
open the context menu. Select Create new database.
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In the 3. Create new database dialog box that opens, enter the name of the 
database, and choose Create and edit object ( ).

Enter information about the database on the 4. Technical data tab. You can also 
enter a description here if necessary. Choose Save ( ).
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If you expand the 5. Databases node in the left screen frame, the database you 
created is now displayed in the tree structure.

Creating a Database

The creation of a database, in contrast to the creation of a server (see Section 4.2.1), is 
not mandatory in order to enable administration of an SAP system. However, we recom-
mend that you do so for the sake of completeness.

Creating a System4.2.3  

After you maintain the master data for the SAP system’s server and database, you 
can proceed with the creation of the system itself. First, you must create a system 
as a master record. Next, you confi gure the connections between the system for 
which you want to enable administration and Solution Manager. Finally, the system 
can be assigned to a logical component and added to a solution.

Creating a System

To add a new SAP system to your system landscape, follow these steps:

Enter Transaction “SMSY”1.   in the command fi eld, and press the [Enter] key 
(or select the menu option Tools • SAP Solution Manager • SMSY – System 
Landscape).
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Under 2. Landscape Components, select the Systems entry, and right-click to open 
the context menu. Select Create new system with Assistant.

Creating a System with the Wizard 

The wizard guides you, step-by-step, through the process and prompts you to enter all 
data required. In this example, the wizard is used to enter the system master data.

You can also create a system without the assistance of the wizard by selecting the Create 
new system option from the context menu. You can also edit the information that is 
automatically determined and entered by the wizard.

Choose 3. Continue ( ).
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On the next screen, enter all of the information required in the input fi elds.4. 

Enter the server under EE System (see Section 4.2.1).

Enter a meaningful short description.EE

Select an SAP product from the selection list.EE

Select the product version from the selection list.EE

Enter the installation number.EE

After you have entered all of this information, click on Continue ( ).

In the next step, the wizard prompts you to select main instances as relevant. 5. 
Activate the checkboxes in the Relevant column, and choose Next ( ).

Selecting Main Instances 

A main instance is a system component that you want to manage using Solution Manager. 
The SAP product selected determines your choice of main instances.

You will need to select one or more main instances, depending on the scope of the instal-
lation of the system you want to manage. If, for example, you want to add an SAP ECC 
6.0 system that only has an ABAP stack, select the SAP ECC server as a main instance.

If, for example, you want to manage an SAP Business Intelligence system, on which an 
ABAP stack, Java stack, and an SAP NetWeaver Portal are running, you need to select 
all three instances as relevant.

Your selection determines which Solution Manager functions are subsequently available 
to you, so you need to select all instances that you use to meet your business require-
ments. For example, if an instance is not selected, support packages will not be detected 
automatically for it.
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On the next screen, specify the system number and the server on which the 6. 
system’s message server runs. The message server is usually the same as the 
system server selected in step 4. Choose Continue ( ).

In the next to last wizard step, you can select follow-up functions for subsequent 7. 
execution. If you select one or more options here, other wizard dialogs will 
immediately start. Our example shows the activities without the use of other 
wizards.

Choose Continue ( ).
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Choose 8. Complete ( ).

The new SAP system is created in the system landscape. The next step is to set up 
the RFC connections that are essential to communication between Solution Manager 
and the target system.

Creating Connections

As soon as your system exists as a master record in the system landscape, you can 
create a connection between the system and Solution Manager.
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To create RFC connections, follow these steps:

Enter Transaction “SMSY”1.   in the command fi eld, and press the [Enter] key 
(or select the menu option Tools • SAP Solution Manager • SMSY – System 
Landscape).

Under 2. Landscape Components, expand the Systems entry and the product folder 
(for example, SAP ERP). The system you have just created is displayed within 
this folder. When you position your cursor on this entry, the system master data 
are displayed in the right screen frame.

Expand the system node (for example, 3. NSP). The main instances you selected as 
relevant are listed below this structure element. Click to select a main instance 
in the tree (for example, SAP ECC Server). The data of the main instance is 
displayed in the right screen frame. Click on Display <-> Change ( ) to switch 
to change mode.
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Assigning a Database 

When you created the SAP system, you were required to specify a server, while the 
entry of a database was optional. You can now defi ne the database retroactively on the 
Header Data tab of the main instance.

On the 4. Clients tab, enter the relevant clients in the system (for example, “000”). 
Click on the Generate RFC destinations button ( ).

Connecting Clients 

It isn’t necessary to connect all clients to Solution Manager. You should always enter 
client 000, which exists in every SAP system, for central system maintenance and 
monitoring.

In addition to this client, you only need to create clients that are relevant for your 
purpose, for example, for your project or live operation (for example, client 100). For 
example, the Customizing client must be connected in an implementation project so 
that the project implementation guide can be generated in that client.

383_Book.indb   192 3/8/11   3:02:08 PM



193

Maintaining the System Landscape 4.2

Choose 5. Yes to confi rm the dialog box.

Select the connections you want to generate:6. 

RFC Destination and User for Read AccessEE   
A connection to the target system for the purpose of reading data. This con-
nection must always be generated.

RFC Destination and User for Change ManagerEE   
You only require this connection if you intend to use the Change Request 
Management functions in Solution Manager.

RFC Destination with Trusted System ConnectionEE   
Trusted system connections do not require users to log on with a password. 
This makes them much easier to use.

RFC Destination for Solution ManagerEE   
You can also generate this RFC connection as a trusted system connection.

RFC Destination with UserEE   
This is the return connection from the target system to Solution Manager.

Disable load balancing.7. 

Choose Generate RFC Destinations ( ).
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Trusted System Connection s

Trusted system connections eliminate the need for password logons and therefore also 
the transfer of passwords within the network. Trusted system connections can be identi-
fi ed in RFC destination maintenance (Transaction SM59; see Chapter 2, Section 2.6.1) 
by the setting Trusted System • Yes on the Logon & Security tab.

If you want to use a trusted system connection, you must create a relationship of trust 
between the two systems involved. You use Transaction SMT1 to defi ne which systems 
are trusted systems. The counterpart of a trusted system is its trusting system, which you 
can view in Transaction SMT2. These entries are generated automatically in the partner 
system when it is created as a trusted system.
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You are prompted several times to log on to the target system and Solution 8. 
Manager. This is necessary for the RFC connections and users to be generated.

A log is displayed after this process is completed. Check the entries for error 9. 
messages. Choose Back ( ) to return to system landscape maintenance.

The RFC connections between Solution Manager and the target system have 10. 
been generated. Choose Read system data remote ( ) to use the RFC con-
nections to read information from the target system.
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Information is gathered about other clients in the system, logical systems, and 11. 
software components and entered in the table. You can use these details to 
help you create more RFC connections for other clients. This information (for 
example, component information) will also be relevant when you start using 
Solution Manager later (for example, for downloading support packages).

Maintenance of the system landscape is technically completed when you’ve created 
the system and generated the connections successfully. The systems defi ned are 
then available for further use with Solution Manager functions. Use the instruc-
tions provided previously to create all systems you want to manage with Solution 
Manager in the system landscape.

If you manage two or three system landscapes comprising development, test, and 
production systems, create all of these systems, which you will assign to a logical 
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component in the next step. This logical component will, in turn be assigned to a 
solution.

Assigning a System to a Logical Component 

You can use a logical component to group systems in a multisystem landscape in 
a single unit for administration. Roles are assigned to the individual systems to 
uniquely identify them within the logical component.

To assign your system to a logical component, follow these steps:

Enter Transaction “SMSY”1.   in the command fi eld, and press the [Enter] key 
(or select the menu option Tools • SAP Solution Manager • SMSY – System 
Landscape).

Under 2. Landscape Components, expand the Systems entry and the product 
folder (for example, SAP ERP) that contains your system. Right-click to open 
the context menu. Select Assignment to logical components.

A wizard dialog box opens to guide you through the assignment process. Choose 3. 
Continue ( ).
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Your system’s main instance is displayed. Use the input help (4. ) to select a 
logical component.

Select the appropriate logical component from the tree structure, and click on 5. 
OK ( ).
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The logical component is entered in the table. 6. 

In the Role column, select the system’s role from the drop-down list (for example, 
production system).

Enter the relevant client, and choose 7. Continue ( ).
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In the next step, you are again shown an overview of the logical components. 8. 
Click on Continue ( ).

In the fi nal wizard step, choose 9. Complete ( ).

You are then returned automatically to system landscape maintenance. To 10. 
check your entry, select the System Groups and Logical Components area in 
the left screen frame, and then select Logical Components. Expand the tree 
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structure, and click on the relevant logical component (for example, SAP ERP 
ECC Server). The assigned systems are displayed in the right screen frame.

Follow these steps to assign a logical component and a role to your systems. For 
example, you can group the systems of a three-system landscape comprising a 
development system, test system, and production system in a logical component 
and then assign the relevant system role.

Using Logical Components 

Logical components are particularly useful for implementation or upgrade projects because 
these projects distinguish among the development, test, and production systems. The 
same applies to test and change management. However, logical components are also 
required for system monitoring.

Solution4.3  s

Solutions give you the option of bundling individual systems together and managing 
them as a unit. The way in which you group systems together as solutions ultimately 
depends on the system landscape you are managing and on which Solution Manager 
functions you use. You can also add the same system to several different solutions 
to enable system administration in accordance with your requirements and based 
on a range of criteria.
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Example: Defi ning Solutions

If you want to monitor business processes that involve several systems (for example, a pro-
curement process with an SAP SRM system and an SAP ERP system), it’s useful to bundle 
the production SAP SRM system and the SAP ERP system together in a solution.

If, on the other hand, you want to use Solution Manager change management, it’s 
preferable to bundle the development, QA, and production systems of the SAP ERP 
landscape together.

Another option is to structure the solutions in accordance with your enterprise struc-
ture (for example, by subsidiary), or based on the geographical locations of the sites 
involved.

Creating a Solution4.3.1 

To create a new solution, follow these steps:

Enter Transaction “SOLUTION_MANAGER”1.   in the command fi eld, and press 
the [Enter] key (or select the menu option Tools • SAP Solution Manager •

SOLUTION_MANAGER – Solution Operation).

On the 2. Solution Overview – SAP Solution Manager screen, click on the 
Create button. (You may need to go to the solution overview fi rst by clicking 
on the corresponding button.)

In the 3. Solution fi eld, enter a name that is as meaningful as possible. Select a 
language as necessary under Original Language. Click the Continue button.
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The new solution has been created. In the 4. Operations Setup view, you can 
navigate to various maintenance functions from the Solution Landscape tab. 
Choose System Landscape Maintenance.

This brings you to a screen displaying the Solution Directory. Here you can defi ne 5. 
which systems belong to your solution. Click on Display <-> Change ( ) to 
switch to change mode.
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Use the input help (6. ) to make an assignment in the Logical Component
column.

Expand the tree structure, and select the logical component. Choose 7. OK ( ).
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The logical component has been assigned to your solution. Choose 8. Save ( ). 
Then choose Back ( ) to exit Solution Directory maintenance.

Choose 9. Solution Overview to display all solutions.

 The solution you created is now displayed in the 10. Solution Overview.
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Your solution is now created, and its basic confi guration has been completed. You 
can or, in some cases, must make some additional settings, depending on how the 
solution is to be used.

Activating and Deactivating Solutions4.3.2  

Existing solutions may have an active or inactive status. Active solutions are ready 
for use in Solution Manager, whereas inactive solutions cannot be used in a pro-
duction environment.

If necessary, you can deactivate a solution and then change its status to active again. 
To do this, follow these steps:

Enter Transaction “SOLUTION_MANAGER”1.   in the command fi eld, and press 
the [Enter] key (or select the menu option Tools • SAP Solution Manager •

SOLUTION_MANAGER – Solution Operation).

The2.  Solution Overview – SAP Solution Manager screen always opens in the 
SAP Solution Manager: Active Solutions view. Select a solution to deactivate 
it. Click on the Deactivate button.

A message confi rms that the solution has been deactivated. To activate it again, 3. 
click on the Display inactive solutions button.
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Select the solution, and click on 4. Activate.

Deleting Solutions 

You can also delete solutions in the Inactive Solutions view. Active solutions can’t be 
deleted, so they must be deactivated fi rst.

A message in the 5. Solution Overview confi rms that the solution has been 
activated.

You can use this function to deactivate solutions that aren’t currently in use.
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Self-Diagnosis4.3.3  

A self-diagnosis function is available to allow you to monitor the confi guration 
of Solution Manager and the solutions you create. This function detects potential 
problems caused by incorrect or missing confi guration settings. In addition to an 
overview of system vulnerabilities, the self-diagnosis function also offers specifi c 
instructions about how to deal with these.

Enter Transaction “SOLUTION_MANAGER”1.  , and press the [Enter] key (or select 
the menu option Tools • SAP Solution Manager • SOLUTION_MANAGER – 
Solution Operation).

To open your solution, click on the system’s link (for example, 2. System NSP) in 
the Solution column on the Solution Overview – SAP Solution Manager
screen.

Click on the 3. Self Diagnosis button.

To start self-diagnosis, click on 4. Execute.
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Choose 5. Yes to confi rm the dialog box.

Choose 6. Refresh to display the result of self-diagnosis. Check whether any critical 
alerts ( ) or warning messages ( ) have occurred.

383_Book.indb   209 3/8/11   3:02:24 PM



210

System Administration with SAP Solution Manager4

Click on an alert to view the details of the message and the proposed solution.7. 
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Check the error and warning messages that occurred, and eliminate the errors in 
accordance with the solution description on the Details tab. Then execute a self-
diagnosis again to verify that the errors have been eliminated.

System Administration4.4 

System administrators are likely to be most interested in finding out about the 
functions provided by Solution Manager for administration and technical admin-
istration of the SAP systems. 

SAP Solution Manager covers the following areas:

Central system administrationEE

Central system monitoring (CCMS Alert Monitoring)EE

EarlyWatch Alert (or service level reporting)EE

This section describes how you can use these functions for the administration of 
your system landscape.

Central System Administration4.4.1 

Central system administration helps you plan and execute administration tasks that 
arise in the systems within your solution.

The standard delivery of SAP Solution Manager contains predefined packages of 
tasks, which reflect the typical range of tasks that a system administrator is required 
to perform. These task packages provide checklists, which relate most directly to 
the system administration wizards (Transaction SSAA) described in Chapter 2, Sec-
tion 2.4. You can plan these tasks centrally for all of your systems from Solution 
Manager. RFC connections allow you to navigate to the system in which you want 
to execute a task and start the relevant transaction automatically. 

In addition to these standard tasks, you can also define your own tasks and add 
these to your task list.

Setting Up Central System Administration

You need to make some specific settings before using central system administration: 
To do this, follow these steps:
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Enter Transaction “SOLUTION_MANAGER”1.   in the command fi eld, and press 
the [Enter] key (or select the menu option Tools • SAP Solution Manager •

SOLUTION_MANAGER – Solution Operation).

To open your solution, click on the link in the 2. Solution column on the Solu-
tion Overview – SAP Solution Manager screen.

Select the 3. Solution Monitoring tab in the Operations Setup view.

Click on the 4. System Administration subitem. Under Service, select Central 
System Administration.
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This brings you to the initial screen of Central System Administration. In the 5. 
tree structure displayed in the left screen frame, follow the path Central Sys-
tem Administration • Administration Environment, and click on Choose 
Administration and Monitoring Workarea.

Select a standard view for the administration tasks (for example, 6. All Tasks), 
and click on Save ( ).
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Other Options

In the Administration Environment structure, you can use additional settings to adjust 
the display of central user administration to meet your specifi c requirements. The avail-
able documentation about the individual points discussed earlier provides more detailed 
confi guration instructions.

Select the menu option 7. Central System Administration • General Session 
Customizing in the left screen frame. Pay particular attention to the status of 
the Check RFC Destinations task, to ensure that the connection to the target 
system is working.

RFC Destination  for Central System Administration

You can’t manage your target system from Solution Manager without a functioning RFC 
connection. Check the status of the connection, or enter a new connection if one does 
not already exist.

Next, select the tasks that need to be performed on a regular basis in the target 8. 
system, and defi ne an appropriate execution interval for each task. Expand the 
tree structure of your system (for example, NSP) and a task group (for example, 
General Basis Administration Task Group). Position your cursor on a task, 
for example, Checking for ABAP Short Dumps.
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The top-right screen frame shows a description of the task, and specifi es the 9. 
transaction in which the task is executed (for example, ST22). You confi gure 
the task in the frame below this. The Frequency column on the Task List tab 
specifi es by default that the task’s execution interval is not active. Open the 
input help ( ).
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Select the required execution frequency in the drop-down list (for example, 10. 
every 2 hours). Click on Choose ( ).

Choose 11. Save ( ) to save your settings. The  icon is now displayed next to 
the relevant task in the tree structure.
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SAP also provides default frequencies for the individual tasks, which you can 12. 
choose to accept. Select another task, and choose Options • Load Default 
Frequencies in the lower screen frame.

Answer 13. Yes to the confi rmation prompt.

The default frequency has been entered. You can use the input help to change 14. 
your setting at any time. Defi ne an execution interval for all tasks you want to 
use. Then choose Back ( ) to exit this view.
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Deactivating Tasks 

If you want to remove a task from your task list, select the not active entry from the 
input help ( ) in the Frequency column.

On the initial screen, an additional 15. Activities column is now displayed for the 
Central System Administration service, which you can use later to navigate 
to the activity report.

You’ve now created an administration plan for your system, consisting of tasks that 
are to be processed on a regular basis. If the tasks provided in the SAP standard sys-
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tem are not suffi cient, you can create and schedule new tasks of your own. As soon 
as your task list is complete, you can use it to process and monitor your tasks.

Copying Customizing 

When you have fi nished making administration settings for a solution, you can copy this 
confi guration to other solutions by choosing Central System Administration • General 
Session Customizing • Copy Customizing in the tree structure.

Defi ning Your Own Tasks

You can defi ne your own tasks to enhance the task catalog provided by SAP or to 
create a completely new user-specifi c administration plan.

To create your own tasks, follow these steps:

Enter Transaction “SOLUTION_MANAGER”1.   in the command fi eld, and press 
the [Enter] key (or select the menu option Tools • SAP Solution Manager •

SOLUTION_MANAGER – Solution Operation).

To open your solution, click on the link in the 2. Solution column on the Solu-
tion Overview – SAP Solution Manager screen.

Select the 3. Solution Monitoring tab in the Operations Setup view.
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Click on the 4. System Administration subitem. Under Service, select Central 
System Administration.

Position the cursor on the entry for your system (for example, 5. NSP) below the 
Central System Administration node in the tree structure. Open the Defi ning 
User Task Area tab in the bottom-right screen frame.

Choose A6. ppend Row ( ) or Insert Row ( ) to add a new row to the table, or 
use a blank row to create a new task area. Enter a name for the task area in the 
User Task Area column (for example, “Task Area NSP”). Click on Save ( ).
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Switch to the 7. Defi ning User Task Groups tab. Enter the following data in a 
new row:

User Task AreaEE : Use the input help to fi nd the task area you have just created 
(for example, Task Area NSP).

Task Group DescriptionEE : Enter a description that is as meaningful as possible 
here (for example, “Message Server”)

Action: Enter the action to be executed, for example, “SMMS”.

Action TypeEE : Select the relevant action type for the action in the drop-down 
list (for example, Transaction).

Choose Save ( ) to save your entries.

Available Action Type s

The following action types are available for user-defi ned tasks:

ProgramEE

A specifi c report is executed.

TransactionEE

A transaction is executed.

URLEE

An Internet address or fi le path is opened.

OthersEE

No action is defi ned.

If you select Others, the task is not assigned to an action that can be executed directly. 
This action type can be used, for example, for tasks that are not executed in the system 
but are still essential.
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Open the 8. Assigning User Tasks tab. Use the input help to select the task group 
you defi ned in the previous step. Enter a name for the task in the User Task
column (for example, “Check Message Server”). Choose Save ( ).

Your task has now been created. To assign an execution frequency to the task, 9. 
expand the tree structure in the left screen frame: NSP • Customer Task Area •

Task Area NSP • Message Server.
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Enter an interval (for example, “Daily”) in the 10. Frequency column as described 
previously, and choose Save ( ) to save your entry.

You can use your newly created task in exactly the same way as a standard SAP 
task. As soon as you assign an execution frequency to it, it becomes part of your 
task list.

Executing a Task Directly 

If you want to execute the task immediately to test it, choose Options • Start <Action>. 
The transaction or other action will be displayed here in place of <Action>, for example, 
Start SMMS. When you execute the task, you navigate automatically from Solution Manager 
to the target system, and the transaction is started in the system you want to manage.
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Monitoring and Processing System Administration Tasks

After you create a task list for your SAP systems, you can begin regular operation 
of your system landscape. In other words, you use Solution Manager to process 
the tasks at the defi ned intervals.

Enter Transaction “SOLUTION_MANAGER”1.   in the command fi eld, and press 
the [Enter] key (or select the menu option Tools • SAP Solution Manager •

SOLUTION_MANAGER – Solution Operation).

To open your solution, click on the link in the 2. Solution column on the Solu-
tion Overview – SAP Solution Manager screen.

Select the 3. System Monitoring/Administration tab in the Operations view. 
It displays an overview of the systems for which administration tasks are to be 
executed. The task icon changes to indicate when tasks are due to be executed. 
Click on Display Open Tasks ( ).

A table showing the open tasks is displayed. To open a task (for example, 4. Check 
Message Server), click on the corresponding link in the Name column.
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The view switches to your task list. To execute the task, you would click on the 5. 
Start SMMS button in this example.

Solution Manager uses an RFC connection to navigate to the target system and 6. 
starts the relevant transaction. You can then execute the task. For example, check 
whether the message server is active in Transaction SMMS (Message Server 
Monitor). When you’ve fi nished, choose Back ( ) to exit the system.
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Set a checkmark in the 7. Done column to indicate that the task has been completed. 
If necessary, you can add a comment on the task in the Comment for Log Book
column. Click on Save ( ).

The task is fl agged as executed (8. ), and the time of execution is saved. Choose 
Back ( ) to exit the screen.
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The task you have just executed is no longer shown on the list of open tasks. It 9. 
will only be displayed there again the next time it is due for execution. Process 
the remaining tasks until the list of open tasks is empty.

The task list allows you to carry out administration tasks according to a predefi ned 
schedule. It reminds you about open tasks and allows you to navigate from Solution 
Manager to the individual systems in which the tasks are to be executed, without 
having to log on again.

Central System Monitoring4.4.2 

Central system monitoring is based on the technology of the CCMS Alert Monitor 
(see Chapter 3). You can either use the CCMS Alert Monitor in your SAP systems 
directly, or set up Solution Manager as a central system, to which all alerts that occur 
in the monitored systems are forwarded. You can then analyze the alerts for all 
systems centrally in Solution Manager, without having to log on to each individual 
target system.

Central System for CCMS Alert Monitoring 

In Solution Manager, central system monitoring is based on the CCMS architecture. This 
means that your Solution Manager must, on the one hand, be confi gured as the central 
monitoring system (CEN) for the CCMS Alert Monitor. On the other hand, you must 
register the systems to be monitored for monitoring in Solution Manager.

This process is too complex to be discussed here. However, a detailed description is 
available in the SAP Help Portal (http://help.sap.com). Search under Confi guring a Central 
Monitoring System or using the keyword CEN.
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In relation to the required RFC connections, ensure that your Solution Manager’s /etc/
services fi le contains the entry “sapms<SID>3600/tcp” for the message server of the 
target system.

Setting Up Central System Monitoring

First, you must confi gure central monitoring. To do this, follow these steps:

Enter Transaction “SOLUTION_MANAGER”1.  , and press the [Enter] key (or select 
the menu option Tools • SAP Solution Manager • SOLUTION_MANAGER – 
Solution Operation).

To open your solution, click on the link in the 2. Solution column on the Solu-
tion Overview – SAP Solution Manager screen.

Select the 3. Solution Monitoring tab in the Operations Setup view.

Click on the 4. System Monitoring subitem. Under Service, select Setup System 
Monitoring.

Begin by activating system monitoring for the systems in your solution. To do 5. 
this, choose Setup System Monitoring • Activate Monitoring for Systems 
with ABAP-stack. Activate the checkbox in the Active? column for the systems 
you want to monitor. Choose Save ( ).
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Select 6. Check CCMS Connectivity in the tree structure. Make sure that the RFC 
connections to the target system are working (Status column ).

You can use the 7. Copy Customizing option to copy settings made in other sys-
tems if required.
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To make system-specifi c settings, position the cursor on the node that indicates 8. 
your system (for example, SAP System NSP).

Select the 9. CCMS Context tab in the lower screen frame. Open the input help 
( ) for the CCMS Context fi eld.
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In the dialog box that opens, select the relevant CCMS context (for example, 10. 
sap_NSP_00). Click on Choose ( ).

The CCMS context has been selected. Click on 11. Save ( ).
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Next, expand your system path (for example, 12. SAP System NSP), and select the 
setup path (for example, Setup Monitoring for SAP System NSP). Activate 
the alerts that you want to monitor centrally. Then choose Save ( ).

Select the entry 13. User Defi ned Alerts NSP. Open the input help ( ) in the 
Alert column.
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In the dialog box that opens, activate the target system alerts that you want 14. 
to monitor centrally. 

Then click on Choose ( ).
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The selected alerts are added to the table. Click on 15. Save ( ).

After saving, you can still change the threshold values of the alerts in the table 16. 
in the Green to Yellow, Yellow to Red columns, and so on.
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You’ve now set up system monitoring for the target system and defi ned the alerts 
you want to monitor. Your target systems are integrated into central monitoring, 
which means that you can immediately start monitoring their statuses with Solu-
tion Manager. You can adjust the confi guration of central system monitoring at any 
time, for example, by adding new alerts.

Monitoring System Alerts 

As soon as system monitoring is set up for your solution, any alerts that occur in 
the target system are displayed in Solution Manager. To analyze these alerts, follow 
these steps:

Enter Transaction “SOLUTION_MANAGER”1.   in the command fi eld, and press 
the [Enter] key (or select the menu option Tools • SAP Solution Manager •

SOLUTION_MANAGER – Solution Operation).

To open your solution, click on the link in the 2. Solution column on the Solu-
tion Overview – SAP Solution Manager screen.

Select the 3. System Monitoring/Administration tab in the Operations view. 
It displays an overview of the systems for which administration tasks are to be 
executed. The alert icon changes to indicate the existence of alerts. Click on 
Display alerts ( ).
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All alerts that currently exist are listed in the 4. Current Status view. Click on a 
link (for example, CPU_Utilization) to view the details.

This action results in automatic navigation to the target system, and the alerts 5. 
details are displayed. 

383_Book.indb   236 3/8/11   3:02:54 PM



237

System Administration 4.4

To return to Solution Manager, choose Back ( ).

Click on [6. More] in the overview to read a description of the alert.
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When you’ve fi nished, choose 7. Display Higher-Level graphic ( ) to exit the 
view.

To view historical alert data, click on 8. Open alerts in the overview.
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You can expand an alert to display its history.9. 

To confi rm an alert, activate the corresponding checkbox, and click on the 10. 
Confi rm button.
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Central system monitoring facilitates monitoring of your system landscape because 
it eliminates the need for you to log on to the individual systems to check alerts. 
While this technology is also available without Solution Manager, the graphical 
layout in Solution Manager ensures a clear overview.

Auto-Reaction Methods

You can also defi ne auto-reaction methods for system monitoring, for example, to send 
an email automatically whenever an alert threshold is violated. For more information, 
refer to Chapter 3, Section 3.4, or the SAP online help documentation.

SAP EarlyWatch Alert4.4.3  

The SAP EarlyWatch Alert is part of system monitoring. However, unlike CCMS 
Alert Monitoring, it analyzes the status of an SAP system on a regular basis (usually 
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weekly) rather than in real time. For analysis purposes, this report accesses data that 
has been gathered over a longer period to provide both a snapshot and a long-term 
evaluation of the following system-critical aspects:

System configuration (hardware, software, service availability)EE

System performance (performance development, transaction profiles)EE

Workload distribution (per module, database load)EE

System operation (update terminations, transports, short dumps)EE

Hardware capacity (CPU, main memory, paging)EE

Database performance (locks, read and write times, indexes)EE

Database administration (growth, objects with a critical size)EE

Security (users with critical authorizations, security gaps)EE

Trend analysis (system availability, response times, hardware)EE

Information About the SAP EarlyWatch Alert

For more information about the EarlyWatch Alert, see the SAP Support Portal at www.
service.sap.com/ewa.

The EarlyWatch report is based on the Service Data Control Centers (SDCC) data 
gathered in the target system. You must therefore ensure that the SDCC is fully 
configured before you can use the EarlyWatch Alert.

Activating the Service Data Control Center

To use the EarlyWatch Alerts, you must first activate the SDCC in the system you want 
to monitor. You can do this from Solution Manager by following these steps:

Enter Transaction “SMSY”1.  in the command field, and press the [Enter] key 
(or select the menu option Tools • SAP Solution Manager • SMSY – System 
Landscape).

In the menu, select 2. Environment • Solution Manager Operations • Admin-
istration SDCCN.
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A dialog box opens, displaying the system for which the SDCCN has already 3. 
been set up in your Solution Manager. Choose Add System ( ) to create a 
new entry.

Select a system or a client within a system from the tree structure. Click on 4. 
Continue ( ).

The system is added to the list. You now need to activate the SDCCN in a second 5. 
step. To do this, select the relevant row, and click on Activate SDCCN ( ).
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On the next screen, choose 6. Yes to confi rm that you want to create an RFC con-
nection for the SDCCN.

You’ve now fi nished setting up the SDCC, and the status of the SDCCN should 7. 
be displayed as OK ( ). Choose Continue ( ) to leave the Administration
view.

After you’ve set up a connection to the SDCC in the target system and activated 
the SDCCN, you can set up the EarlyWatch Alert.
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Confi guring the SAP EarlyWatch Alert 

The following basic confi guration settings are required before you can execute the 
EarlyWatch Alert and retrieve the report.

Follow these steps:

Enter Transaction “SOLUTION_MANAGER”1.   in the command fi eld, and press 
the [Enter] key (or select the menu option Tools • SAP Solution Manager •

SOLUTION_MANAGER – Solution Operation).

To open your solution, click on the link in the 2. Solution column on the Solu-
tion Overview – SAP Solution Manager screen.

Select the 3. EarlyWatch Alert tab in the Operations Setup view. Click on Setup 
EarlyWatch Alert.

Check the EarlyWatch Alert settings for the system you want to monitor. The 4. 
Active checkbox must be activated in the Active column. By default, Monday
is selected as the day of execution, but you can change this to another day of 
the week if required. Choose Save to save your settings.
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You have now verifi ed that the EarlyWatch Alert is active and scheduled as a regu-
lar job. Next, you can use a manual EarlyWatch run to check whether the alert is 
working correctly.

Service Preparation Check 

The EarlyWatch Alert uses the Application Servicetools add-on (component ST-A/PI), 
which needs to be updated from time to time. In addition, SAP makes new service 
defi nitions available on a regular basis. These serve as a basis for the recommendations 
of the EarlyWatch Alert.

You can use the RTCCTOOL program to check whether your systems have the current 
version of the ST-A/PI add-on and the latest service defi nitions. The RTCCTOOL report 
suggests specifi c actions for ensuring that your system is up to date.

Starting the SAP EarlyWatch Alert Manually 

The EarlyWatch Alert is executed once every week on a Monday by default. How-
ever, you can also start it manually outside of this schedule, for example, to verify 
the confi guration or to assess a target system after a change is made (for example, 
an upgrade, etc.).

Enter Transaction “SOLUTION_MANAGER”1.   in the command fi eld, and press 
the [Enter] key (or select the menu option Tools • SAP Solution Manager •

SOLUTION_MANAGER – Solution Operation).

To open your solution, click on the link in the 2. Solution column on the Solu-
tion Overview – SAP Solution Manager screen.
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Select the 3. EarlyWatch Alert tab in the Operations view.

The 4. SAP EarlyWatch Alert service is already displayed in the table. The  
icon indicates a scheduled job run. Choose Create to start an additional manual 
run.

Select the 5. SAP EarlyWatch Alert service. Choose Create.
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Change the specifi ed date if necessary, and click on 6. Confi rm.

A message in the status bar confi rms that the job run has been created. The 7. 
service is displayed in the table with the Wait for session data icon ( ). To 
open it, click on the SAP EarlyWatch Alert link.

The next screen reports that Solution Manager is waiting for data from the 8. 
target system. Choose Call Service Data Control Center to accelerate the 
data retrieval process.
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This action automatically brings you to the target system (for example, 9. NSP), 
where Transaction SDCCN has been started. Choose Create ( ).

Select the 10. Refresh sessions task in the list, and choose Copy ( ).

The system prompts you to confi rm execution of the task. Select the 11. Now
option under Scheduling, and click on Continue ( ).
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Choose 12. Continue to confi rm the dialog box ( ).

The 13. Open tab displays the task you have just generated, with the status Task 
waiting for processing ( ). Choose Refresh ( ) to refresh the status.

After a short time, the task disappears from the 14. To do tab and then appears 
on the Done tab.

You can check the processing history on the 15. Task Log tab. Then choose Back 
( ) to exit Transaction SDCCN.
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You are now back in Solution Manager again. Choose 16. Back.

Click on 17. Refresh in the services overview. The icon shown before the session 
indicates the result of the EarlyWatch Alert, for example, a yellow rating ( ). 
Click on Display session ( ) to open the report.

Manual Retrieval of Session Data 

After the Refresh Session job run, the EarlyWatch data are normally sent automatically 
from the target system to Solution Manager. If you have waited for some time, and the 
data still haven’t arrived (indicated by the Wait for Session Data icon ( ) or the Data 
for This Session Overdue icon ( ), you can choose to retrieve this data manually. To 
do this, choose the menu option Goto • Sessions • SDCCN Data. Search for the relevant 
session, and select Send Download Requests • Execute.
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The report details are then listed. 18. 

Expand the tree structure in the left screen frame to display items with a yellow 
rating ( ) or a red rating ( ). 

Instructions for eliminating the individual problems are displayed on the tabs 
in the right screen frame. Select the tab with the green icon ( ).

You can choose the 19. MS Word Document ( ) button to convert the EarlyWatch 
report into a Word document. This report can then be displayed, archived, sent 
and so on in Microsoft Word.
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You only need to generate this document once, after which you can access it at 20. 
any time in the Service Overview by clicking on the Reports are available 
in the attachment list button ( ).
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Click on the 21. Report link to select the report.

The EarlyWatch Alert provides key information about the general status of your 
system. The report provides specifi c instructions as to how problems can be 
eliminated.

You should run the EarlyWatch Alert on a weekly basis and always check the report 
thoroughly after each execution to ensure that your SAP systems remain in good 
working order.

Sending SAP EarlyWatch Alert Automatically by Email 

Automatic email notifi cation is another practical feature of the EarlyWatch Alert. 
You can send your generated report to one or more email addresses. As a result, 
you don’t need to access the report in Solution Manager.

Enter Transaction “SOLUTION_MANAGER”1.   in the command fi eld, and press 
the [Enter] key (or select the menu option Tools • SAP Solution Manager •

SOLUTION_MANAGER – Solution Operation).
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To open your solution, click on the link in the 2. Solution column on the Solu-
tion Overview – SAP Solution Manager screen.

Choose the menu option 3. Edit • Automatic E-mail Transmission.

Click on4.  Create E-mail recipient to add a new email address.

Use the input help (5. ) to enter the required details in the next dialog box:

Session NameEE : SAP EarlyWatch Alert

Report typeEE : EarlyWatch Alert report

E-mail addressEE : Your email address
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You can enter several email recipients if necessary. Choose 6. Cancel ( ).

From now on, you’ll automatically receive the report of the EarlyWatch Alert 7. 
by email.
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Configuring the SMTP Service

For SAP Solution Manager to be capable of sending email, the SMTP service must be 
active, and the send job must run regularly (see Chapter 2, Section 2.6.3).

Maintenance Optimizer4.5 

Solution Manager supports the process of maintaining your SAP systems (see Chap-
ter 18) with the Maintenance Optimizer. The Maintenance Optimizer is a tool that 
guides you step-by-step through the maintenance process. Use of the Maintenance 
Organizer is mandatory for all systems based on SAP NetWeaver 7.0 or higher. As 
of this platform release, support packages and support package stacks can only be 
downloaded from the SAP Support Portal using Solution Manager.

This process is initially more time-consuming that conventional downloading of 
software packages because a maintenance transaction has to be created each time. 
However, in addition to offering better documentation and an assisted process, 
another benefit of this method is that it reduces the likelihood of errors. Because 
the Maintenance Optimizer is based on your predefined system landscape, it can 
retrieve the release and component information directly from the systems that are 
to be maintained. A complete list of required support packages is then provided, 
which means that you don’t need to gather this information yourself manually. 
In addition, the correct support package levels are determined, and the relevant 
updates selected automatically. The Maintenance Optimizer thus prevents you from 
downloading incorrect or incomplete maintenance packages.

Prerequisites for Using the Maintenance Optimizer

For the Maintenance Optimizer to function, the basic configuration of SAP Solution 
Manager must be completed, and it must be possible to connect to the SAP Support 
Portal using the RFC destination SAP-OSS (connection test and remote login are suc-
cessful). In addition, the SAP system for which you want to download support packages 
must have been created in the system landscape and assigned to a solution.

Finally, you must have assigned your user ID in the SAP Support Portal to your SAP 
user in Transaction AISUSER. This user is used to connect to the Support Portal in the 
background.
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To download support packages with the Maintenance Optimizer, create a main-
tenance transaction, and allow the Maintenance Optimizer to guide you through 
the process:

Enter Transaction “SOLUTION_MANAGER”1.   in the command fi eld, and press 
the [Enter] key (or select the menu option Tools • SAP Solution Manager •

SOLUTION_MANAGER – Solution Operation).

Open the solution to which the system you want to maintain is assigned, by 2. 
clicking on the relevant link in the Solution column on the Solution Over-
view – SAP Solution Manager screen.

Select the 3. Change Management tab in the Operations view. 

Select the Maintenance Optimizer menu option, and choose Create new 
maintenance transaction.
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Determining the Support Package Level of your Solution 

If you open the Support Package Stacks subitem on the Change Management tab, you 
can view the current support package levels of the systems assigned to the solution.

Enter the following details on the next screen:4. 

PriorityEE : Select the appropriate priority (for example, medium).

Short textEE : Enter a description for the transaction.

Product versionEE : Select a product version from the drop-down list. Then 
activate the relevant system from the table displayed.

Choose Continue to proceed to the next step.

Your maintenance transaction has been created and saved. If you then activate 5. 
the Maintenance option under Calculate download fi les automatically, 
and click on Find Download fi les, Solution Manager will determine which 
support packages need to be downloaded.
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Select the support package stack to which you want to update your system from 6. 
the Target stack drop-down list. Then click on Find download fi les for the 
stack version.
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Select the new kernel version fi rst. These fi les are specifi c to the operating sys-7. 
tem and database. Find your operating system in the list (for example, NT_I386
for a Microsoft Windows 32-bit installation), and activate the relevant kernel 
component for your database (for example, MAXDB). The system also selects 
the database-specifi c kernels fi les (DBINDEP), which should not be deactivated. 
Click on Continue.

Next, select the cross-application data. This includes, for example, the update 8. 
for Transactions SPAM and SAINT. Click on Continue.
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In the next step, the support packages that have been determined on the basis of the 9. 
components of your SAP system are displayed. Check the selection, changing it only 
if you are completely certain that changes are required. Click on Continue.
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You have now selected all of the required fi les. Click on 10. Check Support Package 
queue to have the selection checked once again by Solution Manager.

The message 11. Queue check passed is displayed if no errors have occurred. Click on 
Select download type to download the fi les from your Download Basket.
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Click on 12. Continue.

The fi les in your Download Basket must be confi rmed before they can be 13. 
downloaded. Click on Confi rm fi les in download basket.
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In the dialog box that opens, select all fi les, and click the 14. Confi rm Download
button.

You can then download the fi les with the SAP Download Manager (see Chapter 18).15. 

The Download Files from Download Basket Button

A direct download using the Download Files from Download Basket button is par-
ticularly laborious if you have a very large number of fi les to download and is therefore 
not recommended.

When you have fi nished, choose 16. Continue.
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Downloading the SAP Download Manager 

If the SAP Download Manager is not yet installed on your PC, you can download it 
from the SAP Support Portal in this step by clicking on the Installing the Download 
Manager link.

You can now proceed to import the support packages (see Chapter 18). To signal 17. 
that the import is now in process status, select the In process entry from the 
Status of implementation drop-down list, and click on Save.
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As soon as the import is fi nished, set the status to 18. Completed, and click Con-
tinue to proceed to the next step. To complete the maintenance transaction, 
choose Complete Transaction.
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Completing the Transaction

To progress from step 4 (Execute Implementation) to step 5 (Complete Maintenance), 
you must set the status of the implementation to Completed. Solution Manager will not 
allow you to move on to step 5 until you do so.

The maintenance transaction has been completed, and no further changes can 19. 
be made to it. Choose Cancel or Back ( ) to exit the view.

Your transaction is now displayed as 20. Completed in the overview of mainte-
nance transactions.
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You now know how to download support package files from the SAP Support Portal 
using Solution Manager and the Maintenance Optimizer tool. Chapter 18 describes 
how to import these files into your SAP system.

Summary4.6 

You need to use SAP Solution Manager to access certain services provided by SAP, 
such as the downloading of support packages. Solution Manager also offers a range 
of tools that make the job of SAP system administrator more efficient.

The system administration and system monitoring functions described in this chapter 
help you manage a system landscape of a medium to very large size enterprise, and 
makes it easy for you to leverage synergy effects.

Solution Manager also offers some functions that are of interest in the context of 
SAP projects. Incident Management and Change Request Management enhance 
the functions of this central system to provide you with an even broader range of 
options.

383_Book.indb   268 3/8/11   3:03:46 PM



865

A

ABAP dump, 73, 276
Access method, 677, 682
Action type, 221
Activating the Service Data Control Center, 
241
Add-on

add-on installation tool, 783
downloading, 783
installing, 783

Add systems
SAP Logon, 547

Administration
SAP ERP system, 23
update, 87

Administrator (principles) R System 
principles, 25
AIS R Audit Information System (AIS), 491
ALE

Central User Administration, 571, 582
distribution model, 582
monitoring, 597

Alert
change threshold, 452

Alert Monitor, 137, 451
activating maintenance functions, 149
adapting, 148
adding a monitor, 156, 160
alert, 138
alert threshold, 452
assigning an auto-reaction method, 173
auto-reaction method, 167
CCMS monitor set, 138
changing an auto-reaction method, 168
completing an alert, 146
copying a monitor set, 154
copying an auto-reaction method, 169
creating a monitor set, 153
current status, 140
deleting a monitor, 159
email distribution lists, 171

email notification, 167
graphical display, 145
hiding SAP standard monitor sets, 148
maintaining threshold values, 163
modifiability, 155
modification options, 139
monitor attributes, 138
monitoring tree element, 138
monitor object, 138
open alert, 143
operating system command, 168
registering operating system commands, 
177
SAPconnect, 177
showing SAP standard monitor sets, 152
starting, 138
template, 139
threshold value, 142
transport function, 162
view, 140
visibility, 150
worklist, 151

Alert-Monitor
checking, 275
MTE class, 175

Annual tasks, 287
Application server, 46, 77

definition, 32
Area menu

AUTH, 650
Audit, 491

account audit, 488
aspect, 488
authorization, 490
report, 491
security audit, 487
Security Audit Log, 493
tools, 491
type, 487
user, 489

Audit Information System (AIS), 480, 491
Authorization

Index

383_Book.indb   865 3/8/11   3:09:21 PM



866

Index

assign, 628
authorization check, 618
authorization concept, 619
authorization field value, 618
authorization management, 617
authorization object, 618
authorization profile, 636
authorization role, 618
authorization trace, 645
autorization field, 618
check indicator, 640
checking, 287
create composite role, 629
create single role, 619
default value, 624, 640
dual control principle, 617
evaluation of the authorization check, 649
field, 618
field value, 618
infosystem, 650
in general, 617
object, 618
organizational level, 626
profile, 636
profile comparison, 634
report, 650
return code, 648
role, 618
SAP_ALL, 614
SAP_NEW, 614
system trace, 645
trace, 645
user comparison, 628
utilities, 640

Authorization administration
audit, 490

Authorization check, 618
activity, 618
authorization, 618
authorization field, 618
authorization field value, 618
authorization object, 618
evaluate, 649
log, 649
object class, 618
process, 618
return code, 648

source code, 618
S_TCODE, 618
transaction call, 618

Authorization management, 617
authorization concept, 619
authorization role, 618
authorization trace, 645
create composite role, 629
create single role, 619
organizational levels, 626
reports, 650
role, 618
system trace, 645
trace, 645
utilities, 640

Authorization management
infosystem, 650

Authorization object, 618
authorization, 618
default value, 624, 640
field, 618
field values, 618
full authorization, 627
object class, 618

Authorization profile, 636
assign, 639
composite profile, 636
display, 636
generate, 627
in authorization role, 618
profile comparison, 634
single profile, 636

Authorization role, 618
assign, 628
Audit Information System, 491
authorization concept, 619
change, 856
composite role, 619
composite role menu, 631
create composite role, 629
create single role, 619
in general, 618
menu, 620
single role, 619
type, 619
workplace description, 618

Authorization trace, 645
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activate, 646
evaluate, 647
return code, 648

Autoextend, 398
Automatic user logoff, 273
Auto-reaction methods R Alert Monitor, 167

B

Background jobs R background processing, 
653, 667

create job, 655
creator, 654
daylight saving time, 668
graphical job monitor, 665
job class, 656
job conflict, 667
job log, 664
job wizard, 662
monitoring, 276, 662
performance, 666
periodic job, 661
regularly scheduled job, 653
schedule, 655
start condition, 660
steps, 657
user id, 654, 658
variant, 655

Backup
additional, 305
ad hoc, 302
append mode, 297, 306
backup frequency table, 304
backup strategy, 304
checklist, 307
concept, 293
daily, 295
data, 294
database, 294, 470
database integrity, 306
DBA Planning Calendar, 302
DB Backup Monitor, 302
dedicated drive, 313
differential, 300
faster devices, 311

frequency, 294
full, 299, 300, 301
general information, 293
hard disk, 312
hardware throughput, 310
incremental, 299
master database, 432
mode, 300
offline, 300
online, 301
operating system level, 298, 307
parallel, 312
performance, 310, 311
performance factor, 310
planned, 302
raid systems, 313
recommendation, 305
redo logs, 296
scope, 299
set up a maintenance plan, 425
spontaneous, 302
strategy, 293, 304
system database, 431
tape, 312
terminology, 303
testing, 270, 271, 306
time, 311
time of execution, 302
tools, 294
transaction log, 296, 306
type, 298
viability, 295
weekly, 295

Backup strategy, 293, 304
Backup test, 306
Backup testing, 270, 271
Batch, 653
Batch input, 272

log, 276
Batch work process, 653
BR*Tool, 389
Buffers

monitoring, 277
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C

Cascading failure, 336
CCMS, 137
CCMS agent, 171, 755
CCMS Alert Monitor R Alert Monitor, 137
CCMS Monitor, 138
Central system administration

RFC destination, 214
Central User Administration

ALE, 571, 582
ALE monitoring, 597
assign logical system to client, 575
automatic creation of user, 586
central system, 582
child system, 582
communication user, 572
create, 592
create rfc connections, 577
create user, 592
deactivate, 599
delete, 599
delete child system, 599
delete distribution model, 603
distribution mode, 591
distribution of user field, 590
distribution option, 591
emergency deactivation, 606
error search, 596
field selection, 590
general, 571
generate distribution model, 581
generate password, 594
global locks, 595
idoc monitoring, 597
initial password, 594
local lock, 595
lock, 595
log, 596
logical system, 573
maintain user, 592, 594
maintenance, 592, 594
partner agreements, 601
partner profiles, 598
processing log, 596
recipients, 582
redistribution, 591

remove system, 599
reset password, 594
RSDELCUA, 600
sending system, 582
set up, 571
standard role, 572
synchronization, 584
synchronize company addresses, 584
synchronize user, 584
unlock, 595

Central User Maintenance
mass maintenance, 594

Change analysis, 701
Change and Transport Organizer (CTO) R 

transport system, 704
Change management, 701

approval, 702
general, 702
process, 702
table maintenance, 721

Change request, 701
Change request management, 701
Check

Audit Information System, 491
Check indicator, 640

maintenance preparation, 643
Checklist, 269, 280, 286, 289

annual tasks, 287
backup strategy, 307, 308
database, 277, 279, 285, 288
operating system, 277, 278, 279, 280, 286, 
289
preparing for a system stop, 42, 43
quarterly tasks, 284
SAP system, 275, 277, 278, 279, 284, 285, 
287, 288
tasks, 274
things to check before deleting a lock, 83
use, 274
weekly tasks, 278

Check transport tool, 770
Client, 109

assign logical system, 575
copy log, 132
copy profile, 115
create, 110
definition, 33
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deleting, 129
export, 122
import, 126
import postprocessing, 127
local copy, 115
logon, 114
remote copy, 118
transporting, 122

Client copy, 114
deleting, 129
exporting, 122
import, 126
import postprocessing, 127
local, 115
log, 132
profile, 115
remote copy, 118
TemSe consistency check, 698
transporting, 122
transport requests, 118

Client-specific change, 483
Client table, 110
Client transport, 122
Command line parameter

NWSapSetup.exe, 546
Communication type, 99
Company address

remedy user assignment, 584
RSADRCK2, 584
synchronize, 584

Composite profile, 636
Composite role, menu, 631
Connection, 89
Connection test, 94
Connection type, 91
Consumable items

checking, 283
critical, 283

Core dump R performance, 514
Correction and transport system R transport 
system, 704
CPU usage, 524
Crash kit, 329

content, 330
documentation, 330
inventory, 333

storage, 330
Create

user, 592
Critical tasks, 270, 271, 272, 273, 274
Cross-client change, 483
CTO R transport system, 704
CTS R transport system, 704
CUA

Log, 277
Customer message

accelerating processing, 815
application component, 803
attachment, 806
confirming, 815
creating, 799
draft, 810
error description, 798
priority, 804
sent, 810
service connection, 819

Customizing, 36
copying, 219
table maintenance, 721

D

Daily tasks, 274
Database, 36

action, 341
action log, 350
action parameter, 342
action pattern, 344
administration, 339
backup, 294
cache, 360
change occurrence, 344
change task, 344
check occurrence, 347, 350
check task, 347, 350
consistency check, 279, 357
copy, 309
copying, 134
database management system, 339
DBA Cockpit, 340
DBA Planning Calendar, 340
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DBMS, 339
delete occurrence, 346
delete task, 346
fill level, 354, 362
growth rate, 353
integrity, 306
job log, 348
perform analysis, 352
performance, 359, 523
performance monitor, 359
performance parameter, 359
plan administration task, 340
planning calendar, 340
plan task, 340
size, 353
starting, 37
stopping, 44
table size, 355
task, 340
task distribution, 339
trace, 363

Database administration
daily tasks, 277
DB2, 363
MaxDB, 435
Microsoft SQL Server, 410
Oracle, 379

Database analysis, 352
Database copy, 133, 309

TemSe consistency check, 698
Database server

definition, 32
Database Studio, 435
Data integrity, 466
Data loss, 470
Data protection

Security Audit Log, 505
Data security, 467, 470
DB02, 363, 367

DB2 command, 364
SQL statement, 364

DB2 Command Line Processor, 364
DB2 Control Center, 364
DB2 database

stop, 368
DBA Cockpit, 340

DBA Planning Calendar, 302, 340
DDIC

general, 613
Default profile, 63
Default value

authorization, 640
authorization object, 624

Defragmentation (memory), 522
Dialog box, 87
Disaster, 315
Disaster recovery, 308, 315, 470

alternative business processes, 336
cascading failures, 336
communication, 320, 321
continuing business, 336
crash kit, 329
damaged database, 324
dependent applications, 329
downtime, 319
emergency scenario, 323
external provider, 326
hardware failure, 324
in-house recovery, 323
loss or destruction of the servers, 325
minimizing the risk of failure, 335
plan, 316, 317
recovery manager, 321
recovery procedure, 327
recovery script, 327
recovery team, 321
redundant data center, 326
remote recovery, 323
requirement, 317
restore time, 320
review, 322
roles, 321
scenario, 323
single point of failure, 335
start, 318
status, 322
technical recovery team, 322
test, 333
type, 323

Disaster recovery plan, 317
Distribution model

ALE, 582
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Generate for Central User Administration, 
581

Documentation
user administration, 551

Domain controller R transport system, 714
Download Manager, 750
Downtime, 319

E

eCATT, 783
Email, 99
Email distribution lists, 171
Email notification, 167
Emergency, 315
Emergency scenario R disaster recovery, 323
EPS inbox, 763
ERP system (principles) R principles of 
system administration, 25
Error search

Central User Administration, 596

F

Fax, 99
File, 418
File group, 418
Form

detailed list of sap notes, 859
document approved transport requests, 858
document changes to authorization roles, 
857
document imported sap notes, 859
document user requests and approval 
procedures, 856
sample transport request, 858

Frontend printer, 681
Full authorization, 614
Functional separation, 486

G

Gateway, 97
Generating objects, 779
Generation, 779
Governance, Risk & Compliance (GRC), 490
GRC, 490

H

Hard shutdown, 45
Hardware

performance, 523
High availability (HA), 313, 317, 471
Host  name, 49
Host spool, 682
Host spool system R output management, 
671

transfer, 692
HTTP, 104, 108
HTTPS, 104, 108

I

ICF, 104
ICM, 108
ICM threads, 108
IDoc

monitoring, 597
IGS, 741
Import postprocessing, 127
Import queue R transport system, 713
Information broadcasting, 99
Infosystem

authorization, 650
Initial password

Central User Administration, 594
generate, 555, 567, 568
parameters, 568

Initiating a backup process, 422
Insider trading, 466
Installation

Profile Generator, 643
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Instance, 46, 48
definition, 32

Instance profile, 63
Internet Communication Framework, 104
Internet Communication Manager, 108
Internet Graphics Service, 741

J

Job, 653
Job class, 656
Job Scheduling Monitor, 665
Job Wizard, 662

K

Kernel
authorization, 756
backup, 753
component, 744
replacing, 755
starting the SAP system, 756
stopping the SAP system, 755
unpacking, 753
update, 752

Kernel part I, 744
Kernel patch level, 732
Kernel release, 732
KISS principle, 27

L

Lock
Central User Administration, 595
transaction, 477
user, 568

Lock entry, 80
Locking a data record, 80
Locks

global, 595
local, 595
monitoring, 276

Log
client copy, 132

Log file, 296
Logical component, 201
Logical system

assignment to clients, 575
Central User Administration, 573

Logs R transaction log, 419

M

Maintenance
user, 563, 592, 594

Maintenance Optimizer, 256, 728
prerequisites for use, 256

Maintenance R system maintenance, 727
Manual retrieval of session data, 250
Mass change

user, 563
Mass maintenance

user, 563, 594
Master database, 431, 432
Materials, 284

checking consumable items, 283
MaxDB, 435
Memory

defragmentation, 522
operating system, 449

Message server, 103
Microsoft SQL Server, 410

refreshing the statistics, 279
Mini LSN, 420
Minimum Recovery Log Sequence Number, 
420
Model database, 431
Modification adjustment, 769
Modification adjustment transport, 769
Monitoring, 137
Monitoring system alerts, 235
Monitor set, 138
Monthly tasks, 281
msdb database, 431
MTE R alert monitor, 138
Multiple logon, 472
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N

Network
security, 467, 468

Network function, 526
Network printer, 675
Note Assistant R SAP Note, 832

O

Object
authorization check, 618

Object class
authorization object, 618

Operating system, 36
administration, 449
alert threshold, 452
analysis, 461
batch input log file, 456
CCMS monitoring, 451
daily tasks, 277
delete trace file, 454
extending memory, 450
file archiving, 450
information, 458
job log file, 456
log, 277, 462
memory monitoring, 450
memory usage, 449
monitor, 461
release memory, 454
reorganization, 456
SAPOSCOL, 458
spool files, 456
standard job, 456
support package file, 457
transport file, 457

Operation
consumable items, 283

Operation mode, 46, 47, 51
manual switching, 61

Operation mode switching, 56
Operation mode timetable, 56
Oracle, 379, 382

Oracle database
autoextend, 398
start, 383
stop, 385

Organizational level, 626
OSS, 795
OSS Note

SAP Note, 795
Output control, 688
Output devices R printers, 675
Output management, 671

delete spool requests, 695
general, 671
host spool system, 671
output control, 688
output data, 686
SAPlpd, 682
set up printer, 675
spool consistency check, 696
spool request, 671, 688
spool server, 671
spool servers, 671
spool system, 671
spool work process, 671
TemSe, 671
TemSe consistency check, 697
TemSe database, 697

Output request
general, 671
generation, 671
table, 696

P

Page
structure, 418

Page header, 418
Paging R performance, 524
Partner agreements

delete, 601
Password

Central User Administration, 594
generate, 555, 567, 568
lock, 473
minimum length, 473
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parameter, 473
preventing trivial passwords, 474
random number generator, 555, 567, 568
reset, 566
security, 473
standard, 473
system administration, 613, 615
system password, 475

Patch level, 830
Performance, 509, 514, 520, 524

active jobs, 512
analysis at the database level, 523
analysis at the hardware level, 523
analysis at the operating system level, 523
Analysis at the SAP level, 515
background job, 666
backup, 310, 311
buffer, 520
buffer statistics, 277
cancel processes, 513
core dump, 45, 514
CPU, 524
database, 359, 523
faster devices, 311
hard disks, 524
hardware, 523
hit ratio, 520
hit ratio of the buffer, 520
load analysis, 515
main memory, 524
memory defragmentation, 522
monitor processes, 512
network, 524
operating system, 523
paging, 524
parallel backup, 312
processor time, 510
program buffer, 520
PXA buffer, 522
response time, 517
restore, 310, 313
SAP, 515
sizing, 509
statistics, 277
swapping, 511, 520
system monitor, 511

task type, 517
transaction profile, 518
troubleshooting, 509
workload overview, 516

Policy
documentation, 551
system administration, 613
user administration, 551

Principles of system administration, 32
checklists, 28
database access, 31
documentation, 27
help, 26
making changes, 29
networking, 26
planned maintenance, 28
single points of failure, 30

Principles R principles of system 
administration, 25
Print, 671

output control, 688
presettings, 687
time of print, 687
troubleshooting, 688

Printer, 675
access method, 677, 682
configure frontend printer, 681
configure network printer, 675
__DEFAULT, 682
destination host, 678
device attribute, 676, 681
device class, 677, 681
host printer, 678
location, 677
LOCL, 681
network name, 675, 678
operating system level, 675
output attribute, 678, 682
set up, 675
set up local printer, 681
Set up USB printer, 681
short name, 676, 681
spool server, 676
test, 680, 683
transport, 671, 684
tray info, 679, 682
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type, 675, 676, 681
Windows standard printer, 681

Procedure
system administration, 613
user administration, 551

Production system
prevent change, 291

Profile
authorization profile, 636
SAP_ALL, 614

Profile comparison, 634
Profile file, 63
Profile generator

installation, 643
navigation from SU02, 637

Profile Generator
customer table, 643

Profile parameters, 62
administrative data, 63
basic maintenance, 64
default value, 66
displaying, 66
extended maintenance, 64
maintenance, 63

Program
PFCG_TIME_DEPENDENCY, 629
RSADRCK2, 584
RSDELCUA, 600, 606
SAP_COLLECTOR_FOR_PERFMONITOR, 
514

Program buffer R performance, 520
Protocol SMTP, 99, 104, 108

SMTP plugin, 99
SMTP service, 103

Q

Quarterly tasks, 284

R

RAID, 471
Recovery

TemSe consistency check, 698

Recovery R disaster recovery, 315
Recovery script, 327
Redo logs, 296
Redundant data center, 326
Registering an operating system command, 
177
Regression test, 783
Remote function call, 90

create RFC connection, 577
create RFC connection for Central User 
Administration, 577

Remote login, 96
Replenishment lead time, 284
Report

authorization, 650
SAP_REORG_SPOOL, 695

Request for change, 701
Restore, 308

performance, 310, 313
strategy, 309
testing, 310

Restore strategy, 309
Restore time, 320
Return code, 713, 718

authorization check, 648
RFC connection

connection test, 94, 579
connection type, 91
create, 577
gateway, 97
logon data, 92
remote login, 96
test, 579

RFC destination, 90
RFC interface, 90
Role, 618

authorization role, 618
composite role, 619
organizational level, 626
single role, 619

Role R authorization role, 618
Row offset, 418
Runtime error, 73
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S

SAP, 514, 522
SAP*, 613
SAP_ALL, 614
SAP Business Workplace, 103
SAPCAR, 754
SAP components

Basis layer, 19
SAP configuration, 33
SAPconnect, 99, 177
SAPDBA, 302

log, 286
start, 383
stop, 385

SAP Download Manager
downloading, 265

SAP EarlyWatch Alert, 240, 241
check, 278
configuration, 244
manual start, 245
sending by email, 253

SAP ERP system, 23
administration - fundamentals, 23
definition, 33

SAP ERP system administrator R system 
principles, 23
SAP Gateway, 97
SAP GUI, 525

add system, 547
create installation package, 536
installation requirement, 525
installation scenario, 525, 526
SAPlpd, 682
SAProuter, 548
set up an installation server, 530
with installation medium, 527
with installation server, 541

SAP GUI installation server, 530
SAP GUI version, 526
SAP IGS, 741
SAP Load Generator, 779
SAP Logon

add systems, 547
saplogon.ini, 550
SAPlpd, 682
SAP Management Console, 37, 43

SAP note
implementable, 833
processing status, 835
status, 835

SAP Note, 795
31515, 820
35010, 820
98065, 697
108799, 672
128105, 682
560499, 815
821519, 682
correction instructions, 828
documentation, 829
downloading, 832
finding, 795
implementing, 828, 832
imported, 859
Note Assistant, 832
release, 798
resetting, 836
support package, 798

SAP Notes
resetting Note implementation, 836

SAPOSCOL, 458, 755
SAPOSS, 824
SAProuter, 548, 755, 820, 824
SAP Service Connector, 820, 825
SAP Service Marketplace, 794
SAP Solution Manager, 179

activating and deactivating solutions, 206
assigning a system, 197
asssigning a database, 192
CCMS Alert Monitor, 227
central system administration, 211
connecting clients, 192
creating a database, 184
creating a server, 182
creating a system, 186
deleting solutions, 207
functions, 179
maintaining the system landscape, 181
Maintenance Optimizer, 728
selecting main instances, 188
self-diagnosis, 208
solution, 201
system administration, 211
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test management, 783
wizard, 187

SAP Support Center, 815
SAP Support Portal, 794

customer message, 798
logon, 795
service connection, 819
single sign-on, 795
support package, 728
user ID, 794

SAP system
architecture, 46
database, 36
layer, 35
operating system, 36
starting, 36
stopping, 41, 43

Scheduled tasks, 269
SDN, 793
Security

access security, 467
application security, 467, 469
data security, 467, 470
definition, 466
level, 467
network, 467, 468
operational, 467, 469, 486
physical, 467
SAP Security Notes, 490
share user ID, 610

Security administration, 465
account audit, 488
audit, 487
Audit Information System, 491
auditing tool, 491
backup, 471
concept, 471
DDIC, 477
functional separation, 486
insider trading, 466
legal provision, 466
locking a transaction, 477
password, 473
password parameter, 473
password standard, 473
preventing changes in the production 
system, 480

preventing multiple user logons, 472
preventing trivial passwords, 474
protecting data, 466
report, 491
safeguarding an sap system, 471
sap*, 477
security audit, 487
Security Audit Log, 493
security concept, 471
shared usage of user ids, 472
system change option, 481
system password, 475
task, 489

Security Audit Log, 493
analysis, 503
check, 278
configuration, 494
data protection, 505
deleting a file, 506
directory, 494
dynamic, 496
file, 494
filter, 496
profile, 497
profile parameter, 494
static, 496

Security concept, 471
Segregation of duties (SOD), 470, 486
Send job, 100
Service

activating, 106
Service connection, 819

closing, 828
connection type, 821
costs, 819
routestring, 823
SAProuter, 820
SAP Service Connector, 820
setup, 820
status, 827

Service Level Agreement, 317
Service Marketplace, 794
Service Preparation Check, 245
Session

end, 612
Set up a maintenance plan, 425
Short dump, 73, 276
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SIGINT, 45
SIGQUIT, 45
Single points of failure, 335

minimize, 30
Single profiles, 636
Sizing R performance, 509
SMS message, 99
SMTP service

configuration, 256
SOD, 470, 486
Soft shutdown, 45
SPAM/SAINT version, 734, 758
SPAU adjustment, 778
SPDD adjustment, 778
Special operation mode, 52
Spool

consistency check, 696
Spool- control

output management, 671
Spool request

alternative server, 671
clean, 695
create, 686
delete, 695
file, 695
general, 671
minimum retention period, 696
presetting, 687
properties, 686
reorganize, 695
request information, 690
server, 695
status, 691
time of print, 687

Spool server
alternative server, 675
assign printer, 676
load balancing, 675
logical, 671
real, 671
server class, 673
set up, 671
transport, 685

Spool system 
output management, 671

Spool work process
general, 671
number, 672

SQL*Plus, 379
SQL script, 387
SQL statement, 364, 368, 369
Start log, 40
Start profile, 62
startsap, 37
Start timeout, 38
stfk.oez, 824
STMS–Transport Management System, 714
stopsap, 45
Support package, 727, 794

add-ons, 783
calculate queue, 767
check transport tool, 770
component information, 730
confirm queue, 777
determining the current level, 729
download, 748
download basket, 738
downloading, 728, 748
Download Manager, 750
downtime-minimized, 775
EPS inbox, 763
finding, 734
importing, 761, 766
import log, 773
kernel backup, 753
kernel part i, 744
kernel part ii, 744
kernel patch level, 732
kernel release, 732
kernel update, 752
loading from application server, 764
loading from frontend, 758, 763
log, 773
modification adjustment, 769, 778
modification adjustment transport, 769
naming convention, 731
procedure, 751
regenerating objects, 779
regression test, 783
replacing the kernel, 755
SAPCAR, 754
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SAP Load Generator, 779
sequence, 751
SPAM/SAINT update, 757
SPAM/SAINT version, 734
SPAU adjustment, 778
SPDD adjustment, 778
storage on the server, 762
support package stack, 727
support package stack application, 748
temporary directory, 763
testing, 783
test scenario, 771
unpacking, 763
unpacking the kernel, 753

Support package level
checking, 258

Support packages
delete file, 457
downloading, 734

Support package stack, 727
Support package stack application, 748
Support Package version, 830
Support Portal, 794
Swapping, 511
Swapping R performance, 511
SysLog, 70
System

ALE, 571, 582
back up database, 431
central user administration, 571
change option, 481
checking status, 270
create user groups, 608
failure, 315
kernel, 830
log, 40, 70, 275
message, 42, 87
one instance, 611
prevent changes, 291
profile, 62
release, 830
SAP ERP definition, 33
Support-Package-Stand, 830

System administration, 35
ABAP dump analysis, 73
application server, 77

checking the start log, 40
checklist for system stop, 42
connection, 89
DDIC, 613
downtime, 35
instance, 46
Internet Communication Framework, 104
Internet Communication Manager Monitor, 
108
locks, 80
maintaining an RFC connection, 90
Message Server Monitor, 103
monitoring, 70, 137
operation mode, 46
password, 613, 615
profile parameters, 62
SAP*, 613
SAPconnect, 99
SAP Gateway Monitor, 97
SAP Management Console, 37, 43
security, 471
Solution Manager, 179
starting and stopping the sap system, 35, 
36, 41, 43
system log, 40, 70
system message, 87
system monitoring, 137
transaction, 70
update errors, 83
work processes, 77

System administrator
tasks, 23

System copy, 133
TemSe consistency check, 698

System log, 40
System maintenance, 727

maintenance strategy, 728
procedure, 751
sequence, 751
strategy, 728
support package, 727

System monitoring, 137
System principles

general, 25
protect system, 25

System recovery, 315
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TemSe consistency check, 698
System stop, 41
System trace

authorization trace, 645

T

Table
authorization management, 852
background processing, 853
change and transport management, 854
database administration, 852
diagnostics and troubleshooting, 854
operating system administration , 852
output management, 854
performance, 852
SAP Solution Manager, 851
security administration, 852
system administration, 851
system maintenance, 854
system monitoring, 851
TSTCT, 478
user administration, 852
USR40, 474

Table maintenance
customizing activity, 721
general, 721
maintenance dialog, 721
maintenance view, 721
transport, 724

Task
annual, 287
critical, 270, 271, 272, 273, 274
daily, 274
database, 277, 279, 285, 288
deactivating, 218
direct execution, 223
frequency of execution, 269
monthly, 281
operating system, 277, 278, 279, 280, 286, 
289
other, 280, 286, 289
quarterly, 284
SAP system, 275, 277, 278, 279, 284, 285, 
287, 288
scheduled, 269

testing backups, 270
weekly, 278

TCP/IP, 97
tempdb database, 431
TemSe

consistency check, 278, 697
data, 686, 697
database, 686, 697
general, 671
object, 696, 697
table, 696

Time
begin of daylight saving time, 668
end of daylight saving time, 668
enterprise time, 668
local time, 667

Time differences, 311
TMS R transport system, 704
Trace

authorization trace, 645
Trace file

delete, 454
Transaction

AL08, 42, 83, 271, 276, 610, 611
authorization check, 618
authorization management, 843
background processing, 843
backup and recovery, 841
BD54, 574
BD87, 597
change and transport management, 844
critical, 477
database administration, 841
DB02, 277, 279, 280, 281, 353, 523
DB12, 274, 302, 350
DB13, 274, 302, 340, 341, 344, 348
DBACOCKPIT, 340
diagnostics and troubleshooting, 844
list of locked transactions, 480
lock, 477
not to be locked, 850
operating system administration, 841
OS06, 271, 277, 458, 514
output management, 844
performance, 842
PFCG, 287, 619, 629
PFUD, 629
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272, 275, 279, 280
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SA38, 288, 584
SAINT, 757, 784
SAP Solution Manager, 840
SBWP, 103, 171
SCC1, 118
SCC3, 118, 132
SCC4, 110, 129, 290, 483, 575
SCC5, 129, 130
SCC7, 127
SCC8, 122
SCC9, 119
SCCL, 115
SCOT, 177
SCUA, 582, 599
SCUG, 586
SCUL, 277, 596
SCUM, 590
SE03, 288, 290, 481, 706
SE09, 706
SE10, 705, 710
SE38, 288
SECR, 491
security administration, 842
security-relevant, 845
SGEN, 779, 780
SICF, 105
SM01, 288, 290, 478
SM02, 42, 87
SM04, 42, 83, 271, 276, 510, 610, 611, 
612, 613, 766
SM12, 80, 272, 276
SM13, 83, 84, 272, 275, 792
SM14, 87, 792
SM18, 506
SM19, 496
SM20, 278, 504
SM21, 40, 60, 71, 74, 272, 275, 792
SM30, 285, 475, 721
SM31, 721

SM35, 272, 276
SM36, 457, 655
SM37, 42, 83, 118, 272, 276, 285, 457, 
512, 662, 766, 782
SM50, 42, 62, 77, 78, 83, 272, 275, 454, 
510
SM51, 42, 77, 78, 272, 275
SM59, 90, 578
SM63, 56
SM69, 177
SMGW, 42, 97
SMICM, 108
SMMS, 103
SMSY, 182, 184, 186, 191, 197, 241
SOLUTION_MANAGER, 202, 206, 208, 
212, 219, 224, 228, 235, 244, 245, 253, 
257
SP01, 273, 276, 278, 281, 688, 792
SP12, 278, 281, 698
SPAD, 672, 676, 684, 696
SPAM, 732, 757, 758, 761, 764, 766, 783
SPAU, 778
SPDD, 778
ST01, 646, 647
ST02, 273, 277, 520
ST03, 273, 277
ST03N, 515
ST04, 273, 277, 359, 523
ST11, 514
ST13, 490
ST22, 74, 273, 276, 792
STAD, 505
STMS, 273, 276, 714
SU01, 285, 290, 554, 562, 563, 567, 568, 
570, 589, 608, 634, 639
SU02, 287, 636
SU03, 287, 290
SU10, 563, 564, 594
SU24, 640
SU25, 643
SU53, 649
system administration, 839
system maintenance, 844
system monitoring, 840
user administration, 842
WE20, 601

Transaction log, 296, 419
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virtual log file, 420
Transport

approve, 857
printer, 684
spool server, 685

Transport file
delete, 457

Transport management R change 
management, 701
Transport Management System R transport 
system, 704
Transport request

check the log, 719
create, 705, 709
customizing request, 707
enter a change, 708
export, 711
import, 713
release, 710
release tasks, 711
request type, 707
return code, 713, 718
task, 707
Workbench request, 707

Transport system, 701, 713
advanced quality assurance, 705
Change and Transport Organizer, 704
check the transport log, 719
check transport tool, 770
correction and transport system, 704
create a transport request, 705, 709
domain controller, 714
enter a change, 708
export a transport request, 711
import a transport request, 713
import queue, 713
log, 719
monitoring, 276
release a task, 711
release a transport request, 710
return code, 713, 718
task, 707
tp, 705, 716
transport files, 712
transport management system, 704
transport requests, 701
unconditional modes, 717

Troubleshooting, 791
alternative, 793
analyzing the problem, 792
document changes, 793
gather data, 792
general information, 791

Trusted system connection, 194

U

Unconditional modes, 717
Uninterrupted power supply (UPS), 278, 471

program log, 278
Unlock

Central User Administration, 595
reset password, 566
user, 568, 569

Update, 83
terminated update records, 275

Update error, 83
Update module, 86
Update program administration, 87
User

Central User Administration, 571
copy existing user, 554
create, 592
create new user, 562
create user group, 608
delete, 290
group, 608
ID, 610
incorrect logon, 473
initial password, 555, 567, 568
lock, 568
maintenance, 563, 592, 594
mass change, 563
mass maintenance, 563, 594
profile, 639
recommendation for user group, 608
reset password, 566
role, 634
set up new user, 554
synchronize, 584
unlock, 568, 569
user group, 608
validity date, 553
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User administration, 551
active user, 610
add user, 552
audit, 489
Central User Administration, 571
change jobs, users, 553
change user, 552
create user, 592
DDIC, 477
end session, 612
general, 551
ID naming convention, 552
initial password, 555, 567, 568
leaving employees, 553
maintain user, 563, 592, 594
mass change, 563
mass maintenance, 563, 594
policy and procedure, 551
preventing multiple user logons, 472
reset password, 566
SAP*, 477
Set up Central User Administration, 571
validity date, 553

User administration
create user, 592

User comparison, 628
PFCG_TIME_DEPENDENCY, 629
profile comparison, 634
Transaction PFUD, 629

User group
automatic creation, 586
create, 608
general, 608
recommendation, 608

Users
active, 610

User session
end session, 612

Utilities
authorization, 640

V

Version differences, 19
Virtual log file, 420
Visual differences, 19
VPN, 468

W

Work center, 182
Work process, 47, 77

distribution, 53
minimum number, 55
number, 54
types, 47
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