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Chapter 4
Tools

The design of management information systems most often began with
asking what could be done with the information that was already there,
not with asking what decisions were being made, and what information
would be helpful in making them. [...] The designers had not learned the
firstlesson of living in an information-rich world: that a major task of an
effective information system is to filter information, not proliferate it.

—Herbert A. Simon, The New Science of Management Decision,
Prentice-Hall, Inc., Englewood Cliffs, New Jersey, 1977.

There are a number of tools surrounding SAP BW/4HANA’s core components. Develop-
ers mostly work in the Eclipse-based SAP HANA Studio (Section 4.1). It contains a num-
ber of perspectives for the integrated development of mixed-models at the level of the
application server and within SAP HANA. Administrators occasionally use the old SAP
GUI frontend, but increasingly work with SAP BW/4HANA cockpit. Third-party devel-
opers use the SAP HANA client tools (Section 4.2) to connect their products to the SAP
HANA database. More and more analysts use SAP Analytics Cloud as their primary
analysis client, which first needs to be connected the SAP BW/4HANA system to re-
trieve data (Section 4.3). Power users typically run their own models and SAP Data
Warehouse Cloud, connected to the SAP BW/4HANA system, provides them with a
playground unmanaged by the central IT department (Section 4.4). Data scientists will
enjoy SAP Data Intelligence as it provides them with raw access to unaltered data sets
and pipelines to automate repetitive tasks (Section 4.5). Finally, operational business
users benefit from embedded analytics, partly based on comprehensive models in SAP
BW/4HANA (Section 4.6).

In this chapter, you'll learn to install, configure, and connect these tools.

4.1 SAP HANA Studio Installation and Configuration

The SAP HANA Studio is still the major development and administration environment
for SAP HANA. Like SAP GUI for SAP BW/4HANA, it provides you with a direct connec-
tion to your SAP HANA instance and helps you configure and troubleshoot SAP HANA
issues that a web-based frontend cannot guarantee, often for security reasons. With the
new SAP BW/4HANA cockpit, however, more and more functions are being shifted to a
web-based tool. This has the advantage of enabling you to automatically use the latest
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frontend tools, and individual clients are no longer responsible for their updates. Cur-
rently, however, you are still dependent on SAP HANA Studio for many administration
and modeling tasks.

SAP HANA Studio is based on the freely available Eclipse IDE. In the perspectives, you
can open numerous tools in parallel. For example, you can program in ABAP in one per-
spective and SQLScript in another. The Eclipse IDE is available for Windows as well as
for Mac and Linux. SAP GUI on non-Windows systems can be problematic for graph-
based interfaces, as SAP GUI for Java has restrictions for displaying them. However,
graphical overviews for SAP BW/4HANA, such as process chains and transformations,
have been integrated into Eclipse.

The title SAP HANA Studio is a bit misleading because most developers don’t install the
prepackaged SAP HANA Studio, but its individual components that are required for
development purposes. At the time of this book’s publication, Eclipse version 2020-06
is the latest supported by the ABAP development environment and the SAP BW model-
ing tools. We'll demonstrate their installation in the following sections. This methodol-
ogy hasn’t changed over the past few years, and thus, we believe it’ll be valid for a few
more years to come. Simply visit http://s-prs.co/v454428 to view the latest supported
software stack, as shown in Figure 4.1.

lcap 4

ba” SAP Development Tools Legal Disclosure Privacy = Terms of Use More

HOME ABAP BW CLOUD CLOUD INTEGRATION HANA IDM ML FOUNDATION > e

Tools

For Eclipse Oxygen (4.7), use https://tools.hana.ondemand.com/oxygen

Available for Eclipse

flool Oxvgen 2019~ 2020- 202006/

Y9 12 03 latest
ABAP Development Tools v v v
Modeling Tools for SAP BW/4HANA and SAP BW powered by SAP v v v
HANA

Figure 4.1 SAP HANA Studio Eclipse Download Sites

411 Connecting the SAP BW/4HANA Server and SAP BW Modeling Tools
via a Remote Desktop

You'll learn how to install the SAP BW modeling tools and set up an SAP BW/4HANA
project in upcoming sections. In SAP Cloud Appliance Library, however, you can start
working with SAP BW/4HANA directly and without prior installation effort. To do this,
you connect to the Windows server also provided in the cloud using the remote desk-
top protocol (RDP). You can find the link Connect to this server in SAP Cloud Appliance
Library (see Figure 4.2). Then log on to the Windows server as an administrator with
your master password.
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Connect to the Instance

Select an access point to connect to the solution
You can find the corresponding user credentials in: Getting Started Guide

Service Target Operation
SID:  A4H
SAP GUI Instance Number: 00 Connect
Client: 001 >
RDP Virtual Machine: Windows Remote Desktop Connect

Figure 4.2 Connection to the Windows Frontend Server in SAP Cloud Appliance Library

In this section, we'll first restrict ourselves to describing how to set up a connection to
the SAP BW/4HANA server using the SAP BW modeling tools, so that we can then show
you how to create SAP BW/4HANA modeling objects.

In SAP HANA Studio, the BW Modeling perspective (the SAP BW modeling tools) is con-
nected to the SAP BW/4HANA server, as shown in Figure 4.3.

N
SAP Lumira

SAP Analysis for Microsoft Office
\

e N
SAP BW/4HANA queries created
with SAP BW modeling tools

\ J
s N
{ SAP BW modeling tools ]—) SAP BW/4HANA server
\ J
[ SAP BW-managed schema )

Figure 4.3 SAP BW-Managed Scheme

After you have connected to the Windows server using the remote desktop protocol or
have successfully installed Eclipse and the SAP BW modeling tools, you can connect to
your SAP BW/4HANA instance:

1. To do this, open the SAP HANA administration console. You can open this perspec-
tive in different ways:

— In the Eclipse main menu, choose Windows « Perspective « Open Perspective «
Other and scroll down in the window that opens to the SAP HANA Administration
Console.
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— You can also open this window directly by clicking the Open Perspective button
on the far right of the main menu. Depending on the number of modeling
tools installed in Eclipse, this list can become quite long. We therefore prefer the
following, third, option.

— To the left of the Open Perspective button, there is an input field with the text
Quick Access. You can use it to start a search for the term you entered. Enter “SAP”
here to see all SAP-relevant perspectives and commands, as shown in Figure 4.4.

HANA -

Views ‘?‘ Change Manager {SAP HANA)
'!j History (SAP HANA Modeler)
= Job Log (SAP HANA Modeler)
“ia Neighbor [SAP HAMA Plan\iz)
S5 Network (SAP HANA PlanViz)
Perspectives ﬁ SAP HANA Administration Console
E-' SAP HANA Development - This perspective is designed to sup
T2 sAP HANA Modeler
7 SAP HANA PlanViz
Commands ] Yecommand.synchronize.name_xmit - Synchronize DDIC object
C} Activate All... - Activate All SAP HANA Develepment Objects (-
@ Check for SAP HANA components updates
@® Close Perspective [SAP HANA Administration Console) - Close

Mew @ HAMNA Transport Container - Create an HANA Transport Conta
7% search Rule Set File - Create New Search Rule Set for SAP HA

Administration - SAP HANA

Appearance - SAP HANA/PlanViz/Graph

Application Development - SAP HANA

Attach Delivery Unit to Transport Request {CTS) - SAP HANA/I

Helo %7 search 'HANA' in Helo

Preferences

eoew®

Figure 4.4 Selecting the SAP Administration Console in SAP HANA Studio

2. The SAP HANA Administration Console perspective opens. Since you will probably be
working on a whole series of parallel developments, it is best to create a develop-
ment directory right at the start. In this book, the client is the Redalli Holding Com-
pany (Redalli, for short). So click the New button || on the far left of the main menu
and select the Folder entry. In the field Folder Name enter “Redalli” and confirm with
Finish (see Figure 4.5).

[ JeN ] New Folder
Folder

Create a new folder.

Enter or select the parent folder:

/

=t

Folder Name: || Redalli "

@

Figure 4.5 Creating a Project Folder in SAP HANA Studio
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3. On the far left, under Systems, you now have the option of connecting to an SAP
HANA system. However, if you want your shortcuts to be added to the correct project
folder, right-click on the project folder. You can now connect to your SAP BW/4HANA
system using the context menu that appears (see Figure 4.6).

-
Ll

[=3

la Systems I3 =Ll

M- @ Il BESs
[E¢ Add System...

# Add System Archive Link...

Figure 4.6 Linking a System in SAP HANA Studio

4. In the following window, you specify the connection parameters of your SAP
BW/4HANA installation in AWS (see Figure 4.7). These are the external IP address of
the Linux server on which the SAP HANA database is running and its instance
number. You can simply copy the IP address from the Information section of your
SAP BW/4HANA instance (see Chapter 1). According to the user guide, the instance
number of the SAP HANA database is 02.

Attention: Slash in Product Name

When describing the system, you should always avoid using the slash in the name SAP
BW/4HANA, since it is reserved as a character for file paths at the UNIX level (see SAP
Note 2354199).

[ N ] System
Specify System

Specify the host name and instance number of the system.

Host Name: a

52.4.214.187

Instance Number: 02

Maode: Single container

o Multiple containers
Tenant database

Name:

o System database

Description: SAP HAMA SystemDB

Locale: English (United States)

Folder: [Redalli (T
@

Figure 4.7 Add Connection Parameters for the SAP HANA System Database
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5. Choose Multiple containers and System database as the mode.

Multiple Containers

Multiple containers indicates that, next to the system database, there can be one or
more tenant databases. This enables applications to run virtually separated, but in par-
allel, on different databases. The system database manages the tenant databases.

6. Now confirm your entries by clicking Next to enter the ID of the system user SYSTEM
of your SAP HANA database in the final screen (see Figure 4.8).

[ N ] System

Connection Properties

Specify the properties for connecting to the system.

Authentication can be carried out using the current operating system user or a valid SAP
HAMNA database user

Authentication by current operating system user
o Authentication by database user

User Name: SYSTEM

Password: ||........| "

Store user name and password in secure storage
Connect using S5L

Enable SAP start service connection

® < Back MNext = Cancel

Figure 4.8 Creating Connection Properties to the SAP HANA System Database

7. Also, check the box Store user name and password in secure storage to avoid having
to enter the system ID again and again later. Leave the SSL checkbox empty for now.

8. Complete the installation of the connection by clicking Finish.

You're now connected to the system database managing the other tenant databases.
On SAP Cloud Appliance Library your SAP BW/4HANA data dictionary resides in the
first tenant. To access it, repeat the steps above for the SAP BW/4HANA tenant data-
base.

1. On the far left, under Systems, you now have the option of connecting to your
tenant database A4H. This time you want your shortcut to be added to the correct
project folder. Thus, right-click on the project folder Redalli. You can now connect to
your SAP BW/4HANA tenant database using the context menu that appears (see Fig-
ure 4.9).
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%5 Systems 53 B 2
> [EGaaH New > oB1
> E e Add System...
> EL AdH - -
> [EG AdH Add System Archive Link...
p&sys‘ [ New Folder 3B

¥ Remove =
| Rename F2
& Refresh F5
Properties k4|

Figure 4.9 Linking a Tenant Database in SAP HANA Studio

2. In the following window, you specify the connection parameters of your SAP
BW/4HANA installation in the AWS again (see Figure 4.10). These are the same exter-
nal IP address of the Linux server on which the SAP HANA database is running and

its instance number as for the system database. Simply copy the IP address again
from the Information section of your SAP BW/4HANA instance. The instance num-

ber of the SAP HANA tenant database is the same as for the system database: 02.

[ N ] System
Specify System

Specify the host name and instance number of the system.

Host Name: a

52.4.214.187
Instance Number: 02
Maode: Single container
o Multiple containers
o Tenant database
Name: | A4H

System database

Description: SAP HANA TenantDB 1

Locale: English {United States)

Folder: [Redalli (T
@

Figure 4.10 Add Connection Parameters for the SAP HANA Tenant Database

3. Choose Multiple containers and Tenant database as the mode again.
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Tenant Databases

The schema of your SAP BW/4HANA 2.0 system resides in the first tenant database. We
chose the description TenantDB 1, as SAP HANA assigns the first available port to a new
tenant.

4. Now confirm your entries by clicking Next to enter the ID of the system user SYSTEM
of your SAP HANA database in the last screen (see Figure 4.11).

[ N ] System

Connection Properties

Specify the properties for connecting to the system.

Authentication can be carried out using the current operating system user or a valid SAP
HANA database user

Authentication by current operating system user
o Authentication by database user

User Name: SYSTEM

Password: ||........| "

Store user name and password in secure storage

Connect using S5L

Enable SAP start service connection

® < Back MNext = Cancel

Figure 4.11 Creating Connection Properties to the SAP HANA Tenant Database

5. Also, check the box Store user name and password in secure storage like you did ear-
lier for the system database. Leave the SSL checkbox empty for now. The Enable SAP
start service connection checkbox is optional for tenants, as the system database
connection takes care of starting SAP HANA services.

Complete the installation of the connection by clicking Finish. Next, repeat the steps
above for the owner of the SAP BW/4HANA schema, SAPHANADB. Connect it in the same
way as the system user for the tenant database A4H. At this time, only SAPHANADB has
access to the data dictionary tables.

Once the SAP HANA connections have been established, create a connection to the SAP
BW/4HANA server:

1. Remain in the SAP HANA Administration Console perspective and select New « Proj-
ect.

2. In the following dialog box, choose the wizard for creating an SAP BW/4HANA proj-
ect (see Figure 4.12).
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[ N ) New

Select a wizard £

Wizards:
BW (]
¥ (= Business Warehouse
I3 BwW Object

&£ BW Project

@

Figure 4.12 Creating a New SAP BW/4HANA Project

3. On the following screen, choose New System Connection (or System Connection for
the new BW project) and enter the system ID and the external IP address of the SAP
BW/4HANA server (identical to the data of the SAP HANA server; see Figure 4.13).
Then confirm by clicking Next.

[ N ] New BW Project

Connection Settings

@ The selected system configuration has been changed, the new project will be
independent from SAP Logon

Connection Parameters

System ID: * 9 aan |

Connection Type: Custom Application Server B
Message Server: *

Group: *

Message Server Port:

Application Server: * 52.4.214.187

Instance Number: * oo

RFC Gateway Server:

RFC Gateway Server Port:

SAProuter String:

Secure Network Settings

Activate Secure Network Communication (SNC)

SNC Level:

<>

SNC Name: *

<>

Single Sign-0n (S50):

©)

Figure 4.13 Setting Up a New SAP BW/4HANA System Connection in SAP HANA Studio
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4. Enter the development user “DEVELOPER” and your master password. Click Next
again to provide a dedicated project name (see Figure 4.14).

[ N ] New BW Project

Logon to System

System I1D:  AdH

Client: * 001

User: * DEVELOPER

Password: * ||........|

Language: * EN

® < Back MNext = Cancel

Figure 4.14 Logon as Developer User to the SAP BW/4HANA System

Tip: Assign Your SAP BW/4HANA Project Name in the Wizard

You should assign your own SAP BW/4HANA project name by clicking Next first and
then finish later. This has the advantage that your projects do not receive a generated
name according to the pattern <System ID><Client><User><Logon><Language>. Assign
your SAP BW/4HANA project names so that you can distinguish them from your future
ABAP projects, in particular. We'll show you how to set up a connection with the ABAP
application server, that is, the SAP BW/4HANA server, in Section 4.1.6.

With these connections, you can now create your first SAP BW/4HANA objects, which
we’ll show you in Chapter 6.

4.1.2 Installing Eclipse and the SAP BW Modeling Tools

In principle, you're free to choose whichever version of the Eclipse IDE you want, as you
can install Eclipse plugins at any time. For developments on SAP Cloud Platform, how-
ever, the Eclipse IDE for Java Developers is recommended (http://s-prs.co/v454429),
because Java is an essential development language of SAP Cloud Platform. The down-
load link https://tools.hana.ondemand.com/latest points to the latest download page
for Eclipse supporting the current SAP BW modeling tools and ABAP Development
Tools. This link guides you to the Eclipse download center (Figure 4.15). Select the oper-
ating system matching your environment and start the download onto your laptop or
cloud server.
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(ECLIPSE

AR e Projects  Working Groups ~ Members

Home / Downloads / Packages / Release / Eclipse R
Eclipse Installer Eclipse Packages Eclipse Developer Builds +
ECLIPSE
Download ENABLING
Mac 0S X IN
Windows EUROPE THROUGH
Linux 64 GLOBAL
dout COLLABORATION
& 1,046,543 Downloads DOWNLOAD THE WHITE PAPER
Eclipse IDE 2020-06 R Packages 3
-
) Get Eclipse IDE
Eclipse IDE for Java Developers 2020-06
~ii Windows 64-bit
“3% 20BMB 527,999 DOWNLOADS 3 Mac Cocoa 64-bit Install your favorite desktop IDE
3 -
The essential tools for any Java developer, including a Java IDE, a Git Linux 64-bit packages.
client, XML Editor, Maven and Gradle integration

Figure 4.15 Download of the Latest Eclipse IDE

Again, you may choose any type of Eclipse package within the installer window; how-
ever, since most development tools are based on Java, most developers choose the
Eclipse IDE for Java developers. Once the download has finished, open it and follow the
installation guide.

You'll be asked to select a directory as a workspace, as shown in Figure 4.16. If you're
working with multiple IDEs at the same time, ensure that their workspaces are sepa-
rated. Keep in mind that the last section of the path to your workspace later appears
like the window title in Eclipse. Once you're done, click Launch to start Eclipse.

[ JoN ) Eclipse IDE Launcher

Select a directory as workspace

Eclipse IDE uses the workspace directory to store its preferences and development artifacts.

Workspace: | /Users/luedtke/eclipse-workspace/BlPortal GmbH| Browse...

Use this as the default and do not ask again

Cancel

Figure 4.16 SAP HANA Studio Workspace Setup
If you've used the workspace with an earlier version of Eclipse, please keep in mind that

updating it will result in an incompatible version with previously installed tools (Figure
4.17). Click continue to overwrite.
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[ N ] Older Workspace Version

The '/Usersfluedtke/eclipse-workspace/BIPortal GmbH' workspace was written with an older
. version. Continue and update workspace which may make it incompatible with older versions?

Do not warn again about workspace versions

Change Workspace... Exit

Figure 4.17 Incompatible Older Workspace Versions in SAP HANA Studio

On a Mac you'll probably be asked for access to the directory where you want to place
the workspace. Confirm by clicking OK. Next, install the SAP BW/4HANA modeling
tools along with the ABAP workbench and the SAP HANA modeling and development

tools.

1. Open Eclipse and select a directory name for your workspace.

2. If you're behind a firewall or accessing the Internet via a proxy server, enter this
proxy for the HTTP and HTTPS protocols on the Window - Preferences « General «

Network Connections page.

3. Then navigate to Help - Install New Software to install the SAP development tools

for Eclipse.

All of this can be done via the menu path Help « Install New Software (Figure 4.18).

search | |

(&) Welcome

(7) Help Contents
% Search
Show Contextual Help

Show Active Keybindings... {+38L
o Tip of the Day

& Tips and Tricks...

£ Report Bug or Enhancement...

Cheat Sheets...

@ Eclipse User Storage >
=3 Perform Setup Tasks...

=y Check for Updates

1. Install New Software...

% Eclipse Marketplace...

Contribute

Figure 4.18 SAP HANA Studio Launch of the Software Installer

Select Add new source and enter the download path “https://tools.hana.ondemand.
com/latest” as described previously and confirm by clicking Add (Figure 4.19).

150

[ N ] Add Repository
Name: SAP Hana on Demand Local...
Location: " https://tools.hana.ondemand.com/latest| " Archive...
OK
® Cancel Add

Figure 4.19 SAP HANA Studio Download Site Setup for SAP Development Tools

4. Select all available SAP tools (and therefore also the SAP BW modeling tools) to avoid
subsequent installation. By default, the Eclipse installer will only mark items that
haven't been installed yet (see Figure 4.20). Confirm by clicking Next and installing
the entire collection of tools (although the UI Development Toolkit for HTMLS is not
required in this book).

® e Install
Available Software
Check the items that you wish to install, ..;)‘“
Work with:  SAP Hana on Demand - https:/ftocls.hana.ondemand.com/latest/ Add... Manage...
Select All
Mame Version
» (0] ABAP Development Toals Deselect All

b 100 Modeling Tools for SAP BW/4HANA and SAP BW powered by SAP HANA
b 100 SAP Cloud Business Application Tools
b 00 SAP HANA Tools

13 items selected

Details
Show only the latest versions of available software Hide items that are already installed
Group items by category What is already installed?

Show only software applicable to target environment

Contact all update sites during install to find required software

@

Figure 4.20 Installing the SAP Development Tools for Eclipse

5. The next screen shows you the full contents of the previously selected packages.
Confirm by clicking Next.

6. Then confirm the installation by clicking Next. Accept the license terms by clicking
Finish.
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7. Once the installation of the SAP development tools is complete, you're prompted to
restart the Eclipse IDE. Confirm the restart.

Tip: Subscribe to Information about Updates

Navigate to Window » Preferences - Install/Update « Automatic Updates + Automati-
cally find new updates and notify me, and click Apply to be informed about updates to
the SAP development tools.

You can now go ahead and explore your new IDE. Enter “HANA” in the search window
at the top and select the SAP HANA administration perspective.

4.1.3 Connecting to SAP HANA

On the far left in Eclipse, under Systems, you have the option of establishing a con-
nection with an SAP HANA system. However, if you want your shortcuts to be added
immediately to the correct project folder, right-click the project folder to open the
shortcut menu. Use this to establish the connection to your SAP HANA system for
SAP BW/4HANA. In the following window, enter the connection parameters of your
SAP BW/4HANA installation in the AWS. These are the external IP address of the Linux
server on which the SAP HANA database is running and its instance number. You can
find the IP address directly in the Information section of your instance in SAP Cloud
Appliance Library (see Figure 4.21). You can find the instance number in the user guide.

Thorsten Liidtke Q1 [0
)
ETEEs Download Key ~ Connect ()
55}
= SAP BW/4HANA 2.0
&
28
) =] Owned By: Thorsten Liidtke (S0015871481) W Active Cost Forecast
Created On: Jul 23, 2020, 09:17:10 Disclaimer
LY 1.03 USD per hour when Active
Last Activation At: Aug 3, 2020, 07:10:48
744.34 USD next 30 pays
GMT+02:00
INFO LICENSE STATUS SOLUTION INFO VIRTUAL MACHINES SAP SYSTEMS SCHEDULE BACKUPS
Account: Region: | Public Static IP Address (il Endpoints
us-east-1
BiPortal GmbH | Termination Protection 10.0.43.115
Cloud Provider: DR Linux Internal IP Address
SAP CAL Default Network
Amazon Web Services 52.4.214.187
aonet: Linux External IP Address
VPC subnet in us-east-1a
10.0.41.45
3 Windows Remote Desktop
5 Internal IP Address
- 54.208.199.122
T Windows Remote Desktop
External IP Address

Figure 4.21 Retrieving the External IP Address of the SAP HANA Linux Server (Host) of an SAP
BW/4HANA Instance in the AWS Cloud
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Also, check the box Store user name and password in secure storage to avoid having to
enter the system ID again and again later. Leave the other checkboxes blank.

Setting Up SSL Encryption

Encrypted SSL communication is not activated by default on the SAP Cloud Appliance
Library instance of the SAP BW/4HANA system. Besides, the HTTPS port is not open.
The assumption here is that you do not need encrypted communication for test pur-
poses or that encryption has already been performed by your virtual private network
(VPN). For a production system, we recommend SSL encryption. However, the SAP
HANA system must also be configured for SSL communication:

1. To set this up, choose Communication and Monitoring « Open Administration in
the context menu of the HDB system.
2. On the Configuration tab, enter “ssl” in the Filter field.

3. Under the communication node you can now change the value off to the value on
via the context menu. This adapts the global.ini file for SSL communication (see Fig-
ure 4.22).

T8 HOB 2 = 5

[ HDB (SYSTEM) [Production
System] Redalli BWAHANA ~™ " LastUpdate: 21.00.2017 203237 5 | [ Interval: | 60 v | Seconds| [ |

Owerview |Landscape Alerts Performance |Wolumes | Configuration | Systern Information | Diagnasis Files | Trace Configuration

Filter: | ssl 4

Marne Default Systermn Host - vhealhdbdb 2
v [ globalini *
v [1 communication
ssl off
ssl_local on
ssiciphersuites PFS:HIGH:EC_HIGH:+EC ...
sslcreateselfsignedcertifi false
ssleryptoprovider commoncrypto
sslenforce talse
sslinternalkeystore sapsrv_internal.pse
sslinternaltruststore sapsrv_internal.pse

sslinternalvalidatecertific true

sslkeystore sapsrv.pse v

Figure 4.22 Setting Up Encrypted SSL Communication with the SAP HANA Database

For detailed information on SSL configuration, see the SAP HANA Security Guide at
http://s-prs.co/v454430.

For testing purposes, we don’t use the quite extensive SSL configuration here. There-
fore, leave unencrypted communication at this point and confirm the setup of the link
with your SAP BW/4HANA system by clicking Finish.

4.1.4 Creating an SAP HANA Archive Link

Now, it would be too cumbersome if every developer or consultant had to maintain the
connection parameters individually. Therefore, there is an archiving link in SAP HANA
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Studio that allows you to read the connection parameters from a central file so all proj-
ect members can access it. You can therefore export the link you just created as an XML
file to a shared server directory:

1. Select File « Export from the main menu. In the window that opens, enter “Land-
scape” under Select an export wizard (see Figure 4.23).

& Export O *

Select /‘
Export a list of your SAP HAMNA, systerns from the SAP HANA studio as an XhL E 5

file.

Select an export wizard:

Landscape

v [ AP HAMA
%5 Landscape

'/?3' < Back Finish Cancel

Figure 4.23 Exporting the System Landscape in SAP HANA Studio

2. Click Next to select the central directory.

3. Select all systems together with your project folders that you want to export and
confirm by clicking Finish.

4. You can then insert the generated landscape.xml file for your system landscape on

the Systems tab in a new workspace or client of SAP HANA Studio by clicking on the
Add icon |ff| and then on Add System Archive Link (see Figure 4.24).

& BlPortal GmbH - S4P HANA Administration Console - Eclipse - O X
File  Tools Edit Refactor Mavigate Search  Project Bun  Window Help
D-HeERNBRRLIXDO; i -ivit-F- o v |QuickAccess] | g8 | [
Yo Systems 3 = O = 8

F-Bii-a88% ~

B Add Cloud System...

ﬁ Add Systern..,

¥ Add System Archive Link..,

Add System Archive Link

[T Properties 52 ErrarLog = v = 7

Oiterns selected

Figure 4.24 Adding an Archive Link in SAP HANA Studio
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Of course, the passwords are not exported but must be entered by the user if they are
not yet stored in the secure area (secure store) of the user client.

4.1.5 Configuring the SAP HANA Usage Type

The usage type of the SAP HANA system underlying SAP BW/4HANA is set by default to
production. Obviously, this does not make any sense in a trial environment. The con-
stant warnings whenever you change a feature mar your user experience. We there
encourage you to change the value for the key usage for the parameter system_infor-
mation to “development”. You can do this by right-clicking on the usage parameter and
selecting Change, as shown in Figure 4.25.

f5 SYSTEMDB@HDB (SYSTEM) [Production System] SAP HANA 2.0

Overview | Landscape | Alerts | Performance | Volumes | Configuration | System Information

Filter: |system_information b4
Mame ~ Default System
¥ [ global.ini *
¥ [ 1 system_information *
usage custom roduction
seE Change... E
®sa_sizing M

X Delete...

Figure 4.25 Configuring the SAP HANA usage type

Once you've clicked Save, the bright yellow background color at the top disappears.

4.1.6 Installing the ABAP Development Tools for Eclipse

In this section, we’ll show you how to install the ABAP Development Tools, which are a
component of SAP HANA Studio. You'll use the ABAP Development Tools in addition to
the SAP BW modeling tools. The ABAP Development Tools are a prerequisite for pro-
gramming transformation rules that must be executed in the SAP HANA database. The
SAP BW/4HANA transformations can be embedded into ABAP managed database pro-
cedures (AMDP).

The installation of the ABAP Development Tools is similar to that of the SAP BW mod-
eling tools:
1. Inthe opened Eclipse IDE, select Help « Install New Software.

2. In the Work with window, enter “https://tools.hana.ondemand.com/latest” as the
source of the latest release of the ABAP Development Tools. Press to display
the available features. Select ABAP Development Tools and choose Next. On the next
wizard page, you get an overview of the features to be installed (see Figure 4.26).

155




4 Tools

[ Iy ) Install

Install Details

Review the items to be installed.

%]

Mame Version Id
> @: ABAP Business Object Tools (Developer Edition) 1.104.0 com.sap.adt.tools bopf
> @: ABAF Connectivity And Integration Development Tools (Developer... 1.120.0 com.sap.adtpitools.tif.
> @ ABAP Core Development Tools (Developer Edition) 3.10.3 com.sap.adt.core deve
L4 @: ABAP Development Tools for SAP HAMA (Developer Edition) 3101 com.sap.adt.tools.hanz
> @:ABM’ Development Tools for Web Dynpro {Developer Edition) 1.120.0 com.sap.adt.wda.core.
> @: BPC Embedded Planning (Developer Edition) 1.22.23 com.sap.bw.feature.bp
> @ BW Modeling Teols Integration with SAP HANA Studio (Developer... 1.22.23 com.sap.bw.feature.hal
L4 @: BW Modeling Werkbench (Developer Edition) 1.22.23 com.sap.bw.feature.wo
> @: BW Query Designer (Developer Edition) 1.22.23 com.sap.bw.feature.gu
> @: SAP Cloud Business Application Tools for Eclipse 1.10.4 com.sap.xs.cds.lsde.fe
> @ SAP HAMA Administration (Developer Edition) 2.3.54 com.sap.ndb._studio.ad
> @: SAP HAMA Application Development (Developer Edition) 2.3.54 com.sap.ndb.studio.ap
> @: SAP HANA Database Development (Developer Edition) 2.3.54 com.sap.ndb.studio.db

Size: Unknown

Details

® < Back Next = Cancel

Figure 4.26 Installing the ABAP Development Tools for Eclipse

3. Next, review and accept the SAP license agreement and confirm by clicking Finish.
You may be prompted to update a previous installation. Confirm the prompt by
clicking Next and restart Eclipse.

You might encounter security warnings about unsigned contents. Ignore this warning
since you know what you're doing and click Install anyway. You can find more informa-
tion on this at http://s-prs.co/v454431. Finally, Eclipse asks you to restart the IDE. Con-
firm by clicking Restart Now. Upon restart, you're be prompted with several useful
links and documentation installed locally on your laptop, as you can see in Figure 4.27.

Explore its contents to get a feeling for your fresh IDE. The Release Notes (see Figure
4.28) update you on the latest features.

41 SAP HANA Studio Installat

ion and Configuration

75y

€3 Welcome 33

BW Modeling Tools

Getting Started

Provides compact knowledge you may need when working BW Modeling Tools for the
first time.

Tasks
Get familiar with fundamental activities in the area of BW projects and with functions
and utilities for creating, editing, navigating, or searching BW objects.

Community Network
Visit the SAP Community Network to browse through a collection of videos, tutorials
and links to useful tips and tricks when working with the BW Modeling Tools.

Workbench basics
Learn about basic Eclipse workbench concepts

Open Administration Console

to manage the SAP HANA database and to create and manage user authorizations

Open Modele

to create new or modify existing models of data

Open Development
to code and debug SAP HANA applications

Open Lifecycle Management
to update SAP HANA appliance software

Figure 4.27 Exploration of SAP BW Modeling Tools in SAP HANA Studio

T Release Notes 53

AMDP Profiling

) 1

ype fertest
Trsce Event fLine]

v /DMGIZCL AMDP DEMD
JOMO/ZCL AMOP DEM

ABAP Managed Database Procedures

You have the following options, to trigger AMDP profiling:

# Choose| Profile as|+ ABAP Application (Censole) |from the context menu of the editor.
» Choose | Prefile as + ABAP Unit Test from the context menu of the editor.
» Create an ABAP trace request from the ABAP Trace Requests view.

The analysis results are generated for an ABAP trace and displayed in the ABAP Managed Database Procedures tab
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/DMO/ZCL_AMOP_DEMO_2=> GET_FLIGHTS [f]

Selected procedure Measuring
or SAL statement results
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10,22 >/ DM/ CARSIE

Recove’ 35c

SQL statament on
the database layer

You can now use AMDP profiling to analyze the runtime behavior of an ABAP Managed Database Procedure (AMDP). AMDP Profiler has been fully integrated into the ABAP Profiler.

o
@
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it "5V FUGHTS, 2 "RIGHTS

‘Orverview | Candensed Fi List it it | Aggregated Cal Tree | Aggregated Timeline | Call Sequence | Call Timeine | Dotabase Accesses [ £8AP Managed Catobuse Provedures

Example for displaying and analyzing the ABAP frace of an AMDP
For more inf ion. see

Figure 4.28 SAP HANA Studio News Page
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SAP HANA Studio is now ready to connect to SAP BW/4HANA 2.0. To get started, select
ABAP Project from the top menu bar (see Figure 4.29).

i 5 iw i
=+ ABAP Project
Ei ABAP Cloud Project
=4 Project...

(& ABAP Class
& ABAP Interface
ff ABAP Package

™4 Example...

=4 Other... #N

Figure 4.29 Starting the ABAP Project Wizard from the New Objects Menu

Next, choose the same system connection as for the SAP BW modeling tools (see Fig-
ure 4.30).

[ BON New ABAP Project

System Connection r
Associate the new project with an SAP system connection f 7

Define a new system connection from scratch, or select an existing SAP Logon entry
from the list:

Mame ~ Description SID
L} SAP BW 7.5 on HANA
[ SAP BW/AHANA 2.0 B

@  <s

Figure 4.30 Choosing a System Connection within the ABAP Project Wizard

The SAP BW/4HANA server connection settings are the same as for the SAP BW model-
ing tools (see Figure 4.31).

Click Next to enter your SAP BW/AHANA development user and password and move on
by clicking Next again. You are now asked to specify a Project Name. Remember, you
cannot use the same name as for your SAP BW/4HANA Redalli project. Choose a name
without blanks. Next, select your Redalli development package for your project (see
Figure 4.32).
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® 0 New ABAP Project

Connection Settings r
@ The selected system configuration has been changed, the new project f 7

will be independent from SAP Logon

Connection Parameters

System ID: * 4 aad |

Connection Type: Custom Application Server B
Message Server: *

Group: *

Message Server Port:

Application Server: * 52.4.214.187

Instance Number: * oo

RFC Gateway Server:

RFC Gateway Server Port:

SAProuter String:

Secure Network Settings

Activate Secure Metwork Communication {SNC)

<>

SNC Level:

SNC Name: *

<>

Single Sign-0On (SSO):

@ [ <sax

Figure 4.31 Specifying the Connection Settings for an ABAP Project

[ N ] New ABAP Project

Project Name and Favorite Packages =
Enter a project name and select a set of favorite packages for the new
ABAP project

Project Name: " Redalli_ADT

Favorite Packages:

4 Z_REDALLI_APP Add...

Working sets

Add project to working sets Mew...
Working sets:  BlPortal Select...
@ <o

Figure 4.32 Selecting a Development Package
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Add your project to your existing SAP BW/4HANA working set, as both contain objects
for the same application development resources. Confirm by clicking Finish. Your new
connection shows up below the BWMT (SAP BW modeling tools) connection (Redalli
ADT in our example, as shown in Figure 4.33).

vy:;REdallifADT [AdH, 001, DEVELOPER, EN]
¥ 3 Loeal Objects ($TMP) (1,658)
v } DEVELOPER (1,658) DEVELOPER
P (&) Dictionary (1,248)
b () SET/GET-Parameters (222)
P (5] Source Code Library (188)
¥ % Favarite Packages (0}
£ Z_REDALLI_APF (0) Redalii Application Development
P B\, System Library (502,228)

Figure 4.33 ABAP Development Tools Connection to the SAP BW/4HANA Server

You can now overwrite the default connection name that appears in your IDE. Since
you’ll have different projects for ABAP and SAP BW/4HANA, it makes sense to choose a
corresponding prefix. Once that’s done, repeat these steps for your SAP BW/4HANA
connection.

4.1.7 Creating a Repository Workspace and Package

Now create a repository workspace and a package for your SAP HANA objects. The
repository workspace on your SAP HANA system allows different Eclipse installations
to access the SAP HANA repository so that different developers can share the same
development repository. Figure 4.34 shows how to create a repository workspace.

& Create Mew Repository Workspace O *

Create Workspace

Create a new workspace in a location based on the specified workspace name
and root,

SAP HAMA, Systerns:

v [ ?IPortaI GrmbH Add Systern..,
‘E]J HDE (S4P&4H) [Production System] Redalli BuirdHANA
‘E]J HDE (SYSTEM) [Froduction Systerm] Redalli BvirdHARNA Log Cn..,
= Redalli

Use Default Workspace

(Default)

Workspace Root: | CyUsersiUservhana_work\HDB_02_SAPAAH | Browse...

Workspace Location: CihJsers\Uservhana_work\HDE_02_SAPAAHY_emphy

®

Figure 4.34 Creating a Repository Workspace
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You can subdivide your developments into numerous subprojects, each of which
relates to the main project. You can use the assignment shown in Figure 4.35 to create a
reference to the main project. The best way to split a project is to use different packages
that refer to the same repository. This allows developers to build their objects on those
of other developers.

& Properties for Redalli_ROP_Developer O *
type filter text Project References (=14 A
R ~
BZ?I?:!L;EE Prajects may refer to other projects in the workspace, ~

Use this page to specify what other projects are referenced by the project.
Project Facets

Project References Project references for ‘Redalli_RDP_Developer":
Run/Debug Settings
Scala Async Debugger

kij.HDB_34.‘I98.1?6.226_02_SINGLEDB_SAPMH_(DefauIt) [Systern Project]
[ (= 1va LOCALHOST_01_S0015871481 TRIAL -REDALLI_REFDEVD_(Default) [N

Semantic Resource
O @Redalli_SDI [Mot connected to the [s00153871481trial-redalli (REFDEWVOT), loc

Task Repository

Task Tags [ (= RemoteSystemsTernpFiles
Walidation w v
@

Figure 4.35 Assigning the Project “Redalli_RDP_Developer” to the Default Workspace

4.1.8 Creating a Developer Package

All objects created are assigned to a development package. This package is linked to
modification rights for the objects it contains so that you can control which developer
can work on these objects.

To create a development package for Redalli, switch to the SAP HANA Modeler perspec-
tive and open your repository’s Content folder as user ADMINISTRATOR. In the context
menu of the Content folder, choose New « Package. In the dialog that opens, enter a
descriptive package name for the Redalli project, e.g., “Redalli RDP” (RDP stands here
for “Redalli development package”), as shown in Figure 4.36. Confirm by clicking Finish.

& Create Repository Package O *
Create Repository Package
Specify a workspace and a package name
Repositary Waorkspace: | (Default) [HDB (SAPAAH), 34.198.176.226, 02] vl 2
Package Mame: | Redalli_RDP| |
v
'/?3' < Back Mext » Cancel

Figure 4.36 Creating a Package for the SAP HANA Database Objects

You have now created a development package and the corresponding repository work-
space in which the developers of your project can work. This section completes the SAP
HANA Studio setup.
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4.1.9 Error Handling The error message is displayed when you hover your mouse pointer over the system
b s . . . . entry (see Figure 4.39).
Before we proceed, let’s discuss some solutions for possible errors that may arise while v ( 8 )
you're installing and setting up SAP HANA Studio. R Y—— F-E-2E0% =0
w = Redalli BMWAHAMNA,
Exercise 1: Error Handling for the SAP Start Service v I35 HDE (SYSTEM [Production System] Redalli BAHANA.
& Backup HDB 34.198.176.226 02 - 'sapstartsry' service not started
In this section, we’ll briefly show you an example where direct access to the operating = Eatatlogt %) S Car el remask(r ach G ammasdm fved) e EEara
. . . . = onten’
system level is necessary for problem analysis. There is another service, the SAP start (= Provisioni Database LlserSYSTEM
service, which can be controlled via a separate connection. The operating system user v & Security
<SID>adm (here, hdbadm) accesses the operating system using a secure HTTPS connection Figure 4.39 Error Message Due to Missing Access to the SAP Start Service
to start or stop the SAP HANA sysnftem. You can maintain this SAP start service from
the context menu of the SAP HANA system: The Error Log shows you more detailed information about the connection problem (see
1. Under Properties, choose the entry SAP Start Service Logon. Figure 4.40).
2. Then enter your master password for the administration user (see Figure 4.37). T Fropeies 07 Eroriog & T° — 0«
Nork: Ls
D_’ 5:‘ac? 24 Plug-in: cemsap.ndb.studic.navigator
S Properties for HDB (SYSTEM) [m} > type fiter text Severity: @) Error
Message : .
type filker text SAP Start Service Logon - v - 7 Doter  IDOLTL 1352
o v @3 [HDB 34.198.176.226 02 [SYSTEM]] Error while refreshing system ==r= [t et =
Database User Logon . . @) sapControl request failed 1
JDEC Trace retille S sErourien CommEEiog & Connection on "HDB:34,198.176.226:02:SINGLEDB:SYSTEM' is forced to close &3
License Enter the user name and password of the operating system user <sidxadm or @] Logon to SAP System Host '34,192.176.226' failed Exception Stack Trace:
Resource another aperating systern administrator an the SAP HAMNA systern host, @] Logon to SAP System Host '34.198.176.226' failed B ’
% @] Logon to SAP System Host '34,198,176.226' failed com‘sap.ﬂdb.studio.sapc_oﬂtrol.SAPCoﬂtroIException: SAPControl re_questfailad ~
SAR Start Serdice Logon User Mam | hdbadm ‘ a1, to SAP Systern Host '34.138.176.296' failed at com.sap.ndb.studic.sapcontrol.operations. SAPControlOperation.execute(SAPC
Srala Async Debugger & ogonto ystem Hos T ore at com.sap.ndb studio.sapcontrol. SAPControl.getinstanceProperties(SAPCantrol
Version Histary Password: | Y| ‘ 2] Logon to SAP System Host '34.198.176.226" failed at com.sap.ndb.studie.sapcontrol SAPControl.collectProperties(SAPControl java:
XS Praperties . q ai -6;' Error checking connection at com.sap.ndbstudio.sapcontrol. SAPControl.open(SAPControl.java:373)
| Store user narme an password In secure storage
[ Use HTTPS Figure 4.40 Error Log for Connection Problem in SAP Start Service
Restore Defaults Apply . . . . . ey .
Since the Use HTTPS checkbox in Figure 4.37 is an option, it’s always possible to estab-
@ oK e lish a connection to the SAP start service without encryption. In the console, you can
vy
use the command openssl s client -connect < external IP address of the SAP HANA
Figure 4.37 Maintaining the SAP Start Service Logon server>:50014 to check whether you receive the same connection error (of course,

adjust the host address to suit your system). In most cases, however, the SAP start

However, since the HTTPS port is not currently open in SAP Cloud Appliance Library for server is running, so the error message is a false message. You can confirm this by using

the SAP BW/4HANA system, a timeout error occurs during the connection attempt. The the command 1sof -1 -1 -n -P | grep 5<HDB instance no>13 (here the instance number of

relevant forums therefore often discuss whether the sapstartsrv service was not the SAP HANA database is 02) to check whether port 5<HDB instance no>13 is open.
started because the options for starting and stopping the SAP HANA instance are not

. . N The problem is therefore more likely to be with the network connection. Some services
available in the context menu of the SAP HANA system, as shown in Figure 4.38. P Y

use the Domain Name System (DNS) name, which cannot always be resolved, depend-

T Systers 32 B~ - Eo& =0 [jmex ing on the network configuration. Thus the target machine remains inaccessible.
Ve gd;'g;“(‘;'ﬂjf e [ HDB (SYSTEM) [Pr According to SAP Note 1760921, an entry in the hosts file under Windows (hosts without

E% Backs Configuration and Monitaring > “ Open Adrministration [F eXtension) can hel here'

= Catal & Lifecycle Management » Open SAP HANA Cockpit p '

o B startystem. ¥ 1. Enter the external IP address of your SAP HANA server, followed by the logical host-

k= Frovi Secutity >

w [ Secul Stop Systerm.. name:
i = BN Open 50L Console Restart Systern.., :
v i I;; EE' SAP HANA Modeler ¥ Configure System Replication.., | 34.198.176.226 thalhdbdb
P > T T T 2. Save the hosts file afterward. If this is rejected, save the file to your desktop and then
Figure 4.38 Start and Stop Not Available in HDB drag it to the old hosts’ directory. In this case, confirm that you want to overwrite the
old file.
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3. You can also enter the fully qualified host name of the SAP HANA database. You get
this name with the command hostname -f. In the case of Redalli, the hostname is
vhcaladhcs. dummy . nodomain.

Querying DNS and Host Names

The Eclipse installation on the frontend server in the AWS can serve as a reference for
the names to be entered. There, all used DNS names are assigned to the internal IP
address in the hosts file, as you can see in Listing 4.1.

# localhost name resolution is handled within DNS itself.
# 127.0.0.1 localhost

# il localhost

# added by a service of the CAL Appliance Agent

10.0.41.45 frontend.dummy.nodomain frontend

10.0.43.115 vhcalhdbdb.dummy.nodomain vhcalhdbdb vhcaladhci.dummy.nodomain
vhcalashci vhcaladhcs.dummy.nodomain vhcaladhcs

Listing 4.1 Assignment of the DNS Names to the Internal IP Addresses in the Hosts File of
the SAP Cloud Appliance Library Frontend Server

If you’re using your own PC, you have to assign the external IP address accordingly and
then save the hosts file.

According to SAP Note 1639568, you should also change the value from Native to Direct
in SAP HANA Studio under Windows (on a Mac under Eclipse) « Preferences (or Set-
tings) » General « Network « Active Provider (see Figure 4.41).

& Preferences m} x
type filter text Network Connections = v v
w General -

Appearance Active Provider Dire% ~

Compare/Patch

Content Types Prosy entries

Editors Sche.. Host Port  Provi. Auth  User Edit..

Errar Reporting 0O Hrre iy N

Globalization an... o Elezr

Keys O HTTPS Man.. Mo

v Metwark Connections [0 socks Man... Mo
Cache < 3
5EH2

Motifications Prosey bypass

Perspectives Host Provider Add Host..,

Search O localk v |

Security ocalhost anua Edit.

Service Palicies O 127001 Manual

Startup and Shutdown Remove

Tracing

Ul Responsiveness Monitoring Restore Defaults Bpply

S

Cancel

Figure 4.41 Switching the Eclipse Network Connection to an Active Provider
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Basically, it’s hardly possible to make a recommendation valid for all environments,
since the network connection depends on routers, firewalls, etc. However, the SAP
Notes mentioned can help you diagnose possible network problems.

Exercise 2: Error Handling when Accessing the Tenant DB

Once you've managed to connect to the system’s database, you repeat the same steps
with the first (and on SAP Cloud Appliance Library the only) tenant database managing
SAP BW/4HANA'’s schema. You get all the connection details from the Getting Started
guide attached to your instance on SAP Cloud Appliance Library. However, often, it is
outdated or refers to a different solution on SAP Cloud Appliance Library. A quick and
easy way to get all the connection details is by double-clicking the Systems connection
shown in the left-hand pane and then navigating to the Configuration tab, as shown in
Figure 4.42.

A7 *SYSTEMDB@HDE - SQL Consale 1 Il sYsTEMDB@HDE 52
E‘_‘n SYSTEMDB@HDE (SYSTEM) [Production System] SAP HANA 2.0 - System 52.4.214.187 02
Overview | Landscape | Alerts | Performance | Volumes |Configuration | System Information | Diagnosis Files | Trace Configurg

Filter: | public_hostname_resolution 3

Mame ~ Default System Database - AdH  Host - vhealhdbdb
¥ [ global.ini * *
¥ [ ] public_hostname_resolution
map_vhcalhdbdb 4.187
use_default_route Expand
Collapse

Figure 4.42 Public Host Name Resolution in SAP HANA Studio

Here, you can see the SAP HANA instance number (02) in the top-right and, right in
front of it, the IP address of the host it runs on (52.4.214.197). Since SAP HANA 2.0 is by
default container-based, it internally uses logical host names to pinpoint servers. From
an external machine like your laptop, you therefore need to tell SAP HANA how to
resolve host names into IP addresses. You see your host name in the far-right column
(vhcalhdb). You can attach this mapping as a parameter to your system. Simply search
for “public_hostname resolution” in the Filter box. There should be exactly one entry
for the parameter use_default_route with the default value ip. By right-clicking on the
found parameter public_hostname_resolution, you can add your mapping. As a key,
enter “map_<host name>”, i.e., in our case “map_vhcalhdb”. As the value, enter your
SAP HANA host’s IP address, i.e., in our case “52.4.214.197”, and click save. You should
now be able to connect to any tenant database. In the case of SAP BW/4HANA on SAP
Cloud Appliance Library, the name of the tenant database is the same as the system ID
of the SAP system: A4H.

Now that you're connected to SAP BW/4HANA'’s tenant database, you can add another
connection from the context menu of your tenant connection. Right-click and choose
Add System with Different User, as shown in Figure 4.43.
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> \% AAH@HDE (SAPHANADB) [Production System] SAP HANA TenantDB 1

» [5¥ AAH@HDB (SYSTEM) |

- Configuration and Monitoring
¥ 5 SYSTEMDE@HDE (SYS

& Lifecycle Management

-,21 Backup
» (= Catalog Backup and Recovery
B = Provisioning Security
» (= Content
» (= Security mm Open SQL Console

T SAP HANA Modeler
New

Figure 4.43 Add SAPHANADB User Connection to SAP HANA Tenant Database

In the following dialog, enter user “SAPHANADB” and your master password. It is the
database user of your ABAP server with SAP BW/4HANA and hence has access to all
tables and views within the SAP BW/4HANA system.

Exercise 3: A Quick Automatic Fix in the Error Log

In the main menu of SAP HANA Studio, you can display current error messages under
Tools « Show Error Log. For example, when modeling flow graphs or other objects, you
may receive an error message indicating that there is an incompatibility with the char-
acter set or another error has been detected. Here, you have the possibility of the quick
fix. This means that in the context menu of the error message, you're offered the op-
tion to repair the inconsistency directly (see Figure 4.44).

5] Prablems 23 | [C] Properties [ History =! JobLog
error, Qwarnings, 1 other
Description
w @@ Errors {1 iterm)
B o A ara 4o ——
i Inf % Goto

[ Copy Ctrl+C
H Delete Delete
Select All Ctrl+4
Show In >
Quick Fix Ctrl+1
j Mewr Task from barker..,
Properties Alt+Enter
Showy in WEDL

Figure 4.44 Selecting Quick Fix in the Context Menu of the Error Log

After you select the Quick Fix option, a window with a list of the repairs to be performed
is displayed (see Figure 4.45).
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& Quick Fix [} b

Quick Fix

Select the fix for ‘Unsupported encoding Cp1252, only UTF-8 encoding is supported, Apply the quick fixto change
the encoding settings.',

dii

Select a fix

Change the default encoding settings to UTF-8 and convert the file contents if required

Problems:

Resource = Location Select &l

D Redalli_Punkte.hdbfl h
= Frallrunkte Swarap Deselect &ll

< >

Figure 4.45 Example of a Quick Fix-Changing the UTF-8 Encoding

After confirmation with the Finish button, the flow graph model is correctly activated
in this example. In the event of an error, the quick fix can be an option for quickly
repairing objects in SAP HANA Studio.

4.2 SAP HANA Client Tool Installation

All third-party client software vendors use some of the external interfaces Open Data-
base Connectivity (ODBC), Java Database Connectivity (JDBC), SQL Database Connectiv-
ity (SQLDBC), or Multidimensional Expressions (MDX) via OLE DB for OLAP (ODBO).
The drivers required for this are combined in the SAP HANA client. You can download
the SAP HANA client from the SAP Software Download Center (see SAP Note 1825053). If
you haven't yet installed the SAPCAR tool for unpacking .SAR files, then now is a good
time. It’s good practice to rename the SAPCAR file “SAPCAR.exe” so that future scripts
can refer to it as the latest version. Next, run the command in Listing 4.2 in your con-
sole.

C:\Users\luedtke\Downloads>SAPCAR.exe -xvf IMDB CLIENT20 005 101-80002083.SAR
SAPCAR: processing archive IMDB CLIENT20 005 101-80002083.SAR (version 2.01)
X SAP HANA CLIENT ..

SAPCAR: 114 file(s) extracted

Listing 4.2 Unpacking the SAP HANA Client Tools
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You can now switch to the SAP HANA client directory and double-click the hdpsetup.
exe installer. Check the default installation directory (on Windows) C:\Program Files\
SAP\hdbclient for a large set of client tools for SAP HANA. Most third-party clients use
the ODBC standard developed by Microsoft. On Macs you use the corresponding JDBC
drivers. For JDBC you simply point your app to your JDBC directory. On Windows, how-
ever, you need to explicitly create an ODBC data source as shown in the next section.

4.2.1 Creating an ODBC Data Source for SAP HANA

After you have unpacked the SAP HANA client software and installed it on your PC, you
can create a new data source or data source name under Windows:

1. Todo this, select Control Panel - ODBC Data Source Administrator (64-bit) and switch
to the System DSN tab.

2. Click Add. Then select the SAP HANA driver HDBODBC (see Figure 4.46). The
HDBODBC driver is designed for 64-bit applications. For 32-bit applications, select
the HDBODBC32 driver. Confirm by clicking Finish.

Create Mew Data Source *

Select a driver for which you want to set up a data source.

Name )

] ‘ HODBODBC
s 3 Microsoft Access Driver (“mdb, * accdb)

Microsoft Access Text Driver ("iat, * cav)

Microsoft Excel Driver (" xls, *xlzx, “xlsm, * xlsb)
MicroStrategy Drill ODBC Driver Workstation

Micro Strategy Google BigQuery ODBC Driver Worksta
Micro Strategy Hive ODBC Driver Workstation -

|

< >

< Back Cancel

Figure 4.46 Creating a New SAP HANA Data Source in Windows 10

3. Enter the external IP address of your SAP BW/4HANA server on the next screen.
Also, enter the port number 3<HDB instance>41 (here, port 30241 for the SAP HANA
instance number 02 (see Figure 4.47).
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Data source name: |HDEODEC |

Description: [SAP HANA ODEBC Driver |
Server
Host: [524.214.187 |

(O Instance number: | |

(®) Port number: |3D211'| |

Database HOBODBC Connect X
Database: Muftitenart

Connection successful!

() System database
(® Tenant database: [A4H
TL5/55L

[]Connect to the database using TLS/SSL
Overmide the hostname in the certfficate:

ODBC driver version:
25101

Advanced... Test connection... oK Cancel

Figure 4.47 Specifying the SAP HANA Data Source for ODBC Client Tools

Tip: Check Port

The specific ports depend on the configuration of your SAP HANA system. Port
3<instance>15 is the default port for SQLDBC, MDX, ODBC, and JDBC communication
with the index server of an SAP HANA database not running in multi-tenant mode. To
be on the safe side, run the following SQL statement as a system user to check the port:

SELECT SERVICE NAME, PORT, SQL PORT, (PORT + 2) HTTP_PORT FROM SYS.M SERVICES
WHERE ((SERVICE NAME='indexserver' and COORDINATOR TYPE= 'MASTER'))

In the SQL_PORT column, you see the port for external communication with the SAP
HANA database. However, suppose you run your SAP HANA database in a multi-tenant
environment as you do running SAP BW/4HANA 2.0. In that case, the SQL port number
is assigned according to availability since not all tenants can use the same SQL port.
Therefore, use the following SQL statement on the system database to check the SQL
port of your specific tenant database:

SELECT DATABASE NAME, SERVICE NAME, PORT, SQL PORT, (PORT + 2) HTTP_PORT FROM
SYS _DATABASES.M SERVICES WHERE DATABASE NAME='<DBNAME>' and ((SERVICE NAME=
"indexserver' and COORDINATOR TYPE= 'MASTER"))
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Instead of the database name <DBNAME>, enter the name of your tenant database. Note
that the user who executes this statement must exist as a user in the tenant database.
To check the connection first, you can log on with the SYSTEM user, which exists in all
SAP HANA systems.

Finally, click Test connection and enter a tenant user like “SAPHANADB” and your mas-
ter password to check if the connection is working. You can now use BI frontend tools
such as SAP Lumira, MicroStrategy, or Tableau on the SAP HANA database. For detailed
information about the various BI options, see Chapter 8.

4.3  Enabling SAP BW/4HANA for SAP Analytics Cloud

Note on Performance

Most third-party Bl clients generate some sort of ANSI standard SQL. The disadvantage
of this is that the server components are rarely optimized for the SAP HANA databases
since they usually support numerous databases and therefore generate SQL that is
applicable to the weakest database. This means that considerable performance advan-
tages are lost and that specific functions of the SAP HANA database are rarely used for
queries.

4.2.2 HDBSQL Command-Line Tool

Together with the SAP HANA client, an SQL client called HDBSQL is also installed. You
can call this client from SAP HANA Studio:

1. To do this, select Window « Show View « Other and search for “Terminal” in the win-
dow that opens (see Figure 4.48). Confirm by clicking OK.

S

File Tools Edit Refactor Mavigate Search Project Run  Window Help

il & e ER®RiBig: @:&: 0 ErirH-0-G 2B

g | & Teminal %

5 =] BIPORTAL3D 3 | & Show View O X
Microsoft Windows [Version 18.8.14393]

al (c) 2816 Microsoft Corporation. Alle Rechte vorbehalten. p

8 Terrninal

C:\Users\User>cd "\Program Files\SAP\hdbclient" v = Terminal

] g
C:\Program Files\SAP\hdbclient>hdbsql o) il

Welcome to the SAP HANA Database interactive terminal.

Type: \h for help with commands

hdbsql=> | |

Figure 4.48 Opening the HDBSQL Client in SAP HANA Studio
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2. In the Terminal window that opens, branch to the installation directory of your
HDBSQL client (usually \Program Files\SAP\hdbclient\) and start the HDBSQL client
with the command hdbsql.

You can now execute SQL statements in the interactive client shell. The \h command
gives you an overview of the possible entries. With \q you can leave the HDBSQL client.
In the SAP documentation SAP HANA Administration Guide you can find a reference of
all HDBSQL commands.

This section completes the installation of the SAP HANA client tools. Now you have
physical access to your SAP HANA database.

Next, we'll create a connection to SAP Analytics Cloud.

4.3 Enabling SAP BW/4HANA for SAP Analytics Cloud

SAP Analytics Cloud is built natively on SAP Cloud Platform. It combines business intel-
ligence, predictive, planning, and digital boardroom capabilities to analyze data from
on-premise and cloud applications. SAP Analytics Cloud provides live connections
(online) and data acquisition (batch) connectivity. In SAP Analytics Cloud, you can cre-
ate models from your data sources, build stories based on those models, and perform
online analysis with and without any data replication. This feature allows SAP Analytics
Cloud to be used in scenarios where data cannot be moved into the cloud for security
or privacy reasons or where your data already exists on a different cloud system. With
replication, data is imported (copied) to SAP Analytics Cloud’s SAP HANA database.

From a security perspective, SAP Analytics Cloud provides SAML 2 capabilities to enable
single sign-on, simplifying authentication to SAP Analytics Cloud and connected data
sources from your landscape. SAP Analytics Cloud provides the business logic and
builds the queries required to see your browser’s data. Your browser in turn sends those
queries, through the reverse proxy, down or through a direct live connection to the on-
premise database. The results of those queries are returned to the browser, where any
charts are rendered. Throughout the process, the browser is interacting with the reverse
proxy or through direct live connection (cross-origin resource sharing, or CORS), which
in turn sends out the requests to SAP Analytics Cloud or the remote data source, de-
pending on each request’s path.

Older versions of SAP NetWeaver applications servers don’t support native CORS con-
nections. SAP Note 2596285 explains how to circumvent this issue by using a so-called
ICM script. However, SAP BW/4HANA supports CORS. You can quickly check it using
Transaction UCONCOCKPIT for unified connectivity settings, which is shown in Figure
4.49. Systems not supporting CORS usually don’t support this transaction.
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Unified Connectivity (UCON) is a tool to secure your system against intruders. For all
kinds of communication scenarios, you can specify what is allowed and what is forbid-
den. The configuration of UCON is beyond the scope of this book. Therefore, we refer
you to the documentation found at http://s-prs.co/v454427.

[ NON ) A4H (1) (007)

Operations Edit Goto System Help

o «H 000 %
Phase Administration Tool for Unified Connectivity (UCON)

@ Execute Selection  Navigate to Extended Selection  Set as System-Wide Default Scenario

Unified Connectivity Scenario Selection

Scenario RFC Basic Scenario v Default Scenario
Records per Page 50.000

Use Statistics from System
System |A4H-0021075769 v

Current RFM Status Overview

Display RFMs with status 'Expired’ only (in logging and evaluation phase)

+ Function modules in logging phase 0
Called function modules without CA assignment 0
Function modules with CA assignment 0

Function modules in evaluation phase
Called function modules without CA assignment

Uncalled function modules with CA assignment

(==~ -]

Function modules with CA assignment

Function modules in final phase
Called function modules without CA assignment

Uncalled function modules with CA assignment

2 O 0O O

Function modules with CA assignment

Function modules externally accessible in logging and evaluation phase 0
Function modules externally accessible (CA-assigned and final) 0

Blocked function modules (CA-unassigned and final) 0

< >
@& Communication Assembly does not exist EE: Py » | A4H v |vhcaladhci | INS

Figure 4.49 Unified Connectivity (UCON) Administration in SAP BW/4HANA

With SAML 2 and UCON in place, your system should be secure enough to proceed with
CORS.

CORS is a mechanism that allows restricted resources on a web page to be requested
from another domain outside the domain from which the first resource was served. A
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web page may freely embed cross-origin web pages, images, stylesheets, scripts, iframes,
and videos. The same-origin policy in browsers is an essential concept in the web appli-
cation security model. Under the policy, a web browser permits scripts in a first web
page to access data in a second web page, but only if both web pages have the same ori-
gin. It's a critical security mechanism for isolating potentially malicious documents. In
a live connection, a browser has to access both SAP Analytics Cloud for metadata and
backend data sources (SAP HANA, SAP BW/4HANA, SAP S/4HANA, or universes).

If you use UCON to configure CORS, as you do with SAP BW/4HANA, you need to check
that the parameter icf/cors enabled is set to 1 in Transaction RZI1. As you can see in
Figure 4.50, the Current Value is 1.

[ NON ) A4H (1) (007)

Edit Goto System Help

o « - 000 iy

Display Profile Parameter Details

Change Value Eg ]

Metadata for Parameter icf/cors_enabled
Description Value
Name icficors_enabled
Type Integer Interval
Further Selection Criteria Interval [0,1]
Unit
Parameter Group BC-MID-ICF
Parameter Description Enable cross origin resource sharing
CSN Component BC-MID-ICF
System-Wide Parameter No
Dynamic Parameter Yes
Vector Parameter No
Has Subparameters No
Check Function Exists No
Internal Parameter No
Read-Only Parameter No
Value of Profile Parameter icf/cors_enabled
Expansion Level Value
Kernel Default 0
Default Profile 1
Instance Profile 1
Current Value 1
Origin of Current Value: Default Profile
i Ev » | A4H v | vhcaladhci | INS ’

Figure 4.50 Checking CORS Enablement for SAP Analytics Cloud in SAP BW/4HANA

On SAP Cloud Appliance Library, icf/cors enabled is disabled by default. To perma-
nently enable CORS in your system parameters enter Transaction RZ10 and choose
your default profile. Next, select Extended maintenance and click Display. You should
see the screen in Figure 4.51.
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4.3 Enabling SAP BW/4HANA for SAP Analytics Cloud

You need to restart SAP BW/4HANA for the changes to take effect. The other parame-
ters required should be set by running the task list SAP. BW4 AFTER UPDATE (see
Chapter 3 for more information about running task lists). This task list contains a step
to activate the services for SAP Analytics Cloud access. However, you can also check it
in Transaction SICF to ensure that the following services under /sap/bw/ina/ are active:
GetServerInfo, GetResponse, Loggoff, and BatchProcessing (Figure 4.53).

083.08.2020 Active parameters
Parameter Name Parameter value
chﬁcors_enabled : 1
SAPDBHOST vhcalhdbdb
j2ee/dbtype hdb
j2ee/dbname AdH
j2ee/dbhost vhcalhdbdb
dbs/hdb/dbname AdH
SAPSYSTEMNAME AdH

<

» | A4H ~ | vhcaladhci

INS

Figure 4.51 Enabling CORS for SAP Analytics Cloud in Transaction RZ10

If parameter icf/cors enabled is set to O, change it to 1 by clicking on the Change but-
ton (icon to the left showing a pencil). If the parameter does not exist yet, simply create
it with key icf/cors enabled and value “1”. Click Save and return to activate your
changed profile. If you get an error message telling you that the profiles selected don’t
correspond to the profiles being used, synchronize them by choosing Import profiles -

Of active servers from the Utilities menu, as shown in Figure 4.52.

00 A4H (1) (001)
Profile Edit Goto 'lgiuiiiiii.-}_’_-ISyslem Help
Q Check all profiles  » '1
Import profiles > Of active servers
Edit Profiles
[ create  ghicheck [ copy [ Import
~
Profile DEFAULT ( Default Profile )]
Version 3 ( Saved, activated )]
Edit Profile
Administrative Data
Basic maintenance
= Extended maintenance
&3 Display || # Change |
v
EV » | A4H v | vhcaladhci | INS

Figure 4.52 Importing Profiles from Active Servers in Transaction RZ10
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Figure 4.53 Active Services for SAP Analytics Cloud access in Transaction SICF

If you still experience issues configuring your SAP Analytics Cloud access, refer to SAP

Note 2659735.

Now you’'ve made all the necessary configurations for live connections to SAP Analyt-
ics Cloud on the SAP BW/4HANA side. In Chapter 8 we’ll show you what else needs to be
done from an SAP Analytics Cloud perspective, so that a trusted connection can be
established between SAP BW/4HANA and SAP Analytics Cloud.
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4.4 Connectingto SAP Data Warehouse Cloud

You might ask yourself why SAP has chosen to build a cloud-native data warehousing
solution—SAP Data Warehouse Cloud—from scratch rather than just place SAP
BW/4HANA in the cloud like they have done with SAP S/4HANA cloud. The truth is that
they actually evaluated this approach with Project Blueberry, which began in the sum-
mer of 2018. It turned out that SAP BW/4HANA was cloud-ready, just as we've presented
in this book.

However, SAP carries around a legacy of almost 50 years with it. For SAP S/4AHANA this
is an asset. For analytics solutions it’s a liability. Just think of the simple task of chang-
ing the background image. On Windows you might just right-click on the background
and intuitively select a new image. Done. In SAP you might Google, “How to change
background image in SAP start screen,” and you'd get back lots of links, videos, tutori-
als, and other instructions telling you to execute a series of transactions and table
maintenance operations before you can have your simple new image displayed. With
more and more technology layers wrapped around this ancient core, integration and
maintenance become major issues. Competitors noticed the opportunities of cloud-
based data warehousing almost a decade ago and built solutions such as Amazon Red-
shift, Google BigQuery, and Snowflake. Snowflake went public in 2020 and is currently
valued at US$S60 billion, which is rather high compared to SAP’s current market value
of US$160 billion. Thus, SAP had to react and started the SAP Data Warehouse Cloud
beta program in May 2019.

SAP Data Warehouse Cloud has SAP Analytics Cloud built in, in addition to its data
warehouse and data integration capabilities. Built on SAP HANA Cloud Services within
SAP Cloud Platform, it integrates data from all types of heterogeneous sources into one
place.

SAP Data Warehouse Cloud has a new concept called spaces, which is a logical area that
can be created for each line of business inside an organization. Here, the semantics are
built with a natural language search index to provide specific key performance indica-
tor (KPI) names based on the line of business spaces. This way, business users can create
their reports. It’s a reincarnation of the old SAP BW workspace concept that never fully
materialized, partly due to the complexity of earlier SAP BW releases. On the cloud,
however, you can have business power users work in physically separated systems
without impacting the managed schemas and also without being restricted by central
maintenance operations and policies. Today they often use Microsoft’s PowerBI to
break free from the IT department. With SAP Data Warehouse Cloud and its integrated
SAP Analytics Cloud, they have a chance to come back to SAP and avoid all the data
integration and replication issues that come with third-party applications. However,
independent of the cloud data warehousing solution you deploy, you always need to
source data from a structured backend such as SAP S/4HANA. And SAP BW/4HANA
offers by far the best business content accessing SAP S/4HANA. Thus, it seemed logical
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to have SAP BW/4HANA views replicated into SAP Data Warehouse Cloud. This integra-
tion would take anybody years to replicate.

You can model in SAP Data Warehouse Cloud using two methods, writing SQL code or
using graphical user interfaces. Graphical modeling involves frontend business users
creating their models, whereas the SQL modeling would need backend power users
within the business. SAP Data Warehouse Cloud comes with pre-installed standard
business content across different lines of business.

SAP Data Warehouse Cloud has even more value when connected to on-premise data
sources or uses SAP BW/4HANA as a source for metadata. There are two options: con-
necting to the application server, allowing access only to data dictionary objects, or
connecting to the SAP HANA database, allowing access to all tables and views. We think
connecting to SAP HANA provides you with more options and does not force you to
model everything at the application layer. Thus, we’ll show you how to set up a connec-
tion to the middleware called the data provisioning agent. Please keep in mind that the
SAP HANA modeler usually requires a full-use license when persistent objects (tables)
are created outside the SAP BW/4HANA schema.

4.4.1 Installing the Data Provisioning Agent

To enable connections to on-premise sources, SAP Data Warehouse Cloud leverages
SAP HANA smart data integration (SDI) and its data provisioning agent. The data provi-
sioning agent functions as a gateway to SAP Data Warehouse Cloud.

You can download the latest data provisioning agent version from the SAP Software
Center (http://s-prs.co/v454424). At the time of this book’s publication, it is data provi-
sioning agent HANA DP AGENT 2.0. Remember to select your operating system before
downloading the agent. You can install the data provisioning agent as a standalone
installation or alongside an existing SAP HANA or SAP BW/4HANA installation on a
Windows or Linux machine. The benefit of a co-located installation lies in the shared
resources and the ease of maintenance, as no network issues need to be dealt with
when you install the data provisioning agent. The agent uses, by default, a nonsecure
channel when communicating with the SAP HANA server. To enable secure communi-
cation, you must configure SSL with the data provisioning agent configuration tool
after installation. Therefore, our preferred architecture is having the agent run on the
same Linux machine as SAP HANA does. You usually have full control over this host
such that, for example, logs can be viewed and restarts can be performed, if necessary.
In this case, our host is a Linux box running as an Intel x86 processor instance on AWS.

One advantage of installing the data provisioning agent on your SAP HANA box is that
you already have an OS-level user other than root for it: hdbadm. This gives you a head
start for exploring the agent. However, you should use a separate user like DPA_ AGENT
with permissions set up following your company'’s security requirements in a produc-
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tion environment. In any case, your data provisioning agent user needs to have read,
write, and execute rights on the data provisioning agent folders, files, and programs.
That’s quite easy to do: Open your terminal window and switch into your download
directory where your installation file is located. In our case, this is /Users/luedtke/
Downloads/IMDB_DPAGENT200_04P 12-70002516.zip. We want to transfer this to our
SAP HANA box on AWS without unpacking it. The reason is that you want to preserve
the directory structure when unpacking it. Cloud providers also charge you substan-
tially more for data transfers than for computing or storage resources in the same time
window. You thus want to minimize the number of bytes you send across the wire. We
therefore first need to check that all the required structures are in place. For conve-
nience reasons, open a second terminal and switch into the directory which holds your
PEM file that is required to authenticate you against AWS. In our case, it’s in /Users/
luedtke/Documents/SAP+BW_4HANA+20.pem.

You might have to tighten the permissions of your PEM file when you logged into your
preconfigured SAP BW/4HANA 2.0 instance. Simply type into the command line:

chmod 400 SAP+BW_4HANA+2.0.pem

Now securely log into your SAP HANA box issuing the command:

ssh -1 SAP+BW 4HANA+20.pem root@®3.226.234.32

Here SSH uses your PEM file instead of a password to log in as your root user onto your
SAP HANA box. The box’s IP address will obviously vary depending on your instance.
You'll see an answer like Listing 4.3.

Last login: Fri Oct 11 19:49:53 on ttys000
luedtke@BIPORTAL12 ~ % cd Documents
luedtke®BIPORTAL12 Documents % ssh -i SAP+BW _4HANA+20.pem root@®3.226.234.32
Last login: Fri Oct 11 11:34:52 2019 from 79.196.248.207
SUSE Linux Enterprise Server 12 SP3 x86 64 (64-bit)
- Configured for SAP Cloud Appliance Library (SAPCAL)
As "root" (sudo or sudo -i) use the:
- zypper command for package management
- yast command for configuration management
Management and Config: https://www.suse.com/suse-in-the-cloud-basics
Documentation: http://www.suse.com/documentation/sles-12/
Forum: https://forums.suse.com/forumdisplay.php?93-SUSE-Public-Cloud
Have a lot of fun...
sid-a4h-hdb:~ #

Listing 4.3 Logon as Root onto AWS

Next, ensure that your user hdbadm has all the required access rights, as shown in List-
ing4.4.
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sid-a4h-hdb:~ # chmod -R 777 /usr/sap
sid-a4h-hdb:~ # sudo usermod -a -G root hdbadm

Listing 4.4 Enhancing Permissions of User hdbadm for the Data Provisioning Agent

The chmod command gives read, write, and execution rights (code 777) to all users on the
/usr/sap directory. The recursive option -R denotes that the same rights apply to all
directories below.

The second command assigns hdbadm to the root group. To install the data provisioning
agent on Windows, you must use the administrator user or a user in the administrator
group. On Linux, the agent user that installs the data provisioning agent is also the
installation owner. Ideally, you should be logged in as this user when starting the agent
service. We used hdbadm mainly for convenience because this user already exists, but
this should not be done in a production system. Thus, within your company, create or
use an existing non-root agent user authorized to open a display and possessing full
read and write access to the intended installation location. Now you can switch the user
to hdbadm and create the default directory for your data provisioning agent installation,
as shown in Listing 4.5.

sid-a4h-hdb:~ # su - hdbadm
hdbadm@sid-as4h-hdb:/usr/sap/HDB/HDB02> cd /usr/sap
hdbadm@sid-a4h-hdb:/usr/sap > mkdir dataprovagent
hdbadm@sid-a4h-hdb:/usr/sap > cd dataprovagent
hdbadm@sid-as4h-hdb:/usr/sap/dataprovagent> mkdir install

Listing 4.5 Creating Directories for the Data Provisioning Agent
The install directory holds the data provisioning agent ZIP file, which we can now trans-
fer into it from the first terminal window, as shown in Listing 4.6.

luedtke@BIPORTAL12 Downloads% scp -i /Users/luedtke/Documents/SAP+BW_4HANA+
20.pem IMDB DPAGENT200 04P 12-70002516.zip root@3.226.234.32:/usr/sap/
dataprovagent

Listing 4.6 Copying Local Files onto the AWS Server
The scp (secure copy) command transfers the data provisioning agent installation file

into its default directory. You can also use the scp command to later download ini or
log files to your local directory, as shown in Listing 4.7.

scp -1 /Users/luedtke/Documents/SAP+BW 4HANA+20.pem root@3.226.234.32:/usr/sap/
dataprovagent/dpagentconfig.ini /Users/luedtke/Documents

Listing 4.7 Copying Files from the AWS Server into the Local Directory
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From here, the unzip utility can expand it into the install subdirectory. Enter this com-
mand from a second terminal window:

unzip /usr/sap/dataprovagent/IMDB DPAGENT200 04P 12-70002516.zip -d /usr/sap/
dataprovagent/install/

You can see where to add it in Listing 4.8.

hdbadm@sid-a4h-hdb:/usr/sap/dataprovagent> unzip /usr/sap/dataprovagent/IMDB_
DPAGENT200_04P_12-70002516.zip -d /usr/sap/dataprovagent/install/

Archive: /usr/sap/dataprovagent/IMDB DPAGENT200 04P 12-

70002516.zip inflating: /usr/sap/dataprovagent/install/HANA DP_AGENT 20 LIN
X86_64/hdbinst (..)

inflating: /usr/sap/dataprovagent/install/SIGNATURE.SMF
hdbadm@sid-as4h-hdb:/usr/sap/dataprovagent> cd install
hdbadm@sid-a4h-hdb:/usr/sap/dataprovagent/install>

Listing 4.8 Unzipping Data Provisioning Agent Files on the AWS Server

You receive several messages, as shown above. If this is your second attempt you're
asked if the old files should be replaced. Confirm with “A” (all). The -d option lets you
specify the target directory.

If you installed an earlier data provisioning agent version, uninstall it first as shown in
Listing 4.9.

hdbadm@sid-as4h-hdb:/usr/sap/dataprovagent/install> ./hdbuninst
SAP HANA Lifecycle Management - Uninstallation 2.4.21

ook ok ok ok sk sk stk ok ok sk ok ok ok sk sk sk sk stk ok ok ok sk ok ok ok sk sk sk sk sk stk sk ko ok ok ok sk ok ok ok sk ok ok

Do you want to uninstall the following installation?

SAP HANA Data Provisioning Agent 2.4.1.2.0 /usr/sap/dataprovagent
Confirm (y/n): vy

Uninstalling SAP HANA Data Provisioning Agent...

Removing ds-lite configuration ...

Uninstalling package Installer...

Uninstalling package dataprovagent...

Uninstallation done.

Log file written to '/var/tmp/hdb dataprovagent uninstall 2019-10-11 18.32.16/
hdbuninst dataprovagent.log' on host 'sid-adh-hdb'.
hdbadm@sid-a4h-hdb:/usr/sap/dataprovagent/install>

Listing 4.9 Removing a Previous Data Provisioning Agent Installation on AWS
If you're unsure whether an earlier data provisioning agent version exists, don’t worry:

You'd receive the message, “SAP HANA Data Provisioning Agent installation kit
detected,” upon execution of the installation command.
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There are a few packages that your installation depends on. If they’re already present on
your system, you can skip this part. However, the images delivered on SAP Cloud Appli-
ance Library usually come plain and simple, containing just the necessary SUSE server
installation. If you prefer either a graphical client directly connected to your device or a
secure shell connection (SSH), you'd have to install the following packages first.

To install the data provisioning agent on Linux, GTK 2 must be installed so you can run
the installation tool:

Zypper install gtkdevel2

This installs the development files for the GTK+ toolkit library (version 2), required by
the GUI library for the X11 windows server. You receive a message like Listing 4.10.

Loading repository data...
Reading installed packages...
Resolving package dependencies...

Listing 4.10 Zypper Package Manager on AWS Server

A local X11 graphical environment and an X server must be available on the machine
where you install it. For a full installation, i.e., the X11 server and X11 desktop environ-
ment, run a command such as:

zypper install -t pattern gnome-basic

It will install potentially many packages. However, compared to the overall installation
footprint, this is negligible. Installing an X11 server is obviously beyond the scope of
this book, and the process may change over time. However, we’ll show you the steps we
performed to give you the idea. You now need to configure your X11 server by editing
the file /etc/ssh/sshd_config. Set the options as shown in Listing 4.11.

X11Forwarding yes
X11DisplayOffset 10
X11lUselocalhost yes

Listing 4.11 X11 Setup on the AWS Server

Run the visudo command. A vi text editor window opens with /etc/sudoers on it. This is
useful, as it also checks for syntax errors when you exit and allows you to re-edit it.
Look for the line that reads Defaults env_reset, and change it to Defaults lenv_reset.
This tells SUDO never to zero out environment variables.

Then look for the line that reads Defaults env_keep and add the word DISPLAY to the end
of the line (inside the quotation marks).

Next, create a new file, /etc/profile.d/copycookie.sh, with the content shown in List-
ing 4.12.
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if [ | -z $ORIGINALUSER ] && [ $UID -eq 0 ]; then
HOMEDIR="getent passwd $ORIGINALUSER | rev | cut -d\: -f2 | rev’
if [ 1 -d ${HOMEDIR} ]; then

echo "Could not determine the homedir for user $ORIGINALUSER"
else

echo "Copying Xorg cookie..."

cp ${HOMEDIR}/.Xauthority ~

fi

fi

Listing 4.12 X11 Copy Cookie Script on the AWS Server

From now on, all users that can use SUDO will have the proper environment variables
and Xorg authorization cookies to run graphical programs as root.

Last, you might also have to configure your SUSE firewall settings (see http://s-prs.co/
v454425). Edit /usr/share/doc/packages/SuSEfirewall2/SuSEfirewall2.sysconfig. On our
installation, we had to set the values shown in Listing 4.13.

FW_DEV_EXT="ds10"
FW_DEV_INT="eth0"
FW_DEV_EXT="eth2"
FW_DEV_INT="eth0"
FW_DEV DMZ="eth1"
FW DEV_EXT="eth3 eth4"
FW_DEV_INT="eth0 eth1"
FW_DEV DMZ="eth2"

Listing 4.13 X11 Display Options on the AWS Server

Ubuntu RDP should work out of the box. In macOS, however, it’s usually not shipped
with a compatible X11 client. In this case, you would have to install it first: Install
XQuartz from https.//www.xquartz.org/ on your Mac, which is the official X server soft-
ware for Mac. Then run Applications « Utilities « XQuartz.app. Right-click on the XQuartz
icon in the dock and select Applications « Terminal. This should bring up a new xterm
terminal window. In this xterm window, add ssh into your SUSE server using the -X or
-Y argument (secure X11 forwarding). For example:

ssh -Y -1 SAP+BW 4HANA+20.pem root@3.226.234.32

This lets you run desktop applications like the SAP download manager (see http://s-
prs.co/v454426). This is a program file you should install if you want to download mul-
tiple files at once or if you want to schedule downloads to run at a later time. It lists soft-
ware files (“objects”) that you added to your download basket in the SAP ONE support
launchpad. To run the SAP download manager, a recent version of the Java Runtime
Environment (JRE) must be installed on your local computer. Check if JRE 1.7 or newer
is installed with java -version. If you don’t want to use the JRE provided by SAP for
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licensing or technical reasons, you can install JRE 1.5 or higher. The data provisioning
agent supports only 64-bit JREs.

The JRE is included in the JDK package shown Listing 4.14. You would obviously have to
replace the JDK version with your standard or latest version.

sid-a4h-hdb:/usr/1lib64/jvm/java # zypper install java-1_8 0-openjdk
Refreshing service 'SMT-http smt-ec2 susecloud net'.

Refreshing service 'cloud update'.

Building repository 'SLE-Module-Adv-Systems-Managementl12-

POOL" CACNE ottt e e [done]

Listing 4.14 Java JDK Installation on the AWS Server

Installation files are often compressed using SAP’s compression program, called SAP-
CAR. You can then extract SAR files using the command:

sapcar -xvf *.sar

This command preserves the folder structure of the initially compressed archive. SAP-
CAR is obtained from the SAP Download Center.

Running the SAP download manager is required whenever your Internet connection’s
upload speed is too low for the rather large SAP installations. However, as the data pro-
visioning agent is rather small, you can upload it to your SUSE server as shown for
other files earlier. Before you start the installation of your data provisioning agent,
check for the created subdirectory that contains installation files, as in Listing 4.15.

hdbadm@sid-adh-hdb: /usr/sap/dataprovagent/install> 1s -1

total 16
drwxr-xr-x 4 hdbadm sapsys 4096 Oct 11 18:35 HANA DP_AGENT 20 LIN X86 64
“IW-I----- 1 hdbadm sapsys 12242 Sep 5 23:54 SIGNATURE.SMF

hdbadm@sid-a4h-hdb: /usr/sap/dataprovagent/install> cd HANA DP_AGENT 20 LIN X86 64/
hdbadm@sid-a4h-hdb: /usr/sap/dataprovagent/install/HANA DP_AGENT 20 LIN X86 64> 1ls -1
total 72

-Iwxr-xr-x 1 hdbadm sapsys 14600 Aug 30 2018 hdbclientreg

-Twxr-xr-x 1 hdbadm sapsys 14600 Aug 30 2018 hdbinst

-Twxr-xr-x 1 hdbadm sapsys 14600 Aug 30 2018 hdbsetup

-Twxr-xr-x 1 hdbadm sapsys 14600 Aug 30 2018 hdbuninst

drwxr-xr-x 7 hdbadm sapsys 4096 Oct 11 18:35 instruntime

drwxr-xr-x 3 hdbadm sapsys 4096 Oct 11 18:36 packages

Listing 4.15 Data Provisioning Agent Installation Files on the SAP HANA Linux Server
Here, you find the hdbinst program that installs your data provisioning agent using the

command line. If you installed the GTK+ package properly, you can run hdbsetup to
start the GUI installer. Otherwise, execute hdbinst as in Listing 4.16.
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hdbadm@sid-a4h-hdb:/usr/sap/dataprovagent/install/HANA DP_AGENT 20 LIN X86
64> ./hdbinst

Listing 4.16 Data Provisioning Agent Installation Directory on AWS

You now receive several messages describing the installation steps, as shown in List-
ing 4.17.

SAP HANA Lifecycle Management - dataprovagent Installation 2.4.1.2.0

ook ok sk ok sk ok stk ok ok sk ok ok sk sk sk sk sk sk stk ok sk ok ok sk sk sk sk stk sttt ok ok ok ok sk sk sk sk sk sk sk kst ook ok ok sk sk sk ok ok ok

Enter Installation path [/usr/sap/dataprovagent]:

Enter Agent Listener Port [5050]:

Enter Agent Administration Port [5051]:

Enter Custom JRE directory (to use bundled JRE, leave it blank):

Checking installation...

Preparing package 'dataprovagent'...

Preparing package 'Installer’'...

Installing SAP HANA Data Provisioning Agent to /usr/sap/dataprovagent...
Installing package 'dataprovagent'...

Installing package 'Installer'...

chmod: changing permissions of '/usr/sap/dataprovagent': Operation not permitted
chmod: changing permissions of '/usr/sap/dataprovagent/

install': Operation not permitted

chmod: changing permissions of '/usr/sap/dataprovagent/IMDB DPAGENT200 04P 12-
70002516.zip": Operation not permitted
ST T B T

IMPORTANT NOTE:

SHEHEE R S S I

You have installed Data Provisioning Agent with default settings. The default
settings use insecure channel to communicate with HANA server. For secure
communication, SSL settings must be configured via the Data Provisioning Agent
Configuration tool after the installation is complete. Please see SAP HANA
Smart Data Integration Installation and Configuration Guide for details on
configuring SSL between the Agent and HANA server.
ST T T T

Configuring ds-lite ...

Installation done

Log file written to '/var/tmp/hdb dataprovagent 2019-10-11 18.44.26 9801/
hdbinst dataprovagent.log' on host 'sid-a4h-hdb".
hdbadm@sid-a4h-hdb:/usr/sap/dataprovagent/install/HANA DP_AGENT 20 LIN X86 64>

Listing 4.17 Data Provisioning Agent Installation on the AWS Server

Since we're using the data provisioning agent default directory, simply confirm all
messages by pressing the key, including the agent’s default ports. If you don’t
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want to use the SAP-provided JRE, you can specify your own. The chmod error messages
shouldn’t concern you, as you provided all subdirectories with access rights earlier.

After installing the data provisioning agent, we recommend that you review the instal-
lation log file for any errors and take any necessary corrective actions.

This command shows you all available logs:

1s /var/tmp/hdb_dataprovagent*

Look into the most recent one, as in Listing 4.18.

hdbadm@sid-as4h-hdb:/usr/sap/dataprovagent> 1s /var/tmp/hdb_dataprovagent_
2019-10-11_18.44.26_9801/hdbinst_dataprovagent.log

Listing 4.18 Data Provisioning Agent Installation Log on the AWS Server

Here you'd replace the timestamp 2019-10-11 18.44.26 9801 with your latest log.

Congratulations! You've successfully installed the data provisioning agent for Linux.
Next, we’ll show you how to configure it to your environment.

4.4.2 Connecting and Configuring the Data Provisioning Agent

To register the data provisioning agent with SAP Data Warehouse Cloud, the user in
SAP Data Warehouse Cloud needs to have the administrator role.

Log on to SAP Data Warehouse Cloud and from the main menu and open Administra-
tion.

In the Administration section, select Create Agent Communication Credentials. In the
dialog box shown in Figure 4.54, enter a unique name like “Agent 1" for your new agent
registration. Select Create.

Create new Data Provisioning Agent

&

*Agent Name:

- Agent_1

Create Cancel

Figure 4.54 Creating a New SAP Data Provisioning Agent

Registration Name

Remember, the registration name cannot be changed later.
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In the Agent settings dialog, you get SAP HANA server information from SAP Data
Warehouse Cloud. As you can see from the HANA User Name for Agent Messaging field
as shown in Figure 4.55, the agent name gets converted into uppercase letters and is
prefixed with the string DP_ MSG , denoting that this SAP HANA user inside SAP Data
Warehouse Cloud is used to exchange messages for the data provisioning agent.

Agent settings

Agent_1 CIECINESES

Last successful connection: Mot available

HANA Server:

zeus.hana.prod.eu-central-1.whitney.dbaas.ondemand.com

HANA Port:
24778

HANA via JDBC:

true

HANA Use SSL

true

HANA User Name for Agent Messaging:

DP_MSG_AGENT 1

HAMNA User Password for Agent Messaging:

Request new password

Agent Adapters:

connected.

Figure 4.55 Lookup of SAP Data Provisioning Agent Details

[i] Adapters can only be registered or unregistered when the agent is ‘

Next, copy all the details into a text file, as you'll need them in the next step for config-
uring the data provisioning agent on your host.

Go back to your terminal window. If you installed the data provisioning agent on AWS,
set the cloud deployment parameter to AWS by opening the file /usr/sap/data-
provagent/dpagentconfig.ini in an Unix text editor like vi and setting the value to AWS
as shown in Listing 4.19.

hdbadm@sid-a4h-hdb:/usr/sap/dataprovagent> vi dpagentconfig.ini
cloud.deployment=AWS_

Listing 4.19 Editing DPA Configuration Script dpagentconfig.ini
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The text editor vi is a standard tool on all Linux and Unix platforms. It’s a bit tricky to
use, though. Enter “i” to switch to insert mode. Then use the arrow keys to navigate to
the insertion position. Enter all the remaining parameters as you copied them earlier
from the SAP Data Warehouse Cloud administration page. In this example, we entered

the details as shown in Listing 4.20.

agent.name=DP_MSG_AGENT_1

hana.port=24778

hana.onCloud=false

hana.useSSL=true
hana.server=zeus.hana.prod.eu-central-1.whitney.dbaas.ondemand.com
jdbc.enabled=true
jdbc.host=zeus.hana.prod.eu-central-1.whitney.dbaas.ondemand.com
jdbc.port=24778

jdbc.encrypt=true

Listing 4.20 Data Provisioning Agent Configuration Settings in dpagentconfig.ini

Assign the server IP address or host name to hana.server and the HTTP port to hana.
port. If you need a proxy to access the Internet due to a corporate firewall, you must
also set the information shown in Listing 4.21.

cloud.useProxy=true

proxyHost=<your Proxy host>
proxyPort=<your Proxy port>
proxyType=http

jdbc.proxyHostname=<your Proxy host>
jdbc.proxyPort=<your Proxy Port>
jdbc.useProxy=true
jdbc.additionalParameters=proxyHttp=true
jdbc.proxytype=http

Listing 4.21 Optional Proxy Settings for the Data Provisioning Agent

Save the changes made to dpagentconfig.ini by typing “<ESC>:wq!”. You'll find yourself
back on the command line.

Adapters can only be registered or unregistered when the agent is connected. You
therefore need to start your data provisioning agent first. On Linux, you simply need to
run the commands in Listing 4.22.

hdbadm@sid-as4h-hdb:/usr/sap/dataprovagent> cd bin
hdbadm@sid-as4h-hdb:/usr/sap/dataprovagent/bin> ./agentcli.sh --configAgent

Listing 4.22 Launching the Data Provisioning Agent Management Script agentcli.sh with the
configAgent Option
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On Windows the agent client is not a shell script but a .bat file: agentcli.bat —configAgent.
Once this is executed, the menu in Listing 4.23 appears.

otk ok ok ok okok ok ok ok ok Kok ok ok ok stk ok ok sk ok ok sk stk ko ok sk ok ok ok ok sk ok ok ok ok

DPAgent Configuration Tool
koot stk ok ok sk ok ok stk ok ok sk sk ok ok sk sk ok ok sk st ok ok sk stk ok ok st ok sk stk ok ok sk sk ok ok skt ok ok sk st ok ok sk sk ok ok sk ok ok
Agent Status
Start or Stop Agent
Agent Preferences
Remote Source Credentials
SSL Keystores
SAP HANA Connection
Agent Registration
Adapter Registration
Custom Adapters
. Agent & Adapter Versions
. Quit
b. Back

Stk ok koK ok KoK Kok oK ok oK Kok oKk K ok KR Kok Kok oK Kok oK ok ok oK ok oK R Kok oK R K ok K ok

O 00 N O Ul » W N

QO =
(@]

Enter Option:1
Agent is not running. Start the agent and try again.
Press Enter to continue...

Listing 4.23 Data Provisioning Agent Status Check

To start your data provisioning agent press the key and then enter “2” as the
option. This will open another menu, as shown in Listing 4.24.

Enter Option:2

sk skosk sk ok sk ok ok sk sk ok sk sk ok sk sk ok s sk sk ok sk sk skok sk sk sk sk sk sk ok ok sk sk sk ok s sksk ok s sksk sk sk sksk sk sk sk ok sk

Start or Stop Agent

stk ok ok ok s okok ok kR ok Kok ok ok ok stk ok ok sk ok ok sk stk kR ok sk ok ok ok ok sk ok ok ok ok

1. Start Agent
2. Stop Agent
3. Ping Agent
g. Quit
b. Back

otk ok ok ok ok okok ok ok ok ok Kok ok ok ok stk ok ok sk ok ok sk stk sk ok sk ok ok ok ok sk ok ok ok ok

Enter Option:1

Agent service location: /usr/sap/dataprovagent/bin/dpagent service.sh
dpagent_service.sh location: /usr/sap/dataprovagent/bin/dpagent service.sh
Starting agent service. Command: /usr/sap/dataprovagent/bin/dpagent
service.sh start

Start service return code: O

Press Enter to continue...

Listing 4.24 Data Provisioning Agent Startup on the AWS Server
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After a few seconds, your data provisioning agent should be up and running. You can
check this by pinging your agent with menu option “3”. The result will be as shown in
Listing 4.25.

Stk Kok koK ok KR Kok oK ok oKk ok oKk Kok oK SR Kok Kok ok Kok ok ok ok oK ok oK K Kok KR K ok Kok

Enter Option:3
Ping successful
Press Enter to continue...

Listing 4.25 Data Provisioning Agent Alive Check on the AWS Server

With the agent running, you can now verify its status via menu option “1”. You should
see the information in Listing 4.26.

Sk ok ok ok ok ok ok ok ok ok ok ok ok okok ok ok ok ok ok ok skook ok ok okook sk ok skook skook sk ok skosk sk sk sk sk skokoskoskok skok skokokok skok kok kokx

Enter Option:1
koot stk ook sk ok ok stk ok ok sk sk ok ok skt ok ok sk st ok ok sk sk ok ok sk ok sk sk sk ok ok sk sk ok ok sk stk ok sk st ok ok sk sk ok ok sk ok ok
Agent Status: Running

Listener port: 5050

Admin port: 5051

Agent Name:
HANA Connection Server: zeus.hana.prod.eu-central-
1.whitney.dbaas.ondemand.com

Port: 24778

Protocol: JDBC

Agent Admin HANA user:
skt stk ok ok sk ok ok sk sk ok ok sk ok ok sk sk ok ok sk stk ok sk sk ok sk sk ok sk sk sk ok ok sk sk ok sk sk ok ok sk stk sk sk sk ok sk sk ok ok

Press Enter to continue...

Listing 4.26 Data Provisioning Agent Installation Status

Your data provisioning agent is now active. But before it’s ready to be connected to
your SAP Data Warehouse Cloud instance, you need to configure the connection
details. So, first, you need to shut down your agent with menu option “2” followed by
option “q” to quit from the menu, as shown in Listing 4.27.

koot stk ook sk ok ok ok stk ok ok sk sk ok ok skt ok ok sk st ok ok sk sk ok ok sk ok sk sk sk ok sk sk ok ok sk st ok ok sk st ok ok sk sk sk ok ok sk ok ok

Enter Option:2

Stopping dpagent service. Command: /usr/sap/dataprovagent/bin/dpagent
service.sh stop

Stop Service return code: 0

Agent was shutdown gracefully

Press Enter to continue...
sk stk sk sk ok ok K ok sk sk ok ok sk sk ok sk sk s sk ok sk sk sk sk Sk sk sk sk ok sk sk sk ok ok sk sk sk ok sk ok sk ok ok sk ok

Enter Option:q
hdbadm@sid-a4h-hdb:/usr/sap/dataprovagent/bin>

Listing 4.27 Data Provisioning Agent Shut Down on the AWS Server
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4.5 SAP Data Intelligence

This pattern of stopping and then starting the agent is required whenever you make a
configuration change to the agent.

The command-line agent configuration tool requires the DPA_INSTANCE environment
variable to be set to the installation root location (usr/sap/dataprovagent):

export DPA INSTANCE=/usr/sap/dataprovagent

Multiple instances of the data provisioning agent may be installed on a single Linux
host. Be sure that you set DPA_INSTANCE to the instance you want to modify before start-
ing the configuration tool. If you do not set the environment variable correctly, you
may unintentionally modify a different agent instance’s configuration.

SAP Data Warehouse Cloud is built on top of SAP HANA XS, the extended application
services framework. In this instance, the data provisioning agent master user is Agent
1, as defined earlier. You can set the credentials for this SAP HANA XS user by running
the shell script

usr/sap/dataprovagent/bin/agentcli.sh --setSecureProperty

Enter the username presented in the SAP Data Warehouse Cloud Agent settings dialog
(Figure 4.55): DP_MSG_AGENT 1.

Next, select option “2” and enter the agent’s SAP HANA XS password presented in the
Agent settings dialog from step 1. In our case, it’s Qy1FYOxqawh8Ss6d.

You can request a new password at any time from the Agent setting dialog shown
above by clicking the Request new password button. The new password is then saved
to SAP Data Warehouse Cloud and is ready to be used by the data provisioning agent.

“_»

Type “q” to quit the script.
Now, stop and restart the data provisioning agent by again running the script:

usr/sap/dataprovagent/bin/agentcli.sh -configAgent

To stop the agent, select option “2”, Start or Stop Agent, and then option “2”, Stop
Agent. Next, select option “1”, Start Agent, to restart your Agent 1. Then, select option
“1”, Agent Status, to check the connection status. If the connection succeeded, you

“_»

should see the message Agent 1 connected to HANA: Yes. Select “q” to quit the script.

If you have kept the Agent settings dialog in SAP Data Warehouse Cloud open, you can
close it now. Your data provisioning agent is now connected. If the list of the registered
data provisioning agents doesn’t display the updated connection status, click on the
Refresh button.

4.43 Registering the Data Provisioning Adapters

In SAP Data Warehouse Cloud, you need to register the data provisioning adapters that
are needed to connect to SAP HANA and ABAP on-premise sources.
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In the Administration screen, select Edit | /| on your newly connected data provisioning
agent. In the Agent settings dialog, under Agent Adapters, select both HANA Adapter
and ABAP Adapter (Figure 4.56).

Agent Adapters:

% ABAP Adapter

HAMNA Adapter

[i] Adapters can only be registered or unregistered when the agent is
connected.

Figure 4.56 Selecting Both Adapters for ABAP and SAP HANA Systems in
SAP Data Warehouse Cloud

Close the dialog. The selected adapters are now registered with SAP Data Warehouse
Cloud. The data provisioning agent is connected, and the adapters are registered and
available for creating connections to SAP HANA and SAP ABAP on-premise sources like
your SAP BW/4HANA system.

4.5 SAP Data Intelligence

SAP Data Intelligence is a data sharing, pipelining, and orchestration solution that
helps companies accelerate and expand the flow of data across their data landscapes.
Metadata in SAP Data Intelligence is managed via the metadata explorer. A data scien-
tist searching for specific data is presented with all the catalogs with a potential for
such data.

You might ask yourself why there is a need for yet another data management platform.
The answer is simple: SAP BW/4HANA expects structured data and a thought-through
plan of how the data is going to be used. As you've seen above, all application data
resides in separated schemas. If there is broader data to be processed with new features
and attributes, the schema needs to be changed. Now, imagine you've built a LSA++ (see
Chapter 2) based on your base schema with hundreds of data consumers and poten-
tially thousands of queries. If you're lucky, the upper layers continue to function as
before, but still without the new data fields and attributes. The lower layers certainly
have to change. Since they potentially carry terabytes of data, that’s not an easy task,
although a column-oriented in-memory database like SAP HANA greatly simplifies this
task, as fields are represented as columns that can simply be added. We'd call this a
birth defect of the data warehousing concept, and many attempts have been made to
fix it, e.g., the data vault approach. However, dropping or changing otherwise refer-
enced columns remains the main issue.
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4.6 SAPS/4HANA Embedded Analytics

Now, imagine there is no schema—the data is not separated at all. Without a schema
there is also no planning and entity-relationship modeling required in advance. This
sounds very similar to the spreadsheet approach: Just store any kind of CSV file in a
folder, open it, and decide what to do with it. This concept is called schema-on-read:
The user decides at runtime how to interpret the data. Schema-less data management
solutions, however, use a more sophisticated concept that’s similar to JSON, one that
does not force you to use a specific delimiter or adhere to a fixed number of columns.
It works more like business cards: Some people still have a fax number, some don’t. In
a relational model you’d have to carry a mostly empty fax field for all your contacts.
And in case a new technology pops up like Whatsapp or WeChat, you’d have to change
your schema with all the implications described above. With a schema-less data man-
agement solution, however, there are just records with a fax field and some records
without it. Now, when you try to access those files and look for the fax number, it pops
up if it exists and displays a NULL value if not. The system won'’t crash just because
records have a different structure. Now, try to upload a CSV file with records having dif-
ferent structures into a relational database: It crashes at the first deviation from the
expected type and field position. Data warehousing, however, is required to harmonize
data. Often, stringent rules have to be applied: An empty or nonexistent fax field might
indicate that the record is corrupt and should not be processed at all. Hence, a hybrid
solution is needed that allows companies to upload all external data first and then
force harmonization and security rules upon it later. Solutions like Snowflake, as dis-
cussed in Section 4.4 already provide this kind of hybrid. SAP is on its way to integrat-
ing these two worlds, with SAP HANA primarily focused on structured data and SAP
Data Intelligence primarily focused on semi-structured data.

SAP Data Intelligence provides visibility and access to a broad range of data systems
and assets. It meets the governance and security needs of enterprises, ensuring that
appropriate policy measures are in place to meet regulatory and corporate require-
ments. SAP Data Intelligence is also a data orchestration and management solution
running on Kubernetes. All SAP Data Intelligence operations are executed as Kuberne-
tes pods.

The first iteration of SAP Data Intelligence was released in 2017, under the product
name SAP Data Hub, to deal with big data and sophisticated data orchestration. In 2019
SAP Data Hub was released as a managed service on SAP Cloud Platform, and it was this
version that was first given the name SAP Data Intelligence. The name SAP Data Intelli-
gence highlights the evolution of SAP Data Hub to operationalize data science and
machine learning with the inclusion of the SAP Leonardo machine learning library. SAP
Data Intelligence provides all the integration, orchestration, metadata management,
connectivity, and services of SAP Data Hub with the services of the SAP Leonardo
machine learning library in the cloud.
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In Q1 2020 SAP Data Intelligence 3.0 was released, which extends the cloud version of
SAP Data Intelligence to on-premise and BYOL (bring your own license) deployments:

® SAP Data Intelligence, cloud edition, is available on SAP Cloud Platform through a
subscription or SAP Cloud Platform enterprise agreement.

® BYOL is a licensing model where SAP Data Intelligence can be deployed on-premise
in your own data center, on any hyperscale public cloud (AWS, Google Cloud Plat-
form, Microsoft Azure) or private cloud.

® Existing SAP Data Hub customers receive all cloud-based machine learning tooling
as part of support packages. When release 3.0 is applied, the product will be updated
to SAP Data Intelligence 3.0.

4.6 SAPS/4AHANA Embedded Analytics

Data warehouses supply external BI clients with requested information. Often, large
dashboards arebuilt, focusing mostly on strategic solutions like SAP Digital Board-
room. At the operational level, however, the vast majority of users have to make deci-
sions within seconds simply based on their experience and sometimes without access
to a Bl client at all. Now, imagine having your BI solution built into transactions. Based
on experience and current circumstances, it can recommend a decision and justify it
with the predicted outcome. For example, it could tell you that increasing the grace
period for a specific customer by 10% might also increase the default rate by 1% but at
the same time increase customer retention by 20% and thus be justified: The analytics
is embedded into transactions. The analytics engine is mostly based on SAP Analytics
Cloud technology, as described earlier in this chapter. For the embedded SAP Analytics
Cloud backend there are different ways to provision the data, as we’ll discuss in the
next two sections.

4.6.1 Embedded SAP BW in SAP S/4HANA

According to current roadmaps as of this book’s publication, the SAP NetWeaver-based
SAP BW 7.5 system within SAP S/4HANA will not be upgraded to SAP BW/4HANA in the
foreseeable future. Hence, we recommend not relying too heavily on a soon-to-be
obsolete SAP BW solution for your embedded analytics. Instead, it should be based on
the underlying core data services.

4.6.2 Core Data Services for ABAP

Core data services (CDS) come in two flavors: ABAP CDS views and SAP HANA CDS
views. Although they share the same name and follow a similar concept, the same CDS
code typically cannot be run in both scenarios. The idea behind CDS is to push as much
logic down to the database as possible. In both scenarios the CDS description is eventu-
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ally compiled into SAP HANA-executable code. However, only ABAP CDS can be con-
sumed in ABAP like data dictionary objects. SAP HANA CDS views are part of the SAP
HANA XSA database application layer. Since SAP S/4HANA is mainly a mixture of
ABAP and ABAP CDS, implementing embedded analytics with ABAP CDS sounds rea-
sonable. Since ABAP CDS is beyond the scope of this book, we refer you to the excellent
book Core Data Services for ABAP by Renzo Colle, Ralf Dentzer, and Jan Hrastnik (SAP
PRESS 2019).

4.7 Summary

After reading this chapter, you should now be able to set up your client tools for access-
ing SAP BW/4HANA. We explained how to install SAP HANA Studio and the SAP HANA
client. You also learned to enable SAP BW/4HANA for SAP Analytics Cloud, the first step
towards a working SAP Analytics Cloud connection. In Chapter 8, we’ll discuss the
options you have for using SAP Analytics Cloud in more detail.

SAP Data Warehouse Cloud is useless without data—we showed you how to set up the
data provisioning agent, to establish a trusted connection between the new cloud data
warehouse and SAP BW/4HANA. And, finally, we gave you a brief look at SAP Data Intel-
ligence and SAP S/4HANA embedded analytics, two important tools that support SAP
BW/4HANA.

In the next chapter, we’ll take a look at security and operations tasks for SAP BW/4AHANA
2.0.
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