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Chapter3

Installing and Configuring Adobe
Document Services

In this chapter, we show you how to set up Adobe Document Services
and prepare it for forms output. Furthermore, you’ll get an overview of
the scenario-dependent configuration of the runtime components as
well as optional setting options.

To work with SAP Interactive Forms by Adobe, you need Adobe Document Services
(ADS) in addition to Adobe LiveCycle Designer. These are integrated into SAP Net-
Weaver Application Server Java (SAP NetWeaver AS Java). You also need SAP NetWeaver
Application Server ABAP (SAP NetWeaver AS ABAP) to run other scenarios described in
this book. It’s assumed in the following that the ABAP and Java application servers are
already installed, namely in the versions SAP NetWeaver AS ABAP 7.54 (SAP_BASIS 754)
or higher and SAP NetWeaver AS Java 7.54 or higher.

The installation and configuration of ADS usually isn’t performed by form developers,
but by the Basis team. This chapter shows the special features to be considered for the
installation and operation of ADS as well as the necessary configuration.

3.1 Automatic Configuration

We describe in detail the configuration required to operate ADS in an ABAP environ-
ment in the following sections. It's important to know the basic concepts to find errors
quickly. This also enables you to adjust the necessary settings in case there are changes
in the system landscape. However, you can also have the configuration performed
automatically. SAP delivers a Central Technical Configuration (CTC) template. This can
be used to set up an ABAP system and a Java system so that ADS can be used directly.
This template can also be called several times, for example, if you want to operate a sec-
ond ABAP system with the same ADS. These ADSs are then operated as a hub (Section
3.7). Some configuration steps can then be omitted because the configuration is based
on a wizard.
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You start the automatic configuration in SAP NetWeaver Administrator using the fol-

Configuration Wizard: Overview Restore Default View | 4@ BackForward @y History, | Home | Help | LegOff
IOWing StepS: Favorites , Related Links , GoTo Support Details Search: | | (ao|
1. Select the Configuration tab and then the Scenarios tab below it (see Figure 3.1). Automation Tasks EIE

First chose the view, then select a task and the action you want to perform

Show: [All Gonfiguration Tasks -|
MSAP NetWeaver Administrator To perform the initial technical configuration of funclicnal units, see the Funclional Unit Configuration Ul
User: Adminisirator | Active Profile: Complete List | System: ADT On sapmaddb, v7 50 | System Time/Date: 02/21/2022 02:55 PM MEZ (Start [ Resume || Re-exscute | %2 Expand All
" My Workspace | Availabifty and Performance | O c ion | Ti " soa fins [ 189 Groupby: (ByExeculonTime ~
Security | | ios | G Task Name Status Executed By Execution Time (4]
||~ Notexccuted
Authentication and Single Sign-On Views , == -~ = =
= Configuration of the Adobe document services as a hub Initial
Use the Authentication and Single Sign-On service to configure the authentication methods required for your applications. You can also configure the AS Java to support various — e T TU = s 5 =
Single Sign-On mechanisms such as HTTP_based cross- platform authentication using the Simple and Protected Negoiation Profocal (SPNEGO) and Security Asseriion Markup | - Il Selpo Fem e o B L e 1 s
Language (SAML) versien 2.0, with which you can configure the AS Java to act as an identity provider, a service provider, or both L] * Post of SAP Enterprise Search Initial
Identity Management Views , L * Define New Software Component Version Initial
The User Management Engine (UME) provides centralized user management for all Java applications and can be configured to work with user management data from multiple ||+ Create Documents Center infrastructure Iniial
data sources. Itis into the: lication Server Java of the SAP NetWeaver Application Server for Java (AS for Java) as its default user store and can be = Template for building block "News' in work center ‘Sales Analysis' Initial
administered using the administration tools of the AS Java. 1 R -
L * Activale Workcenter Initial
LEEIS AT WEE, + Deactivate Workcenter Initial
“ou can use the trusted sysiems ion to maintain the relali between issuing and accepling systems. | - Update RBAM configuration e =
SSL
Use S5L configuration fo view and maintain all server-side SSL access poinis Description
Details =}

Personalize , | ¢@Back Forwardep History, | siemap | Hep | Logoff
Search: | | [Ba]

¢% Deslinations Views ,

.
ﬁ’ Applications or services can establish connections fo other services When using connections of this type, you need fo specify the remote service address and the user
3 authentication infermation to use for the ion. Many i use the D ion service for this purpose.

Certificates and Keys Views ,

Use the Key Storage service to maintain the server's persanal security information where cryplegraphy is supported, for example. when using the SSL protocol. You can create
the server key pairs, generate the corresponding certificate signing requests, and maintain the list of trusted Cenrtification Authorities (CAs) associated with the key pair. The
Certificate Revocation Check service can verify that a certificate is not contained in a Certificate Revocation List (CRL).

Virus Scan Provider

I\ %A Youcan use the virus scan interface to include extemal virus scanners in the SAP system fo increase the security of your system. This means that you can use a high-
performance integration solution fo scan files or documents that are processed by applications for viruses. This applies both for applications delivered by SAP and for customer
developments, for example, during data transfers across networks or when documents are exchanged using interfaces.

ClickJacking Whitelist Configuration

[==" This wizard will allew to configure Whitelist entries for the J2EE server. These entries would be used while validating the framing of the applications in an iframe.

Figure 3.1 SAP NetWeaver Administrator: Configuration

2. Start the configuration wizard.

3. Select the Configuration of the Adobe document services as a hub entry, and click
the Start button (see Figure 3.2).

The system then guides you through the configuration in 14 steps.
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Figure 3.2 Configuring Adobe Document Services with the Configuration Wizard

3.2 Basic Configuration

In this section, we describe the steps required to set up ADS. Here we distinguish
between basic, scenario-dependent, and optional configuration, and then we present
the tools and verification options used for each configuration aspect.

ADS can be called via a web service interface. The exposed functionality is encapsulated
in the PDF object, which is available in both ABAP and Java environments. Conse-
quently, to use ADS, access to the web service must be configured. The following steps
are necessary for this.

3.2.1 Creating a Technical User
First, you create a user in the Java system through which ADS can be called. This user is

usually called ADSUser and is created through the following steps:

1. Start SAP NetWeaver Administrator via the URL http://<server>:<port>/nwa, for
example, http://localhost:50000/nwa, if you're locally on the Java system. The logon
page opens.

2. Enter “Administrator” as the user name, enter the corresponding password, and
click Log in.

3. In the following dialog, select the Configuration tab, and click the Identity Manage-
ment link (refer to Figure 3.1).
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4. You're now in the user administration of the Java system (see Figure 3.3). First check
whether the user ADSUser already exists by entering “ADSUser” in the input field in
Figure 3.3 and clicking the Go button. If the user doesn’t exist, create it using the fol-
lowing steps. If the user already exists, you can check the settings analogously.

Identity Management: Overview Restore Default View | 9 BackForward & History , | Home | Help | Log OFF
Favorites , Related Links , GoTa Support Details Search: | | [0
Identity Management Configuration | [ Consistency Check
Search =
Search Criteria: [User | [All Dala Sources || | [0 ][ Advanced Search
\ Copy to New User | | | Generale New Password | | | |
| Principal Type | status | Logon1n i} Name Department Data Source =
(3] Enter a search parameter and choose Ge

Figure 3.3 Identity Management (User Administration)

5. Click the Create User button.

6. In the next screen, set the password and other technical settings (see Figure 3.4). You
must remember the password because you’ll need it later during the web service

configuration.

Details of User ADSUSER

| [oary J |

Account Information I Contact Infermation }

Additional Information

Assigned Roles i Assigned Groups

u

n ID

efine Initial Password

() Generate Password

() Disable Password

Define P : [

Confirm P l""'""—|

Last Mame: = | ADSUSER |

First Name: [ ]

E-Mail Address: 000000 1

Form of Address: | |
Language: [ |
Activate Accessibility Featurs: []

Security Policy: @

Unique ID: |USER.PRIVATE_DATASOUF

Select Photo:

Datei auswahlen | Keine ausgewahit

Figure 3.4 Creating User ADSUser

7. Enter any name in the Last Name field, as this is a mandatory field. In the Security-
Policy selection field, select the Technical User option.
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on the left of the screen, and click the Go button.

8. Switch to the Assigned Roles tab (see Figure 3.5). Enter “SAP_ ADSCALLER” as the role

Details of User ADSUSER

=]

General Information | Account Information | Contact Information | Addilional Information " Assigned Roles ] Assigned Groups | User Mapping for System Access ~ E-mail Signature
Available Roles Assigned Roles.
Search Criteria: [All Data Sources v | SAP_ADSCALLER | =Y Search Criteria: [ All Data Sources = | | =)
"'\"j‘ Pri... | Name - Description | Data Source = ‘ﬁrj| Pri.. | Name -| Description | Data Source =
|:| E)  SAP_ADSCALLER UME Database D &)  SAP_ADSCALLER UME Database

Add

Figure 3.5 Role Maintenance in User Administration

9. Highlight this role in the table, and click Add to assign it to the ADSUser user. Save the

user settings.

To access ADS, the role SAP_ADSCALLER is linked to various applications. You can check
these links in SAP NetWeaver Administrator in Identity Management with these steps:

1. SelectRole in the Search Criteria field, and enter “SAP_ADSCALLER” in the input field
to the right. Click the Go button (see Figure 3.6).

|Welcome Administrator =

([ Ickertity it | (Import | [ Configuration | [ Consistency Check |

Search

Search Criteria: |Role | (&)l Data Sources | [SAP_ADSCALLER

| [ Actvanced Search |

| (cromt e | [poiie]) | (g

(]

I’_|I'j| Principal Type i Mame 55 Description i Data Source ‘\:‘
[—| £ SAP_ADECALLER LIME Databazs
=
Details of Role SAP_ADSCALLER
| Moty | | [ Save |[ Cancel | | |
General Information i Azsigned Groups Aszsigned Users Ms[gﬁec{mm Scopes User Mapping for System Access
Assigned Actions
Get: | | =
(Prin | Tpe Service /Appiication = Name =
'@ J2EE AdobeDocumentServices ADSCaller
@ J2EE to~fp~adscall AdsCaller
@ J2EE to~esi~esp~wsil WSILSecurityRole
@ J2EE te~fp~paralelization AdsCaller
Figure 3.6 Linking the Role
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2. The SAP_ADSCALLER role is displayed as a hit. Select this line. Web Services Navigator

3. Inthe Details area for role SAP_ADSCALLER, you can see the various applications that
are linked to the role under the Assigned Actions tab. Check whether the selection
matches the representation in Figure 3.6.

Welcome Administrator 7 Log Off

The first steps to configure ADS are now complete. You can close SAP NetWeaver Admi- SEEETERT | Testscenaro
nistrator via the Logout button.
»— 1 2 —
Service COperation
3.2.2 Web Service Test Previous || Next # | | [ Invocation Parameters | | | Invoke Add ta Test Scenario
The previously described configuration steps enable the password-protected call of Service Information &l

ADS. You can test this using the Web Services Navigator as described in the following
Search Service Interfaces

steps:
Search Type: WSDL o) Provider System Logical Destination Service Registry
1. Call the URL http://<server>:<port>/wsnavigator, and log in as administrator with P
the appropriate password. Use the same password as before when calling SAP Net- Provider Systern: (Local Java A5 -
Search

Weaver Administrator. The Web Services Navigator screen appears (see Figure 3.7).

Found 46 Service Interfaces

Interface Name = | Mamespace -
Web Services Nav.igator Adapterteszagebonitoring i urr: Adapterhd honitorinciiisdlddapterid bdonitoringi
AdobebocumentServicesSechi urn: AdobeDocumentServicesSechWaditdobeDocument Services Secyi
Welcome Administrator @1 Log O1f AdobeDocumertServicesTestVi urn: AdobeDocumentServicesTestWsditdobeDocument Services TestYi
AdobebocumentServicesi urn: AdobelocumentServicesWsd/AdobebocumentServiceshi
AlertFetrigve AP kit fiman comdbBASIS Elerine
Service test - Test scenario . . .
Figure 3.8 Selecting the Web Service
»— 1 —
Service - -
Web Services Navigator
Previous || Mesxt |"{ Irvvocation Parameters |H[F] invoke |5 &od to Test Scenario .
Welcome Adminiztrator SRL_oqm
Service Information Iﬁ‘
Search Service Interfaces Service test - Test scenario
Search Type: WIDL =) Provider System Logical Destination Service Redistry
Sear.c:h far: » 1 2 3 14 i
Provider System: |Local Java AS - Service Operation Input Parameters Result
Search
| 4 Previous || Next | | [ Invocation Parameters | | | Invoke ||| Add to Test Scenario
. . 3 Service Information Iﬁ‘
Figure 3.7 Web Services Navigator
Operations
2. Next to Search Type, select the Provider System radio button, and click the Search (&4
Operation Mame =
button.
B
3. From the displayed list of available web services (see Figure 3.8), select AdobeDocu- rpData

mentServicesVi, and confirm with Next.
Fi 3.9 Adobe D t Services Testing Method
4. Under Operation, you'll see the rpData method for testing ADS. Select rpData, and 'gure obe Pocument services Testing Metho

click Next (see Figure 3.9).
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5. In the following step, you can still set call parameters for the execution of the
method. However, this isn’t necessary for our test. Click on the Next button.

6. A window for entering the user parameters will appear (see Figure 3.10). Enter the
user “ADSUSER” and the password you chose in the previous section.

Login Information

Liser Mame: [ADSUSER |

Passyyord: | weeeeees | |

"ok | [ Cancel g

Figure 3.10 Login for the Web Service Test

7. After clicking OK, you’ll receive the response of the web service call (see Figure 3.11).

Web Services Navigator
Welcome J2EE_ADMIN  SH Log Off

Operation "rpData” executed successfully in 0 sec

" Service test |~ Test scenario |

— 1! [2] 3 e
Service Operation Input Parameters Result

4 Previous || Next b | || [Invocation Parameters | | |/ [(Add to Test Scenario

Service Information IEI

Input Parameters Result
Tree View | XML Content I HTTP Log  Tree View XML Content | HTTP Log

=6 | | &)

— 3 mpData: &, — {3 rpDataResponse: _f‘
- &3 mpstings: &, — {3 Response: &,
) Rpstring [0]: &7, — 3 mpStreams: £,
— &3 rpStreams: &, [) RopStream [0} 4,
[) RpStream[0]: &, — 9 mStrings:
- 3 RpSting [41: &,
- &3 Rpsting: &,
] name: [Eror_Level P a
) vaie: [0 A
— ‘=3 RpString: &,
) name: |Results “2
] value: |Processing exception during | £,
— {3 RpString: .?‘
) name: |Versioninfo 7.
) value: [1101.20140901103921.9125:| &7,
- &) RpString: #,
] name: |TraceString Za

L] value: | com.adobe.ProcessingExc: _f‘

Figure 3.11 Result of the Web Service Test

You don’t specify any further data in this test and thus can’t simulate correct process-
ing by ADS. You only want to check whether the communication could be established
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successfully. Without any data, you'll see an error message (com.adobe.ProcessingEx-
ception: Required stream: “PDFDocument” not found in request OR its length is zero)
inthe Result area, as expected. However, this indicates that the web service call was suc-
cessful—after all, it came from ADS.

3.3 Scenario-Dependent Configuration

In the previous section, we described the basic configuration of ADS required for all sce-
narios. In the following, we’ll now go into the configuration steps required for the dif-
ferent uses. Figure 3.12 shows the components relevant for form processing and
discussed in this book, as well as the communication channels they use.

The web service functions as an interface to ADS. Two different client types access this
interface: the RFC destination (the ABAP application server) and the web service proxy
(the Java application server).

The Simple Object Access Protocol (SOAP) framework enables the creation and use of
web services based on SOAP (for more information, visit http://s-prs.co/v224206).

. . i . «R .
Print Program ISR Scenario 1 Web Service ISR Scenario
(Chapter 6) Web Dynpro OR ABAP i Proxy O Java
-
]
R R :
1] 1 ! R
. L]
Forms Runtime :
ABAP PDF o R= erc | R= R=
; i )
Object Storage O Destination [ 1| Webservice =0
(Chapter 9) :
1 Adobe
- Document
1 Services
) . R «R
1 . .
. Destination
N
Spool ICF Scenario | —(O Service —HOH
I~ !

Figure 3.12 SAP Interactive Forms by Adobe Architecture

Both ABAP print programs and applications in Web Dynpro ABAP use the ABAP PDF
object at runtime, which requires a configured remote function call (RFC) connection
to communicate with ADS (the RFC destination). Form scenarios that run on the Java
application server, such as applications in Web Dynpro Java, access the ADS web service
through a proxy (the web service proxy).

There is an additional return channel for the ABAP form runtime: the Internet Commu-
nication Framework (ICF) service. To access this interface, a destination must be config-
ured for ADS. This return channel is used for reloading form templates because these
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are cached by ADS and read only when needed. In addition, application data and docu-
ments generated by ADS are transferred via this communication path during mass
printing; that is, the web service call itself only contains the control data in these sce-
narios.

3.3.1 Setting Up the RFC Destination

To be able to call ADS from an ABAP application server, an RFC connection must be set
up via Transaction SM59 (Configuration of RFC Connections) as follows:

1. Click the Create button, and enter a name for the connection (see Figure 3.13). The
default connection must be named “ADS”, but other connections can be configured.
The application program controls the ADS call by passing the connection name. For
the connection type, select G HTTP Connection to External Server.

RFC Destination ADS

Connection Test  ©3

RFC Destination bps [l
Connection Type G HTTP Connection to External Server Description
Diescription

Description 1

Description 2

Description 3

Adrninistration Technhical Settings Logon & Security | Special Options

Target System Settings

Host = a'on I m ol Port o]

Path Prefix FhdobeDocunentServices Configzatyle=rpeo

HTTP Proxy Options

Global Configuration
Proxy Host
Proxy Service
Proxy Llser
Proxy P Status is initial

Figure 3.13 RFC Connection Configuration

2. On the Technical Settings tab in block Target System Setting, fill in the Host field
with the System name, Port with the HTTP port, and Path Prefix with the path of the
ADS web service (“/AdobeDocumentServices/Config?style=rpc”). After entering the
path, you get a warning that you can skip by pressing (Enter].
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3. Switch to the Logon & Security tab, and activate the Basic Authentication radio but-
ton. In the User field, enter “ADSUser” and the password you've chosen (see Figure
3.14). To finish the configuration, click the Save button.

Administration Technical Settings Special Options

Logon Procedure

Logon with User

Do not use a user

®) Basic Authentication
User ADSUser
Py Status  zaved

Logon with Ticket

® Do not send logon ticket
Send ficket without reference to target system
Send assertion ticket for dedicated target systemn

System 1D Client

Logon with MOTT/AMOP

User
Pwy Status is initial

Security Options

Status of Secure Protocol

35L ® Inactive Active
SSL Certificate DFAULT SSL Client (Standard) ~ Cert, List

Authaorization for Destination

Figure 3.14 Adobe Document Services Login Procedure

You can then check the RFC connection using program FP_PDF_TEST 0O. The connec-
tion test offered in Transaction SM59 doesn’t work because it doesn’t support SOAP.
Therefore, call Transaction SE38. If you don’t have authorization to do this, you can use
Transaction SA38 to execute it if necessary. Execute program FP_PDF TEST OO there,
specifying the RFC connection you've configured (ADS in our example). If successful, the
internal version number of ADS is returned.

3.3.2 Setting Up the Destination and Internet Communication
Framework Service

While ADS is called using SOAP via the RFC connection configured in Transaction SM59,
the actual payload data—such as form template and business data (large amounts of
data in some scenarios)—is transported via a separate HTTP connection. This enables
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form template caching by ADS because the call contains only a reference to the tem- After the profile has been regenerated, you can create the service user:
plate used. In addition, a time stamp is used to decide whether an update of the local 1
cache is necessary or whether the already-cached template can be used. Furthermore,
the separate connection circumvents limitations of SOAP because this protocol wasn'’t

. Call Transaction SUO1 (User Maintenance). Enter the name “ADS_AGENT”, and click
the Create button.

2. On the Address tab, fill in the Last Name field; it's recommended to repeat the user

designed for the exchange of very large amounts of data. In this section, we’ll discuss
name here.

how to set up the HTTP connection, including creating a service user, activating and
3. Switch to the Logon Data tab, and select Service as the user type there. In addition,

set a password.

4. Switch to the Roles tab, and assign the SAP_BC_FPADS ICF role to the user. Finally, click

testing the relevant ICF services, and creating and testing the destination on the Java
application server.

Create Service User for HTTP Communication the Save button (see Figure 3.16).
You must create a service user through which the communication between ADS and Display Users
the ABAP application server takes place. This user is assigned the role SAP_BC_FPADS ICF. o
First, you need to generate the profile associated with this role, if this hasn’t already User a0s_AENT (31| User with Classic ddress
. . . Changed By | 12.07.2020 11:24:49 Status Saved
been done in your system, with the following steps:
Docurnentation Address Logon Data SHC Defaults Parameters Profiles Groups Personalization Lic. Data

1. Call Transaction PFCG (Role Maintenance) to display the role.

2. Switch to the Authorizations tab, and click the Display Authorization Data button Rm’z;cle = T &
= 2| F .| | = .| |52 Role . User master record
Role Assignments

» . . . . Status Ral T Start Dat End Dats Shart Role D it Indl
3. You'll now see all the permissions assigned to this role and can generate a current e — I e e '8

in the Edit Authorization Data and Generate Profiles area (see Figure 3.15).

profile using the Generate button.
Figure 3.16 Maintain User

Display Roles
5% [other rale Elinheritance [E] . [((]
Role SAP_BC_FP_ICF Is No Longer Required
Role . . . q
Aol T, S In older releases, user ADS_AGENT is also still assigned to role SAP_BC FP_ICF, which was
Descrition Form Processing: Role for ICF Service introduced before SAP_BC FPADS ICF. Because the new role contains all authorizations
Target Systern @ Mo destination of the first role, SAP BC FP_ICF is no longer needed.
ElDescription @ wMeru | @ workflow B authorizations B User Minidpps | &9 Personalization

Created Last Changed Last Profile Generation H Activate Internet Communication Framework Services

User el User FAF Lser [ Next, you have to activate the two ICF services that are called by ADS. To do this, call
Date 27.10. 2006 Date 27.10. 2006 Date 31.03.2017 . . . . .

T 09551520 Time 09251520 Time 05152156 Transaction SICF (Maintenance of Services), and click the Execute button. Navigate to

the default_host/sap/bc/fp node, and select the Activate Service option from the con-
Information Abaut Autharization Profie text menu (see Figure 3.17). Repeat this for the default_host/sap/bc/fpads node.

Profile Marne | T_YAG70211

Profile Text Profil zur Rolle S&P_BC_FPADS_ICF
Status Autharization profie is current Test the Service User and the Internet Communication Framework Services

You can test the ICF services that are used to access the ABAP form store, among other
things, using a web browser. You must first determine the PC name and the HTTP port
of the ABAP application server. To do this, call Transaction SICF, click the Run button,
and then select Port Information from the Goto menu. A table is displayed in a dialog
box. In the Protocol column, find the HTTP entry, and note or copy the corresponding
entries in the Hostname and Service columns.

Edit Authorization Data and Generate Profiles

S| Display Authorization Data

Figure 3.15 Display Authorization Data in Role Maintenance
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Define Services
Create HostjService "% 107 43 [L] =»External dliases [ % ™ Systern Monitor Inactive T8
Filter Details
Wirtual Host Service Path
ServiceMame
Description
Lang. English w Reference
F Apply & Resat [E  Fine-Tune
—
= |.
Wirtual Hosts/Services Docurnentation Reference Service
. @I contentserver CONTEMNT SERWER. INTERFACE
. @I crrm_bisp_dl Service to handle xmilfcsy downloads
> %) csp ICF Security Header Framework Content-Security-Policy Re...
[ cts_abapwis Service for gCTS
. I@I cts_trsconf Seryvice for TMS Configuration
> [@) doch Docurnent Buider
+ @) docu ABAP DOCUMEMNTATION
» [ ecatt Services for eCATT
> |@| echo REPEAT OF REQUEST DOCUMENT (OMNLY FOR INTERMAL ...
> I@I ecm ECM Tree (ECM Functions)
3 [ errar ERROR HANDLIMG ROUTIMES (OMLY FOR INTERMAL USE)...
> 2 esdt Enterprise Service Design Time
> [ fdt Business Rules Framework
. |@| formabsdelete BACKGROUND SERWICE: DELETION OF & MOTIFICATION ...
> |@| FormToRfc INTERMAL WERIFICATICON SERWICE
= @ fp HTTP Extension/Request Handler for Form Pracessing
 [2lifpad*- e LT ke Cepyicas for 405
. Eﬂ fpdi  Mew Subelsment 5sing fdefault_host/sap beifoads
> @' arat Display Service graphic applets
» [ gtat Delete Service jCe access point
’ @l o Rename Service Les
B he
« [@ HRE Artivate Service Favider
> [@) htty Deactivate Service
> @ icf Test Service Htiom Frarnework
¥ [ icmy (Troubleshooting Only)
— Refa to Servi
* (%) idoe _e. re.nces 0 SEmiEe C ¥ML Farmat
- [@igs| 9l Directory Entry BMICALLY GEMERATED SCREEMS
» [ iim cut = Management Services
N -~ HOUSE
: @I irep) Paste
> %) el - AP CMIS Server

Figure 3.17 Activate ICF Services

Now start a browser, and enter the following URL: “http://<server>:<port>/sap/bc/fp/
form/layout/FP_TEST 03 _TABLE.XDP”. Here, <server> corresponds to the hostname
determined earlier, and <port> corresponds to the service number. You'll now be
prompted for a user name and password. Enter “ADS_AGENT” here and the password
you specified. After successful authentication, you’'ll see an XML file, which is template
FP_TEST 03 TABLE stored in the ABAP form repository in the original language (see
Figure 3.18).
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Wi

e & ity N s b o ./ form/layout/FP_TEST_ O ~ &

»

= M- v [ g% v Pagev Safety = Toolsv @~

<?xml version="1.0" encoding="UTF-8" 7> ~
«<?xfa generator="AdobeDesigner_V7.1_SAP" APIVersion="2.4.6202.0"?=
- =xdp:xdp xmins:xdp="http://ns.adobe.com/xdp/" timeStamp="2006-12-01T14:04:04Z" uuid="1c10656c-0fa0-41a1-8f75-
7962048c0ebl">
- <template xmins="http://www.xfa.org/schema/xfa-template/2.4/">
- <tags xmins="http:/ fwww.xfa.org/schema /xfa-xliff/1.0/" xmins:xft-xliff="http:/ fwww.xfa.org/schema /xfa-xliff/1.0/"
xmins:xhtml="http:/ /www.w3.0org/ 1999 /xhtml">
- <value id="N1033">
- <body xmins="http://www.w3.0rg/1999/xhtml" xmins:xfa="http:/ fwww.xfa.org/schema/xfa-data/1.0/"
xfa:APIVersion="1.4.4348.0">
- <p>
<span xfa:embed="#floatingFieldD04464" xfa:embedMode="raw" xfa:embedType="uri" />
</p>
- <p>
«<span xfa:embed="#floatingField025705" xfa:embedMode="raw" xfa:embedType="uri" />
</p>
- <p>
«<span xfa:embed="#floatingFieldD08145" xfa:embedMode="raw" xfa:embedType="uri" /=
</p>
- <p>
«<span style="xfa-spacerun:yes"> </span>
</p>
- p>
«=span xfa:embed="#floatingField003281" xfa:embedMode="raw" xfa:embedType="uri" />
«=span style="xfa-spacerun:yes"> </span>
«<span xfa:embed="#floatingFieldD06827" xfa:embedMode="raw" xfa:embedType="uri" />
</p>
</body>
<fvalue>
<value id="N1150">heslle w'Bedatmx Smart Forms "=y NAME = SF_ADRS_FOOTER</value>
<value id="N118"-ilal R BRI </value>
<value id="N1204">"sss=misgy IDES HOLDING AG </value>
<value id="N1209">D:\Documents\My Pictures\BMP\ ii=ig.bmp</value>
<value id="N1296"=Text Field</value=
<value id="N1356">Text Field</value> v
~walie id="N141A"~Taxt Fiald-/val o~

< >

H100% v

Figure 3.18 Performing a Test Call of the FP_TEST_03_TABLE Form

Create a Destination on the Java Application Server

After you've configured the ABAP application server for access by ADS, you must create

a destination on the Java application server that refers to the enabled services. The ADS

web services then use this destination to access the ICF service in the ABAP application

server. To do this, follow these steps:

1. Start SAP NetWeaver Administrator, and select the Destinations link on the Config-
uration tab (refer to Figure 3.1).

2. In the next window, List of Destinations, click the Create button to create a new des-
tination.

3. In the Destination Name field, enter “FP_ICF DATA <SID>”, replacing <SID> with
the system ID of the ABAP system.

4. Select HTTP in the Destination Type field, and click the Previous button (see Figure
3.19).

5. For the URL field, enter the same server and port in the form http://<server>:<port>
that you used in the connection test (refer to Figure 3.18). However, this time don’t
specify a path, as shown in Figure 3.20.
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Destinations: Destinations restoepetautview | ¢oBa

Favorites , Relsted Links , GoTao Support Details

Destination Wizard

Ping Destination

('
General Data

General Data

Hosting System: *  |Local Java System 7|
Destination Mame; * |[FP_ICF_DATA,,
Destination Type: *  [HTTF| &l

Cancel 4 Previous || Mext [& Finizh

Figure 3.19 Create Destination FP_ICF_DATA_<SID>

Favorites , Related Links , GoTo Support Details

Destination Wizard
Ping Destination

HTTF Destination FP_ICF_DATA_MAX

T
General Data Connection and Transport Security Settings Logon Data

I»

Connection and Transport

Connection Information

Destjﬂatjons.‘ Destjﬂatj OIS FRestore Default View | @ Back Forward =

Sea

URL: |hﬂp:.f."r | chs-consutting .oe:

Additional Settings for SAP Systems

System ID: l:l
Client:

Language: | |
551 Server Certificates

lgnore S51L Server Certificates

| Cancel | | 4 Previous || Mext k| | Finish |

Figure 3.20 Connection Settings
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6. Make another entry in the System ID field, and specify the client in which you've
configured the ADS_AGENT user in the Client field. Click on the Previous button.

7. In the Authentication field, select Basic (User ID and Password), as shown in Figure
3.21.

Destjﬂatjoﬂs.' Destjﬂatjoﬂs Restore Default Views | @ Back Forward o

Favartes , Related Links , GoTo Support Detailz =y

Destination Wizard

Ping Destination
HTTP Destination FP_ICF_DATA_pmgm

» —]
General Data Connection and Transport Security Settings Logon Data
Logon Data
Authentication: |Basic (User ID and Pazsword) -

Basic Authentication

Uszer Mame: __ADS_AGENT

Passyyor | meesessssees |

Cancel 4 Previous || Mext b Finizh

Figure 3.21 Login Information

8. In the User Name field, enter “ADS_AGENT” and the corresponding password, and
click the Finish button.

Destination Test

The connection test from SAP NetWeaver Administrator generally generates an error
message for this connection because only the PC name and HTTP port are stored in the
URL. The path information to the respective service is only appended at runtime. To be
able to carry out a test nevertheless, it’s advisable to temporarily extend the stored
URL. To do this, append the path /sap/bc/fp/form/layout/FP_TEST 03 TABLE.XDP to
the URL, and click Ping Destination without saving the changes first. If this test could be
executed successfully, the message appears: Successfully connected to HTTP destina-
tion FP_ICF_DATA_<SID> with response code 200. Content type text/html. . .. Then,
click the Cancel button because you've attached the path only for a test. This test simu-
lated reading the FP_TEST 03 TABLE form from the ABAP form store.

In addition, you can test this configuration from the ABAP application server as fol-
lows:

1. Call test program FP_CHECK DESTINATION SERVICE in Transaction SE38 or Trans-
action SA38.
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2. There, enter the name of the configured RFC connection (“ADS”), and select the With

Destination Service checkbox. Destination Template Management: Destination Templates r

. . Favorites , Relsted Links , GoTo Support Details
3. Click Run, and ADS will be called and generate a PDF form. Here the return channel
you configured before will be used. If successful, you'll get a short informational New destination
message (i.e, ... bytes transferred). 1 -
General
3.3.3 Configuring the Web Service Proxy §orevicus Jic:t RAI Frisn Jf Cancsl
The Java PDF object accesses ADS via a web service proxy. To use applications in Web Enter a name for the logical port
Dynpro Java, the proxy must be configured on the respective client system. The call can Bese REe = -
be either a local call to the same system or a call to a remote Java application server. Desietopli-nci [ConfigPort_Document1 |
. . . ) . . LRL: * |ht'tp:.f.l'loc:alhos‘t:SDDDD.ﬂnspection.WSil
In the following, we assume that the web service proxy isn’t yet configured in your sys- N —— 50,000
tem. In any case, it's important to know the configuration, for example, in case you System: Sidava  ()ABAP
need to change the connection. Follow these steps: System Name: | |
Hozt Mame: | |

1. Start SAP NetWeaver Administrator again, as described earlier in Section 3.2.1.

2. Select the SOA tab, and click the Destination Template Management link (see Figure . ]
Figure 3.23 Create a Web Service Proxy

3.22).

3. Click the New button to create a new entry.

4. In the following screen, select WSIL in the Destination Type field, and enter “Config- Destination Template Management: Destination Templates reoereit
Port Documentl” in the Destination Name field (see Figure 3.23). Feaiis , Reliilits, G, Support Details

5. Complete the URL field in the form http://<server>:<port>/inspection.wsil, and then New destination
click Next. —1 2 — 4

6. Now you have to take care of the authentication because every user (also a technical e ety

user) has to log in to the system to access ADS. Under Authentication, select the

[ 4 Previous | [Next »| [ Finish | [ Cancel |
HTTP Authentication entry with the User ID/Password (Basic) option, as shown in

Flgure 3.24. S5L Server Certificates
Authentication
. « P - -
7. In the User ID field, enter “ADSUser” with your chosen password. %) Accept Cerfificates in Keystore View [WishServiceSecurty -
Authentication: |HTTP Authertication hd lgnore server cerificates (insecure)
=) User IDPassword (Basic)
WSAP NetWeaver Administrator Personslize , | GeBsckForwsrdh Histoy, | Stewse | Hep | Lo Of Uszer IDPassword (Digest)
p— o] ¥.509 Client Certificate Message Security
User: Administrator | Active Profile: Complete List | Systemn: » e s, v 750 | System TimeMate: 0202572022 10:23 PM MEZ I | — X
Logon Ticket X .
My'Workspace | Avalabilty and Performance | Operstions | Configuration | Troubleshooting . SOA | [ Use wWis-Secure Conversation (Yersion: February 2005)
Technical Configuration | Application and Scenario Communication | Logs and Traces | Monitaring P Outgoing Request Incoming Response
| Details Off going Req g Resp
(€2 Destination Template Management Views < SO Middleware Global Seftings Views . . .
Q) N N . . £ ‘ [T &dd Encryption [T Reguire Encryption
() Menage tempiates for the configuration ot Javs Weh servive consumers implementer hifore S4P Configure settings that affect the behavior of the whole system, such as HTTP proxy, Weh Services
Netweaver 7.1 Enhancement Package 1 MNavigator whits list, reverse proxy settings, and so on _ . i .
Details [ &dd Signature ["|Require Signature
o ¢ Destinations Views , [ () BServices Regisiry Management Views
U: zl Applications or services can establish connections to other services . When using connections of this ‘-J D Manage the Services Registry and UDDI server configurstion settings for sscurity, publication, Dietails
type, you need to specify the remote service adcress and the user authentication information to use for replication, and so on. User IDPassword |E|
the connection. Mary applications use the Destination service for this purpose. [ T
0 Q LoRECProvider L Manage the policies that you enforce on the runtime commurication between consumers and providers User I ADS zer
QB T2 BB RAC e S0 St £ SR BEAP o) RNk e G it G i) " Mairtain connections to systems that provide services to consumers running on the local application | |
applications. Seen from an ABAP system, it provides an RFC destination. Technically, the service i orver Passvword:
based on the JCo (SAP Java Connectar). To receive calls from ABAP, JCo servers are started and . ) .
registered &t the oatevvays of the ABAP systems. The configuration of these JCo servers is dane here Confirm Passyword:
Figure 3.22 SOA Tab Figure 3.24 Entering Credentials for the Web Service Proxy
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8. Click the Finish button to complete the configuration and save the changes. Then
click the Back button to return to the SAP NetWeaver Administrator initial screen.

To test the web service proxy, select Operations + Systems - Start & Stop - Java Applica-
tions, and start the tc~wd~pdfobject application. This configuration also allows the Web
Dynpro Java runtime to access ADS.

3.3.4 Configuring the ReaderRights Credential

To create interactive forms, you need a ReaderRights credential, which is a right to use
SAP Interactive Forms by Adobe. To obtain a ReaderRights credential for production
use, see SAP Note 736902. You can also download a ReaderRights credential valid for a
limited time from the SAP download page for developer and trial versions of the SAP
software at http://s-prs.co/v224207. To configure the credential, follow these steps:

1. Go to the website just mentioned, and then search for the keyword “credentials”.
You may need to log in to this page with your S-User. A list of available credentials
for SAP Interactive Forms by Adobe is displayed (see Figure 3.25).

2. Click the link in the Name column for the credential that is relevant to you.
3. Confirm the license agreements, and start the download via the Submit button.

4. In the following step, you can check again if the correct S-User is specified. Then click
on Click here to start your trial!

Featured Downloads

— I H
o= ah < Dj . L
adobe credentials
BundleName *  Name Description Instruction Download
@ Gredentials Aug19 Reader functionality. Aug19
e Adobe Credentials The credentials are intended for SAP NetWeaver customers who use SAP by The ADS needs to extend the free Adobe Dovmload Adobe Credentials
Credentials Sep19 Reader functionality. Sep19
Credentials Oct-19 Reader functionality. 19
o Adobe Adobe Credentials The credentials are intended for SAP NetWeaver customers who use SAP Interactive Forms by Adobe (IFbA). The ADS needs the credentials to extend the free Adobe Dovmload Adobe Credentials
° Adobe Adobe Credentials The credentials are intended for SAP NetWeaver customers who use SAP Interactive Forms by Adobe (IFbA). The ADS needs the credentials to extend the free Adobe Download Adobe Credentials
Credentials Reader functionality. Dec19

Figure 3.25 Available Credentials for SAP Interactive Forms by Adobe

The download consists of a ZIP archive file (.zip) that contains a password-protected pri-
vate key (credential). The format of the credential file conforms to the Public Key Cryp-
tography Standards (PKCS#12) specification. The file ends in .p12 or .pfx. In addition to
the key, there is a text file (.txt) in the ZIP archive that stores the associated password.
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To create interactive forms with usage rights, you must configure the ReaderRights cre-
dential. Usage rights are used to enable advanced functionality in Adobe Acrobat
Reader. You configure the key within SAP NetWeaver Administrator. In addition to the
private keys (credentials) for ADS, you can also manage certificates and certificate revo-
cation lists (CRLs) there.

First, open SAP NetWeaver Administrator to configure the ReaderRights credential as
follows:

1. Select the Configuration tab, and then click Infrastructure (see Figure 3.26). There,
click the Adobe Document Services link.

WSAP NetWeaver Administrator

User: Administrator | Active Profile: Complete List | System: = w750 | System TimeMate: 02/25/2022 10:40 PM MEZ

My Workspace © Awsilsbilty and Performance © Operstions . Configuration |’ Troubleshooting |~ S0OA&

|7‘330ur'rty Infrastructure Scenarios Connectivity

i Adobe Document Services Vigws
-

.5 Configure and manage the 4dobe Document Services (credentialz, trusted anchors, certificate revocation listz, license infaormation,
caches, and job profiles)

Application Resources

The Application Resources plug-in provides functionality to create, manage, and delete external resources such as JDBC drivers,

JDBC data zources, resource adapters, and connection factories. The administrator can view all rezources or choose a specific

resource type and select a resource from the resources list. He or she can viewy its details and the details of all antecedent and

dependent resources.

L d\‘ Destinationz wiews A
D)
[Eﬂ'.: (ﬁl Applications or services can establish connections to other services. When using connections of this type, you need to specify the
" remate zervice address and the user authentication information to use for the connection. Many applications use the Destination
service for this purpose.
O Internationslizstion
Languages and Time Zone References

Personalize , |  ¢@Back Forwardsp History , | Sitemap | Help | LogOff
Search: | | [Ga |

Lpplication Modules Yiews ,
o|  This iz & solution that contains details of the deployed applications as well as several types of modules (such as Web and EJB
maodules) where configuration settings can be vievwed and aftered.
- B Java Configuration Brovwser
o Q A broweser of this type offers a detailed viewy of the configuration settings on the selected Java systems with all the property sheets
& and source files. This viewy iz only for information. To change the configuration of a system, use the configuration editor view of the
local configuration toal,

7 Java HTTP Provider Configuration Wiewws a

“irtual Host can act as several different Wieh servers responding to different URL=, but referring only to a single real IP address. A
user can gain flexibility by providing different configuration settings for each of the virtual hosts that can be baoth created and
configured. Logon load balancing increases the efficiency of various workgroups . To improve performance and system resource
consumption, users are distributed across available spplication servers based on the requirements of workgroup services and load
sensitivity.

Java Clazs Loader Viewer

P L ) i PV FT i bl Loy e, 0 cclicucdi L Lok bl Lol

Figure 3.26 Configuration Tab

87



3 Installing and Configuring Adobe Document Services

2. Next, you'll see the Document Security tab. Here you manage credentials, certifi-
cates, and revoked certificates, or you can monitor the license status. The applica-
tion also allows you to get started managing job profiles (see Figure 3.27). Select
Credentials in the Show field, and click the Manage P12 Files button.

Adobe Document Services; Document Security resoevsmuview | dobsckFowad ey Hetory, | Homs | Hep | Logoif
Favorites , Related Links , GoTa Suppart Details search:| |[Gn]
Document Security "/ Licensing "/ Caches |/ Joh Profiles |
Show: |Credentials ~|
Credentials E E‘
[ &ddd New Object || Remove Selacted Object |[ Manage P12 Files. | | [ Configurs Expiry Check .. || Run Expiry Check |
Aliag Type D
N
(3] Mo informtion to display

Figure 3.27 Access to Credentials Management

3. Use the following popup window to load the credential into your system by clicking
the Add New File button (see Figure 3.28).

4. In the dialog that opens, use the Browse button to select the PFX file, and then click
Upload. Close the dialog from Figure 3.28 via the Close button.

Manage P12 Files

[ Add Mewy File... ][ Remove Selected File |
File =]

@ Mo files available

.

Figure 3.28 Credentials Management

5. Now you can configure the credential by clicking the Add New Object button from
Figure 3.27.

6. The dialog shown in Figure 3.29 opens. Select the ReaderRights option, and set the
type in the Type field to P12.

7. In the P12 File dropdown, select your credential.
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Create Hew Credential

Llias: * (#) ReaderRights
() DocumentCertification
() ServerSignature
() Custom
ReaderRights
Type: * P12 hd
P12 File: * (e b
Slat:
DLL Path:
SHA-T:
Password: * | |

Confirm Pagsword: * | J

Figure 3.29 Selecting the ReaderRights Credential

8. Under Password and Confirm Password, enter the password you received as part of
the credential (text file in the ZIP file).

9. Close the dialog via the Save button.

Your ADS web services are now configured, and you can use the ReaderRights creden-
tial. Note the validity expiration (Expiry) if this is a test credential (see Figure 3.30).

Adobe Document Services: Document Securily restosoeiutvien | BaciForward sy Hstory, | Home | Help | Lonoff
search:|  |[Go|

Favortes , Felsted Links , GoTa, Support Details

Document Security I/ Licensing |/ Caches |/ Joh Profiles |

Show: |Credertials -|
Credentials E E

[ Actel ew Obiect... |[ Remove Selected Object || Manage P12 Files... | | [ Configure Expiry Check... | Run Expiry Check |
=

Alias Type

B
|_‘ ReaderRights P2

ReaderRights =

Aliag: ReaderRights
Type: Pz

P12 File: I o
SHAA

Expiry

R

Figure 3.30 Ready Configured Credential: ReaderRights
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To complete the configuration, you must restart the Document Service Trust Manager
service on the Java application server; otherwise, the changes won'’t take effect. To do
this, select the Operations tab in SAP NetWeaver Administrator. Under it, select the Sys-
tems area and then the Start & Stop link. Then select Java Services, enter “adobe” under
Service Component Name, and press [Enter]. In the list that appears, you can now
select the service and restart it.

You can check the correct installation of the ReaderRights credential using program
FP_TEST 03. Call this test program in Transaction SE38, and select the option X (Inter-
active Form with Additional Usage Rights) for the parameter Form - Interactive. If you
then display the print preview of the form, Adobe Acrobat Reader DC reports that it’s a
fillable form.

3.3.5 Additional Settings for the Remote Function Call Connection

In table FPCONNECT, you can make additional settings for the RFC connection you've con-
figured (Section 3.3.1), for example, to optimize performance. To do this, call Transac-
tion SM30 (Table View Maintenance). Enter “FPCONNECT” in the Table/View field, and
click the Maintain button. You can skip the warning message Attention, the table is cli-
ent-independent! that appears.

To add settings for an RFC connection, click the New Entries button. Then enter the
name of the connection in the RFC Destination column (e.g., “ADS”, as shown in Figure
3.31). Under certain circumstances, the RFC connection will also already be displayed to
you, such as when you've already called up a form with the same connection. The sys-
tem adjusts table FPCONNECT each time a form is called. In this case, you don’t need to
create a new entry.

New Entries: Overview of Added Entries
TEREBRREB
Connection-Dependent Settings
RFC Destination  Cornpl.Bund Caching Logical Port (i)
ADS true ¥ unknown A4
unknowmn " UNknown b
kot ~ Unknow hd
unknoum * unknoum b ~
unknoum ¥ Unknown A w
{ > < >
Position. .. Entry 0 of O

Figure 3.31 Maintain Table FPCONNECT

The Compl.Bund column enables system-wide control of form bundling. To switch this
on, select the value true. This significantly reduces the runtime of print jobs with many
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small- or medium-sized forms, provided the print program outputs these forms in one
print job (see Chapter 6, Section 6.7.1). This is a system-wide setting. Alternatively, ABAP
print programs can control form bundling via a parameter.

You can use the Caching column to specify whether the ADS form template should be
cached in the destination cache. This improves performance because the ADS web ser-
vices don’t have to request the template from the ABAP server each time a form is gen-
erated. The system automatically recognizes changes to the form template. In this case,
the updated template is requested and then stored in the destination cache. Note that
caching is turned on by default, so you must set it to false if you want to turn it off.

To save your changes, click the Save button. For the other columns in table FPCONNECT,
it’s recommended to use default values.

3.4 Parallelization Configuration

For the parallelization of print jobs (see Chapter 6, Section 6.8), two web services must
be configured. One service (FpPrintRequestService) is responsible for the actual paral-
lelization, while another service (FpQueueAdminService) is required for administration
and monitoring. The configuration of the web services is done via SOA Manager. To do
this, start Transaction SOAMANAGER, which you can also start directly in the browser
using the following link structure: http://<server>:<port>/sap/bc/webdynpro/sap/
appl_soap _management?saplanguage=EN. Select the Service Administration tab, and
then click the Web Service Configuration link (see Figure 3.32).

Zr 304 Management x 4+

& [¢] f = «chs-consulting.de/sap/bepvebdynpro/ap/appl_soap_managerment?sap-dient= &zap-language=EN# or |2 Yr

Service Administration  Technical Administration  Logs and Traces  Management Connecticns  Services Registry ~ Monitoring  Tools

Identifiable Business Context Pending Tasks

Display and maintain |demtifiable Business Contexts (IBCs) Process pending tasks generated by husiness scenario configuration

Busi Context Ref Locall ion Scenario Conli

Display and maintain Idemifiable Business Contexts references (5C reference)  Comfigure multiple service definitions and service graups SUpporting change management

Design Time Cache Logical Determination of Receiver using Service Groups

Display cemral design time cache Define rules for determining receiver IBC reference during service group runtime

Web Service Configuration Logical Determination of Receiver, Sender and Authentification using C:

Configure service definitions, consumer proxies and service groups Define rules for determining receiver IBC, sender IBC and authentification method during cansumer factory runtime

Simplified Web Service Configuration Web Service Isolation

Configure service definitions for Web service CoNSUMErs with limited capabilities  Toolto isclate service definitions and cansumer proxies

Logon Data Management

Define logan data used by bUsiness scenario configuration

SAP SOAManagement (% = . ) Mode: || o) view . | @Help 4 Logoff

Figure 3.32 Transaction SOAMANAGER: Service Administration Tab
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In the following dialog, set Consumer Proxy in the Search criteria area, and enter “FP*”
as the search expression. Click the Search button to display the search results at the
bottom of the screen (see Figure 3.33).

7 S04 Management [T

SAP  Web Service Configuration [ ) Al

Only search parameters for Consumer Proxiy an...

Design Time Object Search Configuration Search

2 entries found!

Search criteria

|Cunsumer Proxy H contains ‘ ‘FP* | (1]
| Object Name H is ‘ ‘ S]]
Maximum Number of Results: | 100 | Saved Search: \:‘ (il

[Search] [Clear values] [Reset search criteria]

Search Result

Intemnal Name Type Name Namespace Description
©- CO_FP_PRINT_REQUEST Consumer Proxy  FpPrintRequest  htip://sap.com/tc/fp/parallelization/printrequest/
©- CO_FP_QUEUE_ADMIN Consumer Proxy  FpQueueAdmin  http://sap.com/tc/fp/parallelization/queueadmin/

Figure 3.33 List of Relevant Consumer Proxies

This section will dive further into configuring web services, including testing the con-
nection between web services and using RFCs to connect to ADS.

[]

Client Dependency of the Web Service Connection

Note that the web service connections are client dependent. You must configure the
connection from each client from which parallelization is to be used. As a reminder, the
direct connection to ADS via Transaction SM59 was client independent.

3.4.1 Configure Web Services

We'll first configure the CO_FP_PRINT REQUEST web service, which is responsible for the
actual parallelization, with the following steps:

1. Select the CO _FP_PRINT REQUEST entry from Figure 3.33, shown earlier. The logical
ports configuration appears (see Figure 3.34). Click the Create button, and select
WSDL-Based Configuration from the drop-down list.
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=7 504 Management

Details of Consumer Proxy: CO_FP_PRINT_REQUEST

Web Service Configuration ( @ Help € Back

Overview Configurations Details

Define Logical Ports

[Create ] [Set Log.Port Default} [Activate] [Deactivate] [Delete]

[] Actions  Logical Port State Logical Port is Default Description Creation Type

Figure 3.34 Logical Ports Configuration

2. In step 1, you can freely assign a name in the Logical Port Name field, for example,
“ADS”. Also enter a Description, and check the Logical Port is Default checkbox (see
Figure 3.35). Then click the Next button.

27 504 Management

Web Service Configuration @ Help & Back

New WSDL based Configuration of Logical Port for Consumer Proxy 'CO_FP_PRINT_REQUEST'

— @ @ ® @ ® ©—

Logical Port Name WSDL Information Binding Selection Consumer Security HTTPSettings SOAP Protocol

General Configuration Settings

* Logical Port Name: |ADS Logical Port is Default:

Description: | Parallelization ‘ [ 1

Figure 3.35 General Settings of the Logical Port

3. In step 2, leave the WSDL Access Settings at Via HTTP Access (see Figure 3.36). In the
WSDL Location section, specify “http://<server>:<port>/FpPrintRequestService/
FpPrintRequest?wsdl&mode=ws_policy” in the URL for WSDL access field. Here, you
must replace <server> and <port> with the parameters of your Java stack. You can
also find these parameters in the RFC destination to ADS (Section 3.3.1). Continue
with Next.

4. This takes you to step 3, Binding Selection (see Figure 3.37). Click the Next button
again here.
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I S0A Managernent

Web Service Configuration i

New WSDL based Configuration of Logical Port for Consumer Proxy 'CO_FP_PRINT_REQUEST'

— @ o ® ® ® ©® G

Logical Port Name WSDL Information Binding Selection Consumer Security HTTPSettings SOAP Protocol Identifiable Bu|

WSDL Access Settings

WSDL Base: (o) Via HTTP Access
) Via File

~) WSDL from Upload

WSDL Location

URL for WSDL Access: | http:fi<server=:<port>/FpPrintRequestService/FpPrintRequest ?wsdl&mode=ws_policy|

WSDL Access User: ‘
WSDL Assess User Password: ‘
Show/Hide Proxy Settings

Figure 3.36 Logical Port Settings (Parallelization)

SAP Web Service Configuration

New WSDL based Configuration of Logical Port for Consumer Proxy ‘CO_FP_PRINT_REQUEST'

— O ©O) @ ® ® o —-

Logical Port Name WSDL Information Binding Selection Consumer Security HTTPSettings SOAP Protocol

Binding

Selected Binding: | 1 H FpPrintRequestBinding

Overview of Possible Combinations Identified by WSDL Document

Actions Index Order Subject Name Property Name Property Value

4B 31 1 FpPrintRequestBinding

i

Figure 3.37 Binding Selection for the WSDL Document

5. Instep 4, you make the security settings (see Figure 3.38). In our case, the sapsp:HTTP-
Basic authentication method is used by default, where securing via user and pass-
word is sufficient. Enter the User Name for ADS (“ADSUser”) and the set password,
and click the Next button.
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Web Service Configuration

New WSDL based Configuration of Logical Port for Consumer Proxy '‘CO_FP_PRINT_REQUEST'

o o ® o —-

| Logical Port Name WSDL Information Binding Selection Consumer Security HTTPSettings SOAP Protocol

©)
®

Configuration of Consumer Settings additional to WSDL Document Information LP=ADS

User ID/Password

Properties from WSDL Document

Authentication

Authentication Method: ‘ sapsp:HTTPBasic

Transport Security

Signature Expected:
Encryption Expected:
Sign Message:

Secure Communications: | S5L

Add Encryption: false

Figure 3.38 Logical Port Security Settings

6. In step 5, HTTPSettings, finish the configuration using the Done button (see Figure
3.39).

You're returned to the logical port Configurations view, where you can see the ADS log-
ical port you just created (see Figure 3.40).

Now that you've configured the web service for parallelization, let’s turn to the second
web service from Figure 3.33, shown earlier. The FpQueueAdminService service is needed
to monitor and manage the jobs. Select the CO_FP_QUEUE_ADMIN entry in the SOA
Manager and perform the same steps for this web service as described in the previous
section. It's important that you give the logical port the same name, in our case, “ADS”
again.

The crucial difference is in the URL for WSDL Access input field in the WSDL Location
section. The URL for access is for the monitoring service http://<server>:<port>/
FpQueueAdminService/FpQueueAdmin?wsdl&mode=ws_policy. Maintain the security
settings as shown earlier in Figure 3.38, and save your entries. You'll return to the Web
Service Configuration dialog. There you can now see the two logical ports for paral-
lelization and monitoring.

95




3 Installing and Configuring Adobe Document Services 3.4 Parallelization Configuration

| ©) (=) ©) () (5 ) (&) —>~ 3.4.2 Testing the Connection between Two Web Services

Logical Port Name WSDL Information Binding Selection Consumer Security HTTPSettings SOAP Protocol You can use a simple connection test to Check Whether the Web Sel’Vices fOI' paralleliza—

tion can be addressed from the ABAP stack. To do this, select a consumer proxy from
Figure 3.33, shown earlier. You return to the configuration overview. Here, select the
logical port (ADS) you just created, and click the Ping to Web Service button [@]. This
automatically checks whether the technical connection settings are correct, the ser-
vices are available on the Java stack, and whether you've entered the security settings

URL Access Path

(O Complete URL (®) URL components

Protocol:* HTTP . .
. (e.g., user and password) correctly. A success message appears, as shown in Figure 3.41.
Host
. - N N I,
Path:* | {FpPrintRequestService/FpPrintRequest Plng result of IOglcaL port ADS 'ZJ' X
ez nlarsrg [ Language of User Context Web service ping successful for LP ‘ADS', proxy 'CO_FP_PRINT_REQUEST’

Proxy

MName of Proxy Host:

Port Number of Proxy Host:

User Name for Proxy Access:

Figure 3.41 Successfully Tested Configuration

Password of Proxy User

Transport Binding

Mok Local Call T 3.4.3 Assigning the Logical Port to the Remote Function Call Connection ADS
Transport Binding Type:*

The connection to ADS is made in the ABAP program via an RFC connection, which usu-

Maximum Wait for WS Consumer: 0

Optimized XML Transfer: ally has the name ADS. If you choose a different name, you must specify it explicitly in
Compress HTTP Message: each application program. To use parallelization, you must define a mapping between
Compress Response: this RFC connection and the logical ports created. You define this mapping in table

FPCONNECT, via which you also make the settings for bundling (Section 3.3.5).
Figure 3.39 HTTP Logical Port Settings

Call this up via the table maintenance in Transaction SM30, click on Maintain, and con-
firm the information regarding client independence with [Enter]. Select the connec-

SAP Web Service Configuration

tion entry ADS in the table, and scroll to the right until you see the Logical Port field.

Lol fiarel pal b D2 PR FALIT FEC BT Enter here the name of the logical port you selected in Section 3.4.1 (see Figure 3.42).

Qverview Configurations Details

Change View "Connection-Dependent Seftings”: Overview

Define Logical Ports
g B MNew Enties [ B2 2 EL R [

’ - ~
l Create ~ ] [ Set Log.Port Default ] [ Activate ] [ Deactivate ] [ Delete ] Connection-Dependent Settings
Actions Logical Port State Logical Port is Default Description Creation Type RFC Destination Compl.Bund  Caching Logical Port
AW L R ADS Active true Parallelization Manually created ADS Lrue v false v !ADS

. Figure 3.42 Assign Logical Port
Figure 3.40 Logical Port of Parallelization

Parallelization is basically possible with and without bundling the forms. However, by
bundling, you also reduce the number of calls to ADS, as in the case of sequential pro-
cessing.
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3.5 Optional Configuration

In this section, we’ll cover other possible ADS settings, including licenses, document
sercurity, service characteristics, parallel print jobs, fonts, and XML Forms Architecture
(XFA) Device Configuration (XDC) files.

3.5.1 Licensing

An additional license is required to create custom interactive forms (see SAP Note
750784). ADS has a component that monitors license-required usage and allows you to
change the license status. To view the corresponding usage data as well as make
changes to the status, start SAP NetWeaver Administrator and the Adobe Document
Services app, as described in the ReaderRights Credentials configuration (Section 3.3.4).
You'll return to the screen shown earlier in Figure 3.27, and click on the Licensing tab
there.

In Figure 3.43 you can see the number of forms processed on this system, divided into
the following three categories:

® Number of SAP forms
This number indicates how many forms delivered by SAP (not modified or only min-
imally modified) have been processed. No additional license is required for these
forms.

= Number of customer forms
Customer forms are self-developed interactive forms or SAP forms that have been
fundamentally changed. A fundamental change is considered to be, among other
things, an adjustment of the data binding, which becomes necessary, for example,
when adding new data fields.

® Number of draft forms
Forms that are generated from nonproduction systems or clients aren’t taken into
account when determining the license status.

As soon as customer forms requiring a license have been processed, the status (License
Fulfillment) changes from green to red. If you've purchased a license, you can configure
this in the system by clicking the Set System Status button and checking the appropri-
ate box (This system is licensed to use SAP Interactive Forms by Adobe) in the dialog
that appears. This will change the status from red to green again. In addition to display-
ing the license status in the administration interface, ADS writes a log entry if a license
is required but the status hasn’t been configured.

The Customer Forms table at the bottom of the user interface (UI) displays all customer
forms that require a license, as well as additional information such as the SAP system
ID and client from which ADS was called, and the name of the form and calling applica-
tion.
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Adﬂbe Document se,rvices.' Liceﬂsing Festore Default View | @@ Back Forward = History , | Home | Help | Log off

\1| Mo information to display

Favorites , Felsted Links , GaTa Support Details Search: | |[Ga]
Documert Security Licensing |’ Caches ©  .Job Profiles
License Information E
| Set System Status . | | [ Configure License Status Caloulation... || Run License Status Caloulation |
License Complisnce: @ This system does not currently require a icense for the use of SAP Interactive Forms by Adobe
Customer Formes: a
S&P Forms: a
Draft Forms: a
Customer Forms E E
i
[N s} Form Mame Application Matme siD
B

Figure 3.43 Licensing Tab

3.5.2 Document Security: Credentials, Trusted Anchors, and
Certificate Revocation Lists

ADS can also be used to generate and verify digital signatures. Here, a distinction must
first be made between certification and signature:

m Certification
When a PDF document is certified, it's provided with an invisible signature that
ensures the integrity of the form; that is, as soon as the PDF document has been tam-
pered with, the certification is recognized as invalid—both in Adobe Reader and by
ADS.

® Signature
In addition, any number of signatures can be added to a document, which can be set
in business processes, for example, in an approval step.

Private keys (credentials), trusted certificates (trusted anchors), and CRLs are required
to use digital signatures, as discussed in the following sections.

Credentials

The PDF object (ABAP and Java) provides various methods both for certification and for
applying signatures. Among other things, these objects allow the key to be specified by
means of a configured alias. However, if these optional parameters aren’t supplied, ADS
uses the following default values:

® DocumentCertification as alias for certification

m ServerSignature as alias for the digital signature

929




3 Installing and Configuring Adobe Document Services

The procedure for installing and configuring these and other keys is identical to that
for the ReaderRights credential (Section 3.3.4). Only the correct spelling of the alias and
the entry of a valid password must be observed. As already indicated in the description
of the ReaderRights credential, the Document Services Trust Manager service must also
be restarted for additional keys.

Under Credentials, all registered keys are displayed in a table. ADS checks their expira-
tion dates daily and writes log entries as soon as the current date approaches or
exceeds the expiration date. Consequently, there is no need for the system administra-
tor to regularly check the expiration dates of the keys via this UI; instead, monitoring
the logs is sufficient.

In the Configure Sequence Check area, settings can be made regarding the log entries.
For example, the time of the daily executed verification process can be adjusted. It’s
also possible to specify how many days before a key expires that warnings should be
written to the log file.

Trusted Anchors

ADS enables you to verify signatures in PDF forms. This requires the configuration of
trusted certificates, which are either the public key of a private key used for the signa-
ture or the public key of the issuing authority—a root certificate. These public keys are
managed via the Trusted Anchors field.

You define a list of trusted certificates in your system as follows:

1. In the Adobe Document Services screen, on the Document Security tab (refer to
Figure 3.27), select Trusted Anchors instead of Credentials in the Show dropdown.
You can use the Manage CER Files button to load the .cer file for the trusted anchors
into the system in the same way as for the ReaderRights credential.

2. After that, you can select this file using the Add New Object button.

3. Use the indicators next to Trusted For to determine what the certificate should be
used for (see Figure 3.44):

- Signatures and as a Trusted Entry Point
Use this option to control whether the certificate should be used to validate signa-
tures.

- Certified Documents
If the public key is to be used to verify certified PDF forms, this flag must be
enabled.

— Embedded High Privilege JavaScript
Interactive forms may contain JavaScript instructions. Use this flag to specify
whether such PDF forms are also trusted if they are certified. You can select this
option only if you've also enabled the Certified Documents flag.
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Create Hew Trusted Anchor

R © [mycompary_root_ca.cer -|

Trusted for: *  [J] Signatures and as Trusted Root

[] Certified Documents

[] Embedded High Privilege JavaScrigt

Cancel

Figure 3.44 Managing Trusted Anchors

4. By clicking the Save button you finish the registration of the public key. Afterwards,
it will appear in the Trusted Anchors table.

5. Then restart the Document Services Trust Manager service. Proceed in the same way
as described for the ReaderRights credential (Section 3.3.4). After that, the list of
trusted certificates is active in your system.

List of Revoked Certificates (Certificate Revocation Lists)

With the help of revoked certificate lists, keys that were originally classified as trusted
can be subsequently marked as invalid. You also manage these lists on the Document
Security tab, but select Revoked Certificate List to specify revoked certificates. Analo-
gous to the ReaderRights credential and trusted anchors, you must load the CRL into
the system via the Manage CRL Files button. Use the Add New Object button to access
the selection of available CRLs (see Figure 3.45).

Create Hew Certificate Revocation List

LRL: * |http:IIcrI .company.testd |
« |S&Ptestericrl -|

CRL File:

Cancel

Figure 3.45 List of Revoked Certificates
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In addition, fill in the URL field. This is a unique identifier contained in keys (cr1dp field)
that can be retracted via this list. Typically, the list of revoked certificates can also be
retrieved via this URL.

To complete the registration, click the Save button. The list now appears in the List of
Revoked Certificates table. After configuring revoked certificate lists, the Document
Services Trust Manager service must be restarted.

Secure Sockets Layer Connection Configuration

To work with certifications and signatures, the ADS web service must be accessed via a
Secure Sockets Layer (SSL) connection. Detailed instructions for performing the neces-
sary configuration steps can also be found in the SAP Help Portal. There, navigate to the
Adobe Document Services Configuration Guide (http://s-prs.co/v224282). Choose Con-
figuration of Communication Security - Configuration of the Web Service SSL Connec-
tion for a description of the SSL configuration.

3.5.3 Service Characteristics

Other important ADS properties need to be set as well: the size of the destination cache
for buffering forms, the number of processes that can process documents in parallel,
and the number of parallel jobs that can be used to parallelize print jobs. We'll discuss
these in the following sections.

Destination Cache

As mentioned in Section 3.3.2, the ADS web services have a local cache where, among
other things, form templates are stored. To modify the size of this cache, call up Adobe
Document Services again in SAP NetWeaver Administrator under Configuration - Infra-
structure. Select the Caches tab. The current size of the cache is displayed there in
megabytes. The default value is 4 MB.

You can change the value via the Configure Destination Cache button. If you're using
very large form templates or forms in many different languages, we recommend
increasing this value so that the cache can be used optimally. The other two buttons,
Reset Destination Cache and Reset PDF Cache, can be useful if you ever need to reset
the cache. This should normally not be necessary. In the event of an error, for example,
if a form change doesn’t appear in the finished document, you can clear the buffer
manually here.

Adjust PoolMax Value for Parallel Processing

There is a PoolMax property for each XML Form Module service. This property specifies
how many documents can be processed in parallel. The XML Form Module service
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generates PDF documents and print forms and has a default value of “4”. If you send
many parallel requests to ADS and have a PC with multiple processors, you can increase
this value to achieve optimum utilization of resources.

You can’t make the setting via SAP NetWeaver Administrator. Instead, start the Config
Tool on the operating system level under the path /usr/sap/<SID>/[<instance>/j2ee/
configtool/configtool.bat (or sh), and follow these steps:

1. Open the tree structure under services. You'll find the com.adobe~XMLFormService
service there (see Figure 3.46).

427 AS Java - Config Tool

File View Tools Help

2R aE @

= E_Srwces | | Senvice properties
118MService i
‘| Default Property Data
4 MigrationService m:
Q‘ SWMARTReaderriterSry 3| Default Value:
£ qdminadanter B
£ appadrmin :| ~Custom Property Data
£ appclient B
£ apalocking : Custom Value:
4 apptracing f;
£ hiermimr~deployer B = T
classload :E < aLe
gclassmadfacade | |AutoDetectPoolkax false
23 (laszpath_resalvar : CT_AllowSystemFonts trus
£ Cluster | [FnDuratianinfa false
’a?'com adohe~DatabanagerService K j}lob;le?oul n E
’;Te"cum adohe~DocumentServicesBinaries2 mE Mava CI’\DRWBEUL(A: T 500
’;Te" com.adobe~DocumentSericesBinariesS5L2 K pf\:g‘r'num LBl U FeT
’;Te"cum adohe~DocumentServicesConfiguration K ool T |
’;Te" com.adobe~DocumentSericesDestProloSerice 3 HX_H_{' H-’-
’;Te" com.adobe~DocumentSericesLicenseSupportSe K T;’zgw'\frg:ng [EIIENE] ‘Ua i
com.adobe~FontanagerSerice 'E
= J 2| [UseP raximity [falze

£ :om.adobe~HEMEMCMormiService
’;Te" com.adobe~LicenseService

’;Te" com.adobe~PDFManipulation

’;Te" com.adobe~TrustManagerService

’;Te" com.adobe~<MLFormService
Figure 3.46 Config Tool: PoolMax Setting

2. In the PoolMax setting for this entry on the right, you can set the number of pro-
cesses.

3. To change an entry, click New. Then specify the parameter name and the new value,
and confirm with OK.

4. Select the menu path File - Apply Changes.

5. Restart the cluster, for example, via SAP Management Console.

3.5.4 Number of Parallel Print Jobs

When parallelizing print jobs, the individual requests are distributed to parallel pro-
cesses. You can configure the number of jobs to be started simultaneously in SAP Net-
Weaver Administrator under Configuration - Infrastructure. Then follow these steps:
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1. Select the Application Modules link.

2. Select the sap.com~tc~fp~parallelization~ejb.jar module (see Figure 3.47). To find
the module faster, specify “*fp*” as the filter.

3. In the Details EJB Module area, select the Enterprise JavaBean FpXfaRequestProces-
sorBean, and click the Edit button.

4. Select the Properties of the Resource Adapter tab at the bottom right. Change the
maxPoolSize value to the number of jobs to be processed simultaneously by the par-
allelization framework.

5. Save the settings.

Application Modules: Overview Restore Defautt View | ¢9BackForward e Historv | Home | Help | Logoif
Favorites , Related Links , GoTo Support Detsils Search:/|  |[ea]
Overview }' Wieh Dynpro
Module List ElE
Refrest 4 | | [ More Actions 4 [
Marme Type Application <)
kT3 -~
33 commc~esiespmwrmapp~el jar EJB Modle sap.comAcesi-esprwsm~agn
sap comme~fp-adscalejb jar EJB Module sap comAc~fp~adscal
sap.com~e~fp-paralielzation~cjb jar EJB Module sap.comAc~fp~paralelization
sap.com~e~jerimz~wsconnector~eje jar EJB Module Sap.comAc~je~jmx-wsconnector-app
sap.com~e~lemdeployer-cih jar EJB Module sap.comAc-icm~deployer
sap commemim-clemnwarsidregisterjar EJB Module 3ap cOMAc~in~cte~mwarsldregisterapp
3ap com~emim-clemnwarspe~contic jar EJB Module 38p COMAC~iM~Ce~nwarspe~confia_sar
S8 Commcm~cte-scheduler jar EJB Module S8 ComAc~Im~cto~schadulsr_app
sap commcem~clcewsmi~service jar EJB Moule sap comtc~mcto~culstartup_app
sap commto~m~itsam~imr~ejh jar EJB Module sap comtc~mritsam~imr~app =
EJB Module Details EIF
Edtt ] | [ Save || Cancel
Enterprise JavaBeans General Resource Adapter Properties M=
i Resource Adspter Name:
Name Type
kT3 -
A Property |[ Remove Property | || [ Restoreto Default @|
FePersistencemanagerBean Stateless Session
FpPrintRequestBean Steteless Session ®
clestination
FoQueuAsmingesn Staeless Session
destinationType
FrXfaRequestProcessorBiean Message Driven
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maxPaalsize

Figure 3.47 Number of Parallel Print Jobs

3.5.5 Fonts

The ADS installation includes a set of fonts located in the following directory: /usr/sap/
<SID>/J2E/]<instance>/j2ee/os_libs/adssap/FontManagerService/fonts/adobe. To use
additional fonts in the form output, you need to make them available to the Document
Services Font Manager. To do this, copy the fonts to the /usr/sap/<SID>/SYS/global/
AdobeDocumentServices/FontManagerService/fonts/customer directory.
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The following types are supported:
m OpenType (.otf)

= TrueType (.ttf)

m PostScript Type 1 (.pfb, .pfm)

Before the newly installed fonts can be used, two components of ADS must be
restarted. To do this, call up SAP NetWeaver Administrator, and select Operations  Sys-
tems - Start & Stop - Java Services. Start the Document Services Font Manager service.
Then select the Java Applications tab, and click on the Adobe Document Services appli-
cation.

3.5.6 Providing XDC Files for Print Output

To generate form outputs, ADS requires XML Forms Architecture (XFA) Device Config-
uration (XDC) files. These are XML files that describe the printer or the output to it. The
XDC files are located in the /usr/sap/<SID>/SYS/global/AdobeDocumentServices/lib
directory. You can add modified or additional XDC files by copying the files to the XDC/
Customer subdirectory. The delivered XDC files should remain basically unchanged.

For more information on XDC files and the necessary assignment to device types on
the ABAP application server, see Chapter 6, Section 6.3. The report for XDC administra-
tion (program RSPO0022) is also described there, with which you can conveniently
manage XDC files without having to copy them to the operating system level.

3.6 Operating Adobe Document Services

This section covers important aspects for the operation of ADS, including monitoring
individual components and settings, as well as detecting and analyzing errors (logging,
tracing).

3.6.1 Performance Monitoring and Log Configuration

You can find information about the performance behavior of the Java system in the
SAP NetWeaver Administrator Availability and Performance tab. Select the Resource
Monitoring area, and then System Performance Statistics. You can filter ADS calls, for
example, by entering “ADSUser” in the User field (see Figure 3.48). In the Response Time
(ms) column, you can see the response times. You'll also find information about the
memory consumption (Allocated Memory (MB) column).
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3.6 Operating Adobe Document Services
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Figure 3.48 Performance Tracing

Using the Log Configurator available in SAP NetWeaver Administrator, you can config-

ure which components should write how many logs or traces. To obtain precise pro-

cessing information from ADS, proceed as follows:

1. Select the Error Analysis tab, and then Logs and Traces. Then click the Log Configura-

tion link.

2. Inthe Display field, select Trace Locations, and navigate to the ROOT LOCATION - com -

adobe node (see Figure 3.49).
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= [ JROOT LOCATION @ Error Persistierte Konfiguration
| | » @autoLon @ [Eror Geertt von oben
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| - [ com o1 Error Geerbt von oben
W - e All Persistierte Kenfiguration
W . D AdobeDocumentServices. All Geerbt von oben
B « [ AdobeDocumentServicese B Al Geertl von oben
| » [(Jads All Geerbt von ohen
[ ] =[] ADSMBeanworker All Geerbt von oben =l
ROOT LOCATION Bl
Systemkonfiguration ] Fur Instanzkonfiguration
Ziele
rI|':‘| Muster | Anzahl ‘ Grenze
|_| Vog\defaulTrace_00.trc 20 10.485.760

Figure 3.49 Adobe Document Services Tracing
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3. In the Weight column, select the All value, and then click the Copy to Subtree and

Save Configuration buttons.

This results in all subcomponents of ADS writing the maximum number of traces.

Traces can be helpful in troubleshooting and are often required by support. To return
to the default setting, click the Default Configuration button.

You can view log and trace files using the Log Viewer in SAP NetWeaver Administrator:

1. Select the Error Analysis tab, and then select Logs and Traces. Click the Log Viewer

link.

2. Depending on the default settings in your system, the default trace is displayed
next. If this isn’t the case, select View - Open View - System Logs and Traces. Filter

the results by entering “com.adobe” in the Location column.

3.6.2 Error Analysis

In this section, we discuss typical error messages and possible causes for these problem
situations. Using the overview in Table 3.1 you can quickly and easily locate and correct

common configuration errors.

A dialog box specifying the login data
appears.

The message HTTP receive failed with excep-
tion communication_failure appears (possi-
bly as part of a longer error message).

The message HTTP send returned with status
code is displayed (possibly as part of a longer
error message).

The error message contains com.adobe.Pro-
cessingException: Problem accessing data
from Destination....

ADSUser is either locked (refer to Section
3.2.1), or an incorrect password has been
entered in the RFC connection data (Section
3.3.1).

An incorrect PC name or HTTP port was
entered in the RFC connection data (refer to
Section 3.3.1).

An incorrect path was specified in the RFC
connection data (refer to Section 3.3.1).

The ADS_AGENT user is locked or doesn’t have
the required permissions. The ICF services
haven’t been activated. An incorrect PC name
or HTTP port has been entered in the destina-
tion, or the specified password is incorrect
(refer to Section 3.3.2).

Table 3.1 Typical Error Messages When Calling Adobe Document Services and Possible

Causes
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The message com.sap.tc.webdynpro-pdf-
object.core.PDFObjectRuntime-Exception:
Service call exception is displayed (possibly
as part of a longer error message).

ADSUser is locked (refer to Section 3.2.1), or
incorrect information has been entered in
the web service proxy (password, PC name,
HTTP port, or path). The Java PDF object
wasn'’t restarted after configuration changes
were made (refer to Section 3.3.3).

Typically, the stack trace containing the
aforementioned exception includes addi-
tional information from which you can
deduce the cause of the error.

The message User ADSUser doesn’t have
access to method rpData is displayed (possi-
bly as part of a longer error message).

The message com.adobe.ProcessingExcep-
tion: Could not retrieve a password for cre-
dential: ReaderRights appears (possibly as

part of a longer error message).

The message com.adobe.ProcessingExcep-
tion: Not allowed by credential error while
applying usage rights to PDF is displayed
(possibly as part of a longer error message).

The error message contains com.adobe.Pro-
cessingException: Credential login error
while applying usage rights to PDF.

The ADSUser isn’t linked to the ADSCaller
role (refer to Figure 3.6).

The ReaderRights credential hasn’t been con-
figured or has been configured under an
incorrect alias (refer to Section 3.3.4).

The ReaderRights credential has expired
(refer to Section 3.3.4).

The Document Services Trust Manager ser-
vice wasn’t restarted after changes were
made to the configuration (refer to Section
3.3.4).

Table 3.1 Typical Error Messages When Calling Adobe Document Services and Possible

Causes (Cont.)

If you can'’t find a description of your problem in Table 3.1, SAP Note 944221 provides a

procedure on how to locate the problem using test reports.

3.7 Hub Concept

Because ADS runs in a Java-based environment, the installation of an SAP NetWeaver
Java stack is necessary. The application systems that require ADS can be based on either
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ABAP or Java. Most applications (and indeed all those discussed in this book) are devel-
oped in ABAP. Therefore, the installation of the Java stack is always an additional appli-
cation server. This additional effort makes it possible to connect several ABAP systems
to ADS. In addition to the sizing, which must be considered separately, the question of
release dependency between the two stacks basically arises.

SAP positions ADS web services as a hub, which means that they are interoperable with
other systems as a standalone system (as part of SAP NetWeaver AS Java). They also
have their own patch cycle, for example, compared to an ERP system that calls ADS.
Version reconciliation is performed via SAP Solution Manager to ensure that there are
no version problems. However, new functions of ADS that are only available in later
releases can’t be supported, of course. For all application programs, you must therefore
bear in mind that you can’t automatically assume that all ADS functions exist. For this
purpose, SAP provides an availability query every ABAP program should call before
using a new function via the form runtime environment (see Chapter 6) or the ABAP
PDF object (see Chapter 9). Only if the availability query is successful may a function be
used.

This could be done automatically in the background, but it’s not possible to decide in
general whether the desired feature is necessary for the application scenario or only
optional. In the first case, either an error message would be issued or a workaround
would have to be programmed; in the latter case, the function would simply be dis-
pensed with. Therefore, the decision must be made in the respective application pro-
gram. If the release of your ADS is always greater than or equal to the ABAP release, you
can do without this query.

The availability query is implemented using ABAP class CL_FP_FEATURE_TEST, which pro-
vides static method IS _AVAILABLE. The return is a Boolean value that provides informa-
tion about whether the requested feature can be used. The feature itself is passed to the
IS AVAILABLE method. The possible values depend on the release of the ABAP stack and
are listed as attributes of class CP_FP_FEATURE TEST. Table 3.2 shows the values from the
SAP NetWeaver AS ABAP 7.5 release. You probably won'’t use any of these features
directly in your programs. Rather, they are functions that are queried internally, for
example, in Web Dynpro ABAP.

GC JOB_PROFILES Job profiles
GC_CLEAR TEMPLATE CACHE Clear the form buffer
GC_SELF TEST Self-test

GC_ZCI_SCRIPT INJECTION Zero Client Installation (ZCl) script injection

Table 3.2 Features That Can Be Used for Querying

109




3 Installing and Configuring Adobe Document Services

GC_HIGHLIGHT FIELDS ON_ERROR Highlight fields in case of error

GC_ASSEMBLE STITCH

Merge into one PDF document, even for very large

PDFs

GC_NO_DROP_DOWN TO 7CI Don’t send dropdown lists to ZCl

GC_XDC_API XDC API

GC_ZCI GET SET FORM DATA ZCl: High-performance data transfer to the Web Dyn-
pro framework

GC_LAYOUT MIRRORING
GC_RENDER_PDFA1
GC_EXT_PRN_OPTIONS
GC_PDFA_EXT

GC_CAB
GC_DEF_LOCALE

GC_FONT OP

Template mirroring

PDF/A-1

Additional printing options

PDF/A-1b, 2b, 3b, Converter, ZUGFeRD
CAB output

Fallback default locale

Font operations

Table 3.2 Features That Can Be Used for Querying (Cont.)

You may be interested in the PDF/A-1 (GC_RENDER_PDFA1) and job profiles (GC_JOB_PRO-
FILES) features. We explain job profiles in Chapter 6, Section 6.1.3. However, because
they have also been supported by the ADS hub concept since the first version (Release
7.0, SP13), you can dispense with the query. For more information about PDF/A-1, a for-
mat which can be used for archiving PDFs, see Chapter 6, Section 6.5.1.

The basic invocation of the feature test is shown in Listing 3.1.

DATA 1v_flag TYPE abap bool.
DATA 1x_exception TYPE REF TO cx_fp runtime.

TRY.

lv flag = cl fp feature test=>is available(

lv_feature

= ¢l fp feature test=>gc job profiles )

CATCH cx_fp_runtime INTO 1x_exception.
* Error during ADS communication.

ENDTRY.

IF 1v_flag = abap_true.

* 0K

Listing 3.1 Availability Query of an ADS Feature

10

3.8 Summary

The feature test itself accesses a cached version number of ADS and performs a remote

call only in exceptional cases. Therefore, the query isn’t performance critical.

Further Information on the Hub Concept

[«]

The ADS hub concept is also described in the “ADS Hub — Central Installation of Adobe
Document Service” blog post in the SAP Community at http://s-prs.co/v224283.

3.8 Summary

In this chapter, we’ve shown you how to configure the ABAP and Java systems to run
ADS. This is necessary to try out the examples in this book. Furthermore, you've gained
an overview of the individual components of ADS and how they interact. You've gained
knowledge about important aspects of the operation of ADS and can independently

locate and correct typical configuration errors.

In the next chapter, we’ll discuss the structure, interface, and context of a form.

m
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