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Chapter 3 

Installing and Configuring Adobe 
Document Services

In this chapter, we show you how to set up Adobe Document Services 

and prepare it for forms output. Furthermore, you’ll get an overview of 

the scenario-dependent configuration of the runtime components as 

well as optional setting options.

To work with SAP Interactive Forms by Adobe, you need Adobe Document Services

(ADS) in addition to Adobe LiveCycle Designer. These are integrated into SAP Net-

Weaver Application Server Java (SAP NetWeaver AS Java). You also need SAP NetWeaver

Application Server ABAP (SAP NetWeaver AS ABAP) to run other scenarios described in

this book. It’s assumed in the following that the ABAP and Java application servers are

already installed, namely in the versions SAP NetWeaver AS ABAP 7.54 (SAP_BASIS 754)

or higher and SAP NetWeaver AS Java 7.54 or higher.

The installation and configuration of ADS usually isn’t performed by form developers,

but by the Basis team. This chapter shows the special features to be considered for the

installation and operation of ADS as well as the necessary configuration.

3.1    Automatic Configuration

We describe in detail the configuration required to operate ADS in an ABAP environ-

ment in the following sections. It’s important to know the basic concepts to find errors

quickly. This also enables you to adjust the necessary settings in case there are changes

in the system landscape. However, you can also have the configuration performed

automatically. SAP delivers a Central Technical Configuration (CTC) template. This can

be used to set up an ABAP system and a Java system so that ADS can be used directly.

This template can also be called several times, for example, if you want to operate a sec-

ond ABAP system with the same ADS. These ADSs are then operated as a hub (Section

3.7). Some configuration steps can then be omitted because the configuration is based

on a wizard.
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You start the automatic configuration in SAP NetWeaver Administrator using the fol-

lowing steps:

1. Select the Configuration tab and then the Scenarios tab below it (see Figure 3.1).

2. Start the configuration wizard.

3. Select the Configuration of the Adobe document services as a hub entry, and click

the Start button (see Figure 3.2).

The system then guides you through the configuration in 14 steps.

Figure 3.1  SAP NetWeaver Administrator: Configuration
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3.2    Basic Configuration

In this section, we describe the steps required to set up ADS. Here we distinguish

between basic, scenario-dependent, and optional configuration, and then we present

the tools and verification options used for each configuration aspect.

ADS can be called via a web service interface. The exposed functionality is encapsulated

in the PDF object, which is available in both ABAP and Java environments. Conse-

quently, to use ADS, access to the web service must be configured. The following steps

are necessary for this.

3.2.1    Creating a Technical User

First, you create a user in the Java system through which ADS can be called. This user is

usually called ADSUser and is created through the following steps:

1. Start SAP NetWeaver Administrator via the URL http://<server>:<port>/nwa, for

example, http://localhost:50000/nwa, if you’re locally on the Java system. The logon

page opens.

2. Enter “Administrator” as the user name, enter the corresponding password, and

click Log in.

3. In the following dialog, select the Configuration tab, and click the Identity Manage-

ment link (refer to Figure 3.1).

Figure 3.2  Configuring Adobe Document Services with the Configuration Wizard
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4. You’re now in the user administration of the Java system (see Figure 3.3). First check

whether the user ADSUser already exists by entering “ADSUser” in the input field in

Figure 3.3 and clicking the Go button. If the user doesn’t exist, create it using the fol-

lowing steps. If the user already exists, you can check the settings analogously.

5. Click the Create User button.

6. In the next screen, set the password and other technical settings (see Figure 3.4). You

must remember the password because you’ll need it later during the web service

configuration.

7. Enter any name in the Last Name field, as this is a mandatory field. In the Security-

Policy selection field, select the Technical User option.

Figure 3.3  Identity Management (User Administration)

Figure 3.4  Creating User ADSUser
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8. Switch to the Assigned Roles tab (see Figure 3.5). Enter “SAP_ADSCALLER” as the role

on the left of the screen, and click the Go button.

9. Highlight this role in the table, and click Add to assign it to the ADSUser user. Save the

user settings.

To access ADS, the role SAP_ADSCALLER is linked to various applications. You can check

these links in SAP NetWeaver Administrator in Identity Management with these steps:

1. Select Role in the Search Criteria field, and enter “SAP_ADSCALLER” in the input field

to the right. Click the Go button (see Figure 3.6).

Figure 3.5  Role Maintenance in User Administration

Figure 3.6  Linking the Role
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2. The SAP_ADSCALLER role is displayed as a hit. Select this line.

3. In the Details area for role SAP_ADSCALLER, you can see the various applications that

are linked to the role under the Assigned Actions tab. Check whether the selection

matches the representation in Figure 3.6.

The first steps to configure ADS are now complete. You can close SAP NetWeaver Admi-

nistrator via the Logout button.

3.2.2    Web Service Test

The previously described configuration steps enable the password-protected call of

ADS. You can test this using the Web Services Navigator as described in the following

steps:

1. Call the URL http://<server>:<port>/wsnavigator, and log in as administrator with

the appropriate password. Use the same password as before when calling SAP Net-

Weaver Administrator. The Web Services Navigator screen appears (see Figure 3.7).

2. Next to Search Type, select the Provider System radio button, and click the Search

button.

3. From the displayed list of available web services (see Figure 3.8), select AdobeDocu-

mentServicesVi, and confirm with Next.

4. Under Operation, you’ll see the rpData method for testing ADS. Select rpData, and

click Next (see Figure 3.9).

Figure 3.7  Web Services Navigator
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Figure 3.8  Selecting the Web Service

Figure 3.9  Adobe Document Services Testing Method
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5. In the following step, you can still set call parameters for the execution of the

method. However, this isn’t necessary for our test. Click on the Next button.

6. A window for entering the user parameters will appear (see Figure 3.10). Enter the

user “ADSUSER” and the password you chose in the previous section.

7. After clicking OK, you’ll receive the response of the web service call (see Figure 3.11).

You don’t specify any further data in this test and thus can’t simulate correct process-

ing by ADS. You only want to check whether the communication could be established

Figure 3.10  Login for the Web Service Test

Figure 3.11  Result of the Web Service Test
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successfully. Without any data, you’ll see an error message (com.adobe.ProcessingEx-

ception: Required stream: “PDFDocument” not found in request OR its length is zero)

in the Result area, as expected. However, this indicates that the web service call was suc-

cessful—after all, it came from ADS.

3.3    Scenario-Dependent Configuration

In the previous section, we described the basic configuration of ADS required for all sce-

narios. In the following, we’ll now go into the configuration steps required for the dif-

ferent uses. Figure 3.12 shows the components relevant for form processing and

discussed in this book, as well as the communication channels they use.

The web service functions as an interface to ADS. Two different client types access this

interface: the RFC destination (the ABAP application server) and the web service proxy

(the Java application server).

The Simple Object Access Protocol (SOAP) framework enables the creation and use of

web services based on SOAP (for more information, visit http://s-prs.co/v224206).

Both ABAP print programs and applications in Web Dynpro ABAP use the ABAP PDF

object at runtime, which requires a configured remote function call (RFC) connection

to communicate with ADS (the RFC destination). Form scenarios that run on the Java

application server, such as applications in Web Dynpro Java, access the ADS web service

through a proxy (the web service proxy).

There is an additional return channel for the ABAP form runtime: the Internet Commu-

nication Framework (ICF) service. To access this interface, a destination must be config-

ured for ADS. This return channel is used for reloading form templates because these

Figure 3.12  SAP Interactive Forms by Adobe Architecture
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are cached by ADS and read only when needed. In addition, application data and docu-

ments generated by ADS are transferred via this communication path during mass

printing; that is, the web service call itself only contains the control data in these sce-

narios.

3.3.1    Setting Up the RFC Destination

To be able to call ADS from an ABAP application server, an RFC connection must be set

up via Transaction SM59  (Configuration of RFC Connections) as follows:

1. Click the Create button, and enter a name for the connection (see Figure 3.13). The

default connection must be named “ADS”, but other connections can be configured.

The application program controls the ADS call by passing the connection name. For

the connection type, select G HTTP Connection to External Server.

2. On the Technical Settings tab in block Target System Setting, fill in the Host field

with the System name, Port with the HTTP port, and Path Prefix with the path of the

ADS web service (“/AdobeDocumentServices/Config?style=rpc”). After entering the

path, you get a warning that you can skip by pressing (Enter).

Figure 3.13  RFC Connection Configuration
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3. Switch to the Logon & Security tab, and activate the Basic Authentication radio but-

ton. In the User field, enter “ADSUser” and the password you’ve chosen (see Figure

3.14). To finish the configuration, click the Save button.

You can then check the RFC connection using program FP_PDF_TEST_00. The connec-

tion test offered in Transaction SM59 doesn’t work because it doesn’t support SOAP.

Therefore, call Transaction SE38. If you don’t have authorization to do this, you can use

Transaction SA38 to execute it if necessary. Execute program FP_PDF_TEST_00 there,

specifying the RFC connection you’ve configured (ADS in our example). If successful, the

internal version number of ADS is returned.

3.3.2    Setting Up the Destination and Internet Communication 

Framework Service

While ADS is called using SOAP via the RFC connection configured in Transaction SM59,

the actual payload data—such as form template and business data (large amounts of

data in some scenarios)—is transported via a separate HTTP connection. This enables

Figure 3.14  Adobe Document Services Login Procedure
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form template caching by ADS because the call contains only a reference to the tem-

plate used. In addition, a time stamp is used to decide whether an update of the local

cache is necessary or whether the already-cached template can be used. Furthermore,

the separate connection circumvents limitations of SOAP because this protocol wasn’t

designed for the exchange of very large amounts of data. In this section, we’ll discuss

how to set up the HTTP connection, including creating a service user, activating and

testing the relevant ICF services, and creating and testing the destination on the Java

application server.

Create Service User for HTTP Communication

You must create a service user through which the communication between ADS and

the ABAP application server takes place. This user is assigned the role SAP_BC_FPADS_ICF.

First, you need to generate the profile associated with this role, if this hasn’t already

been done in your system, with the following steps:

1. Call Transaction PFCG (Role Maintenance) to display the role.

2. Switch to the Authorizations tab, and click the Display Authorization Data button 

in the Edit Authorization Data and Generate Profiles area (see Figure 3.15).

3. You’ll now see all the permissions assigned to this role and can generate a current

profile using the Generate button.

Figure 3.15  Display Authorization Data in Role Maintenance
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After the profile has been regenerated, you can create the service user:

1. Call Transaction SU01 (User Maintenance). Enter the name “ADS_AGENT”, and click

the Create button.

2. On the Address tab, fill in the Last Name field; it’s recommended to repeat the user

name here.

3. Switch to the Logon Data tab, and select Service as the user type there. In addition,

set a password.

4. Switch to the Roles tab, and assign the SAP_BC_FPADS_ICF role to the user. Finally, click

the Save button (see Figure 3.16).

Role SAP_BC_FP_ICF Is No Longer Required

In older releases, user ADS_AGENT is also still assigned to role SAP_BC_FP_ICF, which was

introduced before SAP_BC_FPADS_ICF. Because the new role contains all authorizations

of the first role, SAP_BC_FP_ICF is no longer needed.

Activate Internet Communication Framework Services

Next, you have to activate the two ICF services that are called by ADS. To do this, call

Transaction SICF (Maintenance of Services), and click the Execute button. Navigate to

the default_host/sap/bc/fp node, and select the Activate Service option from the con-

text menu (see Figure 3.17). Repeat this for the default_host/sap/bc/fpads node.

Test the Service User and the Internet Communication Framework Services

You can test the ICF services that are used to access the ABAP form store, among other

things, using a web browser. You must first determine the PC name and the HTTP port

of the ABAP application server. To do this, call Transaction SICF, click the Run button,

and then select Port Information from the Goto menu. A table is displayed in a dialog

box. In the Protocol column, find the HTTP entry, and note or copy the corresponding

entries in the Hostname and Service columns.

Figure 3.16  Maintain User
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Now start a browser, and enter the following URL: “http://<server>:<port>/sap/bc/fp/

form/layout/FP_TEST_03_TABLE.XDP”. Here, <server> corresponds to the hostname

determined earlier, and <port> corresponds to the service number. You’ll now be

prompted for a user name and password. Enter “ADS_AGENT” here and the password

you specified. After successful authentication, you’ll see an XML file, which is template

FP_TEST_03_TABLE stored in the ABAP form repository in the original language (see

Figure 3.18).

Figure 3.17  Activate ICF Services
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Create a Destination on the Java Application Server

After you’ve configured the ABAP application server for access by ADS, you must create

a destination on the Java application server that refers to the enabled services. The ADS

web services then use this destination to access the ICF service in the ABAP application

server. To do this, follow these steps:

1. Start SAP NetWeaver Administrator, and select the Destinations link on the Config-

uration tab (refer to Figure 3.1).

2. In the next window, List of Destinations, click the Create button to create a new des-

tination.

3. In the Destination Name field, enter “FP_ICF_DATA_<SID>”, replacing <SID> with

the system ID of the ABAP system.

4. Select HTTP in the Destination Type field, and click the Previous button (see Figure

3.19).

5. For the URL field, enter the same server and port in the form http://<server>:<port>

that you used in the connection test (refer to Figure 3.18). However, this time don’t

specify a path, as shown in Figure 3.20.

Figure 3.18  Performing a Test Call of the FP_TEST_03_TABLE Form
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Figure 3.19  Create Destination FP_ICF_DATA_<SID>

Figure 3.20  Connection Settings
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6. Make another entry in the System ID field, and specify the client in which you’ve

configured the ADS_AGENT user in the Client field. Click on the Previous button.

7. In the Authentication field, select Basic (User ID and Password), as shown in Figure

3.21.

8. In the User Name field, enter “ADS_AGENT” and the corresponding password, and

click the Finish button.

Destination Test

The connection test from SAP NetWeaver Administrator generally generates an error

message for this connection because only the PC name and HTTP port are stored in the

URL. The path information to the respective service is only appended at runtime. To be

able to carry out a test nevertheless, it’s advisable to temporarily extend the stored

URL. To do this, append the path /sap/bc/fp/form/layout/FP_TEST_03_TABLE.XDP to

the URL, and click Ping Destination without saving the changes first. If this test could be

executed successfully, the message appears: Successfully connected to HTTP destina-

tion FP_ICF_DATA_<SID> with response code 200. Content type text/html. . . . Then,

click the Cancel button because you’ve attached the path only for a test. This test simu-

lated reading the FP_TEST_03_TABLE form from the ABAP form store.

In addition, you can test this configuration from the ABAP application server as fol-

lows:

1. Call test program FP_CHECK_DESTINATION_SERVICE in Transaction SE38 or Trans-

action SA38.

Figure 3.21  Login Information
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2. There, enter the name of the configured RFC connection (“ADS”), and select the With

Destination Service checkbox.

3. Click Run, and ADS will be called and generate a PDF form. Here the return channel

you configured before will be used. If successful, you’ll get a short informational

message (i.e., . . . bytes transferred).

3.3.3    Configuring the Web Service Proxy

The Java PDF object accesses ADS via a web service proxy. To use applications in Web

Dynpro Java, the proxy must be configured on the respective client system. The call can

be either a local call to the same system or a call to a remote Java application server.

In the following, we assume that the web service proxy isn’t yet configured in your sys-

tem. In any case, it’s important to know the configuration, for example, in case you

need to change the connection. Follow these steps:

1. Start SAP NetWeaver Administrator again, as described earlier in Section 3.2.1.

2. Select the SOA tab, and click the Destination Template Management link (see Figure

3.22).

3. Click the New button to create a new entry.

4. In the following screen, select WSIL in the Destination Type field, and enter “Config-

Port_Document1” in the Destination Name field (see Figure 3.23).

5. Complete the URL field in the form http://<server>:<port>/inspection.wsil, and then

click Next.

6. Now you have to take care of the authentication because every user (also a technical

user) has to log in to the system to access ADS. Under Authentication, select the

HTTP Authentication entry with the User ID/Password (Basic) option, as shown in

Figure 3.24.

7. In the User ID field, enter “ADSUser” with your chosen password.

Figure 3.22  SOA Tab
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Figure 3.23  Create a Web Service Proxy

Figure 3.24  Entering Credentials for the Web Service Proxy
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8. Click the Finish button to complete the configuration and save the changes. Then

click the Back button to return to the SAP NetWeaver Administrator initial screen.

To test the web service proxy, select Operations • Systems • Start & Stop • Java Applica-

tions, and start the tc~wd~pdfobject application. This configuration also allows the Web

Dynpro Java runtime to access ADS.

3.3.4    Configuring the ReaderRights Credential

To create interactive forms, you need a ReaderRights credential, which is a right to use

SAP Interactive Forms by Adobe. To obtain a ReaderRights credential for production

use, see SAP Note 736902. You can also download a ReaderRights credential valid for a

limited time from the SAP download page for developer and trial versions of the SAP

software at http://s-prs.co/v224207. To configure the credential, follow these steps:

1. Go to the website just mentioned, and then search for the keyword “credentials”.

You may need to log in to this page with your S-User. A list of available credentials

for SAP Interactive Forms by Adobe is displayed (see Figure 3.25).

2. Click the link in the Name column for the credential that is relevant to you.

3. Confirm the license agreements, and start the download via the Submit button.

4. In the following step, you can check again if the correct S-User is specified. Then click

on Click here to start your trial!

The download consists of a ZIP archive file (.zip) that contains a password-protected pri-

vate key (credential). The format of the credential file conforms to the Public Key Cryp-

tography Standards (PKCS#12) specification. The file ends in .p12 or .pfx. In addition to

the key, there is a text file (.txt) in the ZIP archive that stores the associated password.

Figure 3.25  Available Credentials for SAP Interactive Forms by Adobe
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To create interactive forms with usage rights, you must configure the ReaderRights cre-

dential. Usage rights are used to enable advanced functionality in Adobe Acrobat

Reader. You configure the key within SAP NetWeaver Administrator. In addition to the

private keys (credentials) for ADS, you can also manage certificates and certificate revo-

cation lists (CRLs) there.

First, open SAP NetWeaver Administrator to configure the ReaderRights credential as

follows:

1. Select the Configuration tab, and then click Infrastructure (see Figure 3.26). There,

click the Adobe Document Services link.

Figure 3.26  Configuration Tab
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2. Next, you’ll see the Document Security tab. Here you manage credentials, certifi-

cates, and revoked certificates, or you can monitor the license status. The applica-

tion also allows you to get started managing job profiles (see Figure 3.27). Select

Credentials in the Show field, and click the Manage P12 Files button.

3. Use the following popup window to load the credential into your system by clicking

the Add New File button (see Figure 3.28).

4. In the dialog that opens, use the Browse button to select the PFX file, and then click

Upload. Close the dialog from Figure 3.28 via the Close button.

5. Now you can configure the credential by clicking the Add New Object button from

Figure 3.27.

6. The dialog shown in Figure 3.29 opens. Select the ReaderRights option, and set the

type in the Type field to P12.

7. In the P12 File dropdown, select your credential.

Figure 3.27  Access to Credentials Management

Figure 3.28  Credentials Management
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8. Under Password and Confirm Password, enter the password you received as part of

the credential (text file in the ZIP file).

9. Close the dialog via the Save button.

Your ADS web services are now configured, and you can use the ReaderRights creden-

tial. Note the validity expiration (Expiry) if this is a test credential (see Figure 3.30).

Figure 3.29  Selecting the ReaderRights Credential

Figure 3.30  Ready Configured Credential: ReaderRights
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To complete the configuration, you must restart the Document Service Trust Manager

service on the Java application server; otherwise, the changes won’t take effect. To do

this, select the Operations tab in SAP NetWeaver Administrator. Under it, select the Sys-

tems area and then the Start & Stop link. Then select Java Services, enter “adobe” under

Service Component Name, and press (Enter). In the list that appears, you can now

select the service and restart it.

You can check the correct installation of the ReaderRights credential using program

FP_TEST_03. Call this test program in Transaction SE38, and select the option X (Inter-

active Form with Additional Usage Rights) for the parameter Form - Interactive. If you

then display the print preview of the form, Adobe Acrobat Reader DC reports that it’s a

fillable form.

3.3.5    Additional Settings for the Remote Function Call Connection

In table FPCONNECT, you can make additional settings for the RFC connection you’ve con-

figured (Section 3.3.1), for example, to optimize performance. To do this, call Transac-

tion SM30  (Table View Maintenance). Enter “FPCONNECT” in the Table/View field, and

click the Maintain button. You can skip the warning message Attention, the table is cli-

ent-independent! that appears.

To add settings for an RFC connection, click the New Entries button. Then enter the

name of the connection in the RFC Destination column (e.g., “ADS”, as shown in Figure

3.31). Under certain circumstances, the RFC connection will also already be displayed to

you, such as when you’ve already called up a form with the same connection. The sys-

tem adjusts table FPCONNECT each time a form is called. In this case, you don’t need to

create a new entry.

The Compl.Bund column enables system-wide control of form bundling. To switch this

on, select the value true. This significantly reduces the runtime of print jobs with many

Figure 3.31  Maintain Table FPCONNECT
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small- or medium-sized forms, provided the print program outputs these forms in one

print job (see Chapter 6, Section 6.7.1). This is a system-wide setting. Alternatively, ABAP

print programs can control form bundling via a parameter.

You can use the Caching column to specify whether the ADS form template should be

cached in the destination cache. This improves performance because the ADS web ser-

vices don’t have to request the template from the ABAP server each time a form is gen-

erated. The system automatically recognizes changes to the form template. In this case,

the updated template is requested and then stored in the destination cache. Note that

caching is turned on by default, so you must set it to false if you want to turn it off.

To save your changes, click the Save button. For the other columns in table FPCONNECT,

it’s recommended to use default values.

3.4    Parallelization Configuration

For the parallelization of print jobs (see Chapter 6, Section 6.8), two web services must

be configured. One service (FpPrintRequestService) is responsible for the actual paral-

lelization, while another service (FpQueueAdminService) is required for administration

and monitoring. The configuration of the web services is done via SOA Manager. To do

this, start Transaction SOAMANAGER , which you can also start directly in the browser

using the following link structure: http://<server>:<port>/sap/bc/webdynpro/sap/

appl_soap_management?saplanguage=EN. Select the Service Administration tab, and

then click the Web Service Configuration link (see Figure 3.32).

Figure 3.32  Transaction SOAMANAGER: Service Administration Tab
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In the following dialog, set Consumer Proxy in the Search criteria area, and enter “FP*”

as the search expression. Click the Search button to display the search results at the

bottom of the screen (see Figure 3.33).

This section will dive further into configuring web services, including testing the con-

nection between web services and using RFCs to connect to ADS.

Client Dependency of the Web Service Connection

Note that the web service connections are client dependent. You must configure the

connection from each client from which parallelization is to be used. As a reminder, the

direct connection to ADS via Transaction SM59 was client independent.

3.4.1    Configure Web Services

We’ll first configure the CO_FP_PRINT_REQUEST web service, which is responsible for the

actual parallelization, with the following steps:

1. Select the CO_FP_PRINT_REQUEST entry from Figure 3.33, shown earlier. The logical

ports configuration appears  (see Figure 3.34). Click the Create button, and select

WSDL-Based Configuration from the drop-down list.

Figure 3.33  List of Relevant Consumer Proxies
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2. In step 1, you can freely assign a name in the Logical Port Name field, for example,

“ADS”. Also enter a Description, and check the Logical Port is Default checkbox (see

Figure 3.35). Then click the Next button.

3. In step 2, leave the WSDL Access Settings at Via HTTP Access (see Figure 3.36). In the

WSDL Location section, specify “http://<server>:<port>/FpPrintRequestService/

FpPrintRequest?wsdl&mode=ws_policy” in the URL for WSDL access field. Here, you

must replace <server> and <port> with the parameters of your Java stack. You can

also find these parameters in the RFC destination to ADS (Section 3.3.1). Continue

with Next.

4. This takes you to step 3, Binding Selection (see Figure 3.37). Click the Next button

again here.

Figure 3.34  Logical Ports Configuration

Figure 3.35  General Settings of the Logical Port
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5. In step 4, you make the security settings (see Figure 3.38). In our case, the sapsp:HTTP-
Basic authentication method is used by default, where securing via user and pass-

word is sufficient. Enter the User Name for ADS (“ADSUser”) and the set password,

and click the Next button.

Figure 3.36  Logical Port Settings (Parallelization)

Figure 3.37  Binding Selection for the WSDL Document
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6. In step 5, HTTPSettings, finish the configuration using the Done button (see Figure

3.39).

You’re returned to the logical port Configurations view, where you can see the ADS log-

ical port you just created (see Figure 3.40).

Now that you’ve configured the web service for parallelization, let’s turn to the second

web service from Figure 3.33, shown earlier. The FpQueueAdminService service is needed

to monitor and manage the jobs. Select the CO_FP_QUEUE_ADMIN entry in the SOA

Manager and perform the same steps for this web service as described in the previous

section. It’s important that you give the logical port the same name, in our case, “ADS”

again.

The crucial difference is in the URL for WSDL Access input field in the WSDL Location

section. The URL for access is for the monitoring service http://<server>:<port>/

FpQueueAdminService/FpQueueAdmin?wsdl&mode=ws_policy. Maintain the security

settings as shown earlier in Figure 3.38, and save your entries. You’ll return to the Web

Service Configuration dialog. There you can now see the two logical ports for paral-

lelization and monitoring.

Figure 3.38  Logical Port Security Settings
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Figure 3.39  HTTP Logical Port Settings

Figure 3.40  Logical Port of Parallelization
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3.4.2    Testing the Connection between Two Web Services

You can use a simple connection test to check whether the web services for paralleliza-

tion can be addressed from the ABAP stack. To do this, select a consumer proxy from

Figure 3.33, shown earlier. You return to the configuration overview. Here, select the

logical port (ADS) you just created, and click the Ping to Web Service button . This

automatically checks whether the technical connection settings are correct, the ser-

vices are available on the Java stack, and whether you’ve entered the security settings

(e.g., user and password) correctly. A success message appears, as shown in Figure 3.41.

3.4.3    Assigning the Logical Port to the Remote Function Call Connection ADS

The connection to ADS is made in the ABAP program via an RFC connection, which usu-

ally has the name ADS. If you choose a different name, you must specify it explicitly in

each application program. To use parallelization, you must define a mapping between

this RFC connection and the logical ports created. You define this mapping in table

FPCONNECT, via which you also make the settings for bundling (Section 3.3.5).

Call this up via the table maintenance in Transaction SM30, click on Maintain, and con-

firm the information regarding client independence with (Enter). Select the connec-

tion entry ADS in the table, and scroll to the right until you see the Logical Port field.

Enter here the name of the logical port you selected in Section 3.4.1 (see Figure 3.42).

Parallelization is basically possible with and without bundling the forms. However, by

bundling, you also reduce the number of calls to ADS, as in the case of sequential pro-

cessing.

Figure 3.41  Successfully Tested Configuration

Figure 3.42  Assign Logical Port
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3.5    Optional Configuration

In this section, we’ll cover other possible ADS settings, including licenses, document

sercurity, service characteristics, parallel print jobs, fonts, and XML Forms Architecture

(XFA) Device Configuration (XDC) files.

3.5.1    Licensing

An additional license is required to create custom interactive forms (see SAP Note

750784). ADS has a component that monitors license-required usage and allows you to

change the license status. To view the corresponding usage data as well as make

changes to the status, start SAP NetWeaver Administrator and the Adobe Document

Services app, as described in the ReaderRights Credentials configuration (Section 3.3.4).

You’ll return to the screen shown earlier in Figure 3.27, and click on the Licensing tab

there.

In Figure 3.43 you can see the number of forms processed on this system, divided into

the following three categories:

� Number of SAP forms 

This number indicates how many forms delivered by SAP (not modified or only min-

imally modified) have been processed. No additional license is required for these

forms.

� Number of customer forms

Customer forms are self-developed interactive forms or SAP forms that have been

fundamentally changed. A fundamental change is considered to be, among other

things, an adjustment of the data binding, which becomes necessary, for example,

when adding new data fields.

� Number of draft forms

Forms that are generated from nonproduction systems or clients aren’t taken into

account when determining the license status.

As soon as customer forms requiring a license have been processed, the status (License

Fulfillment) changes from green to red. If you’ve purchased a license, you can configure

this in the system by clicking the Set System Status button and checking the appropri-

ate box (This system is licensed to use SAP Interactive Forms by Adobe) in the dialog

that appears. This will change the status from red to green again. In addition to display-

ing the license status in the administration interface, ADS writes a log entry if a license

is required but the status hasn’t been configured.

The Customer Forms table at the bottom of the user interface (UI) displays all customer

forms that require a license, as well as additional information such as the SAP system

ID and client from which ADS was called, and the name of the form and calling applica-

tion.
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3.5.2    Document Security: Credentials, Trusted Anchors, and 

Certificate Revocation Lists

ADS can also be used to generate and verify digital signatures. Here, a distinction must

first be made between certification and signature:

� Certification

When a PDF document is certified, it’s provided with an invisible signature that

ensures the integrity of the form; that is, as soon as the PDF document has been tam-

pered with, the certification is recognized as invalid—both in Adobe Reader and by

ADS.

� Signature

In addition, any number of signatures can be added to a document, which can be set

in business processes, for example, in an approval step.

Private keys (credentials), trusted certificates (trusted anchors), and CRLs are required

to use digital signatures, as discussed in the following sections.

Credentials

The PDF object (ABAP and Java) provides various methods both for certification and for

applying signatures. Among other things, these objects allow the key to be specified by

means of a configured alias. However, if these optional parameters aren’t supplied, ADS

uses the following default values:

� DocumentCertification as alias for certification

� ServerSignature as alias for the digital signature

Figure 3.43  Licensing Tab
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The procedure for installing and configuring these and other keys is identical to that

for the ReaderRights credential (Section 3.3.4). Only the correct spelling of the alias and

the entry of a valid password must be observed. As already indicated in the description

of the ReaderRights credential, the Document Services Trust Manager service must also

be restarted for additional keys.

Under Credentials, all registered keys are displayed in a table. ADS checks their expira-

tion dates daily and writes log entries as soon as the current date approaches or

exceeds the expiration date. Consequently, there is no need for the system administra-

tor to regularly check the expiration dates of the keys via this UI; instead, monitoring

the logs is sufficient.

In the Configure Sequence Check area, settings can be made regarding the log entries.

For example, the time of the daily executed verification process can be adjusted. It’s

also possible to specify how many days before a key expires that warnings should be

written to the log file.

Trusted Anchors

ADS enables you to verify signatures in PDF forms. This requires the configuration of

trusted certificates, which are either the public key of a private key used for the signa-

ture or the public key of the issuing authority—a root certificate. These public keys are

managed via the Trusted Anchors field.

You define a list of trusted certificates in your system as follows:

1. In the Adobe Document Services screen, on the Document Security tab (refer to

Figure 3.27), select Trusted Anchors instead of Credentials in the Show dropdown.

You can use the Manage CER Files button to load the .cer file for the trusted anchors

into the system in the same way as for the ReaderRights credential.

2. After that, you can select this file using the Add New Object button.

3. Use the indicators next to Trusted For to determine what the certificate should be

used for (see Figure 3.44):

– Signatures and as a Trusted Entry Point

Use this option to control whether the certificate should be used to validate signa-

tures.

– Certified Documents

If the public key is to be used to verify certified PDF forms, this flag must be

enabled.

– Embedded High Privilege JavaScript

Interactive forms may contain JavaScript instructions. Use this flag to specify

whether such PDF forms are also trusted if they are certified. You can select this

option only if you’ve also enabled the Certified Documents flag.
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4. By clicking the Save button you finish the registration of the public key. Afterwards,

it will appear in the Trusted Anchors table.

5. Then restart the Document Services Trust Manager service. Proceed in the same way

as described for the ReaderRights credential (Section 3.3.4). After that, the list of

trusted certificates is active in your system.

List of Revoked Certificates (Certificate Revocation Lists)

With the help of revoked certificate lists, keys that were originally classified as trusted

can be subsequently marked as invalid. You also manage these lists on the Document

Security tab, but select Revoked Certificate List to specify revoked certificates. Analo-

gous to the ReaderRights credential and trusted anchors, you must load the CRL into

the system via the Manage CRL Files button. Use the Add New Object button to access

the selection of available CRLs (see Figure 3.45).

Figure 3.44  Managing Trusted Anchors

Figure 3.45  List of Revoked Certificates
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In addition, fill in the URL field. This is a unique identifier contained in keys (crldp field)

that can be retracted via this list. Typically, the list of revoked certificates can also be

retrieved via this URL.

To complete the registration, click the Save button. The list now appears in the List of

Revoked Certificates table. After configuring revoked certificate lists, the Document

Services Trust Manager service must be restarted.

Secure Sockets Layer Connection Configuration

To work with certifications and signatures, the ADS web service must be accessed via a

Secure Sockets Layer (SSL) connection. Detailed instructions for performing the neces-

sary configuration steps can also be found in the SAP Help Portal. There, navigate to the

Adobe Document Services Configuration Guide (http://s-prs.co/v224282). Choose Con-

figuration of Communication Security • Configuration of the Web Service SSL Connec-

tion for a description of the SSL configuration.

3.5.3    Service Characteristics

Other important ADS properties need to be set as well: the size of the destination cache

for buffering forms, the number of processes that can process documents in parallel,

and the number of parallel jobs that can be used to parallelize print jobs. We’ll discuss

these in the following sections.

Destination Cache

As mentioned in Section 3.3.2, the ADS web services have a local cache where, among

other things, form templates are stored. To modify the size of this cache, call up Adobe

Document Services again in SAP NetWeaver Administrator under Configuration • Infra-

structure. Select the Caches tab. The current size of the cache is displayed there in

megabytes. The default value is 4 MB.

You can change the value via the Configure Destination Cache button. If you’re using

very large form templates or forms in many different languages, we recommend

increasing this value so that the cache can be used optimally. The other two buttons,

Reset Destination Cache and Reset PDF Cache, can be useful if you ever need to reset

the cache. This should normally not be necessary. In the event of an error, for example,

if a form change doesn’t appear in the finished document, you can clear the buffer

manually here.

Adjust PoolMax Value for Parallel Processing

There is a PoolMax property for each XML Form Module service. This property specifies

how many documents can be processed in parallel. The XML Form Module service
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generates PDF documents and print forms and has a default value of “4”. If you send

many parallel requests to ADS and have a PC with multiple processors, you can increase

this value to achieve optimum utilization of resources.

You can’t make the setting via SAP NetWeaver Administrator. Instead, start the Config

Tool on the operating system level under the path /usr/sap/<SID>/J<instance>/j2ee/

configtool/configtool.bat (or sh), and follow these steps:

1. Open the tree structure under services. You’ll find the com.adobe~XMLFormService

service there (see Figure 3.46).

2. In the PoolMax setting for this entry on the right, you can set the number of pro-

cesses.

3. To change an entry, click New. Then specify the parameter name and the new value,

and confirm with OK.

4. Select the menu path File • Apply Changes.

5. Restart the cluster, for example, via SAP Management Console.

3.5.4    Number of Parallel Print Jobs

When parallelizing print jobs, the individual requests are distributed to parallel pro-

cesses. You can configure the number of jobs to be started simultaneously in SAP Net-

Weaver Administrator under Configuration • Infrastructure. Then follow these steps:

Figure 3.46  Config Tool: PoolMax Setting

2242.book  Seite 103  Montag, 21. März 2022  7:30 19



3 Installing and Configuring Adobe Document Services

104

1. Select the Application Modules link.

2. Select the sap.com~tc~fp~parallelization~ejb.jar module (see Figure 3.47). To find

the module faster, specify “*fp*” as the filter.

3. In the Details EJB Module area, select the Enterprise JavaBean FpXfaRequestProces-

sorBean, and click the Edit button.

4. Select the Properties of the Resource Adapter tab at the bottom right. Change the

maxPoolSize value to the number of jobs to be processed simultaneously by the par-

allelization framework.

5. Save the settings.

3.5.5    Fonts

The ADS installation includes a set of fonts located in the following directory: /usr/sap/

<SID>/J2E/J<instance>/j2ee/os_libs/adssap/FontManagerService/fonts/adobe. To use

additional fonts in the form output, you need to make them available to the Document

Services Font Manager. To do this, copy the fonts to the /usr/sap/<SID>/SYS/global/

AdobeDocumentServices/FontManagerService/fonts/customer directory.

Figure 3.47  Number of Parallel Print Jobs
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The following types are supported:

� OpenType (.otf)

� TrueType (.ttf)

� PostScript Type 1 (.pfb, .pfm)

Before the newly installed fonts can be used, two components of ADS must be

restarted. To do this, call up SAP NetWeaver Administrator, and select Operations • Sys-

tems • Start & Stop • Java Services. Start the Document Services Font Manager service.

Then select the Java Applications tab, and click on the Adobe Document Services appli-

cation.

3.5.6    Providing XDC Files for Print Output

To generate form outputs, ADS requires XML Forms Architecture (XFA) Device Config-

uration (XDC) files. These are XML files that describe the printer or the output to it. The

XDC files are located in the /usr/sap/<SID>/SYS/global/AdobeDocumentServices/lib

directory. You can add modified or additional XDC files by copying the files to the XDC/

Customer subdirectory. The delivered XDC files should remain basically unchanged.

For more information on XDC files and the necessary assignment to device types on

the ABAP application server, see Chapter 6, Section 6.3. The report for XDC administra-

tion (program RSPO0022) is also described there, with which you can conveniently

manage XDC files without having to copy them to the operating system level.

3.6    Operating Adobe Document Services

This section covers important aspects for the operation of ADS, including monitoring

individual components and settings, as well as detecting and analyzing errors (logging,

tracing).

3.6.1    Performance Monitoring and Log Configuration

You can find information about the performance behavior of the Java system in the

SAP NetWeaver Administrator Availability and Performance tab. Select the Resource

Monitoring area, and then System Performance Statistics. You can filter ADS calls, for

example, by entering “ADSUser” in the User field (see Figure 3.48). In the Response Time

(ms) column, you can see the response times. You’ll also find information about the

memory consumption (Allocated Memory (MB) column).
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Using the Log Configurator available in SAP NetWeaver Administrator, you can config-

ure which components should write how many logs or traces. To obtain precise pro-

cessing information from ADS, proceed as follows:

1. Select the Error Analysis tab, and then Logs and Traces. Then click the Log Configura-

tion link.

2. In the Display field, select Trace Locations, and navigate to the ROOT LOCATION • com •

adobe node (see Figure 3.49).

Figure 3.48  Performance Tracing

Figure 3.49  Adobe Document Services Tracing
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3. In the Weight column, select the All value, and then click the Copy to Subtree and

Save Configuration buttons.

This results in all subcomponents of ADS writing the maximum number of traces.

Traces can be helpful in troubleshooting and are often required by support. To return

to the default setting, click the Default Configuration button.

You can view log and trace files using the Log Viewer in SAP NetWeaver Administrator:

1. Select the Error Analysis tab, and then select Logs and Traces. Click the Log Viewer

link.

2. Depending on the default settings in your system, the default trace is displayed

next. If this isn’t the case, select View • Open View • System Logs and Traces. Filter

the results by entering “com.adobe” in the Location column.

3.6.2    Error Analysis

In this section, we discuss typical error messages and possible causes for these problem

situations. Using the overview in Table 3.1 you can quickly and easily locate and correct

common configuration errors.

Error When Calling ADS from the ABAP 

Application Server

Possible Cause

A dialog box specifying the login data 

appears.

ADSUser is either locked (refer to Section 

3.2.1), or an incorrect password has been 

entered in the RFC connection data (Section 

3.3.1).

The message HTTP receive failed with excep-

tion communication_failure appears (possi-

bly as part of a longer error message).

An incorrect PC name or HTTP port was 

entered in the RFC connection data (refer to 

Section 3.3.1).

The message HTTP send returned with status 

code is displayed (possibly as part of a longer 

error message).

An incorrect path was specified in the RFC 

connection data (refer to Section 3.3.1).

The error message contains com.adobe.Pro-

cessingException: Problem accessing data 

from Destination....

The ADS_AGENT user is locked or doesn’t have 

the required permissions. The ICF services 

haven’t been activated. An incorrect PC name 

or HTTP port has been entered in the destina-

tion, or the specified password is incorrect 

(refer to Section 3.3.2).

Table 3.1  Typical Error Messages When Calling Adobe Document Services and Possible 

Causes
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If you can’t find a description of your problem in Table 3.1, SAP Note 944221 provides a

procedure on how to locate the problem using test reports.

3.7    Hub Concept

Because ADS runs in a Java-based environment, the installation of an SAP NetWeaver

Java stack is necessary. The application systems that require ADS can be based on either

Error When Calling ADS from Java 

Application Server

Possible Cause

The message com.sap.tc.webdynpro-pdf-

object.core.PDFObjectRuntime-Exception: 

Service call exception is displayed (possibly 

as part of a longer error message).

ADSUser is locked (refer to Section 3.2.1), or 

incorrect information has been entered in 

the web service proxy (password, PC name, 

HTTP port, or path). The Java PDF object 

wasn’t restarted after configuration changes 

were made (refer to Section 3.3.3).

Typically, the stack trace containing the 

aforementioned exception includes addi-

tional information from which you can 

deduce the cause of the error.

General Errors When Calling ADS Possible Cause

The message User ADSUser doesn’t have 

access to method rpData is displayed (possi-

bly as part of a longer error message).

The ADSUser isn’t linked to the ADSCaller 

role (refer to Figure 3.6).

The message com.adobe.ProcessingExcep-

tion: Could not retrieve a password for cre-

dential: ReaderRights appears (possibly as 

part of a longer error message).

The ReaderRights credential hasn’t been con-

figured or has been configured under an 

incorrect alias (refer to Section 3.3.4).

The message com.adobe.ProcessingExcep-

tion: Not allowed by credential error while 

applying usage rights to PDF is displayed 

(possibly as part of a longer error message).

The ReaderRights credential has expired 

(refer to Section 3.3.4).

The error message contains com.adobe.Pro-

cessingException: Credential login error 

while applying usage rights to PDF.

The Document Services Trust Manager ser-

vice wasn’t restarted after changes were 

made to the configuration (refer to Section 

3.3.4).

Table 3.1  Typical Error Messages When Calling Adobe Document Services and Possible 

Causes (Cont.)
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ABAP or Java. Most applications (and indeed all those discussed in this book) are devel-

oped in ABAP. Therefore, the installation of the Java stack is always an additional appli-

cation server. This additional effort makes it possible to connect several ABAP systems

to ADS. In addition to the sizing, which must be considered separately, the question of

release dependency between the two stacks basically arises.

SAP positions ADS web services as a hub, which means that they are interoperable with

other systems as a standalone system (as part of SAP NetWeaver AS Java). They also

have their own patch cycle, for example, compared to an ERP system that calls ADS.

Version reconciliation is performed via SAP Solution Manager to ensure that there are

no version problems. However, new functions of ADS that are only available in later

releases can’t be supported, of course. For all application programs, you must therefore

bear in mind that you can’t automatically assume that all ADS functions exist. For this

purpose, SAP provides an availability query every ABAP program should call before

using a new function via the form runtime environment (see Chapter 6) or the ABAP

PDF object (see Chapter 9). Only if the availability query is successful may a function be

used.

This could be done automatically in the background, but it’s not possible to decide in

general whether the desired feature is necessary for the application scenario or only

optional. In the first case, either an error message would be issued or a workaround

would have to be programmed; in the latter case, the function would simply be dis-

pensed with. Therefore, the decision must be made in the respective application pro-

gram. If the release of your ADS is always greater than or equal to the ABAP release, you

can do without this query.

The availability query is implemented using ABAP class CL_FP_FEATURE_TEST, which pro-

vides static method IS_AVAILABLE. The return is a Boolean value that provides informa-

tion about whether the requested feature can be used. The feature itself is passed to the

IS_AVAILABLE method. The possible values depend on the release of the ABAP stack and

are listed as attributes of class CP_FP_FEATURE_TEST. Table 3.2 shows the values from the

SAP NetWeaver AS ABAP 7.5 release. You probably won’t use any of these features

directly in your programs. Rather, they are functions that are queried internally, for

example, in Web Dynpro ABAP.

Feature Description

GC_JOB_PROFILES Job profiles

GC_CLEAR_TEMPLATE_CACHE Clear the form buffer

GC_SELF_TEST Self-test

GC_ZCI_SCRIPT_INJECTION Zero Client Installation (ZCI) script injection

Table 3.2  Features That Can Be Used for Querying
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You may be interested in the PDF/A-1 (GC_RENDER_PDFA1) and job profiles (GC_JOB_PRO-
FILES) features. We explain job profiles in Chapter 6, Section 6.1.3. However, because

they have also been supported by the ADS hub concept since the first version (Release

7.0, SP13), you can dispense with the query. For more information about PDF/A-1, a for-

mat which can be used for archiving PDFs, see Chapter 6, Section 6.5.1.

The basic invocation of the feature test is shown in Listing 3.1.

DATA lv_flag TYPE abap_bool.
DATA lx_exception TYPE REF TO cx_fp_runtime.
TRY.
lv_flag = cl_fp_feature_test=>is_available(

lv_feature = cl_fp_feature_test=>gc_job_profiles )
CATCH cx_fp_runtime INTO lx_exception.
* Error during ADS communication.
ENDTRY.
IF lv_flag = abap_true.
* OK…
.

Listing 3.1  Availability Query of an ADS Feature

GC_HIGHLIGHT_FIELDS_ON_ERROR Highlight fields in case of error

GC_ASSEMBLE_STITCH Merge into one PDF document, even for very large 

PDFs

GC_NO_DROP_DOWN_TO_ZCI Don’t send dropdown lists to ZCI

GC_XDC_API XDC API

GC_ZCI_GET_SET_FORM_DATA ZCI: High-performance data transfer to the Web Dyn-

pro framework

GC_LAYOUT_MIRRORING Template mirroring

GC_RENDER_PDFA1 PDF/A-1

GC_EXT_PRN_OPTIONS Additional printing options

GC_PDFA_EXT PDF/A-1b, 2b, 3b, Converter, ZUGFeRD

GC_CAB CAB output

GC_DEF_LOCALE Fallback default locale

GC_FONT_OP Font operations

Feature Description

Table 3.2  Features That Can Be Used for Querying (Cont.)
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3.8 Summary

3

The feature test itself accesses a cached version number of ADS and performs a remote

call only in exceptional cases. Therefore, the query isn’t performance critical.

Further Information on the Hub Concept

The ADS hub concept is also described in the “ADS Hub – Central Installation of Adobe

Document Service” blog post in the SAP Community at http://s-prs.co/v224283.

3.8    Summary

In this chapter, we’ve shown you how to configure the ABAP and Java systems to run

ADS. This is necessary to try out the examples in this book. Furthermore, you’ve gained

an overview of the individual components of ADS and how they interact. You’ve gained

knowledge about important aspects of the operation of ADS and can independently

locate and correct typical configuration errors.

In the next chapter, we’ll discuss the structure, interface, and context of a form.
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