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Chapter3
Post-Installation Steps

After installing the SAP Access Control add-on and its plug-in compo-
nents, the next essential step is to perform the initial configuration.
Configuring SAP Access Control is mandatory, as the solution cannot be
utilized without configuration. This chapter will guide you through the
post-installation process to set up the system for effective use.

This chapter provides post-installation support with step-by-step instructions starting
from quickly checking the add-ons/plug-ins and performing the initial configuration,
including activating the applications, setting up the connectors, configuring parame-
ters, configuring multistage multipath (MSMP), etc. Note that post-installation steps
are usually a one-time requirement and don’t require configuring multiple times (like
connector-specific configurations). In this chapter, we’ll walk you through the steps for
setting up SAP Access Control.

3.1 Quick Checks

Before you proceed further with the configuration, ensure that the following compo-
nents are installed in your SAP Governance, Risk and compliance (SAP GRC) system:
®m SAP NetWeaver 7.52 SPOO: Foundation application layer on SAP GRC system
GRCFND_A v1200: Add-on installation on the SAP GRC system
UIGRACO1 100: SAP Fiori Ul component on frontend system (optional)
® SAP Enterprise Portal 7., versions 7.02 through 7.31 (optional)

The target systems should have the following components:

= GRCPINW v1200 or v1100 (SAP GRC NW PLUGIN), which provides SAP Access Control
integration with non-human resources (HR) enterprise resource planning (ERP)
functions

GRCPIERP v1100 (SAP GRC 10.1 Plug-in ERP), which provides SAP Access Control inte-
gration with HR functions in an ERP and also works for SAP GRC 12.0 solutions too

We recommend using the Software Provisioning Manager (for a new installation) or
the Software Update Manager (for a system update) in combination with the mainte-
nance planner to download, install, and update product versions.
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3.2 Initial Configuration

Before starting with the configuration, note that configuration tasks are divided into
three major phases, as detailed in Table 3.1.

Initial configuration Usually performed during the One time
initial setup of the SAP Access
Control system

Connector specific Can be a repetitive configura- When a requirement exists to
tion whenever a new systemis  add a new system to SAP
connected to an SAP Access Access Control

Control system

Component specific For configuring the application =~ Almost one-time, unless a
according to business require- request arises from the busi-
ments, using a business ness to change a functionality

requirement document (BRD)
or a blueprint document as a
base for the configuration

Table 3.1 Types of Configuration in SAP Access Control

Since this chapter is specific to post-installation steps, various activities that must be
performed as a part of the initial configuration are covered. Subsequent chapters will
discuss connector-specific configuration and component specific configurations.

In this section, we’ll outline the steps for the initial configuration of the SAP Access
Control application, such as activating applications and services, Internet Communica-
tion Framework (ICF) services, Internet Communication Manager (ICM) services, busi-
ness configuration (BC) sets, and SAP-delivered roles; defining business processes and
subprocesses; and maintaining plug-in parameters and user exits.

3.2.1 Activating Applications and Services

The first step is activating the application. By default, the SAP Access Control, SAP Pro-
cess Control, and SAP Risk Management applications are delivered with the GRCFND _
A component (GRC Foundation ABAP).

To activate SAP Access Control, follow these steps:

1. Log on to the SAP Access Control system.

2. Execute Transaction SPRO.
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3. Navigate to SAP Reference IMG « Governance, Risk and Compliance » General Settings »
Activate Applications In Client.

4. Ifthe table lacks entries, click the New Entries button. Then, add the GRC-AC app and
select the Active checkbox, as shown in Figure 3.1.

Change View "Active Applications In Client": Overview

v v Gf’lNewEntriesl B O © i 8% 8% cancel (% (T (] (i

Active Applications In Client
App Active
[] GRC-AC v ¥ .

Figure 3.1 Activating Applications in the Client Configuration

5. Click the Save button to save the configuration.

With GRCFND_A, only GRC-AC can be utilized without any additional add-ons. To use
GRC-PC or GRC-RM, you'll need to install the relevant add-ons/content. Also remember
that licensing requirements are different for these applications.

Note

Application activation is a configuration setting in Transaction SPRO that must be cap-
tured in a transport request and imported into other systems in the landscape. This
approach eliminates the need for administrators to perform the same configuration
repetitively because settings are automatically applied to subsequent systems.

3.2.2 Activating Internet Communication Framework Services

The next step is to activate ICF services using Transaction SICF. ICF services include
Web Dynpro or Open Data Protocol (OData) components that you must activate. These
components are required for your web-based applications to work. Since SAP Access
Control uses SAP Business Client screens (HTTP) or SAP Fiori screens (OData), a
required step is to activate the respective services. Services related to SAP Access Con-
trol are inactive by default after an installation or an upgrade.

The three main ICF service groups that must be activated are bc, public, and grc. To acti-
vate these services, follow these steps:

1. Execute Transaction SICF.

2. Right-click the specific service node and click Activate, as shown in Figure 3.2.
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Virtual Hosts / Services Documentation Reference Service
‘ﬁ_l default_host VIRTUAL DEFAULT HOST
sap SAP NAMESPACE; SAP IS OBLIGED NOT TO D...

4 @ option RESERVED SERVICES AVAILABLE GLOBALLY

4 @ public PUBLIC SERVICES

%] ap Application Platform

¥ %8| be BASIS TREE (BASIS FUNCTIONS)

* %@l bpcweb bpe 10.0 restful web services

» [&@ bw BW

- [ bw4 BW4

» [&8) EPM_BPC EPM BPC

v [ es Enterprise Search

v ) grc SAP GRC (Governance, Risk, and Compliance) C...

v ) gw gateway subnode

* %] iwbep Business Suite Enablement node for Gateway

* %2 meData meData synchronization Service

» [ opu OData for SAP Products

. . resources Handling REST Services from StreamWork

Figure 3.2 Transaction SICF Service Node Activation

3. When you choose Activate, you should see the options/buttons shown in Figure 3.3.
- Yes
Will activate only the selected service or node; subnodes are not activated.
— Yes (with node)
Will activate the selected service or node along with the services in subnodes, if any.
- Info
Shows information about the service.

— Cancel
Cancels the operation.

[E Activation of ICF Services

Do you want to activate service
/default_host/sap/bc/abap/demo?

[ Yes ”ﬂ' Yes H Info " k1 Cancel

Figure 3.3 ICF Service Activation

4. To activate only the specific node, choose Yes. If you choose the second button (Yes
with the node icon), the entire group will be activated, including the services avail-
able in subnodes too. If you have many nodes that need to be activated, we recom-
mend clicking the second button.

3.2 Initial Configuration

Note

Once a service is activated, you can right-click it and choose Test Service, as shown in
Figure 3.4.
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Define Services
Create Host/Service %’ m’ ﬁ] =pExternal Aliases I ﬁ IhSystem Monitor Active T:g

Filter Details
Virtual Host Service Path

ServiceName

Description
New Sub-Element =
Lang. Ref.Service:

Display Service —
F Apply . Fine-Tune
Delete Service

Rename Service

Activate Service
VirtEaI Hosts / Servic Deactivate Service Reference Service
= IC. default_host - HOST
~ 5 sap Lt gevlss AP IS OBLIGED NOT TO DELI
+ (& option Referebices to Service 'S AVAILABLE GLOBALLY
+ & public Obj. Directory Entry
P cut
be - FUNCTIONS)
« [l 11111 Copy
abap Paste pundation ABAP
. @/ Mo for ice
S demo_apc Demo WebSocket for APC
. demo_apc_pcp Demo WebSocket for APC with Push Channel Prot:
. demo_mime Demo for HTTP Service with MIME Object
. demo_post Demo for HTTP Service with POST
. docu Documents of the ABAP Keyword Documentation
. toolsdocu ABAP Development Tools: ABAP Long Text Repos
+ &g adt ABAP Development Tools
¥ apc ABAP Push Channel Framework

Figure 3.4 Test Service Option

Additionally, services can be deactivated by right-clicking and choosing the Deactivate
Service option, as shown in Figure 3.5.

Define Services |
Create Host/Service %% T & pExternal Aliases I . [ System Monitor Active 2

Filter Details
Virtual Host ] servicepath
ServiceName
Description
Lang. New Sub-Element | = |Ref Service:

Delete Service

Rename Service
Virtual Hosts / Se Activate Service Reference Service
- I default_hos ~ Deactivate Se%ioe LT HOST
) sap Test Service ; SAP IS OBLIGED NOT TO DELI
: 8 opgl?n References to Service CES AVAILABLE GLOBALLY
public
- [@ ap Obj. Directory Entry -
Cut BIS FUNCTIONS)
Copy
bap oot Foundation ABAP
U de st rvice
= demo_apc Demo WebSocket for APC
. demo_apc_pcp Demo WebSocket for APC with Push Channel Prot:
- lemo_mime mo Tor rvice wi
(68 d i Demo for HTTP Servi ith MIME Object
- lemO_post mo Tfor rvice wi
@) d post Demo for HTTP Servi ith POST
U docu Documents of the ABAP Keyword Documentation
) toolsdocu ABAP Development Tools: ABAP Long Text Repos
g adt ABAP Development Tools
4 apc ABAP Push Channel Framework

Figure 3.5 Deactivate Service Option
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3.2 Initial Configuration

3.2.3 Activating Internet Communication Management Services

ICM is the component of the SAP NetWeaver Application Server that receives and sends
web requests in HTTP, HTTPS, and Simple Mail Transfer Protocol (SMTP). During the
initial configuration, the required services (i.e., HTTP, HTTPS, and SMTP) can be added
manually with a timeout setting of 300 seconds (minimum).
To activate ICM services, follow these steps:

Log on to the SAP Access Control system.
. Execute Transaction SMICM.
. Click Go to Menu and click Services or press [Shift]+[F1].

. Click the Service menu option and click Create.

voR W N e

. Maintain the New Service Port and Protocol fields, as well as other details, and click
the Create button, as shown in Figure 3.6.

6. Once the services (HTTP, HTTPS, and SMTP) are created, you may proceed with the
other configuration.

[ Define New Service X

New Service Port 8080

Bind to Host Name

Protocol HTTP
ACL File

Keep Alive (in Sec.) 15

Max. Processing Time 15

SSL Client Verification 1 Opticnal
TCP URL

| |Use External Binding Program

(sJE3

Figure 3.6 Creating a New Service

The services added manually in Transaction SMICM will be automatically deleted during
a system restart. Thus, you should add them directly to the RZ10 profile parameters.

To add these parameters, follow these steps:

Log on to the SAP Access Control system.
Execute Transaction RZ10.
Select the DEFAULT profile from the Profile field.

. Select the Extended maintenance radio button under Edit Profile.

Vo W e

Click Change, as shown in Figure 3.7.

56

Profile | DEFAULT ' (  Default Profile )
Version 000015 ( | Saved, activated )
Edit Profile

(" Administrative Data

(' Basic maintenance

() Extended maintenance

IGE{* Display " v Change

Figure 3.7 RZ10 Profile Parameters

Choose OK (checkmark icon) when prompted with a warning.
Click the Create Parameter button.
Enter “icm/server_port_0” in the Parameter name field or select from the list.

In the Parameter val. fields, enter “PROT=HTTP,” “PORT=<port number>,” “TIME-
OUT=300,” and “PROCTIMEOUT=300,” as shown in Figure 3.8.

10. Click Save to save these changes.

© © N o

Parameter name: Status Seq. no.

icm/server_port ' |active | [ 1

Parameter val.:
PROT=HTTP
PORT=8000|
TIMEOUT=300

Figure 3.8 Service Entry in RZ10 Profile Parameters

Note

The parameter ICM/SERVER PORT <XX> must be added with the right values. For the
port number, you may check with your infrastructure management/Basis teams since
ports are opened/configured at the networking layer. Additionally, the TIMEOUT and
PROCTIMEOUT parameter values should be at least 300 (seconds). However, you can use
values greater than 300 as well. You should set this value based on your system
resources.

11. Once the parameters are configured, you may need to reboot the SAP Access Con-
trol system to activate these changes.
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Note

The email setup (configured in Transaction SCOT) should also be performed to set up
SAP Access Control notifications.

3.2.4 Activating Business Configuration Sets

BC sets are prepackaged snapshots of customization settings that can be used as tem-
plates and that can be activated quickly. SAP shares lists of relevant customizations in
BC sets. When a BC set is created, the values from the original customizing tables are
copied into BC sets. When you activate this BC set in another system, the values stored
in the BC set are copied to corresponding customizing tables of the system. This
approach makes customization easy.

SAP Access Control 12.0 BC sets start with “GRAC,” and around 30 BC sets are relevant
to SAP Access Control. Table 3.2 contains the complete list of available BC sets.

3.2 Initial Configuration

GRAC_ACCESS_REQUEST APPL_MAPPING

GRAC_ACCESS_REQUEST EUP
GRAC_ACCESS_REQUEST PRIORITY
GRAC_ACCESS REQUEST REQ TYPE
GRAC DT REQUEST DISPLAY SECTIONS
GRAC_DT_REQUEST FIELD LABLES
GRAC DT REQUEST PAGE_SETTINGS
GRAC_RA_RULESET_COMMON
GRAC_RA_RULESET ISU COMMON
GRAC_RA_RULESET JDE

GRAC_RA RULESET ORACLE
GRAC_RA_RULESET PSOFT

GRAC_RA RULESET SAHANA ALL
GRAC_RA_RULESET S4HANA CORE

GRAC_RA_RULESET S4HANA FIORI
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BC Set for Access Request - Application Function
mapping

BC Set for Access Request - End User Personalization
BC Set for Access Request - Priority

BC Set for Access Request - Request Type
Simplified Access Request Display Sections
Simplified Access Request Field Labels
Simplified Access Request Page Settings
Rule Set for Common rules

ISU Ruleset Common

BC Set for AC Rules for JDE

BC Set for AC Rules for ORACLE

BC Set for AC Rules for PeopleSoft
S4HANA and Fiori Apps Both

S4HANA Core Ruleset

S4HANA Ruleset for Fiori Apps Only

Table 3.2 BC Sets for SAP Access Control 12.0

GRAC RA RULESET SAP_APO BC Set for AC Rules - SAP APO
GRAC_RA RULESET_SAP_BASIS BC Set for AC Rules - SAP BASIS
GRAC_RA RULESET SAP CRM BC Set for AC Rules - SAP CRM
GRAC_RA RULESET_SAP_ECCS BC Set for AC Rules - SAP ECCS
GRAC _RA RULESET SAP_HANA BC Set for AC Rules - SAP HANA
GRAC_RA RULESET_SAP_HR BC Set for AC Rules for SAP HR
GRAC RA RULESET SAP ISU SAP IS-Utilities Rule Set
GRAC_RA_RULESET_SAP_NHR BC Set for SAP R3 less HR BASIS
GRAC _RA RULESET SAP R3 BC Set for AC Rules for SAP R3
GRAC_RA RULESET_SAP_SRM BC Set for AC Rules for SAP SRM
GRAC_ROLE_MGMT _LANDSCAPE BC Set for Business Roles Landscape

BC Set for Role Management Methodology Process
and Steps

GRAC ROLE_MGMT METHODOLOGY

GRAC_ROLE_MGMT PRE REQ TYPE BC Set for Role Management Pre-Requisite Types

GRAC ROLE_MGMT ROLE STATUS BC Set for Role Management Role Status
GRAC_ROLE_MGMT SENTVITY BC Set for Role Management Sensitivity Level
GRAC ROLE_SEARCH CONFIGURATION Role Search Attributes Configuration

GRC_MSMP_CONFIGURATION BC Set for MSMP Workflow Configuration

GRAC SPM CRITICALITY LEVEL Criticality Level

Table 3.2 BC Sets for SAP Access Control 12.0 (Cont.)

Note

You may find other BC sets in the list. However, only the BC sets that start with “GRAC”
are relevant for SAP Access Control.

You are not required to activate all the BC sets. For example, if you're not connecting to
a JD Edwards system, you can skip the activation of the GRAC RA RULESET IDE BC set.
While activating ruleset-related BC sets, you should consult all the stakeholders and
activate only the relevant BC sets.

A BC set can be activated via Transaction SCPR20. Enter the BC Set name (or select from
the list) and click the Activate button or press (F7], as shown in Figure 3.9.
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[ Bcset Edit Goto Utilities System  Help

& dH @@ SHE DDO0 FHE @ m

Business Configuration Sets: Activation
G T LEga A 1 B

BC Set
Short Text

w]

Figure 3.9 BC Set Activation

On the Activation Options screen, select the Overwrite All Data radio button under the
Overwrite Data heading. Choosing this option will overwrite previous activations. If
you're activating a specific BC set for the first time, you may choose any of these options.
Further, choose the Default mode (Recommended) radio button under the Select Activa-
tion Mode heading and click Execute. Figure 3.10 shows the options for BC set activation.

[ Activation Options x

Caution You have started the BC Set activation If you continue, new data records will be created and/or existing =
ones overwritten.

| Activation Information | Activation Options
Activated By: | SHDA | CIEEEREE
Date/Time: 07.11.2022 / 13:29:47 (=) Overwrite All Data
System/Client: G12 / 100 Do Not Overwrite Default Values
Workbench Regst: Not Required
Customizing Reqst: G12K900049 | Select Activation Mode
Activation Links: Create Locally (%) Default Mode (Reccomend)
[ Expert Mode
Activation Languages: Chinese
Thai | Deletion Functionality
Korean - | |Enable for Classical BC Sets
Romanian -
4 b
Messages

Figure 3.10 BC Set Activation Options
Once activated, activation logs are available that detail information about the activa-

tion. Click the View logs button or press [ctr1]+[F2] to verify the logs. In the logs, you
may notice various status icons along with descriptions.

60

3.2 Initial Configuration

Table 3.3 lists the icons you'll see in the logs and the purpose of each.

Green Activation is successful; no issues have arisen.

Red Activation is unsuccessful.

IEI Yellow Activation is successful but with warnings.

Information  Additional information to review exists.

Table 3.3 BC Set Activation Status Color Codes

Aline item with a red icon/entry means that an issue with the activation has arisen. We
recommend you identify the issue, resolve it, and proceed further. Note that the activa-
tion remains incomplete until the activation returns all green/all yellow log entries.
Line items in yellow can be reviewed, but they are not the showstoppers. Figure 3.11
shows an activation log with various activation codes.

Business Configuration Sets: Activation Logs
%R
~i & 07.11.2022 um 13:29:47, Activation Log r Activation Information ‘

~ £\ GRAC_ROLE_MGMT_LAN
+ ) GRACCONGRPSTAT

+ 2 VC_GRFN_CCITs o |Define BC Sats][BC set overvall view | {27 [l (12|

» A 07.11.2022 um 13:27:42 | Messages:

(&7 Jieio]

Main Activation Started
GRAC_ROLE_MGMT_L BC Set GRAC_ROLE_MGMT_LANDSCAPE passed to activate
GRAC_ROLE_MGMT_L.. GRACC. Customizing object GRACCONGRPSTAT passed to activation
GRAC_ROLE_MGMT_L.. VC_GRF.. Customizing object VC_GRFN_CCI_TS_CONNECTOR passed to activation
GRAC_ROLE_MGMT _L.. GRACC.. Table GRACCONGRPSTAT assigned to customizing object GRACCONGRPSTAT
GRAC_ROLE_MGMT _L.. VC GRF.. Not all data was activated in all languages in object VC_GRFN_CCI_TS_CONNECT.
GRAC_ROLE_MGMT_L.. VC_GRF.. View V_GRFNCONNTYPE: View cluster VC_GRFN_CCI_TS_CONNECTOR does not
GRAC_ROLE_MGMT_L.. VC_GRF. View V_GRFNCCICONNECT: View cluster VC_GRFN_CCI_TS_CONNECTOR does n
GRAC_ROLE_MGMT_L.. VC_GRF. View V_GRFNCONNGRPTYP: View cluster VC_GRFN_CCI_TS_CONNECTOR does n
GRAC_ROLE_MGMT_L.. VC_GRF. View V_GRFNCGRPCONLNK: View cluster VC_GRFN_CCI_TS_CONNECTOR does n

Main Activation Ended

Reactivation started

Reactivation ended
GRAC_ROLE_MGMT_L.. GRACC.. Activation of customizing object GRACCONGRPSTAT ended with information
GRAC_ROLE_MGMT_L.. VC_GRF.. Activation of customizing object VC_GRFN_CCI_TS_CONNECTOR ended with warn.
GRAC_ROLE_MGMT_L Activation of BC Set GRAC_ROLE_MGMT_LANDSCAPE ended with warnings

Activation ended with warning

CrC@ODBCCE-EEDD00

b & 30.10.2022 um 17:38:55 Type BC Sets Object  Message Text Key Field Infor.

P88

® @

Figure 3.11 BC Set Activation Log

The other buttons on the Business Configuration Sets: Activation Logs screen can be
used as required. Table 3.4 describes the functionalities of each button.
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Overall View Shows information about
the BC set, including tables
and configurations that it
will update.

Display Documentation (ctr1])+(F1] Displays the associated

documentation.

Where-used List (ctr1]+(F6] Z Displays the other BC sets
. where the current BC set is
used.

Consistency Check (Shift])+(F1] Consistency check to vali-
date the BC set; provides an
overview of the consistency
among objects, what can be
activated, and any potential
issues.

Key conflict check (ctr1]+(shift]+(F12] Checks if any key conflicts
with the BC set exist.

Compare with customizing  [Ctr1]+(F9] IEI Compares BC sets with cus-

table tomizing tables.

BC Set/BC Set Comparison (ctr1])+(F7] 7 Can be used to compare
two BC sets. This tool is use-
ful when you’re not sure
which BC set to activate.

Activate BC Set This option will activate the
BC set and fill in the cus-
tomization tables with the
respective data.

Activation Logs (ctr1])+(F2] Shows the logs of both pre-
vious and current activa-
tions.

Table 3.4 Additional Options for BC Set Activation

However, you can capture the activation in a transport request or activate them indi-
vidually in the respective systems. When BC sets are activated in the development sys-
tem, configuration settings are automatically carried out and saved in transport
requests. (You'll need authorization to create/capture changes in transport requests.)
Transport requests resulting from the BC set activation are then imported into the
quality assurance or production system.
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Note

You must activate each BC set separately.

3.2.5 Maintaining Plug-In Parameters

Once the plug-in components are installed, namely, the non-HR component GRCPINW
and the optional HR component GRCPIERP, the next step is maintaining the plug-in
parameters. Make sure you maintain the parameters listed in Table 3.5 in each plug-in

system.

1000 Maintain Plug-in Connector  The local Remote Function Call (RFC) connec-
tion (i.e., the RFC created for the plug-in sys-
tem)

1001 Maintain GRC Connector The RFC connection created for the SAP Access

Control system

Table 3.5 Plug-In System Parameters for SAP GRC and Plug-In Connectors

Note

You might need to maintain additional parameters related to the SAP Access Control
components. More details about these parameters are provided in the various compo-
nent chapters.

3.2.6 Maintaining Plug-In (User Exit) Settings

You'll also need to maintain user exits to enable the risk terminator option. User exit
settings are required to utilize the risk terminator in role maintenance (Transaction
PFCG) and user management (Transactions SUO1, SU10, and SU12). The risk terminator
enables real-time risk analysis while making changes to role authorizations or role
assignments in a plug-in system.

To maintain these user exists settings, follow these steps:
1. Logon to the plug-in (backend SAP ERP or SAP S/4HANA) system.
2. Execute Transaction SPRO.

3. Navigate to SAP Reference IMG « Governance, Risk and Compliance (Plug-In) « Access
Control « Maintain User Exists for Plug-In Systems.

4. Click the New Entries button and add the user exists listed in Table 3.6, as shown in
Figure 3.12.
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SAP_AFTER PROF GEN  /GRCPI/GRIA AFTER PROF GEN Function Module PRGN_
EXIT_AFTER_PROFGEN
(Default)

SAP BEFORE PROF GEN  /GRCPI/GRIA BEFORE PROF GEN Function Module PRGN_
EXIT_BEFORE_PROFGEN
(Default)

SAP_EXIT USERS SAVE  /GRCPI/GRIA EXIT USERS SAVE  Function Module PRGN _
EXIT_USERS_SAVE (Default)

SAP_SINGLE USERPROF  /GRCPI/GRIA SINGLE USERPROFS  NO (default), YES or X will
make it so that the system
does not display the SAP
menu on the easy access
screen (refer to SAP Note
380029 for more information)

Table 3.6 User Exit Parameters and Values

Change View "Set Values for the Session Manager / Profile Generator":
%% New Entries B [E

Set Values for the Session Manager / Profile Generator
Name Value to be set Text
| [GAP AFTER DROF GEN| [JRCPI/GRIA_AFTER_PROF_GEN Function Module PRGN_EXIT_AFTER_PROFGEN (Default)
SAP BEFORE PROF GEN /GRCPI/GRIA BEFORE PROF GEN  Function Module PRGN_EXIT BEFORE PROFGEN (Default)
SAP_EXIT_USERS_SAVE /GRCPI/GRIA EXIT_USERS_SAVE Function Module PRGN_EXIT_USERS_SAVE (Default)
SAP GRC_COLIL_ ROLE /GRCPI/GRIA_SINGLE_USERPROFS
SAP SINGLE USERPROF [GRCPI/GRIA_SINGLE_USERPROFS Function Module PRGN_EXIT_SINGLE_USERPROF (Default)

Figure 3.12 User Exit Entries for Risk Terminator

5. Click Save once all the user exit entries are maintained.

Note

This configuration can be skipped if the risk terminator is not configured. The risk ter-
minator is an optional configuration. Risk terminator configuration is detailed in Chap-
ter 5, Section 5.9.

3.2.7 Activating SAP-Delivered Roles

For SAP Access Control, the roles listed in Table 3.7 are delivered with the SAP Access
Control component. These roles can be utilized directly, or you may copy them into Z/Y
namespace roles.
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SAP_GRAC ACCESS_APPROVER

SAP_GRAC_ACCESS REQUEST ADMIN

SAP_GRAC_ACCESS_REQUESTER

SAP_GRAC_ALERTS

SAP_GRAC_ALL

SAP_GRAC_BASE

SAP_GRAC CONTROL APPROVER

SAP_GRAC _CONTROL_MONITOR

SAP_GRAC _CONTROL OWNER

SAP_GRAC_DISPLAY ALL

SAP_GRAC_END_USER

SAP_GRAC_FUNCTIONAL APPROVER

SAP_GRAC_NWBC

Provides the ability to approve access requests in SAP
Access Control. All approvers (i.e., managers, role
owners, risk owners, etc.) should have this role
assigned.

Provides authorization to administer the access
request configuration. An SAP Access Control admin
should have access to this role.

Provides end users the ability to access the access
request page.

Provides authorization to generate, clear, and delete
segregation of duties (SoD) alerts.

Provides super admin authorization to maintain the
SAP Access Control application.

Provides base access to utilize the SAP Access Control
application. Should be assigned to all SAP Access Con-
trol users.

Provides authorization to create mitigation controls,
approve and assign mitigation controls, and review
alerts. Users with this role can also perform risk analysis.

Provides authorization to assign a mitigation control
to a risk and perform risk analysis.

Provides authorization to create and manage mitiga-
tion controls.

Provides authorization to access all SAP Access Con-
trol objects. This role can be assigned to provide dis-
play-only access, for example, for auditors who need
to validate SAP Access Control objects.

Provides authorization to access the end user home
page. Assigning this role will limit the authorization
to specific work items in the SAP Business Client page.
This role is assigned to SAP Access Control guest users
(such as EUHOME, etc.).

Provides authorization to approve a function for
workflow.

Provides authorization to view the SAP Access Control
information architecture in SAP Business Client. Usu-
ally assigned to all the users in the SAP Access Control
system.

Table 3.7 SAP Standard Roles and Their Purposes
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Role Name

SAP_GRAC_REPORTS

SAP_GRAC RISK ANALYSIS

SAP_GRAC_RISK_OWNER

SAP_GRAC_ROLE_MGMT ADMIN

SAP_GRAC_ROLE_MTMT DESIGNER

SAP_GRAC_ROLE_MGMT ROLE_OWNER

SAP_GRAC_ROLE_MGMT USER

SAP_GRAC_RULE_SETUP

SAP_GRAC_SETUP

SAP_GRAC_SPM_FFID

SAP_GRAC_SUPER_USER_MGMT ADMIN

SAP_GRAC_SUPER_USER_MGMT CNTLR

Purpose of the Role

Provides authorization to execute all the SAP Access
Control reports under the Reports & Analytics tab.
Usually assigned to the key business teams.

Provides authorization to perform risk analysis at
both the user level and the role level. Usually assigned
to the key users such as business process owners, line
managers, etc.

Provides authorization to maintain risks and perform
risk analysis.

Provides authorizations to maintain Business Role
Management component configurations. Usually
assigned to administrators.

Provides authorization to design roles using the Busi-
ness Role Management component.

Provides authorization to act as a role owner for vari-
ous roles in Business Role Management. The role
owner can be either a content approver or an assign-
ment approver. In Business Role Management, the
approval goes to the respective owner. However, the
role owner should also have the access approver role
if the workflow has the role owner stage.

Provides authorization to roles as a role management
business user.

Provides the ability to define access rules. Users with
this access can define functions and risks and gener-
ate rulesets.

Provides the ability to set up the SAP Access Control
application.

Helps to identify firefighter IDs (FFIDs). During owner
and controller maintenance, the FFIDs with this role
will be pulled automatically. Further, this role should
be maintained in parameter 4010 (FFID role name).

Provides the ability to administer the Emergency
Access Management application. Users with access to
this role can assign owners and controllers, create
reason codes, generate logs, etc.

Provides Emergency Access Management controller
authorization. Users with this role can review the logs
generated based on the review settings.

Table 3.7 SAP Standard Roles and Their Purposes (Cont.)
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Role Name

SAP_GRAC_SUPER_USER_MGMT OWNER

SAP_GRAC_SUPER_USER_MGMT USER

Purpose of the Role

This role provides the ability to manage FFIDs as an
FFID owner. Firefighter owners can assign IDs to fire-
fighters and controllers.

This role provides authorization to access FFIDs
assigned to the users. Users with this access can go to
the Emergency Access Management launchpad.

Table 3.7 SAP Standard Roles and Their Purposes (Cont.)

These SAP-delivered roles can be used directly by generating profiles. Profiles can be
generated individually using Transaction PFCG or en masse using Transaction SUPC, as
shown in Figure 3.13.

Roles: Mass generation of profiles

P H

Which roles do you want to output?
__JRoles with Non-Current Profiles
" JAlso Roles to Be Compared
" Also Roles with no Authorization Data
) All Roles
_IRoles with Current Profiles for New Generation
Additional restrictions
Role
Last changed by

Presentation in the list
@) Display Data When Created and Changed
" IDisplay Role Texts

Generate all profiles to be generated?

SAP_GRAC DISPLA to

|| Generate automatically

L

Figure 3.13 Transaction SUPC: Generating Mass Roles

To generate roles en masse, follow these steps:

1.
2.

Execute Transaction SUPC.

heading.

Choose the All Roles radio button under the Which roles do you want to output?

. Under Additional restrictions, for the Role selection, enter the individual role name,

or click the Multiple Option button and paste all the roles listed in Table 3.7.

generated?

5. Click Execute.

. Select the Generate automatically checkbox under the Generate all profiles to be
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As an alternative, standard roles can be copied into Z or Y roles. Since in SAP you cannot
copy roles en masse, you'll need to copy roles individually.

To complete this task, follow these steps:
1. Logonto SAP Access Control.
2. Execute Transaction PFCG.

3. On the Role Maintenance screen, for the Role field, enter the name of the role to be
copied or select it by pressing [F4].

4. Press to confirm that the role exists.
5. Click the Copy button or press [Shift]+(F11], as shown in Figure 3.14.

Role Maintenance
Iy @ G £+ Transactions

[
Role SAP_GRAC ALL [# 4| [0 sigeroe [0  comp.Role | [§E o

Short Description Super Admin for AC

| B & Show Document...

Favor

| Enter Source/Target

from role SAP_GRAC ALL

to role ZSAP_GRAC_ALL

l Copy all “ Copy selectively J

Figure 3.14 Copying a Role

6. In the Query popup window, enter a new role name.

7. Once the role has been copied, you'll be returned to the original Role Maintenance
screen where you'll see the name of your new role.

The new role now can be changed to meet your business requirements and saved.
Changes must be captured in a transport request to further move them to your quality
and production environments.

3.2.8 Defining Business Processes and Subprocesses

As a part of the initial configuration, you must set up business processes, subprocesses,
and functional areas. These independent elements are used in multiple scenarios by all
components of SAP Access Control.

To set up the business subprocess, you must create the business process first by follow-
ing these steps:

1. Execute Transaction SPRO.

2. Navigate to SAP Reference IMG « Governance, Risk and Compliance « Access Control «
Maintain Business Process and Subprocesses.
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3. Click the New Entries button and, as shown in Figure 3.15, add values to the Business
Process and Business Process Description columns.

Change View "Business Process": Overview
f? New Entries Et@
Dialog Structure Business Process
v@élu;:::s:rgﬁs:romss Business Process  Business Process Description
= [(JAssign Application Area to Busine AEDY keo -
BS00 BASIS =
CAQ0 Cross Application
C000 Controlling
CROO CRM
DMOO Document Management System
EC00 Consolidation
FIO00 Financial Accounting
FMOO Funds Management
GTO00 Global Trade Management
HNOO Native HANA Privileges
HROO human resources
IMOO Inventory Management
IS00 Industry Specific Utilities
MMOO Material Management
PMOO Plant Maintenance a
PPOO Production Planning -
L <

Figure 3.15 Creating a Business Process

4. Once business processes are created, to add a business subprocess, select a business
process and double-click Business Subprocess.

5. Click the New Entries button and add values to the Subprocess and Description col-
umns, as shown in Figure 3.16.

v v ® % O o & cacel (F (T (1 i
DEEESIEE Business Process
[ Business Process
=Y Bus'mess Su'bpr.ocess Business Subprocess
[0 Assign Application Area to
Subprocess Description
[] CMAS Customer Master Data z
[] MNGR Sales and Distribution Manager I
[] oFCR Sales and Distribution Officer
[] SBIM Sales Billing Maintenance
: [] scam Sales Contract Approval Maintenance
i [] scom Sales Contract Maintenance
[] scrRM Sales Condition Record Maintenance
[] sSDEM Sales Delivery Maintenance
[] sMpI Sales Master Display
[[] soam Sales Order Approval Maintenance
0 * J
<> <> v

Figure 3.16 Business Subprocesses
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6. These steps must be repeated to define all the necessary business subprocesses for
all your business processes.

3.3 Multistage Multipath Workflow Initial Configuration

Once the basic configuration is performed, the other major configuration task is to set
up MSMP workflows. Before starting with the MSMP workflow configuration, make
sure that you’'ve met the following prerequisites:

® The WF-BATCH user is available with the necessary authorizations.

®m Background work processes should be increased to accommodate the background
jobs that are required.

The WF-BATCH user can be created as a SYSTEM type user with following authorizations:
® Profile SAP_ALL

Profile SAP_ NEW

® Role SAP_BC_BMT WFM SERV_USER

® Authorization objects S RFC, S RFCACL and S RFC TT

If the authorization objects are not available in any of the standard roles, you should
create a custom Z or Y role and assign it to the WF-BATCH user. This user ID will be utilized
in the next set of configurations.

The next step is to ensure that there are sufficient background work processes. Check
the available work processes in RZ10 profile parameters. The parameter RDISP/WP_NO
BTC should be maintained with the correct value.

In this section, we’ll provide step-by-step instructions for configuring MSMP work-
flows in SAP Access Control. Topics include automated workflow configuration, classi-
fying workflow tasks as general tasks, scheduling workflow background jobs,
customizing tasks specific to your needs, activating event linkages, assigning agents to
tasks, and defining number ranges for access requests. By following these instructions,
you can ensure a successful configuration of MSMP workflows in SAP Access Control.

Note

We highly recommend you consult the Basis team before changing parameter values
since the configuration depends on many other parameters. Once the parameter is main-
tained correctly, the next step is to proceed with the automatic workflow configuration.

3.3.1 Performing Automatic Workflow Configuration

Automatic workflow configuration is a great tool for carrying out the activities neces-
sary for setting up the workflow automatically. It shows the current status of each step
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and guides an administrator to set up the configuration in the right order. Automatic
workflow customizing is made up of several areas. Each area features a status icon for
administrators to easily understand the pending activities. By default, these items will
be displayed in red, and upon customization, they will be updated with a checkmark (v).

To perform the automatic workflow configuration, log on to SAP Access Control, exe-
cute Transaction SPRO, and navigate to SAP Reference IMG - Governance, Risk and Con-
trol « General Settings « Workflow « Perform Automatic Workflow Customizing option,
as shown in Figure 3.17. Alternatively, execute Transaction SWU3.

Automatic Workflow Customizing
Redo Automatic Customizing Recheck Customizing =~ Start Verification Workflow ~ RFC Destination Info  Check Event Linkages

4/ Edit Runtime Environment
= o Configure RFC Destination
= o Edit System Administrator for Workflow
* o Edit Active Plan Version
= o Classify Decision Task as General
= 9 Document Generation/Form Integration
=¥ Edit Time Units
« 4 Schedule Background Job for Workflow Deadline Monitoring ~ Execution
= 4 Schedule Background Job for Work Items with Errors

Edit Runtime Environment
Component

SAP_BASIS: SAP Business Workflow/WebFlow

= 9 Schedule Background Job for Condition Evaluation Automatic/Manual
= 9 Schedule Background Job for Event Queue
* % Schedule background job for clearing report Function

+ %/ Edit Definition Environment
+ 3 Edit Additional Settings and Services
+ % Classify Tasks as General

The activities performed in this section must be executed so that workflows can be executed.

the status error are executed automatically.
The following activities can be performed automatically:
« Configure RFC destination

» Maintain system administrator for workflow

- Maintain active plan variant

» ¥ Guided Procedures ‘When you choose Perform Automatic Workflow Customizing, only those activities that currently have

Figure 3.17 Automatic Workflow Customizing

The Automatic Workflow Customizing screen will have five event sets, namely, the fol-
lowing:
® Edit Runtime Environment
In this set, all activities are executed that are necessary for the execution of work-
flows.

m Edit Definition Environment
In this set, activities are executed that are necessary for the smooth modeling of
workflows.

m Edit Additional Settings and Services
In this set, you'll find activities that are needed for specific special functions of a
workflow.

m Classify Tasks as General
This set is used to define tasks that are not specific to any particular workflow. When
tasks are classified as general, they can be used in any workflow, making it easier to
create new workflows and manage tasks across multiple workflows. This option
allows administrators to create a set of reusable tasks for numerous workflows,
instead of creating new tasks each time a new workflow is created.
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Guided Procedures

This set involves executing process templates on the SAP Business Workflow engine.
For this task, the address of the SAP Gateway server must be specified for the guided
procedures runtime to establish a connection. Standard tasks for process templates
can be either predefined or generated to correspond with guided procedure activi-
ties, with predefined tasks declared in task group TG77200003.

Right-click an event and choose Redo Automatic Customizing, as shown in Figure 3.18.

Automatic Workflow Customizing

Execute Activity Redo Automatic Customizing Recheck Customizing  Start Verification Workflow

= 3 Edit Runtime Environment
« ¥ Configure RFC Destination
+ ¥ Edit System Administrator for Workflow
+ 3 Edit Active Plan Version
«i9# Classify Decision Task a= Ganaral:

« % Document Gener Execute Activity

3.3 Multistage Multipath Workflow Initial Configuration

RFC Destination WORKFLOW LOCAL 100

Connection Test  Fast Serialization Test Gﬁ’

RFC Destination WORKFLOW_LOCAL 100
Connection Type L | Logical Destination Description
Description

Description 1 SAP Business Workflow

Description 2

Description 3

Administration . Technical Settings Logon & Security Unicode Special Options

Target System Settings
Reference Entry G12_WORKFLOW_100

Gateway Options
Gateway Host

Gateway service

» % Edit Time Units Redq Automatic Customizing
+ [l schedule Backgre k
» [ schedule Backgre
+ [l schedule Background Job for Condition Evaluation
» B Schedule Background Job for Event Queue
+ [ schedule background job for clearing report
+  Edit Definition Environment
» 4 Edit Additional Settings and Services .
b 3 Classify Tasks as Gengeral Flgure 3.20.
* ¥ Guided Procedures 9. Click Save.

Recheck Customizing

Figure 3.19 RFC Destination Definition

8. Enter a client number in the Client field, Then, for the User name field, enter “WF-
BATCH” and, for the PW Status (password status) field, enter “is initial,” as shown in

Figure 3.18 Performing Automatic Customization RFC Destination WORKFLOW LOCAL 100

Connection Test  Fast Serialization Test ‘ﬁ’
If required to maintain any values, the right side of the screen will guide you through

the requirements. Once the configuration is set, the event option will be displayed RFC Destination SRR s
. Connection Type L |Logical Destination Description
with a green checkmark [o#]. e
The Configure RFC Destination and Edit System Administrator for Workflow events Description 1 SAP Business Workflow
under Edit Runtime Environment require manual input. In this configuration, you may Description 2

need to create a logical destination for use by the MSMP workflow. If automatic cus- Description 3

tomization cannot create an RFC destination, make sure you follow these steps:
Administration | Technical Settings Logon & Security | Unicode Special Options

Log on to SAP Access Control. Logon Procedure A
. Execute Transaction SM59. Language hd
. Click Create. Client 100 .
User WF-BATCH
. In the RFC Destination field, enter “WORKFLOW_LOCAL <Client>.” PW Status im initial

. In the Connection Type field, enter “L” (Logical Destination).
Authorization for Destination

. Maintain the Description 1field, as shown in Figure 3.19. BHEF

Q.

=1 ECaIIed Function Module Callback Function Module

RS e NV, B O UCRE N R

. Now, go to the Logon & Security tab.

Figure 3.20 Logon & Security Tab: WF-BATCH User Update
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Alternatively, clicking the Setup Destination button will invoke the RFC maintenance
screen automatically.

Once the RFC is set up, right-click Configure RFC Destination and choose Execute Activ-
ity. The Check and Configure RFC Destination window will open, as shown in Figure 3.21.

Automatic Workflow Customizing
Execute Activity Redo Automatic Customizing Recheck Customizing Start Verification Workflow RFC Destination Info  Check Event Linkages

fe %" Edit Runtime Environment
+ 3 Configure RFC Destination

Configure RFC Destination

[ Check and Configure RFC Destination »
kDestination i WORKFLOW_LOCAL 100
Status No Errors

Status
2022-11-07T08:56:30 System user "WF-BATCH' is available
4 2022-11-07T08:56:30 Destination "WORKFLOW_LOCAL_100' is correct

l Setup Destination “ Lock Destination “ Unlock User J

Figure 3.21 Configuring an RFC Destination

The Status of user WF-BATCH should be available, and the Destination should be correct.
If any other message is shown, we recommending fixing the issue before moving for-
ward. Click OK or the green checkmark [s#] to complete the RFC destination configura-
tion. The next step is to update user WF-BATCH in the Edit System Administrator for
Workflow step.

The next sequence of steps is self-configurable. Right-click each workflow event and
choose Execute Activity. You can schedule the necessary background jobs for the work-
flow system and activate the plan version, as shown in Figure 3.22.

Change View "System Table": Overview

v Newentries [ [ Documentaton 8% 8% 8% Cancel (4% (T (1 (3

Group  Sem.abbr. Value abbr Description

<>

[J PLOGI PLOGI 01 Integration Plan Version / Active Plan Version

3.3 Multistage Multipath Workflow Initial Configuration

Figure 3.22 Plan Version Configuration

You can only have one plan version in the Active status. All the workflow components
utilize the active or integrated plan version. If Execute Activity is used, 01is set as the
active plan version automatically.

Note

The Guided Procedures option might be in red since it requires SAP Process Control
components. In this case, the current system does not have the SAP Process Control
component, and you can skip activating it.
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3.3.2 Testing Automatic Workflows

To test automatic workflows, execute Transaction SWU3 and click the Start Verification
Workflow button (if needed accept the event linkage activation), as shown in Figure
3.23. Then, go to the inbox to check if your validation workflow was properly launched.

Automatic Workflow Customizing
Redo Automatic Customizing Recheck Customizing Start Verification Workflow RFC Destination Info  Check Event Linkages

w4 Edit Runtime Environment
+ ¢ Configure RFC Destination
+ ¥ Edit System Administrator for Workflow
+ " Edit Active Plan Version
* % Classify Decision Task as General
* % Document Generation/Form Integration
+ % Edit Time Units
+ % Schedule Background Job for Workflow Deadline Monitoring Execution
+ % Schedule Background Job for Work Items with Errors

Edit Runtime Environment
Component

SAP_BASIS: SAP Business Workflow/WebFlow

« 9 Schedule Background Job for Condition Evaluation Automatic/Manual
+ ¥ Schedule Background Job for Event Queue
+ 9 Schedule background job for clearing report Function

» % Edit Definition Environment
» 3 Edit Additional Settings and Services
¥ 4 Classify Tasks as General

the status error are executed automatically.

0 Verification workflow started| pnfigure RFC destination

aintain system administrator for workflow

aintain active plan variant

laccifir Aaricinn taclk ac nanaral

The activities performed in this section must be executed so

+ 3 Guided Procedures When you choose Perform Automatic Workflow Customizing

[ Information Ebwing activities can be performed automatically:

Figure 3.23 Automatic Workflow Verification Started

3.3.3 Classifying Workflow Tasks as General

General workflow tasks must be managed using the Classify Tasks as General option.
General decision task and other tasks used in predelivered SAP workflows must be clas-
sified as general tasks:
® The following are the general tasks for processing documents:
- TS70008298
TS71007944
TS71007945
TS71007946
— TS71007954

m The following are the general tasks for processing forms:
- TS70008112
- TS70008113
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— TS70008114 [«]
— TS70008115 Note
You must successfully configure the RFC destinations to proceed.
To change these settings, select a task and click on the Attributes... button, as shown in u

Figure 3.24. o . . . . . :
We recommend specifying a time interval for these jobs. The time interval used in

automatic customizing is usually 3 minutes. However, this value can be changed
according to your requirements. This value depends on the number of requests being
created, the workflow items being triggered, and so on. Each time a job is executed, the

Tasks of an Application Component: Assign Agents
DE-E .}.f Attributes... EI Org. assignment @ ﬁ

Name 1D General or Background Task  Task Version Assigned as of | Assigned untl background job checks whether new deadlines were met since the last run.
= Sl Governance, Risk and Comp FA GRC

. 8 Execute Task Plan TS 76300001  Background task 01.01.1900 Unlimited

* & Notify Employes if RejecteTS 76300008,  General Task 01.01.1900  Unlimited

-3 Assign Temporary Authori TS 76300009  Background task 01.01.1900 Unlimited H - P

+ & Notify Approver and RelatiTS 76300011  General Task 01.01.1900 Unlimited 335 Performlng TaSk'SpeC|f|C CUSt0m|Z|ng

. 8 User Dession of Change RTS 76300013  General Task 01.01.1900 Unlimited

Once the automatic workflow customization is completed, the next step is to perform

- Notify Employee If ApprovTS 76300014  General Task 01.01.1900 Unlimited

. . . task-specific customization by following these steps:
Figure 3.24 Maintain Agent Assignment
1. Execute Transaction SPRO and navigate to SAP Reference IMG - Governance, Risk

For decision tasks that are generic in nature, you must declare them as general tasks. By and Control - General Settings - Workflow - Perform Task-Specific Customizing.

default, these tasks do not have any agents assigned to them. An important step is 2. On the Task Customizing Overview screen, expand the GRC node.
assigning standard agents to each task. 3. Click the Assign Agents link to the right of the GRC-AC node, as shown in Figure 3.25.
. Task Customizing Overview
3.3.4 Scheduling Workflow Background Jobs
The options under Perform Automatic Workflow Customization involve scheduling the
. . . . Application C t Abbreviati... | Application C t Descripti Agent Assi t Event Link
required MSMP workflow jobs, listed in Table 3.8. fgasf: ST A;Si'::tif: C::;::::ts reen eI e
» (Jap Application Platform
Job Jobs Scheduled » Olsc =5 =S _
» (IBI Business intelligence selutions
. . » (IEPM Enterprise Performance Management
Missed Deadlines SWWDHEX, RSWWDHEX » BIBNS L
) » CIBw SAP Business Warehouse
Work Items with Errors SWWERRE, RSWWERRE » (dca Cross-Application Components B Assign Agents %) Activate event linking
» CJEP Enterprise Portal
Condition Evaluation SWWCOND: Work item rule monitoring » (cec Customer Engagement and Commerce
= [AcrRM Customer Relationship Management
Event Queue Will be scheduled automatically with the RFC destination. » OEm Enterprise information management soluti
» CIFIN Financials
. . . » (JFs Financial Services
Clearlng Report SWWCLEAR: Clearmg tasks in the workflow SyStem ~ SJGRC Governance, Risk and Compliance & Assi ) Activate event linking
= [1GRC-ACP GRC Access Control Plug-In
Deadline for Update of Shared SWFSLSDLEX, RSWFSLSDLEX: This deadline ensures that a « CIGRC-PCP GRC Process Control Plug-in
Memory of Container Factory job is started regularly that updates the buffer on all appli- * CIGRC-RM GRC Risk Management & assig Agen ) Activate event linking
. hi . t bles the bufferi F = [QGRC-AC Access Control
cation servers. This I UUMEMIETE ENRIRIES Wl DUInTETIE © « (AGRC-SPC Process Controls @Assign Agents ) Activate event linking
definition enhancements of SAP Business Workflow con- » (1GRC-AC Access Control
tainers in shared memory. You can change the interval of + [1/CPMB/KP11000001 (SRR KR aI00
. . . » CIHAN SAP HANA
this job using Transaction SWPA. vy CIKM Knowledge Management
» (IMOB-UIA UIS Content
Table 3.8 Jobs for MSMP Workflows » CImos Elsinessiichie
» (IscM Supply Chain Management
= MIpIM Prodiict | ifarurla Manansment
4 F

Figure 3.25 Performing Task-Specific Customizing
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4. Select each task from the list that are listed as General and click the Attributes... but-
ton. Select General Task from the list and ensure that the Classification dropdown
list is set to Not classified. Click the Transfer button once changed, as shown in Fig-
ure 3.26.

Tasks of an Application Component: Assign Agents
8 8 Attributes... [ org. assignment 5 gl

Name | 1D General or Background Task Task Version
- &g Governance, Risk and Comp FA GRC
* & Execute Task Plan TS 76300001 Background task

Notify Employee if Rejecte TS 76300008 General Tasl

%2 loyee if | Task

- Assign Temporary Authori| TS 76300009 Background task

U 2 User Dession

+ 2 Notify Employ () General Task
4 2 Approve or R
-4 Display Reporl
- 2 Update path [ General forwarding not allowed
* & Update path | () Forwarding not allowed

. 2 Enter details
* & Review Policy
-2 Approve Polig
* 2 Rework Policy
- 4 Policy Appro
* & Policy Rejecte
" 2 Get total num
. 2 Get stage cor

! £ Proses cxa

Figure 3.26 Changing a Task into a General Task

(") General forwarding allowed

Classification Not classified >

| Locked for instantiation

" |Locked against execution

Note

If no folders are visible below the GRC folder, run report RS_APPL_REFRESH using Trans-
action SE38 or SA38.

3.3.6 Activating Event Linkages

Upon completion of agent assignment, proceed with activating the event linkage. On
the same screen, click the Activate Event Linkage option. Maintain an event linkage
using the Perform task specific customization option for all workflow step (WS) line
items. Click the Properties icon and select the No Errors option in the Linkage status
dropdown list, select the Event linkage activated checkbox, and select the Do not
change linkage option from the Error feedback dropdown list, as shown in Figure 3.27.
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[ Properties of Event Linkage x|
Object type GRFN_PLAN
Event CREATE
Receiver Type WS76300001
Properties
Linkage status No errors -

[¥|Event linkage activated ns

| |Enable usage of event queue

Behavior if linkage with errors

System Defaults Do not change linkage
Error feedback System defaults -
. !)) GRFN_PLAN CREATE Test Plan Create
- *3F WS 76300002 Process: Master Data Change
«3)) CL GRFN_WF MDCHG-STARTED CcL Workflow class for master data cUser req
- *ZF WS 76300007 Notify Workflow of Master Data Change
« ) CL GRFN_WF MDCHG-CHANGED CL Workflow class for master data cMaster d

Activate/deactiv...

@ Activated

@ Activated
@ Activated

Figure 3.27 Activating an Event Linkage

Make sure you activate all workflow step items.

Note

Task-specific customizing for SAP Access Control is not available if you have the
GRCPIERP and GRCPINW plug-ins installed in your system. In this case, execute Trans-
action SWE2 and maintain all the ABAP class line items, as shown in in Figure 3.28, by

double-clicking on each line in change mode.

Change View "Event Type Linkages": Overview

#2 B New Entries [ & b B
Event Type Linkages
Object Category Obj. Type Event Receiver Type Type linkage a... Enable event ...
ABAP Class <+ CL_GRAC_ACCESS_APPROVA.START  WS76300016 v O No
ABAP Class ~ CL_GRAC_ACCESS_REQUEST.CANCEL WS76300056 v O No
ABAP Class ¥ CL GRAC ACCESS REQUEST.START  WS576300056 v O No
ABAP Class ¥ CL GRAC ACCESS REVIEW .CANCEL WS76300082 v O No
ABAP Class ¥ CL GRAC ACCESS REVIEW .START  WS76300031 v O No

m ¥ CL__GRAC_ACCESS_REVIEW_.START  WS76300082 v [] No
ABAP Class ¥ CL GRAC CONTROL ASSGN .CANCEL WS76300087 = [m] No
ABAP Class ¥ CL GRAC CONTROL ASSGN .START  WS76300087 & O No
ABAP Class <+ CL_GRAC FF_REVIEW WF START  WS76300107 v O No
ABAP Class <+ CL_GRAC FUNC_MAINT WF CANCEL WS76300084 v O No
ABAP Class <+ CL_GRAC_FUNC_MAINT WF START  WS76300084 v O No
ABAP Class ¥ CL_GRAC_MITIGATION_CNT.CANCEL WS76300088 v O No
ABAP Class ¥ CL GRAC MITIGATION CNT.START  WS76300088 v O No
ABAP Class ¥ CL GRAC RISK MAINT WF CANCEL WS76300085 v O No
ABAP Class ¥ CL GRAC RISK MAINT WF START  WS76300085 v O No
ABAP Class ¥ CL GRAC RISK REVIEW WF CANCEL WS76300081 v O No
ABAP Class ¥ CL GRAC RISK REVIEW WF START  WS76300081 v O No

i

Status

errors

errors

errors

errors

errors

errors

errors

errors

errors

errors

errors

errors

errors

errors

errors

errors

errors

Figure 3.28 Event Type Linkages
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In the event linkage settings, enable the Linkage Activated checkbox, change the
Behavior Upon Error Feedback dropdown list to Do not change linkage, and change
the Receiver Status to No errors, as shown in Figure 3.29. Then, click Save.

Change View "Event Type Linkages": Details
"2 New Entries & 2 EF

3.3 Multistage Multipath Workflow Initial Configuration

Object Category

ABAP Class o

[ standard task Edit Goto | Additional data | Utilities System  Help
@. -] 4 Selection criteria.. p #5108 [E @
Agent assignment » Mgintain |
Standard Task: Chai Person responsible » Display
Classification »
P qb £ O -
Standard task 30000741 100797/2
Name 100797/2
Package Swu Applic. Component

BC-BMT-WFM

Object Type CL_GRAC ACCESS REVIEW WF
Event START
Receiver Type WS576300082

Linkage Setting (Event Receiver)

Receiver Call Function Module A
Receiver Function Module SWW_WI_CREATE_VIA EVENT IBF
Check Function Module

Receiver Type Function Medule

Destination of Receiver

Event delivery Using tRFC (Default) A

+/|Linkage Activated

_ |Enable Event Queue

Behavior Upon Error Feedback Kystem defaults -

Receiver Status No errors v

Figure 3.29 Maintaining a Linkage

3.3.7 Performing Task-Specific Customizing with Plug-Ins (Assigning Agents)
From Transaction PFTC, the Standard Tasks & Workflow Templates should be main-

tained, as follows:
1. Execute Transaction PFTC.
2. Select Standard task from the Task type dropdown list.

3. Enter the task number in the Task field, as shown in Figure 3.30.

Task: Maintain
Of« DT
Task type Standard task -
Task 30000741 100797/2
Name 100797/2

Figure 3.30 Transaction PFTC: Maintaining a Task

4. Click the Display icon in the menu bar.

5. Navigate to Additional data » Agent assignment » Maintain, as shown in Figure 3.31.
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- {3 Basic data \@Description 38 Container | ) Triggering events | ) Terminating events &, Default rules =¥ SAPphane

Name

Abbr. 100797/2

Name 100797/2

Release status Not defined b

Work Item Text

CILd

Work item text CATT procedure B2000916

Object method

Object Category BOR Object Type -

Object Type CATT CATT procedure

Method EXECUTE Execute
v

El v

Figure 3.31 Transaction PFTC: Agent Assignment

6. Click the Attributes... button and change the setting to General Task and change
Classification to Not classified, as shown in Figure 3.32.

Standard task: Maintain Agent Assignment
ﬁi'é &\Q Attributes... Org. assignment @ ﬁ

Name jin}
= & 100797/2 TS 30000741

General or Background Task Task Version

[ Task: x

(=) General Task

") General forwarding allowed
~General forwarding not allowed

~IForwarding not allowed

Classification Not classified -

~|Locked for instantiation

~|Locked against execution

‘ ¥ Transfer Hg|

Figure 3.32 Transaction PFTC: Attribute
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7. Click the Transfer button.

8. Repeat these steps for all the standard tasks and workflow templates listed in Table
3.9 and Table 3.10.

Display Approval Webdynpro Application TS 76307918

3.3 Multistage Multipath Workflow Initial Configuration

Display Role Approval App TS 76307944
User Access Review Approval task TS 76307964
Role Approval Ul task TS 76307966
GRAC Read Stage TS 76307967
GRAC Read Stage TS 76308011

GRAC Display Approval for AR TS 76308013
Access Request Approval Dialog TS 76308021
Access Request Approval Dialog TS 76308026
SPM Audit Review Approval TS 76308028
RAR Rule for Function Approval TS 76308029
Display Approval Webdynpro Application TS 76308031

Display Approval Webdynpro RAR Risk TS 76308038
Display Approval Webdynpro Application TS 76308047
Role assignment dialog step TS 76308056
Control Assignment approval dialog TS 76308057

Table 3.9 Task-Specific Tasks Related to SAP Access Control Workflows

Access Request Approval Workflow WS 76300056
User Access Review Workflow WS 76300082
Function Approval Workflow WS 76300084
Mitigation Control Maintenance WS 76300088
Risk Approval Workflow WS 76300085
SOD Risk Review Workflow WS 76300081

Table 3.10 Templates Related to SAP Access Control Workflows
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Role Approval Workflow WS 76300080
Fire Fighter Log Report Review WF WS 76300089
Control Assignment Approval Workflow WS 76300087
Role Assignment Review Workflow WS 76300086
Firefighter Review Workflow WS 76300107

Table 3.10 Templates Related to SAP Access Control Workflows (Cont.)

9. The last step in workflow configuration is to activate workflow templates using
Transaction SWDD (Workflow Builder). The workflow builder is a graphical and an
alphanumeric view and also a tree-like display of a workflow definition, as shown in
Figure 3.33.

Workiflow Builder - Create 'Unnamed’
May 6 @ &

[ Information Area ‘[ Graphical Model .

Workflow [ v ¢ OFEOEEEEEEGEEEREI cot o s o)

[ Navigation Area 4] -|
e Workflow
(.= B started

Navigation area |
= Tl Steps
« [I] 000002 Undefined Undefined-

[ . | Double-click
4 for new

Workflow
started

—=

| step Types That Can Be Inserted

| Step Type
Activity -
B Web activity -
T send Mail

[B) Form

User Decision

ﬁ Document from Template

@R Condition -
& Multinle Candition

Undéfined- Double-click for new step

Workflow
completed

Undefined- step

[ ' Double-click

/ Undtfined- Double-clickfornewste
for new
step

Workflow
completed

=

[ Result of Syntax Check

Step Number Message

Figure 3.33 Workflow Builder

10. In the Information Area, in the Workflow field, enter the workflow step number, as

listed in Table 3.10. Click the Activate button to activate the template.

11. Repeat the steps for all the workflow step templates.
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3.4 Setting Up Common Parameters

3.3.8 Defining Number Ranges for Access Requests

Every request in SAP Access Control is identified by a unique number, and thus num-
ber ranges are important to maintain.

To set up an active number range, follow these steps:

1. Log on to SAP Access Control system.

2. Execute Transaction SPRO.

3. Navigate to SAP Reference IMG « Governance, Risk and Compliance « Access Control
User Provisioning.

4. Click Define and select the Maintain Number Range Intervals for Provisioning
Requests option.

5. Enter “GRACREQNO” and maintain the number range, as shown in Figure 3.34.

Number Range Object GRACREQNO: Change
[ Interval Egiting Change Documents
ShortTxt Request Numbers|
Long Txt Request Numbers
Pack. GRAC ACCESS_REQUEST
~~ Ranges ‘ Customizing
Number Length Domain NUMC10
% Warning 10,0
" |No rolling

Figure 3.34 GRACREQNO Number Range

Note

SAP Access Control allows you to create multiple request number ranges. However,
only one number range can be active.

6. To maintain the interval, click on Change, as shown in Figure 3.35.

Number Range Object Editing

[ interval Editing

Object Name IGRACREQNO |

|nSIf- Display ‘ |f Change ‘ | | Create

Figure 3.35 Editing an Interval
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7. On this screen, maintain the From number and To number, as shown in Figure 3.36.

Edit Intervals: Request Numbers, Object GRACREQNO
s P EER

No From No. To Number NR Status Ext
01 0000000001 0999999999 83 []

Figure 3.36 Changing an Interval

8. Once the number range is defined, you should define the number range for provision-
ing requests. Execute Transaction SPRO and navigate to SAP Reference IMG « Gover-
nance, Risk and Compliance « Access Control « User Provisioning. Then, activate the
desired number range by selecting the Active radio button, as shown in Figure 3.37.

Change View "Number Range for CUP Requests": Overview
‘ﬁ?@ New Entries Bt@

Number Range for CUP Requests

Object No  From number To number Current Number Active |
GRACREQNO 01 [p000000001! 0999999999 896 O -
GRACREQNO 02 2020000001 2020999999 2020000941 O il

Figure 3.37 Activating Number Ranges

3.4 Setting Up Common Parameters

Parameters define the way the application should function. Parameters are classified
into two types:

= Common parameters

® Component-specific parameters

Common parameters should be maintained either with the default values or main-
tained with the desired values.

Some common parameter groups include the following:

® Change Log
The parameters in the change log group will be displayed for every critical activity.
Thus, for example, risk creation, modification, etc. can be identified from the change
logs easily. From an audit point of view, we highly recommend to enabling the
change logs.

= Workflow
These parameters enable/disable workflow for the Access Risk Analysis component.
Access Risk Analysis utilizes four workflows:
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— Risk maintenance

Function maintenance

Mitigation control maintenance

Mitigation control assignment
Additionally, this parameter group includes parameters related to workflow-related
settings.

® Performance
The parameters in this group will help to optimize the performance of the system.
Settings related to mass risk analysis, sync etc., can be defined using the parameters
in this group.

® Access Controls - General Settings
The parameters in this group relate to all the components of SAP Access Control.

The parameters in each group are listed in Table 3.11.

Change Log 1001 When set to Yes, the Access Risk Analysis function
change log is enabled.

Change Log 1002 When set to Yes, the Access Risk Analysis risk change log
is enabled.

Change Log 1003 This parameter will enable the organization rule log.

Change Log 1004 This parameter will enable the supplementary rule log.

Change Log 1005 Setting this parameter to Yes will enable the critical role
change log.

Change Log 1006 Setting this parameter to Yes will enable the critical
profile log.

Change Log 1007 Setting this parameter to Yes will enable the ruleset
change log.

Change Log 1008 Setting this parameter to Yes will enable the role
change log.

Workflow 1061 This parameter can be used to enable or disable the mit-

igating control maintenance workflow.

Workflow 1062 This parameter can be used to enable or disable the mit-
igation assignment workflow.

Workflow 1063 Setting this parameter to Yes will enable the risk main-
tenance workflow.

Table 3.11 Common Parameters Related to SAP Access Control
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Workflow 1064 Setting this parameter to Yes will enable the function
maintenance workflow.

Workflow 1101 When this value is set to Yes, a request will be created
for risk approval.

Workflow 1102 Update request for risk approval.

Workflow 1103 Delete request for risk approval.

Workflow 1104 Create request for function approval.

Workflow 1105 Update request for function approval.

Workflow 1106 Delete request for function approval.

Workflow 107 Create request for mitigation assignment approval.

Workflow 1108 Update request for mitigation assignment approval.

Workflow 1109 Delete request for mitigation assignment approval.

Workflow mo Default workflow request priority for updating and cre-
ating risks.

Workflow m Default workflow request priority for creating and

updating functions.

Workflow m2 Default workflow request priority for mitigation control
assignments.

Workflow n3 Maintain the user ID from which the emails should be
triggered for the SAP Access Control requests, typically,
WF-BATCH.

Workflow 2051 Enable user ID validation in access request against

search data sources.

Workflow 3022 Request type for role approval.
Workflow 3023 Priority for role approval.
Performance 1120 Batch size for batch risk analysis.
Performance 121 Batch size for user sync.
Performance 122 Batch size for role sync.
Performance 123 Batch size for profile sync.

Table 3.11 Common Parameters Related to SAP Access Control (Cont.)
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Parameter Group  ParameterID  Description

Performance 2050 Enable real-time Lightweight Directory Access Protocol
(LDAP) search for access request users.

Access Controls - 2401 Allowed extensions for attachments in a comma-
General Settings separated list (for instance, .docx or .pdf). This list will
help to avoid SQL injections.

Access Controls - 2402 Display change delegation link for delegated user if only
General Settings SAP Access Control application is active.

Table 3.11 Common Parameters Related to SAP Access Control (Cont.)

3.5 Email Configuration

SAP Access Control utilizes the default SAP email engine for sending and receiving
messages. However, similar to SAP ERP and SAP S/4HANA, an external email infrastruc-
ture is required to set up the mail configuration. Figure 3.38 shows an overview of how
SMTP within SAP communicates with the external SMTP server.

SAP’s

Figure 3.38 SAP SMTP Communication Channel with External SMTP

An external SMTP server acts as a SMTP server between SAP and the receiver. This
server is the email server used to send emails. You can use the official SMTP server of
your enterprise (i.e., sap.com).

Since SAP Access Control uses workflows, you must set up the email configuration.
We'll cover the following high-level steps in greater detail in the following sections:
1. Open the port for SMTP.

2. Maintain the RZ10 profile parameters for the SMTP service or maintain it in Transac-
tion SMICM.

. Create a system user for receiving emails.

. Configure the SMTP service.

. Configure the SMTP server and the outbound and inbound flows.
. Set up SMTP jobs.

o U o W
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3.5.1 Opening a Simple Mail Transfer Protocol Port

SMTP is the basic standard that mail servers use to send email to one another across the
Internet. SMTP email relies on domain names and Internet addresses to know where to
send messages. However, these network addresses use specific port numbers. The first
step in configuring the SMTP service is to open the port number. Your IT infrastructure
team should be contacted to open the port and assign it to the SMTP service.

3.5.2 Maintaining RZ10 Profile Parameters for the Simple Mail Transfer
Protocol Service

The ICM parameter for SMTP should be added to the RZ10 profile parameters by follow-
ing these steps:

1. Execute Transaction RZ10.

2. Choose Instance profile from the available profiles and select the Extended mainte-
nance radio button under Edit Profile, as shown in Figure 3.39.

Edit Profiles
Clcreate g Check Copy Import

Profile G1l2 D00 _Gl2GRC ( |Instance profile )
Version 5 ( | Saved, activated )
Edit Profile

" Administrative Data
" Basic maintenance

&) Extended maintenance

‘6330 Display H & Change |

Figure 3.39 Profile Maintenance

3. Click the New Entries button.

4. Add an entry for SMTP. The parameter to be added is “icm/server_port <no>” with
value “PROT=SMTP, PORT=<port no which is opened for SMTP>, TIMEOUT=<time
out value>, PROCTIMEOUT=<Process Timeout value>”. An example is shown in in
Figure 3.40.

Maintain Profile 'G12 D00 G12GRC’ Version '000005'

Copy "% [Filine [ELine 4 PARAM+ W PARAM-

Parameter name: Status Seq. no.

icm/server_port Active 23

Parameter val.:

PROT=SMTP, PORT=25000, TIMEOUT=180

Figure 3.40 ICM Configuration for an SMTP Port
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5. Click Save to save these changes to the instance profile.

6. If prompted to activate the profile, click Yes, and the activation information screen
will be displayed.

[»] Note

It is required to restart the SAP system to load the profile parameter values. As an alter-
native, to proceed with the configuration, the ports can be configured in the Transac-
tion SMICM. Refer to Section 3.2.3 to add the SMTP protocol as well.

3.5.3 Creating a System User for Receiving Emails

For SMTP communication purposes, a dedicated ID is required. Create one user ID of
the system type by following these steps:

1. Execute Transaction SUOL

2. Enter a user ID of the system type in the User field (e.g., “SMTPUSER”).

3. Under the Profiles tab, assign the profile S_A.SCON from Transaction SUO], as shown
in Figure 3.41.

Maintain Users

P an
User SMTPUSER
Changed By SHIVA 07.11.202215:46:13 Status Saved

Documentation r Address r Logon Data fSNC r Defaults r Parameters f Roles / Profiles fGroups r Personalization r Lic. Data

) ) [ [ o 2 L (2L (9

Assigned Authorization Profiles

B Profile Type Text
S_A.SCON M SAPconnect: All Auth. RFC User / SAPphone: Centr. Arch.

Figure 3.41 SMTPUSER ID with Profile Assignment

[»] Note

You may assign additional authorizations as required.
4. Click the Save icon to save the user ID.

5. Make sure all users in the SAP Access Control system have an email address assigned
under the Address tab, as shown in Figure 3.42.
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Maintain Users

P e
User SMTPUSER
Changed By SHIVA 07.11.202215:46:13 Status Saved

Documentation / Address T Logon Data r SNC r Defaults ” Parameters r Roles r Profiles r Groups r Personalization r Lic. Data

First Name System

Academic Title

Full Name System user

Language hd

| Work Center

Function

Department
Room Number Floor Building code

| Communication |

Telephone Extension E
Mobile Phone E
Fax Extension E
E-Mail Address raghu@togglenow.com| = ‘
Method - [ Other Communication... ‘

Figure 3.42 Transaction SUO1: Address Data Screen for a User

3.5.4 Configuring the Simple Mail Transfer Protocol Service
To configure the SMTP service, follow these steps:

1. Execute Transaction SICF.
2. Click the Services icon.

3. Find the SAPconnect service, as shown in Figure 3.43.

Virtual Hosts / Services | Documentation
[ W__: default host VIRTUAL DEFAULT HOST
= B3 saPconnect SAPCONNECT (E)SMTP

Figure 3.43 SAP Connect Service

4. Right-click the SAPconnect service and choose Display SMTP host.
5. Click the Edit button.
6. Check that the virtual SMTP server is configured, as shown in Figure 3.44.
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HostData | ServiceData | Logon Data [ Error Pages | Default Service | Administration |

| Host Names and Port Numbers |

—

Profile Parameter No. 0 (Parameter 'is/HTTP/virt_host #')
Host Configuration Information
*: -

Figure 3.44 Checking the SMTP Configuration under the Host Data Tab

[»] Note

The value of the Profile Parameter No. field must be the same as the value maintained
in RZ10 profile parameter IS/HTTP/VIRT HOST #.

7. Click the Logon Data tab and maintain the Client, User, and Password fields, using
the SMTPUSER ID created in the previous step, as shown in Figure 3.45.

Host Data | Service Data /Logon Data | Error Pages | Default Service | Administration |

Password T ——
Language -
Password Status Set

| Security Requirement

(=) Standard (ssL
| Authentication

(w)Standard SAP User (JInternet User
| Reauthentication

Deactivated system-wide: No

Figure 3.45 Logon Data Maintenance

8. Select the Handler List tab. In the Handler column, make sure that class CL_SMTP_EXT
SAPCONNECT has been maintained, as shown in Figure 3.46.

Host Data | Logon Data /Handler List ~ Administration |

EIE)
Handler List (in Order of Execution)
No. Handler

13

1 CL SMTP EXT SAPCONNECT

Figure 3.46 SMTP Class Handler
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9. Click Save to save these changes and then right-click the SAPconnect service again
and select Activate SMTP Host to activate the service, as shown in Figure 3.47.

Virtual Hosts / Services Documentation
v IZl default_host VIRTUAL DEFAULT HOST
* @SAPCOP“M SAPCONNECT (E)SMTP

Display SMTP Host
Delete SMTP Host
Rename SMTP Host
Activate SI\L\\'gP Host
Deactivate SMTP Host
Obj. Directory Entry

I

Figure 3.47 Activation of SMTP Host from Transaction SICF

3.5.5 Configuring the Simple Mail Transfer Protocol Server
Inbound/Outbound Flow

Once the SICF service is activated successfully, the next step is to configure the SMTP
server and outbound and inbound flow by following these steps:

1. Log on to SAP Access Control system.

2. Execute Transaction SCOT.

3. Click Settings « Default domain or press [Ctr1]+(Shift]+(F9] to set the default

domain, as shown in Figure 3.48.

[E SAPconnect: Internet Mail Addresses

Default Domain mydomain.com

Figure 3.48 Default Domain Maintenance

Note [«]

Ensure that the domain maintained on this screen matches the email domain of the
users (as maintained in Transaction SUO1, under the Address tab).

4. Click OK [}

5. Setup the outgoing SMTP server, as shown in Figure 3.49. Enter “SMTP” in the Node
field, provide a description, and maintain the Mail Host and Mail Post fields. Click
OK.

Note [«]

The Mail Host and Mail Port fields must be maintained.
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[= SAPconnect: General Node Data of Node »

General information \

Node SMTP

Description [ Mail Server

Maximum waiting time for repeat send attempt procedure:
Hours/minutes [ ] / 5 |

[¥|Node in use

SMTP Connection

Mail Host ' myexternalsmtpserver.com
Mall Port |25
Security Do not use TLS -| Settings
| Supported address types \

[Pager (SMS) Set

Last changed by on

Figure 3.49 SMTP Outgoing Configuration

6. Select the Internet checkbox and click the Set icon to set the address type.

“wxn

7. In the address areas, insert the valid format of email addresses. When you enter
the node will accept every email address.

3.5.6 Setting Up Simple Mail Transfer Protocol Jobs

Now, the node is configured to accept outgoing emails. What is missing is a job that
picks up the emails from the outgoing queue and sends them.

To create a job that will send the queued messages, follow these steps:

1. Click the Job menu and choose Create or press [Ctr1]+[F8].

2. Enter the Job name and click OK [#].

3. Select SAP&CONNECTALL or SAP&CONNECTINT for sending internet email.
4.

Click Start immediately to start the job to run immediately. Alternatively, the job can
be scheduled to run at defined intervals. Click the Schedule button and schedule a
job. The recommended interval is 1 minute.
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3.6 Summary

SAP Access Control is a powerful solution that can help your organization ensure com-
pliance with regulations and internal policies related to access control. However, a crit-
ical task is to configure the solution correctly to achieve the desired results.

In this chapter on post-installation steps, all the initial configuration steps are outlined,
such as activating applications, services, BC sets, maintaining parameters, and plug-in
settings. By leveraging standard features like MSMP and BRFplus, many manual and
complex processes can be simplified, and audit gaps and issues can be addressed. By
carefully analyzing your business requirements, your organization can achieve a clean
and planned design that aligns with its objectives.

Note that individual solutions must be enabled for each system connected to SAP
Access Control. This process is referred to as common configuration, and the steps are
detailed in the next chapter. Once the post-installation configuration is successfully
completed, your organization can move forward with SAP Access Control’s common
configuration.
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1046

1047

1048

1049

1050

1051

1052

1053

1054

1055

1061

1062

1063

1064
1071

1072

1074

1075

1080

1081

1082

1083

1084

1085

1086

1087

1088

1101

1102

1103

1104

1105

1106

1107

1108

1109

1110

1111

1112

1113

1115

1120

165
165
166
166
166
166
166
166
166
167
176
167
176
167
168
168
168
168
167
169
169
169
169
281
281
282
282
174
174
174
174
174
174
175
175
175
169
170
170
170
170
170
170
170
170
170
171
171
171
171
172

Index
Parameters (Cont.) Parameters (Cont.)
121 172 2064 406
1122 172 2065 407
1123 172 3000 350
1124 172 3001 350
1125 173 3002 350
1126 173 3003 350
127 173 3004 350
1128 171 3005 351
1302 289 3006 351
2004 403 3007 351
2005 404 3008 352
2006 404 3009 352
2007 406, 422 3010 352
2008 406, 424 3011 353
2009 289 3012 353
2010 289 3013 353
2011 290 3014 353
2012 290 3015 354
2013 290 3016 354
2014 291 3017 354
2015 291 3018 354
2016 430 3019 354
2017 430 3020 354
2018 430 3021 355
2019 430 3022 171
2020 430 3023 171
2023 430 3024 355
2024 292 3025 355
2031 283 3026 355
2032 283 3027 355
2033 283 3028 356
2034 283 3029 356
2035 283 3030 356
2036 284 3040 356
2037 284 3041 356
2038 284 3042 357
2039 285 3043 357
2040 285 4000 237
2042 285 4001 237
2043 286 4002 238
2044 286 4003 238
2045 286 4004 238
2046 287 4005 238
2047 288 4006 238
2048 288 4007 238
2050 173 4008 239
2051 171 4009 239
2060 173 4010 240
2061 173 4011 293
2062 406 4012 240
2063 406 4013 240
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4014
4015
4016
4017
4018
4019
4020
4021
4022
4023
4025
4026
4027
4100
5001
5021
5022
5023
5024
5026
5027
5028
5031
5032
5033
6002
groups

Passwords

Password self-service .......oneeeeennne.
admin-defined questions
challenge response
data sources
disable verification
document template ..........onceeecoreeerenenne
enable
global configuration ...,

HR system
HR system settings
notification
reset password
security questions

Paths 408,471, 536, 549
approval 492
approval options 497
comments 499
create 493
maintain 492
new roles 496

Payment Card Industry (PCI)
Pending requests
Performance
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Periodic reviews 401,471
Permission-level risks ........cocooorommrcnnrirnnri 180
Permission levels 626
Permissions 154,157
PFCGroles 482
PFCG user groups 483
Plug-ins 49, 63,243
Port numbers 89
Post-installation configuration ... 51
Prerequisites 41
Presentation layer 32
Procedure calls 540
definition 541
parameters 541
Process initiator 262,528
Project and product release names .............. 369
Provisioning 295,470
automatic 302
individual systems 303
logs 336
manual 302
settings 301
type 302
Q
Queued Remote Function Call (QREC) ........... 589
R
Reason codes 249-250
Rejection levels 501
Remediation 202
Reminders 414
time periods 415
values 415
Remote Function Calls (RFCs) ........... 33,97, 588
connection 100
connection test 100
destination 98
setting up connections. ................. 566-567
Reports 398
GRAC _DELETE REPORT SPOOL ... 168
GRFN_CHECK_CDF 623
management dashboard ... 176
RS _APPL REFRESH
Repository object sync

Repository object sync job

Repository workspaces
create
objects

Index
Request types ... 259,304, 524, 591 Role attributes 367,390
create 592 define 368
default 591 Role-level risk analysis .......cneccennnne 386
disable 304  Role mapping 291
Rerouting 497 Role methodology ..o 346, 356, 376,417
RESTful APIs 557 BRFplus functions 377
Result data objects 599 def a“’f 376
Result rules 258 mapping 381
Reviewers 429 steps : 376
Risk analysis ........cooomeennen 125, 162, 281, 470 Role owner assignment .........cnneceeenne 405
additional criteria 207  Role owners 345
background 167 authorizations 358
criteria 203 create 358
custom groups 199 defflult 359
detail 205 define 357
eXeCULIVe SUMMQATY  oooveerervrversssisreerssssron 206  Roleprerequisites 374
format 204 maintain 375
management SUMMAIY  .....oeeeeeeeensssseseees 205 types : 374
objects 211  Rolerepository 346
online vs offline 155  Roles 64, 382
perform 202 add default 308
permission-level 180 assignment 303
profile level 210 child/parent 291
role level 209 comments 284
spool 167 copy 68
summary report 204 criticality level 371
types 156, 626 default 289,308
user level 203 deﬂne 383
views 206 derive 384,395
Risk assessments 501 generate 387,396
Risk management 435 generate en masse 67
Risk mitigation 125 import 389,391
RiSK OWNETS .oovvvsevreserresenrreen 154, 184,193,429 mass I{Pd?fe 392
verify 434 provisioning 286
Risk recognition 201 recertification 397
Risks 153,181, 550 search .. 285
create 183 search display format ..., 287
modify 185 sensitivity 369
rulesets 184 status 350, 370
types 183 update derived roles ... 393
violation types 157 update scheduling 393
Risk simulation 212 Role searcb 636
criteria 213  Role selection 283
HR object level 216  Role types
profile level 215 deactivate 364
role level 214 Iabgls : 365
user level 212 maintain 363
Risk terminator 126, 174 maximum length 366
configure 229 naming CONVENLIONS .......ovvvveevereenevenns 366
role assignment 230 Role usage synchronization ... 139
user exits 229 Route mapping ... 528, 536, 549, 658
Risk Terminator Log report ... 230 maintain ... 504
Role administrators 354 Rout}ng conditions 494
default approvers 363  Routinglevels 495
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Routing rules 477,537
Rule IDs 537,549
Rule kinds 471,477,519
Rules 185, 602
condition 605
create 605
definition 603
generate 179
results 528
Rulesets ......oooereerrrerrens 176,181,518, 547,607
create 185, 607
creation 548
custom 186
enable 608
insert rules 608
upload 187
Rule types 471,478,520
RZ10 profile parameters ............c.. 56, 70,92
S
SAP_PI GRC 109
SAP UI 49
SAP Application Performance Standard
(SAPS) 45
SAP Ariba 37
SAP Audit Management ... 30
SAP BTP cockpit 37

SAP Business Client

SAP Business Integrity Screening

SAP Business Technology Platform

(SAP BTP) 557
SAP Business Workflow
engine 72
SAP Cloud Identity Access Governance ... 37, 127
SAP Cloud Identity Access Governance
bridge 38
SAP Concur 37
SAP Enterprise Portal ............... 32,49,113,115,
118,144
integrate 113
SAP ERP HCM 131
SAP Fieldglass 37
SAP Fiori 32,53, 244,555
app types 562
architecture 556
benefits 560
cache issues 584
CDS 586
central hub deployment ................... 558,571
client 557
configuration 564
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SAP Fiori (Cont.)
deployment options
embedded deployment ..
overview
prerequisites
raise requests
reference lost errors  .........eeveeiisnenneeen,

terminology

troubleshooting

working with apps
SAP Fiori apps reference library ........cccou..... 562
SAP Fiori Cloud
SAP Fiori launchpad ...
SAP Gateway

activate

embedded

hub

routing configuration ...
SAP GRC solutions

technical content 577
SAP GUI 32,556-557
SAP HANA 109

development perspective ... 104

integration API 104

plug-in 101-102
SAP HANA database ... 101,110

connection 101

connect to SAP GRC ..., 111

test connection 111
SAP HANA Studio 102

errors 109
SAP Identity Management ............... 36, 294, 357
SAP Information Lifecycle .......occoccrncccnnens 127
SAP NetWeaver 32,42

connect 98
SAP One Support Launchpad .....cccoccveerecveeens 101
SAP Process Control 29
SAP Regulation Management by

Greenlight 30
SAP Risk Management 30
SAP Software Change Registration (SSCR) ... 662
SAP SuccesSFACtOrs ......eeeeerevererererennns 37,131
SAP SuccessFactors Employee Central ......... 200
SAPUI5 32
SAP Web IDE 557
Sarbanes-Oxley (SOX) ..cooweeeeeerreeeens 25,30,150

Title 1 152

Title 2 152

Title 3 153

Title 4 153
Secure Sockets Layer (SSL) ........crmeeeeeeeenes 568

Index
Securities and Exchange Commission Supplementary rules 190
(SEC) 152 create 190
Segregation of duties (SOD) .....c....... 25,150, 537 definition 191
reviews 126  Supported systems 36
Semantic ijects 562 Synchronization jObS ................................. 137,192
Service level agreements (SLAS) ............ 313,470 schedule 407,432
due date 315 System administrators ... 44
IDs 314  System aliases 568,570
serivce levels 315 create 575
trigger actions 316 mapping 574
type 314  System audits 28
Service Provisioning Markup Language System users 133
(SPML) 113
Simulation 534 T
Sizing 45
exercise 46  Table DB_LOOKUP 533
scenarios 46 Table operations 543,546
SMTP server 88 Boolean setting 544
inbound/outfound flow ... 93 definition 543
SMTP service configuration ... 91 Tabstrip control 634
SoD reviews 401,428 Target connectors 121
actions 438 Target mappings 561
admin review 437  Target system 575
configuration 428 TCP/IP connection 132
generate data 436  Technical catalog 561
generate new requests ..........eveeennn. 439 Technical roles 293
manage rejections 439 Templates 311
notification templates ... 431 create 311
number Of reqUESstS .......occeeecnneerercsneceenns 436 request details 313
perform 438 use 312
review requests 438  Temporary tables 539
schedule 440 Termination requests ... 600
set up parameters 429 Test cases 388
set up workflows 431 Ticket numbers 356
update workflow 437 Time zones 47
Spool files 168 Top eXpression ... 259, 362, 526, 653
Spool type 125 Training certification 126
SQL editor 108 Training verification 293
connect to database ......ecnneceernn. 108 Transaction
Stages 409,471,549 /IWBEP/ERROR_LOG .o
add 409,493 /yWEND/CACHE CLEANUP
define . 493 /[WFND/MAINT SERVICE
stage-level defmltlons .................................... 496 /N/GRCPI/GRIA EAM ...
Standard oper?tlng procedures (SOPs) ... 614 /N/IWFND/ERR(_)R_LOG ...............................
add to emails 617 N/IWEND/MAINT SERVICE ... 583
Structures 022 NJUIZ/FLP oo 327,332, 562
update 623 /N/UIZ/FLPD CUST oo 581
Su(l:;proc;sses ......................................... 68, 154, ?;(9) JUIZ/FLPD_CUST oo 562, 578-579
Sub?; Zl:larios 0 JUIZ/GW _SYS_ALIAS oo 574
Superuser privilege management log ALII 168,512
BREPIUS oo 521, 530, 595, 651
sync 139
DBCO 111
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FKO2
GRAC_ACT USAGE_SYNC ..ooooeoeeererr
GRAC_AUTH _SYNC oo
GRAC_BATCH_RA
GRAC_EAM
GRAC GEN_ERM_BRFRULE ...
GRAC_REP_OBJ _SYNC
GRFNMW _CN_VERA
GRFNMW _CONFIGURE ... .
GRFNMW_CONFIGURE_WD ... 245-246,

260,412,442,481,493,527, 534, 548,
615,657
GRFNMW_DBGMONITOR_WD ... 510
Transaction (Cont.)
GRFNMW_DEBUG 511

GRFNMW_DEBUG_MSG
GRFNMW_DEV_CONFIG

GRFNMW _DEV_RULES ... 522,530,537
GRFNMW_GEN_VERSION ... 506-507
GRENMW_MONITOR ... 513
LDAP 133,135
LPCONFIG 115
MIGO 180
NWBC ... 405,416-417, 648
PFCG 67,582
PFTC 80, 441
RZ10 56, 89, 145
SA38 47
SACM 586
scor 249,491
SCPR20 ..o 59,177,281, 349
SEl1 620, 622-623
SE16 413
SE21 550
SE37 i 47,484, 610, 648, 667
SE38 111,142,623
SE6] ... 247,355,431, 487,615,678
SE80 617
SICF v 53,450,452, 520,573,619
SLG1 159,421, 514,610
SLICENSE 43-44
SM19 238
SM30 490, 575
SM37 178,415
SM59 ., 98,100, 113, 132, 567
SMICM 56, 167
SPRO_ADMIN 537
sQvi 406
sU01 90, 195, 416
SUz4 137
SUGR 195,483
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SUPC 67
SWDD 83
SWE2 79
SWu3 71,75
VA31 180
Transactional apps 562
Transport layer 551
Transport requests ......... 117,485,529, 553, 596
Trigger values 259
U
UIGRACO1 49
UIGRC001 49
USer access reVieWs  ......coceveeeeeene 126-127,401
actions 425
configuration 402
configuration parameters ... 403
features 402
generate data 418
generating new requests ... 427
managing rejections ... 426
perform 424
priority 404
recurring plan 418
rejecting requests 426
Request Review SCreen ..., 423
reviewing requests 424
schedule 421

triggering workflows ..
updating workflows

variants 419

workflows 407
User assignments 296
User authentication source 448
User data type 131
User defaults 309
User exits 63

parameters 63
User groups 295,310

add users

assign

custom

User license requirements
User management engine (UME) ..

User managers 404,429
User profiles 285
Users 579

Index
VvV Workflow builder 83
WOTKEIOWS .o 86,125,169, 197
Variants 419 Work Inbox 330
Versions 506  Work Inbox app 330, 332
Violations 191 Work items 471
Virsa Systems 30
Z
w
Z enhancements 660
Web Dynpro application ... 659
Web services-based connectors ........c..... 122
Where-used list 62
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Raghu Boddu is a seasoned expert with more than 25
years of experience in the SAP security and Governance,
Risk and Compliance (GRC) industry. He is well-known
in the community for his ability to solve complex prob-
lems with simple solutions and is highly sought after
for his expertise in risk and fraud management.
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Raghu has led numerous successful projects through-
out his career, including the implementation of com-
prehensive security and risk management programs using SAP GRCsolutions
for Fortune 500 companies. He has also contributed to the development of
innovative software solutions for use cases such as firefighter log review
automation, protecting SAP systems from identity and data theft, and many
more, that have helped organizations secure their SAP systems and stream-
line their GRC processes.
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cations including Certified Fraud Examiner (CFE), Certified Information Sys-
tems Auditor (CISA), and Certified Data Privacy Solutions Engineer (CDPSE).
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5 Implement SAP Access Control 12.0 with step-by-step instructions He has also served on the board of the Hyderabad Chapter of ISACA.
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