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Chapter 5 

Client Administration

Clients are fundamental to the architecture of the SAP system. Most 

data, and all users, always belong to a specific client and the data can 

only be accessed inside the client where it resides. In this chapter we look 

at the various instruments to manage the client structure, including the 

tools you need to set up, refresh, or delete clients.

A client is a fully independent unit of business data. Application data, such as financial

and sales information, always belongs to a specific client and can only be read and

modified in that client. The data is not visible to users in other clients in the same SAP

system. The same concept of logical separation applies to users of the system: a user

always belongs to one and just one client.

Having multiple clients in one SAP system makes it possible to run the business of sev-

eral autonomous companies within one technical system while ensuring that each of

those companies only sees its own data. We were told by older hands than ourselves

that the client concept goes back to the early days when SAP systems typically ran on

large and expensive mainframe computers where it made good technical (and finan-

cial) sense to have as many businesses as possible share the same infrastructure, while

still preserving the confidentiality and integrity of their own data.

In today’s far more nimble server architecture, having different clients in one system

rather than lots of separate systems may still be useful to facilitate systems manage-

ment: running many systems also means having to do many backups, many upgrades,

and so on. It is true that most production systems today have only one application cli-

ent, but this is not true for development and test systems, where multiple clients are

the norm. In such systems, the reason for keeping data separate is not so much busi-

ness-related as functional. A test system, for example, might contain both a test client

and a training client. Users performing tests have the possibility to change—and possi-

bly damage or corrupt—data, whereas users attending a training course need stable

and predictable behavior. Distinct and fully separate clients for the two communities

will make sure they will not come to blows.

To understand the client concept, it is important to know the distinction between dif-

ferent types of data in the system because the data type determines whether the data is

visible only to one client or to the whole system. We explain the data types in Section

5.1. We then introduce the clients and their function in the ABAP system in Section 5.2.
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In Section 5.3, you learn how the system is able to keep data from different clients apart

in a manner that is transparent to users and applications. Section 5.4 explains how to

create clients and describes the different attributes you assign to a client. One of these

attributes is the logical system, which is crucial for interclient and intersystem data

exchange; we discuss logical systems in Section 5.5. It is possible to copy one client to

another within one SAP system or from one SAP system to another. The tools for doing

this have been extensively redesigned in SAP S/4HANA and we describe these tools, the

client copy and client transport, in Section 5.6 and Section 5.7, respectively. Even the

new design client transports are a somewhat cumbersome procedure; in Section 5.8 we

talk about a new feature, table snapshots, that provides an easier-to-use alternative.

Some clients live forever, but others are only needed for a limited period; in Section 5.9,

we explain how a client can be deleted. We continue our coverage of the client tools in

Section 5.10, where we describe how subsets of data can be copied selectively between

clients using transport requests. Section 5.11 deals with two functions that support the

administrator with the management of clients: the first calculates the size of a client

and the second compares data between clients. All the tools create logs which will even-

tually outlive their usefulness, and in Section 5.12 we explain how old logs can be

cleaned up. Finally, Section 5.13 describes table logging, which is used to create an audit

trail of changes made to critical tables.

5.1    Data Types

From the perspective of visibility, an SAP ABAP system contains two types of data:

1. Client-dependent data is data that, as described in the introduction, belongs to and is

only accessible from within one client.

2. Cross-client data (sometimes the older term client-independent data is used) is data

that is accessible system-wide and is therefore the same for all clients.

The most important cross-client data is the repository. The repository contains all

development objects, such as ABAP programs, function modules, object classes and

also dictionary objects like tables, views, and data types. The fact that the repository is

cross-client has two important consequences. First, although the data in different cli-

ents is strictly separated, the structures in which that data resides (database tables) are

the same for all clients in the system. Second, changes to the repository apply to all cli-

ents. If a new version of an ABAP program is imported or new fields are added to a data-

base table, this change will affect every client.

System data is also cross-client. This is for the most part technical data pertaining to the

SAP system as a whole. Good examples of this are output devices, RFC destinations and

server groups for load-balancing. Log data such as the system log and historical work-

load and performance data is always cross-client as well.
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Customizing data is vitally important for all applications in the system. Customizing

controls how an application operates. By changing the customizing data, the function-

ality can be adapted to the specific needs of the business. With the initial installation,

SAP delivers a set of standard settings, which functional specialists can then adjust in

function of the company’s requirements. Things like pay grades and credit policies are

just some examples; there are literally thousands of customizing settings. Most but not

all customizing data is client-dependent. Some cross-client customizing also exists

when the customizing settings by their nature affect the entire system. Archiving

objects and geocoding settings are good examples of cross-client customizing.

Application data and user data are always client-dependent. Application data consists

of both master data and transaction data. Master data defines the entities that partici-

pate in the different business processes—for example, factories, customers, vendors,

or products. Transaction data encompasses all information about transactions by and

between these entities, such as invoices, sales orders, or production orders. Because

application data contains all the details about the operation of the business, it is per-

fectly logical that this data is strictly client-dependent.

User data comprise things like user names, roles, and authorizations. A user belongs to

one client and one client only. When logging on, a user must always supply both the cli-

ent number and the user ID.

5.2    Clients in an SAP System

A client in an ABAP system is always identified by a three-digit number. Every ABAP

system has a client 000; a newly installed SAP S/4HANA system contains only this cli-

ent. Client 000 is used for certain system management tasks, for example during

upgrades, when installing software add-ons, applying support packages (patches), or

installing new languages. Using client 000 for actual business-related transactions is

not allowed, and application users must never have access to this client. The client also

contains a basic organizational company structure, which can be copied to operational

clients and customized in those clients. If the SAP S/4HANA system was migrated from

an SAP ERP system, then it will also contain client 001. This client is a leftover from old

installations (unless it is used productively).

Because client 000 cannot be used for business, one of the first tasks after installing a

new system is to create one or more new clients using the client copy or transport trans-

actions that we'll see later in this chapter. Which and how many clients are created in

each system in the landscape depends on the requirements not just of the business but

also of the development and test community. In a development system, there will

almost always be more than one client (apart from 000). In test systems, there is one cli-

ent for testing and quite often also another client for training. Production systems in

most cases have just one operational client, except in the rare cases where one produc-

tion system serves several distinct companies (a practical example of this is a healthcare
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group that manages a large number of hospitals, with each hospital running in its own

production client).

Figure 5.1 shows a possible organization of clients in an ABAP landscape. Three clients

are created in the development system. All development and customizing work takes

place in client 100; changes made here are transported to the test system and ulti-

mately to the production system. Client 200 is a sandbox that can be used freely for

experimenting; development and customizing changes are allowed here but these

changes are never transported to other clients and systems. Client 900 is a "golden" cli-

ent; this is a client containing a clean copy of all customizing and configuration. The

golden client does not contain master or transaction data. In the test system, client 100

is used for the actual testing, while client 200 is used for training. The production sys-

tem contains only a single client 100 where all productive activity happens.

Figure 5.1  Example of Client Organization

Over the lifetime of a system, other clients may temporarily appear, such as for special

projects, data migrations, security tests, and others. These clients are deleted once they

are no longer needed.

Client 066

If you have previous experience with SAP NetWeaver systems, you may have heard of

client 066. In the past, this client was also installed automatically and was used for the

generation of SAP EarlyWatch reports. In SAP S/4HANA (and in all recent SAP Net-

Weaver versions), client 066 no longer exists.

5.3    How the System Keeps Clients Apart

We don’t want to go into the subject of development just yet, but as a side note we’d

like to briefly explain how the system makes sure that client-dependent data is indeed

visible to only one client.

System000

Dev/Cust100

Sandbox200

Golden900

DEVELOPMENT
SYSTEM

System000

Test100

Training200

TEST
SYSTEM

System000

Production100

PRODUCTION
SYSTEM
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Client-dependency is an attribute defined in the Data Dictionary at the level of a data-

base table. If a table is client-dependent, then the first field in every row of that table has

the data type CLNT. The name of that field is most often MANDT (from German Mandant)

but can also be CLIENT, CLNT, or similar. When an ABAP program sends an SQL statement

like SELECT or UPDATE to the database, the ABAP database interface, which is a layer of the

process architecture, checks whether the table addressed in the SQL is client-dependent

or not. If it is, the database interface automatically inserts an extra condition into the

WHERE clause, restricting the selection to rows whose client field has the same value as

the logon client. Figure 5.2 illustrates this with an example.

Figure 5.2  Accessing Client-Dependent versus Cross-Client Database Tables

A user logged on to client 400 runs a program that produces a list of all vendors. The

vendor master is in database table LFA1; the first column of an LFA1 record has the data

type CLNT, which means that LFA1—like all master data—is client-dependent. The pro-

gram issues a simple SELECT * statement to retrieve all the vendors. However, the ABAP

database interface knows that the table is client-dependent and therefore adds an

implicit condition that limits the selection to the vendors configured in client 400

only. If the system contains other clients, say 200 and 800, that also have their own

vendor data, then that data will also reside in table LFA1 but will not be visible to pro-

grams running in client 400.

Table TSP03 contains the printer definitions. This is system data and therefore cross-cli-

ent: TSP03 does not have a field of type CLNT as its leading column. Hence, a SELECT *
query on this table is not altered by the database interface and will indeed retrieve all

printers, regardless of the client from where the query executes.

Transparent Table

Short Description

Attributes Delivery and Maintenance Fields Entry help/check Currency/Quantity Fields

Srch Help Predefined Type

LFA1

Vendor Master (General Section)

Active

MANDT

LIFNR

LAND1

NAME1

NAME2

NAME3

NAME4

ORT01

MANDT

LIFNR

LAND1 GP

NAME1 GP

NAME2 GP

NAME3 GP

NAME4 GP

ORT01 GP

CLNT

CHAR

CHAR

CHAR

CHAR

CHAR

CHAR

CHAR

Client

Account Number of Vendor or Creditor

Country Key

Name 1

Name 2

Name 3

Name 4

City

3

10

3

35

35

35

35

35

0

0

0

0

0

0

0

0

Field Key Init… Data element Data Type Length Deci… Short Description

LFA1: Vendor Master

Transparent Table

Short Description

Attributes Delivery and Maintenance Fields Entry help/check Currency/Quantity Fields

Srch Help Predefined Type

LFA1

Spool: Printer declaration

Active

PADEST

PAOSNAME

PATYPE

PAHOST

PAMETHOD

RSPOPNAME

RSPOPOSNAM

RSPOTYPE

RSPOHOST

RSPOMETHOD

CHAR

CHAR

CHAR

CHAR

CHAR

Spool: Output device

Spool: Host spooler printer names

Spool: Device type name

Host name

Spool: Host spool system access method

4

8

8

32

1

0

0

0

0

0

Field Key Init… Data element Data Type Length Deci… Short Description

TSP03: Printers

SELECT * FROM LFA1 SELECT * FROM TSP03

ABAP DB Interface

SELECT * FROM LFA1
User in

Client 400 WHERE MANDT = '400'

Database
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5.4    Creating Clients

The first step in setting up a new client is to create its definition. This is done with

Transaction SCC4. The opening screen lists the existing clients, as shown in Figure 5.3.

Figure 5.3  Transaction SCC4: List of Clients

The transaction always starts in display-only mode. To display the configuration of an

existing client, simply double-click its entry in the list. To create a client or modify an

existing client, you must first switch to change mode by clicking Display <> Change.

Confirm the warning that the table is cross-client.

In the following sections, we’ll explain the settings needed to set up a client as well as

the use of client roles.

5.4.1    Client Settings

The menu at the top now shows a New Entries button; click this button to open the cli-

ent creation screen shown in Figure 5.4.

Let’s walk through all the fields of this screen:

� Client

This is the three-digit number of the new client. You may assign any value that does

not yet exist, in this case everything from 002 to 999 (although we advise against

using 066). In our experience, many SAP customers use multiples of 100 or multi-

ples of 10, which are easy to remember, but the choice is yours.

� City

Enter a city name here; this field is purely informational.

� Logical system

The logical system is an identifier used by applications that access the client exter-

nally. Examples of this are extractions by SAP BW or SAP BW/4HANA data warehouse

systems or data exchange between SAP S/4HANA and SAP CRM or SAP Customer

Experience. You will see how to define a logical system later in Section 5.5. Specifying

a logical system is optional, and the field may be left empty, but if the client is to be in

any way involved in external communications, then assigning a logical system to it is

necessary. Client 000 does not have a logical system and does not need one.
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� Currency

Here you enter the code of the standard currency used by the business, like USD or

EUR.

� Client role

This field describes the function of the client. Use (F4) to display a dropdown list

that offers the following choices: Production, Test, Customizing, Demo, Training/

Education, and SAP Reference. These roles are more or less self-explanatory, except

that in development systems the customizing role is usually assigned to both the

development client and the client used for actual customizing.

Figure 5.4  Transaction SCC4, create new client

� Changes and Transport for Client-Specific Objects

Under this heading, there is a set of four radio buttons. These specify whether client-

dependent customizing can be changed in this client. The possibilities are as follows:

– Changes without Automatic Recording

Client-dependent customizing can be changed, but the changes are not automat-

ically recorded in a transport request. However, it is still possible to create a trans-

port request manually and add the changes to this request.
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– Automatic Recording of Changes

Client-dependent customizing can be changed, and these changes are recorded in

transport requests.

– No Changes Allowed

Client-dependent customizing is not allowed in this client.

– Changes without Automatic Recording, No Transports Allowed

Client-dependent customizing can be changed, but the changes are not automat-

ically recorded in a transport request. Moreover, it is not allowed to record them

in a transport request manually. Any customizing changes thus remain strictly

local to the client.

� Cross-Client Object Changes

This field sets the ability to make changes to cross-client objects from this client. As

you saw before, the two main types of cross-client objects are repository data (devel-

opment) and cross-client customizing. Use (F4) to show a dropdown list with follow-

ing options:

– Changes to Repository and Cross-Client Customizing Allowed

Both types of data can be changed—that is, this client can be used both for devel-

opment and for system-wide customizing.

– No Changes to Repository and Cross-Client Customizing Objects

The opposite of the first option: no cross-client data can be changed at all.

– No Changes to Cross-Client Customizing Objects

Development changes are allowed but cross-client customizing is not. It is not

quite clear why SAP uses a negative expression here (why not call it “only reposi-

tory changes allowed”?), but it has been like this since the beginning.

– No Changes to Repository Objects

Cross-client customizing is allowed but repository changes are not.

� Client Copy and Comparison Tool Protection

It is possible to copy the contents of one client to another; actually, that is one of the

main subjects in this chapter. Technically it is also possible to overwrite the data of a

client with data from another client. There are also tools that enable a properly

authorized user to compare the data in two clients (which may be in the same SAP

system or in different systems). While this is very useful functionality, it means that

the data in the client is exposed to the outside world, which may pose an issue of

confidentiality, especially in production systems. This field lets you control to what

extent the data in the client should be accessible to the copy and comparison tools.

The dropdown list lets you choose among three protection levels:

– Protection Level 0: No Restriction

The data in the client is not protected. It can be copied to another client or com-

pared with the data in another client, and the data can be overwritten by a client

copy that uses another client as the source.
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– Protection Level 1: No Overwriting

The data in the client can be used as the source for a client copy to another client,

and it can also be used in data comparisons between clients. However, it cannot

be overwritten by a client copy.

– Protection Level 2: No Overwriting, No External Availability

The data in the client is fully protected: it cannot be used as the source of a client

copy, it cannot be compared, nor can it be overwritten.

Table 5.1 summarizes the effect of the different protection levels on the availability

of the data in a client XXX.

� CATT and eCATT Restrictions

Computer Aided Test Tool (CATT) and Extended CATT (eCATT) are powerful tools

that allow creating extensive automatic test scenarios. CATT runs within the con-

fines of one SAP system, while eCATT is a script-driven tool that runs in the frontend

and can be used to test entire business processes across system boundaries. While

primarily intended as test tools in development or acceptance environments, CATT

and eCATT are also frequently used for mass data uploads (although more appropri-

ate tools exist for this purpose). Running large tests or large uploads may of course

have a great (and, if not handled carefully, devastating) impact on the data in the cli-

ent, and for that reason their usage can be restricted. From the dropdown list, you

can choose among five possible settings:

– eCATT and CATT Not Allowed

Does what it says on the tin.

– eCATT and CATT Allowed

Same.

– eCATT and CATT Only Allowed for Trusted RFC

A trusted RFC connection is a connection between systems that have a trusted/

trusting relationship, which for instance allows logging on without the need for a

password. With this option, only trusted connections can use eCATT and CATT in

the client.

– eCATT Allowed, but FUN/ABAP and CATT Not Allowed

FUN is an eCATT command that allows executing function modules remotely

Protection Level Client Copy

XXX -> YYY

Client Copy

YYY -> XXX

Client Comparison XXX <-> YYY

0 Yes Yes Yes

1 Yes No Yes

2 No No No

Table 5.1  Effect of Protection Levels for a Client XXX
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even if those functions are not explicitly enabled for RFC in the repository. This

setting allows using eCATT in the client but with the exception of FUN. CATT is

not allowed.

– eCATT Allowed, but FUN/ABAP and CATT Only for Trusted RFC

Like the previous with regard to eCATT, but allowing FUN and CATT if originating

from a trusted connection.

� Locked Due to Client Copy

You cannot change this field. The system sets this flag while a client copy with this

client as source or target is active.

� Protection against SAP Upgrade

If this flag is set, the client will no longer be supplied with new data during release

upgrades. This effectively makes the client unusable after the upgrade. The only rea-

son you would ever use this flag is if you want to preserve a “frozen” image of a client

for backup or archival purposes. This setting is rarely, if ever, used.

5.4.2    Client Roles and Recommended Settings

There are various types of clients in the SAP landscape, and each usage type comes with

its own requirements, especially with regard to changeability and access to the data. If

we assume a typical three-system landscape with a development, test (quality assur-

ance), and production system, then the organization described here is recommended

by SAP and commonly used by SAP customers.

The development system normally has at least two clients (of course, ignoring client

000). The first, known in SAP parlance as the golden client, is where all development

and customizing is carried out and from where these are transported to the test sys-

tem. The golden client is “clean” in that it does not contain any master or transaction

data. Another client in the development system has the role of sandbox; this client is

used for research and experimentation and also for unit tests of the development and

customizing imported from the golden client.

The test system typically has one client, which is used for quality assurance and inte-

gration testing. Here the imported changes to repository objects and customizing data

are tested in scenarios that resemble the production processes as closely as possible.

This client contains a representative set of master and transaction data. In addition,

there may be one or more training clients, which are refreshed before each training ses-

sion, either from the test client or from a “model” client containing master data and a

limited amount of transaction data.

Finally, the production system in most cases has just one client, unless the system is

used for separate autonomous entities, which is relatively rare.
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Table 5.2 shows the recommended settings for the different client types. These are the

settings the client should have during normal operation; occasional deviations may

occur (e.g., temporarily opening the test or even the production system for changes to

apply an urgent fix), but these deviations should be temporary.

Usage Recommended Configuration

Golden Client � Client Role: Customizing

� Client-Dependent: Automatic Recording of Changes

� Cross-Client: Repository and Cross-Client Customizing

� Protection Level 1 (No Overwriting)

� CATT and eCATT Not Allowed

Sandbox / Unit Testing � Client Role: Customizing

� Client-Dependent: Changes without Automatic Recording; No 

Transports Allowed

� Cross-Client: None Allowed

� Protection Level 1 (No Overwriting)

� CATT and eCATT Allowed

Integration Testing / 

Quality Assurance

� Client Role: Test

� Client-Dependent: Changes without Automatic Recording or 

No Changes Allowed

� Cross-Client: No Changes Allowed

� Protection Level 0 (No Protection); can be set to 1 during nor-

mal operation and lowered to 0 when the client needs to be 

refreshed

� CATT and eCATT allowed

Training � Client Role: Training / Education

� Client-Dependent: No Changes Allowed

� Cross-Client: No Changes Allowed

� Protection Level: 0 (No Protection); can be set to 1 during nor-

mal operation and lowered to 0 when the client needs to be 

refreshed

� CATT and eCATT Allowed

Production � Client Role: Production

� Client-Dependent: No Changes Allowed

� Cross-Client: No Changes Allowed

� Protection Level: 2 (No Copy, No Comparison); can be tempo-

rarily set to 1 (comparison allowed) if there is a need to com-

pare/validate data, for example between the production and 

acceptance clients

� CATT and eCATT Not Allowed

Table 5.2  Client Types and Recommended Settings
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Client Changes Are Logged

The settings made with Transaction SCC4 are in database table T000. This table has

logging enabled by default. We discuss table logging in Section 5.13.

5.5    Logical Systems

As explained in the previous section, a client must have a logical system assigned to it

if that client is to be accessed externally. Before you can assign the logical system in

Transaction SCC4, you must first create it. The logical system must be known to all con-

nected systems; therefore, it is recorded in a transport request, which you must import

into these systems.

The creation of a logical system is a task defined in the SAP Implementation Guide

(IMG). First make sure that you are logged on to a client where cross-client customizing

is allowed. To call the relevant part of the IMG ,use Transaction SALE and expand IDoc

Interface/Application Link Enabling (ALE) • Basic Settings • Logical Systems • Define

Logical System (see Figure 5.5).

Figure 5.5  Menu Path in Transaction SALE

Confirm the warning that the table is cross-client. To create a new logical system,

choose New Entries. Enter the logical system name and a description. In Figure 5.6, we

create a logical system for client 400 in system S4D.
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Figure 5.6  Transaction SALE: Create a New Logical System

Although you can freely choose the name, an almost universally followed naming con-

vention for logical systems is to use <SID>CLNT<NNN>, where <SID> is the SAP system

ID and <NNN> the client number. We strongly advise that you adopt this convention.

In our example, the logical system name then becomes S4DCLNT400.

Choose Save. A popup window will appear to prompt you for a workbench request. If

this is the first logical system you are creating, click the New Request icon; for subse-

quent logical systems that you want to transport together, accept the request shown in

the window. For a new request, enter a meaningful description as in Figure 5.7, choose

Save, and then press (Enter) to confirm the prompt for the request.

Figure 5.7  Workbench Request for Logical Systems

You can now return to Transaction SCC4 (the Assign Logical System to Client function

in the Transaction SALE menu calls this transaction) and assign the logical system you

have just created. Assuming that we are creating a golden client in a development sys-

tem, Figure 5.8 shows the fully configured client.
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Figure 5.8  Transaction SCC4: Configuration Complete

5.6    Copying Clients

Creating a client in Transaction SCC4 means nothing more than that the attributes of

the client are saved in table T000. The client does not yet physically exist: it contains nei-

ther users (meaning it is impossible to log on) nor customizing or transaction data. Con-

structing the client data from zero would be a senseless task: you would have to

manually enter all customizing data, including things like countries, currencies, units of

measurement, and innumerable others. You would also have to reenter the thousands

of authorizations of roles that form a central part of the user data. To supply initial data

to the new client, you use a client copy. This operation copies all data, or selected data,

from one client (the source client) to another (the target client—in this case, the newly

created client). Client copies have existed since the early days of SAP and are one of the

most used procedures to create a working environment—for instance, for develop-

ment, testing, or training—and populate it with fresh and consistent data (another pro-

cedure, the system copy, will be covered in a later chapter).
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Client copies are used not only to build new clients but also to refresh existing clients.

For example, a training client will very probably be in an unusable state at the end of a

training session because the course participants have executed business transactions

and possibly modified master or customizing data. Before the next session, the train-

ing manager will want to return the client to an initial state with all the data intact. A

client copy will serve this purpose; the source client could be a “clean” reference client

containing all the training data or perhaps the client used for integration testing.

In the following sections we first introduce the different types of client copy, as well as

the copy profiles, which define which data actually gets copied. We then describe the

local and remote client copy procedure and end with a look at the logs created by the

copy processes.

5.6.1    Types, Profiles, and Tools

There are three types of client copies: the local client copy, the remote client copy, and

the client transport. In a local client copy, both the source and target client belong to the

same SAP system. With a remote client copy, the source and target clients are in differ-

ent SAP systems. Remote client copies use RFC to transfer data between the two clients.

A client transport, which we'll cover in Section 5.7, makes use of the transport system:

the contents of the source client are written to transport requests and these requests

are then imported into the target client. Originally, client transports were the only way

to copy clients between different systems; with the introduction of remote client cop-

ies, their usage has declined.

It is possible to restrict the data involved in the client copy or transport to certain data

types. For this purpose, SAP provides a set of copy profiles. These profiles are pre-

defined; you cannot change them nor can you create your own. Table 5.3 lists all avail-

able copy profiles. Don’t worry if the description is not always clear; in practice you will

only be using a few of them.

Copy Profile Contents

SAP_000E Copy Customizing E Tables (no C, G) from Client 000

SAP_000V Client 000 E Table Customizing and User Variants

SAP_000X E-Table Customizing w/o Profiles and Roles (000)

SAP_ALL All Client-Specific Data w/o Change Documents

SAP_APPL Customizing and Application Data w/o Change Docs

SAP_APPX SAP_APPL w/o Authorization Profiles and Roles

SAP_CUST Customizing

Table 5.3  Copy Profiles
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The original client copy tool dated back to the early 1990s and its age was showing. Not

only did the user interface feel old and tired, but also its performance was unimpres-

sive because very few optimizations were used and the process had some serious draw-

backs that were no longer acceptable in today’s security-conscious environment.

Starting with SAP S/4HANA 1909 (SAP BASIS 7.54), SAP delivers a completely new and

much improved client copy tool, which covers not just the local and remote client copy

but also the client transport, client deletion, and data comparison between clients or

systems. It also introduces a new tool for calculating client and table sizes.

The new tool also makes use of native SAP HANA database features, which results in

dramatically better performance. According to SAP, the new local client copy is up to 10

times faster than the old procedure and a remote client copy up to five times.

5.6.2    Local Client Copy

Before you can start the client copy, you must define the new client with Transaction

SCC4 as explained earlier in this chapter. For the actual copy, you should then log into

a third client, typically client 000. One of the main drawbacks of the old procedure was

that the copy had to be started from the target client. Because initially this client does

not contain any users, a special type of “ghost” logon had to be used, which represented

SAP_CUSV Customizing and User Variants

SAP_CUSX Customizing w/o Authorization Profiles and Roles

SAP_PROF Only Authorization Profiles and Roles

SAP_Q2PC S/4 CE - Q-Syst Q2P LM Clean Client Setup

SAP_Q2PL S/4 CE - Q-Syst Q2P LM Lifecycle Client Setup

SAP_Q2PQ S/4 CE - Q-Syst Q2P Q2P LM Client Refresh

SAP_Q2PR S/4 CE - Q-Syst Q2P LM Lifecycle Tenant Refresh

SAP_U000 Client 000 E-Table Customizing and User Masters

SAP_U00V E-Table Customizing, Users and User Variants (000)

SAP_UCSV Customizing, User Master Records and User Variants

SAP_UCUS Customizing and User Master Records

SAP_UONL User Without Authorization Profiles and Roles

SAP_USER User Master Records and Authorization Profiles

Copy Profile Contents

Table 5.3  Copy Profiles (Cont.)
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a glaring (and widely known) security risk. We will briefly discuss this mechanism in

Chapter 8. Fortunately, the new client copy procedure solves this issue by allowing the

copy to be started from any client.

To perform a client copy with the new procedure, call Transaction SCCLN. The screen

shown in Figure 5.9 opens. As you can see in the status bar at the top of the window, we

are currently connected to client 200, which is neither the source (000) nor the target

(400) client of the copy.

Figure 5.9  Transaction SCCLN: Input Screen for Local Client Copy

In the Scope section, mark the Use Profile radio button and choose a copy profile from

the dropdown list. Instead of using a predefined copy profile, you can also copy a set of

database tables. To do this, mark the Table Selection radio button and enter the tables

whose data must be copied between the two clients. Wildcards and ranges are allowed.

Alternatively, you may also specify the packages the tables belong to.

Under Processing Settings, you configure the operational parameters of the client

copy:

� Test Mode

When this option is enabled, the logic of the client copy process is carried out com-

pletely but without making any actual database changes.
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� Lock Source Client

The source client is locked during the client copy. Users already logged on to the cli-

ent will be allowed to keep their sessions but new logons are not possible. It is rec-

ommended to leave this option enabled.

� Tolerate Failed Exits

The client copy process not only copies data in tables but also performs a series of

application-related exits. These exits are necessary to ensure the logical consistency

of the data in the target client. By default, the failure of an exit causes the copy pro-

cess to terminate. By enabling this option, the copy will continue even if errors occur

in an exit.

� Tolerate Failed Tables

A failure to copy the data in one or more tables also normally terminates the client

copy. With this option, failures for individual tables are allowed. All other tables will

still be copied.

� Use Exclusive Locks

The client copy sets an exclusive table lock at the database level for as long as copy-

ing the data of that table takes. This both speeds up the copy and reduces memory

usage; however, as long as the table is locked no other program or transaction can

modify the table (read access is still possible).

� Split Large Tables

To deal with very large database tables, the client copy process is equipped with a

splitter algorithm. This algorithm splits the copy process for a table into different

statements by generating WHERE conditions, which can then be handled by several

processes in parallel. This parallelism both improves performance and prevents the

database process from hitting the SAP HANA allocation limit. As of SAP Basis release

7.56, table splitting is always enabled and this option is no longer shown.

The client copy can be started in two ways: interactively or via a task list. Using a task

list is necessary if you want the copy to run as a background job. If you choose Execute

as Tasklist, the screen shown in Figure 5.10 is displayed.

To start execution, click the Start Task List in Background icon 1. You may also choose

Start Task List in Dialog 2, but because the task is flagged as long-running you will still

be offered the option of running in the background.

Figure 5.10  Execute Local Client Copy as Task List
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As soon as the client copy is running, you can start monitoring the process, which is

what we will look at next.

5.6.3    Remote Client Copy

A remote client copy can be used to copy a client between SAP systems using RFC. To

run a remote client copy, call Transaction SCC9N. The configuration screen is shown in

Figure 5.11.

Figure 5.11  Transaction SCC9N: Input Screen for Remote Client Copy

The screen is similar to that for the local client copy, with two important differences:

1. The source client is identified using an RFC destination instead of a local client num-

ber. The destination must be configured and tested in Transaction SM59.

2. The Process Incompatible (RFC) option determines what to do if a table is structurally

different between the source and the target system. This is impossible with a local

client copy because the two clients share the same repository, but if the clients

reside in different systems, then such differences might occur. If the option is dis-

abled, then incompatible tables are skipped (and marked INCOMPATIBLE in the copy

log). If it is enabled, the data will be copied to the extent possible. For example, if the

target table has fewer fields than the source table, then only the data for the com-

mon fields is copied.
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5.6.4    Client Tools Log

All operations on clients, like copy, transport or delete, write a detailed log. To view the

logs, you use Transaction SCC3 or SCC3_ADMIN. The only difference between the two is

that with the latter, you can also clean up old logs, whereas Transaction SCC3 only dis-

plays logs, although this was changed in the most recent versions. On the main screen

of the transaction, you can select different tabs. If an operation like a client copy or

delete is currently active, then the first tab shows status information for the running

operation. In the situation shown in Figure 5.12, a local copy from client 000 to client

400 is active. Notice the progress percentages for the delete and copy steps; use the

Refresh button to get an update of these.

Figure 5.12  Transaction SCC3: Log of Client Copy

The other tables, starting with Client Overview, show historical information about all

client operations ever performed in the system.

To drill down to the detailed log of the active client copy, double-click anywhere in the

status list. This displays the screen shown in Figure 5.13, where you find again a series of

tabs.

Of particular interest here are the Exit Messages and Processed Tables tabs. The first

shows all messages returned by the exits; if anything goes wrong and the operation is

canceled owing to an exit failure, then this is where you will find the relevant error

messages. The second tab lists all tables involved in the copy. Here you can find per

database table statistics on the number of rows copied, the processing time, and the

number of segments (table splits) used. An example is shown in Figure 5.14. You can use

the sort icons in the toolbar to display the tables with the highest number of rows and/

or the longest runtime.
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Figure 5.13  Transaction SCC3: Detail Log of Running Copy

Figure 5.14  Transaction SCC3: Statistics per Table

5.7    Client Transport

Remote client copies are the preferred method for copying clients between different

SAP systems, but if for some reason this is not possible (e.g., because no network con-

nection between the systems exists), then client transports can be used as an alterna-

tive. In a client transport, the data of the client is written to a transport request, which

is then exported to the file system of the application server of the source system. This

transport request is then imported into the target system and client. Simply importing
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the data in the transport is not sufficient to result in a workable client; in addition, a

series of post-processing activities must be carried out after the import. These activities

can be triggered automatically by the import or started manually immediately after

the import.

Before we proceed, some unusual but well-meant advice: only use client transports if

there is really no other option. The procedure is widely disliked among SAP administra-

tors and technical consultants and with good reason: where the old process, dating

back to the 1990s, was buggy and poorly documented, the new procedure in SAP

S/4HANA does not do much better. If you have no choice but to use it, make sure you

plan plenty of time and be prepared to send a few support calls to SAP. A new and better

alternative is to use table snapshots, which we describe later in Section 5.8.

5.7.1    Exporting the Client

To export the client, run Transaction SCC8N. The input screen shown in Figure 5.15

appears.

Figure 5.15  Transaction SCC8N: Input Screen for Client Export
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As with the local and remote client copy, specify which client you want to export. In

this case you do not specify a target client. Instead you choose between a transport

request or a table snapshot; we discuss table snapshots later in this section. For a trans-

port request, use (F4) to select a target system or target group.

As always, you must also select a copy profile; however, the list of profiles here is a little

different from the one we presented in Table 5.3. The main difference is that with client

transports there is also the option to export both client-dependent and cross-client

customizing. If you want to include cross-client customizing data, then choose one of

the profiles in Table 5.4.

If you only want to export the client-dependent customizing data, then use the same

profiles (SAP_USER, SAP_CUST, etc.) as with local and remote client copies.

No Other Cross-Client Data Is Exported

The only type of cross-client data that can be exported is customizing data. Workbench

objects (which are also cross-client) are never included in a client export.

Most of the options under Processing Settings will be familiar from the client copy pro-

cedures, but there are a few additional ones:

� Automated Import Postprocessing

Mark this option if you want the postprocessing tasks in the target client to run

automatically after the data import. If this option is disabled, you will need to run

Transaction SCC7N in the target client to start postprocessing explicitly.

� Release Transports on Export

With this option enabled, the transport request or requests will be released and

exported automatically. Always enable this option: if you don’t, then you’ll walk

straight into a trap—as we’ll discuss in a moment.

� Use Mode Vector / All Languages

This option controls whether for language-dependent data, such as descriptive

texts, all languages are exported or only a subset. See SAP Note 45548 for more infor-

mation.

Copy Profile Contents

SAP_EXBC Customizing, Users and Cross-Client Customizing

SAP_EXPA SAP_ALL with Cross-Client Customizing

SAP_EXPC Customizing Including Cross-Client Customizing

Table 5.4  Copy Profiles for Cross-Client Customizing
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So what about this “trap”? The client export creates transport requests of a special type

(client transport request), and this type of transport cannot be released manually in

transactions like SE09 or SE01. So if you do not specify that the client export itself

should release the request, then there is no other possibility to release it and as a result

you are stuck with an open transport request that might have taken hours to create but

is perfectly useless. This leads to another warning: test the transport system first!

Test the Transport System First!

Before starting the client export, make absolutely sure that the transport system is

fully operational. You can do this, for example, by creating a customizing request; mak-

ing a few dummy changes to customizing tables, which get recorded in that request;

and then releasing and exporting the customizing transport. If the transport system

encounters an error and the export of the client transport fails, you will again end up

with a dud request.

As with the client copy procedures, you can either run the client export online or in the

background by using a task list. Use Transaction SCC3 to monitor the process. When the

export is finished, the detail log contains the names of the transport request (or

requests if cross-client customizing was included). The names of the requests are for-

matted as shown in Table 5.5.

Figure 5.16 1 shows the log header for a client export with a profile that only includes

client-dependent data. Here only the KT transport is created. The second screen in

Figure 5.16 2 is the log header for a client export with profile SAP_EXBC, which also

exports cross-client customizing. In this case both the KT and KO transports exist.

What about the KX Transport?

For people familiar with the old client export/import: that procedure also created a

transport with KX in the name, which contained the texts. In the new procedure, the KX

transport no longer exists.

Transport Request Contents

<SID>KT<nnnnn> Client-dependent data

<SID>KO<nnnnn> Cross-client customizing data

Table 5.5  Transport Request Naming for Client Export
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Figure 5.16  Transport Requests for Client Export

5.7.2    Importing the Client

The import of the client transport into the target system is done in the normal way,

with Transaction STMS. When you start the import, an extra screen like the one shown

in Figure 5.17 opens. Here you enter the target client—in this case, client 700—in SAP

system S4Q.

Figure 5.17  Import Client Transport

5.7.3    Import Postprocessing

If you ran the client export with the Automated Import Postprocessing option, then no

further action is needed and the target client is ready for use. Otherwise, you must now

start the postprocessing manually by running Transaction SCC7N. This brings up the

screen shown in Figure 5.18.
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Figure 5.18  Transaction SCC7N: Input Screen for Client Import Postprocessing

Use (F4) in the Client field to select the target client. Only the client into which you just

imported the client transport request will be shown. If instead you receive the message

No clients in the system are available for import, then the postprocessing steps were

executed automatically and there is no need to use Transaction SCC7N.

As with the other procedures, you can either run the process online or use a task list,

which you then execute in background.
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5.8    Working with Table Snapshots

Table snapshots, sometimes also called snapshot containers, are a new feature intro-

duced with SAP Basis release 755. Table snapshots provide a new and convenient way to

copy clients between systems, much more convenient than client transports. In the fol-

lowing sections, we’ll introduce snapshots and then walk through how to export to and

import from a table snapshot.

5.8.1    How Snapshots Work

On the export side, the contents of the client, or of selected database tables, are written

to a special table in the source database. The snapshot is then imported remotely (or

locally) via RFC. Figure 5.19 shows the process flow. Client number XXX in the source cli-

ent (simplified here to just three tables, TAB_A, TAB_B, and TAB_C) is exported to a snap-

shot in the local database. Each of the three tables forms a set of records in the

snapshot, and each of these sets has a checksum.

Figure 5.19  Table Snapshots

These checksums are used to verify whether a table has changed between two snapshot

exports. A new export of the same client will only process the data of a table if that data

has effectively changed. This is shown in Figure 5.20. Here we do a second export from

the same client XXX to a new table snapshot. The export sees that the new checksum

only differs from the old checksum for table TAB_B. For TAB_A and TAB_C, the checksums

have not changed, which implies that the data stored in snapshot 1 is still valid.

Table snapshots are especially useful when you want to regularly recreate a client using

the same source data; for instance, you want to initialize a training client with identical

starting data prior to each training session. You cannot use a local or remote client copy

for this because those procedures always read the source client as it exists here and

now.

TAB_A

TAB_B

TAB_C

System A
Client XXX

TAB_A

TAB_B

TAB_C

System B
Client YYY

Export Import (RFC)

Snapshot

TAB_A CHK_A

TAB_B CHK_B

CHK_CTAB_C
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Figure 5.20  Use of Checksums for Later Snapshots

5.8.2    Exporting to a Table Snapshot

To export a client to a table snapshot, use Transaction SCC8N (the same transaction as

for the export side of a client transport). The input screen is shown in Figure 5.21.

Figure 5.21  Transaction SCC8N: Input Screen for Export to Table Snapshot

TAB_A

TAB_B

TAB_C

System A
Client XXX

TAB_A

TAB_B

TAB_C

System B
Client YYY

Export Import (RFC)

Snapshot 1

Snapshot 2

TAB_A

TAB_A

CHK_A

TAB_B CHK_B’

TAB_B CHK_B

CHK_CTAB_C

TAB_C
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Under Export/Import Route, select Client Table Snapshot. The ID is a descriptive identi-

fier that you can supply yourself or leave empty, in which case the system will generate

an ID. As with the other procedures, choose a profile for the export and set the process-

ing options (the options that apply only to transports are grayed out). Choose between

Direct Execution or Execute as Tasklist and monitor the process in Transaction SCC3 or

SCC3_ADMIN.

5.8.3    Importing from a Table Snapshot

Table snapshots are imported with Transaction SCC7N. In the context of a client trans-

port this is the transaction that you use for the import postprocessing (if not done

automatically after importing the transport request), but in the case of table snapshots

the transaction is used to perform the actual import.

Figure 5.22 shows the input screen. Specify the target client for the import and mark the

Client Table Snapshot option. Type the name of the RFC destination pointing to the

source (export) system and the ID of the snapshot you want to import. You can find this

ID with Transaction SCC3 on the source side under the Client Table Snapshot tab.

Figure 5.22  Transaction SCC7N: Input Screen for Import from Table Snapshot

Normally the import will use the same copy profile that was used for the export, such

as SAP_USER or SAP_CUST. However, if you mark the Import Only Tables option, the
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import will use a special copy profile, TABRANGE, which amounts to simply writing the

data of all tables in the snapshot without further profile-dependent postprocessing.

5.9    Deleting a Client

It is also possible to delete a client, either because it is no longer needed or because the

data in it is no longer usable and you want to recreate it with fresh data. Like the client

copy, the client deletion process supports parallel processing to speed up the opera-

tion. To delete a client, log on to another client than the one you want to delete and

start Transaction SCC5N. The screen shown in Figure 5.23 appears.

Figure 5.23  Client Deletion with Transaction SCC5N

Enter the number of the client to be deleted and press (Enter) to display its description.

If you enable the Delete from System Table T000 option, then the client will also be

removed from the client configuration (Transaction SCC4) when the physical deletion

is finished. Leave this option disabled if you are planning a new copy to the same client

later and you want to preserve its configuration. The other fields have the same mean-

ing as with the client copy.

Like the client copy, you can run the client delete directly online or, via a task list, in

background. As always, the log of the delete operation can be seen using Transaction

SCC3.

5.10    Transport-Based Copy

It is possible to copy data between clients based on the entries in one or more transport

requests. This is useful, for example, to copy all the customizing created in the context
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of a new project from the golden client to a test client. This customizing may be con-

tained in multiple change requests and the developers and testers will only want to

copy the contents of those requests without touching other data in the target client.

For a transport-based client copy use Transaction SCC1N. The selection screen is shown

in Figure 5.24. Under Transport Request specify the request(s) whose data you want to

copy. By default only requests of type W (the internal code for customizing requests)

are selected and there is little reason to change this. You can also use alternate selec-

tions based on the transport target, user (owner of the change request) or project.

Figure 5.24  Transaction SCC1N: Input Screen for Transport-Based Copy

The source and target clients need some explanation. The source client refers to the cli-

ent in which the change request was created in the development/customizing system.

Specifying a source client is optional but is advisable nonetheless if you want to ensure

that only requests from an authoritative source (such as the golden client) are used.

The source client in the Target System Clients section is the client from where the copy

process will read the data. The target client is the client the data will be written to. It is

possible to specify more than one target client here (a practice known as client cascad-

ing); in that case the copy process will copy the data from the source client to all the
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specified target clients in a single run. In the example in Figure 5.24, we want to copy

data based on a group of customizing requests created in client 100 of the development

system S19. The actual data will be copied from client 200 in the target system to client

700 in that same system.

By default, a transport-based copy will not write into a production client. You can over-

ride this protection if needed by enabling the Tolerate Role Production processing set-

ting.

To run the copy, choose Execute or Program • Execute in Background. The program pro-

duces its own log output; transport-based copies are not visible in Transaction SCC3.

5.11    Special Operations for Clients

The new client copy procedure provides a few more tools, which we’ll briefly discuss in

this section.

5.11.1    Client Size Determination

Before copying a client, especially with a copy profile like SAP_ALL that covers large vol-

umes of data, you will probably want to have an idea of how large the client actually is.

You can use Transaction SCC_CLIENT_SIZE for this purpose. The transaction has a very

simple input screen, which is shown in Figure 5.25.

Figure 5.25  Client Size Determination

You can find the log of the operation in Transaction SCC3 under the Size Calculation

tab. A good way to see how the calculation progresses is to open the detail log and go to

the Size by Delivery Class tab, as shown in Figure 5.26. Use the Refresh button to update

the information.
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Figure 5.26  Client Size by Table Delivery Class

The delivery class is a table attribute in the Data Dictionary, which indicates the type of

data that table contains. The most important delivery classes are A for application (mas-

ter and transaction) data, and C and G for customizing data.

5.11.2    Client Comparison

It is possible to make a comparison between clients or between table snapshots. This

comparison will produce a detailed report of all compared tables and the differences in

their data. Comparisons can be made both within one SAP system and between two dif-

ferent systems.

To perform a data comparison run Transaction SCC_COMPARE. Figure 5.27 shows the

input screen. You always specify two data sources. The first data source can be local or

remote; if it is remote, enter the name of an RFC destination to the other SAP system.

The second source is always local. Possible data sources are clients, table snapshots or

client template containers (more on those in a moment). Under Scope choose a profile

for the comparison or enter a list of specific tables or table ranges; you can also leave

the profile name empty, in which case the comparison will use the implicit TABRANGE

profile (Section 5.8.3) and only examine the tables. Under Table Comparison Mode you

can choose between a quick comparison based on the checksums only or a detailed

comparison that actually looks at the data records. A checksum comparison will reveal

whether differences are present or not but will not show the affected data.

Start the comparison in the usual manner, directly or via a task list, and monitor the

results in Transaction SCC3. Figure 5.28 shows the result for a comparison (between two

table snapshots of the same client created at different times with the SAP_USER profile)

where differences were found.
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Figure 5.27  Client Comparison

Figure 5.28  Comparison Result
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Double-click a table name to see the actual data differences. Figure 5.29 shows the com-

parison result for table USR02 (user master records). The first tab 1 shown in the screen-

shot shows the table records that exist only in the CONTAINER_TEST_2 snapshot. The

second tab 2 lists all unchanged records and the third tab 3 the records that exist in

both snapshots (based on their primary key) but with different data in the nonkey

fields.

Figure 5.29  Data Comparison for a Single Table

Apart from checksum-based and full data comparisons, there is a third usage mode for

Transaction SCC_COMPARE, which is to create a client template. A client template is a

transportable snapshot that can be used to set up new clients. To select this operation,

mark the Store as Template Container option in the lower part of the input screen

(shown in Figure 5.30).

Figure 5.30  Creating a Template Container

Specify a name for the template and indicate which data records you want to include:

those that exist only in the first data source, those that exist only in the second, those

that are identical, and/or those that exist in both sources with different contents. We

must point out that at the time of writing of this book, not one iota of documentation

2392.book  Seite 297  Mittwoch, 13. September 2023  7:42 19



5 Client Administration

298

about client templates was available from SAP, so we are unable to say whether there is

any point in using them.

5.12    Cleaning Up Logs

To delete old logs of client copies, transports, and deletions, you can use Transaction

SCC3_ADMIN. The original SAP documentation about the new client copy tools states

that you can only use Transaction SCC3_ADMIN and not Transaction SCC3 because the

latter only lets you display logs but not remove them. However, in the version used

when writing this book (SAP Basis 7.56 Support Package 2), this was no longer true and

the cleanup functionality existed in both transactions.

The opening screen of Transaction SCC3_ADMIN is the same as that of Transaction

SCC3. Choose Goto • Log Cleanup and enter the deletion criteria in the selection screen

shown in Figure 5.31. In this example, we want to delete all logs of deletions of client

400 that are older than 365 days (which is the default).

Figure 5.31  Transaction SCC3_ADMIN: Log Cleanup

It is also possible to delete table snapshots, but for that you do need Transaction SCC3_

ADMIN. Open the Client Table Snapshot tab to see the list where all snapshots are listed.

Then select the snapshots you want to delete and choose either Delete in Background

or Delete in Foreground, as shown in Figure 5.32.

Figure 5.32  Delete Table Snapshots
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5.13    Table Logging

Changing customizing data can have far-reaching effects: the behavior of applications

might change or transactions might simply stop working. It is important therefore to

have a reliable audit trail of such changes so that the administrator can always find out

who changed what when. Table logging provides a mechanism to track such changes.

This topic is part of the current chapter because logging is controlled at the level of the

individual clients.

For table logging to be active, two conditions must be met:

1. The database table must have the logging flag set in the Data Dictionary. This is the

case by default for a large number of customizing tables. If developers create their

own customizing tables, then they should set this flag themselves. We'll cover how

to do this in Section 5.13.1.

2. Logging must be enabled either system-wide or for specific clients. This is done by

changing a profile parameter of the system (see Chapter 7 for information about

profile parameters). The default setting of this parameter is OFF, which means that

no logging takes place. We discuss the parameter setting in Section 5.13.2.

5.13.1    Settings at Table Level

You can display the logging status for a database table by looking at the technical set-

tings of the table in the dictionary. You do this as follows:

1. Call Transaction SE12.

2. Enter the name of the table in the Database table field.

3. Choose Display.

4. On the screen showing the table structure choose Technical Settings.

5. On the next screen scroll all the way down to Data Changes.

You can also go to the technical settings directly by calling Transaction SE13.

We show an example in Figure 5.33. Here table T009, which contains important custom-

izing settings (fiscal year variants), has the Log Changes flag enabled. The Rating and

Reason fields contain information on whether logging for this table is required or

optional and the reason for assigning this rating.

Changing the logging flag, like all dictionary changes, must be done in the develop-

ment system, and this change must then be transported to the test and production sys-

tems. The following rules should be observed:

� Use logging for customizing tables only, never for transaction tables. The logging

facility is not suitable for data that changes often and in large numbers.

� Do not disable logging for an SAP-delivered table with a Required rating.
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� If the rating is May Be Required, then enable logging if the system meets the condi-

tion given in the Reason field.

� For customer tables, determine whether logging should be enabled in function of

organizational requirements—for example, auditing rules.

Figure 5.33  Logging Flag for Database Tables

5.13.2    System Parameter Settings

Simply setting the logging flag is not enough to ensure that all changes to the data in

the table will indeed be logged. For this, profile parameter rec/client must be set. The

parameter can take the following values:

1. OFF

Table logging is switched off; this is the default setting.

2. ALL

Table logging is active for all clients in the system.

3. <cli1>,<cli2>,…,<cliN>

Table logging is active for the clients in the list. Up to 10 clients may be specified. The

list is comma-separated without spaces.

Some examples of this are as follows:

� rec/client = 100

� rec/client = 100,200,300

� rec/client = ALL

The parameter is static, therefore the SAP system must be stopped and restarted to acti-

vate any changes.
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5.13.3    Displaying Logged Data

Use Transaction SCU3 to display the change log for a table. On the initial screen choose

Evaluate Logs. The selection screen shown in Figure 5.34 appears. Enter the name of the

logged table and the time range for which you want to display the changes. For the

object type to evaluate, choose Tables. We recommend that you choose ALV Grid Dis-

play as the output format. Press Execute to display the log.

Figure 5.34  Transaction SCU3: Selection Screen for Change Logs

In the example, we want to check whether any changes were made in the last week to

table T000, which contains the client definitions. Screenshot 1 in Figure 5.35 shows that

there was one change to the table in the chosen period, affecting client 400. The line

with Old in the Type column shows the original data; the line with New has the data

after the change. Each column on the right of Type represents one field of the table. Val-

ues are filled in only for the fields that were actually changed; unchanged fields are

shown empty.

Here we also see that the Client Role was changed from T to C and the correction system

(Corr. Sys.) from 3 to 1. What these values mean will not be immediately obvious; to find

out more, place your cursor on the value and choose (F4). The system now lists the pos-

sible field values with their descriptions. Figure 5.35 2 shows the result for the Corr. Sys.

field: this tells us that the change and transport policy for client 400 was changed from

Changes without Automatic Recording, No Transport Allowed to Automatic Recording

of Changes. Doing the same for the Client Role field reveals that the client type was

changed from Test to Customizing.
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Figure 5.35  Transaction SCU3: Log of Data Change

5.13.4    Archiving and Deleting Logged Data

Although data logging is used only for customizing tables, where changes are relatively

rare, over time the volume of the logs may grow quite large. The audit value of the data

will also diminish as the changes lie further and further in the past. We have seen SAP

systems in which change logs were allowed to accumulate for 10 or more years even

though no one would ever look at the old data again. In these systems the table that

holds the logs was among the largest tables, sometimes even the largest table, in the

entire database. To avoid amassing huge amounts of data that is no longer of any use,

it is recommended to periodically trim the contents of the log table. This can be done

either by archiving log data or by deleting it altogether.

To archive change logs, you must set up an archiving process for the object type BC_
DBLOG in the SAP archiving interface (Transaction SARA). Archiving is covered in Chap-

ter 14, so we don’t go into further details here. To delete log data, use report RSTBPDEL.

On the selection screen you specify up to what date and time you want to delete logs

(the default is one year ago), the tables whose logs you wish to delete (default is all

tables), and the client (default is logs for all clients will be deleted). Preferably start the

program in the background because the runtime could be very long. It is a good idea to

schedule this program as a periodic background job—for instance, with a weekly or

monthly frequency.

5.14    Summary

The client is the most essential organizational unit in the SAP S/4HANA system. Most

customizing and all transaction data in the system belongs to just one client and can

only be seen and altered by users logged onto that client. This ensures proper separation
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between functions (e.g., between a development client and a test client) or, in multicom-

pany systems, between data belonging to different companies. There is also cross-client

data, which is visible across all clients in the system, but this is limited to repository

objects (such as programs or dictionary objects), configuration tables, and some cus-

tomizing.

A new SAP S/4HANA system only contains Client 000, which is intended exclusively

for administration purposes and must never be used for business applications. The cli-

ent or clients where the actual work will happen must be created and provisioned with

data using one of the client copy tools that we saw in this chapter.

Since the early days of SAP R/3, SAP has provided procedures to set up new clients and

copy data between clients, both locally within one SAP system and remotely between

SAP systems. These procedures have been completely renovated and optimized for

SAP S/4HANA. In addition, new utilities for calculating the size of a client and for com-

paring data between clients are now available.

For customizing data, it is important that an audit trail of changes to this data is always

available because customizing changes can deeply impact the operation of the SAP

applications. The table logging facility serves this purpose by automatically recording

which customizing is changed, when, and by whom.
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