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Vision

At Duni we are passionate about being outstanding in our 

field; to grow into the world’s most attractive provider of 

inspirational table top concepts and creative take-away 

solutions. 

With our minds set on food, people and design we have the 

ambition to always supply Goodfoodmood® to any eating 

and drinking occasion.
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About us

• Duni has about 2,500 employees

• Headquarters in Malmö, Sweden

• Started 1949 with the production of wax coated paper 

cups and paper napkins

• Dominant market position in Europe

• Net sales: SEK 4,927 m (4,441)

• Operating income 1): SEK 430 m (491)

• Listed on NASDAQ Stockholm

• 75% of BioPak Pty Ltd, leading supplier of sustainable 

disposable packaging for the food service industry in 

Australia and New Zealand, was acquired in October 2018 

with an annual approximate turnover of SEK 385 m. 
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1) Operating income adjusted for amortization of intangible assets identified in connection with 

business acquisitions and for restructuring costs and market valuation of derivatives.



5

Duni in the world

Austria
Australia
Belgium
Czech Republic
Denmark
Finland
France
Germany*

Hungary

Italy

Netherlands

New Zealand*

Norway

Poland*

Russia

Singapore

Spain

Sweden*

Switzerland

Thailand*

United Arab Emirates

United Kingdom

USA

* Production
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Status and challenges

• Centralization of shared functions

• Legacy in function distribution

− Some local flavor remained

• People moving and changing roles

• Authorizations and Segregation of Duties a 
part of the audit

• SAP’s authorization concept

• Standard roles vs tailored roles

− Granularity of roles

• High effort in role maintenance
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Numbers

Active Users ~800

Active Roles ~570

Average 13 roles per user

Average 42 transactions per role

Average 825 transactions per user
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How did we end up like this?
2003 SAP Nordic - MM, SD, FI/CO

No experience 

Menu based roles

2005 Production site in Poland – MM, FI/CO, PP

Organizational limitations

European Finance Function – FI/CO

2006 European roll starts… - MM, SD, FI/CO

Menu based to wide

What’s needed role – local variants, individual add on roles

Mixed roles in small BU’s

2009 New concept – at EFF

SOD function based roles

Organisational level

2012 Merge SAP systems – MM, SD, FI/CO, PP

Consider existing wide authorizations 
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What we want to achieve is

• No overhead of transactions assignment for end users

• Minimize or mitigate SOD conflicts

• Minimize the administration effort 

by having a clear structure and strategy  
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How to achieve this

1. Wave 1 – analyse and clean up

• Remove not used own created roles

• Remove not used transactions from user roles

• Take care of all critical SOD conflicts

2. Wave 2 – Define the role creation strategy and process

• Site & position based roles

• Define decision makers and communication

3. Wave 3  – restructure

• Minimize or mitigate SOD conflicts

• Only needed transactions for each user

• New naming convention based on the strategy
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Actions
Remove not used own created roles

Remove not used transactions in roles/users

Remove critical transactions from end user roles 

and define alternatives for the end users

Define the strategy for roles together with the business

considering SOD conflicts

Recreate roles based on the strategy 

minimize or mitigate SOD conflicts

only needed transactions per position and site

Set up a way of working for this so that it can be done by support organization

Find all users and roles with critical authorizations 

and then decide how to limit this

Do the similar exercises for users and roles that has Critical SOD conflicts

Reduce “overhead” for users with a lot more authorization 

than is actually being used. 

Based on the above restructuring roles in general 



Wave 1 – analyse and clean up
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IT support & 
administration

Management 

Business
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• In this report we found that we 

have own created roles that is no 

longer assigned to any user.

Remove not used own created roles
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• This is one example shows how  

much overhead there can be for 

one single user when it comes to 

available transactions.

Remove not used transactions in 

roles/users
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• We can analyse the critical 

transactions to see to which users 

they are assigned.

Remove critical transactions from 

end user roles 1/2
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• We can also check for users which 

critical transaction they have 

access to. 

Remove critical transactions from 

end user roles 2/2
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• As a help to decide if we remove 

or just mitigate the risk we can use 

the report for see how a user has 

been using the SOD conflicting 

transactions.

Minimize or mitigate SOD conflicts 1/2
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• In the SOD summary report we get 

an overview of the conflicts within 

a selection of users.s

• The risk description comes from 

the SOD repository. 

Minimize or mitigate SOD conflicts 2/2



Wave 2 – Define the role creation strategy and process
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• Position Based Approach

− Makes it easier to understand and mitigate risk for 

“necessary” SOD conflicts.

− Naming convention including Business Unit, Department, 

Position

• One Composite Role per Position (Job Title)

− All User Role (The Role All Users are given with basic 

transactions)

− Maintain Role

− Display Role

Our future approach for role design 

• SoD Issues in the Composite Position Role are common

− Unlikely to be caused by the All User Role

− Unlikely to be caused by the Display Role

− Most likely to be contained within the Maintain Role

− Benefits of this situation

− Simple to Remediate

− Removing access does not affect users outside of the position

− Simple to Mitigate and Monitor if required

− Simple to Add Access

− Adding access does not affect users outside of the position



Wave 3  – restructure
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• Analyze

− Departments

− Positions

− Tasks

• Define new roles

− Maintenance transactions

− Display transactions

Together with the business

Centrally we will 

• Define the “All user role”

− Transactions that everyone needs  such as SU53, SP02, SMX, 

SBWP etc.

• Define a naming convention to clearly indicate the use of 

the role



Summary of Role Design

ZPC_EUR_FIN_CRED_CNTRL

All User Role

Display Role

Maintain Role ZPS_EUR_FIN_CRED_CNTRL

ZPS_EUR_FIN_CRED_CNTRL_D

Position Composite Role

ZPC_EUR_FIN_AP_CLERK

ZPS_EUR_FIN_AP_CLERK

ZPS_EUR_FIN_AP_CLERK_D

ZPS_GBL_GEN_ALL_USERS

Display TCodes

Maintain TCodes

General TCodes

European Credit 

Controllers

European Accounts 

Payable Clerk

Role Identifier

Business Unit

Department

Position (Job Title)

Denotes Display
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sven-gunnar.linderson@duni.com

Questions?

simone@securityweaver.com


