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Accurate SOD Reporting without

Presented by Dries Horions, Product Manager
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Introduction

Name: Dries Horions
Role: Product Manager

Email: dhorions@securityweaver.com

| began working with SAP in 2001 as an ABAP developer. | joined Security
Weaver 14 years ago. I'm the Product Manager for Separations Enforcer

and Automated Mitigations.




Security Weaver

GRC software since 2004

Fraud prevention, compliance, risk analyses, CCM

Cross platform Compliancy software on Access-,

Process and Contract Compliancy
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What is an SOD Conflict?

If a single person can perform a combination of critical

activities within a process sequence, this is referred to
as a SOD Conflict.

When that happens, there is a possibility a person did
not act in the interests of the company.
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ow is an SOD Conflict Defined?
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How is an SOD Conflict Defined?

Process Sales Order

Release Sales order
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ow is an SOD Conflict Defined?

Process Sales Order

Create/Change

Create/Change

Release Sales order

Function | Function
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How is an SOD Conflict Defined?

Process Sales Order

Release Sales order
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Wl's'dn SOD Matrix hard to maintain?
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When all these aspects are so well known in the industry, what is it that makes
an SOD Matrix so hard to maintain?




'Why is an SOD Matrix hard to maintain?

All SAP systems have different configuration, customizing and custom code,
and that affects the SOD Matrix,
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Production System 1 Production System 4 Production System 7
Go Live Date: 1006 Go Live Date: 2002 Go Live Date: 2013 (JV)
, ’ (Acquired) LOB: Health machines
LOB: All (CO only) e AR
GEO: WW LOB: PLT and PL2 GEO: WW
GEO: UK
Production System 3 Production System 6

Go Live Date: 2000 Go Live Date: 2011

LOB:PLT1and PL2 LOB: Locomotves

GEOQ: Americas GEO: WW (MSP hosted)
Production System 2 Production System 5 Production System 8
Go Live Date; 1999 (Acquired) Go Live Date: 2006 (acquired) Go Live Date: 2017
LOB: PL3 fully with (SCM support for PL1T and PL2) LO8: Home appliances LOB: Automotive

GEO: APJ GEO: WW GEQ: AP)




Fs'an SOD Matrix hard to maintain? ﬂ

Document Type




ences in Configuration and Customizing
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erences in Organizational Structure

Division
Sales Organization
Distribution Channel

Sales Document Type | Company Code Sales Organization Distribution Channel

Production 1 OR - Standard Order 1000 0001
Z1 — Returns
2000 02 0002, 0003, 0004 02,03,04
Production 2 Z1 — Standard Order 1000 01 0001 01,02
RE — Returns
Production 3 OR - Standard Order 2000 01 0001 02

RE - Returns




Custom Code

e Parameter Transactions

« ABAP Code
Call Transaction
Submit report
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Why is an SOD Matrix hard to maintain?

« Organizational Complexity

» Organizational values like Plants, Purchasing Organizations, Sales Organizations, Distribution Channels etc can have different
meaning, or relationship on different systems.

« Changes in Organizational Structure aren’t always known by Compliance Department

« Complexity due to Customizing

» Customizing such as document types, movement types can be different across systems.

* New customizing values that are introduced aren’t always known by Compliance Department

« Complexity due to Custom Code

« Custom transactions can be developed giving access to SOD Relevant functionality
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How can it be simplified?

Complexity due to Customizing

» Define rules that determine how values should be interpreted

 Reference these rules in the SOD Matrix

o D

'ynamically apply this configuration during the SOD analysis



canitbe sim

SOD Definition
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ShREEHSAR A
L S ——]
Function D Tcode Obect H [y
Heraechy Header Vale From Vakse
“{i FNO2 (Goods Receet 10 PO)
“m MB0L [Post Goods Recept fee PO)
e M_MSEG_BWA (Goods Movements: Mavement Typa) L.'-
v Vabe set 002
TYT famany) 01

*. BWART (Movement Type [Irventory Minagement))

IPSYNG/SEWART B

¢ \ O COCTeT
“mm N_MNSEG_BWA {Goods Moverrents: Mavernest Type)
I Vaks set 001

« 0, ACTVT {Acnwty)

« O, BWART (Movemant Typs [Ireentory Managsment))
B MEOA (Post Goads Recept for PMO)
8 181C [Other Goods Recaprs)
I MBST (Cancel Nateri Docurment)
B G0 (Goods Movament)
B MOGO_GR (Goods Noverment)

R
2]
&
3
8
&/

&

\

01
PSYNG/SEWART B

ified?

Rule Definition

0 St '
— — C

O>8 000 . 0%

S Maintain VariaDse Elements

." 2= I‘A"' S PO -; e ot s’ B N | cy oy ‘.-- . —T
_V.‘otb Porreets B Vervor

R \erson : Exrrple Varadie Demeots
RIC Detnation

7‘:2'“ YO ’ 0?"...1‘..0"'- !

Mantae Veeble Berent Roles

Vaade ENTecs Nare "Pemat Do Tval vae Set D Aum Fels Oup.  Table Narmw " eld e S0  Opoon Low
:ﬁv, VNG SATARY : R | - 3 AUARY 7 ax AUART t o .
=) o) v DR ! R K
a LY v TRVOG i 0w o
[P5 YOG/ SRWART A A B WART J TiSé FWART I T 20
[PEYMG/SPWART B 2 2 v [ €0 10
) LY v ! 0 110
A A v i ® 103
2 . v ! €@ 1
2 o, v i " 24
R X v ! 0 1s
2 o g ! T N
S YNG/SS0L_PLR a D T / TS TN i o w
) 2 2 v SO i - XEN -




How can it be simplified?
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Maintain Variable Element Rules

Variable Element Name
I?PSYNG/sAUART

“ Element De_ “Val Value Set D_ Auth.Field * Outp_ Table Name | Field Name “® Join Sign Option Low
3 v  TVAK 1

L]

Include all the Sales Document Types (AUART)
That are not locked (SPERR <> X)

And have the Transaction Group: Sales Order (TRVOG = 0)




How can it be simplified?

Organizational Complexity

* Automate the discovery of the Organizational Setup across the entire
landscape
* Dynamically apply this configuration during the SOD analysis
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can it be simplified?

Organizational Complexity

1. System Scope

[;. 2 Hep

®>»> 00 ] @%

e DArations | rforcer - Confguration Sl Maintenanoe

-

. 4 - -
> Dtpiny/Change T Dsete M3 UpoddDowmioad B3 Copy

pefiguraton Set |

Creston DHORIONS 12042021 050501 Changed DHORIONS 13,08, 2021 0441250

.- =3

.

Confg Se2 0

Pescrotion Fecusity Feaver « Ixasple Configuration Jet
1 ]

Bament Selection Organzatony Ekemants Varadie Boments
™ —

Seleted Syem D FC Destnaton
v () 067 _800_DAK
v WHESD)




can it be simplified?

Organizational Complexity

2. Org Element Scope

(& Syste Hat

¥
-— - -

O>8 000 HY 0%
Separations Enforcer - Configuration Set Maintenance

PR -

53 Dplay/Changes | ) Create : Deiete | Publsh B3 Upicad/Oownkoad I copy [T
Confguration Set
Corfig St 0 3 Cedton DRORIONS 13,06, 2021 0404201 Cunped DHORIONS 12042021 0410
Dearpton Jecusisy Veave:s - Ixaxple Configursatics Jet
Sysiem Selacton Orgmesnal emants | Vorable Elemecis
— sen e ——— T e ———— — —
Verson Parse SO0 Matrix Varobe Element Ryl Verson 5 Analyre Rules for Selection
Orgargatony Ared Selection
I Solected Dafast Organational Bament Descroton
v v BUKRS Cormpany Code
~, EXORG Purchassng organaation
N WERKCS Pant
v MEK Muntenance Phrneg Fant
v GSEER Busness Arey
J SPART Dwson
-, YTWEG Detrbution Channel
KABER Crede controd rea
KDKES Coctzoing Ares
VXORO Sles OrpnEton

VSTEL Shoorg PORURECeV) POrs




can it be simplified?

Organizational Complexity

3. Discovery

r' Syt [P

Saparations Enforcer - Coniuration S&t Maintenance

> N . N e . . o i e
» DSpeyy/Uhange I | Create iy Dewte l. Loy ‘.—, U/ Downiond A Cot [

Cordguraton ot

ConfgsS«t o B Craaton  DHORIONS 13022021 02:05:01 (hanged CHORIONS 13.04.2021 0422130

Desarpton Securiny Seaver - Example Configuration Ses

Systam Samion Bament Selacnon Oeganaationad ENmernts varadie Blamants
"

Company Code S¥esOrg  Purchse Orp  Prk Busness Area Dweion Detrbution Chamnet Credk Controd Area  Contod Ared Shioong Pork
ATGly T4 Orp ERments L1000y ractve Vaues Al Detals
20 NI =*TH s 47 . MU -1 PP
L ORG Area & Comgeny Code Dasoption  Sales Orp Purchase Org  Pant  Buiass A%a  Dwison Dsrdution Channsl | Togohe
0001 (11,1 § SAP AL, P e at PiP o2 2 v
2c01 20 Courtry - Belp 303 a3 Qe o 00 3 v
cm eI, Courkry - Swe_ X3 i ae A L) &2 v

R
4
&

3
S
&4

4
a




| g

O>’>8 00O

Separations Enforcer - Configuration Set Maintenance

Sflen- (a4l

AT 0%

% Osplay/Change [N Creste T Deete [ pPublsh B3 upoadiDownicad B Copy [T

Configuration Set

Corfg Set 3 Cexton  DHORIONS 13,04, 2021 040401 Cunped DHORIONS 12042021 0841330

Jecosity Weaver - Ixzasple Coafigaratica Set

Sytem Selecton | Elemert Selecton m Varble Elemants

——

Company Code SalesOrp  Puchase Org Pt Busess Ared  Dntscn  Dstrbution Ounnel Cedt Control Area  Contral Afea Shpping Pont

ugz; 7&! as al m 7] A2 AN a0

Analoe Org Blerments Duiy Mactve Vabes Al Detas
= USRS A TS AR U SR W s

B ORG Area A | Company Code Descroton Sales Orp Purchase Org  PUnt  Busmess Ared  Dwison Datrbution Cunnel | Toggle
0001 0001 SAP AG. 22 405 ¥ 22 22 N
2001 Zon Country -Belgerm 313 a3 o ol 210 a3 L
2002 Q02 Contry - Sweden 33 33 a6 29 000 22 <

> Syam

o>

e

o

&% Toggk for &l Comparry Codes

w0 0%

Separations Enforcer - Organdzational Elements Vakies

sadadede’e
edavaveaT
didadabed

.o d
2
2 h 2

DepSy Factwe Valies
4'.’!1!‘;')(5_‘;_7{5." Q»’%ﬂf__‘_i'?“ A 2 J S LIS 008 -A-
5] Ocp. Area ALS, " Desopicn " Fuld * Fak lome " Syme " vake T Vakie Descrption ", Topge
?002 jComtxy SSmeden  BUGS Coerpary Code MHES0) 2002 Ceustyy - Sweden v
2002 Country - Smeden EXORG Purchasng Orpnkton XHES0) TESL  SE - Swedand Purch 7
2002 Countyy - Smeden EXORG Purchasng Organgaton XMESD) ZES2 SE - Norrand Purch v
2092 Country - Smeden EXORG Purchasng Organcaton XHES0) ZES3 SE - Gitaand Purch v
2002 Country - Smeden  VXORG Saks Ovganzaton XHESD) 2551 SE - Goaland v,
<002 Country - Smeden  VNORG S3ks Organgation XHES0) ISS2 SE - Sweabnd g
2002 Countyy « Sweden  VXORG Salkes Organization XHESO) 2553  SE < Nornd v
2002 Country - Sweden VTWEG Dstrotnn Charned XHEs 71 2] ”
2002 Countyy « Smeden VTWES Datrbutivns harnel NEs 3 23 v
2002 Country - Sweden  WERKS Pls XHBS0) IPSL SE - Jonktorng Pant 7
2002 Country - Swaden  WERSS Phre MMESD) P52 SE - Stoccdhoim Man v
2002 Country - Smeden  WERKS Port XHESD) TPS3 SE-Maimd Pt -




How can it be simplified?

Complexity due to Custom Code
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* Analyse all custom Transactions.

* Link them to transactions in the SOD Matrix.

* Dynamically do this during SOD analysis.




Complexity due to Custom Code
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can it be simplified?
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can it be simplified?
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Complexity due to Custom Code
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Related webinars

Please watch these existing Security
Weaver User Group (SWUG) webinars

* 4 Key Reports for Managing SOD Risk

 How to Align Stakeholders with Dashboards

https://www.linkedin.com/groups/4642758/

gjza%ug&sig i
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https://www.linkedin.com/groups/4642758/
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Mailing Address
Strawinskylaan 3051 -1077 ZX Amsterdam - The Netherlands

Email Address

simone@securityweaver.com

Phone number
+31 20 301 21 45
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