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Introduction



Security Weaver partners with enterprises to rapidly deliver

integrated and efficient controls. A best of breed solution set

supporting any SAP environment for monitoring, controlling,

and reporting on enterprise risks.

Security Weaver



Introduction - Security Weaver Modules

Access 
Management

Separations Enforcer (SE)

Role Recertification (RR)

Secure Enterprise (EN)

Dynamic Matrix (DM)

Emergency Repair (ER)

Automated Mitigations (AM)

Secure Provisioning (SP)

License 
Optimization License Management (LM)

Continuous 
Controls Process Auditor (PA)

Analytics Risk Visualizer (RV) Transaction Archive (TA)

Role Lifecycle 
Management

Authorization Help (AH)

Transaction Archive (TA)

Role Management (RM)

Authorization Architect (AA)

Role Deriver (RD)

Validation Workbench (VW)

Role Recertification (RR)

Self-Service 
Automation Reset Password (RP) Authorization Help (AH)



Key Areas of Risk

• SAP Access allowing:

• Conflicting Function Access

• Sensitive Access

• System Profile Parameter Changes

• System Configuration



Ways to Mitigate Risks

1. Identify Risks to the Organization

2. Implement System Checks/Enforcement

3. Approval/Review Processes in Place

4. Utilize Temporary Access

5. Activate Automation of Risk Detection



Security Weaver Solutions to Mitigate Risks

o SE – Separations Enforcer

o SP – Secure Provisioning

o ER – Emergency Repair

o TA – Transaction Archive

o AM – Automated Mitigations

o PA – Process Auditor

o RM – Role Management

o AA – Authorization Architect



Define Risks
SOD Matrix Rules
What is a sensitive to your organization?

What are the levels of severity of the risks?

- Conflicting Functions

- Critical T-codes, Auth, Roles, Profiles

Dynamic Matrix
Intelligent SOD Rules across your Environments

✓ Dynamic Enhancement Logic

▪ Evaluate Custom Code/Transactions

✓ Configuration Sets

▪ Fine-Tune your SOD Matrix Rules

❑ System Scope

❑ Organizational Scope

❑ Configuration Scope

❖ Separations Enforcer (SE)



Dynamic Matrix – Configuration Sets 

Selection of Org Levels to consider & Automatic Determination of Organization Values in your Systems

▪ Company, Purch Org, Sales Org, Plant, etc.



Dynamic Matrix – Variable Elements 

Easy defining of Customizing fields – i.e. Movement Types, Condition Types



Define Continuous Monitoring Risks

Define risks in your business processes and 

continuously monitoring all types of areas for risky 

activity.

❖ Process Auditor (PA) 

• Security Weaver’s Process Auditor is a continuous 

control monitoring solution that provides enterprises 

with a complete controls framework for identifying, 

misuse, and errors in transactional processes

• Security Weaver has out-of-the-box controls - over 

130 pre-built controls that cover Configuration, 

Master Data, and Transaction controls to monitor 

risky activity in the system



System Checks/Enforcement 

Integration to check the defined SOD Conflicts in User & Role Creation 

SAP Standard Transactions – Exit Points

▪ SU01 – User Master Maintenance

▪ PFCG – Role Maintenance

▪ SE10 – Transport of Roles

❖ Separations Enforcer (SE)

❖ Role Management (RM)

❖ Authorization Architect (AA)

❖ Secure Provisioning (SP)



User Changes in SU01 



Role Creation/Updates in PFCG



Role Transport in SE10



Enforcement in Transport Release



Mitigate with Approvals

• Access Requests Approvals

• Approval of User Creation/Updates

• Approval of SOD in Requests -> 

Mitigated with a control in place 

❖ Secure Provisioning (SP) with 

Separations Enforcer (SE) 

• Elevated Access Approvals

• Approval of Temporary Access

❖ Emergency Repair (ER)



Approval for new/changes to SAP User Accounts

➢ Allows to analyze the user access request for any SOD Conflicts and assign a Mitigating Control 

while approving the SAP Access Request.

Approvals in User Provisioning

❖ Secure Provisioning (SP) with Separations Enforcer (SE) 



Approval Decision of Risk

Can view the complete details of the SOD Conflicts 



Approval with FIORI Applications



Centralized Approval in FIORI tile for SP& ER Requests and AM Alerts

Approval in FIORI

Security Weaver‘s FIORI Approval Application



Security Weaver‘s FIORI Approval App –

Centralized Approval in FIORI tile for SP& ER Requests and AM Alerts/Cases

Approval in FIORI



Security Weaver‘s FIORI Approval App –

Centralized Approval in FIORI tile for SP& ER Requests and AM Alerts

Approval in FIORI



Provisioning Approval with FIORI

Full Information of the User Request in FIORI

❖Secure Provisioning (SP) 



Temporary Access for Mitigating Risks

Take full advantage of temporary access solutions with various use cases due to it's limited 

access time with approvals, notifications & detailed reporting of activity.

▪ Resolving SOD issues/sensitive access - Require Approval for high risk access

▪ Forcing SAP/OSS to check out an ER role when they get access to production

▪ Sensitive Basis functions (i.e. opening the system for modifications)

▪ Using in QA systems (assigning production access to users and then allowing them to check 

out an ER role when they need to do config type work

▪ Use ER for sensitive tasks, even if frequent and If log review in ER is too much, turn on 

Review Automation

❖ Emergency Repair (ER)



Automated Solutions

Automation to be able to Detect, Alert & Manage responses to the Risks

• Automated review of temporary access when user executes non-risky activity

• Automated Email Alerts when user executes risky transaction/actions

• Automated alerts/cases when user executes risky activity

❖ Emergency Repair (ER)

❖ Secure Provisioning (SP)

❖ Transaction Archive (TA)

❖ Automated Mitigations (AM)

❖ Process Auditor (PA)



❖ Emergency Repair (ER) – Review Automation

• Analyze Usage of ER Session in comparison with what the ER User entered 

o Requested, non-critical activity can be auto reviewed 

▪ Configure Exclusions/Manual – T-codes, Programs, Users, Roles - Ensure critical activity is 

reviewed

Automated Solutions



• Speed up access with the workflow of an automated provisioning tool

• Automatic SOD Analysis of the requested roles

• If No (zero) Risks => User ID creation/Role Assignments can get done immediately

• If Risks are Found => Request can be automatically routed to a Mitigating Auditor to assign the 

Mitigation Control for allowing the requested roles access. 

❖ Secure Provisioning (SP)

Automated User Creation



Activate the automatic Email Alerts of User Activity

• Critical Transactions 

• Sensitive Actions 

• Configured Update or Delete functions done within a 

specific Transaction Code

• Configured Security Audit Log events executed

❖ Transaction Archive (TA)

Automated Alerts on Risky Activity



Automatically analyze user actions to identify risk

o Detect and alert Auditors on real SOD Conflict Violations

❖ Automated Mitigations (AM) 
➢ Built-in Integration with the Separations Enforcer (SE) for SOD Matrix rules

Automated Alerts of Material Risks



Material thresholds rules would need to be maintained for generating the alerts when SOD 

activity is over that threshold

Automated Alerts 



Automating alert handling via Email Notifications for Audit Review of User Access Activity

➢ Analyze & Respond to the Risk

AM Alerts Via Email



Process Monitoring Alerts

Alerts/Case Management

❖ Process Auditor (PA)



SUMMARY & Q&A

• Identify & Define Risks

• Implement System Checks/Enforcement

• Approval/Review Processes in Place

• Utilize Temporary Access

• Automate Various controls for Risk Detection
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