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• Phillip D. Shade is the founder of Merlion’s Keep Consulting, a 

professional services company specializing in Network and Forensics 

Analysis  

 

• Internationally recognized Network Security and Forensics expert, with 

over 30 years of experience 

 

• Member of FBI InfraGard, Computer Security Institute, the IEEE and 

Volunteer at the Cyber Warfare Forum Initiative  

 

• Numerous certifications including CNX-Ethernet (Certified Network 

Expert), Cisco CCNA, CWNA (Certified Wireless Network 

Administrator), WildPackets PasTech and WNAX (WildPackets Certified 

Network Forensics Analysis Expert) 

 

• Certified instructor for a number of advanced Network Training 

academies including Wireshark University, Global Knowledge, Sniffer 

University, and Planet-3 Wireless Academy.  



Not What You Want to See on Your Screen… 



The Original – The MS Blaster Worm… 

• Exploits Microsoft Windows RPC Vulnerability 

– Microsoft RPC vulnerability using TCP Port 135 

 

• Infected machines will attempt to propagate the worm to additional machines 

– Infected machines will also attempt to launch a Distributed Denial of Service (DDoS) 

attack against Microsoft on the following schedule: 

• Any day in the months 

– September - December  

• 16th to the 31st day of the following months:  

– January - August 



Packet Capture File 

 

What's hiding inside these seemingly harmless packets? 



MSBlaster Worm Download 

Server infects the workstation with MSBlaster-Worm via TFTP Download 



MSBlaster Worm – Visual Reconstruction 



Infected Workstation Now Attacks Others 

10.1.1.31 Now scans for other nodes beginning in the 180.191.253.XXX range 



Blaster Worm Attack – What it Looks Like… 



MSBlaster Worms - A Postscript… 

*CNN News 28Jan05 

SEATTLE, Washington (AP) -- A teenager was sentenced Friday to 1 1/2 years in prison for 

unleashing a variant of the "Blaster" Internet worm that crippled 48,000 computers.  

 

Jeffrey Lee Parson, 19, of Hopkins, Minnesota, will serve his time at a low-security prison 

and must perform 10 months of community service. 

 

Parson created a Blaster version that launched a distributed denial-of-service attack against a 

Microsoft Windows update Web site as well as personal computers. Blaster and its variants, 

also known as the LovSan virus, crippled networks worldwide.  



Insider Threat – Bots… 
• Bots, Zombies,  Automatons, Sleepers, etc. are computers that have been infected and 

taken over by other users (aka Bot Herder) 

 

• Used to send SPAM, generate Denial of Service (DoS) attacks, spread the infection 

further or any other purpose desired 

– Often sold or rented to other users 



Bot Infested Capture File 



Download Reconstruction 

Backdoor Client (Bot) IRC Login to Bot-Server 

Bot-Server downloading updates to infected Bot 



Sample DDoS Extortion Letter 

Dancho Danchev's Blog - Mind Streams of Information Security Knowledge: Pricing Scheme for a DDoS Extortion Attack 

Tuesday, November 03, 2009 

"Hello. If you want to continue having your site operational, you must pay us 10 000 rubles 

monthly. Attention! Starting as of DATE your site will be a subject to a DDoS attack. Your site will 

remain unavailable until you pay us. 

 

The first attack will involve 2,000 bots. If you contact the companies involved  

in the protection of DDoS-attacks and they begin to block our bots, we will increase the number of 

bots to 50 000, and the protection of 50 000 bots is very, very expensive. 

 

1-st payment (10 000 rubles) Must be made no later than DATE. All subsequent payments (10 000 

rubles) Must be committed no later than 31 (30) day of each month starting from August 31. Late 

payment penalties will be charged 100% for each day of delay. 

 

For example, if you do not have time to make payment on the last day of the month, then 1 day of 

you will have to pay a fine 100%, for instance 20 000 rubles. If you pay only the 2nd date of the 

month, it will be for 30 000 rubles etc. Please pay on time, and then the initial 10 000 rubles offer 

will not change. Penalty fees apply to your first payment - no later than DATE" 

 

You will also receive several bonuses… 

1. 30% discount if you request DDoS attack on your competitors/enemies. Fair market value 

DDoS attacks a simple site is about $ 100 per night, for you it will cost only 70 $ per day. 

2. If we turn to your competitors / enemies, to make an attack on your site, then we deny them. 

 

Payment must be done on our purse Yandex-money number 41001474323733. Every month the 

number will be a new purse, be careful. About how to use Yandex-money read on 

www.money.yandex.ru. If you want to apply to law enforcement agencies, we will not discourage 

you. We even give you their contacts: www.fsb.ru, www.mvd.ru" 




