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Summary: Following disasters, and in other infrastructure-deprived settings, such as remote 

areas, the need for communications is profound.  However, the ability to provide 

communications solutions in such situations is extremely difficult because of the lack of 

functional infrastructure, and the logistical difficulty or impossibility of bringing in additional 

hardware.  Therefore it is important to create communications solutions that can operate using 

existing locally available hardware. 

In this paper we describe one possible solution based on acoustic coupling of mobile telephones 

with existing two-way radios, such as are often carried in remote areas of Australia, and are 

fitted to many vehicles that are used in such areas. 

We describe a number of related software systems and some simple experiments that 

demonstrate the feasibility of the general concept, before describing a possible integration of 

such technologies with the secure digital communications capabilities offered by the open-

source Serval Mesh software.   

We argue that such an integration is not only possible, but also has the potential to allow secure 

digital communications in a variety of scenarios, without the need for any new or additional 

hardware. 

Introduction 

Disaster situations have many similar properties to peace-time communications in remote 

areas and developing countries. In each of these three contexts there is a profound need to 
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communicate in order to ensure the survival and well-being of people in the area, although the 

particular dangers and challenges vary.   

For example, in a disaster zone there may be a need to communicate the need for assistance 

when all local communications infrastructure has failed.  Similarly, in a remote area, such as 

the vast expanse of the Australian Outback, there may be a total lack of conventional 

communications infrastructure (Crouch & Davies 2013).  Finally, in developing countries, 

there may be a mixture of functional, absent or simply unaffordable communications 

infrastructure (Yang 2011; Akbari et al 2004; Patricelli et al 2008).   

In all three situations, there is desire to enable communications for a variety of purposes.  

Moreover, in each scenario there are situations where secure communications are required.  

In a disaster zone this may be to protect the privacy of individual health records, or to enable 

humanitarian responders to organise without interference from local militia or other parties.  

The need for privacy also exists in remote areas, including the need to satisfy privacy 

legislation for medical, economic or other forms of communications. In Australia privacy 

requirements under law derive primarily from the Privacy Act (Commonwealth) of 1988 (as 

amended).  In international jurisdictions there often exist instruments that similarly impose 

privacy regulations, although the specifics vary considerably. Finally, in developing countries 

all of these issues may be present, and in particular, individuals may wish to transfer funds 

using mobile payment platforms without the opportunity for middle-men to intercept and 

steal payment codes (Morawczynski & Miscione 2008; Luo et al 2010). 

The challenges to communications in such situations exist in combination with the need for 

secure communications in these environments.  The lack of available, functional, affordable 

and secure communications infrastructure presents many obstacles. 

The Serval Project (Gardner-Stephen et al 2011; 2013a; 2013b; 2013c; 2014) was created to 

address this challenge, by creating open-source software called the Serval Mesh that can be 

installed on existing Android smart-phones to allow them to easily carry and disseminate 

encrypted communications for their owners and for other parties.  This application can also 

be shared from phone to phone, allowing it to be deployed during disasters, in remote areas 

or developing countries, without recourse to any communications infrastructure. 

The primary limitation of the Serval Mesh software is that it is extremely difficult to establish 

long-range communications between mobile telephones without the use of cellular or Wi-Fi 

infrastructure.  Some solutions are being developed to address this situation, such as the 

Serval Mesh Extender device (Gardner-Stephen et al 2013b). However, the need for additional 

hardware does not constitute a viable solution for situations where it is not possible to obtain 

the hardware in a timely manner, or where the cost would be prohibitive in relation to local 
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wages. Therefore there is a need for a solution that can use radio hardware that is already 

present. 

In many of the target situations there will exist some local communications capability in the 

form of two-way radio, such as HF, VHF or UHF Citizen Band (CB) radio, or its local 

equivalent. Such systems typically have a range measured in kilometres to tens of kilometres, 

and thus represent an attractive resource.   

From a technical perspective, the challenge is how to make use of an analogue radio system 

designed for voice communications to easily transfer digital information.  At a minimum, it 

must be possible to automatically modulate and demodulate the communications, so that a 

human operator is not required to perform this function.  That is, human interaction should 

be limited to, at most, activating the radio transmitter when required. 

One approach that is possible and has been used since the 1960s or earlier to interface digital 

communications systems to analogue bearers is acoustic coupling.  Acoustic coupling is simply 

the creation of a system where the digital system produces an analogue representation, i.e. 

modulation, of the digital communications and plays it as a sound, which is carried over the 

analogue bearer.  The receiving end of the digital system then listens for such modulated 

transmission, and demodulates it to recover the digital message (Serrano 1983; Gutzmer 

1992).  Such MOdulator-DEModulator systems include the dial-up modems common during 

the early decades of the internet-era (Serrano 1983; Gutzmer 1992).  However, it is also 

possible to use a corresponding mechanism to use two-way radio systems to carry the 

modulated digital transmissions (Sano 1994).   

There are numerous existing technologies for acoustic coupled communication in the amateur 

radio community. Data transmission is accomplished by using simple baseband modulation 

schemes in the audio frequency range (eg. AFSK), embodied in software that drives a sound 

card or speaker, such as the following examples. PSKmail (PSKmail 2014) is a widely known 

program to send digital encoded messages over the air. The AirChat program (AirChat 2014) 

by Anonymous uses a similar approach to transmit data. They have all in common the use of 

Fldigi (Freese et al 2014) as the underlying modulation software. Fldigi provides many more 

modulation schemes. It has the opportunity to be used as a basis for much more complex 

modulation systems. 

Independent of any particular modulation scheme, our interest is in the ability of a common 

mobile telephone to perform the modulation and demodulation, using common two-way radio 

systems, such as the hand-held or vehicle-mounted VHF and UHF CB radio systems found 

throughout regional and remote Australia. 
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The remainder of this paper describes our current thinking on how this might be possible, 

what candidate radio systems and modulation schemes and software might be leveraged, how 

these can be integrated with the Serval Mesh, and what the properties of such a combined 

system might be. We conclude by outlining our plans to realise such a system. 

Introduction to Acoustic Coupling 

In the process of acoustic coupling, modulation can be achieved by using common modulation 

schemes. Usually radio transmission involves modulating the carrier according to some 

scheme, e.g., frequency shift keying (FSK), where digital signals are represented by 

modulating different frequencies over the carrier (Usselman 1949). One of the more basic 

forms of this modulation scheme uses two frequencies to represent the different states of the 

digital stream. Usually the carrier frequency would be, for example, higher representing a 1 

and a bit lower for a 0. 

Audio Frequency Shift Keying (AFSK) is performed by generating an audio signal that encodes 

the digital information as a series of frequency shifts about a centre frequency (Rappaport 

1989; Robertson & Wood 2005).  

For example, one might use a centre frequency of 1000 Hz, which might then be lowered to 

800 Hz to represent a 0 and increased to 1200 Hz to represent a 1.  In both cases the duration 

of the signal is not altered, only the modulation frequency. The centre frequency itself is never 

used. The resulting audio signal can be transmitted via a normal voice channel like a plain 

radio.   A simple FSK scheme is illustrated in Figure 1. 
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Figure 1 – Modulation by Frequency Shift Keying.  Binary digits or logic-levels are represented by different 
frequencies. In this example a binary 1, represented by high logic level is encoded at a higher frequency (grey 
background) than a binary 0, represented by a low logic level (white background) (Tims 2006). 

As the voice channel bandwidth is usually limited from 300 Hz to 3400 Hz the usable 

bandwidth is very narrow (Gruen et al 1975, Jayapalan 1987). The modulation method needs 

to take account of this situation. The limited bandwidth of the channel places an upper bound 

on the amount of data that can be transmitted per unit time. While the theoretical limit of a 

simple modulation scheme is around 1.5KB/sec, the practical limit tends to be much lower due 

to a variety of factors (Sklar 2001). To extend the usable throughput, more complex 

modulation methods, e.g. PSK500 (PSKmail 2014), or QAM (PSKmail 2014) could be used. 

Proof-of-Concept Acoustic-Coupled Communications Systems 

To establish the basic feasibility of the central premise of this paper, several simple tests were 

performed using either a smart-phone speaker to modulate or microphone to demodulate a 

digital transmission carried by radio. 

The software used was PSKmail, which in turn uses fldigi as the underlying software to do the 

modulation. The modulation scheme is THOR22 (PSKMail 2014). It scheme modulates data 

at a rate several bytes per second by using a multi tone modulation comparable to MFSK (FSK 

with multiple frequencies). 

In THOR22, the set of multiple frequencies (tones) change over time. This provides resistance 

to common error sources in radio transmission such as frequency shifts or offsets, e.g., by the 

Doppler effect or to multi-path propagation. The channel width is a mere 524 Hz, allowing its 

use on even quite poor radio transmissions paths.  The software for THOR22 is available as 

open source, and therefore presents no licensing barriers to distribution and use. 

A preliminary test was performed where the transmitter and receiver were acoustically 

coupled without a radio path, i.e., were placed next to each other.  An Android mobile 

telephone was used to generate and play the audio-modulated data (Figure 2). This was 

received without error on another Android mobile telephone (Figure 3) and laptop computer 

(Figure 4). This confirmed that the modulation-demodulation components were correctly 

configured and working. 
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Figure 2 – Android PSKMail program after sending the test message. 
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Figure 3 – Android PSKMail program after receiving the test message. 

 

 
Figure 4 – Laptop version of fldigi after receiving the test message. 
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A radio transmission test was done using a car radio and a low-power FM transmitter of the 

type commonly used to interface MP3 and CD players with older car sound systems. The FM 

transmitter was a low-cost unit obtained via eBay for less than $10, is unlikely to be high 

fidelity or to have a particularly wide usable bandwidth, and was presumably not designed 

with digital data transmission in mind.  Hand-held CB radio handsets would have also 

provided an appropriate test platform, however we had no such hardware on hand. 

It proved impossible to use the THOR22 modulation in this environment.  Some 

experimentation yielded successful results with the PSK125 modulation scheme, as can be 

seen in Figure 5. 

 

 
 

Figure 5 – Mobile phone display after receiving a test message (highlighted) via acoustic coupling over 
vehicular FM radio. 
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Acoustic Coupled Serval Mesh Concept 

From the above discussion it becomes clear that the bandwidth available to an acoustically 

coupled system will be extremely limited, on the order of 1 KB per minute.  Thus 

communications will necessarily be limited to extremely succinct forms of communication. 

Previous work on the Serval Mesh has focussed on enabling the efficient transmission of text 

messages and XML forms (Gardner-Stephen et al 2014) via low-bandwidth high-cost satellite 

links using a purpose written compression library (Gardner-Stephen et al 2013a). This has 

realised the capability to send useful text messages and compressed digital forms, e.g., of 

household or personal health assessment, using just a few bytes to several tens of bytes 

depending on the complexity. 

By limiting communications to these compact forms, and allowing for communications 

overheads, it should be possible to transmit of the order of 10 messages per minute. While 

such a transmission rate could be easily overwhelmed by a large user-base, in many situations 

the number of users in a geographic area will be limited, and so the available bandwidth has 

the potential to support a reasonable number of users. However, to function effectively, it will 

be necessary to include some mechanism for each participating transmitter to learn and 

remember which messages have already been transmitted by other stations, so as to minimise 

redundant transmissions. Similarly, mechanisms already designed into the Serval Mesh to 

allow deletion of content throughout the network after it has been received will be required. 

In all cases messages will be transmitted in encrypted form, so that only the intended 

recipient(s) can decode and read them, unless they are specifically sent out as a public 

message. Where messages are sent publicly, they will still be cryptographically verified, 

allowing receivers to have confidence that the message has not been fabricated or tampered 

with. This allows the possibility of efficiently disseminating information throughout rural and 

remote communities. 

Integrating the acoustic coupled data transport with the existing Serval Mesh protocols makes 

it possible to share a single UHF or VHF radio among many users, as the Serval Rhizome 

protocol will allow messages sent from any device to find their way to the nearest radio, and 

similarly when they have been received by the radio at the far end, to be disseminated to other 

devices in that area. Thus the acoustically coupled radio transport becomes an addition 

transport in a Serval Mesh complementing the existing Wi-Fi, cellular, satellite and other 

transports that are already supported. Likewise, any interconnection between the Serval Mesh 

and the global communications network can be automatically leveraged in such an integrated 

scheme. Thus, for example, if someone is seeking emergency assistance, their call for help can 
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propagate through all available channels until it is received by a party who can respond, or can 

be delivered to such a party through contact with the Internet. 

By using a radio with VOX activation the transmission would be triggered automatically by the 

phone by start sending a modulated message. This would give the possibility to provide a fully 

automated transmission system by simply placing a phone next to a VOX-activated radio at 

each end. 

Figure 6 illustrates this concept by showing a number of mobile telephones running the Serval 

Mesh software, some of which are acoustically coupled to hand-held or vehicle mounted CB 

radios. A message entering the system through of these devices will eventually be replicated 

throughout the system so that the intended recipient can receive it. 

 
 
Figure 6 – Potential connectivity options.  The cloud in the lower-left represents a local Wi-Fi mesh network.  
One or more devices in this mesh may host acoustically-coupled transports.  These could include broadcast 
FM, which could provide broadcast of selected data to many devices simultaneously, using common FM radios 
as the receiver (lower-right in the figure).  Alternatively, devices in the mesh could be acoustically coupled to 
two-way radio units, such as Citizen Band radio.  Such transmissions could be received by one or more parties 
using vehicle-based (upper-left) or hand-held (upper-right) radio receivers. 

Anticipated properties, limitations and challenges 

Giving consideration to the opportunities and limitations described above, we anticipate that 

such a system would be capable of synchronising small amounts of data, including private 

messages and public announcements among a modest infrastructure-deprived community. 

The use of voice-activated (VOX) radios brings the potential for automatic transmission of 

data. This would require considerable engineering effort to realise in an efficient manner, in 
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particular to adapt the Rhizome protocol so that it can manage automatic communications 

and make effective use of the channel, avoid transmission collisions between devices, and to 

remember the state of the device(s) that are reachable via radio. 

This problem becomes even more complex if there are more than two radios that can transmit 

on the channel, or if there is no VOX capability in the radio to allow automatic transmission. 

The modulation schemes surveyed in this paper all have throughputs that are of the order of 

kilobytes per minute, and thus will be limited in the data volume that they can be used to 

communicate per unit time.  Considerable work will be required to make use of this limited 

bandwidth as efficiently as possible.  It will almost certainly prove necessary to limit the types 

of data that will be carried by such media, for example allowing only text messages and other 

compact data, but excluding large files.  The natural broadcast nature of radio transmission 

does, however, allow the possibility to transmit data such that it can be simultaneously 

received by multiple stations. This in turn has the potential to render possible the 

dissemination of general information, such as weather forecasts or the disposition of local 

services. 

There also exist regulatory challenges to this concept, because the class licences for citizen 

band radio do not necessarily permit digital communications. This requires further 

exploration. 

Finally, some effort would also be required to port the various amateur radio modulation 

programs to Android and other mobile operating systems, however this carries little technical 

risk. 

Conclusions/Recommendations 

Despite the limitations and challenges of this approach, it seems to the authors that it should 

be possible to broadcast concise packets of data such as weather information, local news and 

limited private correspondence in a disaster zone or remote area where there is currently no 

such possibility.  It is primarily in such information vacuums that this capability has the 

potential to protect life and property against various challenges, and thus derives its value.  

Therefore the authors intend to explore the realisation of this system as resources permit, with 

the intention of implementing the necessary protocols and undertaking initial trials in the 

Australian Outback. 
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