Non-ThinManager Components

Microsoft Terminal Servers play an important role in the ThinManager system. It is recommended that you
become familiar with the documentation provided by Microsoft about their server. The following information is
provided as an aid to understanding terminal services and is not a substitute for Microsoft documentation.

Microsoft Terminal Services requires a license, either a TS CAL (Terminal Services Client Access License) on
a 2003 Server or a RDS CAL (Remote Desktop Services Client Access License) on a 2008 Server.

This section covers:
e Server 2003
e Server 2008
e DHCP (Dynamic Host Configuration Protocol) Servers

e Terminal Services Licensing

Server 2003

Installing Terminal Services

A Windows 2003 Server can be made a terminal server by installing the Terminal Services role. This can be
done with either the Manage Your Server or through the Add/Remove Programs > Add/Remove Windows
Components.
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'; Manage Your Server !EI E
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} Tools and Updates
\Fg Managing Your Server Roles
i i Administrative Tools
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p ¥ ¥ . More Tools
&) Read about server roles Windows Update
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administration Information
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Security Configuration
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network, This terminal server will stop issuing temporary ~ requirements Microsoft TechMet

licenses to dients 120 days after it receives the first

connection. Review licensing requirements for more Cpen Terrr!inal Services Deployment and Resource Kits

information. Configuration List of Common Administrative
zd| Open Terminal Services Tasks

The use of Internet Explorer is not restricted on this !J Mgnager Nindow .

server, For information on how to increase security, dick ) Windows Server Communities

the Internet Explorer Enhanced Security Configuration o R'?WEW the next steps for What's New

link in the Tools and Updates section. this role

Strategic Technology Protection
Program

[¥ Don't display this page at logon

Manager Your Server

Select the Add or remove arole link on the Manager Your Server splash screen to install the Terminal
Services role and/or the Terminal Services License Server role.
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Windows Components YWizard

Windows Components
You can add or remove components of Windows.

Tao add ar remaove a companent, click the checkbaox. A& shaded box means that anly
part af the companent will be installed. To zee what's included in a component, click
Dretailz.

LComponents;
[ Subsyztem for UMI=-bazed Applications 1.2MBE ;I
0.0 MEBE
0.7 MB

Terminal Server
Il r;"i Terminal Server Licenzing

) (=
[ €2 UDDI Services 4.9 ME
Wl FZ=11 Indate Ponk Certificates nnwe T
Dezcrption:  Configures this computer to allow multiple uzers to run one or more
applications remaotely.
Toatal disk gpace reqqlred: 4.0 KB Details,. |
Space available on dizk: 2222 MB

< Back I Mest » I Cancel | Help |

Windows Component Wizard

Terminal Services can be installed by selecting the Terminal Server checkbox in the Windows Component
Wizard.

The Windows Component Wizard is launched by selecting the Add/Remove Windows Component button
on Control Panel > Add/Remove Programs.

Each Microsoft terminal server system will need a Microsoft Terminal Server Licensing server install. This
doesn’t have to be a separate computer but is a program installed on an existing computer. It is installed by
selecting the Terminal Server Licensing checkbox on the Windows Component Wizard.

See Microsoft Licenses for details.
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Creating Microsoft User Profiles

A terminal needs a valid Windows User Profiles to log onto a terminal server.

Open the Computer Management Console by selecting Start > Administrative Tools > Computer
Management in Windows 2003/2008 to create a user profile.

O Ccomputer Management [ _ O] x|

=) Fle Action view Window Help | =] %]
& = | BB 2
Q Campuker Management (Lacal) Mare | Full Marme | Ciescription
EI@ Swstem Toaols madmim
@ Event Viewer 7 admin10
[#-g] Shared Folders % admint 1
=-#3 Local Users and Groups }ﬁadminlz

— 7 admin1 3
}ﬁadminldr
4 éﬁadminlE
Qadminz
.ﬁadminS
L Disk. Defragmenter ;:ﬁadmin4
g Disk Management ﬂadmirﬁ
EEI--@ Services and Applications i:ﬁadminﬁ-
.ﬁadmin?
}ﬁadminﬁ
éﬁadming

}ﬁ,ﬁ,dministramr Built-in account For administering k-

[+

| | 21l | &

Computer Management Console

Highlight the User sub-folder of Local Users and Groups in the Computer Management tree pane.

Select Action > New User. This will launch a New User dialog box.
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hewvser R

Uzer name: I

Full narme: I

Dezcrption: I

Pazzword: I

Confirm password: I

¥ User must change passward at nest logon
[T Ugzer cannot change password

[T | Password never expires

[T Account is dizabled

| [Create I

Cloze

New User Dialog

Enter the user name for the user in the User name field.
Enter a password in the Password field.

Re-enter the password in the Confirm password field.

The User must change password at next logon check box forces the user to change the password.

Select the Create button to finish the profile.

Select the Close button to return to the Computer Management Console.

Note: Users need to be added to the Remote Desktop Users group or the Administrators group to be

allowed to connect to a terminal server.
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Software Installation On Windows 2003

Microsoft Windows 2003/Server requires that software be added in the “Install Mode” through the Control
Panel > Add/Remove Programs.

Select Start > Settings > Control Panel > Add/Remove Programs to launch the Add/Remove Programs

dialog box.

Note: Some software, especially downloaded software, doesn't allow the installer to install it through the
Add/Remove Programs tools. To manually put the machine into the install mode open a command
prompt and type:
change user Zinstall
This command sets the machine to install mode. When finished, type:
change user /execute

This command returns the machine to the normal run mode.

add Mew
Programs

Components

Fj'g Add/Remove Programs H=] B3

add a program Fram CO-ROM or Floppy disk,

To add a program from a CO-ROM or Floppy disk, click CD or Floppy, D ar Eloppy |

Add programs From Microsaft

To add new Windows Features, device drivers, and syskem updates wind Undat |
a over the Internet, click wWindows Update, NERNE SRERE

Close |

Add/Remove Programs

Select the CD or Floppy button on the Add/Remove Programs dialog box to open the Installation wizard.
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Install Program From Floppy Disk or CD-ROM

|nzert the product's first installation floppy disk or CO-ROM,
and then click Hest.

Canicel

Install Program Window

The wizard will prompt for the installation of the software disk. Select Next to display the Run Installation
Program dialog box.

Note: If the new program starts in autorun and proceeds without going through the following procedures,
either stop the autorun and use the wizard to initiate the installation, or use the change user
/install command to place the machine in the install mode. Use the change user /execute
command when finished to return the machine to the Run mode.

Run Installation Program

Windows waz unable to find the installation program. Click.
Back to try again. Click Browse to find the installation
pragran rmantally.

Open;

|| Browsze. ..

< Back | Caricel

Run Installation Program
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Enter the command line of the installation program and select Finish, or select the Browse button to select
the installation file.

21

x| « ® e E

& Sin

31 Cor [F:Y

BCROBAT [
bootagnt [ win
dri-snmp Esetup.exe
dos

info

Idcrm

rakedisk.

PSS YEr

ass

kiveali

unix:

File hamne: I j Dpen I
- Cancel |
= F

Files of twpe: ISelup Pragrams

Browse File Window

Selecting the Browse button on the Run Installation dialog box will launch a Browse File window. Highlight
the installation file and select Open. This will begin the application setup.

After Installation 3 x|

After installation, pleaze click Mext.

< Back

After Installation Window

As the installation begins, an After Installation dialog box is displayed. It requests that the Next button be
selected when the installation is finished. When this button is selected a second confirmation window is
displayed.
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Finish Admin Install { x|

WWhen the inztallation has ended [successhully or not),
pleaze click the Finizh button ar the Cancel button. DO
MOT CLICK, THE BUTTOMS BEFORE IMSTALLATION
H&5 EMDED!

< Back Catcel

Finish Install Window

Select the Finish button when the installation is finished.

Note: If a choice is given to Reboot Now or Reboot Later, choose to reboot later once the entire setup is
completed and the dialog boxes are cleared.

Terminal Services Configuration

Microsoft provides the Terminal Services Configuration interface to configure how terminal services is
handled on each terminal server.

Select Start > Programs > Administrative Tools > Terminal Services Configuration to launch the
Terminal Services Configuration Console. There are two folders, Connections and Server Settings.
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Terminal Services Connections

The Terminal Services Configuration tree has a Connections folder. Highlighting this folder will display the

installed client communication protocols.

tscc - [Terminal Services Configuration’,Connections]

File  Action Wiew  Help

= | Dm PR 2E

,, Terminal Services Canfiquration
a _onneckions

Conneckion

I Transport I Twpe I Camrnenk |

SPROP-Top

kep Microsoft RDP 5.2

Terminal Services Configuration\\Connections Console - Connections

Double clicking on the RDP-tcp icon on the right will launch the RDP-tcp Properties
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RDP-tcp Login Settings

RDP-Tcp Properties |

Fiemaote Control | Client Settings | M etwork, Adapter I Permiszions
General Logon Settings Sezziong I Erwviranment
* lse client-provided logon information
" Always use the following logan information:
zer nanme: I
[amait I
Eazawond; I
Caonfirm password: I
[ always prompt for passward
k. I Cancel Apply

RDP-tcp Login Settings

The Login Settings should use the Use client-provided logon information radio button so that each user

will login with a unique account.

The Always prompt for password should be unselected to allow auto-logins.
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RDP-tcp Sessions Settings

RDP-Tcp Properties |

Femate Control I Client Settings l M etwork, Adapter I Permiszions
General I Logon Settings Sessions | E nwironment

I1ze this tab to 2et Teminal Services timeout and reconnection settings.

[ Owveride user settings

Endla dizzonnected zezsian: INever j

Sotive sezsian limit INever

I B K

|dle zezsion limit: INever
[ Owveride user settings

"When sezsion limit iz reached or connection iz broken:
= Dizconnect from session

¥ End session

[T | Overide weer zettings
Allowe reconnechion;

= From any client

€ From previous client

Cancel Apply

Individual User Account Sessions Configuration

Each user account can be configured individually in the Computer Management interface. These can be set
to end a disconnected session or an idle session after a period of time. The Terminal Services
Configuration Console allows these settings to be made for every user of the terminal server, speeding
configuration time.
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RDP-Tcp Properties |

Remate Cantrol I Clignt Settings l I etwork, Adapter I Permizsions
Gereral I Logon 5 ettings S EEsiong | E nvironment

Ilze thiz tab to zet Terminal Services timeout and reconnection settings.

¥ Overide user settings

End a dizconnected session: |'| it j

Active zezsion limit; INever

L L

Idle zezzion limit: INever
¥ Oweride user settings

"When sezsion limit iz reached or connection iz broken:
™ Dizconnect from session

* End session

[T | Overide weer zettings
Allowe reconnechion;

= From any client

€ From previous client

k. I Cancel Apply

RDP-tcp Sessions Settings

The Sessions tab of the RDP-tcp Properties allows all users to be configured with a consistent disconnect
policy by selecting the Override user settings checkbox.

Selecting End Session setting for the When session limit is reached or connection is broken and
selecting the Override user settings will cause a new session to be created when a terminal disconnects
and reconnects.
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RDP-tcp Client Settings

RDP-Tcp Properties |

General I Logon Settings | Sezsionz I Ervviranment
Femate Cantral Client Settings | Metwork Adapter I Pemissions
— Connection

W Uze connection settings from user settings
¥ | Connect client dives at logon
¥ | Connect client printers at logon

¥ | Diefault ta mait client printer

W Limit Maximum Colar Depth

|15 it =l

Dizable the following:
™ Drive mapping [T COM port mapping
[T Windows printer mapping [ Clipboard mapping

[ LPT port mapping

k. I Cancel Apply

RDP-tcp Client Settings

The Client Settings tab of the RDP-tcp Properties allows the color depth to be set in the Limit Maximum
Color Depth drop-down.

Drive mapping, LPT port mapping, COM port mapping, and audio mapping are allowed if the appropriate
Disable the following checkboxes are un-selected.

Audio mapping is disabled by default. You need to uncheck the Audio mapping checkbox to allow a thin
client to play sound.
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RDP-tcp Network Adapter Settings

RDP-Tcp Properties |

General I Logon Settings | Sezsionz | Ervviranment
Femate Cantral I Client Settings Metwork Adapter I Pemissions

The faollowing network. adapters are compatible with the selected transport
twpe. Select the netwark, adapter pou want to Lze.

Hetwork adapter:

Al metwark, adapters configured with thiz protocal j

" Unlimited connections

% b asimum connections: |1 0 ::I

k. I Cancel Apply

RDP-tcp Network Adapter Settings

The Network Adapter tab of the RDP-tcp Properties can be used to limit the number of active users to aid
in application licensing compliance.

Terminal Services Connections

The Terminal Services Configuration tree has a Connections folder. Highlighting this folder will display the
installed client communication protocols.
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tscc - [Terminal Services Configuration',Server Settings]

File  Action Wiew  Help

&= OmEEE 2E

,, Terminal Services Configuration Settings | attribute |
-+ Connections 2%]Delste temparary Folders an exit Yes
B | oerver Settings Llse kemparary Folders per session Yes
Licensing Per Device
P.l:tive Desktop Disable
F‘ermissien Compatibility Relaxed Securiby
Restrict each user bo one session es
License server discovery mode &ukomatic

Terminal Services Configuration\\Connections Console - Connections

The Server Settings have several settings that can control the terminal services experience.

Licensing Mode

Microsoft expanded the Terminal Services Client Access License (TS CAL) program in Windows 2003. TS
CALs are available in two types, TS Device CALs and TS User CALs.

e The TS Device CAL licenses one device to connect to any Microsoft Terminal Servers
as any user. This functions like the previous Windows 2000 TS CAL.

e The TS User CAL licenses one user for any device to connect to any Microsoft
Terminal Servers.

To change between the Per Device licensing and Per User licensing, double-click Licensing to launch the
Licensing Mode window.
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UcensngMode K|

Licenzing Mode: I Per Device j
R e

Thiz policy requires a license to be izsued to each client computer
[device] that connects ta the kerminal server.

Tao change this zerver to Remate Desktop far Administration, use Add/
Bemove Programs.

ak. I Cancel

Terminal Services Configuration Console- Licensing Mode

Select the desired mode from the Licensing Mode dropdown box and click OK.

Permission Compatibility

Microsoft has increased the security in each successive release of its terminal server software. These new
policies prevent users from accessing the system folder, *.ini files, the registry, and other resources. Some
programs such as HMI, SCADA, database, and control software need access to these resources to function.
Instead of making all the users administrators, the security can be set to the less strenuous Windows NT 4.0-
style security.

Permission Compatibility E |

Some applications require zpecial access o spstem resources, such az the registry and
zuztem directories, in order to worl; cormectly.

= Full Security

Select thiz option to provide the most zecure environment in which to run applicationz. By
default, Teminal Server Uzers will have the zame permizsions az members of the Uzers
group and thuz may naot be able to rin zome legacy applications.

Select thiz option if you have compatibility problems with legacy applications.

& IInder thiz configuration, all Uzers will have full access ta critical registy and
file gystem locations. Thiz may be neceszary in order to run many legacy
applicationsz.

ak I Cancel

Terminal Services Configuration Console- Permission Compatibility

Launch the Permission Compatibility window by double-clicking on the Permission Compatibility setting.
Select the Relaxed Security radio button and select the OK button.
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Restrict Each User to a Single Session

The Restrict Each User to a Single Session setting prevents duplicate and orphaned sessions by limiting
each user to a single login.

Double-clicking the setting will launch a settings window.

Single session per user E |

To conzerve zerver regzources and simplify recaonnecting to
dizconnected seszionz, you can restrict each user to a single
FEIZION

¥ Restrict each user ko one sezsion

k. I Cancel

Terminal Services Configuration Console- Single Session Per User

The Restrict each user to one session checkbox is selected by default in Windows 2003.

Note: Keep this setting selected. MultiSession will still work as long as each session is using a different
AppLink program.

License Server Discovery Mode

A new feature in Windows 2003, Service Pack 1 and later, is a setting to point the terminal server to a specific
Terminal Server Licensing Server. This is the License server discovery mode setting in Terminal Services
Configuration. This is easier than hard coding the license server into the registry.

532 e Non-ThinManager Components Automation Control Products ThinManager 4.1 Help Manual



Terminal Server License Server discovery ﬂ |

— License server dizcovery method

 Autaomatic

¥ Usze these icenze servers:

|1 92.168.1.34 Check namesl

Thiz Terminal Server will atternpt ta locate these licenze servers first. If they are not
lozated, thiz Terminal Server will attempt automatic dizcoveny.

Separate licenze zerver names with commas.

Example: Serverl, Serverd example.com, 192.168.1.1

—Automatically discovered license servers

In DomainAsforkgroup role:; I

In Enterprize role; I

Cancel | ak. I

Terminal Server License Server Discovery Window

Launch the Terminal Server License Server Discovery Window by double-clicking the License server
discovery mode setting in Terminal Services Configuration window.

Entering a valid Microsoft Terminal Server Licensing Server name in the Use these license servers field will
force the terminal server to use the defined server as the license server. This keeps the terminal server from
getting confused when there are multiple license servers.

The Automatically discovered license servers field would be automatically populated with license servers
found by the terminal server and can be used as a reference. The Check names button will check the
validation of the name in the Use these license servers field.
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