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Post-Installation Activities

- Risk Analysis and Remediation -

1. Upload UME Roles and Create AC Administer User

2. Check Background Job Daemon

3. Check Analysis Engine Daemon Manager

4. Create JCO Connectors

5. Create and Check System Connectors

6. Create Logical Systems and Assign System Connectors

7. Upload Error Messages File

8. Set / Check Default & Performance Parameters

9. Set / Check Miscellaneous Values

10. Set Up User Master Source

11. Upload Static Text

12. Upload SU24 Authorization Data

13. Upload SAP GRC Rule Files

14. Generate Rules for Logical Systems

15. Run Full Synchronization and Full Batch Risk Analysis Jobs

16. Upload Initial System Data into CUP (Optional)



1 – Upload UME Roles For AC5.3 (1/3)

� Overview of XML Files

� With the installation files come the following 3 xml files that contain UME roles:

� Risk Analysis and Remediation - cc_ume_roles.txt 
� VIRSA_CC_ADMINISTRATOR

� VIRSA_CC_REPORT

� VIRSA_CC_SECURITY_ADMIN

� VIRSA_CC_BUSINESS_OWNER

� Compliant User Provisioning - ae_ume_roles.txt
� AEADMIN

� AESecurity

Package

Package

� AESecurity

� AEApprover

� Enterprise Role Management - re_ume_roles.txt
� READMIN

� REBusinessUser

� RERoleDesigner

� RESecurity

� RESuperUser

� REConfigurator

� These xml files must be uploaded into UME AC5.3 server.

Package

Package



1 – Upload UME Roles For AC5.3 (2/3)

� How to Upload XML Files With UME Roles

� Logon to UME and click on „Import“



1 – Upload UME Roles For AC5.3 (3/3)

� Create AC Administrator User

� You‘ll need all three administrator roles to become an „AC Administrator“



2 – Check Background Job Daemon

� Call the URL http://<server>:<port>/sap/CCBgStatus.jsp - it should come up with 

status „running“



3 – Check Analysis Engine Daemon Manager (1/2)

� Call the URL http://<server>:<port>/sap/CCADStatus.jsp - it should come up with 

status „running“

� By default you should see 3 bg job threads and 5 web services threads per server 

node. This means you would see per server node one table as shown below

� It is possible that the daemon on server0 manages threads on server1 and vice 

versa. Unless there is activity, there should all show up as idle.



3 – Check Analysis Engine Daemon Manager (2/2)

�Troubleshooting: Analysis E. Daemon Manager

� If the Analysis Daemon Manager Wegpage is empty as shown below you need to 

insert the following data records directly into the J2EE database:

� INSERT INTO virsa_cc_config

VALUES (105, 0, 'http', 'J2EE Engine Protocol')

� INSERT INTO virsa_cc_config

VALUES (106, 0, '50000', 'J2EE Engine Port')

� INSERT INTO virsa_cc_config

VALUES (107, 0, 'http://localhost:50000/webdynpro/dispatcher/sap.com/grc~ccappcomp/BgJobStart', VALUES (107, 0, 'http://localhost:50000/webdynpro/dispatcher/sap.com/grc~ccappcomp/BgJobStart', 
'BgJobStart URL')

� Note: If the port is other than 50000 then please supply the correct port number. For 

example “50400”.Note: Localhost can be changed to the server name or IP address.



4 – Create JCO Connectors (1/5)

� Connecting to Target Systems

� In order for target systems to connect to RAR, each Real Time Agent (RTA) must:

� Have an entry in the operating system services file of the NetWeaver server

� Server must be restarted before new client entries are registered

� Be defined as a Technical Landscape in the System Landscape Directory (SLD)

� Each SAP target backend system must have a logon group defined

� Have a RFC user (type communication) defined. For the required roles, please check the Security 

Guide:

� This account information is used for configuring the Java connections

� For each SAP target backend system a JCO connection must be defined in the Access Control 

Web AS following the procedure in section 6.1.1 and 6.1.2 in the Installtion Guide.



4 – Create JCO Connectors (2/5)

� Check Java Connectors

� In the WebDynpro Content Administrator click on Maintain JCo Destinations.



4 – Create JCO Connectors (3/5)

� Check Java Connectors

� Refer to the Installation Guide to ensure that proper JCo Destinations have been 

created for each SAP target system and the associated SAP client.  Click Preview to 

view JCo details, for example, SAP client, SAP system, and SAP Message Server.



4 – Create JCO Connectors (4/5)

� Check Java Connectors

� Test each Java Connector by clicking Test.  

� If the test is successful, the following message displays at the bottom left corner 

of the screen:  



4 – Create JCO Connectors (5/5)

� Check JCo Pool Configuration

� Make sure correct JCo Pool Parameters are set for all JCos (SAP Note 1121978)



5 – Create & Check System Connectors (1/2)

� For Java Connector a System Connector must be defined in RAR �

Configuration � Connectors



5 – Create & Check System Connectors (2/2)

� Check, if the connector really works

� As a simple test search for Backend users in 
http://<server>:<port>/webdynpro/dispatcher/sap.com/grc~ccappcomp/CCDebugger 

� This test works also for the portal connector!



6 – Create Logical Systems and Assign System 

Connectors

� Create now for each type of backend (like ERP, BW, APO etc) a logical system.

� Assign all system connectors sharing the same rule set

� This allows for sharing the same rule set across various systems (DEV, QA or 

ERP1, ERP2)

� Also refer to slides 27 & 28 (activity no. 13 &14)



7 – Upload Error Messages

� With the installation files you will find the file CC5.3_MESSAGES.txt

� Upload this file into RAR as shown in the screenshot 



8 – Set / Check Default & Performance 

Parameters

� Set Default Values according to your requirements

� Set Performance values according to Note 1121978 - Recommended settings to 

improve performance risk analysis



9 – Set / Check Miscellaneous Values (1/2)

� The following new reports can have long runtimes:

� User Authorization Count

� Role Authorization Count

� List Expired and Expiring Roles for Users

� For that reason These jobs run on ABAP side and produce a spool file. An icon is 

displayed on the front-end for the jobs that complete. (If you run jobs on all systems 

and it finishes on one system before another the icon will display for the finished and it finishes on one system before another the icon will display for the finished 

system first)

� The report directory on the SAP Enterprise Resource Planning (ERP) application 

servers. This is the temporary storage location for spool files generated by these 

background jobs.

� The same directory name is used for all SAP backend systems.

� The location, user name, and password for FTP of security reports generated by 

backend SAP ERP systems.



9 – Set / Check Miscellaneous Values (2/2)



10 – Check User Master Source

� Check if a user master source is defined in RAR.



11 – Upload Static Text (1/3)

� Download Static Text from Each Backend

� For each backend: Download Static Text

� Use report /VIRSA/ZCC_DOWNLOAD_DESC 



11 – Upload Static Text (2/3)

� Static Text File Content

� Contents of Static Text File

Field Descriptions (FLD) from DD03T

Transaction descriptions (ACT) from TSTCT
Data is downloaded in the 

language designated during 

sign on.  To download multiple 

languages for upload to CC, 

log off, log on in another 

language, and run the 

download text program again.  

Repeat for each language.
FLD ACTIVITY EN Activity: document distribution
FLD ACTVT EN Activity
FLD ACTVT_RT EN IHC: Action Entering Set of Rules
FLD ACT_EBPP EN Key for the Processing Function (Bi

ACT SU03 EN Maintain Authorizations
ACT SU05 EN Maintain Internet Users
ACT SU1 EN Maintain Own User Address
ACT SU10 EN User Mass Maintenance
ACT SU12 EN Mass Changes to User Master Records

Object descriptions (PRM) from TBOJT

Organizational Level descriptions from USORG / USVAR

Field Values descriptions (VAL) 

FLD ACT_EBPP EN Key for the Processing Function (Bi

ORG BUKRS EN Company code
ORG BUNIT EN Consolidation unit
ORG BWKEY EN Valuation area
ORG CEERKRS EN Operating concern

PRM V_VBKA_VKO EN Sales Activities: Authoriz. For order
PRM V_VBRK_FKA EN Billing: Authorization for Billing
PRM V_VBRK_VKO EN Billing: Authorization for Sales
PRM V_VBSK_GRA EN Deliveries: Authorization for Delivery
PRM V_VBSK_STO EN Billing: Authorization for cancellation

VAL ACTVT/01 EN Create or generate
VAL ACTVT/02 EN Change
VAL ACTVT/03 EN Display



11 – Upload Static Text (3/3)

� Upload Static Text File into RAR

� For each backend system: Upload static text to RAR. 



12 – Upload SU24 Authorization Data (1/3) 

� Download SU24 Data from each Backend

� Download SU24 data from SAP

� Use report /VIRSA/ZCC_DOWNLOAD_SAPOBJ 



12 – Upload SU24 Authorization Data (2/3) 

� SU24 Data Example

� Contents of Authorization Objects Text File

Check / Maintain objects, fields, and default values from USOBT_C

ME21N M_BEST_BSA ACTVT 09
ME21N M_BEST_BSA ACTVT 08
ME21N M_BEST_BSA ACTVT 03
ME21N M_BEST_BSA ACTVT 02
ME21N M_BEST_BSA ACTVT 01
ME21N M_BEST_EKG BSARTME21N M_BEST_EKG BSART
ME21N M_BEST_EKG ACTVT 01
ME21N M_BEST_EKG ACTVT 02
ME21N M_BEST_EKG ACTVT 03
ME21N M_BEST_EKG ACTVT 08
ME21N M_BEST_EKG ACTVT 09
ME21N M_BEST_EKG EKGRP $EKGRP

MLV6 V_KONH_VKS ACTVT 01
MLV6 V_KONH_VKS KSCHL
MM01 C_AENR_BGR ACTVT 22
MM01 C_AENR_BGR BEGRU
MM01 C_AENR_ERW ACTVT 22
MM01 C_AENR_ERW AEFUN 
MM01 C_AENR_ERW AENST 
MM01 C_AENR_ERW BEGRU 
MM01 C_AENR_ERW RLKEY 
MM01 C_AENR_RV1 ACTVT 01
MM01 C_DRAD_OBJ ACTVT 01
MM01 C_DRAD_OBJ ACTVT 02 
MM01 C_DRAD_OBJ ACTVT 06 
MM01 C_DRAD_OBJ DOKAR 
MM01 C_DRAD_OBJ DOKOB
MM01 C_DRAD_OBJ STATUS 



12 – Upload SU24 Authorization Data (3/3) 

� Upload SU24 Data for each Backend

� Upload SU24 data file into RAR for each backend system



13 – Upload SAP GRC Rule Files (1/2)

� The files are delivered with the software.

� Start with Business Process and file ALL_Business_Processes.txt

� Continue with Function and files ALL_Functions.txt and ALL_Functions_BP.txt



13 – Upload SAP GRC Rule Files (2/2)

� We recommend use of logical systems.

� If you use logical systems, upload Function Authorization selecting your logical system in 

the system dropdown list

� Upload the files XX_function_action.txt and XX_function_permission.txt

� Continue with Rule Set and upload file ALL_Ruleset.txt

� Continue with Risk and upload files R3_risks.txt, R3_risks_desc.txt and R3_Risk_Ruleset.txt

Select Logical System



14 – Generate Rule Set with Logical Systems

� If you use logical systems use RAR ���� Configuration ���� Logical Systems ����
Generate Rule. Do not use Configuration � Rule Upload � Generate Rule. The 

latter is only used, if you upload Function Authorization directly against system 

connectors

� When Rule Generation is completed, the screen below is displayed



15 – Run Background Jobs: User/Role Sync, 

Batch Risk Analysis and Management Report

� Schedule 2 subsequent Background Jobs for the following (refer for details to 

SAP Note 1034117 and SAP GRC Access Control: Background Jobs for RAR):

� Perform user/role/profile full synchronization

� Perform user/role/profile full analysis & management reports 

Background Job No.1 Background Job No.2



15 – Check Status of Background Jobs

� RAR � Configuration � Background Job � Search
NOTE: If you use 

MaxDB update 

optimizer statistics 

as per note 

927882 to be able 

to perform 

background jobs



15 – Result: Management Report with Pie and 

Bar Charts

� If the charts appear broken with no data, check your IGS settings!



16 – Upload Initial System Data into CUP (opt.)

� SAP Note 1157209

� Required only if you want to use the workflow approval process for Risk, 

Mitigation and Mitigation assignment. Download from SAP Note 1157209 the file 

AE_init_append_data_CC.xml and Upload it with Append option into CUP �

Configuration � Initial System Data
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