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FOREWORD 
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

A PAS is a technical specification not fulfilling the requirements for a standard, but made 
available to the public. 

IEC/PAS 62734 has been processed by subcommittee 65 C: Industrial networks, of IEC 
technical committee 65: Industrial-process measurement, control and automation. 

This specification is based on ISA 100.11a-2011. 

The text of this PAS is based on the 
following document: 

This PAS was approved for 
publication by the P-members of the 
committee concerned as indicated in 

the following document 

Draft PAS Report on voting 

65C/650/PAS 65C/667A/RVD 

 
Following publication of this PAS, the technical committee or subcommittee concerned may 
transform it into an International Standard. 
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This PAS shall remain valid for an initial maximum period of 3 years starting from the 
publication date. The validity may be extended for a single period up to a maximum of 
3 years, at the end of which it shall be published as another type of normative document, or 
shall be withdrawn. 

A bilingual version of this publication may be issued at a later date. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

 
The International Electrotechnical Commission (IEC) draws attention to the fact that it is 
claimed that compliance with this document may involve the use of patents from NIVIS LLC 
(US 20100027437 – Systems and Methods for Determining Link Quality, and US20100098204 
– Systems and Methods for Regulating Clock Precision in Distributed Devices). 

IEC takes no position concerning the evidence, validity and scope of this patent right. 

The holder of this patent right has assured the IEC that he/she is willing to negotiate licences 
under reasonable and non-discriminatory terms and conditions with applicants throughout the 
world.  In this respect, the statement of the holder of this patent right is registered with IEC. 
Information may be obtained from: 

NIVIS LLC 
1000 Circle 75 Pkwy 
Suite 300 
Atlanta  
GA 30339 
 

The International Electrotechnical Commission (IEC) draws attention to the fact that it is 
claimed that compliance with this document may involve the use of a patent from Certicom 
Corporation. 

IEC takes no position concerning the evidence, validity and scope of this patent right. 

The holder of this patent right has assured the IEC that he/she is willing to negotiate licences 
under reasonable and non-discriminatory terms and conditions with applicants throughout the 
world.  In this respect, the statement of the holder of this patent right is registered with IEC. 
Information may be obtained from: 

Certicom Corporation 
4701 Tahoe Boulevard 
L4W 0B5-ON 

The International Electrotechnical Commission (IEC) draws attention to the fact that it is 
claimed that compliance with this document may involve the use of a patent from General 
Electric Company. 

IEC takes no position concerning the evidence, validity and scope of this patent right. 

The holder of this patent right has assured the IEC that he/she is willing to negotiate licences 
under reasonable and non-discriminatory terms and conditions with applicants throughout the 
world.  In this respect, the statement of the holder of this patent right is registered with IEC. 
Information may be obtained from: 

General Electric Company 
1 Research Circle 
12309 New York 

Attention is drawn to the possibility that some of the elements of this document may be the 
subject of patent rights other than those identified above. IEC shall not be held responsible for 
identifying any or all such patent rights. 
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ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line data bases of 
patents relevant to their standards. Users are encouraged to consult the data bases for the 
most up to date information concerning patents. 

This is a preview - click here to buy the full publication

http://www.iso.org/patents
https://webstore.iec.ch/publication/20759&preview=1


 – 28 – PAS 62734  IEC:2012(E) 

INDUSTRIAL COMMUNICATION NETWORKS –  
FIELDBUS SPECIFICATIONS –  

 
Wireless systems for industrial automation: process control  

and related applications  
 
 
 

1 Scope 

This Publicly Available Specification defines the OSI layer specifications (e.g., PhL, DL, etc.), 
security specifications, and management (including network and device configuration) 
specifications for wireless devices serving application classes 1 through 5 and optionally 
class 0 for fixed, portable, and moving devices. 

NOTE Usage classes are described in Annex C. 

It addresses the performance needs for periodic monitoring and process control where 
latencies on the order of 100 ms can be tolerated, with optional behavior for shorter latency.  

The specification addresses: 

• low energy consumption devices, and also those applications that have latency and 
latency variability constraints, with the ability to scale to address large installations; 

• wireless infrastructure, interfaces to legacy infrastructure and applications, security, and 
network management requirements in a functionally scalable manner; 

• robustness in the presence of interference found in harsh industrial environments and with 
legacy systems; 

• coexistence with other wireless devices anticipated in the industrial work space, such as 
IEEE 802.11x, IEEE 802.16x, cell phones, and other relevant standards; and 

• interoperability of ISA100 devices. 

2 Normative references 

The following documents, in whole or in part, are normatively referenced in this document and 
are indispensable for its application. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any 
amendments) applies. 

NOTE See the bibliography for informative references. 

ISO/IEC 646:1991, Information technology – ISO 7-bit coded character set for information 
interchange 

ISO/IEC 9649-7:1995, Information technology – Open Systems Interconnection – 
Conformance testing methodology and framework – Part 7: Implementation Conformance 
Statements 

ISO/IEC 10118-2, Information technology – Security techniques – Hash-functions – Part 2: 
Hash-functions using an n-bit block cipher 

ISO/IEC 10731, Information technology – Open systems interconnection – Basic reference 
model – Conventions for the definition of OSI services 

ISO/IEC 19772, Information technology – Security techniques – Authenticated encryption 
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ANSI X9.63:2001, Public key cryptography for the financial services industry – Key agreement 
and key transport using elliptic curve cryptography. American Bankers Association, November 
20, 2001 

FIPS 197, Advanced encryption standard (AES), Federal Information Processing Standards 
Publication 197, US Department of Commerce/N.I.S.T, Springfield, Virginia, November 26, 
2001 

FIPS 198, The keyed-hash message authentication code (HMAC), Federal Information 
Processing Standards Publication 198, US Department of Commerce/N.I.S.T., Springfield, 
Virginia, March 6, 2002 

IEEE Std 802.15.4™:2006, Wireless medium access control (MAC) and physical layer (PhL) 
specifications for low rate wireless personal area networks (WPANs) 

IETF RFC 768, User Datagram Protocol 

IETF RFC 2460, Internet Protocol, Version 6 (IPv6) Specification 

IETF RFC 2988, Computing TCP's Retransmission Timer 

IETF RFC 3610, Counter with CBC-MAC (CCM) 

IETF RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP 

IETF RFC 4944, Transmission of IPv6 packets over IEEE Std 802.15.4 networks 
ftp://ftp.rfc-editor.org/in-notes/internet-drafts/draft-ietf-6LoWPAN-format-13.txt  

ISA 100.11a-2011, Wireless systems for industrial automation: Process control and related 
applications 

Standards for efficient cryptography, SEC 1: Elliptic curve cryptography, version 1.0, Certicom 
Research, September 20, 2000 

Standards for efficient cryptography, SEC 2: Recommended elliptic curve domain parameters, 
version 1.0, Certicom Research, September 20, 2000 

Standards for efficient cryptography, SEC 4: Elliptic curve Qu-Vanstone implicit certificate 
scheme, version 0.9, Certicom Research, November 14, 2007 

SEC1 (version 1.0), Elliptic Curve Cryptography  

3 Terms, definitions, abbreviated terms, acronyms and conventions 

For the purposes of this specification, the following terms, definitions, abbreviated terms, 
acronyms and conventions apply. 

3.1 (N)-layer and other terms and definitions from the open systems interconnection 
basic reference model 

NOTE All references are with respect to ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, unless 
otherwise identified. 

3.1.1  
acknowledgement [5.8.1.16] 
function of the (N)-layer that allows a receiving (N)-layer entity to inform a sending (N)-layer 
entity of the receipt of a PDU 
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