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But it has a 
dark side 

too… 





It is not just about keeping safe on laptops/computers 

but also keeping safe on all electronic devices such 

as mobile phones, Smart TV’s, tablets, consoles etc. 

Schools have a legal duty of care to try to protect 

pupils, not just from online predators, but also from 

other online risks such as cyber-bullying, fraud and 

pornography. It’s a tough ask. Most schools monitor 

internet use and rely on filters to block certain sites, 

but censorship alone isn’t enough.

What is Online Safety?

How important is it?





What are these? What do they mean?



The Risks



Statistic

s
STATS



Source: Lilley, C., Ball, R. and Vernon, H. (2014) The experiences of 

11-16 year olds on social networking sites.

Source: NSPCC (2016) Childline annual review 2015/16: It turned out 

someone did care.

Source: McAfee survey of children and parents as reported in the 

Guardian (14 November 2014) “Number of children who are victims of 

cyberbullying doubles in a year”

Source: Livingstone, S. (2014) Net children go mobile: the UK report: 

a comparative report with findings from the UK 2010 survey by EU 

Kids Online (PDF)

Source: Martellozzo, et al (2016) I wasn’t sure it was normal to 

watch it.

Source: NSPCC (2016) Childline annual review 2015/16: It turned out 

someone did care.

Source: Ofcom (2015) Children and parents: media use and attitudes 

report (PDF).

https://www.nspcc.org.uk/services-and-resources/research-and-resources/2014/experiences-of-11-16-year-olds-on-social-networking-sites/
https://www.nspcc.org.uk/services-and-resources/research-and-resources/2016/childline-annual-review-2015-16-turned-out-someone-did-care/
https://www.theguardian.com/society/2014/nov/14/35pc-children-teenagers-victims-cyberbullying-fears-grooming-tinder-snapchat
https://www.lse.ac.uk/media@lse/research/EUKidsOnline/EU%20Kids%20III/Reports/NCGMUKReportfinal.pdf
https://www.nspcc.org.uk/services-and-resources/research-and-resources/2016/i-wasnt-sure-it-was-normal-to-watch-it/
https://www.nspcc.org.uk/services-and-resources/research-and-resources/2016/childline-annual-review-2015-16-turned-out-someone-did-care/
http://stakeholders.ofcom.org.uk/binaries/research/media-literacy/children-parents-nov-15/childrens_parents_nov2015.pdf


For access to 
the full report 

Click Here

https://www.ofcom.org.uk/__data/assets/pdf_file/0024/134907/children-and-parents-media-use-and-attitudes-2018.pdf


What does your child read before bed?
How could this be prevented?



Children’s Digital Playground



How many of these apps do you know?

1             2             3             4             5             6             7             8

9            10          11            12          13            14           15          16

17          18          19            20           21            22           23          24

25           26          27            28           29           30            31          32





Do you know all the ways we communicate online?

• E-mail

• Texting / WhatsApp

• Instant Messaging

• Status Update – Facebook

• Tweet – Twitter

• Blogging  /  Vlogging

• Verbal / Text Communication through online gaming

• Skype / FaceTime / Instagram / Vine / Periscope / TikTok

• Exchange images / video clips by phone such as Snapchat

• Upload images / video to an online space like YouTube

• Comments on posts/updates/photos

• Home devices like Amazon Echo / Google Home



The minimum age to open an account on 
Facebook, Twitter, Instagram, Pinterest, 
TikTok, Tumblr and Snapchat is 13.
For Whatsapp, it’s 16. 
For Tinder it’s 18.

YouTube requires account holders to be 
18, but a 13 year old can sign up with a 
parent’s permission.  

Social Media Age Limits



Social Media sites for kids

Aimed at children.

Never 100% safe. 



Sharing Photos
What is risky about
this photo that was 
posted online?



Information hidden in photos



RISKS OF LOCATION SERVICES

This can be beneficial for 
parents but a risk for 
strangers…

• Target for street robbery

• Share location unwittingly

• Photos have locations 
attached

• Photos/Videos shared and 
then stolen 



• ALL images sent on any device can be captured!

• Video conferencing can be captured!

• Take images / video on a Smartphone

• Sent to friend

• Shared on Internet

• Stolen from social network sites

Website images / Video stream







TIPS WHEN GIVING CHILDREN 
A MOBILE PHONE

• A good time to allow your child to have a phone is when it is 
needed. i.e leaving the house alone – starting secondary school 

• Before buying a mobile find out what functions it has – Internet, 
private messaging, built in applications e.g. Location services

• Set parental controls where required – talk to the service provider 

• Do not allow mobiles in the bedroom at night; insist that they need 
to be charged overnight in your bedroom or the kitchen 



GAMING

Multiplayer Online Role Playing Game



A battle royale game is an online multiplayer video game genre that

blends last-man-standing gameplay with the survival, exploration and

scavenging elements of a survival game. Battle Royale games involve

dozens to hundreds of players, who start with minimal equipment and then

must eliminate all other opponents while avoiding being trapped outside of a

shrinking "safe area" or "safe zone", with the winner being the last player or

team alive.



PEGI (The Pan-European Game Information age rating system) was established in 
2003 to help European parents make informed choices 

Bad Language - Game contains bad language

Discrimination - Game contains depictions of, or material which may 

encourage, discrimination

Drugs - Game refers to or depicts the use of drugs 

Fear - Game may be frightening or scary for young children

Sex - Game depicts nudity and/or sexual behaviour or sexual 

references

Violence - Game contains depictions of 

violence

PEGI RATINGS



Although these games are marketed to be the 
‘coolest’ games out there, they are not suitable for 
primary aged children.



It contains lots of sexual content 
including strip clubs which offer 
topless dancers. You can pick up 
prostitutes on the street and have 
intercourse with them in your car. 
You can work as a freelance 
paparazzi taking pictures of 
celebrities, next thing you know 
you’re actively taking pictures of 
an outdoor sex scene. There is 
plenty of violent killing and you 
actively take part in torture by 
pulling out some teeth, breaking 
some kneecaps and applying 
electricity to your victims.  

Grand Theft Auto V



If you’re not talking to your real 
friends...

Who are you talking to?

No way! 

I’m also 

a 9 year 

old girl!
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CHILDREN NEED TO TAKE RESPONSIBILITY FOR 
WHAT THEY PLAY… BUT THE FINAL 

ACCOUNTABILITY REMAINS WITH THE PARENTS 

• When you hear about a game or find one 

you want to play it, you should check it’s 

PEGI rating and content warnings to see if it 

is suitable for you to play. 

• Speak to your parents or teacher about it 

and discuss whether you should be playing it 

or not.

• Take responsibility as to how long you play 

video games for and what time you play 

them until. 

• Don’t play a game just because you hear 

everyone else is playing it. 

• There are plenty of games out there with 

a 3 or 7 PEGI rating…



Plenty of good games rated 3 & 7



Seriously! How can you be this bad at this game!

I’ve been playing this for 3 months and I have never met anyone who 
is as rubbish as you!!!!!

Where do you live?? I’m going to come round and show you how to 
play this game properly!!!

WHAT DO

YOU DO?

Killa

z

92

Respond back –
tell them to not 
be so rude and 
leave you alone

Respond back – tell 
them your address 
so they can show 

you how to play the 
game properly

Don’t respond – take 
a screenshot for 

evidence and tell a 
trusted adult who will 

help you block the 
user from contacting 

you.



CAN YOU MATCH THE PLAYER TO 
THEIR PROFILE PICTURE?

1 2 3

A B C



TIPS FOR GAMING
• Leave all gaming devices in a family space. 

• Open up communication - talk to your child about 
the sites they are using and why they like them. 

• Explain that people lie online and they are not 
always who they say they are.

• Explain that people can be mean online and don’t 
always have their best interests at heart.

• Ask  them to never give out personal information. 

• Set parental controls. 

• Set time limits on how long they can game for. 
Allow time for non-technology based activities and 
allow an hour ‘screen free’ time before bed.



CYBER-
BULLYING





WHAT STOPS CHILDREN 
SPEAKING OUT?

• Young people often tell us how difficult it is for them to tell someone 

about the bullying they are experiencing. 

• Some children are not sure whether they are indeed being bullied. 

• Young people worry about the reaction from the adults they tell, from 

not being believed to being blamed, to parents overreacting and making 

a scene. 

• They worry that telling will make the bullying worse. Or they worry that 

speaking out will make no difference, so there is no point.

• They worry that they will be punished. Access to social stopped and 

their phone taken off them. 

• Bullying and harassment can be hard to talk about but they should not 

deal with it alone. If they think they are being bullied, they should try   

and talk to a trusted adult such as a parent, family member, carer or 

teacher or a friend.



GUIDANCE FOR PARENTS
ChildNet

CEOP

NSPCC

Childline 

ThinkuKnow

UK Safer Internet Centre

Internet Matters

LGfL

School Website 

National Online Safety

Police



• ChildNet https://www.childnet.com/

• CEOP https://www.ceop.police.uk/Safety-Centre/

• NSPCC https://www.nspcc.org.uk/

• Childline https://www.childline.org.uk/

• ThinkuKnow https://www.thinkuknow.co.uk/

• UK Safer Internet Centre https://saferinternet.org.uk/

• Internet Matters https://www.internetmatters.org/

• National Online Safety https://nationalonlinesafety.com/

• School Website https://www.barhamprimary.co.uk/

Links to Online Safety support sites

https://www.childnet.com/
https://www.ceop.police.uk/Safety-Centre/
https://www.nspcc.org.uk/
https://www.childline.org.uk/
https://www.thinkuknow.co.uk/
https://saferinternet.org.uk/
https://www.internetmatters.org/
https://nationalonlinesafety.com/
https://www.barhamprimary.co.uk/


Supporting your children

• Take an interest. 

• Engage with them.

• Use technology with them. 

• Do not become a ‘sharent’ -
lead by example. 

• Talk to other parents about 
any issues. 

• Open minded to technology.

• Ask the school for advice.  



Setting up Family 
Link takes approx.  

15 minutes.

• Screen Time
• Parental Control
• Location tracking



Guidance 

for 

children

• Self-image & Identity
• Online Relationships
• Online Reputation 
• Online Bullying 
• Managing Online Information
• Privacy & Security
• Copyright & Ownership 
• Gaming

http://www.childnet.com/kia/primary/smartadventure/default.aspx


The SMART Rules



Do adults follow the SMART rules?

Do you give your personal details out online? 

Have you or do you know someone who has met
a stranger online?



We need children to understand that adults use the internet
in a different way to them and we only enter our personal details
or meet someone if we know there is there is proper cause to.



Everything you put online 
will stay with you forever so 
if you’re going for a job, your 
new boss might look you up 
on the internet and find 
comments or pictures that 
you wish they wouldn’t see…

Always be aware of what 
you’re putting online and 
who you’re connected with…

Digital Footprint



Online Safety at Barham Primary

• Online safety topic taught frequently within the curriculum

• Staff and Children Acceptable Use Agreements signed 

• Pupils have access to online safety resources through our website and MyUSO.

• Online safety training for parents and all staff

• Online safety policy updated annually within  the Behaviour policy. 

• Digital Leaders (Year 2 – 6) 

• Online safety incidents logged within our Safeguarding systems.  

• Staff only use appropriate websites, LGfL filtering blocks inappropriate sites. 
Pupil information can only be accessed by those in the school.

• Online safety display in the new Computing Suite.  SMART rules and 
Cyberbullying



Thank you for coming…..

Any questions?


